UNDER SECRETARY OF STATE
FOR MANAGEMENT
WASHINGTON

MAY 14 ¢

Dear Mr. Fitton,

The Secretary has asked me to respond to your April 30 letter raising
concerns regarding Federal e-mail records. I assure you that the Department’s
leadership is committed to preserving the documentation of U.S. foreign policy and
Department operations through meeting the statutory requirements and presidential
initiatives regarding records, as well as ensuring that the Department maximizes
transparency as embodied in the Freedom of Information Act. In furtherance of
this commitment, the Department is working closely with the National Archives
and Records Administration (NARA) regarding former Secretary Clinton’s
records, as well as to pursue long-term solutions to further improve our
management of electronic records as covered by our April 2 response to NARA’s
March 3 correspondence, copies of which are provided as attachments for your
information.

In closing, we appreciate your identifying the issues of concern to your
organization in your April 30 letter and assure you that we are continually working
to improve our recordkeeping practices.

Sincerely,

e, (<
| gt Ve l@-«»j
Patrick F. Kennedy

Attachments: (2)

Mr. Thomas J. Fitton,
President,
Judicial Watch, -
425 Third St., SW, Suite 800,
Washington, DC 20024.



United Siates Department of State

lmch.iugwn. D.C. 20520

Paul M. Wester, Jr.
Chief Records Officer for the U.S, Government APR 2 2015
National Archives and Records Administration .
8601 AdelphiRoad

College Park, MD 20740-6001
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This letter constitutes our response regarding your March 3 letter in which you note a recent NY Times
article regarding the Federal emall records of former Secretary of State Hillary Rodham Clinton, as well
as of formec Secretaries Rice, Powell, and-Albright. As you-and | have discussed, we look forward to
continuing the Department’s longstanding demonstrated commitment to mariaging oyr records and to
leveraging our ongoing partnership with the National Archives and Records Administration (NARA) to
aduress the evoiving complexities of emall vis-a-vis government records life cycle management.

As you are aware through our reporting over the years, the Dapartmant and its leadership have in the
past and continue to take very seriously our records management responsibilities.particulerly as
embodied in the President's Managing Government Records Directive and recent amendments to the
Federal Records Act. We understand the relationship between a sound records management program,
the preservation and life cycle management of the full documentation of the essential evidence of our
mission and operations, transparency, and Open Government. Consistent with this commitment, in
2013, the Under Secretary for Management and our Senfor Agency Dfficial for Records, Patrick F.
Kennedy, asked senior officials (*Senlor Sponsors”) to review the Department’s record emall systam.
Suhsequently, &n Eléctronic Records Woiking Groyp with Senior Sponsors was formed to examine and
make recommendations to address-electronic records lifa cycle management, including Department-
wide complisnce-with the aforementioned new mandates. One of the first actlons was the
promulgation by the Senlor Agency Official for Records of an updated policy message In an August 28,
2014, memorandum to the Department’s leadership, which-stressed proper records manegement and
advisad senlor officials that they should not use thejr private emall accounts for officlal business (see
attachmént 1). In October 2014, the Department Issued & Department Notice and cable to the field for
all employees reminding them of thelr responsibilities vis-3-vis records, emalls, and personal accounts
(see attachments 2-3). This Is an ongoing effort designed to address compiex issues surrounding
électronic.reeords management Issues with which you are deeply famlitar as the Chief Records Officer

for the Federal Government.

Asyou know, NARA has been updating Its guldance on the'management of emails. In furtherance of
that guidance and to ensurie thet our records are as complete as possible, on October 28, 2014, Under
Secretary Kennedy sent a letter to the representatives of formerSecretaries Clinton, Powell, Rice, and
Albright to request that coples of federal records be made avallable to the Dapartment (see
attachments 4+7).5 Specifically, the Department requested the secretaries provide any faderal records fn

1 puie to an error, the lettars W the representatives for Secretaries-Clinton, Powell and Albright had to be resent in
November since the original lettérs to those representatives referenced Secretary Rice Instead of thelr
corresponding former Secretary-{see attachments 4-7}.



thelr possession, such as.emails sent or recelved on a personal emal) account, If there was reason to
belteva the records may not otherwise be capturad in the Department’s recordkeeping system. (The
Departmerif fully recognizes the uniqueness and valus of the Secretary of State's records collection, as
wannmgﬁhbmhnuufmmmnublockmas'almnﬂmlummup'aspmvldedlnour
authorized disposition schedules.) At the time the Department sent the letters, it was awara that :
Sacretaries Clinton and Powell had used non-government accounts during thelr tenures, but thedw
to which records were captured In the Department’s systems was unknown.

In December 2014, former Secretary Clinton's representatives provided approximately 55,000 pages of
mmmmmwhmmwmmmmmmmmﬁmm(mmdmm
8). These emalls are belng reviswed unﬂerthanudomofmfomﬂonuundmmussble
documents will be made publicly avalleble online by the Department.

Also, last December, formerSecremv Rice’s rapresentative advised that Secretary Rice did not usea
personal emall account for official business, In March 2015, former Secretary Powell's represantative
advised that while former Secretary Powall used a perscnal emall account during his tenure as Secretary
of State, he did not retaln those ernalls or make printed coples. n March 2015, former Secretary
Albriglit advised the Department of State that she never used a U.S. Government email or gersonal
gmﬂamuntduﬂngh«umu&m:yofsme,andd‘ldthapmonalmallamountuuﬁl
after she left government senvice, .

Finally, recognizing the Importance of, as well as the reSource challenges involved in, putting the
principles of records’ presesvation, management, and transparency into practice, Secretary Kerry has
asked the Department’s Inspector General to review and make recommendations for improving the
Department’s recordiesping and FOIA practices (sea attachment 9). Informed by this review and In
consuitation and coordination with your leadership, we will continue to work through the complicated
electronic reconds issuas consistent with the President's initiative and statutory mandates. These efforts
will be addressed In future reporting consistent with our mitual cooperation and resolution.

With continued best regards,

Mamreienfa!d

Deputy Assistant Secretary for Global Information Services
Bureau of Administration

US. Department of State
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Margaret P. Grafeld

Deputy Assistant Secretary for Global Information Services
Bureau of Administration

U.S. Department of State

SA-2, Suite 8000

515 22nd Street, NW ,

Washington, DC 20522-0208

- Dear Ms. Grafeld:

The National Archives and Records Administration (NARA) is concerned with the events
outlined in the March 2, 2015, New York Times article by Michael S. Schmidt regarding the
potential alienation of Federal email records created or received by former Secretary of State
Hillary Rodham Clinton. The article also suggests potential issues with the Federal email records
created or received by former Secretaries of State dating back to Secretary Madeleine K.
Albright.

Based on this article and other news reports, NARA is concerned that Federal records may have
been alienated from the Department of State’s official recordkeeping systems.

Pursuant to your Department’s responsibilities under 44 U.S.C. Chapter 31 and NARA’s
authorities in 44 U.S.C. Chapter 29, we request that the Department of State explore this matter
and provide NARA a report of how these records were managed and the current status of these
records.

We request that you provide us with a report as reqmred and described in 36 CFR 1230.14 within
30 days of the date of this letter.

If Federal records have been alienated, please describe all measures the Department has taken, or
expects to take, to retrieve the alienated records. Please also include a description of all
safeguards established to prevent records alienation incidents from happening in the future.
Please also provide NARA all guidance and directives disseminated within the Department that
address the management of email records, mcludmg those records created using personal email
accounts.
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If you are unable to provide a report within 30 days, please provide us with an interim report
indicating what actions you have taken and when you expect to submit a final report.

Thank you fot your cooperation.

Sincerely,

Tn 77 2l

PAUL M. WESTER, JR.
Chief Records Officer
for the U.S. Government

cc:  Ambassador Patrick F. Kennedy
Under Secretary for Management
Senior Agency Official for Records Management
U.S. Department of State
Washington, DC 20520



