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United States Department of State

Washington, D.C. 20520

Nov 12 2015

Case No. F-2015-05028
Segment: DS-0002
Kate Bailey
Judicial Watch
425 Third Street, SW, Suite 800
Washington, DC 20024

Dear Ms. Bailey:

I refer to our letter dated October 1, 2015, regarding the release of certain
Department of State records under the Freedom of Information Act, 5 U.S.C. §
552.

The search of the records of the Bureau of Diplomatic Security has been
completed. We have identified 24 documents that are responsive to your request.
We have determined that 15 may be released in part, 3 must be withheld in full,
and 6 require consultation with other U.S. Government agencies before a final
release determination can be made. All released material is enclosed.

An enclosure explains the FOIA exemptions and other grounds for withholding
material. Where we have made excisions, the applicable FOIA exemptions are
marked on each document. In some cases, two or more exemptions may apply to
the same document. For the three documents withheld in full, we have cited the
following FOIA exemptions: 5 U.S.C. § 552 (b)(1), (b)(5), (b)(6), and (b)(7)(C).

If you have any questions, you may contact Marsha Edney, Trial Attorney, at (202)
514-4520 or Marsha.Edney(@usdoj.gov. Please be sure to refer to the case number,
F-2015-05028, and the civil action number, 15-cv-00646, in all correspondence
about this case.

Sincerely,

Sisaf O (WeDino— A

John F. Hackett, Director
Office of Information Programs and Services

Enclosures: As stated



The Free nformati ct_ 5 552
FOIA Exemptions

(b)(1) Information specifically authorized by an executive order to be kept secret in the interest of
national defense or foreign policy. Executive Order 13526 includes the following

classification categories:

1.4(a) Military plans, systems, or operations

1.4(b) Foreign government information

1.4(c) Intelligence activities, sources or methods, or cryptology

1.4(d) Foreign relations or foreign activities of the US; including confidential sources

1.4(e) Scientific, technological, or economic matters relating to national security,
including defense against transnational terrorism

1.4(f) U.S. Government programs for safeguarding nuclear materials or facilities

1.4(g) Vulnerabilities or capabilities of systems, installations, infrastructures, projects,
plans, or protection services relating to US national security, including defense
against transnational terrorism

1.4(h) Weapons of mass destruction

»

(b)(2) Related solely to the internal personnel rules and practices of an agency

(b)(3) Specifically exempted from disclosure by statutev(other than 5 USC 552), for example:

ARMSEXP Arms Export Control Act, 50a USC 2411(c)

CIA PERS/ORG Central Intelligence Agency Act of 1949, 50 USC 403(g)
EXPORT CONTROL Export Administration Act of 1979, 50 USC App. Sec. 2411(c)
FS ACT Foreign Service Act of 1980, 22 USC 4004 '

INA Immigration and Nationality Act, 8 USC 1202(f), Sec. 222(f)
IRAN Iran Claims Settlement Act, Public Law 99-99, Sec. 505

(b}(4) Trade secrets and confidential commercial or financial information

(b)(5) Interagency or intra-agency communications forming part of the deliberative process,
attorney-client privilege, or attorney work product

(b)}(6) Personal privacy information
(bX7) Law enforcement information whose disclosure would:
(A) interfere with enforcement proceedings
(B) deprive a person of a fair trial
(C) constitute an unwarranted invasion of personal privacy
(D) disclose confidential sources
(E) disclose investigation techniques
(F) endanger life or physical safety of an individual
(b)(8) Prepared by or for a government agency regulating or supervising financial institutions
(bX9) Geological and geophysical information and data, including maps, concerning wells
Other Grounds for Withholding

NR Material not responsive to a FOIA request excised with the agreement of the requester
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RELEASE IN PART _ ‘
B1,1.4(G),1.4(E),B7(C),B6,1.4(C) .

SECRET/NOFORN
DECL: 03/02/2019

INFORMATION MEMO EOR:CHERYLD. MILES~ 8"
FROM: DS - Eric J. Boswel
1.4(E) '

SUBJECT: Use of Blackberries|in Mahogany Row | 1.4(G)
B1

We have worked closely to review all options that would allow
Secretary Clinton, you, and a smi4ll number of staff to use Blackberries

Our review reaffirms our belief that the vulnerabilities and risks associated
with the use of Blackberries in the Mahogany Row konsaderably outweigh 1.4(E)
the convenience their use can ady to staff that have access to the unclassified 1.4(G)
‘OpenNet systemn on their desktops. | | ok
- - | We also worry about :
the example that using Blackberries in Mahogany Row might set as we strive to
promote crucial securify practices.and enforce important security standards among
State Department staff. Cfi

As am alternative, we suggest that DS work with S/ES-IRM to make. access
1o the Secretary’s OpenNet accopnt on her desktop workstation as easy and
convenient. as possible. For example, we are happy to work with IRM to lenigthen |
or even eliminate the time-out function to allow the Secretaty”s Special Assistant
to Jog-on to review her emails aid schedules.

While we ¢anniot recommend using:Blackbetrries inside the Mahogany Row i %
C[wedp not want to stand iy the way of issuing Department Blackberries.to 1.4(E)
the Secretary and her senior for-use outside Mahogany Row. Those 1.4(G)
Blagkberries can be synchronized with your OpenNet Microsoft Outlook acecounts,
provide full cellular, e-mail, andjinternet.functionality;and provide unclassified
o ___mebxle technology-when you ar away- from- Mahogany Row— — - = ==

I cannot stresstoo’ stmngl%O however, that any unclassified Biﬁ“c’kbergy 7 e SRR L —
_highly wvilnerable:in.any setting: remotely and.covertly monitoring conversations; ' s

rp'mPvmgeama:1smdmcploxnngealsndam%maﬁaehmg»reperts»ﬁ:er D8s———i———

== g SE(,RET/NOFORN - ==

e Classified by~ DS—=Eric J-Boswell
E.QO. 12958; Reasons: 1.4 (¢), (d), and (e)
psie

i

~ UNCLASSIFIED U.S. Department of State Case No. F-2015-05028 Doc No. C05891070 Date: 11/12/2015
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C. Via

SECRET/NOFORN

- oo = e 18, = == : s 3 G

i .Office of Computer Security’s Cyber Threat & Analysis Division-that give further
background on those risks.

If, after considering the I erabilities that I describe above and the
alternatives that I propose, the Secretary determines that she wants a limited
number-of staff to use Blackberties in the Mahogany Row

Attachments:
Tab.1 — Excerpts from DS/CS/CTAD Reports on Blackberry Vulnerabilities:
Tab 2 -

Tab 3 — New York Times{Article: “Obama’s Phone Security and Yours”
Tab 4 — Washington. Post |Article: “Your Cell and Your Berry: Tools for the
Enemy”

SECRET/NOFORN

—— UNCLASSIFIED U.S. Department of State Case No. F-2015-05028 Doc No. C05891070 Date: 11/12/2015 .
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Y atch, Inc. via
__ Drafted: _ DS/SUIS — . e -
DS/C/ST — Bl ~
Cleared:  DS/DSS — G.Starr (ok) |
DS/SI/CS ~ M Holland (ok) !
DS/SI — D.Reid (ok) 5
DS/C-— P.Donovan (ok)
INR ok B6
M- ok) L
IRM - (ok) |
|
[ 3
|

—— UNCLASSIFIED U.S. Department of State Case No: F-2015-05028 Doc No. C05891070 Date: 11/12/2015
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C. Via

RELEASE IN PART
B1,1.4(G),1.4(E),B7(C),B6,1.4(C) ———
l .

F“_E COPY W:fshirggrron. D.C. 20520

! wwiv.state:gov.

SECRET/NOFORN : ‘
. DECL: 03/02/2019 T MAR 6 2009
l

INFORMATION MEMO FORlCHI‘.RYL D.MILLS -§

[Our feviewi réatfitms our belief that.the valnerabilifies.and risks associated

with the use-of Blackberiies in‘the Mahogany Row considerably outweigh 1.4E)
the convenience their-use ¢an addito staff that have acoess to the unclassified 1.4(G) |
OpenNet system: on their desktops. v | B1

- ' |Wie.also worry about

the-éxample that using Blackberties in Mahogany Row might set as we. strive to
promote ¢rueidl security: practlcee{ and énforce important security standards among
State: Derpartmént staff. .

Ascan alfergative, we suggdst that S work with S/BSSTRM o piske aceess
to the- Secreta:y sOpenNet accouht on her désktop workistation as-easy and
convenient as possible: For- example, we:dre happy to-work with IRM te lerigthen
or evén eliminate the time-out furlction to allow the Secretary’s, Special Assistant
to log-on to review her emails an schéduies

While we cannot. recomme:pd using Blackberiies inside the Mahiogany Row

/e do net want to* stand in the way.of issuing Depantment ‘Biackbeiries to | 1 jég))
the Secretary and her senior staff for use oiitside Mahogany Row. These. :

Blackberries can be synchronized with your OpenNet Microsoft Outlook-actounts, _ )

provide full eellular; e<mail, and iptemet functionality, and-provide uhctassnﬁed
_.m mqblle technology when you are.away fromMahogany Row:

1 Cahhot stress 100 strongky ‘howeyer, that any. mdassxﬁedBlackben’y,Js . S
P hnghly nerable:in any.setting to-remotely and covertly monitoring’ conversationsye - -~
' retnevmg e-malls' “and. cxplmhng calendars Tam attachmg repoms from DS’s

S O e —

= =——SECRE u;N(:)rogg == "-’1-'“;? —
e By & “." i P] gl-ﬁgd by—DS"““EM“J:CBOSW . T e s e = = s ‘|
e B0, 17958, keasons T4 (), (), a0d (0) ~

— UNCLASSIFIED U.S. Department of State Case No. F-2015-05028 Doc No. C05891079 Date: 11/12/2015
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| tained by Judicial

|n.e atch, Inc. via FOIA '
il e . SECRET/NOFORN .-
bo-2= . . )
Office of Gomiputer Security’s Cyber Threat & Analysis Division that give further
background on these fisks. | 1.4(E)
1.4(G)
B1
If, after considering the vulnerabilities-that I describe above.and the
alternative's that I'propose, the Secretary- determines that she wants a limited ;
‘number.of staffto use Blackberries in the Mahogany Row jl jgg)) i
B1 .
Attachments: ' : )p
"Tab 1 - Bxterpts fiom DS/CS/CTAD Reports on Blackberry Vulnerabilities: '
Tab 2 1.4(C)
Tab.3 —New York Times Article: “Obama’s Phisne Security and Yours” ] -j@
Tab 4 — Washington Poist Article: “Your Cell agd. Your Berry: Tools for the KG)
Bnbiie” B1
Enemy :
i
= o i

—— UNCLASSIFIED

1
I
1
I

U.S. Department of State Case No. F-2015-05028

Doc No. C05891079 Date: 11/12/2016 ———
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RN — — s
Drafted:  DS/SI/IS — B6
DS/C/ST - B7(C)
Cleared:  DS/DSS —G. Starr( l;)
DS/SU/CS — M.Hoiland (ol
DS/SL— D.Reid (ok
DS/€ — P.Donovan {ok)
T2 . 3 Be
- B7(C)
S/ES-IRM — J. Bent i(ok)
S/ES-IRM.—~ M. Horpwitz (ok)
|
|
I o I ; _ '
|

— UNCLASSIFIED U.S. Department of State Case No. F-2015-05028

Doc No. C05891079 Date: 11/12/2015 ~———
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btained yJu icia

’

UEASE'IN PART

o : : B6

From:

Sent: Tuesdayv. March 29, 2011 1:37 PM_ -
To: '
Ca -
Subject: RE: (SBU) Electronic Devices and the 7th Floor

'
|

All, ;

‘ .
t wondeérif it might be possible to pull together a meéting this Thursday afternoon or Friday morning to findlize plans for
this:ievent. The proverbial irgn grows colder by the day, and by mid-April the 7" Floor staff will become very much a
moving target for the better part of 8 morith.

lam ha_ppv to host here at HST, but am slse mare than willing (anci happy) te come across the bridge.

Iﬁnythanﬁ = . . ot B ; 5 @ bR 5 iepie 1y w - .
|

From:| |

Sent? Friday, March'04, 2011 11:31 AM i
To:
Cc: -
Subject: RE: (SBU) Electronic Devices and the 7th;Floor

Thahks for'the responses. |-am jost out of my 10afn but the day seems to cidsing.on me. | am going to send a meetin
notice out for Monday at 10:30. If yoy have a COnPICt let me know and we will try-to modify to accomimodate all. | g]

Director
Office of Computer Security
Bureau of. Diplomatic Security" |
U.S. Department of State. i >

f

|

|

Desk{ |
L

Sensitive
This email-is. UNCLASSIFIED. . = am T ..

'From:‘ 8
Sent: Friday;, March.04, 2011 10:38 AM' :

—_— .To‘ RS . b — . i s mmmas ey —— -

BS5,B7(E),B7(C),BS. | - B7(C)

i

B7(C).
B6

B7(C)
B6

B7(C)
B6

cc: = i< P e T eamreete

“— Subjecti- RE‘ (SBu)flectmmCDevxces and tﬂe”?‘lﬂ"Floor

" Y available after 1330 today or 1030-- 1200 on Monday or TueSday | have more ttme next. Thufs;iay and Friday

== = e = e — =

S R . .. e e raeE e e

s = === : — , =
| S - R

" UNCLASSIFIED U.S. Department of State Case No. F-2015-05028 Doc No. C05891089 Date: 11/12/2015
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" N N B7(0)

D‘?/ST/CMP Division Director ' i e B7(E)

Securc ‘N

From: - L . B7(C)

Sent: Friday, March 04, 2011 9:55.AM B6

To:

Ce: l s

Subject: RE: (SBU) Electronic Devices and the. m.l Floor’

| can be available-at-either 11:30 or noon‘for the
arrange everything but a 3 p.m. meeting on Tuesd

Thank you all for your-support in this!

-all. In terms of meeting, Monday would be bietter for me, but I'can re-

y to‘accommbodate.

— o —

.Bes_t‘. - - P —— - -
From:LT_;_ .
Sent: Friday, March'04, 2011 9;52'AM :
To:
cc:

Subject: FW:.(SBU) Electronic-Deviges and the 7t

Gentiemen, '
! understand that Gentry and Dan have already ch
discussing and warking out sorrie’ preliminary deéta

Floor

4t;ed about this'briefing,.dnd | think it is now in our hands to staftmg
ils.

| imagine your calendars afe as'bad rhine today....Rowever are.any-of you -available to have a conference'call at 11:30 or

noon?

Whether we can-start the discussjon today or not,

} believe we need to get together early next week regardirigthis high

level brief. .How does Monday look:and if not Mrnday-... Tuesday?

Please let me know your schedule and thoughts....|

| have a 20am meeting, but will be back'to the office, at 11am,

B7(C)
B6

B7(C)

I ~B7(C)
— B6
irecior
Office of Cormpuiter Secutity
Bureau. of Diplomiztic Secdtity - 4
U.S. Departmint-of State: N I
:ﬁ [ a__.._u e e 4 — "i _L;.BT(C)
==~ - j pno: = : % B — T B6 .
s s o .+ ol oy g . L o e
Sensitive G- -
= Thisemalls"UNCLASSIFIED —————- ——————— : i R e
i |
I 2

" UNCLASSIFIED U.S. Depaﬁment of State Case No. F-2015-05028 Doc No. C05891089 Date: 11/12/2015
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. From: Reid, Donald R

yJu i %Ptcﬁ’ 05028 Poc No. C05891089 Date: 11/12/2015

Sent: Thursday, March 03, 2011.9:26 AM |

B _To':|

B7(C)

Subject: FW: (SBU) Electronic Devices and the 7th Floor
I

|
This-may solidify quickly...let’s get prepared I

i
From:[
Sent: Thursday,
“Tot Reid. Donald R:

March 03, 2011 8:30. AM

0: Smith. Gertry O

B6 |

Co:

'Subjeét: RE: (SBU) Electronic Devices and the 7th

CMP.stands ready to provide presentations on‘thislsuhject.

I
1

DS/ST/EMP Division Director

Securej |

Frorh: Reld, Donald R i
Sent: Wednes _Qav. Mareh 02, 2011 5:22 PM |
To: 12; Smith, Gentry O ,

Flbor

B7(C)
B6

B6 . _._ |

B7(C) |
B7(E) |

———— ada wad

] - '
. Subject: RE: (SBU) Electronic Devices arid the 7th'Floor

‘I discussed this subject with Gentry this moring...y
Dept seniors that is circulating in final ¢learance (

about setting up this briefing for seniors and key sjaitf...l agreé the timing might be perfect but we likely need fo'meet to [

l B7(C) '
B6

e have.g- DS Memoto S re malicious cyber activity directed toward
ch)...Amb Boswell would like to.usé it to approach M ari¢- Amb Mull

harmonize g message and discuss our approach...on
! 1

From: |
Sent: Wednesday, March 02, 2011 5:11 PM
To:Smith, Gentry O; Reid, Donald R. 1

|

]
- ——Subject: RE: (SBU).Electroriic Devices and. the-7th

Sirs, I

1am serry to bother you, but} wanted to pass on tf

FIOOF ————

at we ar.e_enteﬁhg a period, unitil the'end of'March, when there isno

" Stravel oni the immediate horizon. As April promiigés totbe a very busy mionth of the 7™ Flodr, | belleve we have an

excellent’mndew inthe-eoming weeks—to catch: mtkch of-ourideal target audienes:in the-office.

S s ta = .

“_‘As always, I'stand’ ready"f“’assnst it facilitating the

Th ank vou and best regards

bélow-mentibned. presentation ‘inany.way | can,

_— —_—= [T

oo — i C—] = =

““Sent: Thursday, February 10, 2011 8:46 AM

UNCLASSIFIED U.S. Department of State Case No. F-2015-05028 Doc No. C05891089 Date: 11/12/2015
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alped by Judicial Watch, Inc. via F

Toi |Reid, Donald R

Cer

- Subject. RE: (SBU) Electromc Devices and the 7th Floor

D — € would love to participate. Don and | spoke y¢

presenters and timing. Gentry

From:|
Sent: Wednesday, February 09, 2011 11:48 AM
To: Smith, Gentry O; Reid, Donald R

Ccy

Subject: (SBU) Electronic Devices and the 7th Floo

E.O. 13526; UNCLASSIFIED

SENSITIVE « PLEASE LIMIT DISTRIBUTION

| wanted to share with you, back-channel
technology issues and request your hel i

o r———— e

a little insight info.curréntthinking in the Sécretary s innér cifcle on

_r.terday and-are both interested. We'll talk some more about

-—B7(C)—

._B6

B7(C)
B6

BS

$/ES management dogs notsee a heed to respond
need to put on a presei

point-for-point on any'of this; however,

tation for the 7" Floor on the vuinerabilities-of and threats to

Blackberries, iPads, and the like.

| would greatly gppreciate your guidance on, hqw[f:}want to coordinate on this project. |

p—m

Thank you and beést.regards,”

T ewmne - P =

2 "‘!"""' 7~ -w, -

- — - ——

i
|

= i et

SENS!TIVE BUT IJNCLASSIFIED PLEASE LM DIS] I’RIBUTI_ON

UNCLASSIFIED U.S. Department of State Case No. F-2015-05028 Doc No. C05891089 Date: 11/12/2015
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. Via
- B7(C)
s B6 '
Erom: RELEASE IN PART’
: - B5,B7(E),B7(C),
Sent: Tuesday, Aoril 28, 2005 11:32 AM (E),BT(C),B6
To:
Ce: B5,
Subject: FW: Memoto|  [re BBs ;
Attachments: ICPM 2005 700 1:PDF: 28 April Biackberry ldoc B5
" |
: B7(C)
this 1Is 2 memo that[" s putting together for Greg Starr’s signature. If CMP is going to clear | figured it B6
should go up my chain of command fo reach Greg :CMP doesn't have an issue with the memo as written. | don't see the B7(C)
but can go;either way on this one. You will see our comments on the‘ B7(E) i
Let me know how you would like to proceed. Thanks, '
| J B7(C) |
Director i B6 i
T “COUNtETMEssUres Programs Division ' .
DS/ST/CMP ' ) |
i
B GRREE BN RS S e A SIS vy, S i —
From:l 4 : B6 |
Sent: Tuesday, April 28, 2009 10:44 AM ! B7(C)
To: ’ ;
Ce: X S :
Subject: RE: Memo to re BBs BS'
Hers Is the draft document to be sent to Greaa Star as outiined in| email below. B7(C)
| have recieved comments from| Iand consolidated them in the attached B6 :

document. The document | recieved back from CS yesterday had no comments, so | am assuming you had no changes to i
the original document. There are still a couple of issues that need to be refined or validated.

The first | Wwanted to insure it was cpnfirmea that the Secretary indicated| | B7(E)
am not sure who can confirm that with Chery! Mills.

B7(E)
The second was in the meeting we discussed| | B6 *
We did not include this, but] highlighted that this was discussed T'included this as an optionB7 C !

fo be discussed. ST needs to weigh in on this be_orie this is finalized: (C)
Based on| l.JQ!;arjﬂgsLm | B7(E) |

|
Lastly th | have ieft both ]comment. | also addedl comments '
regarding th [Bottormn Tine, TThink we leave it as is or remove it completely. Preferrably .
we leave it 25 is and get| | B5!
L] B7(E) Be
: B7(C)
From: ~ . - N | o '
Sent: Friday, April 10, 2009 5:44 PM : :
L, B7(C)
' ; B6
¢ ' 1
2514

UNCLASSIFIED U.S. Department of State Case No. F-2015-05028 Doc No. C05891096 Date: 11/12/2015
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BS

Subject: Memoto  |re BBs
Importance: High . ; - B5

Atiachad is a draft memo thatl Fs a result of our meeiing several weeks ago. Please review for B6
comments/edits | am out of the office the naxt two weeks, and in the interest of time, and already latz in getting this 7(C)

don2 pieass provide input to Jnext week. He will incorporate changes and provide back to you for a final

review and clearance. Greg Starr has esked for the memo to determine who will sign and ensure it mests his

expectations. Once he has okay'sed, we will nesd fa coordinate a review by Chery! Mills to @nsure she understands how

ttus will proceed 2nd to confirm we've accurately remresented what we've previously discussed with her  We will ask Greg

to recommend how that should occur, whether he wants to do that or have BSO|  |coordinate with her, or

what. Your assistance in a quick tum-around next waek with[____will be appreciated. Thanks. | B7(C)

B6

e ——— — vu - v e - - e e 4 e e — - - - mi e —ia e e o - ——

’
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nc. via FOIA

— RELEASE IN PART

Sent: Fridav_March 06 2009 12:01 PM B5,57(E),BI(C),B6

To: y

Cc: . DS S:affersl S |Reid, Donald R;

Subject: FW: For Your Ciearance: IM to S (Cheryl Mills) - Use of Blackberries in Mahagony Row

Attachments: Tab 4_Post Article on Cell Phones.PDF; CTAD20080731 (F).pdf; Document.pds; IM to S
(CMitis)_Blackbertries in Mahogany Row (2).doc

Importance: High ‘ B5

| have discussed }comment-with !SIES—IRM. reggrdinql |

1

[He did advise the Secretary

B7(E)

B7(C)
B6

B7(C)
B6

BS

___does not hdve an OpenNet+ terminal (because. sheldoesni-use-computer-systems)—He-provided-his-name-and-thename————

of his boss, iﬁs clearers of the memo, which | added.

s ema vt vee iwaha meemm v - e B T P e " ear . - -

From

Sent: Thursday, March 05, 2009 8:13 AM
To: |

Cc: DS Staffers)| -
Subject: FW: For Your Clearance: IM to S (Cheryl Mills) - Use of Blackberries in Mahagony Row
Importance: High |

} In reference to the subject Info Memo, Amb. Bosweli requested we obtain IRM clearance In doing so we
receivad the guidance below (highlighted in red). Please follow-up to aetermine whether or not this will afrect the Memo in

anyway.

Thank fouj .

- e em & § cemmik e e 0 e—tWn s A it as me a e ete s 4 = s s =

Sent: Wednesday, March 04, 2009 3:36 PM

ce: [(CI0/EA);| |
Subject: FW: For Your Clearance: IM to S (Cheryl MI"S) Use of Blackberries in Mahagony Row
Importance: High

wel have made one minor edit at the begmnmg of para two. Inserted S/ES-IRM v$ IRM as IRM does not
‘manage Mahogany Row desktops. Alsc,

This mfo have some bearing on your final wording (or

not). With the minor adit. IRM (D/CIO - }clnars
Office of ;he Clo

(ManTech)

3 0553

B7(C)
B6

B7(C)
B6

B7(C)

B7(C)
B6

B5

B6
B7(C)

UNCLASSIFIED U.S. Department of State Case No. F-2015-05028 Doc No. C05891104 Date: 11/12/2015
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Fromﬂ

Sent: Wednesday, March 04, 2009 8:46 AM

To: IRM-Front-Office
Cc: DS Staffers

Subject: For Your Clearance: IM to S (Cheryl Mulls) Use of Blackberries in Mahagony Row

importance: High

We request clearance from| L)n the attached Info Memo. Thank you.

Thank.you,

DSIFO

Qs -201?-0?02 Doc No. C05891104 Date: 11/12/2015

B7(C)
B6
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| B7(C)

- = B6 |
From: | | RELEASE IN PART
Sent: Wednesday, March 11, 2009 1:17 PM o B5,B7(C),B6 !
To: Reid, Dorald R _
Ce: Donovan, Patrick D;| |
Subject: Z: For Your Claarance: IM 10 S (Cheryl Mills) - Use of Blackberries in Mahagony Row
Thanks Don....the boss is reading it now. He was,made aware of this information...a few weeks? ago - so no break down
on kseping him in the loop. I'll get back to you IF he needs anything further. Best.[ | B7(C)

B6 l
From: Reid, Donald R : .
Sent: Wednesday, March 11, 2009 12:21 PM ! .
To| - ) . B7(C)
Cc: Donovan, Patrick D; | | B6
__Subject: RE: For Your Clearance: IM o5 (Cheryl Mllls) = Use of Blackberries in Mahagony Row- - e e = s
- L we'll get this done...but you should have the intel on your JWICS system ..it is Secret/Sl...| sure hope we didn't
“leave the boss out of the loop on this...there is a %lated development P'll get to you on the high side now..
From: | | ' B7(C)
Sent: Wednesday, March 11, 2009 12:12PM . B6
To:| | B N |
€c: Reid, Donald R; Donovan, Patrick D;
Subject: FW: For Your Clearance: IM to eryl-Mills) - Use of Blackberrias in Mahagony Row
Importance: High y l
| | : B7(C)
‘B6

After this momings “managemant meeting” with the A/Secys, Secretary Clinton approached Ambassador Boswell and
mentionad that she had read the IM and that she "gers it”._Her attention was drawn to the sentence that indicates we (DS)

have intellioence concerning this vuinerability during her recént trip o Asia.

Secretary Clinton has asked Ambassador Boswell for this information. Please prepare a short informal paper OR provide
the AfSecy with a briefing on this matter. Your assistance is appreciated. The Secretary did not provide. a “due
date” ..BUT the Ambassador would like to ciose this loop as.soon as possible. Thanks,

|
sl : B6
Executive Assistant 1

Office of the Assistant Secretary
Diplomatic Security

!
From] I ' T ' B7(C)
Sent: Thursd rch 0"._2009‘8:,r3 AM : B6
To:! '
Cce: DS Staffers

Subject: FW: For Your Clearanca: IM te S (Chieryl Mllls) Usz of Blackberries in Mahagony Row
Importance: High

l
In reference to tne subject info Meino, Amb. Boswell requested we obtain IRM clezrance. in doing so we
recelved the guidance below (highlighted in red). Please follow-up to determing whether or not this will affect the Memo in
anyway.

|

1 vz
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Obtai Ju icial Watch, Inc. via F
' Thank vou, ) . !
. B7(C)
B6
. Bowiaeg P S S I P |
From:
Sent; Weangs@y@qg? 04, 2009 3:35 PM
To:| |
Cc:| [(CI0/EA) .
Subject: FW: For Your Clearance: IM to S (Chery! Miiis) - Use of Blackbernes in Mahagony Row v .
Importance: High ) B (C)
| B6 |
wel have made cne minor adit a: the beginning of para two  Inserted S/ES-IRM vs IRM as IRM does not .
manage Mahogany Row dzsktops. -Also.| ] l]
i _ B5S
« B § This info may have some bearing on your final wording {or ‘
not). With the minor edit, IRM .(0/010-{ clears [ | < B7(C)
- B6
Office of the CIO ! . .
. [ManTech) . EE A s el e B VL R
v :
— —— R o - - o
From [ | : B7(C)
Sent: Wednesday, March 04, 2009 8:46 AM | ' B6 |
To: IRM-Front-Office ' .
Cc: DS Staffers ' l
Subject: For Your Clearance: IM to S (Chery! Mulls) Use of Blackberries in Mahagony Row "
Importance: High
We reques: clearance from[ Lon the attached Info Memo. Thank you. ) B7(C)
' B6

Thank vou '

]
lDs‘ “o:ln: ‘

. '
— N l
i '
'
H
'

UNCLASSIFIED U.S. Department of State Case No. F-2015-05028 Doc No. C05891105 Date: 11/12/2015
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nc. via

RELEASE IN PART
B5,B7(C),B6

Iy

1 B7(C) .

T [

From: ’& B —l 3 |

Sent: Wednasday, March 11, 2008 5:47 PM
To: S Reid, Donald R; |
ce: Donovar, Patrick o} . ] o
Subject: RE: For Your Clearance: IM to S (Cheryl Mills) - Use of Blackberrizs in Mahagony Row
: B7(C)

Thanksr l—l I brought it by and gave rt to J We will store until the A/Secy uses it in support of his
''''' ih her calendar tomorrow....we will return this doc to DCB after

this takes place...Again thanks -| [

e . e b ———— S . - - v =

From'[ B7(C)
Sent: Wednesday, March 11, 2009 3:17 PM. : B6 !

To: | Reid, Donald R; - :
. .Cc: Donoyvan, Patrick D be sy ; . .. |
Subject: RE: For Your Clearance: IM to S (Cheryl Mills) - Use of Blackberries in Mahagony Row

I'm having SSO/DCB get the hard copy to you this afterncon and, yes. you can store in the SCIF. ‘ }

S W emiws fme = s e b - P

From:| | B6 :
Sent: Wednesday, March 11, 2009 3:07 PM

To: Reid, Donald R;| | 5

Cc: Donovan, Patrick D;] !

Subject: RE: For Your Clearance: IM to S (Cheryl Mills) - Use of Blackberries in Mahagony Row

nice IF we could be given authority to store this in our SCIF for awhile ~ as I'm not sure when the A/Secy will have a

I
| |
Don - per the Ambassadors message on the other'system ...pls provide a hard copy of the referenced report. | would be j

chance o share this with S. Thanks for your quick follow up. B7(C) ‘

From Reld Donald R

Sent: Wednesdav. March 11, 2009 12:21 PM
To:| - 1 - B7(C)
Cc: Donovan, Patrick D;] a B6
Subject: RE: For Your Clearance: IM to S (Cheryl Mills) - Use of Blackberries in Mahagony Row

[ |..we'll get this dope... hut you should have the intel on your JWICS system...it is Secret/Sl...| sure hope we didn't i
lzave the boss out of the loop on this .there is a related development I'll get to you on the high side now... '

From: | B7(C)
Sent: Wednesday, March 11, 2009 12:12 PM ; B6
To: | |

Cc: Reid, Donald R; Donovan, Patick ;] D —— —
Subject: FW: For Your Clearance: IM to S (Cheryl Mills) - Use of Blackberries in Mahagony Row B |
Importance: High

E— |

After this mornings “management meeting” with the'A/Secys, Secretary Clinton approached Ambassador Boswell and ‘
mentioned that she had read the IM and that she “gets it". Her atiention was drawn to the sentence that indicates wa (DS)
have inelliaence concerning this vulnerability auring her recent trio to Asia.

i 73 4%
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Secretary Clinton has asked Ambassador Boswell for this information. Please prepare a short informal paper OR provide
the A/Secy with a briefing on this matter. Your assisiance is appreciated. The Secretary did not provide a “due
date”...BUT the Ambassador would like 1o ciose this loop as soon as possible. Thanks B6

sa| ] : . B7(C)
Executive Assistant

Ofiice of the Assistant Secretary . 1

Cc: DS Staffers;|

Subject: FW: For Your Clearance: IM to S (Cheryl Mills) - Use of Blackberries in Mahagony Row
Importance: High

Diplomatic Security

F‘r;m i W) EEAEN 3 2 e i iat e . ‘ B7(C)
Senlt l'l'luts_daL_MiLclLQLZ,lQl&:]lB AM : B6 |
To: - l

|
In reference to the subject Info Memo, Amb. Boswell requested we obtain IRM clearance. In doing so we B7(C)

raceived the.guidance below (hlghhghted in red) Please follow-up to deterrmne whether or | not this will affect the Memo m B6
—~BRYWaY:— e = e —— - W o S gt E i 155
Thank you, . ’
] 57(0)
B6

From:
SerI.t;mZMé"' 04, 2009 3:36 PM

To: B6

2= faoeay | B7(C)
Subject: FW: For Your Clearance: IM te S (Cheryl Mills) - Use of Blackberries in Mahagony Row '

Importance: High

wel have made one minor 2dit at the beginning of bara two Inserted S/ES-IRM vs IRM as IRM does not

Lrnanage: Mahogany Row desktops. Also ‘l‘ :
. BS
[ ]This info may have some bearing on your final wording (or
not). With the minor edit, IRM (D/CIO - lears. [ ] B7(CY(C)
|
Ofiice of the CIO
(ManTech)
o |
From: [ T B > B7(C)
Sent: Wednesday, March 04, 2009 8:46 AM B6

" To: IRM-Front-Offica !
Cc: DS Staffers

Subject: For Your Clearance: IM to S (Cheryl Mills) - Use of Blackberries in Mahagony Row
Importance: High

We request clearance from on the attached Info Merno. Thank you. i

UNCLASSIFIED U.S. Department of State Case No. F-2015-05028 Doc No. C05891108 Date: 11/12/2015



UNCLASSIFIED U.S. Department of St%ﬁai%%? .mgi'c |FI%I(aJt1 ?:%?_Q/%SFOI?EC No. C05891108 Date: 11/12/2015
Thank vou _ ;
| : B7(C)
DS/FO B6
1]
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= | B7(C)
, B6
From: [—1 IRELEASE IN PART
Sent: Thursday, March 03, 2003 10:05 AM B5,B7(C),B6
To:
Cc
Subject: RE: For Your Clearance: IM to S (Cheryl Mills) - Use of Blackberries in Mahagony Row
A Il coordinate with S/ES-EX. | B7(C)
— 1 B6
From:l l ! g
Sent: Thursday, March 05, 2009 8:13 AM 1
To: i
Cc: DS Staffers;
Subject: FW: For Your Clearance: IM to 5 (Cheryl Mills) - Use of Blackberries in Mahagony Row
Importance: High oz e R ——
| . | In reference to the subject Info-Memo, Amb. Boswell requested we obtain IRM clearance. In doing so we B7(C)
received the guidance below (highlighted in red). Flheése follow-up to determine whether or not this wil! affect the Memo in B6
anyway. !
Thank vou. :
!
T '
I —— e, o v oAb 2l o5 4@ n B & = S G & i e @ g
From: , B7(C)
Sent: Wednesday, March D4, 2009 3:36 PM ; B6
To:|
Cc: CIO/EA); :
Subject: FW: For Your Clearance: IM to S (Cheryl Mills) - Use of Blackberries in Mahagony Row
Importance: High ; -
wel have made one mmnor edit a ‘the be ':nnin of para two _Inserted S/=S-IRM vs IRM as IRM does not
manage Mahogany. Row desktops. Also,

[This info may nave some beanng on your final werding (or

nof) With the minor edil, TRM (D/CIO | |clears. D B7(C)
, ' B6
[ ] |

Office of the CIO ,

(ManTech) i '
R ——————d ' L

From: | . . B7(C)
Sent: Wednesday, March 04, 2009 8:46 AM 1 B6

To: IRM-Front-Office

Cc: DS Staffers

Subject: For Your Clearance: IM to S (Cheryl Mills) - Use of Blackberrias in Mahagony Row
Importance: High

1 ' U4 e

UNCLASSIFIED U.S. Department of State Case No. F-2015-05028 Doc No. C05891114 Date: 11/12/2015
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ned by Judicia nc. via FOIA
We request clee?rance from I |or. the atiacned Info M2mo. Thank ‘vou B7(C)
o B6
DSIFO )

b — s = o P P vy v =

LN
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- . B7(C)
i : B6

From: [ ) B6

Sent: . Monaoay, March G2. 2009:3:52 PM B7(C)

To: DS Staffars _ ’ |

Ce: . ’ —_————= - ‘

Subject: w

DS/DSS clearance: IM to S - Cheryi Mills Re. Use of Blackberries in Mahogany Row

@_j @ @ B RELEASE IN PART

Memo to S-Milis  CTAD20080731  Docurment.pdi B7(C),B6
(Final March 2... (P).pdf -

Director Starr clears the attached package. Thanks
Cam

SEC RETINOFORN attachment

oy
L
LaY
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Caramelo, Michael D

From: 1 ] ' B7(C)"

Sent: Friday, February 27, 2008 415 PM B6
To: | P RELEASE IN
Subject: RE: Memo 10 S-Mills {2).doc PART

N . B5,B7(C),B6

|

Oddly. 1 cunnot open this attachment (it’s there but nof actually anached.. =

I | - ' B7(C)

U.S. Deparument of State, Diplomatic Security Service B6
DS Counitermeasures Special Assistant :

¥ 'Frnnsmfnudvh4—l.acpnn’mmrutsmec&m@m ISTPR) Systeii—-Fandi AW FI0. 1298 ¥%—~ "~ ° 7777
From:| B7(C)
Sent: Friday, February 27, 2009 3:50 PM " B6
To: y
Ce:

Subject: FW: Memo to S-Mills (2).doc
Importance: High

.Here Is[ - |rewrize of the memo that ne sent me this afterncon. See what you think

From: | E ‘ B7(C)
Sent: Friday, rebruary 27, 2009 12:31 PM . . B6
To: L

Subject: FW: Memo. to. S-Mills (2).doc
Importance: High

This is they way I'd do it. 1think it makes the same points L B _ It also B5
adds an importarit point about the bad example allowing. Blackberries in Mahogany Row wolld set for the rest
of the Department. i

L : B7(C)

B6

Zi| ﬂ ’

Memo to S-Mills !
(2).doc {92 KB...
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| . B7(C)
From:
Sent: Wednesday, February 25, 2009 5:47 PM RELEASE IN PART B7(C
To: . — 4(];
Subject: FW: Memo to S-Mills {2).doc
{ }:hdn't get to it yet but 1 should have his clearance in the morning l:l (I reahized | didn’t have you cc'd)
From] | ' ‘ B7(C)
Sent: Wednesday, February 25, 2009 10:35 AM .
To: Reid, Donald R |
Ce:
Subject: RE: Memo o 5-Mlls (Z).doc : I
...Excelient memo—hits-evany-peint-we-discussed: | " Igreat work: ThanKyou.~Thejonly chahge isthe =" = ™
show Greg as acting A/S vice P/DAS. Otherwnse}l clear, and suggest we get it upstairs to S soonest,
From{_ | B7(C)

Sent: Tuesday, February 24, 2009 6:14 PM
To: Reid, Donald R;|
Cc:| |
Subject: FW: Mema to S-Mills (2).doc

Importance: High

i

| tweaked the draft memo. per your instructions Datl review and he tweaked further. Before | send to l:l
I ror clearance | need confirmation that this is what is wanted. Thanks. | _[

| :
From: ] B7((I;)
Sent: Tuesday, February 24, 2009 4:41 PM '

To:

Subject: Memo to S-Mills ¢2).doc

<< File: Memo to S-Mills (2).doc >>
Please take at ook at the proposed changes,

: pres

UNCLASSIFIED U.S. Department of State Case No. F-2015-05028 Doc No. C05891123 Date: 11/12/2015
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_—

u ICI al Watch, |
— [
| 7 B7(C)
From: 1 ) ' % B7(C)
Sent: Tuesday, February 24, 2009 10:556 A * i
To: B7(C)
Subject: FW: Draft Memo from DSt0S - Ml“s RELEAS_E m ﬁART '
Attachments: Memo to S-Mills.doc [B5,B7(C) ’
Importance: High ;
B7(C)
; I
| Please review my edits. I'm not sure I'm capturing exactly what Pat discussed with me. | think it needs a befrar |
intro paragraph Any tweaks you could make would be helpful. And'did they want the attached[ lexcerpts'? I left B5
them in but they can be easily taken out. r ‘ B7(C)

e e v s pm—

From; ; B7(C)
Sent:-Thurseay,-February-19;20689-6:36-PM— * § gdE = e o L ¥ s o et

|
)

To: . B7(C)
Cc: ) ;
Subjett: Draft Memo from DS to S - Mills '
Importance: High , B7(C)
Attached is thie draft memo I've prepared for.vour‘edim\l:t_ihank you for vour piece. | | B5
| Please make any edits as
you ses fit. I've listed 25 clearances, but I'm not clear if Pat needs/wants that - what do B7(C)

you think| N | '

B5

~S
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[RELEAS_Ele PART (

[B5,B7(C) ‘
| | B7(C)
T c T - : |
From: { B7(C)
Sent: Fricay, February 20, 2002 9:46 AM oo
To: | ‘ B7(C)
Subject: RE: Draft Memoa from DS 16 S - Mills i

Thanks for your effort on this.

e o e S & B § PR B7(C)

Sent: Friday, Fabruary 20, 2009 8:08 AM |
To:[[ ] B7(C)
Subject: RE: Draft Memo from DS to S - Mills

] ' B

This looks good! ’ ‘

| | ' 5 o B7(C)

e o Bt O — B7(C)

From

Sent: Thursday, February 19, 2009 6:38 PM ,
To: : B7(C)
Cc: )

Subject: FW: Draft Memo from DS to S - Mills

. . BS
| forgot to add that [ need you to determine what the classification reason and declassify date are’ I
Thanks. I'll fix the headers and footers (SECRET/NOFORN}) befors it goes upto Pat B7(C)

-— ——— o — bt

From:| _ ; ' ‘ B7(C)

Sent: Thursday, February 19, 2009 6:30 PM y

zo. B7(C)
cr :

Subiect: Draft Memo from DS to S - Mills ,
Importance: Hignh i

j Attached.is the drait memo I've preparad for your edits. | L thank you for your piece.[ l B7(C) :
— e~ | . Bb
S ———— E— | Please make any edits as ‘
you see fi-. ['ve listed  |es clearances. but I'm not clear if Pai needsiwants that ~ what do B7(C)
you think|
B5 |
ps 7%
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B7(C)

= 2

From: |_F l

Sent: riday, rebruary 20, 2009 8:44 AM
To: o 0

Subject: . RE: Draft Memo from DS 10 S - Mills

37(6)

B7(C)
B7(C)

lovemll good. I should come from enc not me. ,Secondly,l

| B5 |
l !

=

From:[
Sent: Friday, rebruary 20, 2009 8:21 AM
To:|
Subject: Draft Merno from DS to S - Mills

per our discussion

From:l

Sent: Thursday, February 19, 2009 6:38 PM
To: '

Ce:

Subject: FW:; Draft Memo from DS to S - Mills

1 forgot to add that | n ou to determine what the classification reason and declassify date arel ‘ B7 (C)
‘ Thgnks. I'll fix the headers and footers (SECRET/NOFORN) before it goes up to Pat.

From
Sent: Thursday, rebruary 19, 2009 6:30 PM

S e e - .

-t e - e M- eB — TmAn Sh See 1) s tme e

.
- —r B A 845 S — -

r————— b f——— b ——

To:
Cec

Subject: Draft Memo from DS to S - Mills
Importance: High

Attached is the drafi memo I've prepared for vqp‘r,éc!jts,,__[ \— thank vou for vour piece. |

] -

RELEASE II\!_PART% "

" " |BS,B7(C)

. e —

B7(C)
B7(C)

B7(C

B7(C)

|

| BS

you see fit. I've listed |

you think|

| Please make any edits as
as clearances, but 'm not clear Iif Pat neads/iwants that — what do B7(C)

?
B7(C)
|
|
|

BS

S
Wy
~J

-0
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From:

Sent: Thursday, February 19, 2009 3:41 PM
To:

Cc: :

Subject Blackberry Input

[RELEASE IN PART B7(C)|

Here I the re-write of your earlier piece.

Blackbérry.doc '

Regards,

|

DS/C/ST

e ¥
o

UNCLASSIFIED U.S. Department of State Case No. F-2015-05028 Doc No. C05891143 Date: 11/12/2015
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