
Kate Bailey 
Judicial Watch 

Obtained by Judicial Watch, Inc. via FOIA 

United States Department of State 

Washington, D.C. 20520 

NOV 1 2 2015 

Case No. F-2015-05028 
Segment: DS-0002 

425 Third Street, SW, Suite 800 
Washington, DC 20024 

Dear Ms. Bailey: 

I refer to our letter dated October 1, 2015, regarding the release of certain 
Department of State records under the Freedom of Information Act, 5 U .S.C. § 
552. 

The search of the records of the Bureau of Diplomatic Security has been 
completed. We have identified 24 documents that are responsive to your request. 
We have determined that 15 may be released in part, 3 must be withheld in full, 
and 6 require consultation.with other U.S. Government agencies before a final 
release determination can be made. All released material is enclosed. 

An enclosure explains the FOIA exemptions and other grounds for withholding 
material. Where we have made excisions, the applicable FOIA exemptions are 
marked on each document. In some cases, two or more exemptions may apply to 
the same document. For the three documents withheld in full, we have cited the 
following FOIA exemptions: 5 U.S.C. § 552 (b)(l), (b)(5), (b)(6), and (b)(7)(C). 

If you have any questions, you may contact Marsha Edney, Trial Attorney, at (202) 
514-4520 or Marsha.Edney@usdoj.gov. Please be sure to refer to the case number, 
F-2015-05028, and the civil action number, 15-cv-00646, in all correspondence 
about this case. 

Sincerely, 

John F. Hackett, Director 
Office of Information Programs and Services 

Enclosures: As stated 



FOIA Exemptions 

(b )(I) Information specifically auth<;>rized by an executive order to be kept secret in the interest of 
national defense or foreign policy. Executive Order 13526 includes the following 
classification categories: 

1.4(a) Military plans, systems, or operations 
1.4(b) Foreign government information 
1.4( c) Intelligence activities, sources or methods, or cryptology 
l.4(d) Foreign relations or foreign activities of the US; including confidential sources 
1.4( e) Scientific, technological, or economic matters relating to national security, 

including defense against transnational terrorism 
l.4(f) U.S. Government programs for safeguarding nuclear materials or facilities 
l .4(g) Vulnerabilities or capabilities of systems, installations, infrastructures, projects, 

plans, or protection services relating to US national security, including defense 
against transnational terrorism 

l.4(h) Weapons of mass destruction 

(b)(2) Related solely to the internal personnel rules and practices of an agency 

(b)(3) Specifically exempted from disclosure by statute (other than 5 USC 552), for example: 

ARMS EXP 
CIA PERS/ORG 
EXPORT CONTROL 
FSACT 
INA 
IRAN 

Anns Export Control Act, 50a USC 2411(c) 
Central Intelligence Agency Act of 1949, 50 USC 403(g) 
Export Administration Act of 1979, 50 USC App. Sec. 241 l(c) 
Foreign Service Act of 1980, 22 USC 4004 · 
Immigration and Nationality Act, 8 USC 1202(f), Sec. 222(£) 
Iran Claims Settlement Act, Public Law 99-99, Sec. 505 

(b X 4) Trade secrets and confidential commercial or financial information 

(b)(5) Interagency or intra-agency communications forming part of the deliberative process, 
attorney-client privilege, or attorney work product 

(b X 6) Personal privacy information 

(b )(7) Law enforcement information whose disclosure would: 
(A) interfere with enforcement proceedings 
(B) deprive a person of a fair trial 
(C) constitute an unwarranted invasion of personal privacy 
(D) disclose confidential sources 
(E) disclose investigation techniques 
(F) endanger life or physical safety of an individual 

(bX8) Prepared hy or for a government agency regulating or supervising financial institutions 

(bX9) Geological and geophysical information and data, including maps, concerning wells 

Other Grounds for Withholding 

NR Material not responsive to a FOIA request excised with the agreement of the requester 
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SECRET/NOFORN 
DECL: 03/02/2019 

RELEASE IN PART 
81, 1.4(G), 1.4(E),B7(C),86, 1.4(C) 

INFORMATION MEMO ~'~·~ ··~·. ~R;.'Y)Tu-Jj~ M;IU;LSb·s.'.· 

DS - Eric. J. Boswel 

SUBJECT: Use: ofJ:Uaok;berries in Mahogan:si Row 

to review all option,s th.at we'r""-"'~,...., 
'-r--,,,,..---=-' 

b'er of staff to use Blackberries 

e a so worry abcmt 
th~ example ~t usjn~ Blackb.erpes in Mahog~y Row might ~et as we ~'ve to 
promote cru.~1al se.cqnty p.rac;ncc:is.and enforce un.portant security standards among 
State Department staff. I 

As an-altematiye, we. su est that DS work with_ S/ES-IRM to make. aceess 
.to the Secretary's OpenNet .acoo ton her desktop workstation .as easy and 
convenient. as possible. Eor e ple, w.e .are happy to work with niM to Ie~gthen 
or even eliminate the·time-out · 1lctfon to allow the s·ecret.aty"s Specfal ~iStant 
.fo fog--0n to rev.few her em.m:ls jd schedllles. 

- ·--· . . ~ile we cannot rec-0mm. nd:using:B'lackberries inside the Mah~gany RQw 
I lwe.(l.o nQt want to Stand.·. the way of issuin:g Department Blackberries.to 
tjre Se.~retary .and her senior, for.use outsiae Mahogany Row. Those . 
Bla¢kberries ~~.be· synchroniz . with your Op~nNet Microsoft Outlo.ok.aceounts, 
pr~vi~e full. cellular,_ e-~ail, and intemet.fync.tionality;:and provide unelassmed 

-·---mobile ~hnolpgy-When you_-~ a~y.-ffom-Mahegany Rm\11.-

I cannot stress-to.0· strongl ;-how.ever,-tliatany unclliSsmed B1ackbeq;y 'is ____ -

1.4(E) 
1.4(G) 
81 

1.4(E) 
1.4(G) 
81 

1.4(E) 
1.4(G) 
81 

.• I ·: _ .-. :~Jii.ghly vill.h.erable:·in.any ·setting . rem.ot~ly ~d.~()~eri.Iy· lµpnitoring ~ot)vets.atious~ 
. . _. · . x:etrieY.in~~~~'!~0j~~ ::"'.~~g4~.=1-r-am=attaeh~gcr-ep.ert~-:f:f~:f>~"=: _ =:. =_ -=··_-=-: =~-=---= 

· - -· - . -----
~· =~· ~- :.::::::::==::::::=::::::::.:.==-=::=-:=-=-==e1a:ss1fie -· :uy-:=ffS-=-ExicJ?B-OS'W~i=·====--============-

RO. 12958,; Re8$ons: 1.4 (c), (d), and(~) 
I 
I 
I 

- UNCLASSIFIED U.S. Department of State Case No. F-2015-05028 Doc No. C05891070 Date: 11/12/2015 
···----' 



UNCLASSIFIED US Department of State r.ase No. F-?n1f1-n502R noc No. C05891070 Date: 11/12/2015 
· · Ootail'i~aoy Jua1c1al Watcli, me. v1a'"'FOTA 

SECRET/NOFORN 
' 2-=- - - -

.Qffice of Computer Secmri s. <t ber-Threat & Anal sis Divisien~tha ' 
background on those risks. 

If, after considetjng the vµJnerabilities that I describe above and the 
alternatives that I prQpose,.the slecretary determines that she wants a limited 
number.-ofstaffto use Blackbe ·es in theMahoaan Row 

Attach.ments: 
Tab. I - Exce ·ts from D 
'Tab2-

'Reports on Blackberty Vufuerabilities· 

Tab 3 - New Y 9rk Times .At,ti~Je_: "Obanm's PP,Qne Sec.urity and Yours" 
Tab 4- WashingtQrt.Pbst · le: "Your Cell and Your Berry: Tools for the 

Enemy" I 
I 

I 

I 
. .. -... --- -

I 
-----· -·-- - - - ·--

-- - -· - - -"--- ___ -. . . - -- - ·--"- -"---- --'---·- -- . 

. -- 1 . ··-. .-:::...:.=.:... -~· . . 

~ - ' ! :. ; - - • J -_-_·_ ·-.1-.· ·. ·- . - . - - -- ... - ·- ... 

SECRET/NOFORN 
. I ' 

1.4(E) 
1.4(G) 
81 

1.4(E) 
1.4(G) 
.81 

1.4(C) 
1.4(E) 
1.4(G) 
81 

-- UNCLASSIFIED U.S. Department of State Case No. F-2015-05028 Doc No. C05891070 Date: 11/12/2015 -. --
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1
-?0

1
1§-

1
0502R

0
noc No. C05891070 Date: 11/12/2015 j \Jo· a1ned-by ud1c1a Wa c, ,, nc. via 1' UI, 

__ Drafted: .. DS/Sl/IS :-:- . ... - -- 86 - .-
B7(C) ·· DS/C/ST -

Cleared: DS/DSS - G.Starr ok) 
DS/Sl/CS - M.Hol and (ok} 
DSf.SI - D.Reid ( ok). 
DS/C·- P .Donov ( ok) 
INR M ,----1-- - __,......---'"1' 

1™-

.. --· . ·---'------
~ ... If' "· ·--""';"""·· 

~-- · 
,...,.1 
-

·- -r·---·- . ..,.....;.,.- ___ --~---

86 
B7(C) 

- ·· 
======---:-:=.:--:-:-===============-=--:-::-::==::-i~======-~--==============:::::=::::=======-===-=~-~ 

- UNCLASSIFIED U.S. Department of State Case No. F-2015-05028 Doc No. C05891070 Date: 11/12/2015 --



UNCLASSIFIED Us' Department of St~te ras.e No F-?n1!=i-n502R noc No. C05891079 Date: 11/12/2015 · I -Ot>tal!1'e-i:roy :Jl.JcUc1al Watcl'l, Inc. v1a""FOfA 

- --·- · . . ···-
RELEASE IN PART 
81, 1.4(G), 1.4(E),B7(C),B6, 1.4(C) 

I 
United States Department of S'fiife:-

·F 1L.e c.o;P;v Washi71;gto~. D.C. 2Q520 

SEGRE'I'lNOF.O'RN 
· D'Ect: 0~/.02120-19 MAR 6 2009 

'INFQl(MA;Tl.ON ·MEMO PORl<JHElt:Y:L .. '.n.:MJI,LS -S 

FRQM: . OS-.EdcJ:.Bi>s~~ 
:~lfflJECf.; U$~·Qf'Bl~~~errril's, . · Malrggapy Rpw 

We hav,e·w,&ike¢ glQ~y'---_ ___. 
Secretary' eJUttQ.n, o 

. · . .eWt. · ·l1ms QJJ.t · p ~· at : e ·w ... e~iliti~s .. and ris'kis asso·ciated. 
~th the. u~~~f ~11tck~eitje~. in,=t)lt· Nfa~©f?llJl-YRew . ~rab~y .:eutw.ei~ 

1.4(E) 
1.4(G) 
81 

the e.~o~enieri~'¢ ~eir·us_e ~ :addtto staff.lhit ha e ~c,cess,to the wrelassimd· 
Op-enN'e't s;yS:t~m ~ti. their qes}@>.p~~ =1 

We. aI-s-o woarab.out 
L_~~~~~--,,.-:-=-:=---:-:~--:r--:--:---:-~~---~~~ 

· ·. e··e?c;ampl~. tltar usi_Qig Bl~c~~itj~ i~ ·M«rhQg&ny Row ntight set: as' we striv~tto 
promote ~ro,ci.3:) iiS¢.~ty·'BI:a~ce.~ lµ'\d"en.far-s;e·ilnpc;>~t seeucity s.tan~d$ .among 
:s~te' DenaF!Jne:nt .staff. : . 

I 

. .A.s.:an aite~ativ~, we sugg~st th.al D.$ -W.otk \\tjth ·SIES·,;IJ<M to· Jti·~e: a,e~¢Ss 
to the:Sec~''s:Qp~et aeco~pt o~.h:er $.~op WQrlCs~tjon-a5._e~y ~4 
eoav.en.ient: as possible, "FoT·~~~le; we.·~e:h~J:iPY to:wQrl,c witJ;i ~ ·tp l~rlg&en 
-ot ev.en eli~e. :th~ :time..~4t fur!e.t~en ~9 ~l~w·~~ ~-~r:et;p:y'.$.. Sp.~cia1 A.$~istant 
to l~g-on to. revievrher ~mails ~1· .. sqh~d-\i.ie~: 

. Whi'le .w.~ ~o(_r:¢comµ;i.e*d usjQ.g·B~~i>.e~i~ ins·id~1~~.~.9,ganr. Row 
. .e:do net w.anth:>"~d in ~e wa?'."-Qf-~~1pg ~~P~~n.~-~·laf?kb~trt~s t~ 

:the ·s.~:cretazy and Jher ·senior·staff r<:>r·use oiits1<1e Mahog~Y. .Rew. These
alackbei:ri~ C.3Jl -li>;~ ey;nchronizedl w.ith y.our QpenNet Mieres0tt 0.utlook .. a:ccellJ)ts, 

·prov~de ~ll eelJul~; e-:mail1 and frueme~·func~naliW ,,:cfm:i: J:?l'o.v.1~e 1JB~tf;l$~tleti 

1.4(E) 
1.4(G) 
81 

1.4(E) 
1.4(G) 
81 

_ . --~Qbile te~~<?loey~~ol:l ·ai;e.~way ft..'!J!l')viafi:<1S..~Y Ro~' . ___ ., - · _ _ _ 

- ----. ._·-_ -.. ·. :l~~Ql.-~~~~~~tt?:~~~-how.e~~,!:hat.an:~_un€J~~~d~i~tkberryJs,: ~~ -- ·- . __ _ 

~ ·: ~~~~-·~ei;a~ie:.~:~y~se~~~··fo':rem~1z.l~ ~d ~overtl~·~~mto~~:~~~~m~tm~~.~ · - :_:. . ,..~
retrle~·g !e::HUµJs; ~d.explo~ liji_g, c.al~Q.'ars , I ,::µn att::aqbmg Fep.o~ fi<:jm DS.''s 

-- UNCLASSIFIED U.S. Department of State Case No. F-2015-05028 Doc No. C05891079 Date: 11/12/2015 
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- - · -----S'~CRE1:/.N.OF-ORN 
I -2-

It: ·~ei: co~&i4~rli)g th~ .. · eF,l°Qilj&e$·that l de.&cri~ ab.ove·.anc,\th.e 
alteml\ti~e~ th~- I;p;-QpQ_se,, tl:ie_.S. . ·te.~· <let.erm.in~s dill!· sa wants a limited 
n1Jbl'ber.of.s'.t¢rln ~e: Btac.kij~fi:i' in-ttle.Mahe an Row. 

Attachments: 
·· tab- 1 -&ce ts frem-DS· · SICtAD Rego!1$ ·o~ B{~e1$Qerry V:ulner..aoilities; 
Tu2-
T.ab.l. _....__ . . ~e-Nl~y=· -or~k~T=lin-. -es-· -..-. -.. ..,....: c....,..·1~__.'.: :"(jb.aµia' s·.P}):e!l~· s~~\)ri!1 and. Yo.~" 
Tab 4 -. W~hi~gtan ·PQ~. :· · :· 6!~ "Yci'1J' ·~,el'l. WJQ· Y.o.µr. Berry; T!;>-Ols for the.: 

.Ene~y'' 

- ·- --· ·1-

! 
I 

1.4(E) 
1.4(G) 
81 

1.4(E) 
1.4(G) 
81 . 

1.4(C) 
1.4(E) 
1.4(G) 
81 

----=.-!--- ---·- ····-·--

· · · ·!----~ 

------· ·--··. 

-- UNCLASSIFIED U.S. Department of State Case No. F-2015-05028 Doc No. C05891079 Date: 11/12/2015 --



UNCLASSIFIED U.S. Department of State Case No, F-?015-05028 Doc No. C05891079 Date: 11/12/2015 
<JE>tained by Judicial Watch , Inc. via FOIA 

Dra·fted: 

Cleared: 

.• · - - · ·-"' --U.~ 

.---·~~-
~ · .... - - -- · ·- ··--

I . 
-·--- L.. ----- ----- -·-

DS1~VIS ~ 
DS/C/STl 

L------.---~---___J 

DS~SS - G~Starr·(r· ~) 
J?Sl~-Jft~ ~ ~·:H?il' .'· .d. (9~1 
DS/$1·- D.Re1d {Qk 
DSIC - P. -o · ov.~ {~~) 
:LNR: e) 
M,... ,._k) . 
!RM, pk~ 
SIE.S . .-IR1Yt.- J. l~ent 1 (ok) 
StES'.-IRM- M. Ho · ~~'{al(), 

86 
87(C) 

86 
· 87(C) 

---.------· . ·-. . . . 

I 

I 
I 

- UNCLASSIFIED U.S. Department of State Case No. F-2015-05028 Doc No. C05891079 Date: 11/12/2015 ---. 



UNCLASSIFIED U.S. Department of St~e Case No. F-2015-05Q28 _Doc No. C05891089 Date: 11/12/2015 
btamed by Jud1c1al Watch, ·~gL:~&riN PART 

I- ---- . ----- - .. . ·-· . 85,87 E),87(C),B6 . . __ 87(C) L_ _____ __.., ______________________________________________ 86 

From: 
Sent 
To: 
Cc: 
Subject: 

All, 

RE: (SBU). Etectro~ic Devkes and the 7.th Flom 

1 wonder if-it might be· possible to p1>1ll together a meetin'g this Tuursdav. 'afternoon or Fritlay ·mo ming to finalize plans for 
this:event. The proverbial in;>n.grows 170Jder by th~ day, and. by mi'd-Aprjl th~·"7'h Floe~ staff will becof"f)e v~ry much a 

moving target for the bettet part of a month. 

I am happv to ho'$t here at HST, but am alse mo.re ~h.an willing (and happy] t0 come across the brl~ge. 
I any ttiani<i, . -···I 

Fr.om: 
~-~__,....~..,,, 

sent:· Friday, March·04, 20ll 11:,31 AM 
To: 
Cc: 

'-r----=-==--==""'-=-------o~~--~~~~---' SupJeot: RE: SB · erectronic.Devi~ .and the 7~: Floor 
I 

Thahks fortl'le responses. l ·a~ jOst out (jf my lOatn, but the day seems to clcisirig.on me. I am going ta SE:nd a mr ting I 
no~lce Q.ut for Mon~ay a~ l,0:30 . .If yol,I Mve a.conrict let mEl know and w.e will try·to mo.dify to ~commodate al! . 

'-=-==--~~~--..,! Director 
Office of Computer Security 
Burea1:1 of.Diplom'atic 'Sect.1r~y · 
-u.s. Depal'tmenl o1 State. 
Desk:[ I 

Sensiti11e 
This email.is.UNCLASSIFIED. 

---·- -- -------

l 

UNCLASSIFIED U.S. Department of State Case No. F-2015-05028 Doc No. C05S91089 Date: 11/12/2015 

87(C). 
86 

87(C) · 
86 . 

87(C) · 
86 

87(C) 
86 
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lJBlameooy UOICla Wa cfi , rnc. Via Ofp; 

_ _ _J I ··---- 1--·--- ---
os1sTICMP Division Directer 

i I Secure:!~ __ _ 

From: '-------.......J 
Sent: Frida 
To: 

t~ L---------------~----' 
Subject RE: (•SBU) Electronic .9'evites ahd the- 7 AObr· 

I c;fn l;)e available·at-eittier 11:30 or n-oon1for th.e c;,11. Int.er.ms of meeting, Mooday wo1:1ld Ire b'etter'fbr me, bu't 1 ·oan re
arrange eve·rythir:trbut a 3 p.m-. meeting oh Tue.slify.to ·a~cofl}m'opate. 

Thank v.ou all for your-supper"t In this! 

· Best · [ J 
From:[ 
Sent: F--ri,....,a,...-· ""'M,_,a_,......,....-=-r-"-

To: 

I 
I -. r. --.. ~ -

I 
Cc:L--~-~----------~----' 
Subject: .f\V,:,(SBU) El¢.ctn;Jn'ic-~i~·and the 7~ F.loar 

' I Gentlemen-, I 
I µn_dersianp· that.Gentry and DQfl ha.ve· a1ready ch~~ed about this•briefing,.aild I tninR it is noW in our 'hanCl.s to startin~. 
discussirJg and working o.ut-some· preliminary·detar 

I im~gjoe your calendars ate as:baif mine tooay .... 10. wever·are.any-of yotravai!a.~le .to h~y~ a c"!lference·call a_t ll<~O oi;· 
nq0.n? · 

Whether we ca_n- st~rt the_ d.iscuss.ion tod_ayor o_ot, q·eliev~ w~ ne.e.d 1;e. ~et together early nei<t week' regarding.·this hig_h 
leYel brief. .How do.es Monday loek:aod if not Mrnday: ... Tuesd~v:? 

Please let !'l'I~ kno\\'. you.r s.chedule a.n.d· thoughts: ... · hav.e a lOam meeting, but will be back"to the affic~. at llatn .. 

D 
[ P-irectof 
Office of Col'rlputer' Secutity 
Bl:lreau. of Diploniatle Seb<ltily 
Ll.S. Departrirent·<>f.State; 

. • .. j:le.Sld r-= .• ----1...;:.... _ _ _:_ __ 

. _87f9. 
86 
87(E)-

87(C) 
86 

87(C) 
86 

87(C) 
86 

87(C) 
86 

,._~ c ·--=-- ·-=-~!-- _-· ··_· ... ·_ ·- ·_·· -----~--87(C)-

~~-----~~-='-~-- -. .....:.~B6~ . . . 
-~~__: .......;.._• -· -• -..=-1• • '"-a"" -• 

- ~--:-- . --~~ 

-

•• ·3·, :~~-- - · ·-~- --· 
0 

A~-:\~~~-·_-., ~ ,~ 
+ , .... _ '" .. = ... :... • .. ~--- . 

- .. -1. - -

2 
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1
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-Oo· a(i'leatiy ua1c1a Wa cfi, me. v1a""FOTh 
I 

Fr:Qm: Reid, Donald R . 
---=sa-'n_,-t-:· Thursday, March-03, 2611:""9:26 AM ' - - ·--

·- -~~~jed:: RN: (SBU) Ele'ctronic Devii:es and the :Zt~ Floo~ 
. . I 

I 
This-may sdlid"ify quiGkly .. .let's get prepar.ed 

Froi:n: ~---~~ 
S~nt: Thursday, March 03, 201"18:30. AM 
·10:. · · !O.Dal.cl..B..:J b· Sm ..... ith...._.Ge ...... u...._..__....._ _________________ ---, 

Cc: 
~--.,....-=--=,,..,...,,"'""="""......,..............,-=----,---~---coro--.-=-------------------~ 

"Subject: RE: (SBU.)" Electronic Devi!'5 and th.e th Floo~ 

CMP.stands ready to provide pr:.esentati.ons cmthis[subject. 

I I J 

DStST/CMP Divisiqn Dir.ector 

87(C) 
86 

87(C) 
86 

l 
•• I -·1 J -·· ' - - __..86 ___ ··---

Secure ~ ] 

From: Reldr Oonalcf'R 
Segt: W · n Mar<::h b2, 2."0ll ~:22 ~M 
}"o. J~ ·sroltb, Gen · o 
Cle: 

S,ubject: RE: (SBU) Electronic Devices arid the 7tt:1tFloor 

87(C) 
87(E) 

·1 "discussed tpis subject with Genqy ~his mon'ling.:,fe have.;J·DS Memc:H:Q.~ re malicious·cyber 9ctiv(ty direqec( towarcf 
Dept s~niors that is circulating_ in final.cl'earanc~ (Atch) ... 11\mb B~s.well would· like to.use it to approach M arid· Atnb Mull 
.abaut settin~ up this briefif!g. f~r sen\ors_and key s~atf ... 1 agree thl:l.~iming mig_ht be perfect b4t w.e IJ~e.ly ne,~~ to·meet tp 
ha:r1"11oniz~·~ mess.age and .disc1.;1ss our approach ... doti 

I 

From: I 
Sent; Wednesday, March oi., 2$)11 5:11 ~M· I 
To:.~Smith, (.1en!Jy 0; Rei_d, Donald a. I 

~I I j 
--·subject~ ·RE~ {SBU).Electtrbrllc De'Vi~ aild.the ·-7~Fleor----

I 
~~ I 

.1 am serrv to b,ot.,her_yQu, but;J wanted to pass on t~at we ~r:~·:entefih'g a period, ufitil lhe·.end of'Mar-ct\, whe·n there 'is ·n~ 

87(C) 
86 

87(C) 
86 

· · S·t.ravel on' the immealate horizon·. As April prom1~es to:·be a very busy m'onth on the 7ttt Floo~, 'believe web.ave an 
· eii:cellent~w-inda-w:in-the-<=<:!.miRg w~ks-to @tctti:nr~·qf-Gu.Fi deoftar-g~t:audi~.e!itin_-t~e--effl~e . . -- - ---·--·-· 

__ f ':':"~~:·••a~~~~~·~mra11..ri~•j_•10~~€-i~~011~~~:=~!?", co•.__ ~ _: ~ ~' 
00 =-CF.·Y_o_u •ri~ b~_S! r•g_atds, - __ --1- _ ::.__ - .. - - ~~<9~ 

_ ___ Fll>.~-flll.::5m1tflr·GeofrY-·0~-------~----------~----------------
-··Sent: Th.1:1rsday, February 10~ ·201i ·ff:46 AM l 

I 

- UNCLASSIFIED U.S. Department of State Case No. F-2015-05028 Doc No. C05891089 Date: 11/12/2015 



UNCLASSIFIED U.S. Department of State Case No. F-2015-05028 Doc No. C05891089 Date: 11/12/2015 
Obta ired by Judicial Watch , Inc. via FOIA 

To:.,._~~~~~~R=e=id:::.L.::D=o~na~ld"--'-'R~~~~~~~~~~~~~~~~~~~~~~~-----. 
-~-cc: ~___,=-=--=,.-,..-=-~---..,--=-_,...~__,_,...-=~~~~~~~~~~~~~~~~~~~~_J 

- Subje_ct:· ~E:"(SBU) Electronic: Devlc:es· and the _7th oor 
~ - - · - - I 

0-c wo"uld leve to participate. Don and I spoke yr'. rday and· are both it'iter:e"Sted. We'll talk some more about 

P.re-sente_rs and tlr!'.ing. Gentry 

From:· · 
Sent~ Wedne5Qay, ~bruary 09, 201111:48 AM 
to: smith, Gentiy O; Reid Donald R 
tc:i ___ ~--~----~~-------'I 
Subjed:: (SBU) El~nic Devices and the 7th Floo 

E.O. 13526.: UNCLASSIFIED 

SENSITIVE - PCEASE..LIMIT DISTRIBl:ITION 

Sirs, 
- ·- • 4 ... ........ - f- • - ·---- ·-:- --- -·-

I wanted to share w.itti you, back-clian·nel, a little if ~ight info.curreht-thi'nl<ing1ii ttie· Secretary's inner citcle on 
technoloev issues and reouest vour heln. I 

--B?(C)-
86 

87(C) 
86 

85 

' I 

I 

85 S/ES managem.ent do:es. not see a need to respdnd pojnt-for-poi·nt on any·ofthis; howeve)", 
I lneed tO pJJt on a prese'° tatiori for.-t"he 1~· Floor Qn the vulnerabil'--iti-es-·o_f_a __ rid- th--re-a-·ts_t_o ___ _J 

BJackberrie Wads a d t e like 

I would.greatly !Jp.pr:~ciate your guid~nc!! o~. hqw ant to co~rdinate on tl:lis project. 

_ _] ______ -=----

- .._....,.. .. - r - - =· . t - •:L: , 

- ' ·- - -:.,:_-·-- _____:,_-:::::-:,.:... ~ -:...:__ ·- - ---- -~-

.· - ---...:...-
=t• -- I, 

4 

85 

85 

ss
-·-· •.. 87(C) 

i 
I 

. ' 
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0502A l{oc No. C05891096 Date: 11/12/2015 

'06la1lfeaoy Juaic1a wa cfi, nc. v1a'f0rh 

From: 
Sent: 
To: 
C<!: 
Subject: 
Attachments: 

Tuesday, April 28; 2009 11:39 AM 

I I 

RELEASE IN PART 
B5,B7(E),B7(C),B6 

FW: Memo to []re BBs 
ICPM 2005 7QO l'..!'DF; 28 April Blackberry~[ ---~)doc 

r---!this 1s a memo that is pu~ng together for Greg Starr's sjgnature. Ir CMP is going to clear I figured it 
ShOurcri o u m chain of comman reach Greg : CMP doesn't have an issue with th~ memo as written. I don't see the 

ut can go; eit~er way on this one. You will see our comments on thCJ 
..---_,..,-Le_,!_m_e----:-kn_o_w---:h-o_w_y_o_u_w_o_u..,...ld.,-l"'"ik___,e t'·o proceed·: Than Ks, D 

Di rec.tor 1 

87(C) I 

86 

85\ 

85 
87(C) 
86 

B7(C) 
87(E) 

87(C) 
86 

--- -cormmrmrrasa~sPrograms DifliSilm _ ___ , ·---·----
DSISTICMP 

I 
F;~;~ r .. _._ -- - -· -.. L----··---- ··------- - · ··- - --- 86 

I 
I ~~~I . !-· ---------------~1 · 

Sent: Tuesday, April 28~2009 10:44 AM B7(C) 

Subject: RE: Memo to re BBs 85 ' 

Here is the draft document to be sent to Gre Stair as outhn d In e all below. 
I have recieved comments from and cor.solidated them in the attached 
document. The document I recieved back om CS yesterday had no comments, so I am assuming you had no changes to 
the original dQcument. There are still a couple of is~ues that need to be refined or validated. 

Tne first i~ lwanted to insure it was c~nfirmea that the Secretary indicated I 11 am not sure who can confirm that wi~ Cheryl Mills. ~------~ 

87(C) 
86 

B7(E) 

B?(E) 
The second was in the meeting w.e discusj'-'--------1=====-::r=~cc--:=~===-"-"==r-rc-i-:-:::c::-=-=1 86 
~---~We did not include this. but 19 19 e 1s as an option8?(C) 
to be discussed. ST needs to weigh 1n on this be .o _ th rs 1s finalized·. 

Based on I clarified th 

Lastly th I have left both 
regarding th 
we leave it as~1=s~a=n~g=e~----~----' 

I I 

f:~o~~~I --~-~ 
Sent: Friday, April 10, 2009 5:44 PM 

To:I 
Cc: 
~--------------~--~ 

I 1 

comment. I also added! I comments 
mk we leave it as is or remove 1t completely. Preferrably 

B7(E) 86 
87(C) 

87(E) 

87(C) 
86 
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Subject: Memo toO re BBs 
85 

Importance: High . 
85 

Af.ached is a draft memo that f ~s a r.esult of our meeting several weeks ago. Please review for 86 
:::ommentsledits I am out of the o.ff1ce the next two :weeks, and in the interest of time, and already late in getting this B7(C) 
done piease provide input toC )next wee~. He will incorporate changes and prov.ide bac;;k to you for a final 
~eview and clearance. Greg Srarr nas esRed for the, memo to determine who will sign and ensure it meets his 
expectations. Once he has 0kay'~d. we w:U need tq coordinate a review by Cheryl Mi!ls to ensure she understands how 
this will proceed and to confirm we've accurately reJilresented what we've previously discussed with her We will ask Greg 
to recomm~nd how that should occu.r. whethe:- he wants to do that or have BSOI !coordinate with her, or 
what. .Your assistance in a quick tum-around next Week with[=:f.vill be appreciated. Thanks. I I 

2 

87(C) 
86 
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From: 
Sent: 
To: 
Cc:: 

Subject 
Attachments: 

Importance: 

DS Staffers 

RELEASE IN PART 
B5,B7(E),B7 C ,86 

Reid, Donald R; 

FW: For Your Clearance: IM to S (Cheryl Mills) - Use cf Blackberries in Mahagony Row 
Tab 4_Post Artid~ on Cell Phones.PDF; CTAD20080731 (F).pdf; Document.pd~ IM to S 
(CMilis)_Blackberiries in Mahogany Row (2).doc 

High 85 
~------~87(E) 

e 1 a vise t e ecretary 

87(C) 
86 

87(C) 
86 

85 

. __ g.Q~tWQ.t.lu:i.Y.e_an..OpenNet±.tewioal.{.because.sl:)e~doesA'.t-US.e..Gc.:'jputer-srstems-):--He-pr.ovided-his-name-cind-th-e-name-- · -
of his boss. I ~s clearers of the memo, Which. I added. 

- . -· --·· ·- - . --. . --, -· -
From:J~-----~J 

• • . •• - I - ·-· - • • - .. ·- • .•. .. - - - - -

Sent: Thursday, Marcil 05, 2009 8:13 AM 
To: 
Cc:~D~S~S~ta?r-~--.------>-------------, 

Subject: FW: Fbr Your Clearance: IM to S (Cheryl ills) - Use of Blackberries in Mahagony Raw 
Importance: High 1 

I ~In reference to the sub1ect Info Me~o. Amb. Boswell requested we obtain IRM clearance In doing so we 
received tne guidance. below (highlighted in red). ~ease follow-up to oete.rmine whether or not this will affect the Memo in 
anywpy. ! 

Thank you 

I I 
~~~;beanesa~y, March 1~: ~~o~ 3:~6~-~- - -· - .• . ~--... - · - ... - . - . - ... ... . 

To: I ] 
Cc: I (CIO/EA); . . 
Sub1ect: F'W: For Your dearance: IM to S (Cheryl Mills) - Use of Blackberries in Mahagony Row 
Importance: l:iigh 

of ara two. Inserted S/ES-IRM vs IRM as IRM does not 

ThtS infl mar have some bearing on your final wording (or 
~n-o..,.,t),.... "'="'1""'th...,t,,.--e _m...,.in_o_r-e"""dl,,..t. ..,.,1R=M,..,.....(=n'""1c=1=0,_-.....--------i clears 

~----~ 

I I . 
Ofrice of the CIO 
(ManTech) 

87(C) 
86 

B7(C) 
86 

87(C) 
86 

87(C) 
86 

86 
87(C) 

85 
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From ~'------~ 
Sent: Wednesday, March 04, 2009 8:46 AM 
To: !RM-Front-Office 
Cc: OS .Staffers , 
Subject: for Your Clearance: 11'-'I to S (Cheryl Mills) - Use of Blackberries in Mahagony Row 
importance: High '1 · 

We request clearance from~' --~pn th·e attached Info Memo. Thank you. 

Thank.you. 

OS/PO 

i. 

2 

B7(C) 
86 
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From: 

Sent: 
To: 

RELEASE IN PART 
B5,B7(C),B6 

Cc: 

W~dnesday, M;;irch 11, 2009 1:17 PM 

Reid, nor.aid R1 
Donovan, Pat~iCi~k-D-;""'I ~=====~===="'---------. 

Subject: R::: For Your Cl!:iarance: IM to S (Cheryl Mills} - Use of Slackberries in Mahagony Row 

Thanks Don .... the boss is reading it now. He was1 made aware of this information ... a few weeks? ago - so no break down 
on keeping him in the loop. I'll get back to you IF he needs anything further. Best. 0 

From: Reid, Donald R 
Sent: Wednesday, March 11, 2009 12:21 PM 

To: ~I ~~~~~~~~~~~~~~~_,-~~~~~~ 
~: Donovan, Patrick D; '~------------------
Subject: RE; fQLY.Qur..Clearance: IM _to..S..(..Chef¥1 !MiUs)..:.Use.of .Blackber.ries in .Mahagony .R.ow-

1 

ll.we'll get this done ... but you should have th~ intel on your JWICS system .. it is Seeret/Sl. .. I sure hope we didn't 
~the boss out of the loop on this ... there is a rilate~ develqpment I'll get to. you on the high side now .. 

I 
From: 

<----''----"'---"~~~--~"',- • - • _ ,. ..... .... • .. • i • 
~~----~ 

Sent: Wednesday, March fl, 2009 12: 12 PM 
To:I I 
Cc: Reid, Donald R; Donovan, Patrick D;I 
Subject: FW: For Your Clearance: IM to....,.S~(~C~h~e,y~l - Mnllls) - Use o 
Importance: High 

acRbernes in Mahagony Row 

After this mornings "management meeting" with the A/Secys, Secretary Clinton appro;:iched Ambassador Boswell and 
mentioned that she had read the JM and that she "ge!S it". Her attention was drawn to the sentence that indicates we (DSJ 
have mtelllaence concerning this vulnerabilitv dur'ino her recent trip to Asta. 

87(C): 
86 ' 

87(C) 
86 i 

87(C) 
86 

87(C) 
86 

I 
87(C) 

'86 

Secretary Clinton has asked Ambassador Boswell for this miormation. Please prepare a short informal paper OR provide 
the A/Secy with a briefing on this rm1tter. Y.our as,!\istan<?e is appreciated. The Sec~ta~ot provide. a "due 
date" .. BUT the Ambassador would like to close th i~ loop as.soo.n as possible. Th·anks, l_J 

sAI I : 
87(C) 
86 

Executive Assistant 
Office of the-Assistant Secretary 
Diplomatic Security 

From 
Sent: -...i::-;==:--n=i=-7<.,..---..,,,l0.9 - 3 AM 

--". ·1-· -

To: 
Cc: ~D~S~S~ta~ffi~e-~--.-~~~~~==d.----~-~~~~-. 

Subject: PN: For Your C earance: IM to S (CHeryl Mils) - Use of Blackberries in Mahagony Row 
Importance: High ' 

i 
In reference to tne subject Info Meijno, Amb. Boswell requested we obtain IRM clearance. In doing so we ~c-~dance below (highlighted in red). P!ease follow-up to determine whether or not this will affect the Memo in 

anyway. 
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· Th nk ou, 

. F~~~l=~ r·· ···· . 
Sent: WeoQesday, March 04, 2009 3:36 PM 
To: r I ..---· ----. 
Cc: 1 I ( 00/EA)J I . 
Subject: FW: For Your Glearance: IM to S (CherY,I Miils) - Use of Blackberries in Mahagony Row 
Importance: High l 

Inserted S/ES-IRM vs IRM as IRM does not 

'---~·--------~-----_,_,Tliis info may have some a:ing on your final wordil"!g-(or 
not). With ·the minor edit, I.RM .(D/CJO clears 0 

'-----------' 

I 
( 

C?ffice o,f the CIO 
. _ l (Mantech) M " 

! -··- --- .... ....... ~-··- .. .... .. - ··-
I 

From:._--,-_____ , 
Sent: Wedni?sday, March 04, 2009 8:46 AM 

.. , -~-

To: !RM-Front-Office 
Cc: OS Staffers · 
Subject: For Your Clearance: IM to s (Cheryl Mills) - Use of Blackberries in Mahagony Row 
Importance: ·High 

We reque.s: clearance from ~J --~~n the attac~ed Info Memo: Thank you. 

2 
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RELEASE IN PART 
B5,B7(C),B6 

B?(C) 

L-~~~~~__J-----------------------------------------------86 
From: 
Sent: Wedn sd Ma,rch 11, 2009 5:47 PM 

Reid, Donald R; I I To: 
Cc: 
Subject: 

Donova ., atncf ::>~ I 
RE: For Your Cleprance: IM to S (Cheryl Mills) - Use of Blackberries in Mahagony Row 

Thanksc=:J--e=J brought it by and gave it to II We will store until the AJSecy uses it in support of his 
·meeting" with SecState. Amb B mentioned he migh~ her calendar tomorrow .... we will return this doc to DCB after 
this takes place ... Again thanks .CJ 
- - . ---·- ·- __ .. ___ ---- - . 
Fronw:I I 
sent: Wednesday, March 11, 2009 3:17,.,_P...._M,_ _ __ ...., 
To: R.~e=~~·~Do~na=l=d~R~: ~l _____ _,_ ______ ~ 

. .. ~.?Jmnq,'B!n,..£a.tcicLI>.;[ I--
subject RE: For Your Oear.ance: IM to S {Cheryl Mlll!;i) - Use of Blackberries in Mahagony Row 

D I'm having SSO/DCB get the hard copy to you this afternoon and, yes. you s:;an store in the SCIF. LJ 
. . __ ... _,,_ .. ·- - . - . . 

From: .__ ____ ~__. 
Sent: Wednesday, March 11, 2009 3:07 PM 
To: Reid, Donald R; I Cc: Donovan, Patrick.__D~; l _ _______ __, _______ _,__~l 

Subject: RE: For Your Oearance: IM to S (Cheryl Mills) - Use of Blackberries in Mahagony Row 

Don - per the Ambassadors message on the other·system ... pis provide a hard copy of the referenced report. It would be 
nice IF we could be given authority to store this in our SCIF f°i~ile - as I'm not sur.e when the A/Secy will have a 
chance to share this with S. Thanks for your quick;tollow up. L..J 

From: Reid, Donald R 
Se~t:_W.ednesda.ll.....Macc1Ul...2009....l2;2LP.M 

To:[~--~-_,,...,.....,,,..,----------~'~------~i 
Cc: Donovan, Patrick D· 
Subject: RE: For Your Cle(!rance: to S C ery M 

o .. we'll get this done ... bu't you should have the intel on your JWICS systerri ... it is Sepret/Sl ... I sure hope we didn't 
leave the boss out of the loop on this . there is a related development I'll get to you on the high side now ... 

-.. --- · - - ··----
From: '-------~ 
Sent: Wednesday, March 11, 2009 12: 12 PM 
To:I I 
Cc: Reid, Donald R; Donovan, Patrick D; l
Subject: FW: For Your Clearance: IM to"'51)>'<t:':==""'"'-'-..,.=-=rl"!T::===-.=-..-::;==~=:-------~ 

Importance: High 

After this mornings "management meeting' with the:AJSecys, Secretary Clinton approached Ambassador Boswell and 
mentioned tnat she had read the IM and that sf:le "gets ir. Her attention was drawn to the sentence that indicates we lDSl 
have intelhoence concerning this vulnerabili ty ourln? her recent trio to Asia. 

B?(C) 
B6 

B?(C) 
B6 

B?(C) 1 

B6 

B?(C) 
B6 

B7(C) 
86 

B?(C) 
B6 : 
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Secreta,ry Clinton has asked Ambassador Boswell for this information. Please prepare a short informal paper OR provide 
the A/Secy with a briefing on this matter. You; assistance is appreciated. The Secreta~ot provide a "due 
date" ... BUT the Ambassador would like ro ciose tr.Jis loop as soon as possible. Thanks L___J 

SA [ ~ 
ExeculJve = r 
Office of'the Assistant Secretary 
Diplomatic Security 

From: I 1-·· ... . ·-.... 
Sen~_Ittu.~da~. March 05. 2009 8: 13 AM 
To: I _ I 
~~~~I I 
Subject: FW: For Your Oearance: IM to S (Cheryl Mills) - U~ of Blackberries in Mahagony Row 
Impo~nce: High 

I I tn referenc':l to the subje~ Info Memo, Amb .. Boswell req~ested we obtplt:' IRM clearanc.e. In doing so we 
received the .guidance below (t:iighlighted in red). Please follow-up to determine whether or not this will affect the Memo in 

86 
B7(C) 

B7(C) : 
86 ' 

\ 
87(C) 

-aAyway..,------- - ....__ -- - . - ·- - - - - -- -- - -- -- - - . - .. 86 I 

..------~· - - · ··-· ·-

To:~----~-' 
Cc: 00/EA); I 
Su6J ~our Cleara.__n_ce_:""'l ""'M....,.t-o ..... S"""(""Ch~eryl Mills) - Use of Blackberries in Mahagony Row 
Importance: High 

of ara two Inserted S/ES-IRM vs IRM as IRM does not 

~--=-------------~==~-=='--'This info may have some bearing on your final wording ~or 
not) . Wi!h the minor edit, IRM (0/CIO .___ _____ _, lear:s. O 
I I 
Office of !lie CIO 
(ManT.ech) · 

.. 
:i~=Lednesday,Man:h0t 20~~- 8:~~~: -·- ·--· . ---·-· ··--- --- ··· -- ·- ··-- -- _ .. _ - - ·- - · - ·-- -··---

. Ta: iRM-Front-Office ' 
Cc: OS Staffers 
Subjec;t: For.four Clearance: IM to S (Cheryl Mills). - Use of Bfackberries in Mahagony Row 
Importance: High 

We request clearance from .._I __ _,Ion the attached Info Memo. Thank you. 

2 

86 
B7(C) 

B7(C) 
86 

85 

B7(C)'(C) 
86 

87(C) 
86 
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DS/FO 

I __ ---

---- . - ..... 1 • • -·-- •• 

3 
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From: 
Sent: 
To: 
(.:c: 

Th~rsday, March 05. 2009 10;05 AM 

I I 
RELEASE IN PART 
135,B7(C),B6 

Subject: Rt: For Your Clearance: IM to S (Cheryl Mills) - Use o7 Blackberries in Mahago:iy Row 

C }'n coordinate witl: S/ES-EX. 

- - -• • • - • ,... • wi - •• -· • ~ • • • • • "' 

From: .__ _ ____ ___, 
Sent: Thursday, 'March 05, 2009 8:13 AM 
To:L ______ _,...-------'----------, 
Cc: OS Staffers; 
Subject: FW: Fo.._r~_o_u_r =c~ea_ra_n_ce_: 1=M~. ,....to~~-~~-..,....se-of~Blackberries in Mahagony Row 

Importance: High ___ --·---- ___ - - - - - --
I 

In reference to the subject lnfo,Memo, Amb. Boswell requested we obtain IRM clearance. In doing so we 
~,-ec-e~av-e~-e-g~uidance below (highlighted in red). F}1ease follow-up to determine whether or not this will affect the Memo in 

I . 

I 

I 

anyway. 

Thank yo]' 

Fro~= I I 
Sent: Wednesday, Marc~ 04, 2009 3:36 PM 

.... -- -1·-

To: ~ I 
cc: tao/El.\); : 
Subject: FW: Fer Your Clearance: IM to S (Cheryl Mills) - Use of Blackberries in Mahagony Row 
Importance: High 

Office of the CIO 
{ManTech) 

F;~m:[ I ---·-- .... t ·- ·--. -- ·-- ·--·-·-- ·- ---- - . 

Sent: Wednesday, March 04, 2009 8:46 AM 
To: !RM-Front-Office 
Cc: DS Staffers 
Subject: For Your Clearance: IM to S (Cheryl Mills). - Use of Blackberries in Mahagony Row 
Importance: High : 
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We request cle~rance from ~r ___ Ian the at.acned Info Mar.io. Tha:1k you 

c ______,vau 

I 

·-------- ---~ ... _ ... __ _ 

2 

_, 

\ 
I 
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From: 
Sent: 

To: 
Cc: 

Monoay, March C2. 2009·3:52 PM 
OS Staffers 

Subject DS/DSS clearance: IM to S - Cheryl Mills Re .. Use of Blackberries in Mahogany Row 

'ru 
Memo to S-Milis CT AD20080731 Document.pdf 
(Final March 2.... CF).pdf 

Director Starr ctear.s the attached package. Thanks 
~m . 

SECRErtNOFORtil attachment 

J 

~ELEASE IN PART 
B7(C),B6 

87(C) 
86 

86 
87(C) 
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· Obtf ined by Judicial Watch, Inc. via FOIA 

Caramelo, Michael D 

From: 
Sent: 
To: 
Subject: 

D 

Friday, February 27, 2009 4:15 PM 

I I 
RE: Memo to S-1"1ills (2).doc 

RELEASE IN 
PART 
B5,B7(C),86 

Oddly. I cunnotopen this attachment (it's·ther~ but not actually anached ... ) 

\; .S. Dcpanment of·State, Diplomatic Security Service· 
DS Countermeasures .Snti=ial Assist:.tnt : 

27· 2009 3:50 PM 
To: 
Cc: 
~-----------· 

Subject: FW: Memo to S-Mllls'(2).doc 
Importance: High 

.Herli Is[, ____ ~lrewrite of the memo that ne sent me this afternoon. See what you think 

From: I 
Senttf ._rl_d_::Ja_ r_ r.,...,u_a_,ry 27, 20.9~ 12:31 PM 
To:! 
Subject: : emo. to.S-Mills (2).doc 
Importance: High 

This is they w.ay I'd. do it. I think it makes ttie ~ame points I -..,.-,---....--~~~ lit also 
adds an 1mport~rit point about the bad example allowing. Btackbemes in ~ahogany se ?orth~ rest 
of the Department. · 

!!4:.~ 
_..:...J 

Memo to S-Mills 
(2).doc (9.2 KB ..• 

87(C) · 
86 

87(C) 
86 

87(C) 
86 

87(C) 
86 

85 

87(C) 
86 
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From: 
Sent 
To: 
Subject: 

~---JI 
Wednesday. February 25, 2009 5:47 PM !RELEASE IN PART B7(C)I 

FW: Memo to S-Mills (2).doc 

'-----~1dn't get to it yet but 1 should have his clearance in the morning ~(I realized I didn't have you cc"d) 

B?(C) 

Fr.om:I B?(C) 
Sent: Wednesda , February 25,. 2009 10:.35 AM . 
To: Reid, Donald R · 
Cc: 
SUIJJ 

.. _.Excellent memo-hits-every-pain~issl:lsse&. greatwooc· ThC!nt<·you.-Th~(onlT char:qe Is ·tile 
show Greg as acting A/S vice P/OAS. Otherwise J cJear, and su9gest we get it upstairs to S soonest. · 

Froml..._ ____ ----J 

Sent: Tuesday, Februa 24 2009 6:14 PM 
To: Reid, Donald R; 
Cc: 

I 

Sub~je-ct~ .. -: ~FW-:_M_e_m_o_t_o~S--M~.~~~-------~· 

~mportance: High 

I tweaked the draft memo. per your instructions Pa;J ~eview and he tweaked further. Before I send to CJ 
LJor clearance I need confirmation that this is what is wanted. Thanks. 

FrOnl:i~---~ 
~nt: Tuesday, February-24, 2009 4:41 PM 
To: 
Sub..._~e-ct_:_M_e_m_o~to S-Mllfs (-2).doc 

. <<File: Memo to S-Mills (1).doc >> 

Please take at look at the proposed changes. 

UNCLASSIFIED U.S. Department of State Case No. F-2015-05028 Doc No. C05891123 Date: 11/12/2015 
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I 
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UNCLASSIFIED U.S. Department of State Case No. F-2015-05028 Doc No. C05891125 Date: 11/12/2015 
Olitained by Judicial Watch, Inc. via FOIA . 

From: 
Sent: 
To: 
Subject: 
Ar..achments: 

Importance: 

1_· J 
[Tuesday, FebruaJ 24, 200910:56 AM 

FW: Draft Memo from OS to S - Mills 
Memo to S-Mills.doc 

High 

RELEASE IN PART 
85,87 C) 

I I Ph~ase re"'.iew my edits. I'm not sure I'm capturing exactly what Pat discu~sed with mj, I thil 1t ne'eds a be~er 
intro paragraph. Any tw.eaks you c::ould make would be helpful. And"did they want the attached excerpts? I left 
them in but they can be easily taken out. I J 

. Fr~~=I ~1·~ - - ------ - -··· · 

Sent:-TAurs6ayrFel:iri:iary.·t9~Ge9-&: 36-PM-
To: 
tc: ~---------------' 
Subject: t:>ra,ft ~emo from OS to S - Mills· 
Importance: High 

Attat.be.clis....Wraft memo I've oreoared for your edits.J ..wJ<~..ll.M.IL.JJ.t.L.l..!<'..!.!.LJ~ie~c~e"--. L__ ________ ---\ 

ease ma e any e its as 
you see. fit. I've listed s ~learances , but rm not clear if Pat needs/wants that- what do 
you t11ink 

I 
·87(C) 

' 
87(C) 

87(C) 

I 

87(C) 
I 
I 

I 
85 

87(C) 

87(C) 

87(C) 

87(C) 

85 

87(C) 
I 

85 I 
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RELEASE IN PART 
85,87(C) 

From: I I . 
rnda •, Febnuar\' 20, 2009 9:46 AM Sent: 

To: 
Subject · · ra emo rorr. DS ::o S - Mills 

Thanks for your effort on this. 

;;;._;ml . I 
Sent: Friday, February 20, 2009 8:08 AM 
To: 
~--------~ 

Subject: RE: Dra~ Memo from DS to 5 - Mills 

----- ·-----~-

Thrs looks good! 

Fro;~ J . ---- .. " -

Sent: Thursday, February 19, 2009 6:38 PM • 

~~: [ I . 
Sub1ect: FW: Draft Memo from OS to S - Mills 

~ot to add that I need you to. determine what the classification reason and decl~ssify date arel 
L_ l Thanks. I'll fix the head~rs and footers (SECRET/NOFORN} before it ~go_es_u_p-to_P_a_l~-___, 
~------~ 

~-====o:::-· --·- -- ....... --.. ·--r------· ---------· - ---- --- --··-
From:~----
Sent: Thursday, February 19, 2009 6:30 PM 
To: 
Cc:· 
Sub~1ect:-.-o~ra-h~M_e_m_o~fro_m_D_S_t_o_S_--M-il-ls ___ ___. 
Importance: High 

Attached.ts 1he draft memo I've re ared for our edits. thank ou ior our iece. 

'----=------.--------------..--- - --------' Please make any edits as 
you see fi:. I've listed as clearances. bur I'm not clear if Pat needsJwants. that - what do 
you think 

jJS 7~ 

UNCLASSIFIED U.S. Department of State Case No. F-2015-05028 Doc No. C05891138 Date: 11/12/2015 

I 

87(C) 
I 
I 

87(C) 
! 

87(C) 

87(C) 
I 

87(C) 
I 

87(C) 

87(C) 

87(C) 
I 
I 

87(C) 

85 
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From: 
Sent: I l Friday, reoruary ZL1:?0 9 8:44 AM 
To: 
Subject: RE: Draft Memo from DS to S - Mills 

!overall oood. I! shouid come from enc not me. ,SecondivJ 

--~~ ---------~~ ------

From: I 
Sent: Fl"iay;rebruary 20, 2009 ·8:21 AM 

·To:I ~ ~ 
Subject: ratt::orom DS to S - Mills 

. .. -- . -·---
per our discussion 

I 

RELEASE IN PART 
-- 85,B7(C)' . . --· -

r;;~~r -===r-- -- -- ~----.,....--~ ·---· ···------- -· ·-----
Sent: Thursda February 19, 2009 6:38 PM 
To: 
Cc: 
Sub'~-e-......:~~ . ..-~,.....emo from OS to S - Mills 

I 
I 

... . . -

~I r~ttclttlat I need rou to determine what ttie class1fication reason and declassify date are .... I --~~......,----/ 
I Thanks. I'll fix the hea~ers and footers (SECRETINOFORN) before it goes up to Pat. 
~-------~ 

Fro;J 1··-·- ···---· --- -··. ·~--··---·------ ·- --
Sent: Thursday, February 19, 2009 6:30 PM 

To:J 
Cc: ..... _______________ __, 
Subject: Draft Memo from OS to S - Mills 
Impprtance: High 

Attached is the draft memo I've !llimare'd fo; vQ.Y.r...i;iQtt~_tmi,_.nk,_,_..,vo~u~f=or~v~o=u~r ..,pi=ec=e...._. -t.l _______ 1_ 1 

Please make any edits as 
"""yo_u_s_e_e~f~1t.-1~·v-e~li~st-e~d ~----------.-s-c...,.le-a-ra_n_ce_s__,.b-ut~l~'m-. -no~t-c~le_a_r 1=t =pa~t,....·needsfwants that- what do 

you think 
~-----------~-~-------------' 

..J 

B?(q 
I 

B7(C) 

B7(C) 

B7(C) 

BS 

B7(C) 
i 

B7(C) 

B7(C) 
I 

B7(C 

85 

87(C) 

87(C? 

87(C) 
! 

B?(C) 

85 

B7(C) 

85 

I 
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From: 
Sent: 
To: 
Cc:. 
Subject 

Thursday, February :!.9, 2039 3:41 PM 

I I 
Blackberry Input 

[RELEASE IN PART B7(C)j 

Here .i:. the n:·wriic of your earlier ~iecc . 

Slaclcberry .doc 

- --- - · .. - · ·· --- - -

R~gards, 

DS/C/ST 

r 
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