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1 10:04:49                P R O C E E D I N G S

2 10:04:49          VIDEO SPECIALIST:  Here begins Tape Number

3 10:04:571 in the videotaped deposition of Stephen D. Mull in

4 10:05:03the matter of Judicial Watch, Inc., versus U.S.

5 10:05:07Department of State, in the United States District

6 10:05:10Court for the District of Columbia; Civil Action

7 10:05:14Number 13-CV-1363.

8 10:05:21          Today's date is June 3rd, 2016.  The time

9 10:05:25on the video monitor is 10:05.  The videographer

10 10:05:30today is Derek Fox, representing Planet Depos.

11 10:05:35          This video deposition is taking place at

12 10:05:3920 Massachusetts Avenue, Northwest, Washington, DC.

13 10:05:44          Would counsel please voice-identify

14 10:05:46themselves and state whom they represent.

15 10:05:49          MR. BEKESHA:  Michael Bekesha, on behalf

16 10:05:50of Judicial Watch.

17 10:05:50          MR. ORFANEDES:  Paul Orfanedes, on behalf

18 10:05:50of Judicial Watch.

19 10:05:53          MS. COTCA:  Ramona Cotca, on behalf of

20 10:05:53Judicial Watch.

21 10:05:53          MR. PETERSON:  James Peterson, on behalf

22 10:05:53of Judicial Watch.
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1 10:05:53          MS. SHAPIRO:  Elizabeth Shapiro, on behalf

2 10:06:01of the Department of State.

3 10:06:01          MS. WOLVERTON:  Caroline Wolverton, on

4 10:06:05behalf of the Department of State.

5 10:06:06          MS. BERLIN:  Lara Berlin, Department of

6 10:06:07State.

7 10:06:09          MS. BERMAN:  Marcy Berman, Department of

8 10:06:11State.

9 10:06:11          MR. MYERS:  Steven Myers, for the

10 10:06:12Department of State.

11 10:06:17          MR. FITTON:  Tom Fitton, President of

12 10:06:17Judicial Watch.

13 10:06:21          MR. LAUDADIO:  Gregory Laudadio, Judicial

14 10:06:24Watch.

15 10:06:25          VIDEO SPECIALIST:  The court reporter

16 10:06:25today is Debbie Whitehead, representing Planet

17 10:06:25Depos.

18 10:06:25          Would the reporter please swear in the

19 10:06:25witness.

20 10:06:25                  STEPHEN D. MULL,

21 10:06:36 having been duly sworn, testified as follows:

22 10:06:36          MR. MYERS:  And Ambassador Mull reserves
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1 10:06:38the right to read and sign at the end of the

2 10:06:40deposition.

3 10:06:43    EXAMINATION BY COUNSEL FOR PLAINTIFF

4 10:06:43BY MR. BEKESHA:

5 10:06:43     Q    Good morning, Mr. Mull.  My name is

6 10:06:45Michael Bekesha.  I'm an attorney with Judicial

7 10:06:48Watch.  I'm here to ask you a few questions about

8 10:06:51one of Judicial Watch's Freedom of Information Act

9 10:06:54lawsuits against the Department of State,

10 10:06:56specifically questions surrounding the creation,

11 10:06:59purpose, and use of the Clintonemail.com system by

12 10:06:59then Secretary of State Hillary Clinton and Huma

13 10:07:02Abedin, to conduct official government business.

14 10:07:05          Before we begin, could you please state

15 10:07:07and spell your name, for the record.

16 10:07:09     A    Sure.  It is Stephen, S-T-E-P-H-E-N, Mull,

17 10:07:13M-U-L-L.

18 10:07:15     Q    Thank you.  Also, before we begin, I would

19 10:07:17like to go over a few ground rules.  Your counsel

20 10:07:19may have already talked to you about them, but it

21 10:07:21will hopefully help the deposition go more smoothly.

22 10:07:24          If you don't hear one of my questions or
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1 10:07:26don't understand one of my questions, please let me

2 10:07:29know.  Happy to repeat the question or rephrase the

3 10:07:31question.

4 10:07:32          Also, it's important that you respond out

5 10:07:34loud.  If you shake your hand -- head or make any

6 10:07:37hand gestures, the court reporter can't record that.

7 10:07:40          Also, things will go a lot more smoothly

8 10:07:43if you wait until I'm done answering the questions

9 10:07:45or your counsel is done objecting.  It's a lot

10 10:07:47easier for the court reporter to record if we're not

11 10:07:50speaking over each other.

12 10:07:52          With that, could you just give me a brief

13 10:07:55background about your tenure at the State

14 10:07:57Department?

15 10:07:57     A    Yes.  I'm a Foreign Service Officer since

16 10:08:001982.  I have served a variety of overseas posts and

17 10:08:07domestic assignments.  I currently serve as the U.S.

18 10:08:07government's lead coordinator for the implementation

19 10:08:11of the Iran nuclear deal.

20 10:08:13     Q    Thank you.  We're primarily going to focus

21 10:08:17on your time as Executive Secretary.  But before we

22 10:08:19get there, just had a couple of questions about some
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1 10:08:22of your previous posts.

2 10:08:23          Between 1998 and 2000, you were a Deputy

3 10:08:28Executive Secretary of the State Department?

4 10:08:29     A    Yes.

5 10:08:30     Q    And what were your responsibilities in

6 10:08:32that role?

7 10:08:34     A    I was responsible for coordinating

8 10:08:37Secretary Albright's travel to Europe and to

9 10:08:43international organization events, as well as events

10 10:08:46in the former Soviet Union; coordinating the policy

11 10:08:52support for her engagement in issues involving those

12 10:08:56areas; and supervising subcomponents of the

13 10:09:01Executive Secretariat.

14 10:09:02     Q    Did any of those subcomponents include

15 10:09:05responding to FOIA requests or document requests?

16 10:09:10     A    There were people in the Executive

17 10:09:13Secretariat responsible for handling the processing

18 10:09:16of those.  I did not have immediate responsibility

19 10:09:19for that.

20 10:09:20     Q    It was another Deputy Secretary that had

21 10:09:22that responsibility, if you recall?

22 10:09:25     A    Well, the responsibility for FOIA requests
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1 10:09:31typically rests with what later came to be known as

2 10:09:35the Office for Correspondence and Records.  One of

3 10:09:41the Deputy's executive secretaries would have been

4 10:09:42responsible for supervising that office.

5 10:09:43     Q    Okay.  But that wasn't you.

6 10:09:45     A    I think part of the time -- I can't

7 10:09:51remember.  Part of the time I had -- I had

8 10:09:53supervised it.

9 10:09:55     Q    Okay.  And then from 2009 -- I'm sorry,

10 10:10:00from about August 2008 to June 2009, you were the

11 10:10:03senior advisor to the Undersecretary of State for

12 10:10:06Political Affairs?  Is that --

13 10:10:09     A    Yes, I was that for those dates.  But I

14 10:10:12continued in that role until June of 2010.

15 10:10:14     Q    Okay.  All right.  And you were working

16 10:10:22the Undersecretary for Political Affairs, Bill

17 10:10:25Burns, at the time?

18 10:10:26     A    That's right, yes.

19 10:10:26     Q    Okay.  So you were in that position when

20 10:10:29Mrs. Clinton became Secretary of State.

21 10:10:32     A    Yes.

22 10:10:33     Q    Okay.  Did you, while you were in that
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1 10:10:38position, did you ever e-mail, correspond with

2 10:10:42Mrs. Clinton via e-mail?

3 10:10:43     A    Not that I recall.

4 10:10:43     Q    Okay.  Did you know her e-mail address

5 10:10:46during that time period?

6 10:10:47     A    No.

7 10:10:47     Q    Okay.  And then, as you said, after you

8 10:10:50were -- after that position you became the Executive

9 10:10:55Secretary?

10 10:10:56     A    Yes.

11 10:10:56     Q    And when did that start?

12 10:10:59     A    In June of 2010.

13 10:11:00     Q    And how did that come about?  Is that a

14 10:11:04Senate-confirmed position?

15 10:11:06     A    No.

16 10:11:06     Q    Okay.  So who appoints that position?

17 10:11:13     A    The Secretary of State.

18 10:11:14     Q    Is that a position you applied for or -- I

19 10:11:17mean, how -- how do you come about being that

20 10:11:19position?

21 10:11:22     A    Well, I recall in the spring of 2010 the

22 10:11:30Secretary's chief of staff, Cheryl Mills, had asked
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1 10:11:33if I would be interested in being considered for the

2 10:11:37job.  I said yes.  I interviewed with her, and some

3 10:11:42time after that was offered the appointment.

4 10:11:44     Q    And did you know Cheryl Mills before that

5 10:11:48time period?  When did you first know Cheryl Mills

6 10:11:51or have an opportunity to meet Ms. Mills?

7 10:11:53          MR. MYERS:  Objection.  Beyond the scope

8 10:11:55of discovery.

9 10:11:56     Q    You can answer the question.

10 10:12:03     A    I suppose our offices were -- were not

11 10:12:05that far from each other.  I suppose I may have met

12 10:12:08her towards the end of 2009, early 2010.  I -- I

13 10:12:12can't recall exactly.

14 10:12:13     Q    Okay.  Did you know Mrs. Clinton prior to

15 10:12:16her becoming Secretary of State?

16 10:12:17          MR. MYERS:  Objection.  Beyond the scope

17 10:12:19of authorized discovery.

18 10:12:21     Q    You may answer the question.

19 10:12:22     A    Can you clarify what you mean by "know"?

20 10:12:25     Q    Sure.  Not know of her, but had you had an

21 10:12:29opportunity to meet her prior or did you ever work

22 10:12:33with her prior to she becoming Secretary of State?
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1 10:12:37     A    I served as her control officer when she

2 10:12:41visited the American Embassy in Poland when I worked

3 10:12:46there in the mid -- in the mid '90s.

4 10:12:47     Q    Okay.  So let's -- prior to you becoming

5 10:12:52Executive Secretary, who was the Executive

6 10:12:55Secretary?

7 10:12:55     A    Daniel Smith.

8 10:12:56     Q    Okay.  And he held that position until

9 10:12:59June of 2010?

10 10:13:00     A    Yes.

11 10:13:00     Q    Okay.  Let's talk a little bit more

12 10:13:04generally about the Executive Secretariat.

13 10:13:07          What's the general purpose of the

14 10:13:10Executive Secretariat?

15 10:13:11     A    It serves as a link between the Secretary,

16 10:13:14the Deputy Secretaries of State, the

17 10:13:17undersecretaries of the State Department, with the

18 10:13:20rest of the building, in providing administrative,

19 10:13:23logistics, communications, and policy formulation

20 10:13:29support.

21 10:13:29     Q    Okay.  And the Executive Secretary is the

22 10:13:31head of that office?
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1 10:13:33     A    Yes.

2 10:13:33     Q    Okay.  And approximately how many people

3 10:13:36work within the Office of the Executive Secretariat?

4 10:13:40     A    I can't recall exactly, but I think it's

5 10:13:43200, 250 people, perhaps.

6 10:13:44     Q    Okay.  And then under the Executive

7 10:13:47Secretary, you had, was it four deputies reporting

8 10:13:50to you at that time?

9 10:13:51     A    Yes.

10 10:13:51     Q    Okay.  And did each of them have different

11 10:13:54responsibilities?

12 10:13:55     A    Yes.

13 10:13:56     Q    Okay.  Did one of those deputies have

14 10:14:01responsibility in overseeing what -- I guess it's

15 10:14:05the Office of Correspondence and Records?

16 10:14:08     A    Yes.

17 10:14:08     Q    Who was that deputy when you started in

18 10:14:112010?

19 10:14:17     A    I can't recall which of the -- which of

20 10:14:20the four had line responsibility my first year.

21 10:14:23     Q    Okay.  Do you recall the subsequent years?

22 10:14:26     A    Yes.
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1 10:14:27     Q    Okay.  When do you first recall who the

2 10:14:30deputy was, and what was the time period?

3 10:14:31     A    My second year, from the summer of 2011

4 10:14:37until I left the position in 2012, the deputy

5 10:14:43responsible for overseeing that office was Pamela

6 10:14:46Quanrud.

7 10:14:46     Q    Could you spell her last name, please?

8 10:14:48     A    Yes.  Q-U-A-N-R-U-D.

9 10:14:51     Q    Okay.  So you don't recall -- I think you

10 10:14:56already did answer this.  But you didn't recall who

11 10:14:58had that position before --

12 10:15:00          MR. MYERS:  Objection.

13 10:15:00     Q    -- before she came?

14 10:15:01          MR. MYERS:  Asked and answered.

15 10:15:05     Q    Was she a deputy -- was she a Deputy

16 10:15:08Secretary before the summer of 2011?

17 10:15:10     A    She started as Deputy Executive Secretary

18 10:15:12in summer of 2011.

19 10:15:13     Q    Where was she before that; do you recall?

20 10:15:18          MR. MYERS:  Objection.  Beyond the scope

21 10:15:19of authorized discovery.

22 10:15:20     Q    You may answer the question.
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1 10:15:23     A    I seem to recall she was a Deputy

2 10:15:26Assistant Secretary in the Bureau of European and

3 10:15:29Eurasian Affairs.

4 10:15:30     Q    Okay.  Thank you.

5 10:15:32          What did -- what's the basic role and

6 10:15:34purpose of the Office of Correspondence and Records?

7 10:15:38     A    It provides archiving responsibilities and

8 10:15:42retrieval responsibilities for official documents

9 10:15:47that are produced as either the briefing or policy

10 10:15:50formulation process in the State Department.

11 10:15:54          It has responsibility for responding to

12 10:15:58FOIA requests that are routed to the Executive

13 10:16:03Secretariat from -- for handling from the Bureau of

14 10:16:06Administration.

15 10:16:07     Q    Okay.  And --

16 10:16:08     A    And for tracking receipt of and responses

17 10:16:14to correspondence to the Secretary and other State

18 10:16:18Department principals.

19 10:16:20     Q    I guess that leads me to the next

20 10:16:22question:  Does -- is that -- is that office the

21 10:16:25records -- the archival and retrieval for the entire

22 10:16:28State Department or just for what falls within the
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1 10:16:32Office of the Secretary or the Executive

2 10:16:35Secretariats?

3 10:16:35          MR. MYERS:  Objection.  Vague and

4 10:16:36compound.

5 10:16:37     Q    You may answer the question.

6 10:16:39     A    For the -- the Office of Correspondence

7 10:16:44and Records performed that function for the offices

8 10:16:46the Executive Secretariat supported.

9 10:16:48     Q    Okay.  And what offices were those, if you

10 10:16:51recall?

11 10:16:55     A    Well, as I said earlier, the Office of the

12 10:16:57Secretary, the deputy secretaries, the

13 10:17:00undersecretaries of the State Department, as well as

14 10:17:02a number of smaller offices that reported directly

15 10:17:05to the Secretary of State.

16 10:17:06     Q    Okay.  And how much interaction would you

17 10:17:10have -- I guess who was the director of the Office

18 10:17:14of Correspondence and Records during your time

19 10:17:15period?

20 10:17:16     A    Mr. Clarence Finney.

21 10:17:17     Q    Did he change -- was he consistent from

22 10:17:212010 through 2012 when you left?
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1 10:17:23          MR. MYERS:  Objection.  Vague.

2 10:17:25     Q    Was it just one person, or did that

3 10:17:28change, did that office change hands at some point

4 10:17:30during your tenure?

5 10:17:31     A    He was the director of that office during

6 10:17:33my tenure.  Towards the end of my tenure we began

7 10:17:38moving to merge that office with the Office of

8 10:17:42Secretariat staff.

9 10:17:42     Q    Okay.  And when did that merger take

10 10:17:44place?

11 10:17:44     A    I think it was -- I can't remember

12 10:17:46exactly.  I think it formally took place after my

13 10:17:48departure.

14 10:17:49     Q    Okay.  Do you know approximately how many

15 10:17:52employees worked for Mr. Finney?

16 10:17:54     A    I can't recall exactly.

17 10:17:57     Q    Okay.  How much interaction did you have

18 10:17:59with Mr. Finney during your two years as Executive

19 10:18:06Secretary?

20 10:18:06     A    Usually once, once a day.

21 10:18:07     Q    Okay.  And he -- he reported directly

22 10:18:15to -- I'm not going to pronounce Pamela's last name
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1 10:18:19correctly.  Could you remind me how you pronounce

2 10:18:22that?

3 10:18:23     A    Quanrud.

4 10:18:23     Q    Quanrud.  He reported directly to -- to

5 10:18:26her?

6 10:18:26     A    Yes, during the --

7 10:18:26     Q    During the --

8 10:18:27     A    -- time that she had, yes.

9 10:18:28     Q    Okay.  And how frequently would you talk

10 10:18:30to Ms. Quanrud about issues within the Office of

11 10:18:37Correspondence and Records?

12 10:18:38     A    Not very often.  I couldn't quantify it.

13 10:18:42     Q    Okay.  Would you -- if you had questions

14 10:18:45or if there were issues within that office, would

15 10:18:48you talk to Mr. Finney, or would you talk to

16 10:18:50Ms. Quanrud first?  I'm just trying to get a sense,

17 10:18:53was a bureaucracy involved or a hierarchy?

18 10:18:56          MR. MYERS:  Objection.  Vague and

19 10:18:57compound.

20 10:18:57     Q    If you understand the question, you may

21 10:18:59answer.

22 10:19:02     A    Well, it -- we would have a daily staff
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1 10:19:06meeting in -- in the Executive Secretariat, of all

2 10:19:08of the deputies and office directors within the

3 10:19:15Executive Secretariat.  Those meetings typically

4 10:19:19lasted for 15 minutes.

5 10:19:20          We -- so if there were issues relating to

6 10:19:23that office and its operations, it would typically

7 10:19:26come up in those meetings.

8 10:19:28     Q    Okay.  And those meetings would be you and

9 10:19:30the four Deputy Executive Secretaries?

10 10:19:32          MR. MYERS:  Objection.  Assumes facts not

11 10:19:34in evidence.  Mischaracterizes prior testimony.

12 10:19:36     Q    You may answer the question.

13 10:19:38     A    Yes.  And the office directors.

14 10:19:40     Q    Okay.  How many office director -- I'm

15 10:19:42just trying to get a sense of lay of the land.  How

16 10:19:45many office directors would have been a part of that

17 10:19:47meeting, as well?

18 10:19:59     A    Usually four.

19 10:20:00     Q    Okay.  And I guess probably would have

20 10:20:03been easier, what were those four offices that they

21 10:20:05were directors for?

22 10:20:07     A    Well, there -- one of the Deputy Executive
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1 10:20:10Secretaries was dual-hatted as the Executive

2 10:20:13Director of the Executive Office of the Executive

3 10:20:15Secretariat.  So he was both a deputy and an office

4 10:20:18director.  He would have been there.

5 10:20:20          The director of the operations center,

6 10:20:23State Department operations center, the director of

7 10:20:28the Secretariat staff, the director of

8 10:20:31correspondence and records, and the director of

9 10:20:36the -- our information management section, S/ES-IRM,

10 10:20:40information resources management.

11 10:20:43     Q    Okay.  And during your tenure was the

12 10:20:46director of S/ES-IRM, was that John Bentel?

13 10:20:51     A    Yes.

14 10:20:51     Q    Okay.  Was he the director your whole time

15 10:20:54as -- when you were Executive Secretary?

16 10:20:56     A    Yes.

17 10:20:56     Q    Okay.  Thank you.

18 10:20:59          You mentioned the office of the

19 10:21:02Secretariat staff.  What is it?  What is that?

20 10:21:05     A    Secretariat staff is also known as the

21 10:21:07line.  It's an office of 20 to 30 personnel

22 10:21:12responsible for both advancing and managing the
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1 10:21:15Secretary of State's overseas travel, as well as

2 10:21:19managing the paper flow of official memoranda and

3 10:21:24briefing material from the State Department to the

4 10:21:27Secretary and other principals of the State

5 10:21:32Department.

6 10:21:32     Q    Would that paper flow include issues

7 10:21:35related to e-mail, or was that just official memos?

8 10:21:43     A    Could you -- when you say "paper flow,"

9 10:21:46relating to e-mail?

10 10:21:47     Q    Yeah.  I mean, you were just talking about

11 10:21:50paper flow, and I just wasn't sure if some of that

12 10:21:52paper, some of that -- some of those issues included

13 10:21:54e-mail correspondence.

14 10:21:57     A    Typically not.  These were memoranda,

15 10:22:02decision memoranda, policy memoranda, background

16 10:22:05papers, talking points for meetings, and -- and so

17 10:22:10forth.

18 10:22:10          During the course of my assignment we

19 10:22:13transitioned to an electronic system for entering

20 10:22:17those memoranda.  But it wouldn't normally fit into

21 10:22:20the definition of e-mail.

22 10:22:21     Q    Okay.  What -- what system was that that
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1 10:22:24was -- you transitioned -- transitioned into using?

2 10:22:26          MR. MYERS:  Objection.  Beyond the scope

3 10:22:27of authorized discovery.

4 10:22:29     Q    You may answer the question.

5 10:22:30     A    The Everest system.

6 10:22:32     Q    Could you just briefly describe what the

7 10:22:37Everest system is?

8 10:22:37          MR. MYERS:  Objection.  Beyond the scope

9 10:22:38of authorized discovery.

10 10:22:39     Q    You may answer the question.

11 10:22:41     A    It was an electronic channel for creating

12 10:22:48decision briefing memoranda, talking points for

13 10:22:51meetings, in terms of getting clearance within the

14 10:22:56State Department and submitting it up to the

15 10:22:59Secretary's office.

16 10:23:00     Q    Was the Everest system also an archival

17 10:23:04system for those records, as well?

18 10:23:06          MR. MYERS:  Objection.  Beyond the scope

19 10:23:07of authorized discovery.

20 10:23:08     Q    You may answer the question.

21 10:23:10     A    The Everest system is -- was and is

22 10:23:14searchable.
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1 10:23:15     Q    Okay.  Thank you.

2 10:23:16     A    But it was not the official record

3 10:23:20function of -- of the department.

4 10:23:22     Q    Okay.  Was there another system that would

5 10:23:26have had that official record-keeping archival

6 10:23:30system?

7 10:23:30          MR. MYERS:  Objection.  Beyond the scope

8 10:23:32of authorized discovery.

9 10:23:33     Q    You may answer the question.

10 10:23:36     A    Yeah.  I mean, the correspondence and

11 10:23:37records unit would capture those documents in a

12 10:23:42system called, at the time, STARS.

13 10:23:47     Q    Could you talk a little bit about STARS,

14 10:23:50please?

15 10:23:50          MR. MYERS:  Objection.  Beyond the scope

16 10:23:51of authorized discovery.

17 10:23:53          And I'm going to instruct the witness not

18 10:23:54to answer the question.  This has nothing to do with

19 10:23:57the discovery that's been authorized by the court.

20 10:24:01     Q    Did the STARS system -- if a FOIA request

21 10:24:04came in to the office, would the STARS system be

22 10:24:07searched?



Videotaped Deposition of Stephen D. Mull

Conducted on June 3, 2016

888.433.3767 | WWW.PLANETDEPOS.COM

PLANET DEPOS

27

1 10:24:09     A    I don't know.

2 10:24:10     Q    Okay.

3 10:24:13     A    Or can't recall, I guess.

4 10:24:15     Q    Sure.  We -- we can come back to that.

5 10:24:19          So we talked a little bit about -- I keep

6 10:24:22forgetting the name of that office, Office of

7 10:24:26Correspondence and Records.  That's S/ES-CR.

8 10:24:28          Is that correct?

9 10:24:30     A    S/ES-CR.

10 10:24:33     Q    Okay.  And that office was in charge of

11 10:24:37responding to FOIA requests?  FOIA requests for

12 10:24:43records within the Office of the Secretary.

13 10:24:46     A    Yes.

14 10:24:46     Q    Okay.

15 10:24:48     A    Or responsible for channeling it to the

16 10:24:53responsible individuals.

17 10:24:54     Q    Okay.  So I guess we'll take a step back,

18 10:25:09also.

19 10:25:09          You're aware of the Freedom of Information

20 10:25:12Act?

21 10:25:12     A    Yes.

22 10:25:12     Q    Okay.  While -- when you were Executive
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1 10:25:16Secretary, were you trained or provided guidance

2 10:25:19about the Freedom of Information Act?

3 10:25:23     A    I don't recall formal training.  I do

4 10:25:26recall getting briefed on the function as I assumed

5 10:25:30the responsibilities.

6 10:25:31     Q    Okay.  And what specific responsibilities

7 10:25:34did you have when it came to Freedom of Information

8 10:25:38Act?

9 10:25:39     A    In terms of my immediate work

10 10:25:42requirements, I don't believe I had any specific

11 10:25:45within my work requirements.

12 10:25:46          However, I was ultimately responsible for

13 10:25:49everyone in the Executive Secretariat, including

14 10:25:51those who had line responsibility, for performing

15 10:25:56Freedom of Information Act activities.

16 10:25:58     Q    Okay.  Thank you.

17 10:26:00          If there was a -- did any staff ever come

18 10:26:04to you with questions about the Freedom of

19 10:26:08Information Act?

20 10:26:08     A    Not that I recall.

21 10:26:09     Q    Okay.  Were you involved in

22 10:26:10troubleshooting issues when it came to the Freedom
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1 10:26:13of Information Act?

2 10:26:17     A    I can't recall exactly any particular case

3 10:26:23in which someone would have come to me.  It's

4 10:26:26possible that if the person conducting a search,

5 10:26:33that the management of that office may have asked

6 10:26:37for help, but I can't -- in terms of directing

7 10:26:40people to be responsible.  But I can't remember any

8 10:26:43specific such case.

9 10:26:44     Q    Okay.  Thank you.

10 10:26:45          During your, I think you call it the

11 10:26:49deputy meeting, deputy and director meetings that

12 10:26:53you said were daily, did the Freedom of Information

13 10:26:57Act -- was it discussed during those meetings?

14 10:26:59     A    I can't recall a specific circumstance,

15 10:27:01no.

16 10:27:01     Q    Okay.  If FOIA requests came in concerning

17 10:27:06e-mails or records of Mrs. Clinton while you were

18 10:27:09Executive Secretary, do you know who would have been

19 10:27:11responsible for processing those FOIA requests?

20 10:27:16     A    All FOIA requests that were directed to

21 10:27:19the Executive Secretariat by the Bureau of

22 10:27:21Administration would go to the working-level
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1 10:27:25contacts within the Office of Correspondence and

2 10:27:28Records.

3 10:27:28          They would then be responsible for

4 10:27:31contacting individual offices for whom the Executive

5 10:27:37Secretariat is responsible, to convey the -- those

6 10:27:41requests.

7 10:27:42     Q    Okay.  Do you know who those contacts

8 10:27:44would have been for the office -- for Mrs. Clinton,

9 10:27:46for the Secretary?

10 10:27:48     A    I can't recall.

11 10:27:49     Q    Okay.  And those would have been

12 10:27:51individuals that would have reported to Mr. --

13 10:27:53ultimately reported to Mr. Finney?

14 10:27:57          MR. MYERS:  Objection.  Mischaracterizes

15 10:27:59prior testimony.

16 10:28:00     A    When you say report to, do you mean be

17 10:28:02super --

18 10:28:03     Q    Within his office.  They would have

19 10:28:04been -- he was the director of CM, or CR.  So would

20 10:28:07they have been within the -- the contacts, would

21 10:28:10they have been -- the point of contacts that would

22 10:28:13have initially received -- the work -- I think you
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1 10:28:15called them the working level contacts?

2 10:28:17     A    Uh-huh.

3 10:28:17     Q    Would they -- they were in the office that

4 10:28:18Mr. Finney was director of?

5 10:28:21          MR. MYERS:  Objection.  Vague and

6 10:28:22compound.

7 10:28:23     A    So you're saying the people -- did the

8 10:28:25people -- who do you mean by "they"?

9 10:28:27     Q    Sure.  Sure.  No, not a -- you know, I

10 10:28:30guess I'm just trying to get -- I know it's -- the

11 10:28:32FOIA requests start with IPS, and then it comes in

12 10:28:36to -- in to the Executive Secretariat.  So I'm

13 10:28:39wondering if you knew who the first point of contact

14 10:28:42was within the Executive Secretariat when a FOIA

15 10:28:47request came in for records related to Mrs. Clinton.

16 10:28:52     A    It would have been somebody in the Office

17 10:28:55of Correspondence and Records.

18 10:28:55     Q    Okay.  And then once somebody in the

19 10:28:57Office of Correspondence and Records received that

20 10:28:59FOIA request, there would be another point of

21 10:29:03contact, depending on which specific office within

22 10:29:05the Executive Secretariat?
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1 10:29:09     A    So the Executive Secretariat was

2 10:29:12responsible for performing such functions for a

3 10:29:16range -- the range of all of its clientele, the

4 10:29:19Office of the Secretary, the deputy secretaries, the

5 10:29:21undersecretaries, and a number of other smaller

6 10:29:24offices.

7 10:29:24          The Office of Correspondence and Records,

8 10:29:28as the procedure was explained to me, when they

9 10:29:31received such requests, they would then contact each

10 10:29:35of those offices that the Executive Secretariat

11 10:29:38supported, to perform followup searches.

12 10:29:45     Q    Okay.  Do you know who the point of

13 10:29:46contact it would have been within the Office of the

14 10:29:48Secretary?

15 10:29:48          MR. MYERS:  Objection.  Asked and

16 10:29:49answered.

17 10:29:51     Q    You can answer the question.

18 10:29:52     A    I -- I don't remember.

19 10:29:52     Q    Okay.  Thank you.

20 10:29:58          We talked a little bit about archival, or

21 10:30:01archiving.  What about inventorying records when an

22 10:30:06individual left?
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1 10:30:07          MR. MYERS:  Objection.  Beyond the --

2 10:30:09well, objection, beyond the scope of discovery, and

3 10:30:11it's vague and ambiguous.  I don't know what the

4 10:30:14question is.

5 10:30:14     Q    Did the office of the Executive

6 10:30:17Secretariat have any responsibility for inventorying

7 10:30:23records when a senior official was leaving?

8 10:30:25          MR. MYERS:  Objection.  It's beyond the

9 10:30:27scope of authorized discovery.  And for that reason

10 10:30:29I'm going to instruct the witness not to answer the

11 10:30:30question.

12 10:30:36     Q    The Office of the Executive Secretariat

13 10:30:38was responsible to -- for responding to FOIA

14 10:30:41requests for certain offices within -- within the

15 10:30:46Office of Executive Secretariat.  Correct?

16 10:30:53     A    Yes.

17 10:30:53     Q    Strike --

18 10:30:54     A    But also for those other offices supported

19 10:30:56by the Executive Secretariat.

20 10:30:58     Q    Okay.  The -- and I can go through the --

21 10:31:02I just want to go through the offices.  The Office

22 10:31:05of the Secretary of State, is that correct, is one
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1 10:31:07of them?

2 10:31:08     A    Yes.

3 10:31:08     Q    The Office of the Deputy Secretary of

4 10:31:12State?

5 10:31:13     A    Well, there were two departments.  But,

6 10:31:15yes, both -- both of the deputies.

7 10:31:17     Q    Okay.  The Office of the Deputy Secretary

8 10:31:21for Management Resources?

9 10:31:22     A    Yes.

10 10:31:22     Q    The -- what about the Office of the

11 10:31:24Undersecretary for Political Affairs?

12 10:31:26     A    Yes.

13 10:31:26     Q    And then I think the last one is the

14 10:31:29office of the counselor of the department?

15 10:31:34     A    Well, there are a number of other

16 10:31:36undersecretaries as well that the Executive

17 10:31:38Secretariat supported.

18 10:31:39     Q    Okay.

19 10:31:40     A    Both of those, but also others.

20 10:31:42     Q    What are -- what are the other ones?

21 10:31:46     A    Well, they've gone through name changes.

22 10:31:49When I was there it was the Undersecretary for
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1 10:31:52Economic and Business Affairs, the Undersecretary

2 10:31:57for International Security Affairs and Arms Control,

3 10:32:02the Undersecretary for, I believe it was called

4 10:32:07Global Affairs, the Undersecretary for Management,

5 10:32:16the Undersecretary for Public -- Public Diplomacy.

6 10:32:19     Q    Okay.  Thank you.

7 10:32:24     A    And there were other additional offices

8 10:32:26attached immediately to the Office of the Secretary

9 10:32:31of State, satellite offices, for which we also

10 10:32:33provided support.

11 10:32:33     Q    Okay.  And if a FOIA request came in

12 10:32:50during that time period for records -- let me

13 10:32:57rephrase that.

14 10:33:07          If a FOIA request came in for records of a

15 10:33:10prior -- either a prior Secretary of State or prior,

16 10:33:16you know, Deputy Secretary of State or Deputy

17 10:33:19Secretary for Management Resources, would those

18 10:33:21records, if it was in the recent future, would those

19 10:33:24records be within the records of correspondence?

20 10:33:27          MR. MYERS:  Objection.  Vague, ambiguous,

21 10:33:29and beyond the scope of authorized discovery.

22 10:33:32     Q    You can answer the question.
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1 10:33:34     A    I'm not sure under -- "the recent future"?

2 10:33:36     Q    Sure.  Record -- while you were there, if

3 10:33:39a FOIA request came in for records of Secretary

4 10:33:44Rice, would those records fall within the scope of

5 10:33:47the Executive Secretariat's responsibilities?

6 10:33:51          MR. MYERS:  Objection.  Vague, and beyond

7 10:33:52the scope of authorized discovery.

8 10:33:54     A    And I -- I don't -- either can't recall or

9 10:33:58I -- I don't know the answer to that.

10 10:33:59     Q    Okay.  While you were in -- while you were

11 10:34:03in that position, the Undersecretary for Political

12 10:34:10Affairs, Bill Burns, left in approximately 2011.

13 10:34:13          Correct?

14 10:34:16          MR. MYERS:  Objection.  Beyond the scope

15 10:34:18of authorized discovery.

16 10:34:19     Q    You may answer the question.

17 10:34:20     A    I -- I can't remember exactly when, but

18 10:34:232011 sounds about right.

19 10:34:24     Q    Okay.  And, you know, just generally the

20 10:34:28Deputy Secretary for Management Resources, Jack Lew,

21 10:34:32he left sometime during your tenure?

22 10:34:34          MR. MYERS:  Objection.  Foundation, beyond
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1 10:34:35the scope of authorized discovery.

2 10:34:37     Q    You may answer the question.

3 10:34:39     A    Yes.

4 10:34:39     Q    Okay.  Do you know if either of their --

5 10:34:42their records were inventoried when they left

6 10:34:45office?

7 10:34:45          MR. MYERS:  Objection.  It's beyond the

8 10:34:47scope of authorized discovery.  It doesn't have to

9 10:34:48do with FOIA processing of Huma Abedin or Hillary

10 10:34:52Clinton's e-mails.

11 10:34:53          And for that reason I'm going to instruct

12 10:34:55the witness not to answer the question.

13 10:34:57          MR. BEKESHA:  You know, it -- it does fall

14 10:34:58within the scope.  We're looking, you know, whether

15 10:35:01or not -- how records were processed, were they

16 10:35:04processed differently from Mrs. Clinton and

17 10:35:06Ms. Abedin, where their records were, how they were

18 10:35:09stored, how they were inventoried, how they were

19 10:35:12archived.  All of these issues fall directly within

20 10:35:14the scope and are relevant to the processing of the

21 10:35:16FOIA requests at issue in this case.

22 10:35:18          MR. MYERS:  Your question not only doesn't
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1 10:35:19mention FOIA, it doesn't mention Mrs. Clinton or

2 10:35:22Ms. Abedin.  It has nothing to do with the discovery

3 10:35:25that's been authorized in this case.  If you want to

4 10:35:26ask a question about the FOIA processing of those

5 10:35:28individuals, you should ask that question.

6 10:35:30          MR. BEKESHA:  Sure.

7 10:35:31     Q    After Mr. Lew left office, how would his

8 10:35:37records -- if a FOIA request came in for those

9 10:35:40records, how would they have been processed?

10 10:35:42          MR. MYERS:  Objection.  It's beyond the

11 10:35:43scope of authorized discovery.

12 10:35:45     Q    You may answer the question.

13 10:35:46          MR. MYERS:  And -- and I'm going to

14 10:35:47instruct you not to answer the question.

15 10:35:55          Again, we're here to talk about Ms. Abedin

16 10:35:57and Ms. Clinton's e-mails.

17 10:35:59          MR. BEKESHA:  Sure.  Could we take a

18 10:36:20two-minute break?

19 10:36:22          MR. MYERS:  Sure.

20 10:36:22          VIDEO SPECIALIST:  We are going off the

21 10:36:23record.  The time is 10:36.

22 10:36:25          (A recess was taken.)
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1 10:43:12          VIDEO SPECIALIST:  We are back on the

2 10:43:13record.  The time is 10:43.

3 10:43:16BY MR. BEKESHA:

4 10:43:16     Q    Okay.  Thank you.  I'm going to move on

5 10:43:18from where we were before and just talk about FOIA a

6 10:43:21little bit more before we move on.

7 10:43:24          Do you know if the Executive Secretariat

8 10:43:26had its own FOIA guidance or operating procedures

9 10:43:30while you were there?

10 10:43:40     A    In terms of an established document or ...

11 10:43:45     Q    Probably a document.  Some type of

12 10:43:46guidance.

13 10:43:48     A    I -- I can't recall.  I know that

14 10:43:51Mr. Finney was aware of his responsibilities, based

15 10:43:54on his assurances.  But I don't -- can't recall if

16 10:43:58there was a specific document.

17 10:43:59     Q    Okay.  Okay.  Thank you.

18 10:44:03          Do you know if the Executive Secretariat

19 10:44:05searched electronic e-mails -- sorry about that --

20 10:44:11searched electronic e-mail accounts when you were

21 10:44:14Executive Secretary?  In response to FOIA requests,

22 10:44:18I'm sorry.
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1 10:44:19          MR. MYERS:  Objection.  Is this specific

2 10:44:20to Huma Abedin and the former Secretary, or is that

3 10:44:23a general question?

4 10:44:24          MR. BEKESHA:  It's a general question.

5 10:44:25          MR. MYERS:  Objection.  To that extent it

6 10:44:27exceeds those two individuals, it's beyond the scope

7 10:44:29of authorized discovery.

8 10:44:30     Q    You may answer the question.

9 10:44:34     A    I'm sorry.  Could you repeat the question?

10 10:44:35     Q    Sure.  Did the office of the Executive

11 10:44:38Secretary search electronic e-mail accounts in

12 10:44:41response to FOIA requests --

13 10:44:42          MR. MYERS:  Same --

14 10:44:43     Q    -- while you were Executive Secretary?

15 10:44:44          MR. MYERS:  Same objection.

16 10:44:45     Q    You may answer the question.

17 10:44:46     A    The immediate office, my immediate office?

18 10:44:48     Q    The offices, the Executive Secretariat as

19 10:44:54a whole.  So I guess it would have been Mr. Finney's

20 10:44:56office.

21 10:44:56          MR. MYERS:  Objection.  Vague and

22 10:44:58compound.
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1 10:45:01     A    I -- I can't recall specific -- specific

2 10:45:06case.

3 10:45:06     Q    Okay.  Do you know how many employees

4 10:45:11within the office of the Executive Secretariat were

5 10:45:14trained on FOIA-related issues?

6 10:45:20     A    What do you mean by "trained"?

7 10:45:21     Q    Either provided guidance or went to a

8 10:45:25one-day seminar.  Training could have many different

9 10:45:29terms.  So do you know if they -- I think you

10 10:45:32mentioned you don't know if they were provided

11 10:45:35memorandum about processing FOIA requests.

12 10:45:38     A    I don't --

13 10:45:38          MR. MYERS:  Objection.  Compound.

14 10:45:40     A    I don't recall such a memorandum.

15 10:45:42     Q    Do you recall any seminars being held

16 10:45:44about FOIA obligations within -- for the -- for

17 10:45:48employees within the office of the Executive

18 10:45:51Secretariat?

19 10:45:54     A    No, I don't recall.

20 10:45:56     Q    Are you aware of a March 2010 Associated

21 10:46:03Press FOIA request for records of Mrs. Clinton?

22 10:46:10     A    I don't believe so, no.
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1 10:46:11     Q    Okay.  We're going to move on for now from

2 10:46:15FOIA-related issues and talk a little bit about the

3 10:46:19S/ES-IRM department.

4 10:46:22     A    Uh-huh.

5 10:46:22     Q    And you said that -- could you talk a

6 10:46:27little bit about what the purpose of that office is?

7 10:46:29          MR. MYERS:  Objection.  Calls for a

8 10:46:30narrative response.

9 10:46:32     Q    You may answer the question.

10 10:46:34     A    Responsible for providing information

11 10:46:36management support for State Department principals,

12 10:46:39principally through the POEMS electronic mail

13 10:46:42system.

14 10:46:42     Q    And what does POEMS stand for, if you

15 10:46:45recall?

16 10:46:47     A    Principal officers electronic mail system.

17 10:46:51     Q    Okay.  And that's a separate office from a

18 10:46:57general IT office within the Department of State?

19 10:47:00     A    Yes.

20 10:47:00     Q    Okay.  And that office, there's an IRM

21 10:47:04office for the State Department generally?

22 10:47:06          Is that correct?
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1 10:47:07     A    In which office?

2 10:47:08     Q    I guess there is a IRM office within the

3 10:47:13office of the Executive Secretariat, and then

4 10:47:15there's an IRM office I guess that falls under the

5 10:47:19office -- Undersecretary for Management?

6 10:47:21     A    Yes.

7 10:47:21          MR. MYERS:  Objection.

8 10:47:22          THE WITNESS:  Sorry.

9 10:47:23          MR. MYERS:  You can answer the question.

10 10:47:24     A    Yes.  There's a Bureau for Information

11 10:47:27Resource Management that reports to Undersecretary

12 10:47:31Kennedy.

13 10:47:31     Q    Okay.  Thank you.

14 10:47:32          And what type of interaction occurs

15 10:47:35between the two IRM offices?

16 10:47:36          MR. MYERS:  Objection.  Foundation and

17 10:47:37vague.

18 10:47:37     Q    You may answer the question.

19 10:47:41     A    The POEMS system, as far as I understand

20 10:47:43it -- I'm not a systems expert -- was built on the

21 10:47:48general -- the State Department's general

22 10:47:51information resource management architecture.
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1 10:47:53     Q    Okay.  And diplomatic security, there's

2 10:48:01another division -- there's a division or an office

3 10:48:03called Diplomatic Security.  Is that correct?

4 10:48:05          MR. MYERS:  Objection.  Beyond the scope

5 10:48:06of authorized discovery.

6 10:48:09     Q    You may answer the question.

7 10:48:11     A    There's a Bureau of Diplomatic Security.

8 10:48:13     Q    And that falls within -- underneath the

9 10:48:18Undersecretary for Management, as well?

10 10:48:19          MR. MYERS:  Objection.  Beyond the scope

11 10:48:21of authorized discovery.

12 10:48:21     Q    You may answer the question.

13 10:48:23     A    Yes.

14 10:48:23     Q    Okay.

15 10:48:49          MR. BEKESHA:  Would you mark this as

16 10:48:50Exhibit 1.

17 10:48:51          (Deposition Exhibit 1 marked for

18 10:49:02identification and is attached to the transcript.)

19 10:49:07          (A discussion was held off the record.)

20 10:49:07BY MR. BEKESHA:

21 10:49:13     Q    If you want to take a moment, Mr. Mull,

22 10:49:16and review the document.
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1 10:50:06          Have you had a chance to review the

2 10:50:07document?

3 10:50:07     A    Yes.

4 10:50:07     Q    Could you just briefly describe what this

5 10:50:10document is, or what it appears to be?

6 10:50:15     A    It appears to be an e-mail from someone

7 10:50:19named Donald Reid.

8 10:50:22     Q    Okay.  Have you ever seen this e-mail

9 10:50:24before?

10 10:50:25     A    I don't recall it, no.

11 10:50:26     Q    Okay.  If you could look down towards the

12 10:50:29bottom of the first page, it says, "S/ES management

13 10:50:33does not need to respond point for point on any of

14 10:50:37this."

15 10:50:39          Would S/ES management, would that be your

16 10:50:41office?

17 10:50:43     A    I don't know.  I don't know who they

18 10:50:45meant.

19 10:50:46     Q    Okay.  Do you know who Donald Reid is?

20 10:50:53     A    I seem to recall he was an official in the

21 10:50:56Diplomatic Security Bureau.

22 10:50:58     Q    Okay.  Did you ever speak to Mr. Reid
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1 10:51:01about BlackBerry devices for the Office of the

2 10:51:05Secretary?

3 10:51:06     A    I don't recall any such conversation.

4 10:51:08     Q    Okay.

5 10:51:14          MR. BEKESHA:  Let's mark this as Exhibit

6 10:51:162.

7 10:51:16          (Deposition Exhibit 2 marked for

8 10:51:33identification and is attached to the transcript.)

9 10:51:33     Q    Have you had a chance to read the --

10 10:52:14     A    Yes.

11 10:52:14     Q    -- read the record?

12 10:52:16          Is it fair to say this appears to be an

13 10:52:18e-mail chain with -- between Donald Reid and Gentry

14 10:52:24Smith about electronic devices on the 7th floor?

15 10:52:29     A    Yes.

16 10:52:29     Q    Okay.  If you could take a look at the top

17 10:52:31e-mail of the chain.  In it, the second sentence, it

18 10:52:41says, "Ambassador Boswell would like to use it to

19 10:52:44approach M and Ambassador Mull about setting up this

20 10:52:49briefing for seniors and key staff."

21 10:52:51          Do you see that?

22 10:52:52     A    Yes.
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1 10:52:52     Q    Okay.  Are you Ambassador Mull?

2 10:52:56     A    Yes.

3 10:52:56     Q    Do you know who M is?

4 10:53:03     A    I have not seen this e-mail before, so

5 10:53:07I -- I don't know who.

6 10:53:09     Q    Okay.

7 10:53:10     A    It ...

8 10:53:11     Q    Who is Ambassador Boswell?

9 10:53:14     A    Eric Boswell was the Assistant Secretary

10 10:53:19for Diplomatic Security.

11 10:53:20     Q    Okay.  Do you know who Gentry Smith is?

12 10:53:23     A    No.

13 10:53:23     Q    Okay.  In March of 2011, do you recall a

14 10:53:32briefing about electronic devices in the 7th floor?

15 10:53:37     A    Yes.

16 10:53:37     Q    Okay.  And what were those briefings

17 10:53:40about?

18 10:53:40          MR. MYERS:  Objection.  It's vague.  It

19 10:53:42calls for a narrative response.

20 10:53:44     Q    You may answer the question.

21 10:53:48     A    I recall we set up a session for -- that

22 10:53:51allowed security people to brief our -- the
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1 10:53:56executive secretaries -- Secretariat's

2 10:54:02information-management clientele on security of

3 10:54:05communications.

4 10:54:06     Q    Okay.  And you said "we set up."  Who was

5 10:54:10"we"?  Just generally the office, or were there

6 10:54:12specific individuals within your office that set up

7 10:54:14the briefings?

8 10:54:16     A    The -- it -- we -- it was -- the action

9 10:54:22officer on this would have been the security officer

10 10:54:26within the Executive Secretariat.

11 10:54:27     Q    And who is that individual?  Do you recall

12 10:54:30who that individual was?

13 10:54:37     A    Lou Nardi, his name was.

14 10:54:39     Q    Was Mrs. Clinton -- was Mrs. Clinton one

15 10:54:46of the seniors and key staff that was briefed on

16 10:54:49these issues?

17 10:54:55     A    Briefed at this session, I'm recalling,

18 10:54:58or --

19 10:54:58     Q    At any session related -- I guess I -- was

20 10:55:00there more than one briefing session?

21 10:55:03     A    I can only recall one session.

22 10:55:05     Q    Do you know if Mrs. Clinton was part of
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1 10:55:06that briefing session?

2 10:55:09     A    I don't recall that she was there.

3 10:55:10     Q    Do you recall if Ms. Abedin was part of

4 10:55:13that briefing session?

5 10:55:15     A    I don't recall.

6 10:55:16     Q    Do you recall if Ms. Mills was part of

7 10:55:19that briefing session?

8 10:55:21          MR. MYERS:  Objection.  That's beyond the

9 10:55:23scope of authorized discovery.  And to the extent

10 10:55:25that we're wading into cyber security issues, that

11 10:55:28is specifically exempted from the scope of

12 10:55:28discovery.  And so I would ask you observe the

13 10:55:28Court's order in that regard.

14 10:55:31          MR. BEKESHA:  Sure.

15 10:55:31     Q    You may answer the question.

16 10:55:32     A    I don't recall.

17 10:55:33     Q    Okay.  Turning now to Clintonemail.com.

18 10:55:43          When did you first become aware of

19 10:55:45Mrs. Clinton -- the e-mail address Mrs. Clinton was

20 10:55:48using to conduct official government business?

21 10:55:51          MR. MYERS:  Objection.  Vague.  It's

22 10:55:55vague, and it's ambiguous.
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1 10:55:57     Q    You may answer the question.

2 10:56:03     A    I -- it's a difficult question to answer

3 10:56:04because I -- you're asking when did I become aware

4 10:56:07she was using a private e-mail address for official

5 10:56:12government business?

6 10:56:12     Q    Yes.

7 10:56:17     A    I -- I don't know that I've ever really

8 10:56:19become aware of that.  I certainly am aware of the

9 10:56:22news articles and the allegations that have been

10 10:56:24made to that effect.  But I -- I -- you know, I'm

11 10:56:28not in a position to judge what -- whether it was

12 10:56:31official government business or not.

13 10:56:33     Q    Sure.  Did you ever have -- did you ever

14 10:56:36communicate via e-mail with Mrs. Clinton while you

15 10:56:38were Executive Secretary?

16 10:56:39     A    No, not that I can recall.

17 10:56:40     Q    Did you ever communicate with Ms. Abedin

18 10:56:44while you were Executive Secretary?

19 10:56:47     A    Yes.

20 10:56:48     Q    Do you recall what e-mail addresses you

21 10:56:51used to communicate with Ms. Abedin?

22 10:56:53          MR. MYERS:  Objection.  Mischaracterizes
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1 10:56:54prior testimony.  You asked if he communicated with

2 10:56:56Ms. Abedin.

3 10:56:58          MR. BEKESHA:  I'll rephrase the question.

4 10:56:59     Q    Did you communicate via e-mail with

5 10:57:01Ms. Abedin while you were Executive Secretary?

6 10:57:04     A    Yes.

7 10:57:04     Q    Do you know what e-mail addresses you used

8 10:57:06to conduct those communications?

9 10:57:13     A    I -- I can't recall.  Typically I would

10 10:57:15type her name into the e-mail form, and -- I don't

11 10:57:20know what the exact e-mail address was.

12 10:57:22     Q    Did you know what Mrs. Clinton's e-mail

13 10:57:26address was while you were Executive Secretary?

14 10:57:28     A    No.

15 10:57:38          MR. BEKESHA:  Exhibit -- we can mark this

16 10:57:40as Exhibit 3.

17 10:57:41          (Deposition Exhibit 3 marked for

18 10:57:57identification and is attached to the transcript.)

19 10:57:57          MR. BEKESHA:  Can you also mark this as

20 10:57:58Exhibit 4.

21 10:57:59          (Deposition Exhibit 4 marked for

22 10:57:59identification and is attached to the transcript.)
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1 10:58:33          MR. BEKESHA:  Thank you.

2 10:58:33     Q    We can look at Exhibit 3 first.

3 10:58:36          Do you recall this e-mail?

4 10:58:46     A    Yes.

5 10:58:46     Q    Okay.  So you recall seeing -- sorry.  I

6 10:58:53should have asked, do you recall seeing this e-mail

7 10:58:55at this time, at the time it was sent?

8 10:58:58     A    I don't specifically remember it from --

9 10:59:01from the time it was sent, no.

10 10:59:02     Q    In the "to" line of the e-mail, it says

11 10:59:07"H."

12 10:59:07          Do you know who H is?

13 10:59:10     A    Definitively, no.

14 10:59:11     Q    Okay.  Based on the body of the e-mail,

15 10:59:14does it -- it appears as though H would refer to

16 10:59:17Mrs. Clinton?

17 10:59:19          MR. MYERS:  Objection.  Is there a

18 10:59:20question?

19 10:59:22     Q    Based -- after reviewing the entire

20 10:59:26e-mail, do you think that the H refers to

21 10:59:28Mrs. Clinton?

22 10:59:29          MR. MYERS:  Objection.  Calls for
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1 10:59:31speculation.

2 10:59:31     Q    You may answer the question.

3 10:59:34     A    I -- I don't know.  That's a reasonable

4 10:59:37assumption, but I -- I don't know for a fact who

5 10:59:40would have received something at the H e-mail

6 10:59:45address.

7 10:59:45     Q    Okay.  Let's look at Exhibit 4.

8 10:59:54          You -- do you recall receiving the first

9 10:59:57e-mail of the chain, or the bottom e-mail of the

10 11:00:00chain?

11 11:00:00          MR. MYERS:  Thank you.

12 11:00:01     A    No.

13 11:00:02     Q    Okay.  Based on the "to" line, it looks as

14 11:00:10though you received this e-mail.  Correct?  Or at

15 11:00:12least the e-mail was sent to you?

16 11:00:14     A    Yes.

17 11:00:14     Q    Okay.  Also, this e-mail was sent to

18 11:00:20HDR22@Clintonemail.com.

19 11:00:24          Do you see that?

20 11:00:25     A    Yes.

21 11:00:25     Q    Do you recall seeing this e-mail address

22 11:00:30while you were Executive Secretary?
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1 11:00:33     A    Not that I can recall.

2 11:00:33     Q    When you receive e-mails, do you usually

3 11:00:39look at who else receives the e-mails along with

4 11:00:41you?  Do you look at the -- the "from" line, the

5 11:00:44"to" line, the "cc" line when reviewing e-mails?

6 11:00:49     A    It depends on when -- when I receive it.

7 11:00:52The Executive Secretariat was a very fast-paced

8 11:00:56operation.  I, of course, concentrated on the "from"

9 11:00:59line.  Sometimes I would look at who was copied;

10 11:01:04sometimes not.

11 11:01:05     Q    Okay.  Do you know who Harold Koh is?

12 11:01:08     A    Yes.

13 11:01:08     Q    Who is Harold Koh?

14 11:01:12     A    Well, Harold Koh was the State

15 11:01:14Department's legal advisor.  I -- I can't recall

16 11:01:16what he does now.  But he was the State Department

17 11:01:18legal advisor while I was Executive Secretary.

18 11:01:20     Q    Thank you.  So this e-mail was an e-mail

19 11:01:24from the State Department's legal advisor.

20 11:01:26          Is that correct?

21 11:01:27          MR. MYERS:  Objection.  The document

22 11:01:28speaks for itself.  And I also object for lack of



Videotaped Deposition of Stephen D. Mull

Conducted on June 3, 2016

888.433.3767 | WWW.PLANETDEPOS.COM

PLANET DEPOS

55

1 11:01:31personal knowledge and foundation.

2 11:01:34     Q    You may answer the question.

3 11:01:35     A    It appears so, yes.

4 11:01:37     Q    Okay.  Would e-mail sent by the legal --

5 11:01:41the legal advisor to the State Department usually

6 11:01:43get lost?  Are those e-mails you would usually read?

7 11:01:47          MR. MYERS:  Objection.  Vague.  It calls

8 11:01:48for speculation.

9 11:01:51     Q    You may answer the question.

10 11:01:55     A    The question was would I lose them or -- I

11 11:01:59don't understand the question.

12 11:01:59     Q    Would you read the e-mails?  You said the

13 11:02:02Executive Secretariat was fast-paced, you may have

14 11:02:04received a lot of e-mails.  And I just want to know,

15 11:02:06if you received an e-mail from the legal advisor, is

16 11:02:09that an e-mail that you would tend to read?

17 11:02:11          MR. MYERS:  Objection.  Vague.

18 11:02:16     A    If I knew -- I mean, I can't exclude what

19 11:02:22I didn't see -- I don't know what I didn't see.

20 11:02:24          But certainly if I knew that I had

21 11:02:26received an e-mail from the legal advisor, I would

22 11:02:29make an effort to read it.
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1 11:02:31     Q    Okay.  But you don't recall seeing this

2 11:02:33specific e-mail when it came in.

3 11:02:36          MR. MYERS:  Objection.  Asked and

4 11:02:37answered.

5 11:02:38     Q    You may answer the question.

6 11:02:39     A    No.

7 11:02:40     Q    Okay.  And you don't recall seeing

8 11:02:47HDR22@Clintonemail.com on the e-mail when you

9 11:02:49received it?

10 11:02:49          MR. MYERS:  Objection.  Also asked and

11 11:02:50answered.

12 11:02:50     A    I don't recall.

13 11:02:50     Q    Were there -- did you ever have any

14 11:02:55discussions within the Executive Secretariat about

15 11:02:58Mrs. Clinton's use of e-mail?

16 11:03:01     A    None that I recall.

17 11:03:02     Q    Okay.  When you first arrived as Executive

18 11:03:08Secretariat, did Daniel Smith or -- sorry, Executive

19 11:03:12Secretary, did Daniel Smith or anyone else discuss

20 11:03:15with you Mrs. Clinton's use of a BlackBerry?

21 11:03:25     A    Yes.

22 11:03:25     Q    What were those discussions?
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1 11:03:32     A    They focused on whether or not a

2 11:03:39BlackBerry could be used within the Office of the

3 11:03:42Secretary, in the physical space of the office of

4 11:03:44the Secretary.

5 11:03:45     Q    And at the time you started, was a

6 11:03:49BlackBerry able to be used within the physical space

7 11:03:51of the office of the Secretary?

8 11:03:54     A    The office of the Secretary, which was

9 11:03:56contiguous to mine, the electronic devices were not

10 11:04:00permitted to -- to be in there.

11 11:04:03     Q    Okay.  Do you know if Mrs. Clinton was

12 11:04:07using a State-Department-issued or assigned

13 11:04:10BlackBerry?

14 11:04:14     A    I -- during the time --

15 11:04:15     Q    When you started, was that part of the

16 11:04:18discussions, the type of BlackBerry Mrs. Clinton was

17 11:04:20using?

18 11:04:21     A    No.

19 11:04:21     Q    Did you ever -- during your tenure, did

20 11:04:27you ever see Mrs. Clinton use a BlackBerry?

21 11:04:31     A    Physically, no.

22 11:04:32     Q    Okay.  Do you know if she, when she used



Videotaped Deposition of Stephen D. Mull

Conducted on June 3, 2016

888.433.3767 | WWW.PLANETDEPOS.COM

PLANET DEPOS

58

1 11:04:37her BlackBerry, where she would use it, when she was

2 11:04:40at the State Department?

3 11:04:41          MR. MYERS:  Objection.  Foundation.

4 11:04:47     A    I don't have personal knowledge of where

5 11:04:48she might have used it.

6 11:04:49     Q    Did you have any discussions with

7 11:04:52individuals when you first started about where

8 11:04:54Mrs. Clinton could use her BlackBerry?

9 11:05:00     A    Not that I recall, no.

10 11:05:01     Q    Okay.  Did Mrs. Clinton have a

11 11:05:02State-Department-issued computer on her desk?

12 11:05:07     A    Not that I recall.

13 11:05:07     Q    Do you know if there was an office set up

14 11:05:12somewhere else for Mrs. Clinton to use her

15 11:05:14BlackBerry?

16 11:05:17     A    I have seen reports of that in the press.

17 11:05:21I don't recall that I knew that at the time.

18 11:05:23     Q    Okay.  Did you ever speak with

19 11:05:27Mrs. Clinton about her use of a BlackBerry?

20 11:05:32     A    No.  Not that I can recall, no.

21 11:05:35     Q    Okay.  Did you ever speak with Ms. Mills

22 11:05:37about a use -- Mrs. Clinton's use of a BlackBerry?
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1 11:05:43     A    Not that -- I don't recall speaking with

2 11:05:50Ms. Mills about it, no.

3 11:05:51     Q    Did you communicate with her in other ways

4 11:05:53about Mrs. Clinton's use of a BlackBerry?

5 11:05:56     A    Yes.  In preparing for our meeting today,

6 11:05:59I reviewed a -- an e-mail that was attributed to me

7 11:06:02in the press on this, among other subjects.

8 11:06:06     Q    Okay.  Besides what, this document that

9 11:06:10you're referring to, do you recall any other

10 11:06:12communications with Ms. Mills about Mrs. Clinton's

11 11:06:14use of a BlackBerry?

12 11:06:17     A    I don't, no.

13 11:06:18     Q    Okay.  What about communications with

14 11:06:20Ms. Abedin about Mrs. Clinton's use of a BlackBerry?

15 11:06:28     A    Again, I remember the document that I saw

16 11:06:31in -- in the press, which that, among other

17 11:06:35subjects, was covered.

18 11:06:36     Q    Okay.  To the extent you had any

19 11:06:40discussions with anyone else within the State

20 11:06:42Department about Mrs. Clinton's use of a BlackBerry,

21 11:06:45who were those discussions with?

22 11:06:48          MR. MYERS:  Objection.  Vague.
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1 11:06:54     Q    You may answer the question.

2 11:06:55     A    I -- I can't recall such discussions.  In

3 11:06:59general if the subject ever came up, I would most

4 11:07:02likely speak with the systems experts.

5 11:07:05     Q    Okay.  And who were those individuals?

6 11:07:08     A    The people who worked in the Office of

7 11:07:10S/ES-IRM.

8 11:07:13     Q    Okay.  Would that have been Mr. Bentel?

9 11:07:17          MR. MYERS:  Objection.  Asked and

10 11:07:18answered.

11 11:07:19     Q    You may answer the question.

12 11:07:20     A    Yes.  Among others.

13 11:07:22     Q    Okay.  Did you ever talk to Clarence

14 11:07:25Finney about the use of Mrs. -- about Mrs. Clinton

15 11:07:27using a BlackBerry?

16 11:07:28     A    I don't recall.

17 11:07:28     Q    Do you recall ever communicating with

18 11:07:40Ms. Abedin on a non-State.gov e-mail account?

19 11:07:53     A    I -- I can't recall.

20 11:07:53     Q    Are you aware that Ms. Abedin used a

21 11:08:00non-State.gov e-mail account to conduct official

22 11:08:03government business?
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1 11:08:07     A    I am aware of allegations to that effect

2 11:08:09in the press, but I'm -- I don't have personal

3 11:08:14knowledge.

4 11:08:29          MR. BEKESHA:  Mark this as Exhibit 5.

5 11:08:31          (Deposition Exhibit 5 marked for

6 11:08:40identification and is attached to the transcript.)

7 11:08:40     Q    Have you had a chance to review --

8 11:09:13     A    Yes.

9 11:09:13     Q    Great.  Thank you.

10 11:09:14          Do you know who Christopher Butzgy is?

11 11:09:17     A    I seem to recall he was a staffer in

12 11:09:20S/ES-IRM.

13 11:09:22     Q    Okay.  And he would have reported to

14 11:09:25Mr. Bentel?  Is that correct?

15 11:09:30     A    I can't recall who his immediate boss was,

16 11:09:32but Mr. Bentel was the director of the office.

17 11:09:34     Q    Okay.  Have you ever seen this e-mail

18 11:09:37chain before?

19 11:09:42     A    I seem to recall seeing it somewhere in

20 11:09:45the -- in the press.

21 11:09:46     Q    Okay.

22 11:09:47     A    In the --



Videotaped Deposition of Stephen D. Mull

Conducted on June 3, 2016

888.433.3767 | WWW.PLANETDEPOS.COM

PLANET DEPOS

62

1 11:09:48     Q    So that would have been within the past

2 11:09:49year?

3 11:09:53     A    I don't know if it was -- would have

4 11:09:55been -- I can't remember when exactly this came in

5 11:09:57to the press.  But --

6 11:09:59     Q    But after --

7 11:10:00     A    -- it was definitely in the press.

8 11:10:01     Q    Okay.  But after you were Executive

9 11:10:02Secretary -- after your tenure as Executive

10 11:10:04Secretary?

11 11:10:04     A    Yes.  Yes.  Uh-huh.

12 11:10:05     Q    Did you ever have any conversations with

13 11:10:15Mr. Butzgy about Mrs. Clinton's use of a BlackBerry

14 11:10:17or e-mail?

15 11:10:18     A    No, not that I recall.

16 11:10:20     Q    Do you recall having any conversations

17 11:10:24with Mr. Bentel about Mrs. Clinton -- difficulty

18 11:10:28Mrs. Clinton was having receiving e-mails?

19 11:10:32     A    I don't recall any such conversation.

20 11:10:34     Q    Do you know if issues like that were ever

21 11:10:36raised during your deputy -- your daily deputy

22 11:10:42meeting?
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1 11:10:42     A    I don't recall.

2 11:10:42          MR. MYERS:  Objection.  Vague.

3 11:10:43          THE WITNESS:  I'm sorry.

4 11:10:45     Q    If Mrs. Clinton -- if the -- if

5 11:10:48Mrs. Clinton was having trouble with communications,

6 11:10:50would that be an issue that would raise -- would

7 11:10:54rise to your level?

8 11:10:59     A    Occasionally the Secretary's

9 11:11:02communications issues would come to me.

10 11:11:05     Q    Did any of those communication issues come

11 11:11:08to you during your tenure as Executive Secretary?

12 11:11:11          MR. MYERS:  Objection.  Vague.

13 11:11:13     Q    You may answer the question.

14 11:11:15     A    Communications in general?

15 11:11:15     Q    Communications in general.

16 11:11:17     A    Yes.

17 11:11:17     Q    Okay.  And what were those communications

18 11:11:20issues?

19 11:11:21     A    Typically the challenges in providing

20 11:11:25secure telephone communications with the Secretary

21 11:11:27while she was away from the State Department.

22 11:11:29     Q    Okay.  Did it ever involve her ability to
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1 11:11:34send -- communicate via e-mail?

2 11:11:36     A    Not that I recall, no.

3 11:11:57          MR. BEKESHA:  Exhibit 6, if this could be

4 11:12:01marked.

5 11:12:01          (Deposition Exhibit 6 marked for

6 11:12:10identification and is attached to the transcript.)

7 11:12:10     Q    Have you had a chance to review this

8 11:12:32e-mail?

9 11:12:33     A    Yes.

10 11:12:33     Q    Is this the e-mail that you were

11 11:12:34discussing before --

12 11:12:36          MR. MYERS:  Objection.

13 11:12:36     Q    -- that you had previous -- that you had

14 11:12:39reviewed in preparation for today?

15 11:12:41     A    Yes.

16 11:12:41     Q    Okay.  Do you recall this e-mail chain?

17 11:12:45Besides -- prior to your review, did you recall this

18 11:12:49e-mail, do you recall this e-mail?  Do you recall

19 11:12:51sending the e-mail?

20 11:12:52          MR. MYERS:  Objection.  Compound.

21 11:12:54     Q    Do you recall sending the e-mail?

22 11:12:56     A    Well, prior to its appearance in the press
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1 11:12:59earlier this year, I had not recalled it.

2 11:13:03     Q    Okay.  And do you recall what press you

3 11:13:06saw about this e-mail?

4 11:13:13     A    I -- I think there was an article in The

5 11:13:16Washington Post earlier this year.

6 11:13:17     Q    Okay.  When you read the article, that

7 11:13:23helped re -- what did you think when you read the

8 11:13:26article about this e-mail?

9 11:13:27          MR. MYERS:  Objection.  Vague, and calls

10 11:13:29for a narrative response.

11 11:13:30     Q    You may answer the question.

12 11:13:33     A    What did I think?  I -- I don't recall

13 11:13:36what I thought.  I thought it was interesting.

14 11:13:39     Q    Why did you think it was interesting?

15 11:13:41          MR. MYERS:  Objection.  Vague, and calls

16 11:13:43for a narrative response.

17 11:13:44     Q    You may answer the question.

18 11:13:48          MR. MYERS:  And beyond the scope of

19 11:13:49authorized discovery, as well.

20 11:13:50     Q    You may answer the question.

21 11:13:51     A    Well, I -- I think whenever something

22 11:13:55appears in The Washington Post with your name on it,
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1 11:13:58by its nature is interesting.

2 11:13:59     Q    Did you think it was a good thing?  Did

3 11:14:03you like seeing your name in The Washington Post?

4 11:14:06          MR. MYERS:  Objection.  Beyond the scope

5 11:14:07of authorized discovery.

6 11:14:08     A    Usually not.

7 11:14:09     Q    Did you talk to anybody outside your

8 11:14:11counsel in preparation for today, have you talked to

9 11:14:15anybody about this e-mail?

10 11:14:17          MR. MYERS:  Objection.  I just want to

11 11:14:18observe the court's order that scopes out a number

12 11:14:20of topics.  So if you could rephrase your question

13 11:14:22to exclude the other things that are excluded by the

14 11:14:24court's order.

15 11:14:25     Q    Excluding counsel, as well as any law

16 11:14:28enforcement that currently have active

17 11:14:31law-enforcement proceedings going on, did you speak

18 11:14:36to anyone about this e-mail?

19 11:14:41     A    Yes.

20 11:14:41     Q    Who did you speak with?

21 11:14:47     A    I spoke with the Inspector General's

22 11:14:52office of the State Department.  I spoke with
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1 11:14:57individuals in the Office of the Legal Advisor.  And

2 11:15:06I suppose colleagues of mine may have mentioned to

3 11:15:09me, Hey, I saw your name in The Washington Post.

4 11:15:13     Q    Do you recall who those colleagues were?

5 11:15:15          MR. MYERS:  Objection.  Beyond the scope

6 11:15:16of authorized discovery.

7 11:15:18     A    No, not today I can't.  No.

8 11:15:20     Q    Okay.  And you mentioned you spoke with

9 11:15:24the Office of Legal Advisor.  Was that in

10 11:15:25preparation -- was that in preparation for today?

11 11:15:28     A    No.

12 11:15:29     Q    Okay.

13 11:15:29     A    Well, I have spoken with someone in

14 11:15:33preparation for today.  But the first time I had the

15 11:15:36discussion it was not -- I did not know this would

16 11:15:39be happening.

17 11:15:40          MR. MYERS:  I'm going to preemptively

18 11:15:42instruct the witness not to reveal the content of

19 11:15:44conversations with a legal advisor in any context.

20 11:15:47          I hope we can agree on that.

21 11:15:48          MR. BEKESHA:  Sure.

22 11:15:49          MR. MYERS:  Thank you.
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1 11:15:49     Q    So looking at the e-mail itself, the

2 11:15:55bottom e-mail, so the bottom e-mail of the chain,

3 11:15:59appears to be an e-mail from you to Ms. Mills.

4 11:16:03          Is that correct?

5 11:16:04     A    Yes.

6 11:16:06     Q    Also on the e-mail is Ms. Abedin, Patrick

7 11:16:09Kennedy, and Monica Hanley.  Is that correct?

8 11:16:12     A    Yes.

9 11:16:12     Q    Do you know if you bcc'd anyone on this

10 11:16:16e-mail?

11 11:16:17     A    I don't recall.

12 11:16:17     Q    Who is -- who -- at that time who was

13 11:16:23Ms. Abedin?

14 11:16:25     A    Ms. Abedin was the deputy chief of staff

15 11:16:29of Secretary Clinton for operations.

16 11:16:31     Q    And Mr. Kennedy was the Undersecretary for

17 11:16:35Management.  Is that correct?

18 11:16:37     A    Yes.

19 11:16:37     Q    Okay.  And do you know who Monica Hanley

20 11:16:40is?

21 11:16:41     A    Monica Hanley was at that time on the --

22 11:16:48an employee of the Office of the Secretary.
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1 11:16:49     Q    Do you know what her specific title was?

2 11:16:53     A    I don't remember.

3 11:16:53     Q    Do you know what her basic general

4 11:16:56responsibilities were?

5 11:16:58     A    She generally provided immediate support

6 11:17:01to Secretary Clinton on traveling, carrying her

7 11:17:07briefing books, providing, you know, immediate

8 11:17:11personal support to the Secretary.

9 11:17:13     Q    Okay.  Looking at the e-mail, it starts

10 11:17:19off, "Cheryl, thanks again for alerting me to the

11 11:17:23communication issues the Secretary has been having."

12 11:17:26          Those communication issues, was that what

13 11:17:28you were discussing, talked about before, about

14 11:17:33secure telephone calls?

15 11:17:36     A    I don't recall the circumstances that

16 11:17:39resulted in this e-mail.  But I very often did speak

17 11:17:42with Cheryl Mills about secure communications

18 11:17:46difficulties.

19 11:17:48     Q    Okay.  Turning the page and looking at the

20 11:17:56second-to-last paragraph.  It starts off,

21 11:18:02"Separately, we are working to provide the Secretary

22 11:18:04per her request a department-issued BlackBerry to
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1 11:18:08replace her unit, which is malfunctioning."

2 11:18:10          Do you see that?

3 11:18:11     A    Yes.

4 11:18:12          MR. MYERS:  Objection.  I think you

5 11:18:13misread the text just a little bit.

6 11:18:16          MR. BEKESHA:  I'm sorry.  I don't know

7 11:18:18what I -- I apologize.

8 11:18:21          MR. MYERS:  We can agree that the document

9 11:18:23speaks for itself.

10 11:18:24          MR. BEKESHA:  Yes.  We can move on.

11 11:18:26          MR. MYERS:  Yeah.

12 11:18:27     Q    Do you recall, prior to this e-mail do you

13 11:18:30recall having any communications with Ms. Mills

14 11:18:33about issuing -- the department issuing a BlackBerry

15 11:18:36to Mrs. Clinton?

16 11:18:39     A    I don't recall, no.

17 11:18:40     Q    Do you recall having any conversations

18 11:18:42with anyone at the State Department prior to this

19 11:18:46e-mail about issuing Mrs. Clinton a BlackBerry?

20 11:18:50     A    I don't recall, no.

21 11:18:51     Q    Okay.  So you don't recall why you wrote

22 11:18:54this sentence?
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1 11:18:56     A    Today I don't, no.

2 11:18:57     Q    Okay.  Do you know who you would have

3 11:19:00spoken with about issuing Mrs. Clinton a BlackBerry?

4 11:19:05          MR. MYERS:  Objection.  Foundation.

5 11:19:07     Q    You may answer the question.

6 11:19:09     A    Typically if I ever received a request

7 11:19:12from any of our senior clientele, including the

8 11:19:15Secretary, on systems-related,

9 11:19:20communications-related support, I would typically

10 11:19:22refer those questions to our systems support staff.

11 11:19:25     Q    Okay.  And who would be the contact there?

12 11:19:28Who would you specifically refer it to?

13 11:19:30          MR. MYERS:  Objection.  Compound.

14 11:19:32     Q    Who -- who would you specifically refer

15 11:19:35such issue to?

16 11:19:36          MR. MYERS:  Objection.  Foundation.

17 11:19:38     Q    You may answer the question.

18 11:19:40     A    To the systems support staff who

19 11:19:44individually -- it -- it depended on the case.  It

20 11:19:50could be anybody who worked in that office who I

21 11:19:52happened to see.

22 11:19:52     Q    Was there one person within that staff
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1 11:19:54that was responsible for issuing BlackBerrys to the

2 11:19:57office of the Secretary?

3 11:20:07     A    We had -- there was an office, it was

4 11:20:08called -- I think it was called mobile solutions,

5 11:20:12that provided BlackBerry support to our full range

6 11:20:17of clientele in the Executive Secretariat.

7 11:20:19     Q    Okay.  Do you know how someone within the

8 11:20:23Office of the Secretary would receive -- would be

9 11:20:27issued a BlackBerry from the State Department?

10 11:20:32     A    They would make the request to the mobile

11 11:20:35solutions office.

12 11:20:37     Q    Did any -- was it -- during your time as

13 11:20:40Executive Secretary, were there any new hires within

14 11:20:44the Office of the Secretary?

15 11:20:51     A    I can't -- I can't recall.

16 11:20:52     Q    Okay.  Do you -- do you know, if there was

17 11:20:54a new hire, if that individual would have to request

18 11:20:58a BlackBerry or if the BlackBerry would have just

19 11:21:00been issued on their first day?

20 11:21:10     A    I -- I can't say.  I -- I don't know.

21 11:21:12     Q    Do you know who was responsible for

22 11:21:15issuing e-mail addresses to employees within the
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1 11:21:17Office of the Secretary?

2 11:21:23     A    No.

3 11:21:23     Q    Okay.  Do you know what that -- do you

4 11:21:24know what the process was for issuing an e-mail

5 11:21:25address to employees within the Office of the

6 11:21:27Secretary?

7 11:21:34     A    I -- no.  I -- I -- generally speaking,

8 11:21:37when you start in an office, you fill out a form

9 11:21:44that is acted upon in granting an e-mail address.

10 11:21:49But I'm not sure who approves it or who comes up

11 11:21:50with the address.

12 11:21:51     Q    Okay.  Do you know if the Secretary of

13 11:21:55State would be required to fill out that form?

14 11:21:59     A    I don't know.

15 11:22:00     Q    Either her -- either the Secretary

16 11:22:01personally or somebody on her behalf.

17 11:22:04     A    I don't know.

18 11:22:04     Q    Looking back at the e-mail, you continue,

19 11:22:16"Possibly because of her personal e-mail server is

20 11:22:20down."

21 11:22:21          Do you see that?

22 11:22:22     A    Yes.
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1 11:22:22     Q    Do you recall having any conversations

2 11:22:26with anybody within the State Department about

3 11:22:29Mrs. Clinton's personal e-mail server being down?

4 11:22:33     A    I don't recall conversations.

5 11:22:34     Q    At this point is it fair to say that you

6 11:22:39knew that Mrs. Clinton was using a personal e-mail

7 11:22:42server?

8 11:22:48     A    Yes, I suppose you could say that, uh-huh.

9 11:22:51     Q    Do you know how you learned that?

10 11:22:56     A    I -- I can't recall, no.

11 11:22:58     Q    Do you recall when you learned that?

12 11:23:01     A    No.  I can't recall.

13 11:23:01     Q    Okay.  Do you recall any conversations

14 11:23:05about Mrs. Clinton's personal e-mail server?

15 11:23:13     A    During my time as Executive Secretary?

16 11:23:15     Q    During your time as Executive Secretary.

17 11:23:17Yes.  Sorry about that.

18 11:23:20     A    No, I can't -- I can't recall, no.

19 11:23:22     Q    We're going to continue with the e-mail.

20 11:23:25You next say, "We will prepare two versions for her

21 11:23:28to use, one with an operating State Department

22 11:23:32e-mail account."
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1 11:23:34          Do you see that?

2 11:23:35     A    Yes.  Uh-huh.

3 11:23:37     Q    What do you mean by "prepare two

4 11:23:39versions"?

5 11:23:46     A    Well, again, I -- I can't recall the exact

6 11:23:49circumstances that led me to write this e-mail.

7 11:23:55Reading it now, I understand it to mean that there

8 11:23:58would be two version -- two different kinds of

9 11:24:03BlackBerry, one with e-mail support and one without.

10 11:24:05     Q    Okay.  When you were at the -- when you

11 11:24:12were Executive Secretary, did you have two

12 11:24:14State-Department-issued BlackBerrys?

13 11:24:19     A    Did I have?

14 11:24:20     Q    Did you, yes.

15 11:24:23     A    I -- I can't recall, no.  No.

16 11:24:25     Q    Do you know if employees within the Office

17 11:24:27of the Secretary had two State-Department-issued

18 11:24:30BlackBerrys, one for access to an e-mail account,

19 11:24:35and another one to phone and Internet capability?

20 11:24:41     A    I -- I don't know.

21 11:24:42     Q    Do you recall if this would have been an

22 11:24:45unusual request?
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1 11:24:46          MR. MYERS:  Objection.  Vague.

2 11:24:48     Q    You may answer the question.

3 11:24:52     A    What -- what do you mean by the term

4 11:24:53"request"?  Who -- whose request?

5 11:24:55     Q    Would this have been -- the State

6 11:24:58Department preparing two versions of a BlackBerry

7 11:24:59for Mrs. Clinton, would that preparation of two

8 11:25:02BlackBerrys be unusual?

9 11:25:04          MR. MYERS:  Objection.  Vague.

10 11:25:07     Q    You may answer the question.

11 11:25:11     A    I -- I -- I just don't recall.  I

12 11:25:13typically was not involved in issuing BlackBerrys to

13 11:25:16employees.

14 11:25:17     Q    Okay.  Do you know why there -- why she

15 11:25:21required two versions of the BlackBerry?

16 11:25:24          MR. MYERS:  Objection.  Mischaracterizes

17 11:25:25prior testimony.

18 11:25:27     Q    You may answer the question.

19 11:25:29     A    I don't know that she required two.

20 11:25:30     Q    Okay.  Do you recall why you suggested you

21 11:25:35would prepare two versions of the BlackBerry?

22 11:25:38     A    I -- I don't recall why, no.
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1 11:25:41     Q    Why were you -- why were you involved with

2 11:25:48the discussions at this time?

3 11:25:50          MR. MYERS:  Objection.  Foundation.

4 11:25:53     A    Again, I can't remember the circumstances

5 11:25:56that led me to write this e-mail today.

6 11:26:02          I suppose I can infer it came to my

7 11:26:04attention that the Secretary was interested in

8 11:26:08acquiring an e-mail -- or interested in acquiring a

9 11:26:11BlackBerry.

10 11:26:12     Q    Do you recall if Mrs. Clinton was

11 11:26:15interested in acquiring an e-mail account at that

12 11:26:18time?

13 11:26:20     A    I don't recall that, no.

14 11:26:21     Q    Okay.  Looking further in the e-mail, it

15 11:26:26says, "one with an operating State Department e-mail

16 11:26:28account," and then in parentheses, "which would mask

17 11:26:31her identity, but which would also be subject to

18 11:26:35FOIA requests."

19 11:26:35          Do you see that?

20 11:26:36     A    Yes.  Uh-huh.

21 11:26:38     Q    Okay.  Let's take the first part, the

22 11:26:40masking her identity.
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1 11:26:42          Why would she need her e-mail address

2 11:26:46masked?

3 11:26:46          MR. MYERS:  Objection.  Mischaracterizes

4 11:26:48prior testimony.

5 11:26:48     Q    You may answer the question.

6 11:26:55     A    Well, I -- I don't know that she needed it

7 11:27:00masked.  Typically the -- again, this is

8 11:27:13speculation -- this is speculation on my part.  But

9 11:27:15typically we probably would not, as an Executive

10 11:27:21Secretariat, support establishing a e-mail address

11 11:27:26that was commonly available to every employee in the

12 11:27:29State Department.

13 11:27:30     Q    Okay.  Is that the reason why you

14 11:27:35proposed -- or why you commented that it would mask

15 11:27:37her identity?

16 11:27:38          MR. MYERS:  Objection.  Foundation.

17 11:27:39     Q    You may answer the question.

18 11:27:41     A    Again, I -- I can't recall the

19 11:27:45circumstances that led me to write this.  But I do

20 11:27:49speculate it would have been to ensure that it was

21 11:27:53clear that Secretary Clinton's name would not appear

22 11:27:57on the State Department's directory.
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1 11:27:59     Q    Okay.  If Mrs. Clinton's name did not

2 11:28:04appear on the directory, how would employees

3 11:28:08communicate with her?  How would employees know her

4 11:28:11e-mail address?

5 11:28:12          MR. MYERS:  Objection.  Foundation.  Calls

6 11:28:13for speculation.

7 11:28:14     Q    You may answer the question.

8 11:28:18     A    I -- I don't know.

9 11:28:20     Q    Okay.  The next part of the e-mail says,

10 11:28:23"but which would also be subject to FOIA requests."

11 11:28:27          Is that correct?

12 11:28:29     A    It says that, yes.  Uh-huh.

13 11:28:30     Q    Do you recall why you wrote that?

14 11:28:33          MR. MYERS:  Objection.  Asked and

15 11:28:34answered.

16 11:28:35     A    Yeah, again, I -- I don't recall the

17 11:28:38circumstances that led me to -- to write that.

18 11:28:41     Q    Prior to writing this e-mail, did you have

19 11:28:44any communications with anyone at the State

20 11:28:47Department about FOIA -- Mrs. Clinton's e-mail and

21 11:28:51FOIA requests?

22 11:28:54     A    Not that I recall, no.
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1 11:28:55     Q    Did you have any -- did you have any

2 11:28:59conversations with anyone in which you or the other

3 11:29:04individual raised a concern that Mrs. Clinton's

4 11:29:06e-mail was currently not being subject to FOIA

5 11:29:09requests?

6 11:29:13     A    No, I don't recall any conversation like

7 11:29:15that.

8 11:29:15     Q    Do you recall ever hearing that there were

9 11:29:19concerns that Mrs. Clinton's e-mails were not being

10 11:29:22subject to FOIA requests?

11 11:29:26     A    No, I don't.

12 11:29:27     Q    Going back to the first page.  The e-mail

13 11:29:38above the one we were just discussing is a response

14 11:29:42from Ms. Abedin to you.  And it starts off, "Steve,

15 11:29:46let's discuss the State BlackBerry.  Doesn't make a

16 11:29:50whole lot of sense."

17 11:29:51          Do you see that?

18 11:29:52     A    Yes.

19 11:29:52     Q    Okay.  Do you recall receiving that e-mail

20 11:29:54from Ms. Abedin?

21 11:29:56     A    No.

22 11:29:56     Q    Do you recall ever discussing with
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1 11:29:59Ms. Abedin the e-mail and a State Department

2 11:30:03BlackBerry after the receipt of this e-mail?

3 11:30:05     A    No.

4 11:30:06     Q    Do you know if you had any conversation

5 11:30:10with Ms. Abedin after this e-mail?

6 11:30:12          MR. MYERS:  Objection.  Asked and

7 11:30:15answered.

8 11:30:15     Q    You can answer the question.

9 11:30:16     A    Did I have any conversations with her?

10 11:30:18     Q    Any conversations about a State Department

11 11:30:20BlackBerry, I'm sorry.

12 11:30:21     A    Not that I recall, no.

13 11:30:21     Q    Okay.  The e-mail up from that appears to

14 11:30:26be a response from you to Ms. Abedin.

15 11:30:30          Is that correct?

16 11:30:31     A    Yes.

17 11:30:31     Q    It says, Thanks for reminding all of --

18 11:30:35"Thanks for reminding all of this very helpful

19 11:30:40context," three exclamation marks maybe -- yes, and

20 11:30:44a smiley face.

21 11:30:45     A    Yes.

22 11:30:45     Q    Is that correct?
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1 11:30:46     A    Yes.

2 11:30:46     Q    Do you recall if you had a conversation

3 11:30:48before sending that e-mail?

4 11:30:52          MR. MYERS:  Objection.  Vague.

5 11:30:55     Q    Do you recall having a conversation about

6 11:30:59contact -- providing -- where Ms. Abedin provided

7 11:31:02you with helpful context?

8 11:31:04          MR. MYERS:  Objection.  Vague.

9 11:31:06     A    No, I don't recall.

10 11:31:07     Q    Do you recall why you sent this response?

11 11:31:11     A    I don't recall why, no.

12 11:31:12     Q    The -- the e-mail above that appears to be

13 11:31:19a response from Ms. Abedin to you.  Ms. Abedin

14 11:31:23states, "It's pretty silly and she knows it."

15 11:31:27          Do you know what that was in reference to?

16 11:31:29          MR. MYERS:  Objection.  Vague.

17 11:31:31     Q    You may answer the question.

18 11:31:35     A    Well, again, I -- I don't recall receiving

19 11:31:38this e-mail at the time.  In looking at it now, I

20 11:31:43would understand it to be talking about the concerns

21 11:31:45about the equipment installed for while she was

22 11:31:49traveling.
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1 11:31:51     Q    Besides -- have you spoken with Ms. Abedin

2 11:31:55about this e-mail chain since you learned of it in

3 11:32:00the media?

4 11:32:01     A    No.

5 11:32:01     Q    Have you talked about this e-mail chain

6 11:32:04with Mr. Kennedy since you read about it in the

7 11:32:06media?

8 11:32:07     A    No.

9 11:32:07     Q    Have you talked about this e-mail with

10 11:32:11Ms. Mills since you read about it in the media?

11 11:32:14     A    No.

12 11:32:14     Q    And then last, Ms. Hanley.  Have you

13 11:32:17talked to her about this e-mail chain since you read

14 11:32:19it in the media?

15 11:32:20     A    No.

16 11:32:21     Q    Did you speak with the Inspector General

17 11:32:28about this e-mail within the past year?

18 11:32:45     A    I -- I don't recall.  My meetings with the

19 11:32:48Inspector General, one was a telephone conversation

20 11:32:53last summer, and then there was a meeting in my

21 11:32:56office in September, before this was in the media.

22 11:33:00I don't recall that, that we discussed this.
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1 11:33:08     Q    Have you spoken to the Inspector General

2 11:33:11since this was in the media?

3 11:33:12          MR. MYERS:  So I'm going to object to this

4 11:33:13line of questioning.  There is a statute that

5 11:33:15specifically protects -- protects the

6 11:33:19confidentiality of the IG investigation and the

7 11:33:21communications that the IG has.  If you have

8 11:33:23questions about the substance of what he knows, you

9 11:33:25should ask those questions.

10 11:33:27          MR. BEKESHA:  Sure.

11 11:33:30     Q    Do you know who Bryan Pagliano is?

12 11:33:39     A    I have read his name in the media

13 11:33:43recently, yes.

14 11:33:43     Q    Okay.  Did you know who Bryan Pagliano was

15 11:33:47while you were Executive Secretary?

16 11:33:49          MR. MYERS:  Objection.  That's ambiguous.

17 11:33:52Which part are you asking about, the "while"?

18 11:33:55          MR. BEKESHA:  About Mr. Pagliano.

19 11:33:56     Q    Did you know who Mr. Pagliano was while

20 11:33:59you were Executive Secretary?

21 11:34:01     A    I don't recall that I did, no.

22 11:34:02     Q    Do you recall ever speaking with
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1 11:34:06Mr. Pagliano while you were Executive Secretary?

2 11:34:08     A    No.

3 11:34:08     Q    Have you spoken to anyone besides counsel

4 11:34:14and any law enforcement where there's an active

5 11:34:17investigation going about Mr. Pagliano?

6 11:34:20          Have you spoken to anyone else?

7 11:34:25     A    I seem to recall I have.  Again, when his

8 11:34:29name appeared in the media, I vaguely remember

9 11:34:33people asking me if I knew who he was.

10 11:34:38     Q    Who were those individuals?  Were any of

11 11:34:41them at the State Department?

12 11:34:46     A    Some may have been.  I can't remember

13 11:34:47specific conversations.  But friends, colleagues.

14 11:34:51     Q    Do you recall generally what you told them

15 11:34:54when they asked?

16 11:34:56     A    That I did not know him.

17 11:34:58     Q    Do you know if any other State -- do you

18 11:35:03know of any State Department officials or employees

19 11:35:06that used an e-mail account on Clintonemail.com to

20 11:35:10conduct official government business?

21 11:35:17     A    Well, your question is based on the

22 11:35:20assumption that I knew that someone was conducting
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1 11:35:22government business, and I -- I don't have a basis

2 11:35:24to make such a judgment.

3 11:35:25     Q    Do you know if any State Department

4 11:35:30monies, resources, or personnel were used to create

5 11:35:35or operate Clintonemail.com?

6 11:35:37     A    I don't know.

7 11:35:38     Q    Do you know if Mrs. Clinton at any point

8 11:35:42was advised not -- or was advised to use a State.gov

9 11:35:47e-mail account to conduct official government

10 11:35:48business?

11 11:35:49     A    I'm not aware that she was.

12 11:35:50     Q    Do you know if Ms. Abedin was ever advised

13 11:35:55to use a State.gov e-mail account to conduct

14 11:35:58official government business?

15 11:36:01     A    No, I'm not aware of that.

16 11:36:03     Q    Okay.  Do you know if anybody authorized

17 11:36:06Mrs. Clinton to use a non-State.gov e-mail account

18 11:36:10to conduct official government business?

19 11:36:12     A    I don't know.

20 11:36:12     Q    Do you know if Mrs. Clinton's use of

21 11:36:17Clinton e-mail dot -- a non-State Department e-mail

22 11:36:21address was in conflict with State Department's
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1 11:36:23policies, practices, or procedures?

2 11:36:25          MR. MYERS:  Objection to the extent that

3 11:36:26it calls for a legal conclusion.

4 11:36:27     Q    You may answer the question.

5 11:36:29     A    I -- I don't know the law on it.

6 11:36:31     Q    Do you know if a memorandum exists that

7 11:36:35talks about Mrs. Clinton's use of a non-State.gov

8 11:36:39e-mail account?

9 11:36:41     A    Do I know -- I'm sorry, could you repeat

10 11:36:44that question?

11 11:36:44     Q    That a memorandum exists that discusses

12 11:36:46Mrs. Clinton's use of a non-State.gov e-mail

13 11:36:50account.

14 11:36:58     A    I am vaguely aware.  I think there was

15 11:37:00some reference of that in the -- in the press

16 11:37:03accounts of this issue.

17 11:37:05     Q    Okay.

18 11:37:10          MR. BEKESHA:  Let's take a five-minute --

19 11:37:12ten-minute break.

20 11:37:13          VIDEO SPECIALIST:  This marks the end of

21 11:37:16Tape Number 1 in the deposition of Stephen D. Mull.

22 11:37:20We are off the record at 11:37.
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1 11:37:50          (A recess was taken.)

2 11:53:18          VIDEO SPECIALIST:  Here begins Tape Number

3 11:53:252 in the deposition of Stephen D. Mull.  We are back

4 11:53:28on the record at 11:53.

5 11:53:31          MR. BEKESHA:  Great.  Thank you.

6 11:53:32          We're going to mark this as Exhibit 7.

7 11:53:34          (Deposition Exhibit 7 marked for

8 11:53:34identification and is attached to the transcript.)

9 11:54:22          MR. BEKESHA:  Thank you.

10 11:54:22     Q    Have you had a chance to look at the

11 11:54:23record?

12 11:54:25     A    I've -- I've looked at it but, obviously,

13 11:54:26not read the whole thing, so ...

14 11:54:28     Q    Okay.  Have you -- this is the January

15 11:54:312016 OIG report entitled "Evaluation of the

16 11:54:36Department of State's FOIA processes for requests

17 11:54:40involving the Office of the Secretary."

18 11:54:42          Have you seen this before?

19 11:54:44     A    Yes.

20 11:54:44     Q    When did you see this?

21 11:54:47     A    When it was released earlier this year.

22 11:54:49     Q    Okay.  Have you discussed this report with
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1 11:54:52anyone, excluding counsel and any law-enforcement

2 11:54:57officers that are currently engaging in an active

3 11:55:01law-enforcement investigation?

4 11:55:03     A    Not that I recall, no.

5 11:55:04     Q    Okay.  Did you speak with the Office of

6 11:55:10Inspector General with respect to this report?

7 11:55:16     A    Not that I recall, no.

8 11:55:17     Q    Okay.  I'm going to point your attention

9 11:55:21to a couple of the pages.

10 11:55:26     A    All right.

11 11:55:26     Q    Let's first go to Page 5.

12 11:55:28          And either if you want to take a moment to

13 11:55:33look at it now, or I can ask the question and then

14 11:55:36you can have an opportunity to look at the page.

15 11:55:38Whatever works best for you, Mr. Mull.

16 11:55:40     A    Okay.  The -- the entire page?

17 11:55:42     Q    Yeah.  I mean, if you can take a look.

18 11:56:50     A    Okay.  I've read it.

19 11:56:51     Q    Thank you.  Does this page properly

20 11:56:53reflect what you recall to be the FOIA process for

21 11:56:57requests involving the Office of the Secretary while

22 11:56:58you were Executive Secretary?
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1 11:57:00          MR. MYERS:  Objection.  Vague.  Sorry.

2 11:57:08          MS. BERMAN:  What page were you on?

3 11:57:10          MR. BEKESHA:  Five.

4 11:57:13          THE WITNESS:  Oh, I was on six.  I'm so

5 11:57:15sorry.  I'm sorry.  My mistake.

6 11:57:20          MR. BEKESHA:  Not a problem.

7 11:58:57     A    Okay.  Yes.

8 11:58:57     Q    Great.  Thank you.

9 11:58:58          Does this -- I'll ask my question again.

10 11:59:00Does this properly reflect what you recall to be the

11 11:59:02FOIA process for requests involving the Office of

12 11:59:05the Secretary while you were Executive Secretary?

13 11:59:07          MR. MYERS:  Objection.  Vague.

14 11:59:09     Q    You may answer the question.

15 11:59:11     A    As -- as far as I recall.  I -- I don't

16 11:59:13recall the very specific process, but this seems

17 11:59:18consistent with what I recall.

18 11:59:19     Q    Okay.  In it it refers to a FOIA -- FOIA

19 11:59:23analyst.

20 11:59:24          Do you recall who the FOIA analyst was

21 11:59:27while you were Executive Secretary?

22 11:59:29     A    I don't, no.
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1 11:59:29     Q    Okay.  It also discusses a Deputy Director

2 11:59:34of Correspondence, Records and Staffing.  Do you

3 11:59:36recall who that individual was while you were

4 11:59:38Executive Secretary?

5 11:59:43     A    I don't recall, no.

6 11:59:50     Q    Moving on to Page 9.  The paragraph that

7 11:59:57starts on Page 8 and ends on Page 9, I want to

8 12:00:01direct your attention to.

9 12:00:02     A    Okay.

10 12:00:02     Q    I'll give you a minute to read that over.

11 12:00:05          MR. MYERS:  Michael, is this the paragraph

12 12:00:06that starts, "In addition"?

13 12:00:08          MR. BEKESHA:  Yes.

14 12:00:08          MR. MYERS:  Thanks.

15 12:01:01     A    Okay.

16 12:01:01     Q    Okay.  In that paragraph it reads, "S/ES

17 12:01:05rarely searched electronic e-mail accounts prior to

18 12:01:082011 and still does not consistently search these

19 12:01:11accounts even when relevant records are likely to be

20 12:01:14uncovered through such a search."

21 12:01:17          Do you see that?

22 12:01:17     A    Yes.
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1 12:01:18     Q    Do you recall whether or not while you

2 12:01:23were Executive Secretary the Executive Secretariat

3 12:01:27searched electronic e-mail accounts?

4 12:01:29          MR. MYERS:  To the extent that your

5 12:01:30question goes beyond former Secretary Clinton and

6 12:01:33Huma Abedin, I object that it's beyond the scope of

7 12:01:35discovery.

8 12:01:36     Q    You may answer the question.

9 12:01:37     A    I typically as Executive Secretary was not

10 12:01:41personally involved in conducting searches, so I

11 12:01:45can't -- I can't recall.

12 12:01:47     Q    Okay.

13 12:01:48     A    -- when it was or when it wasn't done.

14 12:01:49     Q    Sure.  Okay.  Thank you.

15 12:01:52          The last sentence says, "The FOIA analyst

16 12:01:55described the decision to search e-mail accounts to

17 12:01:58be discretionary, one that is only exercised

18 12:02:00periodically."

19 12:02:01          Do you see that?

20 12:02:05     A    Yes.

21 12:02:06     Q    While you were Executive Secretary, did

22 12:02:07you have any conversations with anyone within the
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1 12:02:09Office of Executive Secretariat about whether or not

2 12:02:12e-mail accounts should be searched regularly?

3 12:02:15          MR. MYERS:  Again.  Same objection, to the

4 12:02:17extent your question isn't limited to the

5 12:02:20individuals identified in the court's order setting

6 12:02:22the scope of permissible discovery.

7 12:02:23     Q    You may answer the question.

8 12:02:25     A    I -- I don't recall any such

9 12:02:26conversations.

10 12:02:26     Q    Are you surprised with these findings by

11 12:02:29the Inspector General?

12 12:02:31          MR. MYERS:  Objection.  It's beyond the

13 12:02:34scope of permissible discovery.

14 12:02:35     Q    You may answer the question.

15 12:02:37     A    Am I surprised with all of the findings

16 12:02:39or --

17 12:02:39     Q    With the findings specifically, those two

18 12:02:42sentences that we were just discussing.

19 12:02:43          MR. MYERS:  Same objection.

20 12:02:44     Q    You may answer the question.

21 12:02:49     A    I'm sorry.  Just -- so one is the last

22 12:02:52sentence of that paragraph?
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1 12:02:53     Q    Yes.  "The S/ES rarely searched electronic

2 12:02:55e-mail accounts prior to 2011," and then the

3 12:02:58sentence, "The FOIA analyst described the decision

4 12:03:00to search."

5 12:03:01          MR. MYERS:  Same objection as to -- as to

6 12:03:04scope of discovery, and also as to foundation.

7 12:03:08     A    I don't have a basis to be surprised or

8 12:03:12not surprised.

9 12:03:14     Q    Do you know why the change was made in

10 12:03:222011 about how electronic e-mail accounts were to be

11 12:03:26searched subject to FOIA requests?

12 12:03:27          MR. MYERS:  Objection.  Vague.  Assumes

13 12:03:29facts not in evidence.

14 12:03:30     Q    You may answer the question.

15 12:03:31     A    Which change in 2011?

16 12:03:32     Q    The -- it talks about, the report says,

17 12:03:37S/ES rarely searched electronic e-mail accounts

18 12:03:39prior to 2011.

19 12:03:41     A    Oh.

20 12:03:41     Q    So our question is, do you know why --

21 12:03:44what changed or why it changed between --

22 12:03:47     A    Yeah.
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1 12:03:47     Q    -- prior to 2011?

2 12:03:49          MR. MYERS:  Same objection.  And your

3 12:03:50question is also now compound.

4 12:03:51     Q    You may answer the question.

5 12:03:52     A    I -- I don't know why, no.

6 12:03:54     Q    If you could turn to Page 11.

7 12:04:05Specifically the paragraph of, "Lack of written

8 12:04:10policies and procedures."

9 12:04:13     A    Okay.

10 12:04:56          Okay.

11 12:04:57     Q    Great.  The first sentence, "Although

12 12:05:00other department components, such as the Bureaus of

13 12:05:04Diplomatic Security and International Narcotics and

14 12:05:07Law Enforcement Affairs, have their own written FOIA

15 12:05:10guidance or standard operating procedures, S/ES does

16 12:05:14not."

17 12:05:14          Do you see that sentence?

18 12:05:15     A    Yes.

19 12:05:16     Q    Does that help refresh your recollection

20 12:05:17as to whether or not S/ES had specific written FOIA

21 12:05:22guidance when you were Executive Secretary?

22 12:05:26     A    I don't remember any -- any such guidance.
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1 12:05:28     Q    If there were such guidance, who would be

2 12:05:30responsible for writing such guidance?

3 12:05:32          MR. MYERS:  Objection.  Foundation.  Calls

4 12:05:33for speculation.

5 12:05:39     A    Well, I -- again, I don't know.  But I

6 12:05:41would speculate that the office responsible for that

7 12:05:45function, the office of -- then the Office of

8 12:05:50Correspondence and Records.

9 12:05:50     Q    Okay.  Turning to Page 13, the paragraph

10 12:05:58entitled, Insufficient Training.

11 12:06:30     A    Yes.

12 12:06:30     Q    I just had a quick question of, do you

13 12:06:34recall training occurring within the Office of the

14 12:06:37Executive Secretariat while you were Executive

15 12:06:39Secretary?

16 12:06:39          MR. MYERS:  Objection.  Vague, and it goes

17 12:06:41beyond the scope of authorized discovery.

18 12:06:43     Q    You may answer the question.

19 12:06:45     A    I do not recall such training.

20 12:06:51     Q    Turning to Page 14.

21 12:07:04          Actually, strike that.  Let's turn to Page

22 12:07:1320.
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1 12:07:22          If you could take a look at Page 20, as

2 12:07:24well as 21 --

3 12:07:26     A    Okay.

4 12:07:26     Q    -- that would be great.  Thank you.

5 12:09:25     A    Okay.

6 12:09:25     Q    Great.  Thank you.

7 12:09:27          This appears to be a letter from MaryKary

8 12:09:30Carlson to the Inspector General?

9 12:09:34     A    Yes.  Uh-huh.

10 12:09:35     Q    And MaryKary Carlson at the time was the

11 12:09:38Acting Executive Secretary?

12 12:09:41          MR. MYERS:  Objection.  Foundation.

13 12:09:43     A    I don't know that as a fact, but that's

14 12:09:47what it says on the ...

15 12:09:49     Q    Did you ever speak with Ms. Carlson about

16 12:09:51the IG investigation?

17 12:09:53     A    No.

18 12:09:53     Q    Okay.  Looking at Recommendation 2.  It

19 12:09:59states, "The Executive Secretariat further agrees

20 12:10:02with the OIG recommendation that S/ES employees

21 12:10:05should be reminded that federal records contained in

22 12:10:08personal e-mails may be subject to FOIA and should
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1 12:10:11be preserved in the department's record-keeping

2 12:10:14systems.  All department employees received this

3 12:10:19guidance and instruction from the Undersecretary for

4 12:10:22Management October 17, 2014."

5 12:10:25          Do you know if any instructions were

6 12:10:27provided to S/ES employees prior to October 17th,

7 12:10:322014?

8 12:10:33          MR. MYERS:  Objection.  It goes beyond the

9 12:10:35scope of authorized discovery.

10 12:10:36     Q    You may answer the question.

11 12:10:38     A    I don't -- I don't recall any, no.

12 12:10:39     Q    There is also, farther down in that

13 12:10:44paragraph it states, "All employees are required to

14 12:10:48copy or forward any personal message containing a

15 12:10:51federal record to their official department e-mail

16 12:10:54accounts for appropriate retention and archiving."

17 12:10:58          While you were Executive Secretary, do you

18 12:11:00know if any such guidance or -- any such guidance

19 12:11:06was provided to that effect to employees within the

20 12:11:09office of the Secretary?

21 12:11:10          MR. MYERS:  Objection.  It goes beyond the

22 12:11:12scope of authorized discovery, which concerns FOIA
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1 12:11:14processing, not records management as a general

2 12:11:16matter.

3 12:11:17          MR. BEKESHA:  Sure.

4 12:11:17     Q    You may answer the question.

5 12:11:18     A    I don't recall any.

6 12:11:19     Q    Okay.  Let's move on.  We're going to move

7 12:11:24on to what we're going to mark as Exhibit 8.

8 12:11:27          (Deposition Exhibit 8 marked for

9 12:11:54identification and is attached to the transcript.)

10 12:11:54          MR. MYERS:  Now I have a color copy of

11 12:11:56this.

12 12:12:09     Q    Have you seen this report before?

13 12:12:17     A    I've seen mention of it in the press

14 12:12:19recently.

15 12:12:20     Q    Okay.  But you haven't read the report?

16 12:12:22     A    I have not, no.

17 12:12:23     Q    Okay.  And I think you answered this

18 12:12:26before, but did you speak with the Office of

19 12:12:30Inspector General with respect to this report?

20 12:12:32          MR. MYERS:  Objection.  The IG

21 12:12:37investigation is not relevant to the scope of

22 12:12:39discovery.  If you have substantive questions, you
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1 12:12:41should ask him.

2 12:12:41          MR. BEKESHA:  Sure.

3 12:12:42     Q    You may answer the question.

4 12:12:46     A    I spoke with the Office of the Inspector

5 12:12:50General on two occasions last summer.  I can't

6 12:12:58recall that they -- it was about the general

7 12:13:01question of e-mail practices.  I don't specifically

8 12:13:10remember that they -- that they said it was for the

9 12:13:11title of this inspection.

10 12:13:13     Q    Okay.  Thank you.

11 12:13:15          If we could turn to Page 2, Footnote 7.

12 12:13:29The report states, "An individual based in New York

13 12:13:33who provided technical support for Secretary

14 12:13:36Clinton's personal e-mail system but who was never

15 12:13:40employed by the department."

16 12:13:41          Do you know who that individual is?

17 12:13:42          MR. MYERS:  Objection.  It goes beyond the

18 12:13:44scope of authorized discovery.

19 12:13:46     Q    You may answer the question.

20 12:13:47     A    No, I don't.

21 12:13:48     Q    On Page 3, Footnote 14.  It talks about --

22 12:14:12it states, "A March 17, 2009, memorandum prepared by



Videotaped Deposition of Stephen D. Mull

Conducted on June 3, 2016

888.433.3767 | WWW.PLANETDEPOS.COM

PLANET DEPOS

101

1 12:14:16S/ES-IRM staff regarding communications equipment in

2 12:14:22the Secretary's New York residence identified a

3 12:14:26server located in the basement."

4 12:14:27          Do you see that?

5 12:14:28     A    Yes.  Uh-huh.

6 12:14:29     Q    When you became Executive Secretary, were

7 12:14:32you shown this memorandum?

8 12:14:34     A    No, not that I recall.

9 12:14:41     Q    Have you ever seen the memorandum

10 12:14:42identified in this footnote?

11 12:14:43     A    No, I don't remember ever seeing a

12 12:14:46memorandum like that.

13 12:14:46     Q    Have you ever discussed with anybody

14 12:14:48within the office of the Executive Secretariat this

15 12:14:51memorandum -- the memorandum identified in this

16 12:14:54footnote?

17 12:14:55     A    No, not that I recall.

18 12:14:56     Q    Moving on to Page 8.

19 12:15:10          I'm interested in the first paragraph that

20 12:15:12starts, "In 2009."  If you could take a look at that

21 12:15:16paragraph for a moment, please.

22 12:15:42     A    Okay.
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1 12:15:42     Q    Great.  Do you know what the SMART system

2 12:15:44is?

3 12:15:45     A    I know it is a information processing

4 12:15:53system within the department, but I'm not completely

5 12:15:55familiar with the details.

6 12:15:56     Q    Okay.  The report states, "In 2009 IRM

7 12:16:02introduced SMART throughout the department, enabling

8 12:16:05employees to preserve a record copy of e-mails

9 12:16:07through their department e-mail accounts without

10 12:16:09having to print and file them."

11 12:16:11          Is IRM -- do you know if IRM in that

12 12:16:14instance was the general IRM for the State

13 12:16:18Department or the specific S/ES-IRM?

14 12:16:20          MR. MYERS:  I'm going to object.  This is

15 12:16:23beyond the scope of discovery.  This concerns

16 12:16:27records management and preservations, not FOIA

17 12:16:28processing.

18 12:16:29          MR. BEKESHA:  Sure.

19 12:16:29     Q    You may answer the question.

20 12:16:31     A    I don't know.  But I'm assuming from the

21 12:16:34context that this would be the department's overall

22 12:16:37IRM.
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1 12:16:38     Q    Okay.  Thank you.

2 12:16:39          The next sentence is, "However, the Office

3 12:16:41of the Secretary elected not to use SMART to

4 12:16:44preserve e-mails."

5 12:16:47          My question is, were you -- did you have

6 12:16:50any conversations with anyone within the Office of

7 12:16:53the Secretary about electing to not use SMART to

8 12:16:55preserve e-mails?

9 12:16:56          MR. MYERS:  Same objection as to scope.

10 12:16:59     Q    You may answer the question.

11 12:17:01     A    I don't recall any such conversations with

12 12:17:04the Office of the Secretary.

13 12:17:05     Q    Okay.  Do you recall any conversations

14 12:17:07with anyone within the State Department about the

15 12:17:09Office of the Secretary electing not to use SMART to

16 12:17:13preserve e-mails?

17 12:17:13          MR. MYERS:  Same objection as to scope.

18 12:17:16     A    No, I don't remember.

19 12:17:17     Q    Moving on to Page 11.  The paragraph that

20 12:17:35starts, "Since 2004."

21 12:18:20     A    Okay.

22 12:18:20     Q    Great.  In it, in that paragraph, it



Videotaped Deposition of Stephen D. Mull

Conducted on June 3, 2016

888.433.3767 | WWW.PLANETDEPOS.COM

PLANET DEPOS

104

1 12:18:23states there is an August 2004 memorandum from the

2 12:18:27Executive Secretary that reminded departing

3 12:18:30officials not to remove any document -- documentary

4 12:18:34materials, whether personal or official, and whether

5 12:18:36in written or electronic form, until such materials

6 12:18:41have been reviewed by records and security officers.

7 12:18:43          My question is, have you seen that August

8 12:18:452004 memorandum?

9 12:18:46          MR. MYERS:  Same objection.  This exceeds

10 12:18:47the scope of discovery as authorized by the court's

11 12:18:50order.

12 12:18:50          MR. BEKESHA:  Sure.

13 12:18:51     Q    You may answer the question.

14 12:18:53     A    I -- sitting here today, I don't recall

15 12:18:55that memorandum.

16 12:18:55     Q    Okay.  Farther down in the paragraph it

17 12:18:58says the department reiterated this guidance in

18 12:19:00April, June, and October of 2008.

19 12:19:04          Did you see any memorandum that may have

20 12:19:08been issued in April, June, or October of 2008 about

21 12:19:11this issue?

22 12:19:11          MR. MYERS:  Same objection.  And the
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1 12:19:12question is compound.

2 12:19:14          MR. BEKESHA:  Sure.

3 12:19:14     Q    You may answer the question.

4 12:19:15     A    I don't recall.

5 12:19:17     Q    Okay.  Farther down in the paragraph it

6 12:19:22states, "S/ES conducts annual workshops with the"

7 12:19:26agency -- "agency records officer on records

8 12:19:31management for departing senior officials and their

9 12:19:33staffs.  Such workshops were held in February 2007,

10 12:19:37September 2008, June 2009, April 2010, October 2011,

11 12:19:43October 2012, and October 2013."

12 12:19:47          Did you attend the -- did you attend

13 12:19:49either of the workshops in October 2011 or October

14 12:19:552012?

15 12:19:56          MR. MYERS:  Objection.  Scope, and

16 12:19:57compound.

17 12:19:59     Q    You may answer the question.

18 12:20:00     A    No.

19 12:20:00     Q    Do you know if Mrs. Clinton attended

20 12:20:07either of those workshops?

21 12:20:09          MR. MYERS:  Objection.  Scope.

22 12:20:11     Q    You may answer the question.
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1 12:20:15     A    I -- I don't know.  Though I would be

2 12:20:18surprised.  This is normally targeted at clerical

3 12:20:21staff.

4 12:20:21     Q    Okay.  Do you know who the agency records

5 12:20:33officer is?

6 12:20:35     A    At the State Department?

7 12:20:36     Q    At the State -- yes.  At the time -- at

8 12:20:39the time you were Executive Secretary, do you know

9 12:20:40who the agency records officer was?

10 12:20:46     A    During my time as Executive Secretary?

11 12:20:48     Q    Yes.

12 12:20:52     A    I -- I can't remember.

13 12:20:53     Q    Did you update the 2004 Executive

14 12:21:00Secretary memorandum identified in this paragraph

15 12:21:02while you were Executive Secretary?

16 12:21:04          MR. MYERS:  Objection.  It exceeds the

17 12:21:05scope of authorized discovery.

18 12:21:07     Q    You may answer the question.

19 12:21:09     A    Did I update the paragraph?

20 12:21:10     Q    Update the memorandum.

21 12:21:15     A    I don't recall doing so, no.

22 12:21:17     Q    Okay.  Did you provide any guidance based
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1 12:21:18on the August 2004 memorandum?

2 12:21:22          MR. MYERS:  Same objection.

3 12:21:23     Q    You may answer.

4 12:21:24     A    Not that I recall, no.

5 12:21:25     Q    Let's turn to Page 38.

6 12:21:58          Looking specifically now at the paragraph

7 12:22:00that starts, "In November 2010."

8 12:22:03     A    Okay.  Okay.

9 12:22:18     Q    Great.  In this paragraph it says that,

10 12:22:21"The Deputy Chief of Staff e-mailed the Secretary

11 12:22:23that we should talk about putting you on a State

12 12:22:26e-mail or releasing your e-mail address to the

13 12:22:28department so" you -- "so you are not going to

14 12:22:32spam."

15 12:22:33          First, the Deputy Chief of Staff, was that

16 12:22:35Ms. Abedin?

17 12:22:37          MR. MYERS:  Objection.  Foundation.

18 12:22:40     A    I believe the Deputy Chief of Staff for

19 12:22:42Operations, that was Ms. Abedin's title at the time,

20 12:22:45yes.

21 12:22:45     Q    Did you ever see this e-mail referenced in

22 12:22:48this paragraph?
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1 12:22:50     A    No, I don't recall it.

2 12:22:51     Q    Okay.  Did you ever have a discussion with

3 12:22:55Ms. Abedin in November 2010 about getting

4 12:23:00Mrs. Clinton an e-mail address -- a State Department

5 12:23:03e-mail address?

6 12:23:04     A    No, not that I recall.

7 12:23:05     Q    Did you ever talk to Ms. Abedin in

8 12:23:07November 2010 about releasing Mrs. Clinton's e-mail

9 12:23:12address to the department?

10 12:23:14     A    No, not that I recall.

11 12:23:15     Q    Okay.  The next sentence states that

12 12:23:20Mrs. -- the Secretary wrote, "Let's get separate

13 12:23:23address or device, but I don't want any risk of the

14 12:23:26personal being accessible."

15 12:23:30          Did you see this -- have you seen this

16 12:23:31e-mail from Mrs. Clinton?

17 12:23:36     A    I believe I saw an account of it in the

18 12:23:38press accompanying this report, but I don't -- have

19 12:23:41no recollection of seeing any such e-mail at the

20 12:23:44time.

21 12:23:44     Q    Do you know if Mrs. Clinton ever received

22 12:23:47a separate address or device while you were
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1 12:23:50Executive Secretary?

2 12:23:52     A    No.  Not that I'm aware of.

3 12:23:53     Q    Okay.  You mentioned before your

4 12:23:59familiar -- familiarity with FOIA.  Is it your

5 12:24:02understanding that personal materials are subject to

6 12:24:05the Freedom of Information Act?

7 12:24:06          MR. MYERS:  Objection.  It calls for a

8 12:24:08legal conclusion.

9 12:24:09     Q    You may answer the question.

10 12:24:11     A    I don't have a formal legal understanding

11 12:24:14of it, but my understanding is that personal

12 12:24:17materials are -- are not subject to FOIA.

13 12:24:18     Q    On -- also on Page 38, at the bottom of

14 12:24:31the page and carrying over to the next page, the

15 12:24:34sentence starts, "In another e-mail exchange."

16 12:24:37     A    Uh-huh.

17 12:24:37     Q    It states, "In another e-mail exchange,

18 12:24:40the director of S/ES-IRM noted that an e-mail

19 12:24:44account and address had already been set up for the

20 12:24:47Secretary and also stated that you should be aware

21 12:24:50that any e-mail would go through the department's

22 12:24:52infrastructure and subject to FOIA searches."
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1 12:24:57          Have you seen that e-mail -- that e-mail?

2 12:25:06          MS. BERMAN:  Read the whole paragraph.

3 12:25:40     A    I don't -- I don't recall that e-mail.

4 12:25:42     Q    Okay.  Do you know if that e-mail was part

5 12:25:51of the chain of the e-mail ...

6 12:26:18          (A discussion was held off the record.)

7 12:26:26BY MR. BEKESHA:

8 12:26:27     Q    Sorry about that.

9 12:26:29          Do you still have the exhibits in front of

10 12:26:31you?

11 12:26:32     A    Yes, I do.

12 12:26:32     Q    Okay.

13 12:26:33     A    These are them.

14 12:26:34     Q    Do you know -- do you know if the e-mail

15 12:26:35referenced in this paragraph was a continuation or

16 12:26:38part of the e-mail chain that is marked Exhibit 6?

17 12:26:43          MR. MYERS:  Objection.  Foundation.

18 12:26:49     A    I -- I don't know.

19 12:26:52     Q    On Page 39, Footnote 158.  I'll give you a

20 12:27:10minute to read that.

21 12:28:00     A    Okay.

22 12:28:00     Q    Great.  In this footnote it states that,
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1 12:28:02"On December 21st, 2010, S/ES-IRM staff sent senior

2 12:28:07S/ES staffers an e-mail describing the issue and

3 12:28:10summarizing the activities undertaken to resolve

4 12:28:13it."

5 12:28:14          Do you recall seeing this December 21st,

6 12:28:192010, e-mail?

7 12:28:24     A    No, I don't.

8 12:28:24     Q    Have you seen this e-mail even since that

9 12:28:28date?

10 12:28:29     A    No, not that I can recall.

11 12:28:30     Q    Okay.  Who would -- it's -- in it it says

12 12:28:37the e-mail was sent to senior S/ES staffers.

13 12:28:40          Do you know who senior S/ES staffers would

14 12:28:42be?

15 12:28:42          MR. MYERS:  Objection.  Foundation.  Calls

16 12:28:43for speculation.

17 12:28:46     A    I -- I don't know.

18 12:28:47     Q    Okay.  In the sentence above that it

19 12:28:59states, "At that time S/ES-IRM staff met with the

20 12:29:02senior advisor."

21 12:29:04          Do you know who the senior advisor is?

22 12:29:06          MR. MYERS:  Objection.  Foundation, and
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1 12:29:07calls for speculation.

2 12:29:09     A    No.

3 12:29:10     Q    Do you recall being apprised of the

4 12:29:22situation in December 21st, 2010?

5 12:29:24          MR. MYERS:  Objection.  Vague.

6 12:29:25     Q    You may answer.

7 12:29:26     A    Which situation?

8 12:29:27     Q    Discussions about difficulties with

9 12:29:31Mrs. Clinton's -- the Secretary's e-mail system.

10 12:29:41     A    I'm -- I'm sorry, I -- I don't remember

11 12:29:44discussions on December 21st, 2010, about the

12 12:29:48Secretary's e-mail.

13 12:29:49     Q    Okay.  Let's turn to Page 40, the first

14 12:29:53paragraph, the first bullet point on that page that

15 12:29:55starts, To Staff.

16 12:29:56     A    Uh-huh.

17 12:29:56     Q    If you want to take a chance to look that

18 12:29:59over.

19 12:30:28     A    Sure.

20 12:30:34          Okay.

21 12:30:34     Q    Great.  In this paragraph it states that

22 12:30:36"The director stated that the Secretary's personal
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1 12:30:40system had been reviewed and approved by department

2 12:30:43legal staff and that the matter was not to be

3 12:30:45discussed any further."

4 12:30:49          Did you ever speak to the director of

5 12:30:52S/ES-IRM about Mrs. Clinton's personal system having

6 12:30:57been reviewed and approved by department legal

7 12:31:00staff?

8 12:31:01     A    Not that I recall, no.

9 12:31:02     Q    Did you speak to anybody within the

10 12:31:04department about whether Mrs. Clinton's personal

11 12:31:07system had been reviewed and approved by the

12 12:31:09department legal staff?

13 12:31:11     A    Not that I recall.

14 12:31:12     Q    Do you know if Mrs. Clinton's personal

15 12:31:15system had been reviewed and approved by department

16 12:31:18legal staff?

17 12:31:19     A    I don't know.

18 12:31:19     Q    Okay.  Did you -- do you know, did you

19 12:31:24have any discussions with the director about his

20 12:31:27instructions to staff not to discuss the matter any

21 12:31:30further?

22 12:31:31          MR. MYERS:  Objection.  Assumes facts not
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1 12:31:32in evidence.

2 12:31:32     Q    You may answer the question.

3 12:31:34     A    I -- I'm not aware.

4 12:31:35     Q    Did you have any discussions with anyone

5 12:31:37within the State Department about not discussing

6 12:31:40Mrs. Clinton's personal system?

7 12:31:43     A    I'm not aware.  I don't recall any such

8 12:31:46conversation.

9 12:31:46     Q    And -- and just to confirm, the director

10 12:31:52of S/ES-IRM was Mr. Bentel?

11 12:31:55          MR. MYERS:  Objection.  Asked and

12 12:31:55answered.

13 12:31:57     Q    You may answer the question.

14 12:31:58     A    Yes.  At that time.

15 12:31:59     Q    Thank you.

16 12:32:11          Let's turn to Page 73 and 74.  If you want

17 12:32:28to take a moment to review those two pages.

18 12:32:30     A    Okay.

19 12:33:55          Okay.

20 12:33:55     Q    Thank you.  Would you agree that this

21 12:33:57appears to be a letter from Joseph E. Macmanus to

22 12:34:02the Inspector General?
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1 12:34:04     A    Yes.

2 12:34:04     Q    And Mr. Macmanus, at least as of May 16,

3 12:34:062010 -- 2016 was the Executive Secretary of the

4 12:34:10State Department?

5 12:34:11     A    Yes.

6 12:34:12     Q    And that's the position you previously

7 12:34:14held.  Correct?

8 12:34:16     A    Yes.

9 12:34:16     Q    Okay.  Have you spoken with Mr. Macmanus

10 12:34:21recently?  When was the last time you spoke to

11 12:34:24Mr. Macmanus?

12 12:34:30     A    I greeted him in the hallway three or four

13 12:34:33weeks ago.

14 12:34:33     Q    Okay.  Have you ever talked to

15 12:34:35Mr. Macmanus about the Office of the Secretary's

16 12:34:40evaluation of e-mail records management?

17 12:34:42     A    No.

18 12:34:42          MR. MYERS:  Objection.  Exceeds the scope

19 12:34:43of authorized discovery.

20 12:34:45     Q    Have you -- have you ever spoken to

21 12:34:46Mr. Macmanus about Mrs. Clinton's use of a

22 12:34:50non-State.gov e-mail account?



Videotaped Deposition of Stephen D. Mull

Conducted on June 3, 2016

888.433.3767 | WWW.PLANETDEPOS.COM

PLANET DEPOS

116

1 12:34:53     A    No.

2 12:34:53     Q    Have you ever spoken to Mr. Macmanus about

3 12:34:56Ms. Abedin's use of a non-State.gov e-mail account

4 12:35:00to conduct official government business?

5 12:35:02     A    No, not that I recall.

6 12:35:03     Q    Okay.  Looking on Page 74, the

7 12:35:10department's response, it states, "The Executive

8 12:35:14Secretariat agrees with the OIG recommendation that

9 12:35:17it should ensure all departing officials within its

10 12:35:21purview, including the Secretary of State, sign a

11 12:35:23separation agreement form and that all incoming

12 12:35:26staff clearly understand their records preservation

13 12:35:29and retention responsibilities."

14 12:35:33          My question is, do you know if

15 12:35:34Mrs. Clinton was informed of her preservation and

16 12:35:38retention responsibilities when she became Secretary

17 12:35:43of State?

18 12:35:43          MR. MYERS:  Objection.  Exceeds the scope

19 12:35:45of authorized discovery, which concerns FOIA

20 12:35:47processing.

21 12:35:48          MR. BEKESHA:  Yes.

22 12:35:48     Q    You may answer the question.
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1 12:35:50     A    I'm not aware.  I was not Executive

2 12:35:52Secretary at the time.

3 12:35:52     Q    Of individuals that onboarded into those

4 12:35:58senior-level positions that the Executive

5 12:36:03Secretariat assists with, did any senior-level

6 12:36:07individuals onboard while you were Executive

7 12:36:11Secretary, and were they -- were they provided

8 12:36:14guidance about the preservation and retention

9 12:36:17responsibilities?

10 12:36:17          MR. MYERS:  Objection.  Vague and

11 12:36:19compound.  I think it exceeds the scope of

12 12:36:21authorized discovery.

13 12:36:22     Q    You may answer the question.

14 12:36:23     A    I -- I don't recall any such individual

15 12:36:26case.

16 12:36:27     Q    At any point did you take any actions to

17 12:36:33ensure that Mrs. Clinton understood her records

18 12:36:37preservation and retention responsibilities?

19 12:36:39          MR. MYERS:  Objection.  Exceeds the scope

20 12:36:41of authorized discovery.

21 12:36:42     Q    You may answer the question.

22 12:36:42     A    I don't recall doing so, no.
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1 12:36:43     Q    Did you ever -- I guess the same question

2 12:36:46for Ms. Abedin:  Did you take any actions to ensure

3 12:36:49that Ms. Abedin understood her records preservation

4 12:36:53and retention responsibilities?

5 12:36:54          MR. MYERS:  Objection.  Exceeds the scope

6 12:36:55of authorized discovery.

7 12:36:57     A    Not that I recall, no.

8 12:36:58     Q    Would that thought -- would that have

9 12:37:01fallen within the purview of the -- of the Executive

10 12:37:04Secretary?

11 12:37:04          MR. MYERS:  Objection.  Exceeds the scope

12 12:37:06of authorized discovery.

13 12:37:08     A    Within the purview of the Executive

14 12:37:11Secretary to brief Ms. Abedin and Secretary Clinton

15 12:37:14on their records preservation?

16 12:37:16     Q    To ensure -- to ensure that they were

17 12:37:18briefed and they -- they did understand their

18 12:37:20responsibilities and requirements.

19 12:37:21          MR. MYERS:  Objection.  Exceeds the scope

20 12:37:23of authorized discovery.

21 12:37:24     Q    You may answer the question.

22 12:37:26     A    I would consider that to be a
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1 12:37:29responsibility of the Executive Secretariat in

2 12:37:32orienting new employees, as well as prior to their

3 12:37:36departure.

4 12:37:37     Q    Would that include providing them with

5 12:37:44information about what -- what would occur when they

6 12:37:47were leaving the office?

7 12:37:48          MR. MYERS:  Objection.  Vague, and exceeds

8 12:37:50the scope of authorized discovery.

9 12:37:52     Q    You may answer the question.

10 12:37:55     A    Would briefing them on their

11 12:37:56responsibilities include what they needed to do,

12 12:37:58I --

13 12:37:58     Q    Yes.  To include what they needed to do

14 12:38:02when they were leaving their position.

15 12:38:03          MR. MYERS:  Same vagueness and scope

16 12:38:05objection.

17 12:38:05     Q    You may answer the question.

18 12:38:07     A    I had not worked as Executive Secretary

19 12:38:10either during their onboarding or immediately prior

20 12:38:13to their departure.  So I -- I couldn't speak to it.

21 12:38:17     Q    If it fell within the purview of the

22 12:38:25Executive Secretariat, why didn't you make sure,
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1 12:38:28ensure that Mrs. Clinton and Ms. Abedin understood

2 12:38:32their records management requirements?

3 12:38:34          MR. MYERS:  Objection.  Vague.  Calls for

4 12:38:36speculation, and it's beyond the scope of authorized

5 12:38:38discovery.

6 12:38:39     Q    You may answer the question.

7 12:38:42     A    Because I would anticipate, when orienting

8 12:38:45a new government official, that is a responsibility

9 12:38:50that -- conversation that would take place at the

10 12:38:52beginning, as well as at the end of the tenure of

11 12:38:54such an official.  Or if there were ever occasion to

12 12:38:58suspect that such procedures were not being followed

13 12:39:03correctly.

14 12:39:03     Q    So you -- is it my understanding that you

15 12:39:14didn't -- you didn't -- you didn't think you had to

16 12:39:17ensure their compliance or their understanding of

17 12:39:20their responsibilities?

18 12:39:20          MR. MYERS:  Objection.  Objection.  Vague.

19 12:39:22Calls for speculation, and it's beyond the scope.

20 12:39:26     Q    You may answer the question.

21 12:39:27     A    All right.  I'm sorry, could you repeat it

22 12:39:29again, please?
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1 12:39:30     Q    Did -- I guess the followup is, did you

2 12:39:35not think you needed to -- need to provide guidance

3 12:39:41to Mrs. Clinton and Ms. Abedin about their

4 12:39:44document-retention responsibilities?

5 12:39:45          MR. MYERS:  Objection.  Vague, and beyond

6 12:39:46the scope.

7 12:39:48     A    I had no reason to believe that they had

8 12:39:49not been provided that information when they assumed

9 12:39:53office and was not there immediately prior to their

10 12:39:59departure.  I had no reason to suspect they were

11 12:40:01unaware.

12 12:40:02     Q    Did you think about any of these issues in

13 12:40:07August of 2011 when you sent Exhibit -- e-mail

14 12:40:14identified in Exhibit 6?

15 12:40:15          MR. MYERS:  Objection.  Vague, and beyond

16 12:40:16the scope.

17 12:40:20     Q    You may answer the question.

18 12:40:22     A    I don't recall the circumstances that led

19 12:40:24me to write what I did in that memo.

20 12:40:27     Q    Why didn't you make sure they understood

21 12:40:29their requirements while you were Executive

22 12:40:31Secretary?



Videotaped Deposition of Stephen D. Mull

Conducted on June 3, 2016

888.433.3767 | WWW.PLANETDEPOS.COM

PLANET DEPOS

122

1 12:40:31          MR. MYERS:  Objection.  Asked and

2 12:40:32answered, and beyond the scope.

3 12:40:36     Q    You may answer the question.

4 12:40:37     A    Again, I had no reason to believe that

5 12:40:41they were unaware or were not complying.

6 12:40:46          MR. BEKESHA:  Let's mark this as Exhibit

7 12:40:499.

8 12:40:49          (Deposition Exhibit 9 marked for

9 12:41:08identification and is attached to the transcript.)

10 12:41:08          MR. MYERS:  This is Exhibit 9, Michael?

11 12:41:10          MR. BEKESHA:  Exhibit 9.  Yes.  Sorry.

12 12:41:12          MR. MYERS:  Thank you.

13 12:41:13     Q    Did you have reason to believe -- before

14 12:41:15we get to Exhibit 9, did you have reason to believe

15 12:41:17that Mrs. Clinton and Ms. Abedin were made aware of

16 12:41:21their responsibilities to preserve federal records?

17 12:41:25          MR. MYERS:  Objection.  Asked and

18 12:41:26answered.  Calls for speculation, and beyond the

19 12:41:28scope.

20 12:41:29     A    I had no basis of -- of knowing, because

21 12:41:31they became government officials before I was in the

22 12:41:34position of Executive Secretary.
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1 12:41:36     Q    If you could take a look at what's been

2 12:41:38marked as Exhibit 9.

3 12:41:42     A    Uh-huh.

4 12:41:42     Q    Have you seen this document before?

5 12:41:44     A    I don't recall seeing it before.

6 12:41:48     Q    Is it fair to say that this is a -- this

7 12:41:50is a document that was provided as transition

8 12:41:54background materials in 1996 to the Office of the

9 12:41:57Secretary?

10 12:41:58          MR. MYERS:  Objection.  Foundation.  The

11 12:42:05document speaks for itself.

12 12:42:06     A    Yeah, I don't know to whom it would have

13 12:42:08been provided.

14 12:42:08     Q    Sure.  Do you know if a similar document

15 12:42:11was provided to Mrs. Clinton --

16 12:42:13          MR. MYERS:  Objection.  Vague.

17 12:42:14     Q    -- when she became Secretary of State?

18 12:42:17     A    I don't know.

19 12:42:18     Q    Okay.  Have you seen an updated version of

20 12:42:21this document while you were Executive Secretary?

21 12:42:29          MR. MYERS:  Objection.  Vague.

22 12:42:31     A    I don't recall seeing a document like



Videotaped Deposition of Stephen D. Mull

Conducted on June 3, 2016

888.433.3767 | WWW.PLANETDEPOS.COM

PLANET DEPOS

124

1 12:42:32this.

2 12:42:32     Q    Okay.  Do you know if such a document was

3 12:42:35created exists for the transition of Secretaries?

4 12:42:40          MR. MYERS:  Objection.  Vague.

5 12:42:43     A    I -- I don't know.

6 12:42:43     Q    Okay.  I want to turn -- all right.  I

7 12:43:09thought they were numbered.  Ten -- roughly ten

8 12:43:19pages from the back.  It starts off, it's identified

9 12:43:23as Number 96-009 S/S-EX - Administrative Procedure,

10 12:43:32Subject Records Management.

11 12:43:41          MR. MYERS:  Just for the record, is this a

12 12:43:42page that has a bullet Annual Retirement of Records,

13 12:43:45about halfway down?

14 12:43:47          MR. BEKESHA:  Yes.

15 12:43:47          MR. MYERS:  Okay.

16 12:43:48          MR. BEKESHA:  Further down, "As outlined

17 12:43:50below are procedures for retiring front office

18 12:43:53records."

19 12:43:57          Is Mr. Mull able --

20 12:43:59     A    Ten pages back.

21 12:44:05          MS. BERMAN:  We're not finding it in ours.

22 12:44:07     A    Okay.
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1 12:44:08     Q    If you can just take a minute to review

2 12:44:16those two pages.

3 12:44:18     A    Okay.

4 12:44:22          MR. BEKESHA:  Steve, just confirm it is

5 12:44:23that.  Yeah.  Okay.

6 12:44:24          MS. BERMAN:  That's what he's looking at?

7 12:44:27          MR. MYERS:  Yes.

8 12:45:53     A    Okay.

9 12:45:53     Q    Great.  Is it fair to say that this is a

10 12:45:56memorandum about records management within the

11 12:46:01Office of the Secretary?

12 12:46:04          MR. MYERS:  Objection.  Foundation, and

13 12:46:06beyond the scope of authorized discovery.

14 12:46:13     A    It appears to address records management

15 12:46:18processes for all department principals.

16 12:46:22     Q    Okay.  And that would include --

17 12:46:24     A    And that would include the Secretary, yes.

18 12:46:25     Q    Thank you.

19 12:46:26          Do you know if a current version of this

20 12:46:29document -- was there a current version of this

21 12:46:32document when you were Executive Secretary?

22 12:46:34          MR. MYERS:  Objection.  Beyond the scope
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1 12:46:35of authorized discovery.

2 12:46:39     A    I -- I don't recall.

3 12:46:40     Q    Okay.  Do you know if Mrs. Clinton was

4 12:46:43provided an updated version of this document when

5 12:46:46she took office?

6 12:46:47          MR. MYERS:  Objection.  Beyond the scope.

7 12:46:49     Q    You may answer the question.

8 12:46:50     A    I -- I don't know.

9 12:46:51     Q    Do you know who would know about what

10 12:46:56information was provided to Mrs. Clinton regarding

11 12:46:59requirements for records retention when she became

12 12:47:02Secretary -- when she took office?

13 12:47:04          MR. MYERS:  Objection.  Beyond the scope.

14 12:47:10     A    I -- I can speculate who might know.  I

15 12:47:14mean, certainly anybody who received information

16 12:47:16would -- would be in a position to know.  Who might

17 12:47:20have given it, it could have been the transition

18 12:47:24team, it could have been the Executive Secretary.

19 12:47:27I -- I really don't know.  I couldn't speculate.

20 12:47:28     Q    Is it -- is it your testimony that you

21 12:47:42don't know today whether Mrs. Clinton used a

22 12:47:45personal e-mail account to conduct official
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1 12:47:48government business?

2 12:47:55     A    I -- is it my position today that ...

3 12:47:57     Q    Yes.  Is that your testimony today, that

4 12:47:59you -- that you don't know that Mrs. Clinton used a

5 12:48:02non-State.gov e-mail account to conduct official

6 12:48:06government business.

7 12:48:08          MS. BERMAN:  Do you want to direct that to

8 12:48:09the time that he was Executive Secretary?

9 12:48:12          MR. BEKESHA:  No.  Just generally.

10 12:48:14     Q    Sitting here today, in your testimony, do

11 12:48:17you know if Mrs. Clinton --

12 12:48:21     A    Well, I -- I know that certainly those

13 12:48:24allegations have been made.  They've been very well

14 12:48:27publicized in the press.  I -- you know, I don't

15 12:48:32feel comfortable expressing a judgment about the

16 12:48:35character of -- of those e-mails.

17 12:48:37     Q    Okay.  Did you use a personal e-mail

18 12:48:39account to conduct official government business when

19 12:48:42you were Executive Secretary?

20 12:48:43          MR. MYERS:  Objection.  Beyond the scope

21 12:48:44of authorized discovery.

22 12:48:46     Q    You may answer the question.
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1 12:48:49     A    Not -- not that I recall.  Well,

2 12:48:51occasionally.  For example, if I were writing my

3 12:48:56work requirements on a department form, sometimes to

4 12:49:01make it easier to do it at home, I would have

5 12:49:04forwarded that.  So occasionally I -- I might have,

6 12:49:08yes.  But principally I conducted government

7 12:49:10business through my government account.

8 12:49:11     Q    And why did you do that?

9 12:49:13          MR. MYERS:  Objection.  Beyond the scope

10 12:49:15of authorized discovery.  And I'm going to instruct

11 12:49:17the witness not to answer.  This has absolutely

12 12:49:19nothing to do with the use of Clintonemail.com nor

13 12:49:22with processing of FOIA requests.

14 12:49:23     Q    Did you have an e-mail account on

15 12:49:25Clintonemail.com?

16 12:49:26     A    No.

17 12:49:26     Q    Have you -- have you read or heard about

18 12:49:31or talked about Mr. Lukens' testimony in this case?

19 12:49:35     A    I saw in the press that he had been

20 12:49:38deposed, but I'm not familiar with the details of

21 12:49:41his testimony.

22 12:49:42     Q    Okay.  Are you aware that Ms. Mills also
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1 12:49:45provided testimony in this case?

2 12:49:47     A    Yes.  I saw an article in the press that

3 12:49:50she had been deposed.

4 12:49:51     Q    Have you read or heard or talked about

5 12:49:56the -- her -- what she testified to?

6 12:49:58     A    I read an article in The New York Times.

7 12:50:01     Q    Okay.

8 12:50:02     A    Earlier -- earlier this week.

9 12:50:04     Q    Besides reviewing the one e-mail that's

10 12:50:07identified as Exhibit 6, did you look at or review

11 12:50:11any other documents in preparation for your

12 12:50:14testimony today?

13 12:50:15     A    Yes.

14 12:50:16     Q    What other -- what other documents did you

15 12:50:18review?  You may answer that question.

16 12:50:23          MR. MYERS:  So I'm going to object to the

17 12:50:24extent that it calls for privileged information and

18 12:50:26instruct the witness not to divulge any documents or

19 12:50:28work product of counsel that you were shown in the

20 12:50:30course of preparing for today's deposition.

21 12:50:33     Q    Are there any -- did you review any

22 12:50:35documents that were not provided to you by counsel?
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1 12:50:43     A    No.

2 12:50:43     Q    Did you talk to anybody -- besides

3 12:50:47counsel, did you speak to any -- and I guess any

4 12:50:50ongoing law-enforcement proceeding, did you speak to

5 12:50:53anyone else, did you speak to anyone about your

6 12:50:56testimony today?

7 12:51:01     A    My wife, my son, my office mates, a

8 12:51:17friend.  Yeah, that's about it.

9 12:51:18     Q    Okay.  And your office mates, are those at

10 12:51:21the State Department?

11 12:51:22     A    Yes.  Uh-huh.

12 12:51:22     Q    And what did you tell -- what did you talk

13 12:51:24to them about?  What were those conversations?

14 12:51:26     A    I told them that I would not be in the

15 12:51:28office for a big part of today because I would be

16 12:51:30providing this deposition.

17 12:51:32     Q    Did you talk to them about anything else

18 12:51:33about this case or about your testimony today?

19 12:51:36     A    No.

20 12:51:36     Q    Okay.

21 12:51:41          MR. BEKESHA:  Why don't we take another

22 12:51:43short break, five minutes or so.
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1 12:51:49          MR. MYERS:  Okay.

2 12:51:50          VIDEO SPECIALIST:  This marks the end of

3 12:51:52Tape Number 2 in the deposition of Stephen D. Mull.

4 12:51:55We are off the record at 12:51.

5 13:02:15          (A recess was taken.)

6 13:02:18          VIDEO SPECIALIST:  Here begins Tape Number

7 13:02:193 in the deposition of Stephen D. Mull.  We are back

8 13:02:22on the record at 1:02.

9 13:02:25BY MR. BEKESHA:

10 13:02:26     Q    Great.  I just have a few more questions,

11 13:02:28Mr. Mull.  But before we do that, I want you to take

12 13:02:31a look at these three pages.  They were pulled from

13 13:02:35what was Exhibit 9.  We'd like to mark those as

14 13:02:38Exhibit 9A.

15 13:02:39     A    Okay.

16 13:02:40     Q    I just want you to confirm that those were

17 13:02:44the three pages that we were discussing before.

18 13:02:47     A    Yes.

19 13:02:47          (Deposition Exhibit 9A marked for

20 13:02:48identification and is attached to the transcript.)

21 13:02:48          MR. MYERS:  Look at the exhibit.

22 13:03:04          (A discussion was held off the record.)
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1 13:03:06BY MR. BEKESHA:

2 13:03:07     Q    I just need you to confirm --

3 13:03:09     A    Yes, that's correct.

4 13:03:09     Q    -- that those are the three pages.

5 13:03:13          Okay.  Thank you.

6 13:03:13          As I said, I just have a few more

7 13:03:15questions.

8 13:03:15          When you e-mailed Ms. Mills in late August

9 13:03:182011, did you have an understanding of how

10 13:03:20Mrs. Clinton was using her BlackBerry for e-mail?

11 13:03:24          MR. MYERS:  Objection.  Vague.  Assumes

12 13:03:26facts not in evidence.

13 13:03:28     Q    You may answer the question.

14 13:03:29     A    Are you -- are you referring to Exhibit 6?

15 13:03:32     Q    Yeah.  Exhibit 6.  During that -- during

16 13:03:34that time frame when that e-mail was sent, did you

17 13:03:37have an understanding of how Mrs. Clinton was using

18 13:03:39her BlackBerry for e-mail?

19 13:03:41     A    No.

20 13:03:42     Q    Okay.  Did you understand that

21 13:03:45Mrs. Clinton -- did you think Mrs. Clinton was using

22 13:03:48her BlackBerry to conduct personal business?
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1 13:03:53     A    No.  I have no basis or knowledge of what

2 13:03:58she was using the BlackBerry for.

3 13:04:00     Q    And you didn't know if she was using the

4 13:04:02BlackBerry to conduct official government business?

5 13:04:04     A    No.

6 13:04:05     Q    Is it your testimony that you assumed that

7 13:04:07Mrs. Clinton understood her record-preservation

8 13:04:09obligations?

9 13:04:11          MR. MYERS:  Objection.  Beyond the scope

10 13:04:12of authorized discovery.

11 13:04:14     Q    You may answer the question.

12 13:04:16     A    No, that's not my testimony.  I -- I was

13 13:04:19not part of the process of her appointment being

14 13:04:23brought on board when -- which would have been the

15 13:04:25logical time of her being briefed.  So -- so I'm

16 13:04:28unaware.

17 13:04:28     Q    While you were Executive Secretary, would

18 13:04:31it have been in your purview to ensure that

19 13:04:34employees such as the office -- such as the

20 13:04:36Secretary was properly trained when they were

21 13:04:39onboarded?

22 13:04:40          MR. MYERS:  Objection.  Beyond the scope
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1 13:04:41of authorized discovery, and asked and answered.

2 13:04:44     Q    You may answer the question.

3 13:04:46     A    If I had believed reasonably she was

4 13:04:50unaware, it would have been my responsibility to

5 13:04:52make her aware of it.

6 13:04:57     Q    Do you believe -- to this day do you

7 13:05:00believe it was a mistake to not discuss -- oh, I

8 13:05:07can't read your writing.  Sorry about that.

9 13:05:11          Just to confirm, did you -- did you take

10 13:05:14any steps to ensure that -- to ensure that

11 13:05:21Mrs. Clinton understood her record-preservation

12 13:05:23duties?

13 13:05:23          MR. MYERS:  Objection.  Asked and

14 13:05:25answered, and beyond the scope of authorized

15 13:05:26discovery.

16 13:05:28     A    No.  Because I had no reason to believe

17 13:05:30that it needed to be done.

18 13:05:32     Q    Sitting here today, do you believe it was

19 13:05:34a mistake not to confirm with Mrs. Clinton that she

20 13:05:39understood her record-preservation requirements?

21 13:05:41          MR. MYERS:  Objection.  Beyond the scope

22 13:05:42of authorized discovery, and calls for speculation.
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1 13:05:45     Q    You may answer the question.

2 13:05:49     A    Yeah, I -- I -- I think it's difficult

3 13:05:52with hindsight to say something was a mistake, if a

4 13:05:56person didn't have the knowledge at the time of what

5 13:06:00was going on.  So I'm afraid I can't answer the

6 13:06:02question.

7 13:06:02     Q    Okay.  Do you regret the fact you did not

8 13:06:05have knowledge that Mrs. Clinton was using a

9 13:06:08non-State.gov e-mail account?

10 13:06:10          MR. MYERS:  Objection.  Argumentative, and

11 13:06:12goes beyond the scope of authorized discovery.

12 13:06:14     Q    You may answer the question.

13 13:06:15     A    Do I regret that I --

14 13:06:17     Q    Yeah.  That you didn't know.  Or strike

15 13:06:19that.  I'll ask another question.

16 13:06:20          Sorry.  I just lost my train of thought.

17 13:06:36Do you wish that you knew -- that you asked

18 13:06:41Mrs. Clinton how she was conducting official

19 13:06:44government business while she was Secretary of

20 13:06:46State?

21 13:06:46          MR. MYERS:  Objection.  It's

22 13:06:47argumentative.
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1 13:06:55     A    Do I wish I knew?

2 13:06:59          MS. BERMAN:  That wasn't the question.

3 13:07:01     A    I'm sorry, I -- I -- no.  It's hard to say

4 13:07:05what I -- I should have, would have done, based on

5 13:07:07knowledge I have today.  Basically I have a

6 13:07:10difficult --

7 13:07:10     Q    Sure.

8 13:07:11     A    -- answer -- time answering the way that

9 13:07:13question is framed.

10 13:07:14     Q    If you had known that Mrs. Clinton was

11 13:07:16using non-State.gov e-mail account to conduct

12 13:07:20official government business, would you have

13 13:07:21instructed her not to do so?

14 13:07:23          MR. MYERS:  Objection.  Vague, calls for

15 13:07:25speculation.

16 13:07:26     Q    You may answer the question.

17 13:07:29     A    I typically avoided instructing

18 13:07:33Secretaries of State to do anything.  But if I had

19 13:07:36become aware, if I were aware that any Secretary of

20 13:07:41State while I was serving as Executive Secretary

21 13:07:44were not aware of responsibilities, I -- I would

22 13:07:48have taken steps within my power to inform them of
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1 13:07:53that.

2 13:07:53     Q    If you had known that Ms. Abedin was using

3 13:07:56a non-State.gov e-mail account to conduct official

4 13:07:59government business, would you have instructed her

5 13:08:00not to?

6 13:08:01          MR. MYERS:  Objection.  Calls for

7 13:08:02speculation.

8 13:08:03     Q    You can answer the question.

9 13:08:07     A    It's -- it's an analogous -- an analogous

10 13:08:11answer.

11 13:08:11          I -- if I were aware that she was either

12 13:08:14not aware of her requirements or not complying with

13 13:08:18them, I think I would have alerted her, yes.

14 13:08:22     Q    How frequently did you engage with

15 13:08:25Mrs. Clinton?

16 13:08:29     A    When she was in Washington, usually every

17 13:08:32business day.  And when I was at work.

18 13:08:34     Q    Okay.

19 13:08:38          MR. BEKESHA:  No other questions.

20 13:08:40          MR. MYERS:  Okay.  Let's just take two

21 13:08:42minutes, if you don't mind.

22 13:08:43          MR. BEKESHA:  Sure.
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1 13:08:44          MR. MYERS:  Thanks.

2 13:08:45          VIDEO SPECIALIST:  We are going off the

3 13:08:46record.  The time is 1:08.

4 13:08:48          (A recess was taken.)

5 13:16:32          VIDEO SPECIALIST:  We are back on the

6 13:16:36record.  The time is 1:16.

7 13:16:39          MR. MYERS:  We have no questions for the

8 13:16:40witness.

9 13:16:41          MR. BEKESHA:  Great.  Thank you.

10 13:16:43          VIDEO SPECIALIST:  This marks the end of

11 13:16:46the deposition of Stephen D. Mull.  We are going off

12 13:16:48the record at 1:16.

13           (Off the record at 1:16 p.m.)
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1   CERTIFICATE OF SHORTHAND REPORTER - NOTARY PUBLIC

2     I, Debra Ann Whitehead, the officer before whom

3 the foregoing deposition was taken, do hereby

4 certify that the foregoing transcript is a true and

5 correct record of the testimony given; that said

6 testimony was taken by me stenographically and

7 thereafter reduced to typewriting under my

8 direction; that reading and signing was requested;

9 and that I am neither counsel for, related to, nor

10 employed by any of the parties to this case and have

11 no interest, financial or otherwise, in its outcome.

12  IN WITNESS WHEREOF, I have hereunto set my hand and

13 affixed my notarial seal this 5th day of June, 2016.

14

15 My commission expires:

16 September 14, 2018

17

18

19

20 -----------------------------   

21 NOTARY PUBLIC IN AND FOR THE

22 DISTRICT OF COLUMBIA
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Don¡ld R

Reld, Donald RFrcm:
S¡nt:
TO:
Sub¡tcf

Certalnly, any dlscusslon of the vulnerabilities of
here at

l'll get w¡th Gentry. Cêrta¡nly, we needto verify

also assuma the S/IRM úolks haveverballzed

Ftom¡
Sent¡ 09, 201f 11:¡18 AM

E O, ï15:16r UNCI¡SSIFIED

SENSINVE - PI¡ASE UMIT DISIRßTMOI{

PM

7th Floor

could use some context ¡n terms of the realthreats

re other agencies. I would
that mlghr be...

current ln lnncr clrcle on

87
and üe

B?(Cì

87(C)

87(c)

B5

5¡rs,

I wanted to shere w¡th you, ¿ llttle
¡nd

s/Es does not see a to

1

AUTHORITY: Barbara Nielsen, Senior

6I
Ë

I

UNCLASSIFIED U.S. Department of State Case No' F-2415-05028 Doc No. C05838732 Dale:1O|O1PA15
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I would on how on
B5

87(C

flnt 
Vou and best regards,

SENSNWE BUT UNCI.âSSIHED- PI¡ASE UMIT

2
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DS02s
RELEASE IN PART
85.87(C)

Donald R

Donald R

87(C
From:
Scnt:
To:
Gc:

8¡bþct
Altrchment¡:

Í'rom: Smlth,

FW: vcrslon of lnb Memo þr s

and are both lnterested. We'll tall some more about

we are entering a period, until the end of March" when there ls no

to be a vetY busy month on the 7ü Floor, I believe we have an

ofour ideal targel audience in the office.

I discussed this subJect w¡th Gentry th¡s have a DS Memo to S re maliclous cyber activlry directed toward

Dept senlon that ls circulating lnflnal clearance Boswellwould llke to usÊ ¡t to appmach M and Amb Mull

about settlng up this briefing for seniors and key agree the timlng mlght be perfect but we llkely ne¿d to meet to

harmonlze a messaße and discuss our a

Frcm:
Scrrt¡ 2011 5:11 PM

Eþdonk Dev¡aes and tñe ñoor

5irs,

I am sorry to bother you, but I wanted to pats on
S travel on the immediate horlzon. As April
excellent wlndow in the coming weèks to catch

As always, I $and ready to assist ¡n facilitat¡ng below-ment¡oned presentation in any way I can.

87

flntVou 
and best regards,

87(C

87(C

o

1o:
Gc¡

10, 2011 8:,16 AM

] c would love to participate. Don and I spoke

presenters and timlng, Genlry

"''l
u'''l

B7(C)

B?(CJTo:

Fruml
Scnt 09, 2011 11:¡ß AM

E.O. 13526: UNCLâSSIFIED

sEirs¡TTvE - PlfAsE uMlr DtsrRlBunoil

SÍn,
I

Nielsen,

I
E
Éô
g
2u
d'

å
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lwrnted to share wllh you, a llttlê
and

Thank you and best regards,

tr
SENSITIVE BUT UI{CI.ASSIFIED - PTEASE UMIT

B5

BI

B5

I

2
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UNCLASSTFTED U.S. Department of State Case No. F-2014-20439 Doc No. C05777985 Date: 09/30/2015

RELEASE IN FULL

Sent:
To:
Cc:

From: Crowley, Philip J <CrowleyPJ@state.gov>

Friday, January 28,2011 8:08 PM

H

Mills, Cheryl D; Sullivan, Jacob J; Koh, Harold Hongiu; Mull, Stephen D; Reines, Philippe l;

McHale, Judith A; Verma, Richarà R; Goldberg, nhilip S; Abedin, Huma; Steinberg, James

B;Nides, Thomas R; Burns, William l
60 Minutes Sunday

Madame Secretary, a very quick update. I just received confirmat¡on from 60 Minutes that a piece on Julian Assange will

air Sunday nlght. tte will be the only peruon featured. We had made â number of suggestions for outside experts and

former dlplomats to interview to'balance" the piece. 60 Minutes assur€s me that they raised a number of questions

and concerns we planted with them durlng the course of the interview. We will be prepared to respond to the narrat¡ve

Assange presents during the program

PJ

SBU
This email is UNCLASSIFIED.

Subiect:

g
6
g
ô
at
âÀ

2.
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UNCLASSIFIED U.S. Department of State Case No. F-2O14-2O439 Doc No. C05781057 Date: 09/30/2015

RELEASE IN PART 85

From:
Sent:
To:
Subiect:

Sullivan, Jacob J < Sullivanjj@state.gov>
Wednesday, )uly 6, 2011 8:10 AM
H

Fw: Lealcase

Fvi

--- Original Message ----
From: Koh, Harold Hongju
Sent: Wednesday, July 06, 2011 06:58 AM
To: Burns, William J; Nides, Thomas R; Sullivan, Jacob J; Kennedy, Patrick F; Mull, Stephen D; l-lammer, Michael A;
Nuland, Victor¡a J; Wells, Alice G; Scanlon, Amy B; Adams, David S; Crocker, Bathsheba N; 'HDR22@clintonemail.com'
<HDR22@clintonemail.com>; Mills, Cheryl D; McLeod, Mary
Subject: Leal case

As expected, the Texas Board of Pardons and Paroles voted 4:1 against a and 5:0
against clemency. The Governor could still grant a 30 on his

a pm so we may news tonite. Stay tuned

BSgs

lThe execut¡on ¡s schedulecl to take place Thursd

g
Ð

Êô
øz
H

4
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EINFU

Frcm¡
Srnt
ïo:

Abedi n, Huma <Abedin H @state.gov>
Saturday, February 27,2010 6:34 PM

H

Re: E-mailtestSubjcct

Nothlng.

-- Orig¡nal Message --
From: H <HDR22@clintonemail.com>

To: AbedÍn, Huma

Sent Sat Feb2718:30:4X 2010

Subject Re: E*nall test

l've gotten some messeges from yesterday-åow about you?

--- Orlglnal Message --
From : Abedln, Huma <AbedtnH@sbte.gov>

To: H
Sent Sat Feb 27 18:29:50 2010

SubJect Re:'E-mail test

Ur emall must be back uPll
What happened ls jud¡th sent you an emall. lt bounced back. She called the emall help desk at state {l guess assumlng u

had state emait) and told thern that. They had no ldea lt was YOU, just some random address so they emailed. Sorry

about that But regardless, means ur email must be backl R u getting other messages?

--: OrlginalMessage --
trom: H <HDR22@clintonemail-com>
To: Abedln, Huma
Sent Sat Feb2718:13:28 2010

Subject Fw: E-mailtest

Do you know what thls ls?

-- Orlglnal Message --
From : Butzgy, Christopher H <BuÞgyCH2 @state. gov>

To: H
Sent Sat Feb2717:59:37 2010

SubJech E-malltest

Good Afternoon,

I work as a Help Ðesk Analyst and ¡t has come to my attention that one of our customers has been receiving permanent

fatat erron from thls address, cân you please confirm if you receiw thfs message.

g
E
Ê
eo2
R U-r L,2..(L

EXlilBtT

Thank you for your assistance,



Christopher

Christopher Butzgy

s/Es{RM {POEMS}

202-647€700

This e-mail is Unclassif¡ed based on the giteria of E-O. 12958
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froral
Tor,

Subrùcþ
Þatr:

åbèdn- dunìR

ültl. St.i*r€n Þ

nei S Cornrluo¡cåUorÉ

T¡iai¡:lry, Augt¡É 3o; lorr 5r}{:02 nc

iiËlE¡se lÑ P¡Rr I '

þ?trl-. . ... -,.. ,1 i

Its pretty silly and she knows it.

30, 20.11 05;18 PM

Sublect: RE: S 6omrnunlcations

,Thanks for rerninding¡ll oi thls very helpful contextl ll O

Ste.¡q- tqtl¡ di¡cusf,-thç ftalÊ blac.kbèrry, doeSnft rnake a whole lot,of seri5e.

As'for [he,gqulpme¡tr lhe commo ¡"u¡n was lìmited in some çapâc¡ty o-ecagSe we,d¡d'no!:h¡'yg

a!¡thQrìzaqðnf.igm,own,ers.of res-rdençeto ìnstall,equipment,Wg didit re8ardles,AdditiOnalþ as5

t<nowq thê te¡m,dtdn'i'have accesstothq: property until 9 couple of houls before S.arriVed.'

rlnalls äStêvên the while,house anested, thls'was a pretty w!d.g spread probl€rlr, noliqrtãffectfng'

utj Þg- wÊ shoglö þea('tb¡t,ilr mind-,

.3o, 2011 01:39 PM,

.:l

I
I'
I

t.

.t'

¡

\"

¡.

I

Pablck F; H.qnleyr llonica R

i

ì
!
ì

I
:¡

T

i

Cheryl,

..¡
Thanks again for alerting me to the common¡câtions'lssues the Secfetafy has been havirig.

Herels a status report:

a On the more tong term is5ue, l've asked our team to develop an enhánced

.a
B7(E)

$
Ð

Éô
ct2Uù

L
EXHIBIT
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package of,capabilities and equfpment that we would propose deploying with the secreta¡/

ro be as closely co"located'as possible with her when she is on travel away from her usu.al

residences, The pãckaggwlll inclu.de lhingS that antìcipatethe normally unexpected such as

hurricanes, power outages. eärthqg?kes, focujts, etc, sgch as generators' uninterrupted

pewer $JpÞl¡es;.supplêmenrary satellite capabilíties, incìuding satèllite phones Tor when local

infrastiucture falls (as it did ín NY ovêr the vùeekend)'

Separately, we are:working to provid'e the.Secretary per he-r request ð Dêpar.tment:is¡Ued

Blackberry. to repla¿ê. her personal i¡nit whlch ii malfi¡nctioning (possibly -'o-ecause of her

pqrsonal email servgr ,lS'doi¡¡n), We Will ÞÍepafe two vqfsions for her to use - one with an

operating State Oep?rtrnent eni¡il qcçounl (whlch wpuld rnask her ldentity, but which wovld

also be subiect to FOIA requests), ånd anolher which wOuid iust:,b?ye phone and ínternet

c.qpEbility. We'fe Working with Monlca. to hanmer out the details of what will beSt meet

the 5êeretarls needs-.

Please tet mÊ know if you need anVthing more fof now, ând ll¡l be in touch with the above

lo¡ger term opt¡ons soon.

Thanks,

Steve

I

t

I
l

Case No, F'2O1*12A85 Doc No' C05905ô71 Þata: 01/15n016

UNCuASSIflÉD U'S' Department of State
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HIGHLIGHTS
View Report

What OIG Reviewed

As part of ongoing efforts to respond to
requests from the current Secretary of State

and several Members of Congress, the
Office of Inspector General (OIG) evaluated

efforts undertaken by the Department of
State (Department) to ensure that records

are properly produced in response to
Freedom of Information Act (FOIA) requests

involving past and current Secretaries of
State. This report addresses (1) the
Department's compliance with FOIA

statutory and regulatory requirements and
(2) the effectiveness of the processes used

by the Office of the Secretary's Executive

Secretariat (S/ES) to respond to FOIA

requests.

What OIG Recommends
OIG recommends that the Bureau of
Administration identify personnel needed to
improve the timeliness of FOIA responses

and to quickly acquire those resources.

OIG recommends further that the
Department develop a quality assurance

plan to identify and address vulnerabilities
in the FOIA process.

OIG also makes two recommendations to
S/ES to ensure that its FOIA searches are

complete and accurate.

Based on the Department's responses to a
draft of this report, OIG considers all of
these recommendations to be resolved,
pending further action.

W
January 2016
OFFICE OF EVALUATIONS AND SPECIAL PROJECTS

Evaluation of the Department of State's FOIA Processes for
Requests Involving the Office of the Secretary

What OIG Found
S/ES is responsible for coordinating searches for FOIA requests

for records held by the Office of the Secretary. When a FOIA

request of that nature is received by the Department, the Office

of Information Programs and Services (lPS) within the Bureau of
Administration notifies S/ES. S/ES reports its findings to IPS,

which then communicates with the FOIA requester.

OIG's past and current work demonstrates that Department
leadership has not played a meaningful role in overseeing or
reviewing the quality of FOIA responses. The searches performed

by S/ES do not consistently meet statutory and regulatory
requirements for completeness and rarely meet requirements for
timeliness. S/ES currently searches Department email accounts

only if a FOIA request mentions emails or asks for "all records," or

if S/ES is requested to do so during the course of litigation.
However, FOIA and Department guidance require searching email

accounts when relevant records are likely maintained in these

accounts.ln addition, although FOIA requires agencies to respond

to requests within 20 working days, some requests involving the

Office of the Secretary have taken more than 500 days to process.

These delays are due, in part, to the Department's insufficient
provision of personnel to IPS to handle its caseload.

These problems are compounded by the fact that S/ES FOIA

responses are sometimes inaccurate. Officials in IPS and attorneys

for the Department identified instances in which S/ES reported that
records did not exist, even though it was later revealed that such

records did exist. Procedural weaknesses in S/ES FOIA processes

appear to be contributing to these deficiencies. For example, S/ES

management is not monitoring search results for accuracy, and IPS

has limited ability to conduct oversight. S/ES also lacks written
policies and procedures for responding to FOLA requests. Finally,

staff in S/ES and other components in the Office of the Secretary

have not taken training offered by IPS to better understand their

FOIA responsibilities.

In September 201-5, the Depaftment appointed a Transparency

Coordinator to improve the Department's FOIA process, among

other things.

olG

Office of Inspector General 

-

U.S. Department of State. Brbadcasting Board of Governors
ffi
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OBJ ECTIVES AN D M ETHODOLOGY

In April 2015, the Office of Inspector General (OIG) initiated an evaluation to address concerns
identified during recent audits and inspectionsl and to respond to requests from the current
Secretary of State and several Members of Congress involving a variety of issues, including the
use of non-Departmental systems2 to conduct official business, records preservation
requirements, and Freedom of Information Act (FOIA) compliance. This report, which is one of
several documenting OIG's findings in these areas, addresses efforts undertaken by the
Department of State (Department) to ensure that government records are properly produced in
response to FOIA requests involving past and current Secretaries of State. Specifically, this report
assesses (L) the Department's compliance with FOIA statutory and regulatory requirements and
(2) the effectiveness of the processes used by the Office of the Secretary, Executive Secretariat
(S/ES), to respond to FOIA requests. OIG has already issued findings related to one aspect of the
FOIA process used to review and release 55,000 pages of emails that former Secretary of State
Hillary Rodham Clinton provided to the Department in December 20L4.3 OIG will report
separately on issues associated with the use of non-Departmental systems to conduct official
business and records preservation requirements.

In planning this work, OIG drew on FOIA, and related regulations and guidance issued by the
Department, and Standards for Internal Control in the Federal Governmenfa To gain an

understanding of the Department's FOIA processes, controls, and policies and procedures, OIG

interviewed the Under Secretary for Management, the Assistant Secretary for the Bureau of

t OIG has identified the following issues: inconsistencies across the Department in identifying and preserving records,
hacking incidents and other issues affecting the security of Department electronic communication, delays and other
problems related to processing FOIA requests, and concerns about an Ambassador's use of private email to conduct
official business. SeeOIG, Review of State Messaging and Archive Retrieval Toolset and Record Email(lSP-l-15-15.
March 2015); OlG, Audit of the Department of Stdte Information Security Prograrn (AUD-lT-15-17, October 2014);
OlG, Management Alert' OIG Findings of Significant and Recurring Weaknesses in the Department of State
Information System Security Prograrn (AUD{T-14-04 November 20L3); OIG, Inspection of the Bureau of
Administration, Global Information Seruices, Office of Information Programs and Seruices (lSP-l-12-54, September
2012); and OlG, Inspection of Embassy Nairobl Kenya (ISP-I-72-384, August 2012).

' For purposes of this work, OIG uses the term "non-Departmental systems" to mean hardware and software that is
not owned, provided, monitored, or certified by the Department of State.
3 

OlG, Potential Issues Identified by the Office of the Inspector General of the Intelligence Community Concerning the
Department of State's Process for the Review of Former Secretary Clinton's Emails under the Freedom of Information
lcf (ESP-15-04, luly L7,2015). This report made four recommendations to strengthen the Department's review of
records prior to release: (1) requesting staff support from intelligence community FOIA offices to assist in the
identification of IC equities, (2) facilitating a review of records by IC FOIA officials to ensure that the Department's
Classified Network is appropriate for storage of FOIA material, (3) seeking classification expertise from the interagency
to act as a final arbiter if there is a question regarding potentially classified material, and (4) incorporating the
Department of Justice into the FOIA process to ensure the legal sufficiency review of the FOLA exemptions and
redactions. In response, the Department agreed with recommendations 1 and 4, but did not agree with
recommendations 2 and 3.
a Government Accountability Office (GAO), Standards for Internal Control in the Federal Government(GAO-I4-704G,
September 2014).

1ESP-16-01
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Administration (A), and various officials in the Office of Global Information Services (A/GIS) and

S/ES.ln addition, OIG reviewed the Department's annual FOIA reports and obtained and

analyzed a list of all FOIA requests tasked to the Office of the Secretary from l-996 to 2015. OIG

also consulted with the National Archives and Records Administration's Office of Government

Information Services and reviewed the FOIA procedures of other Federal agencies. OIG

conducted this work in accordance with quality standards for evaluations as set forth by the

Council of the Inspectors General on Integrity and Efficiency.

BACKGROUND

Enacted in L966, FOIA provides that any person has a right, enforceable in court, to obtain

access to Federal agency records, except to the extent that such records (or portions of them)

are protected from public disclosure by one of the Act's exemptions or exclusions.s The Act

defines "record" broadly and covers "any information that would be an agency record subject to
the requirements of IFOIAI when maintained by an agency in any format, including an electronic

format."6

Upon receipt of a request for records, the agency is required to determine whether to comply

and to notify the requester of its determination and the justification for it within 20 working

days.t The notification of an adverse determination could be a denial of the request in whole or
in part based on the statutory exemptions or a determination that no such records exist. The

exemptions include, for example, classified information, privileged communications, and law

enforcement i nformation.s

In an adverse determination, the agency must notify the requester that he or she has a right to
appeal the determination to the head of the agency. An administrative appeal shall be decided

within 20 working days.e If the appeal is not favorable, the requester may then file a complaint in

Federal district court to enjoin the agency from withholding agency records and to order the

t FOIA, 5 U.S.C. 5 552. If an exemption applies, the agency must notify the requester that a record exists but is exempt

from disclosure. If an exclusion applies, the agency may notify the requester that no responsive records subject to

FOIA exist. Exclusions relate to the existence of an ongoing criminal investigation, the names of informants, and

classified foreign intelligence or counterintelligence or international terrorism records.
usu.s.c.sss2(Ð(2XA).

t 5 U.S.C. 5 552(aX6XAXi). In unusual circumstances, the time limit for responding to a request or an appeal may be

extended by up to ten working days. 5 U.S.C. 5 552(aX6XB).
t 5 U.S.C. 5 552(b).The nine exemptions are (1) information that is classified to protect national securiÇ, (2)

information related solely to the internal personnel rules and practices of an agency, (3) information that is prohibited

from disclosure by another Federal law, (4) trade secrets or commercial or financial information that is confidential or
privileged, (5) privileged communications within or between agencies, (6) information that if disclosed would

unwarrantedly invade another individual's personal privacy, (7) certain information compiled for law enforcement

purposes, (8) information that concerns the supervision of financial institutions, and (9) geological information on

wells.
n 5 U.S.C. 5 552(aX6XA). This includes a determination that no responsive records exist.

2ESP-16-0r_
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production of any agency records the requester believes the agency improperly withheld.loln
addition, a requester who receives no response within 20 days has a right to file a complaint in

district court immediately.ll

At the Department, the Foreign Affairs Manual(FAM) designates the Office of Information
Programs and Services (lPS) as responsible for the Department's compliance with FOIA.1'z IPS is a
part of the Office of Global Information Services, a subcomponent of the Bureau of
Administration. The FAM also designates the Assistant Secretary for Administration as the Chief
FOIA Officer, responsible for Department-wide FOIA compliance.'3 The Assistant Secretary for
Administration reports to the Under Secretary for Management.la

IPS administers the Department's Information Access Program, which includes administering all
requests for FOIA records. IPS coordinates, tracks, and reports on responses to all FOIA requests
for Department records-including administrative appeals made in connection with such
reguests-and is supposed to ensure that responses are timely, accurate, and complete.ls The
Department's FOIA regulations specify that FOIA requests be sent to IPS.16 The request must
reasonably describe the records sought, should be specific, and should include all pertinent
details about the request, including the subject, timeframe, any individuals involved, and reasons
why the Department is believed to have records on the subject of the request."

Once a FOIA request is received, IPS logs it into the case-tracking system-the Freedom of
Information Document Management System (FREEDOMS)-and acknowledges the request. IPS

then determines which Department bureaus, offices, or overseas posts would possess the
requested records and sends a search/review request transmittal (Form DS-L748) to each office
FOIA coordinator. The form requires each office to provide information on the files searched and
their location, the search terms used, and the time period searched, among other information.

In 201-0, the Department issued guidance to offices that describes in general terms how a search
is to take place.

Offices must undertake searches that are reasonably calculated to uncover all
relevant materials. Unless otherwise noted in a given request, offices should
conduct a search for records in any form, including paper records, email

10 5 U.S.C. S 552(aXaXB). As an alternative to litigation, a requester may request mediation with the agency, which is

conducted by the Office of Government Information Services in the National Archives and Records Administration. 5

u.s.c. s ss2(hx3).

" 5 u.s.c. s ss2 (ax6XcXi).
t' r tAM 214.2.
t3 1 FAM 2LL.2(ee). Executive Order 13392 requires the designation of a Chief FOIA Officer.
to 1 FAM 2LL.2(a)
ls U.S. Department of Slale, FOIA Guidance For State Department Employee-s (2010), at 3.
tu 22 c.F.R. 5 171.5(a).

" 22c.F.R.s 171.5(c).

3ESP-16-01
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(including email in personal folders and attachments to email), and other
electronic records on servers, on workstations, or in Department databases.

Offices do not, however, need to search where there is no reasonable possibility
of finding responsive records.ls

Once the search office returns responsive records to IPS, IPS determines their relevance to the
request and whether any part of them may be released to the requester or whether they are

subject to one of FOIA's exemptions.le lPS then prepares the formal response to the requester

and includes any responsive records that are subject to release. If a requester files an

administrative appeal of an adverse determination, it is adjudicated by the Appeals Review

Panel, consisting of retired Foreign Service Officers.2o

" FOIA Guidance For State Department Employees, at 8.
tt 

Certa¡n offices, including the Bureau of Diplomatic SecuriÇ and the Office of Medical Services, are referred to as

"decentralized offices" and review their own documents for exemptions. However, these offices must still fonryard a

copy of their response to the request to IPS.

'o 22 c.t.R. s r7r.s2.
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Figure 1: FOIA Process for Requests
Involving the Office of the Secretary

Office of Information
Programs and Seruices

0Ps)

Receives and acknowledges
F¡eedom of lnformation Act (FOIA)

request.
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Tasks the Office of the
Secretaly's Executive

Secretariat {S/ES) with search
for records.

I
S/ES FOIA Analyst and

SIES Senior Official

W
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As shown in Figure L, when a FOIA

request involves documents produced by
a Secretary of State or other officials in

the Office of the Secretary (S), the two
Deputy Secretaries of State (D), the Under
Secretary for Political Affairs (P), or the
Counselor of the Department (C), IPS tasks
S/ES with performing a search for relevant
documents. S/ES is responsible for the
coordination of material presented to the
SecretaryrEeputy Seeretary, and LJ nder
Secretaries; the implementation of
decisions made by these officials; and the
Department's relations with the White
House, National Security Council, and

other Cabinet agencies.2l S/ES employs
one FOIA Analyst, who reports to the GS-

14 Deputy Director of Correspondence,
Records, & Staffing (Deputy Director).22

The Deputy Director serves as the S/ES

FOIA coordinator and reports to the
Director of Secretariat Staff.

According to information provided by
S/ES, the FOIA Analyst searches for
relevant documents in several databases

or tasks the relevant office (S, D, P, or C)

with performing the search. After the
search is completed, the Deputy Director
conducts a review of the FOIA Analyst's
search and the records identified. Finally,

all identified records are sent to IPS for
processing, along with a signed form DS-

1748 identifying the databases searched

and the time expended in conducting the
search. If the request is in litigation or if
legal guidance is sought regarding the
search, an attorney from the Office of the
Legal Adviser (L) may review the proposed
response before it is released to the
requester.

J

Conducts search;
reviews search-

I
5/ES

Sends all records located
to IPS.

I
IPS

Reviews records and
identifies exemption in
conjunction with S/ES.

IPS

Releases non-exempt
records to requestet

I

" \ tAM 022.2.
22 A second S/ES employee occasionally assists with FOIA searches in addition to his regular duties.
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In September 20L5, Secretary of State John Kerry named a former career Senior Foreign Service

Officer as the Department's Transparency Coordinator. The Transparency Coordinator will lead

the Department's efforts to meet the President's Managing Government Records directive,
respond to OIG's recommendations, and work with other agencies and the private sector to
explore best practices and new technologies. Secretary Kerry also tasked the Transparency
Coordinator with improving the efficiency of the Department's systems for responding to FOIA

and congressional requests.

THE DEPARTMENT DOES NOT CONSISTENTLY MEET FOIA LEGAL

AND REGULATORY REQUIREMENTS

Statutory Deadlines for Processing Requests Are Not Met

FOIA requires agencies to respond to FOIA requests within 20 working days. However, the
Department rarely meets this statutory deadline, even for simple requests. Although few
agencies are able to meet the 20-day deadline for complex requests,23 overall compliance is
much greater across the Federal Government than at the Department. In FY 2014, the average
processing time for simple requests across the Federal Government was 20.5 days, and the
Government-wide average for complex requests was slightly less than 1-1-9 days.2a In contrast,
the Department took four and one-half times as long-an average of 91 days to process simple
requests and almost 535 days to process complex requests.2s

The Department has been particularly late in meeting FOIA's timelines for requests involving the
Office of the Secretary. Table 1, which is based on IPS data provided to OIG, shows the
processing time for FOIA requests that were tasked to S/ES and involved the current and past

23 The Department of Justice, which is required by FOIA to develop reporting and performance guidelines, defines a

complex request as one that involves a high volume of material or requires additional steps to process, such as the
need to search for records in multiple locations. An example of a simple request is a single individual's visa record. An

example of a complex request is one for all records relating to the attacks on U.S. diplomatic facilities in Benghazi,

Libya, which covers multiple bureaus and offices of the Department. See U.S. Department of Justice, Guide to the
Freedom of Information Act(2009).
2a 

U.S. Department of Justice, Summary of Annual FOIA Reports For Fiscal Year 2014, pp.72-L4.
2s 

U.S. Department of Stahe, Freedom of Information ActAnnual Repo4 Fiscal Year 20L4, p.28. In its 2015 analysis of
the performance of the 1"5 Federal agencies that consistently receive the most FOIA requests, the Center for Effective

Government rated the Department as the lowest scoring agency by far. Its analysis demonstrated that the Department
processed only 17 percent of the FOIA requests it received in 2013. Center for Effective Government, Making the
Grade: Access to Information Scorecard 2015(March 2015), p. 2. The Department's Chief FOIA Officer attributed these

delays to (1) a large increase in requests and (2) an increase in complex requests. The Department's requests have

increased in recent years; however, this increase in requests exists across the Federal Government and is not unique to
the Department.

6ESP-L6-0L

ffi



W

four Secretaries of State.26 Only 1-4 of the 417 FOIA requests were completed within the
statutory timeframe. Fifty-five of the requests took more than 500 days to process. The majority
of the requests, 243 of 4L7 , are still pending; several of these pending requests were received

years ago. For example, l-0 of the 23 pending requests relating to former Secretary of State Colin

Powell are at least 5 years old.

Table 1: Processing Time for FOIA Requests Related to Recent Secretaries of State
Requests Completed Within Listed Times

Secretary
Up to 20

Days
101-500

Days Still Pendinq
Total Number of

FOIA Requests
21-100

Days
500+
Davs

Albright 1_ 0 2 4 2 9

Powell 8 4 37 27 23 99

Rice 1 3 7 9 20 40

Clinton 3 L9 27 L4 177 240

Kerry 1 2 4 L 2L 29

Total L4 28 77

Source: OIG analysis of IPS data, as of June 20L5.

55 243 4t7

ln 2012, OIG reported that one of the key reasons for the timeliness problem was that a

relatively small number of IPS staff were processing the heavy volume of Department-wide
requests.'7 Since then, as shown in Figure 2, FOIA requests have increased, yet the Department
has allocated fewer employees to handle them. According to IPS, some of these employees have

been assigned hundreds of requests each and face severe challenges in properly managing their
caseloads.

Figure 2: IPS Staff Devoted to Processing Department-wide FOIA Requests
FOIA Requests Received

I
20,000

15,000

Full-Time and Full-Time
Equivalent FOIA staff

10,000
2011 20t2 20T3 20L4

Source: OIG Analysis of IPS data

'u S/ES told OIG that its statistics differ from IPS data, but agreed to work with IPS to reconcile the inconsistencies. The

FOIA process has several steps, and IPS often tasks multiple offices with responding to requests. Thus, the delays

noted in this chart could have occurred at multiple steps ¡n the process and are not necessarily attributable to S/ES

search delays.

" OlG, Inspection of the Bureau of Administration, Global Information Seruices, Offrce of Information Programs and
Seruices(ISP-I-12-54, September 2012). GAO also stressed the importance of redirecting or acquiring resources to
clear backlogs in a 2012 report on FOIA compliance across the Government. See GAO, Freedom of Information Act:

Addit¡onal Actions Can Strengthen Agency Efforts to Improve Management (GAO-12-828, luly 2012).
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Furthermore, approx¡mately one-third of IPS staff have been assigned to work on one FOIA case

in litigation , Leopold v. Department of State, in which the court ordered a rolling production of
the approximately 55,000 pages of former Secretary Clinton's emails that she provided to the
Department in December 20'J,4, while other FOIA work is understaffed.2s

In each of the past 3 years, IPS has attempted to address this issue by requesting additional
personnel to meet the rising caseload, including its most recent request to the Bureau of
Administration for 27 additional stafl which it estimated would result in a 1-0-percent reduction
in the FOIA backlog. However, the Department has not provided any additional permanent
personnel.

In late September 201-5, the Under Secretary for Management decided to detail staff already
within the Department to IPS. However, little progress has been made to date to resolve the
personnel shortage. On September 2,2015, the Department solicited expressions of interest
from current and retired Department employees in a 9 to L2 month detail to IPS. As of the
beginning of November, 7 temporary employees had started work.

S/ES Does Not Routinely Follow Requirements To Search Email

As a general rule, an agency must undertake a FOIA search that is "reasonably calculated to
uncover all relevant documents."2s Since 1997, FOIA has specified that agencies must make a
reasonable effort to search for requested documents in electronic form or format, except when
such efforts would "significantly interfere" with the operation of an agency's information
system.3oln 201-0, the Department issued more explicit requirements for FOIA compliance:

Unless othenryise noted in a given request, offices should conduct a search for
records in any form, including paper records, email (including email in personal
folders and attachments to email), and other electronic records on servers, on
workstations, or in Department databases.3l

In addition to searching paper records, S/ES typically searches for relevant documents in several

electronic databases, including classified files, the Department's cable and telegram systems, the
Secretariat Tracking and Retrieval System (STARS), and EVEREST (which replaced STARS).32 None

28 The Department anticipates completing the court-ordered production in January 2016.
2e Weisberg v. u.S. Dep't of Justice,TO5 F.2d 13¿t4, 1351 (D.C.Cir. 1983).

'o s u.s.c. s ss2(ax3Xc)).

" FOIA Guidance For State Department Employees, at8.
32 According to information provided by S/ES, EVEREST is a web-based application that provides the Secretary of
State and other senior Department principals the ab¡lity to receive foreign policy memoranda and correspondence
from Department bureaus and offices electronically, as well as task and track the paperless submission of most
memoranda. Correspondence and memoranda can include internal and external letters, action memos, information
memos, briefing checklists, and telephone talking points, as well as documents received from other agencies.
Incoming documents are uploaded (in their native format) by originating offices into EVERESI submitted to the
Executive Secretary for review, and fonn¡arded electronically to the relevant Department principal. EVERÊST replaced

8ESP-16-0L
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of these databases are intended to archive email files. STARS and EVEREST are systems used to
route foreign policy memoranda and other documents to the Office of the Secretary. S/ES rarely

searched electronic email accounts prior to 20L1 and still does not consistently search these
accounts, even when relevant records are likely to be uncovered through such a search. For

example, S/ES has not searched email accounts for requests seeking all "correspondence"

between the Secretary of State and another party. The FOIA Analyst described the decision to
search email accounts to be a discretionary one that is only exercised periodically.

According to the Deputy Director's explanation of current practices, S/ES initiates a search of
email accounts only if a FOIA request mentions emails or explicitly refers to "all records." S/ES

will also search email if it is requested to do so by an L attorney during the course of litigation
arising over FOIA issues. If a FOIA request specifically asks for emails of a current employee, the
FOIA Analyst tasks S, D, P, or C with searching for the records but does not review the search

methodology or approve the results. It appears that current S, D, P, and C employees search

through their own email accounts for responsive records.33 If the FOIA request specifically asks

for emails of a former employee, the FOIA Analyst requests the applicable stored electronic file
from the S/ES Office of Information Resources Management (S/ES-IRM), the office that handles
information technology for the Office of the Secretary.'o S/ES-IRM reported to OIG that it has

maintained files numbering in the thousands for selected senior officials3s dating back at least as

far as Secretary Powell's tenure, though OIG has determined that many of these are not easily

accessible.3u Moreover, as the Deputy Director noted, searching these files is difficult because

searches are limited to those that can be undertaken using Microsoft Outlook."

FOIA neither authorizes nor requires agencies to search for Federal records in personal email
accounts maintained on private servers or through commercial providers (for example, Gmail,

Yahoo, and Hotmail).38 Furthermore, the FOIA Analyst has no way to independently locate
Federal records from such accounts unless employees take steps to preserve official emails in

STARS on January 1,2015, and serves as a permanent, searchable record for the Secretary of State and other senior
Department principals memoranda. STARS is a legacy system that was designed to manage the flow of foreign policy

memoranda and correspondence both to and from the Secretary of State and other senior Department principals.

Incoming and outgoing documents were scanned Into STARS, manually indexed (through use of a brief abstract

summarizing the substance of the document and identifying document-specific key words), and stored as document
images. Searches are limited to retrieval of material based on index terms attached to the document the document
images themselves cannot be searched using text-based search methods. New entries into STARS ended January 1,

20L5, but it continues to be used to locate and retrieve documents.
uu OIG d¡d not evaluate the practices used by S, D, P, and C.

'o S/ES-IRM stores the files in Personal Storage Table (.pst) files, a format used to store copies of email messages,

calendar events, and other items within Microsoft software.

" S/ES-IRM does not maintain an index or inventory of these files.
36 In 2015, the Department began permanently retaining the emails of 102 seniorofficials.
tt 

S/ES has begun testing software intended to enhance its abiliÇ to search and retrieve email records.
38 Records subject to FOIA are those that are (L) either created or obtained by an agency and (2) under agency control
at the time of the FOIA request. U.S. Dept of lustice v. Tax Analysts,492 U.S. 136 (1989). See also Competitive Enter.

Inst. v. Office of Sci. and Tech. Policy, No. 14-765, 2015 WL 967549 (D.D.C. March 3,2015I
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Department recordkeeping systems. OIG will report separately on preservation requirements

applicable to past and current Secretaries of State and the Department's efforts to recover
Federal records from personal accounts. However, under current law and Department policy,

employees who use personal email to conduct official business are required to forward or copy
email from a personal account to their respective Department accounts within 20 days.3e The

Deputy Director, who has handled FOIA responsibilities for S/ES since 2006, could not recall any
instances of emails from personal accounts being provided to him in response to a search

tasked to an S/ES component.ao

PROCEDURAL WEAKNESSES CONTRIBUTE TO DEFICIENT FOIA

SEARCHES AND RESPONSES

Current S/ES FOIA Processes Are Inadequate

Although specific details of processes for handling FOIA requests vary among agencies, the
major steps in processing a request are similar across the Federal Government. Recent

assessments of the Department's processes revealed poor practices. In 201-2, OIG's inspection of
A/GIS found, among other deficiencies, that FOIA requests are prone to delay and that IPS

lacked a sound process to develop its information systems.4i A 201-5 report by the Center for
Effective Government found that, among 1-5 agencies that receive a large volume of public
records requests, the Department ranked last, in part because of increased processing times and

outdated regulations.a2 According to the report, the Department was the only agency whose

rules do not require staff to notify requesters when processing is delayed, even though this is
mandated by law. Furthermore, little attention has been paid to the accuracy and completeness
of responses to FOIA requests. The Department has not sent out a notice or memorandum
reminding employees of their FOIA responsibilities since March 2009, when former Secretary

Clinton sent a message commemorating Freedom of Information Day.

Although OIG focused on procedural weaknesses in the Office of the Secretary for this
evaluation, the issues OIG identified have broader implications. Standards for Internal Control in
the Federal Governmenf stresses that the tone at the top-management's philosophy and

operating style-is fundamental to an effective internal control system.a3 OIG's past and current

" 44 U.S.C. 2911; Department of State, A Message from lJnder Secretary for Management Patrick F. Kennedy
regarding State Department Records Responsibilities and Policy, Announcement No. 2014-10-1L5, October 77,2014.
a0 In November 20L4, the Department sent a request to former Secretaries of State for any Federal records that were

housed on personal email. In March 2015, the Department sent similar requests to several staff members who worked
for former Secretary Clinton. The Department has and continues to produce some of the records received from these

requests in response to FOIA requests.
aL 

OIG, Inspection of the Bureau of Administration, Global Information Seruice; Office of Information Programs and
Seruices (ISP -l-12-54, September 2012).
a2 Center for Effective Government Making the Grade: Access to Information Scorecard 2015(March 2015).
o'GAo-14-704c, 

ss 1.02 to 1.05.
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work demonstrates that Department leadership has not played a meaningful role in overseeing

or reviewing the quality of FOIA responses. On September 8, 20L5, Secretary Kerry announced

the appointment of a new Transparency Coordinator, charged with improving document
preservation and transparency systems.a This is a positive step, but the following areas, in

addition to the lack of compliance with legal and regulatory requirements, need immediate
attention:

Lack of Written Policies and Procedures. Although other Department components, such as the
Bureaus of Diplomatic Security and International Narcotics and Law Enforcement Affairs, have

their own written FOIA guidance or standard operating procedures, S/ES does not. S/ES does
use guides on how to search its own databases, EVEREST and STARS, but these are not FOIA

specific and no criteria for conducting database searches have been developed. The FOIA

Analyst for S/ES reported learning how to perform a FOIA search from on-the-job training.
Standards for Internal Control in the Federal Governmenf emphasizes the importance of
documenting policies and procedures to provide a reasonable assurance that activities comply
with applicable laws and regulations.as Written policies and procedures are also important for
continuity because they increase the likelihood that, when organizational changes occur,
institutional knowledge is shared with new staff.ou Other agencies have recommended written
policies and procedures as a best practice. For example, the Office of Inspector General for the
Environmental Protection Agency recommends that all regional and program offices responsible
for FOIA responses adopt written standard operating procedures to ensure quality control.aT The

Office of Inspector General for the Department of Energy has made a similar recommendation,
noting, "without formalized policy and procedures, it could be difficult for an individual
unfamiliar with the process to take an active role in filling FOIA requests, possibly leading to
delays or inefficiencies in responding to requests."as

Inconsistent S/ES Monitoring Effotts: Standards for Internal Control in the Federal Government
also emphasizes the importance of ongoing monitoring that is built into an entity's operations.
Other agencies' monitoring activities vary widely. At some agencies, senior attorneys or career
members of the Senior Executive Service are responsible for approving FOLA responses; at
others, administrative staff handle the entire FOIA search and review process.ot Nonetheless,

standards emphasize that monitoring should include regular management and supervisory

a 
U.S. Department of State Press Statement, Transparency Coordínator(Sept. 8, 2015), available at

http://www.state.g ovlsecret ary / r emarks / 2Ol5 / 09 / 246691.htm.
ot ceo-rq-704c.
ou 

See, e.g, GAO, Social Security Disability; Management Controls Needed to Strengthen Demonstration Projects
(GAO-08-1053, September 2008).
nt 

EPA, Off¡ce of Inspector General, EPA Has lmproved lts Response to Freedom of Information Act Requests But
Fu rther Improvement Is Needed (09-P-0127, March 2009).
ot 

DOE, Office of Inspector General, Department's Freedom of Information Act Request Process (OAS-SR-L0-03, Sept.

2010).
an See,e.g, NuclearRegulatoryCommission,Officeof InspectorGeneral, Evaluationoflnvolvementof Political
Appointees in NRC's FOIA Process (OIG-L5-A-18, August 2015) and Social Security Administration. Office of the
Inspector General, Freedom oflnformation Act Response Process(A-03-15-50107, August 2015).
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activities, comparisons, reconciliations, and other routine actions.s0 Such actions may include

assessing employee performance with FOIA compliance, conducting spot checks, and
establishing and reviewing metrics. Performance standards within S/ES for handling FOIA

matters are incomplete. In 2012, OIG recommended that the Department place responsibility at
all stages of the process and update performance standards, position descriptions, and work
commitments to reflect FOIA responsibilities.sr While the Deputy Director's performance

standards have consistently contained multiple references to that individual's responsibilities as

FOIA coordinator, the performance standards for the Deputy Director's former supervisorss2 in

the Director of Secretariat Staff position have not mentioned FOIA at all.

Other oversight activities have also been inconsistent. The Deputy Director reviews the FOIA

Analyst's search and the records identified. However, the past two Directors of Secretariat Staff
reported minimal involvement in the FOIA process, other than providing occasional briefings to
supervisors on high-profile or sensitive requests. The past two Directors did not review actual
FOIA searches and responses, even on a spot-check basis, for quality, timeliness, thoroughness,
or consistency. They also did not gather or review any metrics or other tracking information on
S/ES FOIA activities. The current Director, who has been in the position since July 201-5, told OIG

that, while she periodically reviews FOIA responses, depending on the scope and nature of the
FOIA request, she does not carry out any spot checks for accuracy. The current Director also

reviews status reports that contain basic information on the date of the request and the offices
tasked with conducting searches. No one in S/ES reviews the methodology of FOIA searches

tasked to the other components in the Office of the Secretary (S, D, P and C).

Limited IPS Review Capabili[r The FAM designates IPS as responsible for the Department's
compliance with FOIA,s3 and Department guidance specifically requires IPS to ensure that
responses are timely, accurate, and complete.sa However, IPS is almost completely dependent on
FOIA coordinators in individual bureaus and offices to ensure that search results meet FOIA

requirements. IPS does not have the ability to do independent spot checks in part because it
does not have access to the unique databases used to conduct the searches, such as the
EVEREST system used by the Office of the Secretary. According to IPS, the quality of responses

to requests for FOIA searches varies across the Department. For example, IPS reported that the
form documenting the search result (Form DS-1748) the FOIA coordinators submit is sometimes
missing key information, such as the files searched and the search terms used. If this information
is missing or if IPS identifies another inconsistency, it may ask for a search to be redone. IPS

reported that its reviewers have at times spent weeks working with FOIA coordinators to obtain
complete responses.ln some cases, IPS will contact the FOIA coordinator's supervisor or
executive-level staff within the office to resolve an issue. IPS's engagement with S/ES has been

to GAO-14-704G, at SS 16.04, 16.05.
sl The Department agreed with these recommendations but has yet to take action.
s2 The performance standards for the current Director of Secretariat Staff were not yet available for review at the close

of OIG's work.
t' t tAM 214.2.
sa 

U.S. Department of Stare, FOIA Guidance For State Department Employees (201Q).
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limited, with its only contact typically being the Deputy Director.lPS also reports that it has

contacted L attorneys for assistance when it has had difficulty obtaining complete responses

from S/ES.ln one case regarding a request for emails, correspondence, memos, internal notes,

and other pertinent documents and records relating to a former S staff member, IPS tasked S/ES

with a search in November 2013, but S/ES did not complete the search until December 20L4

after the involvement of L. One L attorney characterized routine S/ES searches as frequently
deficient, except in instances when FOIA litigation has commenced.

Insuffrcient Training: During OIG's 20L2 inspection of A/GIS, IPS reported to OIG that most

Department employees are poorly informed about FOIA principles and procedures, as well as

about the importance of providing information to the public. IPS has since provided two
Department-wide annualtraining courses on FOIA, recordkeeping, and classification issues.

Records maintained by IPS show that no more than two S/ES employees have attended
trainings, open houses, or workshops offered by IPS, and no one from S, D, P, or C has

attended.ss ln addition to the annual training sessions, IPS has trained specific offices on FOIA at

their request. Twelve bureaus, offices, or embassies have requested and completed this training
since 201-4, but S/ES is not among them.

S/ES FOIA Searches and Responses Are Sometimes Inaccurate and
Incomplete

These procedural weaknesses, coupled with the lack of oversight by leadership and failure to
routinely search emails, appear to contribute to inaccurate and incomplete responses.

L attorneys and officials in IPS recalled several instances when S/ES searches have yielded

inaccurate or incomplete results, though they were unable to determine the magnitude of this
problem. The attorneys also noted that FOIA requesters have been able to produce evidence of
the existence of records responsive to a FOIA request despite the attestation by S/ES that no

responsive records existed.tu

S/ES has not taken any corrective actions to ensure the accuracy and completeness of FOIA

searches. Standards for Internal Control in the Federal Governmenf notes that management

should remediate identified deficiencies in controls and determine appropriate corrective

actions on a timely basis.sT lmplementing such corrective actions could protect the Department
from sanctions. For example, in litigated cases, incomplete searches by S/ES can expose the
Department to financial liability, including attorney fees and other litigation costs.ss The

Department and its leadership could also be subject to contempt citations if they were found to

ss According to S/ES, the FOIA Analyst also attended workshops at the Department of Justice.
s6 Department attorneys noted that these instances do not necessarily indicate that the search for records was

inadequate. Not all documents created by the Department are Federal records. It is also possible that a document
existed at one t¡me but was subsequently destroyed either in compliance with the records disposition schedules or
because of poor recordkeeping practices.
t' GA}-L4-704G, at ss L7.oL, 17.o5.
tt 5 u.s.c. s 552(ax4XE).
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have violated rules requiring candor to the court.ss Although L attorneys are not aware of an
instance where such sanctions were imposed, it is not uncommon for courts to order the
Department to conduct additional searches or provide additional information explaining the
adequacy of the searches conducted.60

OIG has been unable to determine the extent of these inaccuracies, but recent examples of
incomplete searches and responses to FOIA queries involving the Office of the Secretary include
the following:

In March 2010, the Associated Press (AP) filed a FOIA request for copies of all of former
Secretary Clinton's public and private calendars and schedules. IPS tasked S/ES with
searching for responsive records. In November 2010, S/ES provided IPS with records that
were non-responsive. IPS then contacted the Office of the Secretary directly and also
contacted L for guidance.IPS has no record of receiving responses and the FOIA request
sat dormant for several years. In August 2013, AP resubmitted its FOIA request and
updated it to include a request for all of the calendars from Secretary Clinton's tenure. In
June 201-4, December 20L4, and again in July 2015, S/ES provided IPS with information
regarding the location of these records, which had been retired. In March 201-5, after
failing to receive responses to multiple FOIA requests, AP filed suit against the
Department.6'ln a July 2015 court filing, the Department disclosed that it had finally
conducted a search and located at least 4,440 paper and electronic records related to
Secretary Clinton's calendars and schedules, which were created by various personnel in

the Office of the Secretary.

In December 20L2, the nonprofit organization Citizens for Responsibility and Ethics in

Washington (CREW) sent a FOIA request to the Department seeking records "sufficient

to show the number of email accounts of or associated with, Secretary Hillary Rodham
Clinton, and the extent to which those email accounts are identifiable as those of or
associated with Secretary Clinton."62 On May 1.0, 2Ol-3,lPS replied to CREW, stating that
"no records responsive to your request were located."63 At the time the request was

a

a

se See, e.g, ludicial Watch v. Internal Revenue Seruice, Civil Action No. 13-1559 (D.D.C.), where contempt of court
citations have been threatened against the IRS in a FOIA lawsuit.
uo 

See e.g., Tarzia v. Clinton, Civil Action No. 1:10-cv-05654-FM (S.D.N.Y. January 30,2OL2); Beltranena v. Clinton, Civil
Action No. 1:09-cv-01457-BJR (D.D.C. March 17, 2011).
67 

The Associated Press v. L/.5 Dept. of State, Civil Action No. 1:15-cv-00345-RJL (D.D.C.).

62 Later in the letter as part of its request to waive processing fees, CREW stated its belief that the records it was

requesting were "likely to contribute to greater public awareness of the extent to which Secretary Clinton, like the
administratorof the Environmental Protection Agency (EPA), use[s] email accounts not readily identifiable as her
accounts." CREW also noted: "lr]ecently itwas reported that [EPA] AdministratorJackson established alias email
accounts to conduct official government business, including an account under the name 'Richard Windson' which is

not publicly attributable to her. . . Through this FOIÀ CREW seeks to learn how widespread this practice is, and to
evaluate the extent to which it has led to under-inclusive responses to FOIA, discovery, and congressional requests,
and a failure to preserve records in a way that complies with the Federal Records Act."
uu The response also noted:
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received, dozens of senior officials throughout the Department, including members of
Secretary Clinton's immediate staff exchanged emails with the Secretary using the
personal accounts she used to conduct official business. OIG found evidence that the
Secretary's then-Chief of Staff was informed of the request at the time it was received

and subsequently tasked staff to follow up. However, OIG found no evidence to indicate

that any of these senior officials reviewed the search results or approved the response to
CREW. OIG also found no evidence that the S/ES, L, and IPS staff involved in responding

to requests for information, searching for records, or drafting the response had

knowledge of the Secretary's email usage. e Furthermore, it does not appear that S/ES

searched any email records, even though the request clearly encompassed emails.6s

a In May 2013, the nonprofit organization Judicial Watch filed a FOIA request for records

related to the authorization of a former adviser to Secretary Clinton to undertake

employment outside the Department.lPS tasked S/ES with performing the search, which

returned 23 documents. In August 201-3, AP filed a FOIA request seeking the same

information, but S/ES only returned five documents for a nearly identical request.

O In May 20L4, Judicial Watch filed a FOIA request seeking records related to talking points

given to Ambassador to the United Nations Susan Rice concerning the September 1-1-,

2012, attack on the U.S. diplomatic facilities in Benghazi, Libya.ln July 201-4, Judicial

Watch filed suit in district court because the Department had not responded to the
request. In September 2074,IPS tasked S/ES with conducting the search. S/ES initially
identified five documents but only returned four documents to IPS because it did not
view the fifth document, an email, as responsive. IPS provided the four documents to
Judicial Watch in November 20L4.ln June 201-5, pursuant to an earlier request, several

former officials provided the Department with copies of records that were in their
possession. One of these records included the fifth document identified in the
September 201-4 search by S/ES as part of a longer email chain. S/ES reviewed this

It may be helpful for you to know that messages from the Secretary are occasionally transmitted to the

Department via email. However, these messages are transmitted from a "dummy" email address that is not
capable of receiving replies, rather than from a functioning email account.

il On August 1I,2074, the Department produced to the House Select Committee on Benghazi documents related to
The 2012 attack on U.S. facilities in Benghazi. The production included a number of emails revealing that Secretary

Clinton used a personal email account to conduct official business. OIG discovered four instances, between July and

September 20t4, in which staff from L, A, or the Bureau of Legislative Affairs reviewed the CREW request and the

Department's May 2013 response, but the Department did not amend its response. L and A staff also told OIG that

the Department does not customarily revise responses to closed FOIA requests. Nevertheless, during the course of
this review, Department staff advised OIG of the¡r belief that the Department's response to CREW was incorrect and

that it should have been revised to include the former Secretary's personal email account used to conduct official
government business. OIG notes that the issue may have been resolved insofar as the Department is now engaged in

the process of publishing on its FOIAwebsite the 55,000 pages of personal emails produced by Secretary Clinton.
6s According to a February 26,2073, memorandum to IPS, S/ES stated that its FOIA Analyst spent an hour searching

through the Department cable and telegram system and STARS and did not discover any responsive records. The

Deputy Director reviewed the search and results, but no other official within S/ES conducted a review.
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document and determined that it was in fact responsive to the FOIA request, which the
Department disclosed to the court in July 20L5.

RECOM MENDATIONS

To ensure that FOIA requests involving the Office of the Secretary generate timely, accurate, and
complete searches and responses, OIG has issued the following recommendations to the Bureau

of Administration, the Office of the Secretary, and the Department's Transparency Coordinator.
Their responses can be found in Appendix A.

Recommendation 1: The Bureau of Administration should identify necessary permanent
personnel as part of FOIA workforce planning efforts and quickly acquire those resources so the
Department can comply with applicable law and improve the timeliness of FOIA searches and
responses.

Management Response: In its November 30, 201-5, response, the Bureau of Administration
concurred with this recommendation. It noted that its fiscal year 2017 budget request includes
funding for two additional permanent positions for FOIA and continued funding of 50

temporary positions (eligible family members and rehired annuitants).

OIG Reply: OIG considers the recommendation resolved. The recommendation can be closed
when OIG receives and accepts documentation showing that these 52 positions have been filled.
However, OIG strongly encourages the Bureau of Administration to continue to monitor its
staffing levels to determine whether additional permanent personnel are needed to process

FOIA requests.

Recommendation 2: The Office of the Secretary, Executive Secretariat, should fully comply with
FOIA requirements and Department guidance by (a) searching email records for all FOIA

requests in which relevant records are likely maintained in email accounts; and (b) reminding
S/ES employees that Federal records contained in personal emails may be subject to FOIA when
in the Department's control and should be preserved in the Department's recordkeeping
systems.

Management Response: In its November 30, 201-5, response, the Executive Secretariat concurred
with this recommendation. It noted that its current practice is to search email records for all
FOIA requests in which responsive records are likely to be located.

OIG Replyr OIG considers the recommendation resolved. This recommendation can be closed
when OIG receives a copy of S/ES FOIA policies and procedures that require a search of email
records for all FOIA requests in which relevant records are likely maintained in email accounts
and a reminder to S/ES employees that Federal records contained in personal email may be
subject to FOIA and must be preserved in the Department's recordkeeping systems.
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Recommendation 3: The Office of the Secretary, Executive Secretariat should address

weaknesses in its FOIA processes by:

. Developing written policies and procedures for performing FOIA searches addressed to
the Office of the Secretary.

. Including FOIA duties as part of the performance standards for the Director of Secretariat

Staff.
. Ensuring that executive-level staff members rigorously oversee the FOIA process, to

include regular monitoring activities and implementing corrective actions as needed.
. Coordinating FOIA training for all S/ES, Office of the Secretary, Deputy Secretaries, Under

Secretary for Political Affairs, and Counselor of the Department staff.

Management Response: In its November 30, 20L5, response, the Executive Secretariat concurred

with this recommendation.lt noted that S/ES is currently drafting FOIA policies and procedures

and metrics for timeliness and completeness of FOIA responses. S/ES also noted that the work
requirements for the current Director of the Executive Secretariat include FOIA responsibilities

and that FOIA training for S/ËS staff is in progress.

OIG Reply: OIG considers the recommendation resolved. This recommendation can be closed

when OIG receives copies of S/ES FOIA policies and procedures that include monitoring

activities and the development of metrics that are reviewed by executive-level staff; a copy of
the work requirements for the current Director that include FOIA responsibilities; and FOIA

training records for S/ES employees.

Recommendation 4: The Department's Transparency Coordinator should work with IPS to
develop a quality assurance plan to identify and address Department-wide vulnerabilities in the
FOIA process, including lack of monitoring of FOLA searches and responses, technological
challenges, and the sufficiency of staffing and training.

Management Response: In her response, the Transparency Coordinator concurred with this

recommendation. She endorsed an accountability framework for the Department that includes

processes, roles, standards, and metrics to help ensure that important legal, administrative,

evidential, and historical information requirements of the Department are met.

OIG Repl¡n OIG considers the recommendation resolved. This recommendation can be closed

when OIG receives a copy of the quality assurance plan.
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APPENDIX A: MANAGEMENT RESPONSES

tjnitcd Slates Depertnrent of S{"ate

Alristant Set;rctøry qf State

l<>r Administratkn

Wnshingtun, D.C. 2t)52t¡

November 30,2015

LTNCLASSIFIED

TO: Inspector General - Steve Linick

FROM: Bureau of Administration - Joyce A. Barr

SUBJECT Draft report - Review of the Department of State's FOIA
Processes for Requests Involving the Office of the Secretary
(ESP-16-01 dated November 13, 2015)

The Bureau of Administration thanks the OIG for the opporn¡nity to respond to the
subject draft report and provides the following in response ro the single
recommendation for this bureau's action.

Recommendation l: The Bureau of Administration should identi$ necessary
permanent personnel as part of the FOIA workforce planning efforts and quickly
acquire those resources so the Department can comply with applicable law and

improve the timeliness of FOLA searches and responses.

The Bureau of Administration concurs with this recommendation. As the OIG is
aware, increasing the number of AIGIS/PS FOIA søff is one part of the solution
for improving Departrnent response time to FOIA cases that are often broad and

exûemely complex. To date, A Bureau has taken the following steps to increase

our FOIA staffrng/resources in Fiscal Year 2016 and our request for Fiscal Year
2017.

The A/GIS approved budget request for FY 2016, which includes FOIA, was

$13,932,000. The A Bureau recently requested an additional $8.3M for FY 201ó to
cover the cost of salaries, support, information technology (lT), and other
necessities for 50 new positions dedicated to FOIA operations ("FOIA
50"). Hiring is currently under way for l0 Eligible Family Members (EFMs) and

40 subject matter expert Foreign Service annuitants. A minimum Top Secret

UNCLASSIFIED
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clearance is required for each of these positions and hiring eligible fanily membcrs

and annuitants helps to expedite that clea¡ance requirement. The FY 2016 funding

level for these activities is subject to the availability of FY 2016 appropriations

which are curreritly pending with Congress.

A Bureau's FV 2017 request to OMB includes two FTE and addition¿l support

costs including resources to improve FOIA systems. It is our understanding the

OMB pæs-back fo.FY 2017 is expected laterthis week. Ifprovided, the

resou¡ces requested for FY 2017 should allow the A Bureau to firnd" at least

paftialty, the recurring costs to maintaín the FOIA 50 positions in FY 2017 (i.e.

salaries, support, IT, etc.).

The A Bureau appreciates the OIG's support of our ongoing efforts to improve the

Department's FOIA program.

TJNCLASSIFIED
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Steve Linick, Inspector General

MaryKary Carlson, Acting Executive

United States Department of State

Washíngton, D.C 20520

November30,20l5

çrf

UNCLASSTFIED

TO:

FROM:

SUBJECT: Response to Draft OIG Review ofthe Department of State's
FOIA Processes for Requests Involving the Office of the
Secretary

The Executive Secretariat thanks the OIG for the opportunity to respond to this
review and values the OIG's study of the Department's FOIA process. The
Secretariat has the following specific responses to the recommendations contained
in the report.

Recommendation 1: While this recommendation is directed to the A Bureau, the
Executive Sec¡etariat notes that it has experienced a commensurate increase in the
number of FOIA requests and also needs more staffdedicated to F0lA-related
work. SÆS-S is currently in the process of reprogramming one FTE position to
work on FOIA. While the growing FOIA workload has affected response times,
S/ES-S records do not match the number ofpending FOIA requests cited in the
draft report. S/ES-S and AIGIS/PS have agreed to work together to review and
reconcile the number of outstanding FOIA cases involving the Office of the
Secretary.

Recommendation 2: The Executive Secretariat strongly agrees with the OIG
recommendation that it should fully comply with FOIA requirements and
Department guidance by searching email records for all FOIA requests in which
relevant records are likely maintained in email accounts. This is the current
practice of the Executive Secretariat staff (SÆS-S) and is the instruction provided
to all offices engaged in FOIA searches involving the Office of the Secreøry and
compoÍs with the instruction provided to all ofüces in the Department.

The Executive Secretariat further agrees with the OIG recommendation that SÆS
employees should be reminded that Federal records contained in personal emails
may be subject to FOIA and should be preserved in the Department's record-
keeping systems. All Department employees received this guidance and
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instruction from the Under Secretary for Management on October 17,2014 andit
is reiterated to all S/ES and S bureau employees in their check-in, periodic training,
and check-out briefings on records management. As instructed in the above-

referenced guidance from the Under Secretary for Management, to ensure Federal

records contained in personal emails are preserved in the Department's
recordkeeping systems, all employees are required to copy or forward any personal

message containing a Federal record to their official Depafment email accounts

for appropriate retention and archiving.

Recommendation 3: The Executive Secretariat welcomes the OIG's suggestions

for improvement in its FOIA processes and concurs with all four elements of the

recommendation. The Executive Secretariat has already taken steps to implement

these recommendations, specifically:

1. Written policies and procedures (SOPs) are currently being drafted for all
involved in the FOIA search process in the S bureau. These SOPs will be

cleared with A/GIS/IPS and others in the Department, as appropriate.

2. The work requirements of the current Director of the Executive Secretariat

staff (s/Es-s) include oversight and management of the FOIA process for
S/ES.

3. The Director of the Executive Secretariat Staff oversees all FOIA searches

conducted by SÆS-S staff and reviews and approves all responses to A
Bureau. S/ES-S mânagement is developing me8ics for timeliness of
response and completeness of searches.

4. The Acting Executive Secretary and other senior Executive Secretariat

managers have recently completed FOIA training conducted by A/GIS, and

training sessions are being arranged for staffof the office of the Secretary,

the Deputy Secretaries, the Under Secretary for Political Affairs, and the

Counselor.

The Secretariat notes þ. 9 of draft report) the OIG comment on the fact that S/ES

tasks cunent S, D, D-MR, P, and C employees to search through their own email

accounts for responsive records in FOIA cases. The Executive Secretariat would

like to clarifu for OIG that this is standard practice Department-wide per guidance

from A Bureau. The Executive Secretariat would further like to clariff for OIG
that S/ES-S does review the results ofall such searches.

Recommendation 4: The Executive Secretariat looks forward to continuing
ongoing collaboration with the Transparency Coordinator to improve the FOIA
process. In particular, fhe Secretariat strongly supports the recommendation to

focus on technological challenges to conducting successful FOIA searches.

UNCLASSIFIED
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TO:

FROM:

SUBJECT:

W

Steve Linick, Inspector General

Janice f,. lí\þs, Transparency Coordinator

Response to Draft OIG Review of the Department of State's
FOIA Processes for Requests Involving the Office of the
Secretary

I appreciate the work by your Special Projects team to identiff needed
improvements to processes and procedures related to the Department's handling of
requests under the Freedom of Information Act (FOIA). I will take the opportunity
in the Quality Assurance Plan (QAP) to address FolA-related issues
(Recommendation 4) within the context of information management within the
Department.

As Transparency Coordinator, my overall vision is a 2¡" century enterprise-wide
information management system that advances the Department's goals of increased
efficiency, transparency, and accountability. Under this vision, records
management is less an independent arm in the information landscape and a more
integrated process and functional system within a whole-of-enterprise information
and knowledge management environment.

Information is one of the Deparûnent's most valuable assets requiring careful
management, thoughtful governance and strategic consideration in its use and
control. The tG report recommends a stronger focus on information govemance,
technological challenges and suffrcient staffing and training. Specifically, the
Department needs an accountability framework that covers the processes, roles,
standards, and metrics to help ensure that important legal, administrative,
evidential and historical information requirements of the Department are met.
Creating this framework is the goal of the QAP I will prepare, in concert with
A/GIS/PS, SÆS and other pertinent offices.

The Department is not alone in dealing with the information management
challenges associated with today's fast changing, data-driven world. Many
agencies have the same issues: records managemenlFolA traditionally have not
been a high priority; a new norm of a high volume of requests and litigation cases;
staffing and funding shortfalls; outdated technology or technology silos;
insufäcient records-related intemal controls; and insuffrcient trainingleducation on
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the importance of efiective management of information/records. Secretary Kerry
recognizes these challenges and my appointment was one step towards trying to
address these matters holistically.

My plan will address all these issues, again with a view towards finding
Department-wide solutions. I will start with a communications strategy that begins
to talk about information management in new ways to highligbt the important role

that aI Depsrtneut¡ e¡nplpyeeqplay in prgsqrving reçodC. &i! wjllbegþ with a
message from the top followed up by periodic messages to domestic and overseas

employees.

Thank you for the opportunity to provide comments to the repof on FOlA-related
processes. I look forward to helping to implement your recommendations both on
FOIA and on records preservation in general.
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ABBREVIATIONS

A
A/GIS

AP

c
CREW

D

Department
Deputy Director
FAM

FOIA

GAO

IPS

FREEDOMS

L

OIG

P

s

s/Es
S/ES-IRM

STARS

Bureau of Administration
Office of Global Information Services
Associated Press

Counselor of the Department
Citizens for Responsibility and Ethics in Washington
Deputy Secretary
Department of State

S/ES Deputy Director of Correspondence, Records, and Staffing
Foreign Affairs Manual
Freedom of Information Act
Government Accountability Office
Office of Information Programs and Services
Freedom of Information Document Management System
Office of the Legal Adviser
Office of Inspector General
Under Secretary for Political Affairs
Office of the Secretary
Office of the Secretary, Executive Secretariat
S/ES Office of Information Resources Management
Secretariat Tracking and Retrieval System
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OIG EVALUATIONS AND SPECIAL PROJECTS TEAM

Jennifer L. Costello, Team Leader

David Z. Seide, Team Leader

Michael Bosserdet, Office of Inspections
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Brett Fegley, Office of Inspections
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Kristene McMinn, Office of Inspections
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Office of the Secretary: Evaluation of
Email Records Management and

Cybersecu rity Req u i rements

IMPORTANT NOTICE: This report is intended solely for the official use of the Department of State or the
Broadcasting Board of Governors, or any agency or organization receiving a copy directly from the Office

of Inspector General. No secondary distribution may be made, in whole or in part, outside the
Department of State or the Broadcasting Board of Governors, by them or by other agencies or

organizations, wìthout prior authorization by the Inspector General. Public availability of the document
will be determined by the Inspector General under the U.S. Code, 5 U.S.C. 552. Improper disclosure of this
report may result in criminal, civil, or administrative penalties.
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What OIG Evaluated
As part of ongoing efforts to respond to
requests from the current Secretary of State

and several Members of Congress, the Office
of Inspector General (OIG) reviewed records

management requirements and policies
regarding the use of non-Departmental
communications systems. The scope of this
evaluation covers the Office of the Secretary,

specifically the tenures of Secretaries of State

Madeleine Albright, Colin Powell, Condoleezza
Rice, Hillary Clinton, and John Kerry.

This report (1.) provides an overview of laws,

regulations, and policies related to the
management of email records; (2) assesses the
effectiveness of electronic records
management practices involving the Office of
the Secretaryi (3) evaluates compliance with
records management requirements; and (4)

examines information security requirements
related to the use of non-Departmental
systems.

What OIG Recommends
OIG makes eight recommendations. They
include issuing enhanced and more frequent
guidance on the permissible use of personal

email accounts to conduct official business,

amending Departmental policies to provide
for administrative penalties for failure to
comply with records preservation and

cybersecurity requirements, and developing a

quality assurance plan to address
vulnerabilities in records management and
preservation. The Department concurred with
all of OIG's recommendations.

UNCLASSIFIED

May 2016
OFFICE OF EVALUATIONS AND SPECIAL PROJECTS

Office of the Secretary: Evaluation of Email Records

Management and Cybersecurity Requirements

What OIG Found
The Federal Records Act requires appropriate management and
preservation of Federal Government records, regardless of
physical form or characteristics, that document the organization,
functions, policies, decisions, procedures, and essential

transactions of an agency. For the last two decades, both
Department of State (Department) policy and Federal regulations
have explicitly stated that emails may qualify as Federal records.

As is the case throughout the Federal Government, management
weaknesses at the Department have contributed to the loss or
removal of email records, particularly records created by the
Office of the Secretary. These weaknesses include a limited ability
to retrieve email records, inaccessibility of electronic files, failure
to comply with requirements for departing employees, and a
general lack of oversight.

OIG's ability to evaluate the Office of the Secretary's compliance
with policies regarding records preservation and use of non-
Departmental communications systems was, at times, hampered
by these weaknesses. However, based on its review of records,
questionnaires, and interviews, OIG determined that email usage
and preservation practices varied across the tenures of the five
most recent Secretaries and that, accordingly, compliance with
statutory, regulatory, and internal requirements varied as well.

OIG also examined Department cybersecurity regulations and
policies that apply to the use of non-Depaftmental systems to
conduct official business. Although there were few such
requirements 20 years ago, over time the Department has

implemented numerous policies directing the use of authorized
systems for day-to-day operations. In assessing these policies,

OIG examined the facts and circumstances surrounding three
cases where individuals exclusively used non-Departmental
systems to conduct official business.

olG
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OBJECTIVES AND M ETHODOLOGY

In April 201-5, the Office of Inspector General (OIG) initiated an evaluation to address concerns

identified during recent audits and inspectionsl and to respond to requests from the current
Secretary of State and several Members of Congress involving a variety of issues, including the
use of non-Departmental systems2 to conduct official business, records preservation

requirements, and Freedom of Information Act (FOIA) compliance. This report, which is the
fourth and final to document OIG's findings in these areas,3 addresses efforts undertaken by the
Department of State (Department) to preserve and secure electronic records and

communications involving the Office of the Secretary. Specifically, this report (L) provides an

overview of laws, regulations, and policies related to the management of email records; (2)

assesses the effectiveness of electronic records management practices involving the Office of
the Secretary; (3) evaluates staff compliance with records management requirements; and (4)

examines information security requirements related to the use of non-Departmental systems.

As part of the current evaluation, OIG reviewed laws, policies, and practices from (and, in some
cases, prior to) 1-997 through the present, covering the tenures of five Secretaries: Madeleine
Albright (January 23, I997-January 20,2001-); Colin Powell (January 20, 2l)L-)anuary 26,2005);

Condoleezza Rice (January 26,2005-January 20,2009); Hillary Clinton (January 2L,2009-
February L,20L3); and John Kerry (February 1,20L3-Present).

OIG reviewed the requirements of the Federal Records Acta and the Federal Information Security

Management Act (FISMA)s and related regulations; circulars and directives issued by the
President, the National Archives and Records Administration (NARA), the National Institute of
Standards and Technology (NIST), and the Office of Management and Budget (OMB); applicable

t OIG has identified the following issues: inconsistencies across the Department in identifying and preserving records,

hacking incidents and other issues affecting the security of Department electronic communication, delays and other
processing problems related to FOIA requests, and concerns about an Ambassador's use of private email to conduct
official business. See OIG, Review of State Messaging and Archive Retrieval Toolset and Record Email (lSP-l-15-15,

March 2015); OlG, Audit of the Department of State Information Security Progra,m (AUDIT-1-S -L7, October 2014);

OlG, Management Alert: OIG Findings of Significant and Recurring Weaknesses in the Department of State

Information System Security Prograrn (AUDIT-14-03, November 2013); OIG, Inspection of the Bureau of
Administration, Global Informat¡on Seruicet Office of Information Programs and Seruices (lSP-l-12-54, September

2012); and OlG, Inspection of Embassy Nairobi Kenya (ISP-l-12-384, August 2012).

' For purposes of this work, OIG uses the term "non-Departmental systems" to mean hardware and software that is

not owned, provided, monitored, or certified by the Department of State.
3 Previous reports include the following: OIG, Potential Issues ldentified by the Office of the Inspector General of the
Intelligence Community Concerning the Department of State's Process for the Review of Former Secretary Clinton's

Emails under the Freedom of Information,4cf (ESP-15-04, July 2075), OlG, Evaluatton of the Depdrtment of State's
FOIA Processes for Requests Involving the Office of the Secretary(ESP-16-01, January 2016), and OlG, Ctassified

Material Discovered in Unclassified Archival Materiai (ESP-16-02, March 20L6).
o 44 U.S.c. chapters 2L,29,31, and 33.
t Pub. L. No. 107-347, title III, 116 Stat. 2946 (2002). In 2014, FISMA was replaced by the Federal Information SecuriÇ

Modernization Act,44 U.S.C. 5 3551 (2014).
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Department directives issued in the Foreign Affairs Manual(FAM) and lhe Foreign Affairs
Handbook(FAH);6 and guidance and policies in cables and memoranda. Appendix A summarizes
the relevant laws and policies that OIG reviewed during this evaluation.

OIG employed a number of strategies to test compliance with email records preservation

requirements applicable to each Secretary's tenure, including (1-) sending questionnaires to
current and former staff of the Office of the Secretary requesting information about email usage

and preservation practices; (2) reviewing records and public statements related to email usage;
(3) comparing stated practices against applicable laws and policies; and (4) searching available
hard-copy and electronic files to identify and analyze email records and assess staff practices.

OIG faced a number of challenges in conducting this testing, which will be discussed in greater
detail throughout the report.

OIG also interviewed dozens of former and current Department employees, including the
Deputy Secretary for Management and Resources (D-MR);the Under Secretary for Management
(M); the Assistant Secretary and other staff in the Bureau of Administration (A); and various staff
in the Office of the Secretary and its Executive Secretariat (S/ES), the Office of the Legal Adviser
(L), the Bureau of Information Resource Management (lRM), and the Bureau of Diplomatic
Security (DS).ln conjunction with the interviews, OIG reviewed paper and electronic records and
documents associated with these offices. OIG also consulted with NARA officials. Finally, OIG

interviewed Secretary Kerry and former Secretaries Albright, Powell, and Rice. Through her
counsel, Secretary Clinton declined OIG's request for an interview. T

OIG conducted this work in accordance with quality standards for evaluations as set forth by the
Council of the Inspectors General on Integrity and Efficiency.

BACKGROU N D

The Federal Records Act requires the head of each agency to "make and preserve records
containing adequate and proper documentation of the organization, functions, policies,

decisions, procedures, and essential transactions of the agency and designed to furnish the

6 The Department articulates official guidance, including procedures and policies, on matters relating to Department
management and personnel in the Foreign Affairs Manual and Handbook.2 FAM 1111.1 (July 3, 2013).

7 
In addition to Secretary Clinton, eight former Department employees declined OIG requests for interviews: (1) the

Chief of Staff to Secretary Powell (2002-05); (2) the Counselor and Chief of Staff to Secretary Clinton (2009-13); (3) the
Deputy Chief of Staff for Policy to Secretary Clinton (2009-11) and the Director of Policy Planning (2011-13); (4) the
Deputy Chief of Staff for Operations to Secretary Clinton (2009-13); (5) the Deputy Assistant Secretary for Strategic

Communication (2009-13); (6) the Director of the S/ES Office of Information Resources Management (2008-13); (7) a

Special Advisor to the Deputy Chief Information Officer (2009-13) who provided technical support for Secretary
Clinton's personal email system; and (8) a Senior Advisor to the Departmenf who supervised responses to
Congressional inquiries (2014-15). Two additional individuals did not respond to OIG interview requests: the Deputy
Secretary of State for Management and Resources (2011-13) and an individual based in New York who provided

technical support for Secretary Clinton's personal email system but who was never employed by the Department.
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information necessary to protect the legal and financial rights of the Government and of persons

directly affected by the agency's activities."s Effective records management is critical for
ensuring that sufficient documentation of an agency's business is created, that an agency can

efficiently locate and retrieve records needed in the daily performance of its mission, and that
records of historical significance are identified, preserved, and made available to the public.s

Citing its responsibilities under the Federal Records Act, the Department sent letters in October
and November 20L4 to the representatives of former Secretaries Albright, Powell, Rice, and

Clinton requesting that they make available copies of any Federal records in their possession,

such as emails sent or received on a personal email account while serving as Secretary of State.

In response, Secretary Albright's representative advised that Secretary Albright did not use a

Department or personal email account during her tenure, and Secretary Rice's representative
advised that Secretary Rice did not use a personal email account to conduct official business.l0

Representatives for Secretaries Powell and Clinton acknowledged that the Secretaries used
personal email accounts to conduct official business.

Secretary Powell has publicly stated that, during his tenure as Secretary, he "installed a laptop
computer on a private line" and that he used the laptop to send emails via his personal email
account to his "principal assistants, individual ambassadors, and foreign minister colleagues."ll
Secretary Powell's representative advised the Department in 201-5 that he did not retain those
emails or make printed copies.l2 Secretary Powell has also publicly stated that he generally sent
emails to his staff via their State Department email addresses but that he personally does not
know whether the Department captured those emails on its servers.t3

Secretary Clinton employed a personal email system to conduct business during her tenure in
the United States Senate and her 2008 Presidential campaign. She continued to use personal

email throughout her term as Secretary, relying on an account maintained on a private server,
predominantly through mobile devices. Throughout Secretary Clinton's tenure, the server was

located in her New York residence.la

t 44 U.S.C. 5 3101. The FAM assigns these recordkeeping responsibilities to officials within the Bureau of
Administration. 1 FAM 2L4 (May 1, 2009); I tAM 214.2 (November 25, 1998); 1 FAM 216.4 (January t7, L997).
s 

GAO, Nat¡onal Archives and Records Administration: Oversight and Management Improvements Initiated, but More
Action Needed(GAO-I1-15, October 5, 2010).
to Letter from Margaret P. Grafeld, Deputy Assistant Secretary for Global Information Systems, Bureau of
Administration, U.S. Department of State, to Paul M. Wester, Jr., Chief Records Officer for the U.S. Government, NARA
(April 2, 2015) [hereinafter Grafeld Letter].
tt Colin Powell, It Worked For Me: In Life and Leadership!09 (2012).
12 Grafeld Letter. Secretary Powell did not provide his emails to the Department in any form.
t' ABC News, This Week Transcript: Former Secretary of State Colin Powell (March 5, 2015), available at
http://abcnews.go.com/Politics/week-transcript-secretary-state-colin-powell/story?id=29463658.
1a A March L7,2OOg memorandum prepared by S/ES{RM staff regarding communications equipment in the
Secretary's New York residence identified a server located in the basement.
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In December 20L4, in response to Department requests, Secretary Clinton produced to the
Department from her personal email account approximately 55,000 hard-copy pages,

representing approximately 30,000 emails that she believed related to official business.ln a

letter to the Department, her representative stated that it was the Secretary's practice to email
Department officials at their government email accounts on matters pertaining to the conduct
of government business. Accordingly, the representative asserted, to the extent that the
Department retained records of government email accounts, the Department already had
records of the Secretary's email preserved within its recordkeeping systems.ls

PRESERVATION REQUIREMENTS HAVE GENERALLY REMAINED

CONSISTENT AS LAWS AND POLICIES RELATED TO THE USE OF

EMAILS HAVE EVOLVED

The requirement to manage and preserve emails containing Federal records has remained
consistent since at least l-995, though specific policies and guidance related to retention
methods have evolved over time. In general, the Federal Records Act requires appropriate
management, including preservation, of records containing adequate and proper documentation of
the "organization, functions, policies, decisions, procedures, and essential transactions of the
agency."16 Although emails were not explicitly mentioned in the Federal Records Act or FAM until
the mid-1-990s, the law has stated since l-943 that a document can constitute a record "regardless of
physical form or characteristics."lT

NARA promulgates regulations providing guidance to agencies on implementation of the Federal

Records Act and recordkeeping obligations more generally.ls Since l-990, the regulations issued by
NARA have explained that the medium of the record may be "paper, film, disk or other physical type
or form" and that the method of recording may be "manual, mechanical, photographic, electronic, or
any other combination of these or other technologies."le These regulations also have stated that a
record can be made "by agency personnel in the course of their official duties, regardless of the
method(s) or the medium involved."20 See Appendix A for a compilation of preservation laws

and policies that were in effect during the tenures of each Secretary, from Secretary Albright
through Secretary Kerry. Figure l- shows the evolution of management and preservation
requirements related to emails containing Federal records.

tt Letter from Cheryl Mills, cdmills Group, to Patrick F. Kennedy, Under Secretary of State for Management (December

s,20t4).
tu 44 u.s.c. s 3101.
17 H.R. 2943, Records Disposal Act of 1943, 57 Stat. 380 (July 7 , lg43).
tt 44 u.s.c. s 2904.
t'36 

c.F.R. g L222.L2(b)(2) (1990).

'o 36 c.F.R. s L222.t2(b)(3) (1990).
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Figure l.: Timeline of Selected Records Management Requirements and Policies
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Email Records Equivalent to Other Records: In l-995, NARA amended the Code of Federal

Regulations to confirm that "messages created or received on electronic mail systems may meet
the definition of record."2lThe regulations also referenced the use of electronic communications
systems external to the Government, indicating that "agencies with access to external electronic
mail systems shall ensure that Federal records sent or received on these systems are preserved
in the appropriate recordkeeping system."22 Arecordkeeping system is a manual or electronic
system that captures, organizes, and categorizes records to facilitate their preservation, retrieval,
use, and disposition.23 The FAM adopted similar requirements in 1.995, by providing in pertinent
part that:

all employees must be aware that some of the variety of the messages being exchanged
on email are important to the Department and must be preserved; such messages are

considered Federal records under the law.2a

The FAM also included examples of emails that could constitute Federal records, including those
providing key substantive comments on a draft action memorandum, documenting significant
Department decisions and commitments reached orally, and conveying information of value on
important Department activities.2s The Department has frequently reminded employees of this
requirement, including through a November 2009 announcement to all employees that noted
that Federal records can be found in "any media, including email, instant messages, social
media, etc."26 However, the Department believes that the majority of the millions of emails sent
to and from Department employees each year are non-permanent records with no long-term
value.

ln 20L4, Congress amended the Federal Records Act explicitly to define Federal records to
include "information created, manipulated, communicated, or stored in digital or electronic
form."27

Methods of Preservation: According to NARA regulations, an agency "must ensure that
procedures, directives and other issuances ... include recordkeeping requirements for records in

all media, including those records created or received on electronic mail systems."28 These
recordkeeping requirements include identifying specific categories of records to be maintained

" 36 c.F.R. 5 L222.34(e) (1995).

" 36 c.F.R. s L222.24(a)(4) (1995).

" 36 c.F.R. s 1220.18 (2009).

'o 5 FAM 2143.1(c) (october 30, 1995).

" 5 FAM 443.2(d) (october 30, 1995).

'u See, e.g., 09 STATE 120561; Department of State, Records Management Responsibilities, Announcement No.
2009 _\7_125, Novem ber 23, 2009.
27 Presidential and Federal Records Act Amendments of 2014, Pub. L. No: 113-187, 128 Stat. 2003 (November 26,

2014) (amending zl4 U.S.C. 5 3301(a)).

" 36 c.F.R. s L222.24 (october 2,2oog).
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by agency personnel. Such maintenance includes ensuring that complete records are filed or
otherwise identified and preserved, records can be readily found when needed, and permanent

and temporary records are physically segregated from each other (or, for electronic records,

segregable). Guidance issued by both NARA and the Department emphasize that every

employee has records management responsibilities and must make and preserve records

according to the law and Department policy.2s

At the Department, compliance with this regulation and preservation of emails that constitute
Federal records can be accomplished in one of three ways: print and file; incorporation into the
State Messaging and Archive Retrieval Toolset (SMART); or the use of the NARA-approved

Capstone program for capturing the emails of designated senior officials. Since 1995, the FAM

has instructed employees, "until technology allowing archival capabilities for long-term
electronic storage and retrieval of E-mail messages is available and installed," emails warranting
preservation as records must be printed out and filed with related Department records.3o NARA

regulations codified in 2009 also specified that agencies must not use an electronic mail system

to store the recordkeeping copy of electronic mail messages identified as Federal records unless

that system contains specific features.3l However, according to the Department, its technology
has "lagged behind" this mandate.

" 5 FAM 414.8 (September L7,2004). The prior version was located in 5 FAM 413.10 (October 30, L995). See also,

NARA, Frequently Asked Questions about Records Management in General, available at:

http://www.archives.gov/records-mgm/faqs/general.html#responsibility (January 20, 2001) (stating that "Federal

employees are responsible for making and keeping records of the¡r work.").
to 5 FAM 443.3 (October 30, 1995). S/ESIRM reported to OIG that it has preserved email files numbering in the

thousands for selected senior officials dating back at least as far as Secretary Powell's administration, although OIG

found that these files are maintained in a format that makes them almost impossible to review or use.

ut 36 C.F.R. 91236.22 (2009). These required features are specified in 36 C.F.R. S 1236.20(b) as follows:

(a) General. Agencies must use electronic or paper recordkeeping systems or a combination of those

systems, depending on their business needs, for managing their records. Transitory email may be managed

as specified in 5 1236.22(c).

(b) Electronic recordkeeping. Recordkeeping functionality may be built into the electronic information
system or records can be transferred to an electronic recordkeeping repository, such as a DoD-5015.2 STD-

certified product. The following functionalities are necessary for electronic recordkeeping:

(1) Declare records. Assign unique identifiers to records.

(2) Capture records. Import records from other sources, manually enter records into the system, or
link records to other systems.

(3) Organize records. Associate with an approved records schedule and disposition instruction.

(4) Maintain records securiÇ. Prevent the unauthorized access, modification, or deletion of declared

records, and ensure that appropriate audit trails are in place to track use of the records.

(5) Manage access and retrieval. Establish the appropriate rights for users to access the records and

facilitate the search and retrieval of records.

(6) Preserve records. Ensure that all records in the system are retrievable and usable for as long as

needed to conduct agency business and to meet NARA-approved dispositions. Agencies must
develop procedures to enable the migration of records and their associated metadata to new

storage media or formats in order to avoid loss due to media decay or technology obsolescence.
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In 2009, IRM introduced SMART throughout the Department, enabling employees to preserve a
record copy of emails through their Department email accounts without having to print and file
them.32 However, the Office of the Secretary elected not to use SMART to preserve emails, in part

because of concerns that the system would allow overly broad access to sensitive materials. As a

result, printing and filing remained the only method by which emails could properly be preserved

within the Office of the Secretary in full compliance with existing FAM guidance.

In August 20L2, OMB and NARA issued a memorandum requiring agencies to eliminate paper

recordkeeping and manage all email records in an electronic format by December 3L, 201-6.33

Subsequently, in August20L3, NARA published a bulletin authorizing agencies to use the
Capstone approach to manage emails based upon the sender or recipient's role within the
agency (rather than the content of the email), which "allows for the capture of records that
should be preserved as permanent from the accounts of officials at or near the top of an agency
or an organizational subcomponent."3a In February 201-5, S/ES began retaining the emails of
senior Department officials within its purview using the Capstone approach, a pract¡ce that was

broadened to approximately 200 senior officials across the Department in September 20l-5.3s

However, if an employee is not a senior official under Capstone, he or she would still be

responsible for preserving emails in an appropriate agency recordkeeping system, such as

through the use of SMART or printing and filing.

Requirements for Email Records in PersonalAccounts: As previously stated, documents can

qualify as Federal records regardless of the location, method of creation, or the medium
involved. Consequently, records management requirements have always applied to emails

(7) Execute disposition. Identify and effect the transfer of permanent records to NARA based on

approved records schedules. Identify and delete temporary records that are eligible for disposal.

Apply records hold or freeze on disposition when required.

(c) Backup systems. System and file backup processes and media do not provide the appropriate
recordkeeping functionalities and must not be used as the agency electronic recordkeeping system.

32 Prior OIG reports have observed that that use of the SMART system to create record emails has varied widely across

Department offices. OlG, Review of State Messaging and Archive Retrieval Toolset and Record Email (ISP-I-15-15,

March 2015) and OIG, Inspection of the Bureau of Administration Global Information Seruices, Office of Information
Programs and Seruices (ISP-I-12-54, September 2012).
ut OMB and NARA, Memorandum for The Heads of Executive Ðepaftments and Agencies and Independent Agencies:

Managing Government Records Directive (OMB Memorandum M-12-18) (August 24,2012).

'o NARA, Guidance on a New Approach to Managing Email Records, Bulletin No. 2013-02 (August 29,2013), available

at https://www.archives.gov/records-mgmVbulletins/2013/2013-02.html.

" On January 29,2075, the Executive Secretary notified the covered officials in the offices of the Secretary (S), the
Deputy Secretaries of State (D), the Under Secretary for Political Affairs (P), and the Counselor of the Department (C)

that on February l, 2015, S/ES-IRM would begin permanently retaining all email activity in their State Department
accounts. This notice also stated: "You should not use your private email accounts (e.9., Gmail) for official business."
Later in 2015, the Under Secretary for Management notified all Assistant Secretaries and equivalents and Principal

Deputies that all their email will be permanently stored and indexed beginning September 1, 20L5. See Memorandum
To All Assistant Secretarie; Assistant Secretary Equivalentg And Príncipal Deputies: Email Retention (July 29, 2015).
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exchanged on personal email accounts, provided their content meets the definition of a record.

ln 2004, NARA issued a bulletin noting that officials and employees "must know how to ensure

that records are incorporated into files or electronic recordkeeping systems, especially records
that were generated electronically on personal computers." ln 2009, NARA amended its
regulations explicitly to address official emails on personal accounts:

Agencies that allow employees to send and receive official electronic mail messages

using a system not operated by the agency must ensure that Federal records sent or
received on such systems are preserved in the appropriate agency recordkeeping
system.36

In the 201-4 amendments to the Federal Records Act, Congress added a provision prohibiting

agency employees from creating or sending a record using "a non-official electronic messaging

account" unless they copy their official electronic messaging account in the original creation or
transmission of the record or forward a complete copy of the record to their official electronic
messaging account within 20 days.37 Shortly before the enactment of the 2014 amendments, the
Department issued an interim directive with similar requirements3s and subsequently updated
the FAM in October 2015 as follows:

Under the Presidential and Federal Records Act Amendments of 20L4, employees are
prohibited from creating or sending a record using a non-official email account unless

the employee (L) copies the employee's official email account in the original creation or
transmission, or (2) forwards a complete copy of record (including any attachments) to
the employee's official email account not later than 20 days after the original creation or
transmission....The U.S. National Archives and Records Administration has advised that
"personal accounts should only be used in exceptional circumstances." Therefore,
Department employees are discouraged from using private email accounts (e.9., Gmail,

AOL, Hotmail, etc.) for official business. However, in those very limited circumstances
when it becomes necessary to do so, the email messages covering official business sent
from or received in a personal account must be captured and managed in a Department
email system in a manner described above in accordance with the Presidential and

Federal Records Act Amendments of 20L4.lf an employee has any emails (regardless of
age) on his or her private email account(s) that have not already been forwarded to the
employee's official email account, then such emails need to be forwarded to the
employee's state.gov account as soon as possible. Employees are reminded that private

email accounts should not be used to transmit or receive classified information.3e

'u 36 c.F.R. I r236.22(b).

" 44 u.s.c. s 2911(a).
38 Department of State, A Message from Under Secretaty for Management Patrick F. Kennedy regarding State

Department Records Responsibilities and Policy, Announcement No. 2014-10-115, October 77 , 2014.

" 5 FAM 443.7 (October 23,20L5). Furthermore, the Consolidated Appropriations Act of 2016, which became Public

Law 114-113 on December 18,2015, requires, at Section 7077,that the Department update policies and directives

needed to comply with Federal statutes, regulations, and presidential executive orders and memoranda concerning
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However, forwarding to or copying an employee's official email account alone is not sufficient to
fully meet records management requirements unless an employee's email is being captured
under the Capstone approach. If such an email qualifies as a record, employees are still
responsible for preserving it in an appropriate agency recordkeeping system, such as through
the use of SMART or printing and filing.

Safeguards for Loss or Removal of Records: Both the Federal Records Act and NARA regulations
also focus on preventing the removal, loss, or alienation of Federal records. The Act requires the
head of each agency to establish safeguards against the removal or loss of records, including
making it known to officials and employees of the agency (1) that records in the custody of the
agency are not to be alienated or destroyed and (2) the penalties provided by law for the
unlawful removal or destruction of records.ao Although the FAM itself does not contain any
explicit administrative penalties for removal or destruction of records, it does advise employees
that such penalties exist and cites the Federal Records Act for this assertion.al

NARA regulations require each agency to have procedures to ensure that departing officials and
employees do not remove Federal records from agency custody.a2 The Department has

implemented these requirements through various FAM and FAH provisions that prohibit
employees from removing, retiring, transferring, or destroying Department records; prohibit
departing employees from removing any records; require each departing employee to sign a

separation statement certifying that he or she has surrendered all documentation related to the
official business of the Government; and require a review of documents proposed for removal
by a departing employee. a3 For example, since L982, the Department has given the

the preservation of all records made or received in the conduct of official business, including record emails, ¡nstant
messaging, and other online tools. The Act also required the Department to direct departing employees that their
records belong to the Federal government and to report within 30 days on the steps required to implement the
recommendations issued by OIG in the March 2015 Review of State Messaging and Archive Retrieval Toolset and
Record Email (lSP-1-15-15) and any recommendations from the OIG review of the records management practices of
the Department of State. Section 7077 also contains a prohibition from the use of certain appropriated funds to
support the use or establishment of email accounts or email servers created outside the .gov domain or not fitted for
automated records management as part of a Federal government records management program in contravention of
the Presidential and Federal Records Act Amendments of 2014 and a provision for withholding $10,000,000 from the
Capital Investment Fund until the records management reports required under Section 7077 are submitted to
Congress.
ao 44 u.s.c. s 3105.
ot 5 FAM 413(aX6) (September L7,2OO4). NARA's regulations interpreting the Federal Records Act refer to the criminal
penalties in 18 U.S.C. 9S 641,2071, but do not cite to any administrative penalties. 36 C.F.R. S L230.12.
o' 36 c.F.R. 5 7222.24(a)(6) (october 2,2oog).
o' 5 FAM 431.5(d) (July 31, 20L2);5 FAM 432.4(d) (July 31, 2012);5 tAM 4L4.7 (June 19, 2075); t2 FAM 564.4 (July 10,

2015); 5 FAH-4 H-277.2 (August 13, 2008). These are the most current versions of these provisions, but the
requirementshaveexistedatleastsince1995. Seealso5FAH-4H-218a(April 15,L997).tor relateddiscussionsof
agency responsibilities concerning removal of agency documents by senior officials upon departure, see also GAO,

Federal Records: Removal of Agency Documents by Senior Officials Upon Leaving Office (GAO/GGD-89-91, July 1989),

and GAO, Document Removal by Agency Heads Needs Independent Overs¡ght (GAO/GGD-9L-117, August 1991).

ESP-16-03

UNCLASSIFIED

10



UNCI.ASSIFIED

responsibility to the management section of each bureau, office, or post to ensure that every

departing employee has signed a separation statement (form DS-109) that includes the
following certification: "l have surrendered to responsible officials all unclassified documents and
papers relating to the official business of the Government acquired by me while in the employ of
the Department."4 Numerous Department cables and announcements have emphasized the
responsibility of every employee to sign a separation statement before she or he departs.as

Since 2004, both the Department and NARA have issued multiple notices emphasizing the need

to preserve emails that constitute Federal records and to surrender all Federal records prior to
departing government employment.a6 These include an August 2004 memorandum from the
Executive Secretary that reminded departing officials not to remove any documentary materials,

whether personal or official and whether in written or electronic form, until such materials have

been reviewed by records and security officers. The memorandum also required departing
officials to ensure that all record mater¡al they possess is incorporated in the Department's

official files. The Department reiterated this guidance in April, June, and October 2008.47 S/ES

conducts annual workshops with the Agency Records Officer on records management for
departing senior officials and their staffs. Such workshops were held in February 2007,

September 2008, June 2009, April 2010, October 20Ll-, October 2012, October 20L3, October
201,4, and June 2015.

* 5 FAM 477.2 (March L6, L982);5 FAM 413.9 (October 30, 1995); 5 FAM 4L4.7 (September 17, 2004).
o' 

See, e.g., Procedures for the Removal of Personal Papers and Non-Record Material - 5 FAM 400, 5 FAH-4,

Announcement No. 2000_01_021, January 14,2000; Procedures for the Removal of Personal Papers and Non-Record
Materia| Announcement No.2005_02_017,tebruary 3,2005;05 STATE 00018818 (February 1,2005);14 STATE 56010
(May 09, 20L4).
a6 See, e.g, NARA, Protecting Federal records and other documentary materials from unauthorized removal, Bulletin

No. 2005-03 (December 22, 2Q04); NARA, ¡//R/4 Guidance for Implementing Section 207(e) of the E-Government Act
of 2002, Bulletin No. 2006-02 (December 15, 2005); Department of State, Records Management Procedures,

Announcement No. 2007_02_L47, tebruary 28,2Q07; Department of State, Preserving Electronic Message (E-mail)

Records, Announcement No. 2009-06-090, June L7, 2009;14 STATE 111506 (September 75, 2074); Department of
State, Departing Officials: Procedures for the Removal of Personal Papers and Non-Record Material, Announcement
No. 2008_04_089, April \7, 2008; Department of State, Reminder - Departing Officials: Procedures for the Removal of
Personal Papers and Non-Record Material, Announcement No. 2008-06-095, June 16, 2008; Department of State,

Reminder - Departing Officials: Procedures for the Removal of Personal Papers and Non-Record Material,

Announcement No. 2008_10_087, October 16, 2008 ("The willful and unlawful removal or destruction of records is

punishable by a fine or imprisonment of up to three years, or both (18 U.S.C. 5 2077).");09 STATE 120561 (November

23,2009); Department of State, Records Management Responsibilities, Announcement No. 2009_11_125, November
23,2009; NARA, Confinuing Agency Responsibilities for Scheduling Electronic Recordç Bulletin No. 2010-02 (February

5, 2010); Department of State, A Message from Under Secretary for Management Patrick F. Kennedy regarding State

Department Records Responsibilities and Policy, Announcement No. 2014-10-115, October !7,20L4.
a7 Memorandum from Karl Hoffman, Executive Secretary, to all Under Secretaries and Assistant Secretaries, Refresher

on Records Responsibilities and Review(August 9, 2004).
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MANAGEMENT WEAKNESSES CONTRIBUTE TO LOSS OF

EMAIL RECORDS

As discussed above, the Federal Records Act and related NARA regulations impose records

management responsibilities on both Federal agencies and individual employees. For agencies,

these responsibilities include establishing "effective controls" to manage the creation,

maintenance, use, and disposition of records in order to achieve adequate and proper

documentation of the policies and transactions of the Federal Government.as According to
NARA, an effective records disposition program depends on schedulingae all records, regardless

of location and regardless of physical form or characteristics (paper or electronic).s0 Therefore,

agencies must implement a records maintenance program so that complete records are filed or
otherwise identified and preserved, records can be readily found when needed, and permanent

and temporary records are physically segregated or are segregable from each other.sl

According to a 20L0 U.S. Government Accountability Office (GAO) report, most agencies do not
prioritize records management, as evidenced by lack of staff and budget resources, absence of
up-to-date policies and procedures, lack of training, and lack of accountability.s2 In its most
recent annual assessment of records management, NARA identified similar weaknesses across

the Federal Government with regard to electronic records in particular. NARA reported that 80

percent of agencies had an elevated risk for the improper management of electronic records,

reflecting serious challenges handling vast amounts of email, integrating records management
functionality into electronic systems, and adapting to the changing technological and regulatory
environments.s3

In an effort to develop solutions to its own electronic records management challenges and to
comply with NARA and OMB requirements, in 201-3 the Department established the Electronic

Records Management Working Group (ERMWG).54 The Under Secretary for Managementss

a8 44 u.s.c. ss 3101, 3102.
ae A records schedule identifies records as either temporary or permanent. All records schedules must be approved by

NARA. A records schedule provides mandatory instructions for the disposition of the records (including the transfer of
permanent records and disposal of temporary records) when they are no longer needed by the agency. As part of the

ongoing records life cycle, disposition should occur in the normal course of agency business. 44 U.S.C. $5 3303, 3303a.
s0 see http.//www.archives.govlrecords-mgmVpublications/disposition-of-federal-records/chapter-2.html
5t 36 c.F.R. s 1222.34.
t'GAO, Information Management: The Challenges of Managing Electronic Records (GAO-10-8381 July 1"7, 2010).
t' NARA, Records Management Self-Assessment 2074 (November 6, 2015).
uo The ERMWG is chaired by the Director of the Office of Management Policy, Rightsizing and Innovation, and its

members include the Chief Information Officer (CIO) and representatives from L, IRM, and A.
tt OMB and NARA Memorandum M-12-18, Memorandum for The Heads of Executive Departments and Agencies and
Independent Agencies: Managing Government Records Directive requires each agency to designate a Senior Agency

Official (SAO) at the Assistant Secretary level or its equivalent with "direct responsibility for ensuring the department

or agency efficiently and appropriately complies with all applicable records management statutes, regulations, and

NARA policy, and the requirements of th¡s Direct¡ve. The SAO must be located within the organization so as to make
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approved recommendations submitted by the ERMWG, which included updating guidance on
preserving senior officials' emails, developing a pilot program for the Capstone approach to
record email, and directing IRM to perform a cost-benefit analysis of upgrading SMART as

opposed to obtaining other solutions for preserving the emails of senior officials.s6

In September 20L5, Secretary Kerry named a former career Senior Foreign Service Officer as the
Department's Transparency Coordinator. The Transparency Coordinator has been tasked with
leading the Department's efforts in conjunction with the ERMWG to meet the President's

Managing Government Records directive, responding to OIG's recommendations, and working
with other agencies and the private sector to explore best practices and new technologies.

While these are positive steps, OIG identified multiple email and other electronic records
management issues during the course of this evaluation. In its technical comments on this
report, the Department noted that its budget has been declining over the past years and has not
kept pace with inflation at a time when its national security mission is growing. According to the
Department, it did request additional resources for records management for fiscal year 20L7, but
additional funding will still be needed to fully address its records management challenges.

Insufficient Oversight of the Recordkeeping Process: During the 2O-year period covered by this
evaluation, S/ES has had day-to-day responsibility for the Secretary of State's records
management responsibilities, and it relies upon guidance and records schedules promulgated
by the Bureau of Administration. The Bureau of Administration "plans, develops, implements,
and evaluates programs, policies, rules, regulations, practices, and procedures on behalf of the
Secretary to ensure compliance with the letter and spirit of relevant statutes, executive orders,
and guidelirìes."57 The Office of Information Programs and Services (lPS) is the component of the
Bureau specifically tasked with issuing records guidance and overseeing records management
efforts of the Department. Upon request, IPS reviews the records management practices of
Department offices. The Acting Co-Director of IPS currently serves as the Agency Records Officer
with program management responsibility for all records Department-wide throughout their life
cycle (creation, acquisition, maintenance, use, and disposition).lPS has provided briefings, in

conjunction with S/ES, to Office of the Secretary staff and has issued Department-wide notices
and cables about records retention requirements, some of which included requirements to save

email records, including records contained in personal emails. According to the FAM, the
Agency Records Officer is "responsible for seeing that the Department and all of its component
elements in the United States and abroad are in compliance with Federal records statutes and

adjustments to agency practices, personnel, and funding as may be necessary to ensure compliance and support the
business needs of the department or agency." The Under Secretary for Management has served as the Department's

SAO since 2012. Action Memo for the Secretary, Designating A Senior Agency Official (SAO) for Managing
Govern m en t R ecords (Novem ber 27, 2012).
tu 

ERMWG, Action Memo for lJnder Secretary Kennedy: Preseruing Electronically Senior Officials'Record Email
Messages (August 22, 2014).
tt 5 FAM 414.3 (June 9, 2009).
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regulations,"ss yet IPS has not reviewed Office of the Secretary records retention practices

during the current or past four Secretaries' terms.

Although NARA is responsible for conducting inspections or surveys of agencies' records and
records management programs and practices,se it last reviewed the Office of the Secretary's

records retention practices in l-991--a quarter century ago. Beginning in 2009, NARA has relied
on annual records management self-assessments and periodic reports from the Department to
gauge the need to conduct formal inspections. The Department's last two self-assessments did
not highlight any deficiencies.

Print and File Requirements Not Enforced: S/ES staff have provided numerous trainings for the
Office of the Secretary on records preservation responsibilities and the requirement to print and
file email records. However, S/ES staff told OIG that employees in the Office of the Secretary
have printed and filed such emails only sporadically.ln its discussions with OIG, NARA stated
that this lack of compliance exists across the government. Although the Department is aware of
the failure to print and file, the FAM contains no explicit penalties for lack of compliance, and

the Department has never proposed discipline against an employee for failure to comply. OIG

identified one email exchange occurring shortly before Secretary Clinton joined the Department
that demonstrated a reluctance to communicate the requirement to incoming staff.ln the
exchange, records officials within the Bureau of Administration wondered whether there was an

electronic method that could be used to capture the Secretary's emails because they were "not
comfortable" advising the new administration to print and file email records.

Limited Ab¡l¡tyTo Retrieve Email Records: Even when emails are printed and filed, they are

generally not inventoried or indexed and are therefore difficult to retrieve. As an illustration,
almost 3,000 boxes, each filled with hundreds of pages of documents, would have to be

reviewed manually, on a page-by-page basis, in order to identify and review all printed and filed
emails from the Office of the Secretary since 1997. To help alleviate this problem, the Office of
the Secretary could have adopted an electronic email management system in 2009 with the
introduction of SMART. SMART allows users to designate specific emails sent or received
through the Department's email system as record emails; other SMART users can search for and

access record emails, depending on the access controls set by the individual who originally
saved the email. However, prior OIG reports have repeatedly found that Department employees
enter relatively few of their emails into the SMART system and that compliance varies greatly
across bureaus, in part because of perceptions by Department employees that SMART is not
intuitive, is difficult to use, and has some technical problems.60

tt 5 FAM 474.2 (June 9, 2009).
tt 44 U.S.C. 5 2906. For an in-depth assessment of NARA's oversight practices, see GAO, National Archives and
Records Administration: Oversight and Management Improvements Initiated, but More Action Needed (GAO-11-15,

october 2010).
60 

OlG, Review of State Messaging and Archive Retrieval Toolset and Record Email(lSP-l-15-15, March 2015) and OIG,

Inspection of the Bureau of Administration, Global Information Seruices, Office of Information Programs and Seruices
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In 201-5, the Department began permanently retaining the emails of approximately 200 senior

officials pursuant to the Capstone approach discussed previously. The Department also plans to
purchase an off-the-shelf product to electronically manage its emails in keeping with OMB's and

NAM's requirement that it do so by December 201-6.61This product will be adapted to
Department requirements to include an interface that requires users to determine the record

value and sensitivity of an email with one click and an auto-tagging feature that will allow emails
to be stored according to disposition schedules. The new system will also be able to process

legacy email files, such as the Personal Storage Table (.pst) files of departed officials.62 In

addition, the Department expects that the product will improve the Department's ability to
perform more comprehensive email searches.

No Inventory of Archived Electronic Files: The S/ES Office of Information Resources

Management (S/ES-IRM), the unit that handles information technology for the Office of the
Secretary, reported to OIG that it has maintained electronic copies of email records for selected
senior officials dating back as far as Secretary Powell's tenure. These records consist of
thousands of electronic files, principally saved as .pst files. During OIG's fieldwork, S/ES-IRM did
not have an inventory of the .pst or other electronic files that consistently identified the former
email account holder. However, in early 201-6, S/ES-IRM began to create a comprehensive
inventory of these files.63

Unavailable or Inaccessible Electronic Files: When OIG requested specific .pst files, it
encountered difficulties in obtaining and accessing those files. S/ES-IRM was unable to produce

all of the .pst files OIG requested, and some of the requested files were corrupted and their
recovery required considerable resources. Some .pst files were password protected, and staff did
not know the passwords needed to open those files. Other files contained no data at all. Of the
.pst files OIG was able to review, many were incomplete in that they did not span the particular

employee's entire term of service, were mislabeled, or were missing key files such as populated
sent or inbox folders. According to S/ES-IRM, as part of the inventory process currently
underway, it is moving all .pst files in its possession onto servers and clearly labeling them.

Failure To Transfer Email Records to IPS: All Department offices are required to retire, or transfer,
records to IPS in accordance with the Department's records disposition schedules .æ tor records

(lSP-l-12-54, September 2012). As noted previously, the Office of the Secretary did not implement SMART in part

because of concerns the system would allow users to access highly sensitive records.
61 On November 30, 2015, the Department issued a Request for Information to determine the capabilities of the
private sectorto provide and support a system to satisfy recordkeeping requirements involving emails by December

37, 2076. Department of State Email Management Solicitation No. SAQMMA16l0008 (November 30, 2015).
u'The term ".pst" refers to the format used to store copies of email messages, calendar events, and other items within
Microsoft software.
63 According to NARA regulations, creating .pst files ¡s not an approved method of preserving Federal records,

because .pst files do not have the required controls of an electronic records system. 36 C.F.R. 5 1236.10.
* 5 FAM 433 (Juty 3r,2oL2¡
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specific to the Office of the Secretary, the relevant schedules require transferring most records

to IPS at the end of the tenure of the Secretary.6s S/ES has regularly retired paper copies of such

records throughout the Secretaries'terms. However, S/ES has not consistently retired electronic
email records.ln April 2015, S/ES retired nine lots of electronic records containing approximately
L6 gigabytes of data, consisting of emails, memoranda, travel records, and administrative
documents from the tenures of former Secretaries Powell, Rice, and Clinton. However, the only
email accounts included in this material were those of six of former Secretary Powell's staff and

two of former Secretary Rice's staff. No email accounts from Secretary Clinton's staff were in the

retired material.

In addition to retiring records in accordance with disposition schedules, offices must comply
with Department policy requiring them to electronically capture the email accounts of selected

senior officials upon their departure. A January 2009 memorandum from the Under Secretary for
Management required Executive Directors and Management Officers to notify their system

administrators of the departure of Presidential and political appointees and directed the
administrators to copy the email accounts of those officials to two sets of CDs. The

memorandum instructed the office to keep one of the CDs and send the other to IPS for records

preservation.66 The memorandum included an attachment identifying all officials who were

subject to these requirements, including 50 officials from the offices under the purview of S/ES.67

In August 20L4, the Under Secretary sent another memorandum reiterating the requirement to
electronically capture the email accounts of senior officials and broadening the list of officials

subject to the requirement.6s The Director of S/ES-IRM told OIG that S/ES complied with this
requirement by creating .pst files covering the email accounts of the specified officials upon

their departure. However, S/ES has never sent any CDs to IPS.ln its most recent self-assessments

of its records management, the Department stated that it has "established a procedure for
departing officials to have their emails sent to the Department's Records Officer for
preservation," but it failed to note that it has not complied with that procedure for the most

senior officials in the organization.6e

Failure To Follow Department Separation Processes: As noted previously, NARA regulations

require each agency to adopt procedures to ensure that departing officials and employees do

6s The schedule for records specific to the Office of the Secretary is available at:

https://foia.state.g ovl-docs/Records Dispos ition/A-0 1.pdf
uuUnderSecretaryPatrickF.Kennedy, MemorandumforAll UnderSecretaries,Assistantsecretaries,Executíve
Directors and Post Management Officers: Preseruing Electronically the Email of Senior Officials upon their Departure
(January 2009).
67 The llst of officials included the Secretary, Deputy Secretaries, Counselor, Chief of Protocol, Special Assistants to the

Secretary, the Chief of Staff, and the DepuÇ Chief of Staff.
ut Under Secretary Patrick F. Kennedy, Memorandum: Senior Officials'Records Management Responsibilíties (August

28,20L4).
un 

See, e.g, Department of State, Senior Agency Official for Records Management FY 2014 Annual Report Template

(February 5, 2015).
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not remove Federal records from agency custody.To The Department has implemented these
requirements through various FAM provisions, including one that requires every departing
employee to sign a separation statement (DS-109) certifying that he or she has surrendered all

documentation related to the official business of the Government.Tl This function is handled for
the Office of the Secretary by the Office of the S/ES Executive Director (S/ES-EÐ. However, S/ES-

EX told OIG that, as the head of the agency, the Secretary is not asked to follow the exit process.

Consequently, Secretaries Albright, Powell, Rice, and Clinton did not sign a DS-1-09 at the end of
their tenures.

Notwithstanding the failure to adhere to separation requirements, all departing Secretaries of
State from Secretary Albright on have followed the procedures governing the removal of
personal papers. The FAH specifies that departing officials who wish to remove any documents
must prepare an inventory of these personal papers and any non-record materials for review by
Department officials.T2 Once the reviewing official is satisfied that removal of the documents
would comply with Federal law and regulations, the reviewing official completes and signs Form

DS-L904 (Authorization for the Removal of Personal Papers and Non-Record Materials). As the
form itself notes, this process is especially important to ensure that the "the official records of
the Department" are not "diminish[ed]." S/ES officials signed DS-1904 forms after the departures
of Secretaries Albright, Powell, Rice, and Clinton. OIG reviewed the completed forms for these
four Secretaries; none listed email as proposed for removal. However, in contrast to the Form

DS-L09, the DS-1904 does not impose a specific requirement to surrender documents.

Failure To Notiff NARA of Loss of Records: Federal laws and regulations require an agency head

to notify NARA of any actual, impending, or threatened unlawful removal or loss of agency
records.T3 Although numerous senior officials emailed Secretaries Powell and Clinton on their
personal email accounts to conduct official business, the Department did not make a formal
request to the former Secretaries for the Federal records contained within these personal

accounts until October and November 20!4.74 The Department also did not promptly notify
NARA about the potential loss of records.Ts NARA officials told OIG they learned of former

to 36 c.F.R. s 1222.24 (zoog).
tt 12 FAM 564.4 (July 10, 2015); 5 FAM 414.7 (June 9, 2015). These are the most current versions of these provisions,

but the requirements have existed since at least L995.

" 5 FAH-4 H-2L7.2 (August 13, 2008).
7t 44 u.s.c. s 3106; 36 c.F.R. s 1230.14.
to In letters to the respective representatives of Secretaries Powell and Clinton, the Department asked that, should
they "be aware or become aware in the future of a federal record, such as an email sent or received on a personal

email account while serving as Secretary of State, that a copy of this record be made available to the Department." In

addition, the Department advised that they should "note that diverse Department records are subject to various
disposition schedules, with most Secretary of State records retained permanently." Therefore, the Department asked

that "a record be provided to the Department if there is reason to believe that it may not othenryise be preserved in

the Department recordkeeping system."
tt In May 2014, the Department undertook efforts to recover potential Federal records from Secretary Clinton.
Thereafter, in )uly 2074, senior officials met with former members of Secretary Clinton's immediate staff, who were

then acting as Secretary Clinton's representatives. At the meeting, her representative indicated that her practice of
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Secretary Clinton's email practices through media accounts in March 2015.lmmediately
thereafter, NARA requested that the Department provide a report concerning "the potential

alienation of Federal email records" created by former Secretary Clinton and actions taken to
recover such records.T6

In April 2015, the Department informed NARA of the information it obtained from the former
Secretaries concerning their email records.TT NARA subsequently requested additional
information about how the Department implements records management requirements with
regard to senior officials.Ts NARA also requested that the Department contact the Internet
service providers (lSPs) associated with the personal accounts of Secretaries Powell and Clinton
to inquire if "it is still possible to retrieve the email records that may still be present on their
servers." The Under Secretary for Management subsequently informed NARA that the
Department sent letters to the representatives of Powell and Clinton conveying this request.Ts

Well before the disclosure in April 201-5, Department officials discussed in 201-1- whether there
was an obligation to search personal email accounts for Federal records.soln 2013, this issue

arose again. Specifically, in early June 201-3, Department staff participating in the review of
potential material for production to congressional committees examining the September 2012

Benghazi attack discovered emails sent by the former Policy Planning Director via his

Department email account to a personal email address associated with Secretary Clinton.ln
ensuing weeks, partly as a result of the staff's discovery, Department senior officials discussed

using a personal account was based on Secretary Powell's similar use, but Department staff instructed Clinton's
representatives to provide the Department with any Federal records transmitted through her personal system. On

August 22,2014, Secretary Clinton's former Chief of Staff and then-representative advised Department leadership that
hard copies of Secretary Clinton emails containing responsive information would be provided but that, given the

volume of emails, it would take some time to produce. Subsequently, in October 2014, the Department began making

formal, written requests to the representatives of Secretaries Albright, Powell, Rice and Clinton to produce any Federal

records maintained in personal accounts. Secretary Clinton produced emails in hard copy form in December 2014.

Thereafter, in March 2015, the Department made a similar request to four of Secretary Clinton's immediate staff.

They produced email from their personal accounts during the summer of 2015.
tu Letter from Paul M. Wester, Jr., Chief Records Officer for the U.S. Government, NARA, to Margaret P. Grafeld,

Deputy Assistant Secretary for Global Information Systems, Bureau of Administration, U.S. Department of State (March

3, 201s).
77 Grafeld Letter.
78 Letter from Paul M. Wester, Jr., Chief Records Officer for the U.S. Governmen! NARA, to Margaret P. Grafeld,

DepuÇ Assistant Secretary for Global Information Systems, Bureau of Administration, U.S. Department of State (July 2,

201s).
t' Letter from Patrick F. Kennedy, Under Secretary of State for Management, to Laurence Brewe¡ Acting Chief Records

Officer for the U.S. Government NARA (November 6, 2015). Secretary Clinton responded to the Department that she

has provided it with all official emails in her possession and pledged to provide any other record emails if they
become available. As of May 2016, the Department has not received a response from Secretary Powell.
80 This was prompted by a FOIA matter, in which a plaintiff inquired about a document it received showing that a staff
assistant in the Office of the Secretary had received a work-related email on her personal accountfrom someone who
was not a Federal employee; the staff assistant had fon¡varded the email to her official account. This matter was

ultimately resolved without further litigation.
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the Department's obligations under the Federal Records Act in the context of personal email
accounts. As discussed earlier in this report, laws and regulations did not prohibit employees
from using their personal email accounts for the conduct of official Department business.

However, email messages regarding official business sent to or from a personal email account
fell within the scope of the Federal Records Act if their contents met the Act's definition of a
record. OIG found that the Department took no action to notify NARA of a potential loss of
records at any point in time.81

STAFF EMAIL USAGE AND COMPLÏANCE WITH RECORDS

MANAGEM ENT REQUIREMENTS VARY

As part of this evaluation, OIG sought to examine whether staff in the Office of the Secretary

complied with relevant email records management requirements, including those associated
with the use of personal email accounts. However, OIG was unable to systematically assess the
extent to which Secretaries Albright, Powell, Rice, Clinton, and Kerry and their immediate staff
managed and preserved email records.ln particular, OIG could not readily retrieve and analyze

email records, in part because of the previously discussed weaknesses in the Department's
records management processes. Although hard-copy and electronic email records dating back

to Secretary Albright's tenure exist, these records have never been organized or indexed. For

example, the Department could not immediately retrieve and make available for review specific
email accounts identified and requested by OIG, which led to 2- to 3-month-long delays in
obtaining the requested records.In addition, OIG was unable to reconstruct many events
because of staff turnover and current employees' limited recollections of past events. These

problems were compounded by the fact that multiple former Department employees and other
individuals declined OIG requests for interviews, and OIG lacks the authority to compel anyone
who is not a current Department employee to submit to interviews or to answer questions.

Moreover, OIG was unable to assess the degree to which Federal records sent though personal

email accounts have been appropriately managed by Secretaries of State and their immediate
staffs. Emails sent from the personal accounts of these individuals to other Department employees
may or may not exist in the Department email accounts of the recipients, but OIG has limited
ability to determine which accounts might contain these records unless the sender of the emails
provides detailed information about the recipients. The Department currently lacks the resources

and technical means to systematically review electronic files in its possession for records.

Despite these issues, OIG discovered anecdotal examples suggesting that Department staff have

used personal email accounts to conduct official business, with wide variations among

81 The current Deputy Secretary for Management and Resources, who during the summer of 2013 served as Counselor
to the Department, told OIG that she recalled conversations with Secretary Kerry about email usage, but the
conversations focused only on Secretary Kerry's practices. In his interview with OIG, Secretary Kerry reported that he

was not involved in any of the discussions regarding Secretary Clinton's emails and that he first became aware of her
exclusive use of a personal email account when an aide informed him around the time the information became public.
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Secretaries and their immediate staff members. For instance, OIG reviewed the Department
email accounts (.pst files) of senior Department employees who served on the immediate staffs

of Secretary Powell and Secretary Rice between 200L and 2008. Within these accounts, OIG

identified more than 90 Department employees who periodically used personal email accounts

to conduct official business, though OIG could not quantify the frequency of this use.

OIG also reviewed an S/ESIRM report prepared in 2010 showing that more than 9,200 emails
were sent within one week from S/ES servers to 16 web-based email domains, including
gmail.com, hotmail.com, and att.net.8z S/ES-IRM told OIG that it no longer has access to the tool
used to generate this particular report. In another instance, in a June 3,20LL, email message to
Secretary Clinton with the subject line "Google email hacking and woeful state of civilian
technology," a former Director of Policy Planning wrote: "State's technology is so antiquated
that NO ONE uses a State-issued laptop and even high officials routinely end up using their
home email accounts to be able to get their work done quickly and effectively."

Notwithstanding the limitations on its ability to conduct a systematic evaluation, the information
available allowed OIG to establish that email usage and compliance with statutory, regulatory,
and Department requirements varied across the past five Secretaries' tenures. The practices of
each Secretary and their immediate staff are discussed below"

Secretary Albright (January 23,L997 -January 20,200L): During Secretary Albright's tenure,

desktop unclassified email and access to the Internet were not widely available to Department
employees. OIG searched selected hard-copy records from her tenure and did not find any

evidence to indicate that Secretary Albright used either Department or personal email accounts

during that period. OIG additionally interviewed Secretary Albright and current and former
Department staff, who further confirmed that she did not use emailwhile serving as Secretary. In

her interview with OIG, Secretary Albright noted that email use was still in its early stages when

she became Secretary, and at the time she had no familiarity with the practice.

With regard to Secretary Albright's immediate staff, OIG did not find any emails that appeared

to be to or from personal accounts and only found a few emails from staff Department accounts

related to the Secretary's schedule. Staff responses on OIG questionnaires also identified
minimal email usage-though two staff noted retaining emails on "Department servers."83 These

responses suggest staff may not have consistently complied with the preservation requirement
to print and file emails containing Federal records.s

t' Not all of these emails may indicate the use of personal email to conduct official business. Some of these emails

could be communications with individuals outside the Department. Others could be communications by employees

on personal matters, which is permissible under the Department's limited-use policy.
83 OIG sent 13 questionnaires to former Secretary Albright's staff and received 8 responses, of which 2 were

anonymous. None of the respondents reported having a personal email account while employed with the
Department, and most did not acknowledge using a Department account. Two noted that they retained their emails

on Department servers and one recalled receiving training on the topic of email preservation.
* 5 FAM 443.3 (October 30, 1995).
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Secretary Powell (January 20,200L - January 26,2005): During Secretary Powell's tenure, the
Department introduced for the first time unclassified desktop email and access to the Internet
on a system known as OpenNet, which remains in use to this day. Secretary Powell did not
employ a Department email account, even after OpenNet's introduction. He has publicly written:

To complement the official State Department computer in my office, I installed a laptop
computer on a private line. My personal email account on the laptop allowed me direct
access to anyone online.l started shooting emails to my principal assistants, to individual
ambassadors, and increasingly to my foreign-minister colleagues ....8t

OIG identified emails sent from and received by Secretary Powell's personal account in selected

records associated with Secretary Powell. During his interview with OIG, Secretary Powell stated
that he accessed the email account via his personal laptop computer in his office, while
traveling, and at his residence, but not through a mobile device. His representative advised the
Department that Secretary Powell "did not retain those emails or make printed copies."86

Secretary Powell also stated that neither he nor his representatives took any specific measures

to preserve Federal records in his email account. Secretary Powell's representative told OIG that
she asked Department staff responsible for recordkeeping whether they needed to do anything
to preserve the Secretary's emails prior to his departure, though she could not recall the names

or titles of these staff. According to the representative, the Department staff responded that the
Secretary's emails would be captured on Department servers because the Secretary had emailed
other Department employees.

However, according to records management requirements and OIG's discussion with NARA,

sending emails from a personal account to other employees at their Department accounts is not
an appropriate method of preserving emails that constitute Federal records.sT Guidance issued

by both NARA and the Department emphasize that all employees have records management
responsibilities and must make and preserve records that they send and receive.8s Moreover, in

keeping with NARA regulations,8s the Department's policies specifically acknowledged that its
email system at the time did not contain features necessary for long-term preservation of
Federal records.eo Therefore, Secretary Powell should have preserved any Federal records he

" Colin Powell, It Worked for Me, aTL09 (20t2).
86 Grafeld Letter.
tt 36 C.F.R. s I234.24(b)(2) (August 28, 1995).
tt 5 FAM 414.8 (September 17, 2004). The prior version was located at 5 FAM 413.10 (October 30, 1995). See also,

NARA, Frequently Asked Questions about Records Management in General, available at:

http://www.archives.gov/records-mgmt/faqs/general.html#responsibiliÇ (January 20, 2007) (stating that "Federal

employees are responsible for making and keeping records of their work.")
tt 36 C.F.R. 57234.24(d) (August 28, 1995). In 2009, this provision was moved to 36 C.F.R. 51236.22(d) (October 2,

2009). It states, "Agencies must not use an electronic mail system to store the recordkeeping copy of electronic mail
messages identified as Federal records unless that system" has certain listed attributes.
s0 As noted previously, Department guidance explained that messages must be printed and filed until "until
technology allowing archival capabilities for long-term electronic storage and retrieval of E-mail records is available
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created and received on his personal account by printing and filing those records with the
related files in the Office of the Secretary.el

NARA agrees that the records should have been printed and filed but also told OIG that any

effort to transfer such records to the Department would have mitigated the failure to preserve

these records. At a minimum, Secretary Powell should have surrendered all emails sent from or
received in his personal account that related to Department business. Because he did not do so

at the time that he departed government service or at any time thereafter, Secretary Powell did
not comply with Department policies that were implemented in accordance with the Federal

Records Act. In an attempt to address this deficiency, NARA requested that the Department
inquire with Secretary Powell's "internet service or email provider" to determine whether it is still
possible to retrieve the email records that might remain on its servers.s2 The Under Secretary for
Management subsequently informed NARA that the Department sent a letter to Secretary
Powell's representative conveying this request.e3 As of May 20L6, the Department had not
received a response from Secretary Powell or his representative.

Members of Secretary Powell's immediate staff who responded to OIG questionnaires described
minimal email usage overall-two staff recalled printing and filing emails in Department
recordkeeping systems.so While the limited number of respondents also asserted they did not
use personal email accounts for official business, OIG discovered some personal email usage for
official business by Secretary Powell's staff through its own review of selected records.

Secretary Rice (January 26,2005 -January 20,2009): Secretary Rice and her representative

advised the Department and OIG that the Secretary did not use either personal or Department
email accounts for official business.ss OIG searched selected records and did not find any

evidence to indicate that the Secretary used such accounts during her tenure.

OIG received limited responses on questionnaires sent to former Secretary Rice's staff. Two staff
recalled printing and filing emails, and only one acknowledged the use of personal email

and installed" that will preserve messages for "periods longer than current E-mail systems routinely maintain them." 5

FAM 443.3 (October 30, 1995).
tt 5 FAM 443.3 (october 30, 1995).
t' Letter from Paul M. Wester, Jr., Chief Records Officer for the U.S. Governmenf NARA, to Margaret P. Grafeld,

DepuÇ Assistant Secretary for Global Information Systems, Bureau of Administration, U.S. Department of State (July 2,

201s).
t' Letter from Patrick F. Kennedy, Under Secretary of State for Management, to Laurence Brewer, Acting Chief Records

Officer for the U.S. Government, NARA (November 6, 2015).
s OIG sent 18 questionnaires to former Secretary Powell's staff and received 6 responses, of which one was

anonymous. Two respondents stated they created records by printing copies of emails from their Department
accounts and filing them ¡nto the Department's records system. One respondent recalled receiving records retention
training.
ss Grafeld Letter.
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accounts for official business.s6 OIG reviewed hard-copy and electronic records of Secretary

Rice's immediate staff and discovered that other staff who did not reply to the questionnaire did
use personal email accounts to conduct official business.

Secretary Clinton (January 2L,2009 - February 1,20L3): Former Secretary Clinton did not use a

Department email account and has acknowledged using an email account maintained on a
private server for official business. As discussed above, in December 20L4, her representative
produced to the Department 55,000 hard-copy pages of documents, representing
approximately 30,000 emails that could potentially constitute Federal records that she sent or
received from April 2009 through early 2013. Secretary Clinton's representative asserted that,
because the Secretary emailed Department officials at their government email accounts, the
Department already had records of the Secretary's email preserved within its recordkeeping
systems.sT

As previously discussed, however, sending emails from a personal account to other employees
at their Department accounts is not an appropriate method of preserving any such emails that
would constitute a Federal record. Therefore, Secretary Clinton should have preserved any
Federal records she created and received on her personal account by printing and filing those
records with the related files in the Office of the Secretary.es At a minimum, Secretary Clinton
should have surrendered all emails dealing with Department business before leaving
government service and, because she did not do so, she did not comply with the Department's
policies that were implemented in accordance with the Federal Records Act.

NARA agrees with the foregoing assessment but told OIG that Secretary Clinton's production of
55,000 pages of emails mitigated her failure to properly preserve emails that qualified as Federal

records during her tenure and to surrender such records upon her departure. OIG concurs with
NARA but also notes that Secretary Clinton's production was incomplete. For example, the
Department and OIG both determined that the production included no email covering the first
few months of Secretary Clinton's tenure-from January 2L,2009, to March 17,2009, for
received messages; and from January 2L,2009, to April L2,2009, for sent messages. OIG

discovered multiple instances in which Secretary Clinton's personal email account sent and

received officialbusiness email during this period. For instance, the Department of Defense
provided to OIG in September 201-5 copies of 19 emails between Secretary Clinton and General

David Petraeus on his official Department of Defense email account; these l-9 emails were not in
the Secretary's 55,000-page production. OIG also learned that the 55,000-page production did

s6 OIG sent 23 questionnaires to Secretary Rice's former staff and received 9 responses. Only one respondent reported
using personal email accounts to conduct official business when "Department accounts were down or inaccessible."
Two respondents said they printed emails and filed them into the Department's records systems; another said he

believed IRM "backed up" all emails. One respondent stated she did not recall any specific instructions about
retaining emails but assumed all emails were captured electronically.
tt Letter from Cheryl Mills, cdmills Group, to Patrick F. Kennedy, Under Secretary of State for Management (December

s,20L4I
nt 5 FAM 443.3 (october 30, 1995).
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not conta¡n some emails that an external contact not employed by the Department sent to
Secretary Clinton regarding Department business.ln an attempt to address these deficiencies,

NARA requested that the Department inquire with Secretary Clinton's "internet service or email
provider" to determine whether it is still possible to retrieve the email records that might remain

on its servers.ee The Department conveyed this request to Secretary Clinton's representative and

on November 6, 201-5, the Under Secretary for Management reported to NARA that the
representative responded as follows:

With regard to her tenure as Secretary of State, former Secretary Clinton has provided
the Department on December 5,20L4, with all federal e-mail records in her custody,
regardless of their format or the domain on which they were stored or created, that may

not otherwise be preserved, to our knowledge, in the Department's recordkeeping

system. She does not have custody of e-mails sent or received during the first few weeks

of her tenure as she was transitioning to a new address, and we have been unable to
obtain these.ln the event we do, we will immediately provide the Department with
federal record e-mails in this collection.l00

With regard to Secretary Clinton's immediate stafl OIG received limited responses to its
questionnaires, though two of Secretary Clinton's staff acknowledged occasional use of personal

email accounts for official business.101 However, OIG learned of extensive use of personal email

accounts by four immediate staff members (none of whom responded to the questionnaire).

During the summer of 201-5, their representatives produced Federal records in response to a

request from the Department, portions of which included material sent and received via their
personal email accounts.l02 The material consists of nearly 72,OOO pages in hard copy and more

than 7.5 gigabytes of electronic data. One of the staff submitted 9,585 emails spanning January

22,2009, to February 24,20L3, averaging 9 emails per workday sent on a personal email

account. In this material, there are instances where the four individuals sent or received emails

" Letter from Paul M. Wester, Jr., Chief Records Officer for the U.S. Government, NARA, to Margaret P. Grafeld,

Deputy Assistant Secretary for Global Information Systems, Bureau of Administration, U.S. Department of State (July 2,

201s).
too Letter from Patrick F. Kennedy, Under Secretary of State for Management, to Laurence Brewer, Acting Chief

Records Officer for the U.S. Government, NARA (November 6, 2015).
101 OIG sent 26 questionnaires to Secretary Clinton's staff and received 5 responses. Three respondents reported that
they did not use personal email accounts to conduct official business. Another reported occasionally using personal

email accounts while traveling with the Secretary and when Department accounts were not working. Another said he

occasionally used his personal laptop or desktop at home to access the Department's OpenNet and that he assumed

all data processed on OpenNet would be available to the Department.
102 The material was produced to the Department for the following individuals:

Title Production Dates

Counselor and Chief of Staff 6/25/2015;8/70/2015:8/L2/20L5

Deputy Chief of Staff for Operations 7 /9/2A$; 8/7 /20ts
Deputy Chief of Staff/Director of Policy Planning 7 /30/2015

DeputyAssistantSecretary,StrategicCommunications 7/28/2015;8/6/L5
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regarding Department business using only their personal web-based email accounts.
Accordingly, these staff failed to comply with Department policies intended to implement NARA

regulations, because none of these emails were preserved in Department recordkeeping systems
prior to their production in 20L5.103 As noted above, NARA has concluded that these subsequent
productions mitigated their failure to properly preserve emails that qualified as Federal records
during their service as Department employees. However, OIG did not attempt to determine
whether these productions were complete. None of these individuals are currently employed by

the Department.

Secretary Kerry (February L,20L3 - Present): Secretary Kerry uses a Department email account
on OpenNet and stated that, while he has used a personal email account to conduct official
business, he has done so infrequently. In his interview with OIG, Secretary Kerry stated that he

used his personal email more frequently when he was transitioning from the U.S. Senate to the
Office of the Secretary. However, after discussions with his aides and other Department staff he

began primarily using his Department email account to conduct official business. The Secretary

stated he may occasionally use personal email for official business when responding to a sender
who emailed him on his personal account. The Secretary also stated that he either copies or
forwards such emails to his Department account and copies his assistant. OIG's limited review of
electronic records shows some personal email account usage by Secretary Kerry. Secretary

Kerry's emails are now being retained using the Capstone approach discussed previously, which
complies with the Federal Records Act and email records management requirements.lø

OIG received responses to questionnaires from most of Secretary Kerry's immediate staff who
reported occasional use of personal email accounts for official business.los A number of staff
also reported that they follow current policy on forwarding emails containing Federal records
from personal accounts to Department accounts.106 OIG's limited review of electronic records
shows some personal email account usage by these staff.

Other staff reported that their emails are being retained using the Capstone approach, and

some mentioned preserving emails through printing and filing. Several staff mentioned
preserving emails by saving them in their Department email accounts. However, as previously

to' 36 C.F.R. 51236.22(d) (October 2, 2AA9;5 FAM 443.3 (October 30, 1995).
tø NARA, Guidance on a New Approach to Managing Email Records, Bulletin No. 2013-02 (August 29, 2OL3), available

at https://www.archives.govlrecords-mgmt/bulletins/2013/20L3-Q2.html.
tot OIG sent 36 questionnaires to Secretary Kerry's staff and received 30 responses (several of the non-respondents
had departed or were departing the Office of the Secretary), as well as a completed questionnaire from Secretary
Kerry. With regard to preservation of Department emails, many reported retaining files in Microsoft Outlook and
others reported that the Department was permanently retaining their email as part of the new Capstone program for
senior officials. Most staff reported receiving training or other guidance on records preservation requirements
through a variety of means, including formal training sessions, briefings, memos, and Department notices. Eleven staff
reported using personal email accounts or other devices for official business, usually because of Internet connectivity
interruptions while traveli ng.
t06 Eight stated that they fonrtrarded or copied these emails to their Department accounts for records preservation
purposes.
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noted, NARA regulations state that agencies may only use an electronic mail system to store the
recordkeeping copy of electronic mail messages identified as Federal records if that system

contains specific features;107 the current Department email system does not contain these

features. Given that the Office of the Secretary does not use the SMART system, staff whose

emails are not being retained under the Capstone approach should still be preserving emails

through printing and filing. However, as previously noted, the Department is in the process of
adopting a new email records management system that will cover the Office of the Secretary
with the goal of meeting the requirement to manage all email records in an electronic format by

December 31, 20L6.108 The Department plans that this system will eventually capture some of
the email currently saved in Department email accounts and all of the email of senior officials

currently being preserved.

CYBERSECURITY RISKS RESULT FROM THE USE OF

NON-DEPARTMENTAL SYSTEMS AND EMAIL ACCOUNTS

In addition to complying with records management and preservation requirements, Department
employees, including those in the Office of the Secretary, must comply with cybersecurity
policies. Department information must be secure and protected from threats.

DS and IRM are the two bureaus within the Department with primary responsibility for ensuring

the security of Department electronic information.loe lRM is responsible for establishing effective
information resource management planning and policies; ensuring the availability of information
technology systems and operations; and approving development and administration of the
Department's computer and information security programs and policies. DS is responsible for
providing a safe and secure environment for the conduct of U.S. foreign policy, including
personal, physical, and information security.l10

According to DS and IRM officials, Department employees must use agency-authorized
information systems to conduct normal day-to-day operations because the use of non-
Departmental systems creates significant security risks. Department policies have evolved

considerably over the past two decades; but since l-996, the FAM and FAH have contained
numerous provisions regulating the use of such outside systems, including computers, personal

devices, Internet connections, and email. (See Appendix A for a compilation of related

cybersecurity laws and policies that were in effect during the tenures of each Secretary, from
Secretary Albright through Secretary Kerry.) These provisions do contemplate limited use of
non-Departmental systems, but the exceptions are quite narrow. Among the risks is the

tot 36 c.F.R. s 7236.22 (october 2,2009).
tot OMB and NARA, Memorandum for The Heads of Executive Departments and Agencies and Independent Agencies:

Managing Government Records Directive (OMB Memorandum M-12-18) (August 24,20L2).
tot l FAM 27r.t(4) (March 5, 2o1o).
tto 

1"2 FAM o1o (December 21,2QQ4).
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targeting and penetration of the personal email accounts of Department employees, which was

brought to the attention of the most senior officials of the Department as early as 2011.111

Another significant risk is the introduction of viruses and malware onto Department systems,
which increases their vulnerability to intrusion.

Based on this evaluation and a previous OIG inspection, OIG identified three Department
officials-Secretary Powell, Secretary Clinton, and a former U.S. Ambassador to Kenya-who
exclusively used non-Departmental systems to conduct official business. As will be discussed in
greater detail below, OIG acknowledges significant differences in the facts and circumstances
surrounding each of these cases.

Employees Generally Must Use Department Information Systems To Conduct
Official Business

The Department's current policy, implemented in 2005, is that normal day-to-day operations
should be conducted on an authorized Automated Information System (AIS), which "has the
proper level of security control to ... ensure confidentiality, integrity, and availability of the
resident information."l12 The FAM defines an AIS as an assembly of hardware, software, and
firmware used to electronically input, process, store, and/or output data.113 Examples include:
mainframes, servers, desktop workstations, and mobile devices (such as laptops, e-readers,

smartphones, and tablets).

This policy comports with FISMA, which was enacted in December 2002 and requires Federal

agencies to ensure information security for the systems that support the agency's operations
and assets, including information security protections for information systems used by a
contractor of an agency or other organization on behalf of an agency.tto FISMA defines
information security as protecting information and information systems from unauthorized
access, use, disclosure, disruption, modification, or destruction in order to provide for the
integrity, confidentiality, and availability of the information and systems.lls In 2006, as required
by FISMA, NIST promulgated minimum security requirements that apply to all information
within the Federal Government and to Federal information systems.116 Among these are
requirements for certifying and accrediting information systems, retaining system audit records
for monitoring purposes, conducting risk assessments, and ensuring the protection of
communications.

"' See e.g., LL SÏATE 65111 (June 28, 2011).

"' !2tAM 544.3 (November 4, 2005). This provision also states that "The Department's authorized telework
solution(s) are designed in a manner that meet these requirements and are not considered end points outside of the
Department's management control."
tt3 12 FAM 091 (January LL,2076).
tto 44 u.s.c. s 3554.

'ls 44 u.s.c. s 3552(bX3).
tt6 NIST, FIPS PUB 2QO: Minimum Security Requirements for Federal Information and Information Systems(March
2006).
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ln 2007, the Department adopted additional policies to implement these requirements,

including numerous provisions intended to ensure that non-Departmental information systems

that process or store Department information maintain the same minimum security controls.

Furthet non-Departmental systems that are sponsored by the Depaftment to process

information on its behalf must be registered with the Department.llT

Restrictions Apply to the Use of Non-Departmental Systems

The FAM and FAH contain a number of restrictions regarding the use of non-Departmental
computers, mobile devices, Internet connections, and personal email to transmit Department
information. These provisions have evolved since l-996, but employees must implement
safeguards or request approval before using such equipment. Figure 2 shows the evolution of
these provisions and related statutes and regulations.

1t7 5 FAH-11 H-al2.a()g) (June 25,2007)
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Figure 2: Timeline of Selected Security Requirements and Policies

Computer Security Act requires agencies to
develop computer security plans and conduct
security training.

2002
FISMA requires that all information systems that
process or store agency information be certified and
accredited according to NIST standards.

FAM requires all Department facilities to use
OpenNet to access the Internet or request a waiver.

2004-

FAM requires permission for Department offìces to
use commercial Internet service providers.

20u)
FAM prohibits use of personal digital assistants
(PDAs) in Department facilities except for strictly
unclassified areas.

2015

PDA restrictions moved to FAH and somewhat
eased; requirement to use authorized AIS for
day-to-day operations added to FAH.

Source: OIG analysis of laws and policies.

FAM prohibits installation or use of privately owned
computers in Department facilities-

2000
OMB Circular A-130 required Federal agencies to
establish information security programs containing
specified elements, including development of a

security plan and security controls.

2æ5
FAM states: "lt is the Department's general policy
that normal day-to-day operations be conducted on
an authorized AIS, which has the proper level of
security control to provide nonrepudiation,
authentication and encryption, to ensure
confidentiality, integrity, and availability of the
resident information."

FAM allows SBU information to be sent over the
Intemet witlr caution.

Department begins Cyber Security Incident Program.

2(x)8
FAM requires administrative, technical, and
physical safeguards for the remote processing
of SBU information.

FAM amended to allow use or ¡nstãllation of
privately owned computers only with DS and
IRM approval.2013-Present John Kerry

20O9-2O13 Hillary Clinton

200 5-20O9 Condoleezza Rice

2OO1-2005 Colin Powell

f 997-2001 Madeleine Albright

1996

1987
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Privately Owned Computers and Mobile Devices: In l-996, the FAM directed Department
systems managers to ensure that privately owned computers were not installed or used in any

Department office building.lls ln 2008, the Department amended this provision to prohibit the

use or installation of non-U.S. Government-owned computers in any Department facility without
the written approval of DS and IRM, with certain exceptions.lls

In 2009, the Department adopted polices addressing the specific requirements for use of non-
Department-owned personal digital assistants (PDAs).120 Under this policy, PDAs could only be

turned on and used within Department areas that are strictly unclassified (such as the cafeteria)

and could not connect with a Department network except via a Department-approved remote-
access program, such as Global OpenNet.l2r ln 2O!4, the Department amended this provision to
authorize Department managers in domestic locations to allow non-Department-owned PDAs

within their specific work areas, provided users maintain a minimum l-0-foot separation between

the PDA and classified processing equipment.ln 201-5, the Department replaced these
provisions with a new FAH provision that included the domestic 1O-foot-separation rule and the

ban on connecting to a Department network except via a Department-approved remote-access
program.t22

Related to these provisions is the Department policy on "remote processing"-the processing of
Department unclassified or sensitive but unclassified (SBU) information on non-Department-
owned systems (such as a home computer or a tablet) or on Department-owned systems (such

as a Department-issued laptop) at non-Departmental facilities (such as at an employee's home
or a hotel)-which has been in place since 2008.123 Under this policy, management and

employees must exercise "particular care and judgment" when remotely processing SBU

information.l2o Offices that allow employees to remotely process SBU information must ensure

that appropriate administrative, technical, and physical safeguards are maintained to protect the

llt 12 FAM 625.2-t (April 12, 1996).
ttt 12 FAM 625.2-l (July 28, 2008). This provision was removed from the FAM in 2015, but a FAH provision prohibits

the installation of non-Department owned information systems within Department facilities without the written

authorization of DS and IRM. 12 FAH-10 H-ll2.l4-2 (September 19,2014). Both the FAM and FAH provisions include

an exception for a non-Department entity that has an approved dedicated space within a Department facility.
120 The FAM defined PDAs as "hand-held computers" including "standard personal digital assistants; e.g., Palm

devices, Win CE devices, etc., and multi-function automated information system (AIS) devices; e.9., BlackBerry devices,

PDA/cell phones, ehc;' L2 FAM 683.1 (December 2,2009).
1" 12 FAM 683.2-3 (December 2,2009).
t" 12FAH-IO H-L65.4 (May 20, 2015). These devices are referred to as Non-Department Owned Mobile Devices

(NDOMDS).
t" 12 FAM 682 (August 4,2008).This subchapter was later removed from the FAM and moved to the FAH at 12 FAH-

10 H-170 (as amended January 11, 2016).
t2o 72tAM682.2-4 (August 4,2OOB).This requirement is currently located at 12 FAH-10 H-L73.4 (January 11,2016).

SBU information is defined in the FAM as information that is not classified for national security reasons but that
warrants or requires administrative control and protection from public or other unauthorized disclosure for other

reasons. Examples include personnel data, visa and asylum records, law enforcement information, privileged

communications, and deliberative inter- or intra-agency communications. 12 FAM 541 (March 5, 2013).
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confidentiality and integrity of records and to ensure encryption of SBU information with
products certified by NIST. Employees must implement and regularly update basic home
security controls, including a firewall, anti-spyware, antivirus, and file-destruction applications for
all computers on the network.l2s ln20L4, the Department added a provision to the FAH to
require users who process SBU information on non-Department-owned storage media to
encrypt it with products certified by NIST.126

Internet Connections: Since the end of 2002, the FAM has required all Department facilities to
use the Department's primary Internet connection, OpenNet, to establish Internet
connectivity.l2t The Department further regulated access to the Internet by establishing rules in
2004 addressing the use of non-Departmental Internet connections in Department facilities.l2s

Personal Email: Since 2002, Department employees have been prohibited from auto-forwarding
their email to a personal email address "to preclude inadvertent transmission of SBU email on
the Internet."12e

The FAM also reminds employees that "transmissions from the Department's OpenNet to and
from non-U.S. Government Internet addresses, and other.gov or.mil addresses, unless

specifically directed through an approved secure means, traverse the Internet unencrypted."l30
The FAM further states that, with regard to SBU information, the Department is expected to
provide, and employees are expected to use, approved secure methods to transmit such

information when available and practical. Howeveç if such secure methods are not available,

employees with a valid business need may transmit SBU information over the Internet
unencrypted so long as they carefully consider that unencrypted emails can pass through
foreign and domestic controlled ISPs, placing the confidentiality and integrity of the information
at risk. In addition, the FAM instructs employees transmitting SBU information outside the

"t t2 FAM 682.2-5 (August 4,2008). Currently, these requirements, as amended, are located at 12 FAH-L0 H-173.4
(January ll,2016). The amended provision requires NIST FIPS 1-40-2 encryption for SBU information in addition to the
use of a firewall anti-spyware, anti-virus, and file destruction applications.
t'u L2 FAH-10 H-!72.1(September 25,2074). Currently, this requirement is located at 12 FAH-10 H-173.4 (January 1L,

2016). If the employee has a wireless home network, the FAH requires use of a NIST-validated product to secure the
wireless connection. 12 FAH-10 H-173.4(9) (September 25,2014).
t" 5 FAM 871 (Decembe r 30,2002). The language of this provision was amended in 2004, 2009, and 2013, but the
basic requirement to use OpenNet has remained consistent.
t" 5 FAM 874.2 (May 4,2004). Currently, these rules are at 5 FAM 872 (May 1, 2014). Department facilities must seek

authorization from the bureau Executive Director or post Management Officer to use such a connection. 5 FAM 872.1
(May 1", 2014). Such systems may not be used to process SBU information, except in limited amounts under exigent
circumstances. 5 FAM 872.2 (May 7,2014).
t" 5 FAM 75L.2 (Februa ry 27, 2002). This rule was amended in 2011 to incorporate a prohibition on including a

personal email address in an auto-reply message. 5 FAM 752.1(e) (November L4,20LL).
tto 12 FAM 544.3 (November 4, 2005). From 2002 to 2005, transmission of SBU information over the Internet was

completely prohibited.5 FAM 751.2 (February 27,2002).
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Department's OpenNet network on a regular basis to the same official or personal email address

to request a solution from IRM.131

In 2015, the Department amended the FAM to incorporate NARA's guidance, which advises

employees that "personal accounts should only be used in exceptional circumstances."l32 This

provision also states that "Department employees are discouraged from using private email

accounts (e.g., Gmail, AOL, Hotmail, etc.) for official business [except] in those very limited
circumstances when it becomes necessary to do so." However, the FAM gives no further
guidance about what type of circumstances would permit use of personal email.

The Department Has Issued Numerous Warnings About Cybersecurity Risks

One of the primary reasons that Department policy requires the use of Department systems is to
guard against cybersecurity incidents. Threats and actual attacks against the Department have

been on the rise for nearly a decade. For example, in May 2006, the Department experienced

large-scale computer intrusions that targeted its headquarters and its East Asian posts.i33

Consequently, the Department has issued numerous announcements, cables, training
requirements, and memos to highlight the various restrictions and risks associated with the use

of non-Depaftmental systems, especially the use of personal email accounts.

As early as 2004, Department cables reminded staff that only Department-approved software

should be installed on the Department's information systems because outside software may

bypass firewall and anti-virus checks, creating an open channel for hackers and malicious code,

thus placing Department networks at serious risk.ls Since then, the Department has published

prohibitions or warnings related to the use of instant messaging, PDAs and smartphones, thumb
drives, CDs and DVDs, Internet browsers, and personally owned devices.l3s Employees are also

reminded of these issues through the Department's requ¡red annual Cybersecurity Awareness

course.136 Further, in 2005 DS's Cyber Threat Analysis Division (CTAD) began issuing notices to
Department computer users specifically highlighting cybersecurity threats. For example, CTAD's

t" 12 FAM 544.2 (November 4, 2oo5).
t" 5 FAM ut43.7 (october 23,2015).
t" 5r" Cyber Insecurity: Hackers Are Penetrating Federal Systems And Critical Infrastructure: Hearing Before the

House Committee on Homeland Security, Subcommittee On Emerging Threat; Cybersecurity And Science And
Technology,llOth Congress (2007) (statement of Donald Reid, Senior Coordinator for Security Infrastructure, Bureau

of Diplomatic Security, U.S. Department of State), at 13-15.
t* 04 STATE 204864 (September 22,2004).
t" jee e.g., 05 STAÏE 096534 (May 2005); Prohibition Against use of Privately Owned Software/Hardware on

Department Automated Information Systems, Announcement No. 2006-01-074 (January 24,2006); Use Of
t-/nclassifïed/SBlJ Thumb Drives, Announcement No. 2008-09-046 (September 9, 2008); Using PEDs Abroad,

Announcement No. 2008_09_068 (September 72,2OQB); Remote Accessing and Processing, Announcement No.

2008_11_061 (November 14,2008);09 STATE 130999 (December 24,2009); Llse of Non-Department Owned Personal

Digital Assistants (PDAs) and Smartphones in Department Facilities, Announcement No. 2010-10-150 (October 26,

2010).
t'u 5 FAM 845 (July 12,2or3).
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not¡ces from 2005 to 201-1 addressed BlackBerry security vulnerabilities, generally citing mobile
devices as a weak link in computer networks.l3t CTAD warned that BlackBerry devices must be

configured in accordance with the Department's security guidelines.

In July 2005, IRM introduced its BlackBerry service that provided domestic users access to their
OpenNet email, calendar, and contacts.l38 From the beginning, the BlackBerry servers were
required to be configured in accordance with the current DS Information Technology Security
Guide, which contains an extensive list of security settings that lock down the devices. These

security standards continue to apply to current Department BlackBerry devices.

In March 2009, after unsuccessful efforts to supply Secretary Clinton with a secure government
smartphone, DS was informed that Secretary Clinton's staff had been asking to use BlackBerry

devices inside classified areas. The Assistant Secretary of DS then sent a classified memorandum
to Secretary Clinton's Chief of Staff that described the vulnerabilities associated with the use of
BlackBerry devices and also noted the prohibition on the use of Blackberry devices in sensitive
areas. According to a DS official, shortly after the memorandum was delivered, Secretary Clinton
approached the Assistant Secretary and told him she "gets it."

The use of personal email accounts to conduct official business has been a particular concern
over the past several years. For example, on March LL,20LL, the Assistant Secretary for
Diplomatic Security sent a memorandum on cybersecurity threats directly to Secretary

Clinton.l3e A portion of the unclassified version of this memorandum states:

Threat analysis by the DS cyber security team and related incident reports indicate a
dramatic increase since January 20LL in attempts by [redacted] cyber actors to
compromise the private home e-mail accounts of senior Department officials. ...

Although the targets are unclassified, personal e-mail accounts, the likely objective is to
compromise user accounts and thereby gain access to policy documents and personal
information that could enable technical surveillance and possible blackmail. The personal

e-mail of family members also is at risk.

The memorandum included as an attachment "a snapshot of affected Department personnel,"
noting that many of the email account owners play major roles in forming diplomatic and
economic policy.l4lt concluded by noting, "We also urge Department users to minimize the use

tu' See e.g., CÍAD, Cyber Security Awareness (March 3, 201L).
138 Department of State, Blackberry Wireless PDA use in the Department of State, Announcement No. 2005-07-018,

luly 7, 20Q5. This announcement also notes: "Personal Blackberry devices are not allowed." In September 2005,

overseas posts were also authorized to procure, install, and operate their own BlackBerry Enterprise Server (BES) and
BlackBerry devices. 05 STATE L72062 (September 2005).
t" OIG asked DS ¡f ¡t had sent memoranda warning of similar risks to other Secretaries, but it could not find any
similar examples.
too Spear phishing was one of the several types of threats included in the Memorandum. It is an attack on a single
user or department within an organization, such as asking employees to update their username and passwords. Once
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of personalweb email for business, as some compromised home systems have been

reconfigured by these actors to automatically fonruard copies of all composed emails to an

undisclosed recipient."

Following the March 201-l- memorandum, DS cybersecurity staff conducted two cybersecurity

briefings of S/ES staff the Secretary's immediate staff, and Bureau of Public Affairs staff in April

and May 20LL. OIG discovered in Secretary Clinton's retired paper files a copy of the classified

presentation used during the briefing. It contains material similar to the type provided in the
March LL, 20LL, memorandum.

On June 28,20L1-, the Department, in a cable entitled "securing Personal E-mail Accounts" that
was approved by the Assistant Secretary for Diplomatic Security and sent over Secretary

Clinton's name to all diplomatic and consular posts, encouraged Department users "to check the
security settings and change passwords of their home e-mail accounts because of recent

targeting of personal email accounts by online adversaries."l4l The cable further elaborated that
"recently, Google asserted that online adversaries are targeting the personal Gmail accounts of
U.S. government employees. Although the company believes it has taken appropriate steps to
remediate identified activity, users should exercise caution and follow best practices in order to
protect personal e-mail and prevent the compromise of government and personal information."
It then recommended best practices for Department users and their family members to follow,
including "avoid conducting official Department business from your personal e-mail
accounts."l42

Three Officials Exclusively Used Non-Departmental Systems for Day-to-Day
Operations

Cybersecurity risks demonstrate the need both for restrictions on the use of non-Departmental
systems and for requirements to seek approval before using such systems. A senior IRM official

hackers obtain this information, they can easily access entry into secured netvvorks. Another example of spear

phishing is asking users to click on a link which deploys spyware.
tot 11 srATE 65111 (June 28,2oLt).
ta2 That portion of the cable reads in full as follows:

3. What can you and your family members do?

(a) Follow the personal e-mail guides posted on the Awareness site to change your password, to ensure that
messages are not auto-foruvarding to an unintended address, and to verify that other security settings are

properly configured.

(b) Beware of e-mail messages that include links to password reset web pages. These can be easily faked.

(c) Create strong passwords for all of your online accounts, change them often, and never use the same

password for more than one account.

(d) Avoid conducting official Department business from your personal e-mail accounts.

(e) Do not reveal your personal e-mail address in your work "Out of Office" message.

(fl Do not auto-fonruard Department e-mail to personal e-mail accounts, which is prohibited by Department
policy (12 FAM 544.3).
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reported to OIG that many Department employees have requested to use non-Departmental
systems to conduct business; examples include requests to use outside video conferencing
systems and file sharing software. According to this official, the Department typically refuses

such requests. For instance, in 2012, Department staff submitted a request to IRM to use an

Internet-based teleconference service.In response, IRM cited the 2005 FAM provision (12 FAM

544.3) requiring that normal day-to-day operations be conducted on an authorized AIS and

further noted that the Department "expect[s] employees to use the tools provided by the
Department to protect sensitive information from unauthorized access or disclosure" and only
permits the use of non-Departmental systems "when absolutely necessary." Other employees
have sought to use Dropbox, a cloud-based file hosting service, but IRM has blocked access to
the site on OpenNet since 201-L because of the risk of unauthorized access to Department data.
The senior IRM official told OIG that the Department seldom encounters "an 'absolutely
necessary'condition that would lead to approval for non-emergency processing/transmission of
Department work outside [the Department's] network."

OIG identified many examples of staff using personal email accounts to conduct official
business; however, OIG could only identify three cases where officials used non-Departmental
systems on an exclusive basis for day-to-day operations. These include former Secretaries Powell

and Clinton, as well as Jonathan Scott Gration, a former Ambassador to Kenya. Although the
former Ambassador was not a member of the Office of the Secretary the Department's
response to his actions demonstrates how such usage is normally handled when Department
cybersecurity officials become aware of it. The facts and circumstances surrounding each of
these cases are discussed below:

Secretary Powell: Secretary Powell has acknowledged using a personal email account from a

commercial Internet provider, which he accessed on a "private line" in his Department office. He

further stated that he had two computers at his desk "a secure State Department machine ...

used for secure material, and...a laptop [used] for email."lo3 Neither the Secretary nor his

representative could recall whether Secretary Powell owned the laptop or whether the
Department provided it to him. However, the Secretary characterized the use of the laptop as his
"unclassified system," which was not connected to OpenNet.ln his interview with OIG, Secretary

Powell explained that, when he arrived at the Department, the email system in place only
permitted communication among Department staff. He therefore requested that information
technology staff install the private line so that he could use his personal account to communicate
with people outside the Department.la He described his email usage as "daily," though OIG was

unable to determine how many emails he actually sent and received during his tenure.

143 Meet the Press (NBC television broadcast September 6, 2015) (interview with Colin Powell), available at
http//www.nbcnews.com/meet-the-press/meet-press-transcript-september-6-2015-n422606.
1a Secretary Powell also acknowledged using his personal account to communicate with Department employees.
Meet the Press(NBC television broadcast September 6, 2015) (interview with Colin Powell).
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Various DS and IRM stafftold OIG that, before Secretary Powell arrived atthe Department,
employees did not have Internet connectivity on their desktop computers. The Depaftment's
Chief Information Officer (CIO) and Under Secretary for Management during Secretary Powell's
tenure reported to OIG that they were aware of Secretary Powell's use of a personal email
account and also noted the Secretary's goal was to provide every Department employee with
similar Internet and email capabilities at their desktops. The current CIO and Assistant Secretary
for Diplomatic Security, who were Department employees during Secretary Powell's tenure, also

were both aware of the Secretary's use of a personal email account and recall numerous
discussions with senior staff throughout the Department about how to implement the
Secretary's intent to provide all employees with Internet connectivity.

However, it is not clear whether staff explicitly addressed restrictions on the use of non-
Departmental systems with Secretary Powell. For example, at the beginning of Secretary Powell's

tenure, the Department had an outright prohibition on both the installation of privately owned
computers in Department facilities and the transmission of SBU information on the Internet.las
By 2002, the Department had established the requirement to connect to the Internet only on
OpenNet.la6 The CIO and Under Secretary for Management during Secretary's Powell's tenure
reported to OIG that they believe that these issues were addressed, either by installing a firewall
to protect the Secretary's Internet connection or providing the Secretary with a Department
laptop. They also reported having multiple discussions with Secretary Powell about the
Department's implementation of FISMA requirements.ln contrast, current DS and IRM officials
who worked at the Department during Secretary Powell's tenure are unsure about the exact
configuration of Secretary Powell's systems and whether staff addressed applicable restrictions
with the Secretary. However, they reported to OIG that the Department's technology and
information security policies were very fluid during Secretary Powell's tenure and that the
Department was not aware at the time of the magnitude of the security risks associated with
information technology.

Secretary Clinton: By Secretary Clinton's tenure, the Department's guidance was considerably
more detailed and more sophisticated. Beginning in late 2005 and continuing through 2011, the
Department revised the FAM and issued various memoranda specifically discussing the
obligation to use Department systems in most circumstances and identifying the risks of not
doing so. Secretary Clinton's cybersecurity practices accordingly must be evaluated in light of
these more comprehensive directives.

Secretary Clinton used mobile devices to conduct official business using the personal email
account on her private server extensively, as illustrated by the 55,000 pages of material making
up the approximately 30,000 emails she provided to the Department in December 20L4.

Throughout Secretary Clinton's tenure, the FAM stated that normal day-to-day operations

tot 12 FAM 625.2-7 (April 12, 1996); 5 tAM75L.2 (February 27,2002).
tou 5 FAM 871 (Decembe r 30,2002).
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should be conducted on an authorized AIS,La7 yet OIG found no evidence that the Secretary

requested or obtained guidance or approval to conduct official business via a personal email

account on her private server. According to the current CIO and Assistant Secretary for
Diplomatic Security, Secretary Clinton had an obligation to discuss using her personal email

account to conduct official business with their offices, who in turn would have attempted to
provide her with approved and secured means that met her business needs. However, according

to these officials, DS and IRM d¡d not-and would not-approve her exclusive reliance on a
personal email account to conduct Department business, because of the restrictions in the FAM

and the security risks in doing so.

During Secretary Clinton's tenure, the FAM also instructed employees that they were expected
to use approved, secure methods to transmit SBU information and that, if they needed to
transmit SBU information outside the Department's OpenNet network on a regular basis to non-
Departmental addresses, they should request a solution from IRM.1a8 However, OIG found no

evidence that Secretary Clinton ever contacted IRM to request such a solution, despite the fact

that emails exchanged on her personal account regularly contained information marked as SBU.

Similarly, the FAM contained provisions requiring employees who process SBU information on
their own devices to ensure that appropriate administrative, technical, and physical safeguards

are maintained to protect the confidentiality and integrity of records and to ensure encryption
of SBU information with products certified by NIST.lae With regard to encryption, Secretary

Clinton's website states that "robust protections were put in place and additional upgrades and

techniques employed over time as they became available, including consulting and employing
third party expefts."1so Although this report does not address the safety or security of her

system, DS and IRM reported to OIG that Secretary Clinton never demonstrated to them that her
private server or mobile device met minimum information security requirements specified by
FISMA and the FAM.

In addition to interviewing current and former officials in DS and IRM, OIG interviewed other
senior Department officials with relevant knowledge who served under Secretary Clinton,
including the Under Secretary for Management, who supervises both DS and IRM; current and
former Executive Secretaries; and attorneys within the Office of the Legal Adviser. These officials
all stated that they were not asked to approve or otherwise review the use of Secretary Clinton's
server and that they had no knowledge of approval or review by other Department staff. These

officials also stated that they were unaware of the scope or extent of Secretary Clinton's use of a
personal email account, though many of them sent emails to the Secretary on this account.
Secretary Clinton's Chief of Staff also testified before the House Select Committee on Benghazi

that she was unaware of anyone being consulted about the Secretary's exclusive use of a

'o' !2 FAM 544.3 (November 4, 2oo5).
tot 12 FAM 544.2 (November 4, 2005).
ton 12 FAM 682 (August 4,2008).
iso https://www.hillaryclinton.com/briefing/factsheets/2O15/Q7/t3/email-facts/ (date last downloaded April 20, 2016).
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personal email address.lst OIG did find evidence that various staff and senior officials

throughout the Department had discussions related to the Secretary's use of non-Departmental
systems, suggesting there was some awareness of Secretary Clinton's practices. For example:

In late-January 2009, in response to Secretary Clinton's desire to take her BlackBerry

device into secure areas, her Chief of Staff discussed with senior officials in S/ES and with
the Under Secretary for Management alternative solutions, such as setting up a separate

stand-alone computer connected to the Internet for Secretary Clinton "to enable her to
check her emails from her desk." The Under Secretary's response was "the stand-alone
separate network PC is [a] great idea" and that it is "the best solution." According to the
Department, no such computer was ever set up.

In November 2010, Secretary Clinton and her Deputy Chief of Staff for Operations

discussed the fact that Secretary Clinton's emails to Department employees were not
being received. The Deputy Chief of Staff emailed the Secretary that "we should talk
about putting you on state email or releasing your email address to the department so

you are not going to spam." In response, the Secretary wrote, "Let's get separate address

or device but I don't want any risk of the personal being accessible."ls2

a

a

O In August 201-l-, the Executive Secretary, the Under Secretary for Management, and

Secretary Clinton's Chief of Staff and Deputy Chief of Staff, in response to the Secretary's

request, discussed via email providing her with a Department BlackBerry to replace her
personal BlackBerry, which was malfunctioning, possibly because "her personal email

server is down." The then-Executive Secretary informed staff of his intent to provide two
devices for the Secretary to use: "one with an operating State Department email account
(which would mask her identity, but which would also be subject to FOIA requests), and

another which would just have phone and internet capability." In another email

exchange, the Director of S/ES-IRM noted that an email account and address had already

1s1The pertinent testimony from the former Chief of Staff, who declined OIG's request for an interview, reads as

follows:

a Was anyone consulted about Secretary Clinton exclusively using a personal email address for her work?

A I don't recall that. If it did happen, I wasn't part of that process. But I don't believe there was a consultation
around it, or at least there's not one that I'm aware ol maybe I should better answer that way based on my

knowledge.

a So no private counsel?
A Not that I'm aware of.

a Okay. The general counsel for the State Department?
A Not that I'm aware of.

a Okay. Anybody from the National Archives?

A Not that I'm aware of. But I can only speak to my knowledge, obviously.

a Sure. And anyone from the White House?

A Not that I'm aware of.
1s2 Secretary Clinton declined OIG's request for an interview. The former Deputy Chief of Staff for Operations has not
responded to OIG's request for an interview.
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been set up for the Secretaryls3 and also stated that "you should be aware that any email
would go through the Department's infrastructure and subject to FOIA searches."lv
However, the Secretary's Deputy Chief of Staff rejected the proposalto use two devices,
stating that it "doesn't make a whole lot of sense." OIG found no evidence that the
Secretary obtained a Department address or device after this discussion.

a OIG identified two individuals who provided technical support to Secretary Clinton. The
first, who was at one time an advisor to former President Clinton but was never a
Department employee, registered the clintonemail.com domain name on January L3,

2009.1ss The second, a Schedule C political appointee who worked in IRM as a Senior
Advisor from May 2009 through February 2OL3,Ls6 provided technical support for
BlackBerry communications during the Secretary's 2008 campaign for President.lsT OIG

reviewed emails showing communications between Department staff and both
individuals concerning operational issues affecting the Secretary's email and server from
201-0 through at least October 2012. For example, in December 20L0, the Senior Advisor
worked with S/ES-IRM and IRM staff to resolve issues affecting the ability of emails

transmitted through the clintonemail.com domain used by Secretary Clinton to reach

Department email addresses using the state.gov domain.ls8

1s3 According to the Departmen! this account was only used by Secretary Clinton's staff to maintain an Outlook
calendar.
t* The former Director of S/ES-IRM declined OIG's request for an interview.
lss The clintonemail.com domain name was registered with Network Solutions Certificate Authority on January 13,

2009 and identifies the advisor to former President Clinton as the registrant.
ttu Schedule C appointments are those of a "confidential or policy-determining character" 5 C.F.R. S 6.2.
is7 Secretary Clinton's counsel advised OIG that the Senior Advisor "performed technology services for the Clinton
family for which he was compensated" by check or wire transfer in varying amounts and various times between 2009
and 2013. In addition, the SeniorAdvisor's direct supervisors in IRM from 2009 to 2013 told OIG they were unaware of
his technical support of the Secretary's email system. While working at the Department, the Senior Advisor reported
directly to the DepuÇ Chief Information Officer (DCIO) for Operations, who in turn reported to the Chief Information
Officer (CIO). The DCIO and CIO, who prepared and approved the Senior Advisor's annual evaluations, believed that
the Senior Advisor's job functions were limited to supporting mobile computing issues across the entire Department.
They told OIG that while they were aware that the Senior Advisor had provided IT support to the Clinton Presidential
campaign, they did not know he was providing ongoing support to the Secretary's email system during working
hours. They also told OIG that they questioned whether he could support a private client during work hours, given his

capacity as a full-time government employee.
ttt At that time, S/ES IRM staff met with the Senior Advisor, who accessed the Secretary's email system and looked at
its logs. The issue was ultimately resolved and, on December 21,20L0, S/ES-IRM staff sent senior S/ES staffers an

email describing the issue and summarizing the activities undertaken to resolve ¡t. On another occasion. the Senior
Advisor met with staff within CTAD and received a briefing on cyber security risks facing the Department. A third
interaction took place on October 30, 2012, during the period when Hurricane Sandy disrupted power in the New
York City area. An email exchange between DepuÇ Chief of Staff for Operations and another member of the
Secretary's staff revealed that the server located in Secretary Clinton's New York residence was down. Thereafter, the
Senior Advisor met with S/ES-IRM staff to ascertain whether the Department could provide support for the server.

S/ES-IRM staff reported to OIG that they told the Senior Advisor they could not provide support because it was a
private server.
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Two staff in S/ES-IRM reported to OIG that, in late 201-0, they each discussed their
concerns about Secretary Clinton's use of a personal email account in separate meetings
with the then-Director of S/ES-IRM.ln one meeting, one staff member raised concerns
that information sent and received on Secretary Clinton's account could contain Federal

records that needed to be preserved in order to satisfy Federal recordkeeping
requirements. According to the staff member, the Director stated that the Secretary's
personal system had been reviewed and approved by Department legal staff and that
the matter was not to be discussed any further. As previously noted, OIG found no

evidence that staff in the Office of the Legal Adviser reviewed or approved Secretary
Clinton's personal system. According to the other S/ES-IRM staff member who raised

concerns about the server, the Director stated that the mission of S/ES-IRM is to support
the Secretary and instructed the staff never to speak of the Secretary's personal email

system again.

On January 9,20LL, the non-Departmental advisor to President Clinton who provided
technical support to the Clinton email system notified the Secretary's Deputy Chief of
Staff for Operations that he had to shut down the server because he believed "someone

was trying to hack us and while they did not get in i didnt [sic] want to let them have the
chance to." Later that day, the advisor again wrote to the Deputy Chief of Staff for
Operations, "We were attacked again so I shut [the server] down for a few min." On

January 10, the Deputy Chief of Staff for Operations emailed the Chief of Staff and the
Deputy Chief of Staff for Planning and instructed them not to email the Secretary
"anything sensitive" and stated that she could "explain more in person."lss

Ambassador Gration: Ambassador Gration served as the U.S. Ambassador to Kenya from mid-
201-1- through mid-20L2. OIG first publicly reported on the activities of Ambassador Gration as

part of its 20L2 inspection of Embassy Nairobi.læ Prior to the inspection, in June 201-l-, DS

learned that the newly posted Ambassador had drafted and distributed a revised mission policy
concerning communications security that authorized him and other mission personnel to use

commercial email for daily communication of official government business. That prompted
senior DS management and cybersecurity staff to email the Ambassador to advise him that DS

was dispatching an experienced Regional Computer Security Officer to provide expertise and

1ss In another incident occurring on May L3,2OIl, two of Secretary Clinton's immediate staff discussed via email the
Secretary's concern that someone was "hacking into her email" after she received an email with a suspicious link.

Several hours later, Secretary Clinton received an email from the personal account of then-Under Secretary of State

for Political Affairs that also had a link to a suspect website. The next morning, Secretary Clinton replied to the email

with the following message to the Under Secretary: "ls this really from you? I was worried about opening it!"
Department policy requires employees to report cybersecuriÇ incidents to IRM security officials when any improper
cyber-securiÇ practice comes to their attention. L2 FAM 592.4 (January 10,2007). Notification is required when a user

suspects compromise of, among other things, a personally owned device containing personally identifiable
information. 12 FAM 682.2-6 (August 4, 2008). However, OIG found no evidence that the Secretary or her staff
reported these incidents to computer secur¡ty personnel or anyone else within the Department.
t* IsP-l-12-384 (August 2012).
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advice in establishing procedures for handling SBU information that adhered to Department
standards for the processing of sensitive material. DS further noted that this visit would be
"especially timely in the wake of recent headlines concerning a significant hacking effort
directed against the private, web-based email accounts of dozens of senior USG officials, which
has generated substantial concern from the Secretary, DepuÇ Secretary Steinberg, and other
Department principals." Notwithstanding the Department's concerns, the Ambassador continued
to use commercial email for official business.

DS then notified the Ambassador via cable on luly 20,2011, that the FAM did not permit him to
use non-government email for day-to-day operations.16l The cable stated in relevant part:

The langua ge in L2 FAM 544.3, which states that "it is the Department's general policy
that normal day-to-day operations be conducted on an authorized [automated
information systeml" is purposely included to place employees on notice that if they are
given a tool that provides an adequate level of security encryption, such as an OpenNet
terminal ... or any other Depaftment-supplied security mechanism that works in the
given circumstance, they must use it. 12 FAM 544.3 goes on to say that in the absence of
a Department-supplied security solution employees can send most SBU information
unencrypted via the internet only when necessary, with the knowledge that the nature of
the transmission lends itself to unauthorized access, however remote that chance might
be. ... Given the threats that have emerged since 2005, especially in regard to phishing

and spoofing of certain web-based email accounts, we cannot allow the proliferation of
this practice beyond maintaining contact during emergencies. We are all working toward
the same end-to protect the availability, integrity and confidentiality of Department
information and systems, while recognizing that emergency situations may arise,
particularly for our employees serving overseas. ... The Department is not aware of any
exigent circumstances in Nairobithat would authorize a deviation from the requirement
to use Department systems for official business.

However, the Ambassador continued to use unauthorized systems to conduct official business.

The Department subsequently initiated disciplinary proceedings against him for his failure to
follow these directions and for several other infractions, but he resigned before any disciplinary
measures were imposed.

OIG could find no other instances where the Department initiated disciplinary procedures

against a senior official for using non-Departmental systems for day-to-day operations.

tut lL srATE 73417 (July 20,2oLr).
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CONCLUSION

Longstanding, systemic weaknesses related to electronic records and communications have

existed within the Office of the Secretary that go well beyond the tenure of any one Secretary of
State. OIG recognizes that technology and Department policy have evolved considerably since

Secretary Albright's tenure began in L997. Nevertheless, the Department generally and the

Office of the Secretary in particular have been slow to recognize and to manage effectively the
legal requirements and cybersecurity risks associated with electronic data communications,
particularly as those risks pertain to its most senior leadership. OIG expects that its
recommendations will move the Department steps closer to meaningfully addressing these risks.
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RECOM MENDATIONS

To ensure compliance with Federal and Department requirements regarding records
preservation and use of non-Departmental systems, OIG has issued the following
recommendations to the Bureau of Administration, the Office of the Secretary, the Bureau of
Information Resources Management, the Bureau of Human Resources, and the Department's
Transparency Coordinator. Their complete responses can be found in Appendix B. The Department
also provided technical comments that OIG incorporated as appropriate into this report.

Recommendation 1: The Bureau of Administration should
. continue to issue guidance, including periodic, regular notices, to Department

employees to remind them that the use of personal email accounts to conduct official
business is discouraged in most circumstances,

. clarify and give specific examples of the types of limited circumstances in which such use

would be permissible, and
o instruct employees how to preserve Federal records when using personal email accounts.

Management Response: In its May 23, 201-6, response, the Bureau of Administration concurred
with this recommendation.lt will continue to issue guidance on records management practices
and policies, and will ensure that this guidance explicitly reminds employees that the use of
personal emails accounts to conduct official business is discouraged.

OIG Reply OIG considers the recommendation resolved. The recommendation can be closed
when OIG receives and accepts documentation of this additional guidance.

Recommendation 2: The Bureau of Administration should amend the Foreign Affairs Manualto
reflect the updates to Department recordkeeping systems that provide alternatives to print and
file emails that constitute Federal records.

Management Response: In its May 23,2016, response, the Bureau of Administration concurred
with this recommendation. It noted that it is currently working with the Transparency
Coordinator to update sections of the FAM related to the Department's recordkeeping/retention
schedules, with a goal to eliminate the practice of print and file as the Department's policy for
the retention of emails by December 31", 201-6.

OIG Reply: OIG considers the recommendation resolved. The recommendation can be closed
when OIG receives and accepts documentation of the amendment.

Recommendation 3: The Office of the Secretary, Executive Secretariat, should work with the
Office of Information Programs and Services to conduct an inventory of all electronic and hard-
copy files in its custody and evaluate them to determine which files should be transferred to the
Office of Information Programs and Services in accordance with records disposition schedules or
Department email preservation requirements.
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Management Response: In its May L6, 201-6, response, the Executive Secretariat concurred with
this recommendation. It noted that the inventory of electronic and hard copy files has been

ongoing since January 20L6 and that once it is complete, the Executive Secretariat will retire all

such records according to applicable records schedules.

OIG Repl¡r OIG considers the recommendation resolved. The recommendation can be closed

when OIG receives and accepts documentation that this effort has been completed.

Recommendation 4: The Office of the Secretary, Executive Secretariat, should work with the
Office of Information Programs and Services to improve policies and procedures to promote
compliance by all employees within its purview, including the Secretary, with records

management requirements. These policies should cover the retirement of records in accordance

with records disposition schedules, preservation of email and other electronic records of
departing officials, and training of employees on their records preservation responsibilities.

Management Response: In its May L6, 20L6, response, the Executive Secretariat concurred with
this recommendation. It noted that it is committed to coordinating closely with the Office of
Information Programs and Services to provide updated guidance and training to all staff.

OIG Repl¡r OIG considers the recommendation resolved. The recommendation can be closed

when OIG receives and accepts a copy of the policies and procedures.

Recommendation 5: The Office of the Secretary, Executive Secretariat, should work with the
Office of Information Programs and Services to ensure that all departing officials within its
purview, including the Secretary of State, sign a separation form (DS-1-09) certifying that they
have surrendered all Federal records and classified or administratively controlled documents.ln
addition, staff should ensure that all incoming officials within its purview, including the
Secretary, are thoroughly briefed on their records preservation and retention responsibilities,

including records contained on personal email accounts.

Management Response: In its May 1-6, 2016, response, the Executive Secretariat concurred with
this recommendation. It noted that it is instituting a process whereby completed DS-109 forms
are placed in the employee's permanent electronic performance files to ensure they are easily
accessible.

OIG Repl¡r OIG considers the recommendation resolved. The recommendation can be closed

when OIG receives and accepts documentation of this process.

Recommendation 6: The Department's Transparency Coordinator should work with the Office of
Information Programs and Services to develop a quality assurance plan to promptly identify and

address Department-wide vulnerabilities in the records preservation process, including lack of
oversight and the broad inaccessibility of electronic records.
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Management Response: In her May L6, 2016, response, the Transparency Coordinator concurred
with this recommendation. She noted that this plan will be part of her continuing efforts, in
coordination with the Office of Information Programs and Services and the Executive Secretariat,
to improve overall governance of the Department's information, including how it is captured,
stored, shared, disposed of and archived.

OIG Reply: OIG considers the recommendation resolved. The recommendation can be closed
when OIG receives and accepts a copy of the quality assurance plan.

Recommendation 7: The Bureau of Information Resource Management should
. issue regular notices to remind Department employees of the risks associated with the

use of non-Departmental systems;

o provide periodic briefings on such risks to staff at all levels; and

. evaluate the cost and feasibility of conducting regular audits of computer system usage
to ascertain the degree to which Department employees are following the laws and
policies concerning the use of personal email accounts.

Management Response: In its May 23,2016, response, the Bureau of Information Resource

Management concurred with this recommendation.It noted that it will continue to issue regular
notices regarding the risks associated with the use of non-Departmental systems. With regard to
the evaluation of the cost and feasibility of regular computer system audits, the Bureau has

considered such an effort but has concluded that audits conducted on such a wide scale would
not be beneficial or feasible, especially because the Department already conducts continuous
monitoring to ensure the integrity of the Department's networks and systems.

OIG Reply: OIG considers the recommendation resolved. The recommendation can be closed
when OIG receives and accepts documentation of additional educational efforts.

Recommendation 8: The Director General of the Foreign Service and Director of Human
Resources should amend the Foreign Affairs Manualto provide for administrative penalties for
Department employees who (1-) fail to comply with recordkeeping laws and regulations or (2) fail
to comply with Department policy that only authorized information systems are to be used to
conduct day-to-day operations. The amendment should include explicit steps employees should
take if a reasonable suspicion exists that documents are not being preserved appropriately,
including a reminder that the Office of Inspector General has jurisdiction to investigate and refer
to appropriate authorities suspected violations of records preservation requirements.

Management Response: In its May 23,201-6, response, the Department concurred with this
recommendation. It will revise the FAM accordingly. The Department also noted that under 3

FAM 4370, it currently has authority to discipline violations of any administrative regulations that
do not provide a penalty.
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OIG Reply: OIG considers the recommendation resolved. The recommendation can be closed

when OIG receives and accepts documentation of the revision.
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APPENDIX A: RELEVANT LAWS AND POLICIES DURING THE

TENURES OF THE FIVE MOST RECENT SECRETARIES OF STATE

Madeleine Albrioht (Januarv 23.L997 - Januarv 20. 2001)

Foreign Affairc Manual(FAM) and Foreign Affairc Handbook(FAH) Requirements for Use of
Non-Departmental Systems: Since 1996, the FAM directed Department of State (Department)

systems managers to ensure that privately owned computers were not installed or used in any

Department office building.l

Applicable Cybersecurity Provisions and Related Guidance: In 1988, Congress enacted the
Computer Security Act to require all Federal agencies to identify computer systems containing
sensitive information, conduct computer security training, and develop computer security plans.2

Office of Management and Budget (OMB) Circular A-130 (Appendix III) required Federal

agencies to establish security programs containing specified elements, including development
of a System Security Plan, assignment of responsibility for security to individuals knowledgeable
in information security technology, and regular review of information system security controls.
The FAM did not contain specific computer or cybersecurity provisions.

Statutory and Regulatory Requirements for Email Records Preservation: The Federal Records Act
of 1950 requires the head of every Federal agency to "make and preserve records containing
adequate and proper documentation of the organization, functions, policies, decisions,
procedures, and essential transactions of the agency."3 The agency head is also required to
establish and maintain an active, continuing program for the economical and efficient
management of agency records that provides for:

a

a

Effective controls over the creation and the maintenance and use of records in the
conduct of current business;

Cooperation with the Archivist in applying standards, procedures, and techniques
designed to improve the management of records, promote the maintenance and security
of records deemed appropriate for preservation, and facilitate the segregation and

disposal of records of temporary value; and

Compliance with Federal law and regulations.aa

As part of this program, the agency head must establish safeguards against the removal or loss

of records, including making it known to agency employees that agency records may not be

t 12 FAM 625.2-L (April 12,1996).

'Pub. L. No.100-235 (January s,1988).

'44 u.s.c. s 3101.
o qq U.S.C.5 3102. 44 U.S.C. S 3102(3) specifically references "compliance with sections 21OL-2777, 2507-2507,2901-
2909, and 3101-3107, of this title and the regulations issued under them."
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unlawfully alienated or destroyed and that penalties exist for the unlawful removal or
destruction of records.s The agency head must notify the Archivist of any actual, impending, or
threatened unlawful removal, defacing, alteration, corruption, deletion, erasure, or other
destruction of records in the agency's custody.6 The Federal Records Act define records broadly as

all books, papers, maps, photographs, machine readable materials, or other documentary
materials, regardless of physical form or characteristics, made or received by an agency

of the United States Government ... or in connection with the transaction of public

business and preserued or appropriate for preservation by that agency or its legitimate
successor as evidence of the organization, functions, policies, decisions, procedures,

operations, or other activities of the Government or because of the informational value

of data in them.7

The regulations issued by the National Archives and Records Administration (NARA) in title 36 of
the Code of Federal Regulations (C.F.R.) that were in effect during Secretary Albright's tenure
specified actions that must be taken by an agency in establishing a records program. These

included:

Assigning an office the responsibility for the development and implementation of
agency-wide programs to identify, develop, issue, and periodically review recordkeeping
requirements for records for all agency activities at all levels and locations in all media

including paper, microform, audiovisual, cartographic, and electronic (including those
created or received using electronic mail);

Integrating programs for the identification, development, issuance, and periodic review

of recordkeeping requirements with other records and information resources

management programs of the agency;

Issuing a directive establishing program objectives, responsibilities, and authorities for
agency record keeping requirements;

Establishing procedures for the participation of records management officials in
developing new or revised agency programs, processes, systems, and procedures in

order to ensure that adequate recordkeeping requirements are established and

implemented;

Ensuring that adequate training is provided to all agency personnel on policies,

responsibilities, and techniques for the implementation of recordkeeping requirements

and the distinction between records and non-record materials, regardless of media,

including those materials created by individuals using computers to send or receive

electronic mail;

a

t 44 u.s.c. s 3105.
u 44 u.s.c. s 3106.

' 44 U.S.C.S 3301 (amended 2014). The regulations stated that the medium may be "paper, film, disk, or other
physical type or form" and that the method of recording may be "manual, mechanical, photographic, electronic, or

any other combination of these or other technologies." 36 C.F.R. 51222.12(b)(2) (1990).

a

a

a

a
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Developing and implementing records schedules for all records created and received by
the agency;

Reviewing recordkeeping requirements, as part of the periodic information resources

management reviews; and

Reminding all employees annually of the agency's recordkeeping policies and of the
sanctions provided for the unlawful removal or destruction of Federal records.s

The regulations explicitly noted that "messages created or received on electronic mail systems

may meet the definition of record."e Furthermore, the regulations required agencies to develop
procedures to ensure that departing officials do not remove Federal records from agency
custody.l0 The regulations gave further guidance as to what constitutes a Federal record,
specifying that records are those documents that:

Document the persons, places, things, or matters dealt with by the agency;

Facilitate action by agency officials and their successors in office;

Make possible a proper scrutiny by the Congress or other duly authorized agencies of
the Government;

Protect the financial, legal, and other rights of the Government and of persons directly
affected by the Government's actions;

Document the formulation and execution of basic policies and decisions and the taking of
necessary actions, including all significant decisions and commitments reached orally; or

Document important board, committee, or staff meetings.ll

The regulations issued by NARA included separate provisions on electronic records
management, including email.12 The requirements for electronic records management largely
matched those for general records management, but they did require integrating electronic
records management with other records and information resources management and ensuring
that adequate training is provided for users of electronic mail systems on recordkeeping
requirements.13 The management of email records had to include instructions on preservation of
data regarding transmission, calendar and task lists, and acknowledgements.la Agencies were
restricted from storing the recordkeeping copy of email messages solely on the electronic mail

' 36 c.F.R. s r22z¿o (r99s).

' 36 C.r.R. 512223aG) (1995). Even prior to the issuance of this provision, emails would have been considered a

Federal record based on the broad definition of "record" in the Federal Records Act.44 U.S.C.5 3301.
to 36 C.F.R. S 1222.40 (1990). Even for non-records, the regulations permit removal only with the approval of the head
of the agency or the individual authorized to act for the agency on matters pertaining to agency records. 36 C.F.R.

9 7222.42.
tt 36 c.F.R. s i.222.38 (1990).
t'36 

C.F.R. part 123a (1995).
t'36 c.F.R. s 1234.10 (1995).
to 36 c.F.R. s 1234.24(a) (1995).

a

a

a

a

a

a
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system, unless the system was able to meet regulatory requirements.ls If an agency used paper

files as its recordkeeping system, it was required to print email records and the related

transmission and receipt data.16

The regulations also noted that the use of external communications systems to which an agency

has access, but which are neither owned nor controlled by the agency, does not alter in any way
the agency's obligation under the Federal Records Act. Specifically, the regulations provided that

agencies with access to external electronic mail systems shall ensure that Federal records

sent or received on these systems are preserved in the appropriate recordkeeping

system and that reasonable steps are taken to capture available transmission and receipt

data needed by the agency for recordkeeping purposes.lT

The regulations also focused on the security of electronic records, requiring an effective records

security program that ensures that only authorized personnel have access to electronic records;
provides for backup and recovery of records; ensures that appropriate agency personnel are

trained to safeguard sensitive or classified electronic records; minimizes the risk of unauthorized
alteration or erasure of electronic records; and ensures that electronic records security is

included in computer systems security plans.l8

FAM and FAH Requirements for Email Records Preservation: The FAM largely mirrored the
statutory requirements. It created a Records Management Program headed by the Chief of the
Records Management Branch within the Bureau of Administration (A).le The FAM required that
all official files must remain in the custody of the Department and must be maintained in
accordance with the Records Management Handbook and it prohibited Department employees

from improperly removing, retiring, transferring, or destroying Department records.2o The FAM

noted that it is the responsibility of all Department employees and contractors to "make and
preserve records containing adequate and proper documentation of the organization, functions,
policies, decisions, procedures, and essential transactions of the Department."2l

The FAM emphasized that "all employees must be aware that some of the variety of the
messages being exchanged on E-mail are important to the Department and must be preserved;

such messages are considered Federal records under the law."22 It gave examples of emails that
could constitute agency records, such as email providing key substantive comments on a draft

tt 
36 c.F.R. s L234.24(b)(2) (199s).

tu 36 c.F.R. s 1234.24(d) (199s).
tt 36 c.F.R. s !234.24(a)(4) (i.99s).
tt 36 c.F.R. s 1234.28 (1995).
tt 5 FAM 413.1 (october 30, 1995).

'o 5 FAM 422.1 (october 30, 1995); 5 FAM 423.1 (october 30, 1995)

" 5 FAM 413.10 (october 30, 1995).

" 5 FAM 2t43.1(c) (october 30, 1995).
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action memorandum; email providing documentation of significant Department decisions and
commitments reached orally; and email conveying information of value on important
Department activities, such as data on significant programs specially compiled by posts in
response to a Department solicitation.23 The FAM gave instructions on how to preserve email
records, noting that

untiltechnology allowing archival capabilities for long-term electronic storage and

retrieval of E-mail messages is available and installed, those messages warranting
preservation as records (for periods longer than current E-mail systems routinely
maintain them) must be printed out and filed with related records.2a

For departing employees, the FAM gave the administrative section of each office, bureau, or
post the responsibility for reminding all employees who are about to leave the Department or
the Foreign Service of the laws and regulations pertaining to the disposition of personal papers

and official records; seeing that form OF-l-09, Separation Statement, is executed for each

departing employee and is forwarded to the Office of Personnel for filing in the employee's
Official Personnel Folder; and advising departing officials ranked Assistant Secretary and above,
or Ambassador, to consult with the Department's Records Officer about depositing in the
National Archives or a Presidential archival depository papers that they may have accumulated
during their tenure and that may have historical interest.2s Form OF-L09 required the employee
to certify that "l have surrendered to responsible officials all unclassified documents and papers

relating to the official business of the Government acquired by me while in the employ of the
Department."

Other Preservation Guidance: On February 3, L997 , at the beginning of Secretary Albright's
tenure, the Office of the Secretary's Executive Secretary sent a memorandum to all Assistant
Secretaries on "Records Responsibilities and Reviews." The memorandum referred to a

Department Notice on the subject, as well as the Federal Records Act and 5 FAM 443, which
covered email records. The memorandum stated that information maintained in email may

constitute a record if it meets the statutory definition of a record and stated, "You need not
preserve every e-mail message. If a record in electronic media or electronic mail must be
preserved, print the files or messages and place the paper record in the appropriate official file;
or continue to maintain electronically if feasible."

On July 28, 2000, a notice reminded all Department employees to preserve emails that qualify as

records, stating that "those messages containing information that documents Departmental

" 5 FAM 443.2(d) (october 30, L995).

'o 5 FAM 2143.3 (October 30, 1995). For emails considered records, the FAM required preserving the email message,

any attachments, and transmission data such as sender, addressee, cc's, and the date and time sent. If the email
system did not print this necessary data, employees were instructed to annotate the printed copies with that data.

" 5 FAM 413.9 (october 30, 1995).
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policies, programs, and activities must be preserved in paper form." It instructed employees to
print out such emails and file them with related paper records.

In August 2000, the Bureau of Administration published a Briefing Booklet for Departing Officials

on "senior Officials and Government Records" that included a signed letter from the Secretary

stating that records "must be preserved to enhance our national archives and to provide

accurate and complete records." The Secretary also noted that "we [senior officials] have a

special obligation as the officials who welcomed in a new century and technological era to
preserve e-mail messages as federal records, as appropriate."

A December 2000 cable to all ambassadors and administrative officers reminded departing
officials to not remove any papers, whether personal or official, from the Department until such

materials have been reviewed to ensure compliance with records laws and regulations.26lt noted
that electronic records must be preserved by printing the files or messages and placing the
paper record in the appropriate official file.

Colin Powell (Januarv 20. 2001 - Januarv 26. 2005)

FAM and FAH Requirements for Use of Non-Departmental Systems: Beginning in December

2002, the FAM required all Department facilities to use the Department's primary Internet
connection, OpenNet, to establish Internet connectivity.2T OpenNet provided improved
information management and heightened information security throughout the Department. If a

bureau or post wanted an exception to this policy, it was required to request a waiver.28

The Department established rules in May 2004 regulating the use of non-government
information systems, called Dedicated Internet Networks (DINs), to access the Internet.2e A DIN

is a stand-alone information network, such as a local network or server, with dedicated Internet
access provided by a commercial Internet service provider [SP). DINs were not to be used to
carry out Department business or to transmit sensitive but unclassified (SBU) information. All

bureaus and posts were required to submit a waiver to request an exception in order to use a

commercial Internet connection for a stand-alone local network or server. The request for a
waiver needed to contain detailed information about the network or seruer, including an

explanation of compliance with Department's standards and specific reasons why OpenNet did
not meet the requester's official business requirements. The FAM required all waivers to be

approved by the Department's Information Technology Change Control Board (lT CCB).30

According to the IT CCB, it approved approximately 180 such waivers during the first year this
provision was in effect.

2u oo srATE 22gg5r.

" 5 FAM 871 (December 30, 2002). At the time, OpenNet was referred to as "OpenNet Plus."

" 5 FAM 872 (December 30. 2002).

" 5 FAM 874.2 (May 4,2004).
to 5 FAM 874.2 (May 4,2004).
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Applicable Cybersecurity Provisions and Related Guidance: The E-Government Act, signed into
law in December 2002, recognized the importance of information security to the economic and
national security interests of the United States. Title III of the Act, the Federal Information Security

Management Act (FISMA), gave the National Institute of Standards and Technology (NIST)

responsibiliÇ to develop Federal Government information security standards and guidelines.3l

Statutory and Regulatory Requirements for Email Records Preservation: The requirements in the
Federal Records Act of 1-950 and related regulations in title 36 of the C.F.R. did not change.

FAM and FAH Requirements for Email Records Preservation: The requirements in the FAM

generally had not changed from Secretary Albright's tenure. However, in 2002, the Department
added a section to the FAM on email usage that included a requirement that email users
"determine the significance and value of information created on e-mail systems [and] determine
the need to preserve those messages that qualify as records."t'ln 2004, the FAM was amended
to designate the Director of the Office of Information Programs and Services (lPS) as the
Department's Records Officer.33 This amendment also noted that "email sent or received as a

Department official is not personal."3a Finally, the amendment assigned the responsibilities related

to departing officials, including ensuring the OF-1-09 was signed, to Management Officers, but
eliminated the requirement that the OF-1.09 be filed in the employee's personnel folder.3s

Other Preservation Guidance: On August9,2004, the Executive Secretary sent a memorandum
to all Under Secretaries and Assistant Secretaries entitled "Refresher on Records Responsibilities
and Review." The memorandum stated that:

Departing officials may not remove any documentary materials, whether personal or
official and whether in written or electronic form, from the Department until they have

been reviewed by records and security officers to ensure compliance with records laws

and regulations. ...In addition, departing officials must ensure that all record material
they possess is incorporated in the Department's official files. ... Finally, the
administrative section of each office and bureau in the Department will ensure that
departing officials receive a mandatory briefing and that all departing officials will
execute a Separation Statement (OF-L09) certifying that they have not retained in their
possession classified or administratively controlled documents.

" E-Government Act oÍ 20Q2 (Pub. L. No. 107-347), Title III, Information Security, titled Federal Information Security
Management Act of 2002, 116 STAT. 2946 (December L7, 2002). NIST did not promulgate guidance on minimum
security requirements until March 2006.
t'5 FAM 751.4 (February 27,20a2).

" 5 FAM 414.2 (September L7,2004).
to 5 FAM 415.1 (September t7, 2004).

" 5 FAM 414.7 (September t7, 2004).
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In December 2004, NARA issued a bulletin to remind heads of Federal agencies that official
records must remain in the custody of the agency and that they must notify officials and

employees that there are criminal penalties for the unlawful removal or destruction of Federal

records.36 Employees may remove extra copies of records or other work-related non-record
materials when they leave the agency with the approval of a designated agency official such as

the Records Officer or legal counsel.lt also noted that "officials and employees must know how

to ensure that records are incorporated into files or electronic recordkeeping systems, especially
records that were generated electronically on personal computers." Further, the bulletin stated
that, "in many cases, officials and employees intermingle their personal and official files.ln those
cases, the agency may need to review and approve the removal of personal material to ensure

that all agency policies are properly followed."

A January 2005 cable to all embassies, posts, and offices reminded them of their responsibilities
to preserve records under the Federal Records Act and noted that responsibility for
implementing and administeríng records policies and procedures is given to the Management
Section of each Department office.37

Condoleezza Rice (January 26. 2005 - January 20. 2009)

FAM and FAH Requirements for Use of Non-Departmental Systems: In November 2005, the FAM

listed the connection of prohibited hardware or electronic devices to a Department Automated
Information System (AIS) as a cybersecurity violation.38ln 2007, the Department restated this
provision to prohibit the connection of "unauthorized hardware/electronic devices to
Department networks," which included non-Department-owned hardware/electronic devices.3e

Also in November 2005, the Department adopted the policy that normal day-to-day Internet
operations are to be conducted on an authorized AIS designed with the proper level of security

control to provide authentication and encryption to ensure confidentiality and integrity for
transmitting Departmental SBU data and information.ao Employees with a valid business need

may transmit SBU information over the Internet unencrypted so long as they carefully consider
that unencrypted emails can pass through foreign and domestic controlled ISPs, putting the
confidentiality and integrity of the information at risk. The FAM further specified that employees

transmitting SBU information outside the Department's OpenNet network on a regular basis to
the same non-Departmental email address should obtain a secure technical solution for those
Internet transmissions from the Bureau of Information Resource Management (lRM).41 The FAM

'u NARA, Protecting Federal records and other documentary materials from unauthorized removal, Bulletin No. 2005-

03 (December 22,2004).

" 05 srATE 013345 (January 24,2005I

" 12 FAM 592.2 (November L, 2005).
tt L2 FAM 592.2 Qanuary ]:o,2oo7).
oo 

1"2 FAM 5214.3 (November4, 2005).
ot 12 FAM 544.2 (November 4, 2005).
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noted that SBU information resident on personally owned computers is generally more
susceptible to cyber-attacks and/or compromise than information on government-owned
computers connected to the Internet.a2 All employees who possessed SBU information on
personally owned computers must ensure adequate and appropriate security for the SBU

information.a3

In 2008, the Department amended the FAM to define "remote processing" as the processing of
Department information on non-Department-owned systems at non-Departmental facilities.4
Offices that allow employees to remotely process SBU information must ensure that appropriate
administrative, technical, and physical safeguar:ds are maintained to protect the confidentiality
and integrity of records.as Employees are prohibited from storing or processing SBU information
on non-Depaftment-owned computers unless it is necessary in the performance of their
duties.a6 Employees must (1) ensure that SBU information is encrypted; (2) destroy SBU

information on their personally owned and managed computers and removable media when the
files are no longer required;and (3) when using personally owned computers, implement and

regularly update basic home security controls, including a firewall, anti-spyware, antivirus, and

file-destruction applications, and if those computers are networked, also ensure the same basic

controls, plus NlST-certified encryption, for all computers on the network.aT

Also in 2008, the Department eased the FAM restriction regarding the use or installation of non-
Federal-Government-owned computers in any Department facility; such use was now allowed
with the written approval of the Bureau of Diplomatic Security (DS) and IRM with certain
exceptions.as

Applicable CybersecuriÇ Provisions and Related Guidance: The Department implemented the
Cyber Security Incident Program (CSIP) in November 2005 to improve protection of the
Department's unclassified/SBU cyber infrastructure by identifying, evaluating, and assigning
responsibility for breaches of cybersecurity.4e CSIP focused on accountability of personnel for
actions leading to damage or risk to Department information systems and infrastructure, even

when only unclassified material or information is involved.s0 Cybersecurity incidents are defined
as acts against, or failure to protect, the Department's unclassified cyber infrastructure.sl

o' 72 FAM 544.3 (November 4, 2005).
o' 12 FAM 544.3 (November 4, 2005).
* 12FAM 682.1(August 4,2008).
ot L2 FAM 682.2-4 (August 4,2008).
ou 12 FAM 682.2-4 (August 4,2008).
o' 12FAM 682.2-5 (August 4,2OOB). Although the FAM chapter relating to remote access and processing was

amended in 2009, 20L1,20L4, and 2015, these basic requirements did not change.
o' 12 FAM 62s.2-r (Juty 28, 2oo8).
ot 12 FAM 591.1(a) (November 1, 2005).
to 12 FAM 591.1 (November 1, 2005).
tt 12 FAM 592 (January 1o,2oo7).
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Reporting cybersecurity incidents is every employee's responsibility, and each employee must

be familiar with the list of cybersecurity infractions and violations.s2 Employees must inform their
Information Systems Security Office and their Regional or Bureau Security Officer when any

improper cybersecuriÇ practice comes to their attention.s3lmproper security practices include

personnel compromising the confidentiality of sensitive information, deliberate introduction of a
malicious program code, and use of encryption to conceal an unauthorized act, such as the

transfer of SBU information to an unauthorized individual.sa

NIST was tasked with responsibility to develop Federal standards and guidelines to implement
FISMA. NIST responded in February 2004 with Federal Information Processing Standards (FIPS)

Publication L99, Standards for Security Categorization of Federal Information and Information
Systems, which established security categories for both information and information systems

that are used in conjunction with vulnerability and threat information for assessing the risk to an

organization.ss This was followed in March 2006 by FIPS Publication 200, which specified

minimum security requirements for information and information systems supporting Federal

agencies. NIST's announcement of the publication of FIPS Publication 200 noted

this standard is applicable to: (i) all information within the federal government other than

that information that has been determined pursuant to Executive Order l-2958, as

amended by Executive Order L3292, or any predecessor order, or by the Atomic Energy

Act of l-954, as amended, to require protection against unauthorized disclosure and is

marked to indicate its classified status; and (ii) all federal information systems other than
those information systems designated as national security systems as defined in [44
u.s.c.5 3ss2(bx6)1.

Section 3 of FIPS 200 sets forth 1-7 specifications for minimum security requirements, including

the following:

The Audit and Accountability specification states: "Organizations must (i) create, protect,

and retain information system audit records to the extent needed to enable the
monitoring, analysis, investigation, and reporting of unlawful, unauthorized, or
inappropriate information system activity; and (ii) ensure that the actions of individual
information system users can be uniquely traced to those users so they can be held

accountable for their actions."

The Risk Assessment specification states: "Organizations must periodically assess the risk

to organizational operations (including mission, functions, image, or reputation),
organizational assets, and individuals, resulting from the operation of organizational

t' 12 FAM 592.4 (January 10,2oo7).
t' 12 FAM 592.4 (January ro,2oo7).
to L2 FAM 592.1 and 592.2 Qanuary ]:o,2oo7).
tt NISI FIPS PUB I99 Standards for Security Categor¡zation of Federal Information and Information Systems
(February 2004).

a

O
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information systems and the associated processing, storage, or transmission of
organizational information."

The System and Communications Protection specification states: "Organizations must (i)

monitor, control, and protect organizational communications (i.e., information
transmitted or received by organizational information systems) at the external
boundaries and key internal boundaries of the information systems; and (ii) employ
architectural designs, software development techniques, and systems engineering
principles that promote effective information security within organizational information
systems.

Federal agencies were required to comply with these standards by March 2OO7.s6

ln 2007, the Department adopted rules implementing these FISMA requirements, including the
requirement that non-Departmental information systems that process or store bureau-
sponsored Department information on behalf of the Department maintain a baseline of
minimum security controls to protect Department information and information systems.tt Key

personnel identified to perform certification and accreditation of non-Departmental systems
must not be involved with its development, implementation, or operation, or be under the
sponsoring bureau's direct management authority.ss

DS reported to the Office of Inspector General that, in 2005, the Bureau of Intelligence and

Research (lNR) issued guidance permitting BlackBerry devices to be used inside secure areas.

However, in January 2006, the Office of the Director of National Intelligence issued a clear
prohibition on such use, and the INR guidance was immediately rescinded.

Statutory and Regulatory Requirements for Email Records Preservation: The requirements in the
Federal Records Act of 1-950 had not changed. The records requirements in title 36 of the C.F.R.

were also largely the same, except that, in 2006, NARA amended the regulations to allow
agencies to store transitory email records (which have minimal or no documentary or evidential
value) on an email system rather than requiring employees to print and file them or store them
in a recordkeeping system, as long as the transitory records are maintained through the
a ppl icable NARA-a pproved retention period. se

FAM and FAH Requirements for Email Records Preservation: The requirements in the FAM

generally had not changed. In 2005, the FAM was amended to include a reminder that "every

Department of State employee must create and preserve records that properly and adequately

tu NISI FIPS PUB 200: Minímum Security Requirements for Federal Information and Information Systems (March
2006).
tt 5 FAM 1065.1-6 (February 22,2AA7);5 FAH-11 H-411.4 (June 25, 2007).
tt 5 FAH-11 H-411.5 Qune25,2Q07).
sn 71 Fed. Reg. 8807 (February 21.,2006) (amending 36 C.F.R. 5 L234.24). NARA also amended 36 C.F.R. 5 1234.32 to
provide a NARA-approved disposition authority for transitory emails.
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document the organization, functions, policies, decisions, procedures, and essential transactions
of the Department."60

Other Preservation Guidance: A February 2005 cable drafted by the Bureau of Administration
and sent over the Secretary's name to all embassies and posts and an announcement to all

employees reminded departing officials not to remove any papers until they have been

reviewed to ensure compliance with records laws and regulations.6l

In December 2005, NARA issued a bulletin that reminded agencies that all electronic records

created and received by agencies are subject to the same existing statutory and regulatory
records management requirements as records in other formats and on other media.62

A February 2007 cable drafted by the Bureau of Administration and sent over the Secretary's

name to all embassies and posts and an announcement to all employees were distributed to
remind employees that, untilthe new State Messaging and Archive Retrieval Toolset (SMART) is

implemented, email, Short Message Service messages, or instant messages that qualify as

records must be printed and filed with related paper records, including any attachments and

transmission data.63

In April, June, and October 2008, announcements to all employees again reminded departing
employees not to remove any papers until they had been reviewed. They also stated that "e-mail

messages must generally be printed out and filed with related paper records."ø

On January 15, 2009, the Under Secretary for Management issued a memorandum to all Under

Secretaries, Assistant Secretaries, Executive Directors, and Post Management Officers on
"Preserving Electronically the Email of Senior Officials upon their Departure." The memorandum
required bureaus to copy the email accounts of senior departing officials onto CDs and deliver
those CDs to IPS. The requirement was applicable to political appointees, not career stafl and
was put in place to supplement the traditional print and file policy for record email.

Hillarv Clinton lJanuaru 2L.2009 - Februarv 1. 2013)

uo 5 FAM 422.3 (october 11, 2oo5).
ut 05 STATE 018818; Department of State, Procedures for the Removal of Personal Papers and Non-Record Material,

Announcement No. 2005_02_0L7, February 3, 2005.
u' NARA, NARA Guidance for Implementing Section 207(e) of the E-Government Act of 2002 Bulletin No. 2006-02
(December 15, 2005).
u'07 STATE 024044; Department of State, Records Management Procedures, AnnouncementNo.2OOT-02-747,
February 28,2007.
il Department of State, Departing Officials: Procedures for the Removal of Personal Papers and Non-Record Material,

Announcement No. 2008_04_089, April 77,2008; Department of State, Reminder - Departing Officials: Procedures for
the Removal of Personal Papers and Non-Record Material Announcement No. 2008-06_095, June 16, 2008;

Department of State, Reminder - Departing Offrcials: Procedures for the Removal of Personal Papers and Non-Record
Ma te ria l, An nou ncement No. 2008_10_087, Octobe r, L6, 2008.
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FAM and FAH Requirements for Use of Non-Departmental Systems: A December 2009 FAM

provision states that non-Department-owned personal digital assistants (PDAs) may only be

turned on and used within Department areas that are strictly unclassified (such as the cafeteria)
and may not connect with a Department network except via a Department-approved remote-
access program.6s

Applicable Cybersecurity Provisions and Related Guidance: To meet the requirements of FISMA,

the Department implemented a mandatory annual requirement for all Department computer
users to take Cybersecurity Awareness training.66

Beginning in 2009, the Cyber Threat Analysis Division (CTAD) in DS issued regular notices to
Department computer users highlighting cybersecurity threats. CTAD notices addressed
BlackBerry security vulnerabilities, citing this device as a weak link in a computer network.GT

CTAD warned that BlackBerry devices must be configured in accordance with Department
security guidelines.

CTAD's concerns also included cybersecurity risks faced during international travel. According to
an article posted by CTAD, digital threats begin immediately after landing in a foreign country. A
primary threat is traced to the traveler's mobile device (BlackBerry or other smart device) which
is necessarily connected to the local cellular tower. This connection gives foreign entities the
opportunity to intercept voice and email transmissions immediately after the traveler arrives
overseas.6t

The E-Government Act and NIST FIPS PUB 200 were unchanged

Statutory and Regulatory Requirements for Email Records Preservation: The requirements in the
Federal Records Act of L950 had not changed.ln October 2009, NARA published a final rule that
revised and reorganized its records management regulations.6e The existing requirements were
largely retained, but renumbered.T0 New responsibilities were added to agencies' records
program duties, including assigning records management responsibilities in each
program/mission to ensure incorporation of recordkeeping requirements into agency

ut 12 FAM 683.2-3 (December 2,2oog).
uu 13 FAM 331 (December22,2OlO).
ut CTAD, Security Checklisf (December 15, 2009); Cf AD, Cyber Security Awarene,ss (March 3, 2011).
ut How to mandge cybercecurity risks of international travel(Seplember 15, 2010) by (lSC)2 Government Advisory
Board Executive Writers Bureau (posted by CTAD on January 26,20ll).
6n 74 Fed. Reg. 51004 (Oct 2, 2009).
70 For example, the requirements of an agency records program were moved from 36 C.F.R. S 1222.20 to 36 C.F.R. 55

L22030, 1220.32, and 7220.34. Requirements regarding departing officials were moved from 36 C.F.R. 55 1222A0,
1222.42 to 36 C.F.R. SS 1222.\8, L222.2a@)(6).
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programs.Tl The new section on managing email records required preservation of email

attachments that are an integral part of the record.72 It also stated:

Agencies that allow employees to send and receive official electronic mail messages

using a system not operated by the agency must ensure that Federal records sent or
received on such systems are preserved in the appropriate agency recordkeeping

system.73

FAM and FAH Requirements for Email Records Preservation: The requirements in the FAM and

FAH generally had not changed.

Other Prèservation Guidance: In June 2009, the Department sent an announcement regarding
preservation of email messages.To It reminded employees of the requirement to preserve email

records, citing the FAM and C.F.R. provisions, and noted that, until SMART becomes available,

employees must print and file emails that are Federal records.

In November 2009, the Department sent a cable to all embassies and posts and an

announcement to all employees reminding them that all Department employees have records

management responsibilities.Ts lt noted that Federal records can be found "in any media

including e-mail, instant messages, social media, etc."

On November 28,20L1, President Obama issued a memorandum to the heads of executive

departments and agencies requiring them to submit a report to the Archivist and the Director of
OMB that

(i) describes the agency's current plans for improving or maintaining its records

management program, particularly with respect to managing electronic records,

including email and social media, deploying cloud based services or storage solutions,

and meeting other records challenges; (ii) identifies any provisions, or omissions, in

relevant statutes, regulations, or official NARA guidance that currently pose an obstacle

to the agency's adoption of sound, cost effective records management policies and
practices; and (iii) identifies policies or programs that, if included in the Records

Management Directive required by section 3 of th¡s memorandum or adopted or
implemented by NARA, would assist the agency's efforts to improve records

management.T6

tt 
36 c.F.R. s 1220.34 (2010).

t' 36 c.F.R. i L236.22(a)(2) (20r.0).
tt 

36 c.F.R. s L236.22(b) (2010).
7a Department of State, Preseruing Electronic Message (E-mai| Records, Announcement No. 2009-06-090, June 17,

2009.
tt 09 STATE 120561; Department of State, Records Management Responsibilities, Announcement No. 2009-11-125,

November 23,2009.
76 Presidential Memorandum - Managing Government Records (November 28, 2011).

ESP-16-03

UNCLASSIFIED

60



UNCLASSIFIED

In August 201-2, OMB and NARA issued a memorandum to the heads of executive departments,
agencies, and independent agencies in part directing agencies to eliminate paper and use
electronic recordkeeping. Per this memorandum, agencies will be required to manage all email
records in an electronic format by Decemb er 3L,20L6.77

John Kerry (February 1. 2013 - Present)

FAM and FAH Requirements for Use of Non-Departmental Systems: On May 1,,2014, the
Department amended the definition of a DIN to require the DIN to be on a Department-owned
and operated discrete non-sensitive unclassified local area network that is not connected to any
other Department system.T8In addition, the domestic approving authority for a DIN changed
from the Department's IT CCB to the relevant bureau's Executive Director or equivalent.Ts

A September 20L4 FAH provision stated that supervisors must exercise "particular care and
judgment" in allowing users to remotely process SBU information and must advise users that all
non-Department-owned storage media containing Department SBU information must be
encrypted with products certified by NIST.8O Employees were prohibited from remotely
processing classified or SBU/NOFORN (not releasable to foreign nationals) information.8l
Employees were also required to (1-) exercise "particular care and judgment" in remotely
processing SBU information; (2) destroy SBU files saved on personally owned and managed
information systems and removable media when the files are no longer required; and (3)

implement and regularly update basic home security controls, including a firewall, anti-spyware,
antivirus, and file-destruction applications. If an employee used a networked personally owned
information system, he or she had to ensure that all information systems on the network
implemented these security requirements.

The FAH further prohibits the installation of non-Departmental information systems within
Department facilities without the written authorization of DS and IRM.82 This provision replaced
an identical FAM provision issued in 2008.

In 201-5, a new FAH provision was added regarding non-Department-owned mobile devices. The
FAH provision included a rule requiring a l-0-foot separation between a PDA and classified
processing equipment, a ban on connecting to a Department network except via a Department-

77 Memorandum for the Heads of Executive Departments and Agencies and Independent Agencies; Managing
Government Records Directive, M-12-18 (August 24,2012).
tt 5 FAM 872 (May t,2014).
tt 5 FAM 872.1(May t,2o!4).
t0 12 FAH-10 H-772.7 (September 25,2074).These provisions are currently located at 12 FAH-1-0 H-173.1 (January 11,

2076).
81 12 FAH-10 H-772.4 (September 25,20L4). These provisions are currently located at 12 FAH-10 H-173.4 (January 11,

2076).
82 L2 FAH-10 H-7L2.74-2 (september 79,2oL4).
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approved remote-access program, and a requirement to conduct normal day-to-day
Department operations on a Department information system because it has the proper security

controls to protect Department information.s3

Applicable Cybersecurity Provisions and Related Guidance: The Federal Information Security

Modernization Act of 20L4, enacted in December 20L4, updated FISMA by clarifying the roles of
OMB and the Department of Homeland Security, improving security by moving away from
paperwork requirements, and making improvements in the way that Federal data breaches are

managed and reported.e Rules and guidance governing cybersecurity threats have not
changed.

Statutory and Regulatory Requirements for Email Records Preservation: In 2014, Congress
enacted the Presidential and Federal Records Act Amendments of 20L4, which amended several

sections of the Federal Records Act.8s It simplified the definition of record to:

all recorded information, regardless of form or characteristics, made or received by a

Federal agency under Federal law or in connection with the transaction of public

business and preserved or appropriate for preservation by that agency or its legitimate
successor as evidence of the organization, functions, policies, decisions, procedures,

operations, or other activities of the United States Government or because of the
informational value of data in them...86

The Act noted that the definition of "recorded information" includes "information created,
manipulated, communicated, or stored in digital or electronic form." The Act also added a
provision that prohibited agency employees from creating or sending a record from a non-
official electronic messaging account unless they copy their official electronic messaging

account in the original creation or transmission of the record or forward a complete copy of the
record to their official electronic messaging account within 20 days.si

The requirements in title 36 of the C.F.R. had not changed.

FAM and FAH Requirements for Email Records Preservation: The requirements in the FAM

generally had not changed. However, in October 201-4, the Department issued an interim
directive superseding some of the FAM requirements.ss The directive noted that employees may

delete personal emails, but that "the only e-mails that are personal or non-record are those that

" 12 FAH-10 H-165.4 (May 20, 2015).
* Pub. L. No.113-283 (December L8,2oL4).
tt Pub. L. No.113-187 (November 26,2014).
tu 44 u.s.c. s 3301(a).
tt 44 u.s.c. s 2911(a).
88 Department of State, A Message from lJnder Secretary for Management Patrick F. Kennedy regarding State
Depaftment Records Responsibilities and Policl4 Announcement No. 2014-10-115, October L7, 2014.
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do not relate to or affect the transaction of Government business." The directive also noted that
departing employees may only take personal papers and non-record materials, subject to review
by records officials. It reminded employees that "all federal records generated by employees,
including senior officials, belong to the Department of State." Finally, the directive stated that:

employees generally should not use private e-mail accounts (e.9., Gmail, AOL, Yahoo,

etc.) for official business. However, in those very limited circumstances when it becomes
necessary to do so, the email messages covering official business sent from or received

in a personal account must be captured and preserved in one of the Department's
official electronic records systems. The best way for employees to ensure this is to
forward e-mail messages from a private account to their respective State account. Private

email accounts should not be used for classified information.

In October 20L5, the Department updated the FAM to incorporate these requirements.ss

The responsibilities of Management Officers related to departing employees have not changed
since Secretary Powell's tenure; however, in 20L5, the Department changed the name of the
separation form from OF-L09 to DS-109. The pertinent language in the form did not change.eO

Other Preservation Guidance: In February 2013, the Department sent an announcement to all

employees reminding senior officials that they may only take personal papers and non-record
materials following a review by a records official to ensure compliance with Federal records laws

and regulations.sl

In August 2013, NARA published a bulletin authorizing agencies to use a "Capstone" approach
to managing email records, in lieu of print and file.e2 The Capstone approach allows for the
automatic capture of records that should be preserved as permanent from the accounts of
officials at or near the top of an agency or an organizational subcomponent. In September 201-3,

NARA published a bulletin that stated that, "while agency employees should not generally use

personal email accounts to conduct official agency business, there may be times when agencies
authorize the use of personal email accounts." In these cases, "agency employees must ensure

that all Federal records sent or received on personal email systems are captured and managed in

tt 5 FAM 443.7 (octobe r 23, 2oL5).
to 5 FAM 4t4.7 Qune 19, 2015).
el Department of State, Departing Senior Officials: Government Records and Personal Papers, Announcement No.

20L3 _02_122, Februa ry 26, 2013.

" NARA, Guídance on a New Approach to Managing Email Records, Bulletin No. 2013-02 (August 29, 2OI3).ln 20t4,
NARA and OMB issued guidance on managing emails to be used in conjunction with NARA's Capstone guidance.

Memorandum for the Heads of Executive Departments and Agencies and Independent Agencies: Guidance on
Managing Email, M-t4-t6 (September 75,2014).

ESP-16-03

UNCI.ASSIFIED

63



UNCLASSIFIED

accordance with agency recordkeeping practices."n'ln 20L5, NARA issued guidance on
managing other forms of electronic messaging, including social media and texts.ea

On August 28,20L4, the Under Secretary for Management sent a memorandum to the Office of
the Secretary, all Under Secretaries and Assistant Secretaries, and a number of other offices to
remind them of their responsibility for creating, managing, and preserving records "regardless of
physical format or media." It noted that "records may exist in many formats, including Instant
Messages (lM) and records on mobile devices like BlackBerrys, mobile phones, and iPads." It also

included specific requirements relating to emails, including:

At no time during designated senior officials'tenure will their e-mail accounts be cleared,

deleted, or wiped for any reason.

While senior officials may delete personal e-mails, they should be aware that the
definition of a personal e-mail is very narrow. The only e-mails that are personal are

those that do not relate to or affect the transaction of Government business.

As a general matter, to ensure a complete record of their activities, senior officials should
not use their private e-mail accounts (e.9., Gmail) for official business. If a senior official
uses his or her private email account for the conduct of official business, she or he must
ensure that records pertaining to official business that are sent from or received on such

e-mail account are captured and maintained. The best way to ensure this is to fon¡vard

incoming emails received on a private account to the senior official's State account and
copy outgoing messages to their State account. es

tt NARA, Guidance for agency employees on the management of Federal records, including email accounts, and the
protection of Federal records from unauthorized removal, Bulletin No. 2013-03 (September 9,20L3).

'o NARA Guidance on Managing Electronic Messages, Bulletin No. 2015-02 (July 29. 2015).
nt The Under Secretary sent this same message to all Chiefs of Mission in September 2014.14 STATE 111506
(September 75,20L4).

a

a

a
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APPENDIX B: MANAGEMENT RESPONSES

UNCLASSTFIED

TO: Inspector General - Steve Linick

FROM: Transparency Coordinator - Janice L. Jacobçfi

SUBJECT: OIG Draft Report - *Office of the Secretary: Evaluation of Email
Records Management and Cybersecurity Requirements (ESP-1 6-03): Responses
to Recommendations

In March 2015, Secretary Kerry asked the Office of the Inspector General to
review the Department's efforts to preserve a û.lll and complete record of
American foreign policy, and our procedures for making that record available to
the American public. We welcome the opportunity to respond to your report,
Ofice of the Secretary: Evaluqtion of Email Records Mqnagement and
Cybersecurity Requirements, the fourth installment of your review. As your
reports recognize, through our work with your ofiñce, as well as the Department's
efforts to meet Presidential and Depafment directives, we have made great
progress towards a better preserved and more accessible public record. As
demonstrated in the enclosed responses and comments to your specific
recommendations, the Department is committed to continuing to improve.
However, I also want to acknowledge and highlight how far we have already come.

For decades, the government has been working to adapt longstanding
recordkeeping principles and rules to the emaildominated modern era. The
Federal Records Act and the Freedom of Information Act are established pillars of
transparent government, but email and other communications technologies create
difficult challenges for implementation. As your report describes, over the years
the Department has been good at drafting principles on the importance of
preserving email; however, only recently have we begun to match results with our
aspirations. The National Archives and Records Administration (NARA) has
acknowledged that the entire federal govemment-not just the Ståte Department-
continues to grapple wilh fhese challenges. [n fact, NARA has issued some of iß
most relevant guidance regarding these matters in the last three years.

Today, I can attest to the Department's goal of leading on these issues in the
frrture. Earlier this year, Secretary Kerry issued a Department-wide notice on the
critical importance of the Freedom of Information Act" demonstrating a
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commitment to transparency at the most senior level. In September 2015,
Secretary Kerry announced my appointment as the Department's Transparency
Coordinator to oversee the Department's efforts on these matters. At the time, the
Department was already engaged in a process to meet the President's Managing
Government Records directive, including through the robust work of our Electronic
Records Management Working Group. We are on track to meet the benchmarks of
the President's directive for 2016; for example, your report notes that the
Department is in the process of procuring new technology to manage emails
electronically.

In addition, in20l4 the Department issued guidance on the use of personal
emails-in effect anticipating later changes to the Federal Records Act-and
initiated the Depadment's implementation of the Capstone program in February
2015 to archive automatically senior offrcials' emails. Over 200 ofïicials are
already covered by Capstone, with more on the way. We also have already closed
a number of the recommendations in your first three reports.

Finally, the Executive Secretariat, Bureau of Administration, and other
relevant bureaus have est¿blished a strong working relationship to improve records
management. We are already cataloguing our current holdings of electronic
archives, improving the \¡ray we search email records, and establishing procedures
for archiving records going forward.

As a result of these and other efforts, today the Departrnent is much
differently situated than during historical periods described in your report. lt is
clear that the Departrnent could have done better at preserving emails of
Secretaries of State and their senior staffgoing back several administrations.
However, by early 2015, the Department had already taken important steps to
address these issues. As noted above, our Electronic Records Management
Working Group was already est¿blished. In addition, the Departnent had already
received Secretary Clinton's emails and undertook to release over 30,000 of them
to the public. The National Archives and Records Administration concluded that
our efforts with respect to Secretary Clinton and her senior staffmitigated past
problems, as has a federal district court in a suit brought under the Federal Records
Act. As you note in the report, you concur with this conclusion.

The way we conduct diplomacy has evolved signifrcantly in recent years
from a time when offrcial cables were one of the primary ways we communicated.
Modern technology has unquestionably enhanced our mission; however, there is
still work to do to ensure that we prcserve a record of our work. We look forward
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to working with your office in the future on these issues, and remain committed to
building on what we have already accomplished.
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May 23,2016

UNCLASSIFIED

TO; Inspector General - Steve Linick

FROM: M-Patrick Kemedy

SUBJECT: Drall report - "Oflice of the Secretary: Evaluation of Email Records
Managcrnent and Cybersccurity RcquirerüenLs"' (liSP- I 6-03 datcd May 20 1 6)

Thânk you for the opportunity to cornment on subject draf't report. Over the pnst
year, the Dqrartment has taken steps to irnprove its records rnanagenìent practices
and we believe we have made progress. Holvever, more progress can be made, and
14¡e are committcd to rcaching tlre Decernber 2016 goal sct by NAITA for email
retention antl continue atlvancing sound records rnanagement.

Rcsponscs to rcconìmcndations frorn burcaus within thc M family follorv below

Recommendation l: 'l'he l3ureau of Administration should
o issue guidance, including periodic, regular notices, to Department employees to

remind them that the use of personal email accourts to conduct official business
is discoruaged in most circumstances,

r clarify and give specitìc examples of tlre types of lirnited circumstances in
which such use would be permissible, and

r inslruct employees horv to preserve Fecleral records when using personal email
actounts.

Department Response: Thc Bureauof Adrninistration concurs with this
recommendation and will continue to issue guidance on records mänagement
practices antl policies, and will ensure that this guidance explicitly reminds
cmployccs that thc usc of lrcrsonal emails accounts to conduct official busincss
is discouraged. Sfuril¿r to previous records rnanagement guidance, such
guidance will be provided to employees in ruiting (via Departrnent Notices and
ALDACs) and in appropriaûe briefings (i.e. training courses, neetings, Êtc.) to
rcmind cmpþecs of thci¡ rcsponsibility for prcscrving docunrentation of
official activities, including emails. The Depafment will consider additional
nreans by whioh to in-lonn employees of records management requirements arul
best practices.
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Recommendation 2: 'l'hc ßurcau of Administration should amcnd thc libreign
ffiir.s Núanual to reflect the updates to Department recordkeeping systems thal
provide altematives lo print and file.

Departmcnt Rcsponsc: rüy'e concru vvith this recomrnendation, but please
edit to read "alternatives to print and file ernails that are records."

'fhc llurcau of Administration is currcntly working rvith thc Ofïìcc of thc
Transparency Coordinator to update 5 FAM ancl chapter subparts related to
Departurcnt's rccordkccping/rctcntion schedulcs. I'hc goal to eliminatc thc
practice ofprint and file as thc l)cparbnent"s policy and practicc for the
retention of emails by December 31, 20i6, which is also the deadline by
which fhe Departrnent is supposed to irnplernent a solution to rnanage a1l

emails. All other €lectronic docunrents shor¡ld fbllow this electonic
rctcntion practice by thc end of2019.

Recommendation 7: 'l'hc l3urcau of Intbnnation Rcsourcc Managcrncnt (lRM)
should
r issue regular notices to reinind l)cparbncnt cm¡rloyecs of thc risks associatcd

with the usc of non-l)epartmental systems;
r providc periodic bricfings on such risks to staffat all levcls; and
r cvalu¿te the cost and fcasibility of conducting regular audits of computcr

system usage to ascertain the degree to rvhich l)epartment employees are
following the laws and policies conceming the use of penonal email accounls.

Dcpartment Rcsponsc: The Department concurs with the l'rst 1wo bullet
points of this recornmentlation. IRM will continue to issue regular notices
regarding the risks associated with the r.¡-se of'non-I)epartmental systenìs.

Regarding the third bullet, audits conducted on such a rvide scale would not
be beneticial or feasiblc. Lirnited usc of personal email is acceptable under
currenl policy and allowable under law. The Department already conducts
continuous monitoring to ensure the integrity of the Department netu'orks
and systems and in fact \uas â govcrrunent lcader in this regard. Staûe's
Continuous Diagnostics and Monitoring which is also known as iPost has

been adopted and modified by DHS into the ne\¡/ govemnìent-wide
Continuous l)iagnostics and Mitigation prograrn (CDlvf). Under 5 FAM
724,the Departmcnt can audit an employcc's nehvork activity or workstation
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use, u'hich includes br¡t is not lirnited to electronic communication, Intemet
acccss, local disk files, and server files when therc is suspicion that impropcr
use of government equipment has occurred. In additio:1, Information
Syslems Security Oflicers (ISSOs) rvorldwide are requirøl to revierv
systems and sccurity logs on a regular basis.

Rcgarding the first bullet print, the Burcau of Information Resource
Management contintæs to issue notices and provide briefings on risks
associated with the use of non-Departmental systems. For example:
o Mandatory PS 8m Cyber Security Awareness Training cours€
r Infonnational links

o https://intranet.ds.state.sbu/DS/Sl/CS/Awarenessl /ContentÆmail.a
spx for e¡nail" or

c one level hisher fior othcr types of arvareness information
o l)epartment Notices (recent)

o 2016_03_128 Global Cybcr Forcign Policy Training Vy'orkshop on
April 25-29,2016

o 2016_02_035 Rcviscd 12 F'AM 620 and Ncw 12 FAll-lO
(tJnclassified Cyber Security Policies) are published

o 2015_l l_063 October was National Cyber Security Awareness
Month

r IT Customer Service Bulletins (e.9,7/30115) and also infonnation
Annotnccmcnts on
http ://irm.m. state.sbt ¡/sites/opVC SO/IT SC/default. asox

o DS Cybersccurit-v Au,areness In Casc You Missed It
. Cyber Security Arvareness month - Octobcr
o Tips of the [)ay

o Tips of the Day and StateNet advertiscment onProtecting SBLI
()utside Ihe DeparÍnrent anùPtotecÍing Personal En¡ail .*ccants

e lìact Sheet on Protectinq Personal Email Accounts
o Fact SbæLonllow to Handle Suspicious Email (inch.¡ding personal

enrail)
o Fact Shæl on6mail Safetv
o Personal Email Secr¡rity Best haclices guide
o LIow to Report Suspicious Messases/Activity on Webmail Accounts

guide
r No¡¿s blast cmails on Personal Dmail Addresses, Personal Ernail

Reminder, How to Handle Susuicious Ernail, Sendine SBU Over the
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Int€met" Cloud Comoutine, Clor¡d Securitv. Botectins OpenNet When
Acccssins Personal Ëmail Accourts

o,tlwa¡'ene.s s Bulle t in on P. qrsonal Elnail Accor¡tts and Out of Of'fice
Messages

. &tÐpglEgeüSgidË (Cmail, Ilotmail, Yahoo, Outlook)
e Information Systeins Sccurity Officsr (ISSO) Rolc-Bascd'l raining -

mandatory fior ISSOs
o A- l (ú F'orcign Scrvicc Gcncralist class - gcncral ovcn icrv
o IRM'lradccrafr

o YW3l 9 - IRM Tradecralì for the Infonnation Technologv
Manager

o YW387 - Infonnalion lìesources Management'l"radecraft
o Diplonlatic Sccurity'lraining Ccntcr (I)S]'C) stunmery:

o lior l. Y 2015 DSI C conducted 80 course sessions in diftbrcnt
cybersecurity areas (including those for ISSOs)

o For FY-2016, DSTC has scheduled 8l different cybersecurity
courscs

o Arnbassador/PO and DCM seutinars - oven ierv

V/e will review whether the material in these notices and cowses needs to be
uprlated or expanded.

Recommendation 8; The Director General of the Foreign Sewice and Director of
Hnrnan Rcsources should a¡nend lhe Þ'oreigt AJfairc ltdamtal to providc for
administrative penalties for l)epartrnent ernplo-vees rvho (l) fail to comply with
rccordkccping laws and rcgulations or (2) fail to comply with thc rcquircmcnt that
only authorized infinmatitn systuns ¿ne to be used to conducL day-to-day
opcrations. 'Ihe amcndment should includc cxplicit stcps entployccs should takc if
a rcasonablc suspicion cxists that docune¡rts arc not being prcscrr,'cd appro¡rriatcly,
including a reminder that the Office oI Iuspector General has iurisdiction to
invcstigatc and rsfer to appropriate authoritics suspectcd violations ofrecords
presen'ation requirønents.

Departmcnt Rcsponse: The Department concurs with this recommendation

and rvill implement it by revising, following any appropriate consultation

with ths unions, the lists of disciplinary offcnses contained at 3 F'AM 4377

and 4542 to include explicitly violations of laws, regulations and directives

rcgarding rccords managcmcnt, ineluding prcscrvation. (At present, such

offcnscs would fall into general catch-all provisions contained in each list.)
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With respect to the second sentertce of Recommend¿tion 8, as part of its

continuing issuanse of records guidance, the Bureau of Adminisbatior¡, in
coordination with the Bureau of Hunan Resources, will include guidance on

how and whsre to raise records nranagement c,oncems. Such guidance will
remind employees of the jurisdiction of tho Office of InspectorGeneral"
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TO:

FROM:

SUBJECT:

UNCLASSIFIED

Steve Linick, Inspector General

Joseph E. Macmanus, Executive

Response to Draft OIG Review

U¡ited States Department of Strte

|lashìngton, Ð.C. 20520

May 16,2016

Management

..t-!t':'ji;jlj.{,,"
Èì,*a'ixiiff

$,ffþ***

and Cybersecurity Requirements lnvolving the Office of the

Secretary

The Executive Secretariat thanks the OIG for the opportunity to respond to this

review. The Secretariat values the OIG's study of electronic records management -
a Deparünent-wide challenge that we will continue to address. The Secretariat has

the following specific responses to the recommendations contained in the report.

Recommendation 3: The Office of the Secret¿ry, Executive Secretariat, should

work with the Office of Information Programs and Services to conduct an

inventory of all electronic and hard-copy files in its custody and evaluate them to

determine which files should be transferred to the Ofñce of Information Programs

and Services in accordance with records disposition schedules or Department email

preservation requirements.

I)epartment Response: The Executive Secretariat agrees with this

recommendation and notes that the inventory of electronic and hard copy

files has been ongoing since January 201 ó. The Executive Secretariat agrees

this is an important and necessary project.

Recommendation 4: The Office of the Secretary, Executive Secretariat, should

work with the Ofüce of Information Programs and Services to adopt policies and

procedures to ensure compliance by all employees within its purview, including

ihe Secretary, with records management requirements. These policies should

cover the retirement of records in accordance with records disposition schedules,

preservation of email and other electronic records of depaning ofñcials, and

training of employees in their records preservation responsibilities.

UNCLASSIFIED
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Department Response: The Executive Secretariat strongly agrees with the

OIG recommendation that it should work closely with the Office of
Information Progtams and Services to fully implement policies and
procedures to improve compliance with records management
responsibilities, including the retirement of records in accordance with
records disposition schedules, preseruation of email and other electronic
records of departing officials, and training of employees on their records

preservation responsibilities. The Executive Secreta¡iat staffis committed to

coordinating closely with the Offrce of Information Programs and Services

to provide updated guidance and training to all staff.

Recommendation 5: The Ofhce of the Secretary, Executive Secretariat, should
work with the Office of Information Programs and Services to ensure that all
departing ofücials within its purview, including the Secretary of State, sign a

separation form (DS-109) certifying that they have surrendered all Federal records

and classified or administratively controlled documents. In addition, staff should
enSure that all incoming officials within its purview, including the Secretary,

clearly understand their records preservation and retention responsibilities,
including records conlained on personal email accounts.

Department Response: The Executive Secretariat agrees with the OIG
recommendation that it should ensure all departing offrcials within its
purview, including the Secretary of State, sign a separation agreement form
(DS-109), and that all incoming staffclearly understand their records
preservation and retention responsibilities. The Executive Secretariat is

instituting a process whereby employees' completed DS-109 forms are

placed in their pennanent electronic performance frles (eOPF) to ensure they
easily accessible.

LINCLASSIFIED
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TO: Inspector General - Steve Linick

FROM: Transparency Coordinator- Janice L.

UNCLASSIFIED

Jacobs./ffi

SUBJECT: Draft report - "Offrce of the Secretary: Evaluation of Email Records
Management and Cybersecurity Requirements" (ESP-16-03 dated May 2016)

Thânk you for the opportunþ to comment on subject draft repof, which includes
the following recommendation:

"The Department's Transparency Coordinator should work with the Office of
Information Programs and Services to develop a qualþ assurance plan to promptly
identifu and address Department-wide vulnerabilities in the records preservation
process, including lack ofoversight and the broad inaccessibility ofelectronic
records."

I concur and am happy to comply with your recommendation as part of my
continuing efforts, in coordination with the Office of Information Programs and

Services (A/GIS/PS) and the Executive Secretariat (SÆS), to improve overall
govemance of the Department's inforrnation - how it is captured stored, shared,

disposed oi and archived as appropriate. Your findings will help inform these

efforts. The report's focus on email records is particularly relevant given that all
federal agencies have been directed by the White House and the National Archives
and Records Administration (NARA) to manage all email records in an electronic
format by December 3l of this year. Department progress towards this goal is well
underway with measures either already in place or on the horizon. The Capstone
program mentioned in your report, whereby the emails of designated senior
officials are all captured and retained permanently, is one such stç already taken
by the Department.

ESP-16-03
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By December 2019, all permanent electronic records in federal agencies must be

managed electronically to the fullest extent possible. This will be a huge
undertaking requiring a govemance strucûre for all forms of information created

or received by the Department. The Deparnnent is committed to getting this right
to help assure a 2ls century enterprise-wide information management system that
advances the Department's goals ofincreased effrciency, transparency and
accountâbility. We will not succeed without sufficient metrics, quality controls,
and general oversight of the system we create- This is why the quality assurance
plan you've recommended is so important.

As I move forward, I remain mindful of Secretary Kerry's strong commiûnent to
improving the Deparnnent's records management and transparency systems in
order to preserve the record of U.S. foreign policy and to share that story with the
wider public.
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ABBREVIATIONS

A

AIS

c.F.R.

cro

CSIP

CTAD

D-MR

DCIO

Department

DIN

DS

ERMWG

FAH

FAM

FIPS

FISMA

FOIA

GAO

INR

IPS

IRM

ISP

Bureau of Administration

Automated Information System

Code of Federal Regulations

Chief Information Officer

Cyber Security Incident Program

Cyber Threat Analysis Division

Deputy Secretary for Management and Resources

Deputy Chief Information Officer

Department of State

Dedicated Internet Network

Bureau of Diplomatic Security

Electronic Records Management Working Group

Foreign Affairs Handbook

Foreign Affairs Manual

Federal Information Processing Standards

Federal Information Security Management Act

Freedom of Information Act

Government Accountability Office

Bureau of Intelligence and Research

Office of Information Programs and Services

Bureau of Information Resource Management

Internet service provider
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IT CCB

L

M

NARA

NIST

NOFORN

OIG

OMB

PDA

.pst

S

S/ES

S/ES-EX

S/ES-IRM

sAo

SBU

SMART
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Information Technology Change Control Board

Office of the Legal Adviser

Under Secretary for Management

National Archives and Records Administration

National Institute of Standards and Technology

not releasable to foreign nationals

Office of Inspector General

Office of Management and Budget

personal digital assistant

Personal Storage Table (Microsoft Outlook file format)

Office of the Secretary

Office of the Secretary, Executive Secretariat

Office of the Executive Director, S/ES

Office of Information Resources Management, S/ES

Senior Agency Official

sensitive but unclassified

State Messaging and Archive Retrieval Toolset
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OIG TEAM MEMBERS

Jennifer L. Costello, Team Leader, Office of Evaluations and Special Projects

DavidZ. Seide, Team Leader, Office of Evaluations and Special Projects

Jeffrey McDermott, Office of Evaluations and Special Projects

Robert Lovely, Office of Evaluations and Special Projects

Michael Bosserdet, Office of Inspections

Brett Fegley, Office of Inspections
Kristene McMinn, Office of Inspections
Timothy Williams, Office of Inspections
Aaron Leonard, Office of Audits
Phillip Ropella, Office of Audits
Kelly Minghella, Office of Investigations
Eric Myers, Office of Investigations
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HELP FIGHT
FRAUD. WASTE. ABUSE.

r.-800-409-9926
OIG.state.govlHOTUNE

If you fear reprisal, contact the
OIG Whistleblower Ombudsman to learn more about your rights:

OIGWPEAOmbudS@state.gov

o¡g.state.gov

Office of Inspector General . U.S. Department of State . P.O. Box 9778. Arlington, VA22219
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Introduction and Overview
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Executive Office (S/$EX)

Although organtzÀttonally a component of the Executive Secretariat, S/S-EX
has operational responsibilities that extend well beyond providing
administative support to the Executive Secretariat (S/S). It is the Executíve
Office for all of the autonomous and semi-autonomous offices, staffs, special
units, etc., which make up the S area, as well as the Bureau of Public Affairs
(pA); Bureau of Legislative Affairs (tÐ; Office of the Under Secretary for
Management (M); and the Ofrce of Management planning $lf/P).

S/S-EX's responsibilities are simila¡ to those of executive offices for the
"Functional Bueaus" - hærdling the fraditional range of administrative and
logistical matters, however, the daily routine in SIS-EX includes nr¡merous and
varied other activities peculiar to the "7th floor" and its inhabitants, which add
special problems and, more often than nof the element of ugency !! the work.

S/S-EX is made up of three basic operational r:nits (budget and fiscal,
personnel, Ðd general services), plus one special program, the Secretary's
travel arrangements. Brief statements for each unit follor¡vs.

UNCLASSIFIED 2
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Budeet and Fiscal

The Budget section performs the customary firnctions in connection with the

formulation and submission of the Congressional budget and the financial pl.an

for the S a¡ea offices. This unit is responsible for the arlministation of all
budgetary and funding issues for the S areas, and M, PA and H. A üavel unit
for the S area operates r¡nder the supervision of the Budget Ofñcer. This unit
issues travel orders, ¿dministers the American Express govenrment charge card
program für travelers, authorizes travel adrances and calculates per diem and

mileage rates, assists in obtarning tickets, visas and passports, and reviews
travel reimbursement vouchers for all S a¡ea travelers.

UNCLASSIFIED 3
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Pensonnel Seruices

Personnel administation acc'ounts for a large part of the S/S-EX endeavor, due
to the constant personnel shifts, and the mix of emþloyees; i.e., Foreign Service
(FS), Civil Service (GS, both career and non-careeT), Schedr¡le A B, and C
appointees, consultants, experts, temporary and part-time employees and
details from other agencies. More than 595 employees are seliced by the
Personnel staffin a tlpical year covering the fi¡lI range of personnel issues.

Responsibilities also include management of personnel resourceslFTE, Civil
Service and Foreign Service staffing, employee relations and the administration
of awards and benefits programs.

UNCLASSIFIED 4
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General Services

The General Services unit is a logistics clearinghouse whiejh both
independently and through the General Services Administration (GSA), and the

Bureau ofAdministration's Procureme,nt Officer (A/OPR), supports all of the S

area including PA, H, and M, with proorrement of supplies, services and
equipment; building alterations; telephone services; office space and
renovations; contracting authority, property control, and transportation logistics
for Secretary and Deputy Secretary tavel.

UNCLASSIFIED
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Executive Travel

-
. S/S-EX makes all transportation and related arrangements for the Secretar¡r's

overseas and domestic trips. The Executive Þirector obtains the use of the
aircraft from the Air Force, works out the appropriat€ routing with the crew,
compiles the passenger list in coqjunction with the Deputy Executive Secretary
responsible for the trip, and en$res that visited overseas posts receive proper
insfuctions on all administrative and logistical requirements for the Secretary
and the ft'¿ysling party, including accommodations, funding, ground
transportation, baggage arrangements, etc. On overseas and domestíc trips the
Executive Director or Deputy Director travels aboard the Secretary's aircraft
and coordinates adminisüative arrangements for the SecretarSr and official
party, supporting staffs, security, cmmrurications, and the traveling press.

UNCLASSIFIED
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Secretarial Travel

Past secretaries have found it necessary to Íavel overseas frequentþ in
fi¡rlherance of the President's foreign policy. Such tips have invariably been

formally designated Presidential missions and DODruSAF Special Air
Missions aircraft (70? type) from the 89th AW at Andrews AEB are provided
at no cost to State, other than meal costs.

Depending on the operating style of indívidual Secretaries, a large staff,
relative to other cabinet officers, has accompanied the Secretary. Tab A
displays the profile of recent trips.

The S/S staffis headed by a Deputy Executive Secretary responsible for
all aspects of the tip activities, ê.g., schedule, briefing papers, meeting
participation" etc., and an officer and secreta¡ial teaq who process and confol
the flow of information and decision documents.

I¡sistical arrangements, e.g., hotel set up, arplane baggage, equipment,

and firnding conüol is handled by the Executive Director (SiS-EX). Computer
support is provided by an IRM Specialist who often doubles as a secretary in
support of the S staff.

Substantive expertise is provided by the Assistant Secretary for the

region and one staffer of his/her choice;

The press contingent nonnally consists of ten joumalists. The heavy

requirements of public diplomacy and the need to infonn the American public

have resulted in five PA staff(Spokesman, Press Assistant and Press Officer,
plus two speechwriters) usually being assigned to tavel with the Secretary.

On arrival the party is bolstered by an advance line tealn (one officer
plus a secretarial assistant) who tavel to post several days in adr¡ance to

coordinate schedule and logistical set up, hotels, etc. A two-officer ad'ønce

UNCLASSIFIED
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seourity tean perfonns the securíty liaison with post and host çounûy
authorities.

Communications support, telephone, and message traffic is provided to
the party on a24-horn basis by a seven-person team which sets up prior to the

Secretar5l's arrir¡al. A oross-taining initiative by the office responsible for
oommunioations support (nI/VF) is reducing this nr¡mber by one now and we
expect to reduce by another next oalendar year.

Additional staffsupport, Secretary's site control officers, eto., are
provided by the posts visited,

DOD/JSC have partioþated in most ofthe $eoretary's overseas trips,
assigning a LTG (currently General Myers, USAF)'from the Joint Staq who ís
acoompnnied by a Colonel when space is available. The NSC a¡ea offioer
nonnally üavels as part of the Seoretary's party. From time to time other
Cabinet Agency higÞlevel representatives request seats on the Secretary's
plane and they are ae¡omm'odated if subst¿noe requires it, and space is
ar¡ailable.

Hotels

Past secretaries have invariably declined invitations to stay at U.S.
Ambassadorial residenoes or govemment guest houses in order to reside

closeto their staffs and the office oluster we set up at eaoh ovemight stop. lVe
set up offices for:

S.Staff: i.e., the Executive Assistant, Special Assist¿nt, seoretary and
other senior members of the S staffwho might accompany him.

US: Staffed 24 hours by a Line Officer and secretarial assistant, it
serves as the nerve center of the fraveling parly. All cables, press clips,
eto., are distibuted thene under the supervision of the Deputy Executive
Secretary. It is the central control point for managing/coordinating all
ûip activities, schedules, motorcades, etc.

UNCLASSIFIED
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An Embassy Liaison Office adjoins S/S from which Embassy staff
provides secretarial and other support to SiS.

DS Command Post: Serves as the communication control point and

office for all aspects of the Secretary's security. The security radio net
is monitored from this office.

Br¡re4u Office: Houses the traveling regional Assistant Secretary and

other senior officers, other agencies, and those who need to use the

semputers or secure phones installed the,re.

Çommunications: Uses two rooms to house co¡nmunications, radio and

telephone equipment. :

The above offices are all installed on the same.floor as the Secretary's
suite. Seuior staffare housed between the office area and the Secretary. An
additional bilateral meeting room is smetimes added as dictated by the

schedule. All offices and sleeping roonts, which double as offices, are set up

in the same manner at each stop to facilit¿te unintemrpted work flow as we
travel from city to cþ. Our organic telephone sètup varies little and this
permits rapid familiarization.

The hotel floor or portion of the floor described above is secrned by
Marine Security Gua¡ds so that classified information is protected by
appropriate access controls.

The Aimlage

Om r¡sual aircraft is a707, designated aC'I37 by the Air Force, which
carries 43 passengers (see attached diagrarr) with the Secretary alone in the

DV cabin. The senior staffcabin and the staffa¡ea are in fact airbome offices.
The staffarea is equipped with computers, a printer, and a copier machine,

which allow work to continue throughout the flights. The D.poty Executive

Secretary and his plane team staffprincipals and tlæ S Executive Assistant in-
flight as on the grorrnd. There are direct communication links to the aírcraft
from the Deparfrre,nt's Operations Center uihich allow for telephone (including

UNCLASSIFIED
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secure calls), fax, and data hansmission to and frona the aircraft, and haffic is
routinely se,nt to the aircraft for ac'tion. In-flight meals are served from menus
prepared by S/S-EX

Space is at a premium since a large a¡nount of equipment is carried both
in the cargo hold, and topside in the cabin, e.g., valises coptaining files and
supplies, etc.

t0
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Typical Plane Manifest (1993-96)

TIIE SECRETARY

S.Statr(,Ð
Chiefof Staff
Executive Assistant
Personal Assi stant/Secretary
Secretàry

sls (31

Deputy Executive Secretary
Line Officer
Line Assistant

s/s-Ex (â
Exeo¡tive Director
Computer Specialist

Pgblic.{tr¿igs l5J
Department Spokesman
Press Ofrcer
Press Assistant
Speechwriter (2)

Secufity 17)

Chid of Secretary's Detail
Security agents (6)

Reeion+lBgeau (Ð
Assistant Secretary
Bureau Staffer

OtbeLAg:e4cies:

poÐ/rcs (2)
C¡eneral Officer
Colonel Staffer

Nsc_(l)

Press (1!)
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Personnel

L2
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Transition Hi{ine Proced+f es

Duing the transitionperiod, persons desþated as members of the Transition
Team are given tenporary Schedule C appoinments under the Office of
Personnel Management's "Transitional Hiring Authority", which is in effect for
one year after the desigRation (appoinûnent) of a ne$r agency head.

Candidates who are appointed to the Transition Team will be assignedto the S

Transitíonal Organization Code - S/TT. Appoinments under thís authority are

good for an initial t20 day period renewable for an additional 120 days.

Druing this period final secr¡rity clearances are being conducted and once

completed, candidates are converted into ñ¡ll-time Schedule Cpositions.

Candidates named to Principal positions which require Senate confirmation are

usually appointed as Consultants (paid or unpai{ depending on the candidate's

desires), at the GS-15 step-ten level. Once confi¡mation is completed they arg

then converted into the Eiecutive Schedule (EX) or SeniorExecutive Service'
(SES) position.

13
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Súaffing and Organizational Charfs
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Office of the Secretary of State (S)

* Ondetail fromS/?

* * Loaned from L, reports directly to the Secretary

***on loan from AID

Secruhry
Laurls M4or

FP{7

Socrew
Mary Jackson

G$07

Spedal Adviser

Maüa Pope

GSls, Soh. C

Spedal Âdvlsor

Goorge li4llchel

ErltS

Secf?tüy
Ocbble Vaughn

FP.06

SpedalAsslrbnt
Jennifer Bonner

FSß

Exsq¡tive Asc¡s¡Ênt

Maurr Hady
FE-MC

Speohl ßs¡sleril
Cdlm Realuyo

FG03

Conlid¡nüal Âssblanl
John Craìrþy, Jr.

G907, Sch. C

Shlf Asslst¡d
Henrietta Mbkens

G910

Special AsCSant
lheodore Felfer

FO.{n

Spodal As*lant
'Aaron MÍler

GM.I5

SædalA¡sbbttl
Caftne Ackerm¡n

Gt{-i5, Soh. C

Spechl tllddþ Eesl Cootdlnatot

Speclal Coodlmlot
Ocn¡J¡ Ros¡

FE MC

lhe $crehry
$fanen Chddophet

Ð(-01

Prognm Specldlst

LlndE æwan
G910

ShñÀssbtant
LE llnebery

FP.O4

Sen¡rf AdYiser

RùerlBoor¡tin
ES-00, NorÞCareel

Spedal Asslshnt
Ræalia Dangeb

cl¡l-14

Oñice ol Ombudsmrr
*led'A. Borek

E9m

Open Forum

-'Alan Leßg

tu3v96



UNCLASSIFIED U.S. Departmentof State Ç¿ss Àra tr-2nn^-nneoÂ ñn¡ Àr^ C18598843 Date:0711112013
UNCLASSIFIED

EXECUTI\IE SECRETARIAT IS/S)

Tbe Special Assistant to the Seeretary and Executive Secretary of the
Deparment ensures the prompt, efficient, and ordeily staffng of policy
problems requiring the attention of the Secretary, Deputy Secretary and Under
Secretaries in the coordination of material presented to them and the
implementation of decisions made by them. Serves as the official channel for
the transmission of infonnation and recomme,ndations from.the Departnent to
the rWhite House and otber Government deparhents and agencies. Serves as

the official channel for the receþt from the White House of instnrctions and
responses to recommendations, assigning action on them and following up to
ensure implementation. Coordinate the Deparhnent's role in the National
Security Cor¡ncil (NSC) system. Provides guidance and support to bureaus on
the functions of the interagency system.

l6

UNCLASSIFIED 
1
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The Executive Secretariat (S/S)

EræúiveSeuelaty
t¿lilllam Bums

FE{M

0perations Center (S$O)

Sharon Wiener

FË{C

s/s

Line Cædimlor

Swan El[oü

F0ß

Deputy hecúiveSærehry

GretcfnnWeHt

FE{C

SIS.RMD

Chief

Chales Ja*son, Jr.

Gt{-'t3

Deputy heaÍiueSecrchry

AeþndmWolff

FE{C

lÞ¡fy Becutive Sæetaty

JohnCampbell.

FE€C

s/$Ex

DepúyEræutiveSmdary

Di*Shhn¡ck

TE.lllo

Depúy Erecúive Dinctr

Jo Ellen Powell

F0{'l

S/SJRM

DanþlMcle

GM-l5
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Office of the Executive Secretary (S/S)

Scøcbry
¡(.rügÍf

FPç

Litàâ¡.i¡tùi
Lrl MÉ|,.ôn

FPü

L}l risÈt¡nf
OrlråHlclt

csoc

8¡ftOtllûd
lûr¡h L¡hhd¡lr

F(¡4t

St¡lf Off¡r
Mmht¡ Ot¡¡s¡dr

FO¡,3

grlldf¡ü
NomErsærlrty

FO{'3

O.FrV A..Afav.8ra.l¡,I
Tarm 1

Jdtn6¡¡tt¡È{
FE€C

ÇorsændmOlf
&tbn ll¡rñÞrlclr

G91t

Corcpodæce Oll
Grù!d. Fllprk

Gg't2

srqüfr
RobrtDu¡l¡m

6SO0

LilOlfic..
ELúdt Ro¡¡rr

FP€

l-iru As¡bt¡t
Dcôorû Turæ

FPC

Srf Oítc¡i
$¡¡rn EIÌo!

FO{r¡

S.f Olfr¡
M¡r* Mê&¡rLY

FO{T'

Srlt Oalbdr
AúrwHltrrü

Fqfþ

S¡ll A¡¡ts¡¡¡f
g.mdrtb l¡ac.noil

osd

D.prny å.cl¡äv.

FE.OC

TR2

^ldùúEl,ìblf

slell Äc¡F¡¡t
S.rdb S¡rldr

ogf 2

Éæ1f¡vrsãi¿ût
'l,UlhmÊrî¡

FE4I'

Lh¡e¡H¡nt
chu,.n l@ubrt

FP¡'

s.lt OlþÊ.
Élcr 8.rlûRú99b3

FCrû¡

gall (fic..
Rlchtd i,faq .'.

FOût

9rll Olllclr
Lr¡r Tror¡

FO{p

Sasal¡ry
C¿tdl¡db
G6{1, nlgt(

S.6rt¡ry
K.túnFldb-Flo'll

CS{C, nlght

Sæ¡lryy
MdþGæùlnM¡b

GSe. d¡t

$€r.lr.y
likcdb H.nùry

Ggt0

Tldr lnfo $æ
Jsr¡llmrc

Ggll

lcdì lîûoSpæ
Ooôr¡ Mc5¡¡þa

qïl1

lccñ lnto $æ
ÈrJ Bq¡dråu

Ggtt

lcdrlrilo$æ
Chrlã Alcrndcl

Ggfi

Srpr,lcch lnfu gæ
Silrud[Ætrù.y

c912

OlF¡ly E(aqftvt Saqrbry
Tglri3

GtÉrqrrahlctt
FË€C

Sa(fla¡rT
JoA¡rol9dt
FP.6, nldtt

lcá lntoSpæ
CdI3 ltolrnc

Ggrr

lldrrnbgæ
Mrvlnì,tñll¡aûr

GS11

lâdr lrfoSÞ.c
AdrhrDú-l

GSfi

gpv.lcdr lrfo$æ
H¡rL. Vl¡bod

c9l2

strË.Trôlnlogæ
Chzlæ J¡ci¡on, Jt

G913

Éællþ.O3ftca
DÊDift en ¡fiÐDsürtl¡rt

Ot¡ Shhrdct
FE|¡lc

lntall¡lþfi A¡¡t
Rt¡byThfi¡¡

cs¡ô

OÞ.'lüoñt 
^¡dSecry Revr

GS07

ODa?ltjoñ rlsd
Mittd Grilloty

os-o7

S¡Fr. lnto Asn
R¡c¡nb Sm¡ür

GSOE

**poþin Ha¡tle - GS'09 Temporary Secretary
lü



UNCLASSIFIED U.S. Depaftmentof State Case!i tr-tnn^-nneon ñnn Nr^ C18598843 Dale:0711112013

UNCLASSIFIED

EXEçgrrvE OFFICE lS/S-EXl

Provides management support and a complete range of administative services

for the Secretary, Deputy Secretar5r, Under Secretaries, and their ståffoffices
which comprise the S ar€a - the Bweau of Public Affairs (PA); the Bureau of
Legistative Aff¿irs GI); the Office of the Under Secretary for Management
(M); and the Office ofManagemeal p[anning (N,I/P). Provides logistical
support for official tavel by the Secretary and other Deparhent principals.

l9
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Executive Office (S/S-EX)
c)
o
c{

No
ö
(lf
o
(f)t
@o(t)
r.o
@

C)

.â
z r1ì
. !-{ìFcg
8v)
9V)i<(ì
CÊJct ì
c, Ll
Ul-A( i,-*

o
tl,
õo
o
G

U)
+o
co
E
Ë
(lt
o-oo

cD.

f
o
lrJ
lJ-

{,
Ø
J
oz
l

Secretary
SHrley Glllmore

GS{t7

Artnlnblratlvo AsBt
Lorl Hart
GS{17

Pcr¡onnol Mgrnl Spoc
I(rlstln Thornpson

GS-r2

Por¡or¡nal Mgmt Spoc
Cyrlhla Motley

cs-t2

Admlnlstrelhr€ ôfnc€r
Paþþ¡a Carter

Gs-î4

FPûI

Secretary
Margerðl

S€cr€l.ry
Mary"Arn Flchor

cs{9

Budg€t AsslBtånû
Mlcheol Bannleter

GSG

Brdget Analyst
Stepharic Coatcr

GS{I7

Budgcl Arnlyst
Le Georgc

GS-11

Budgel Anelyst
Rcggle Grucn

GS.I I

Dopúy Dlroctor
Jo€lhn Powell

FO{¡1

Budget
Arlonh

GM.I3

Offlcer
Ha¡vHr¡s

E¡<ecutlve Dlreotoc
Rlchard Sl¡lnnbk

FË.MC

Support Sowlcos Asst
Thomas Couch

GSfi

Support Scwicer Spec
Vacant
GS-ût

Sr¡ppo¡f Senrtcee Spec
Sl{rley Neal

GS.(EI

Sr¡po¡t Servber Spec
G€orgo Rowland

Gs_11

General Sow¡coE Ofl¡ccr
Ellzabcth Moore

FP.oiI

Gene¡al So¡vlces Of¡cer
Nod¡e Owrell

FOú2

rcrtot96



UNCLASSIFIED U.S. Department of State Case Àr^_ !-tlIìê-^n:qê niî "! C18598843 Date:0711112013

UI.{CLASSIFIED

oPq&arroNs cJrNr ER ls/s-o)

Serves as the Deparbnent of State's around-the-clock alerting þ¡isfing and

crisis management office. Functions as the Deparünent's point of contact for
the interagency exchange of crisis-related information. Screens and disffiutes
cables and other documeits for the Secretary and principal officers and is
responsible for the preparation of daily sunmary repoß. Coordinates
planning and implementation of plans within the Deparment and the executive

branch for the protection and evacuation of U.S. citÞens abroad in
emergencies. Serves as primary point of contact and support office for the

Secretary of State and the Secretary's party when taveling.

2l
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Operations Center (S/S-O)

Operaüons Speclalet
Cs¡tsrSmlth

c907

Operafom Spcclatst
RomH Col[ns

G9æ

Operatlono Spechlist
ftededc¡ E¡tnon

GS-O9

Ope¡atlon¡ Ollicer
Jtúþ Adam¡

FOO.I

Operdlonr Ofücer
Marc l(oeHer

Fo.{¡¡l

Opentlonr OITìccr
Eì¡.abeth Duffy

FO{X

Program Offcer
Maevc Drvyer

FO{r'

Opêrdlom Officer
\rÌldoña l¡patldar¡lcz

G912
Excw¡lon Tour

@ratbnr Speclallst
Danny Rothttoln

GS€

Og€tatlon¡ Offcâr
Mar{¡ lbwnan¡

FOO¡í

OgenlbnoOfflcø
Jr.dlo Rute¡bodes

Fo.O4

Opeøtlo¡t¡ Ofllcer
Bonnle Gllck

F(}O4

Ope¡atbnr Offrcer
'Cyrf}tlt Ker¡ctt

Fo.04

@nllonoO'fficcr
FhlllpKovntt

FO@,

Operatlom Spoclal¡t
Vacant
GS{p

Oponlb¡s OfñoBf
ñnhorV ùrttt

FCOí

Ope¡aton¡ olTlcer
Jelrcy Ralhkc

FOO4

Operaüono oñcer
T¡rrþUry Monal¡an

FCfX

oÞenlbrrsOfficcr
lGæn Erdrom

FOOí

Openatlons OflÍcer
Geraldlrp OBrlen

Fo('z

Socrda{
Mtghla Sclnabe

FP{F

Operaüon¡ Ofrcer
David Sco[

FOO4

OpontbnsOffic€r
la¡¡a Famarcdh

FOo4

ODôrdoËOñoer
Magan Gaat

FOO4

Operaüona Ofllcer
Jacslcâ Loc.ly

Foü

O,eDtfy OlrEctor
tGnæü lte¡sær

FO{1

Olllce Dlrcctor
ShaonWierpr

FE€C

OperdiomAssbbnt
Elizabeth Geyzeman

G908

Operadotts Specialist
Thnohy Cæhan

c,s{x,

Opeolbne OflÞer
Debr¡ llwh

FOO4

Operetþnr Ot¡c€t
Eduad Johrrs, Jr.

FG0.f

OpenüonoOñcer
Nat¡lb Johrson

Foo4

Oparatlons Oflicer
Chlstopher Hoh

Fûæ

Operaüons Specla$st
Jenrifer lt[ack

GS{p

OperatlomOfrner
Deb¡a Jr¡rrcker

FO{t4

Qgeratlon¡ Oflcer
Jearuæ Mabney

FO{4

Operatlon¡ Of,lcer
Douglae Jones

Fo.O¡Û

Operations Oûfrcer
Joyce Ban

Fæ2

Oper¿üons Ofücer
ñrgdo loÍredo

GS-14
€xcwfun Tot¡

Operatlore Specia[sl
Jenrlfer McGafray

G$IF

Ope¡ati¡ns Oflicer
Jarþs Heflflan

Foû1

Oçeationr Officer
lodd Chapman

FO{!t

Ogeratlons Otñcer
Susan Ball

Fo.O¡Í

Op€raüom Offlcer
Vacar¡t
Fq(p

tu30ß)6



UNCLASSIFIED U.S. Departmentof State Case Àr1 :-trIìê-ô^¡oa ñaa Nr^ C18598843 Date:O711112013

UNCLASSIFIED

Snecial Mi44Jç,$ast Coordinator (S/SMECì

The Special Middle East Cosrdinator is the United States Coordinator of the
Mddle East peace negotiations. The Coordinæor represents the Deparhent at

meetings conceniing the Arab-Israeli peace negotiation when the Deparhent
is not otherwise represented at a higher level. The Special Middle East

Coordinator is the principal point of contact for dealing with the parties and in
working with the Secretary on the negotiations.

23

UNCLASSIFIED
UNCLASSIFIED U.S. Departmentof State Gase No. F-2006-00896 Doc No. C18598843 Date: 0711112013 -



UNCLASSIFIED U.S. Departmentof State Case Nr^ tr-lnn^-nneon ña¡ Nr^ C18598843 Date: 0711112413

UNCLASSIFIED

Ombudsman for Civil Selvj-ce Emplgyees lS/Ç$O)

The Onrbudsman advises the Secretary of State and senior Deparûnent
management on Civil Service issues, so as to ensure the ability of Civil Service

employees to contribute to the achievemeût of the Departuent's foreigp affairs
responsibilities, and represents the career interests of Civil Service employees.

UNCLASSIFIED 
24
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UNCLASSIFIED U.S. Department of State Case Àr1 !-?Tr^-nn¡T nT Àr' C18598843 Date: 07/11124ß
UNCLASSIFIED

The Open Forum (S/OF), headed by an elected Chairperson who serves

direotly under the Secretary of State, brings new or alternative policy

recommendations to the Secretary and otherprincþals from American

employees, at all levels, of the Department of State, ACDA USAID, and

USIA. The Open Foním provídes opporhrnities for any employee to express

professional views (including dissenting víews) candidly, free of bureaucratic

constraints, and under safeguards agaínst pressures or penalties.

25
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UNCLASSIFIED U.S. Departmentof State Ç¿ss Àra tr-tnna-^neQn ñnn ñr^ C18598943 Date: 07111Í2A13
UNCLASSIFIED

InfoqpationResourcesManaeemenjIS/S-IRJ.VI)

Develops, implements, and operates all information management and record
management systems for the Secretary, the De,puty Secretary, the Under
Secretaries, the Counselor, the Executive Secretariat and other specific
offices.

26
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Office of Information Resources Management (S/S-IRM)

Çomputer Oporâtor
Rcnce McGcc

GS-o7

computÉr Opcrator
Barbera Albln

GS-O7

Computer Op€râtor
Crrola Nôwton

Gs¡{}9

computer Speclallet
Kerúrcth Matthlcson

oM-13

Computet Speclaliet
Jano Ooßet

es-1 I

computar Speclallst
Vacant
GS-12

Speclsllst
Hopeon

GS-l2

Computer
Reg¡lnald

Computer Operator
Mlchaal Lee

GS.t 8

Computor Spðolat¡3t
Amanda Jpneg

G¡S-o9

Computor Spedaliet
Yolonda MaÉln

GS-12.

CompuÞr Speolallet
Lynn Swe€ney

(¡s-12

Computer Speclallet
Sharon Ohta

GS-13

Syatðm Management Olvlelon
suw. comPuter spec

John BÊntol
GM.l4

SocrEtåry
Renee Mal¡hall

GS{¡A

Corr?uter OPqrator
Lyn€tte Jol¡neon

os-o7

Computer SpeclellBt
l'larold Fomoff, Jr.

GM-13

Computôr Speolallet
Vacar¡t
G¡S-O9

Computer Spoclallet
Rosþn Mltchell

cs-o9

Computer Spectallet
Mlchael Nelson

GS-1 1

Gomputer Speclallat
Clndy Alrnodolrer

cs-l2

Offlcg Dlrector
Þanlal Mcle

GM-f 5.

Deputy Þlrector
Tho¡neg Young

Fo-()2

Computer Speclalfst
Arny Beneon

GS.O9

Computer Spealalist
JoAnn Plltt

cs-l3

Speclalle t
\racent
GS-13

10t30ß6



I UNCLASSIFIED U.S. Departmentof State Gase trrn tr-'fìñA-nneo^ ña¡ Nra C18598843 Date:0711112013

UNCLASSIFIED

pEpuTY ASSTSTANT SECRETARY FOß EOUAL EMI_LOYMENT
OPPORTTINITY AND CIVIL RI(:FITS íS/T"N,O(1Rì

Directs the activities of the Office of Equal Emplolment Opportunity and Civil
Rights, which monitors the Equal Emplolmrent'Opportunity and Civil Rights
Programs of the Department and its Foreign Service posts. Serves as principal
adviser to the Secretary of State and other principal officials on equal
emplolme,nt opportunity and civil rights matters.

28
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Depufy Assistant Secretary for Equal Employment
Opportunity and Civil Rightr (SÆEOCR)

EEÖ Asst
Sharlsan WeÞ

GS-o4

S€ctstary
Oorþ Southem

GS-OB

Equat Emg6ymont spac
Jacquellne C€ntorr

es-os,

Egual Empfoymeõt Spoê
Vacant
cs-12

Equal Emfloyment
l-annlg P¡lncc

G€¡-12

Equa¡ Emdoymdrt ìáor
Azucanâ Vagque

GM.13

Equáf Emdoyment Mgr
Glorla Jackson

GS¡-14

S.crlt ry
Grscla Mlnnb

Gg-(}9

DlrËctor
Thornes Jeffercon

Gt\tÎ-15

Deputy Sscrdary
Ðêldre Dâ\rF

ES-OO. Non-C*eer

EED AsBt
Vacâñt
GS-07

Equa¡ Emdoyment SÞcc
J€nn€ttc Wæhlngton

. GS-r2

Equål Emdoyrn€rit Spoo
Drùrld FrEmpton

GSÞ12

Marjorlo Gfoss
GS-12

Equal Emdoym€nt lìrlgr
Kqthryn Ransom

es-13

Equal Emdo:/mant Mgr
ThomæW¡lll.ms

G9.14

Attomey-Adv
Paul Corsn

sL-o{¡

tol30l96



UNCLASSIFIED U.S. Departmentof State Case Àra tr-2fìfìA-nn¡q ñn¡ rtra C18598843 Date:0711112013

U}ICLASSIFIED

COORDINATOR FOR COTJNTER.TERRORISM IS/CT)

The Coordinator for Counter-T€rrorism exercis€s policy oversight for all Søte
Deparünent counter-terrorism programs, including taining, ild works closely
with the regional buear¡s and the Bureau of Diplomatic Security. The office is
also responsible for coordinating other interagency counter-terrorism activities.
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Office of Counter-Terrorism (S/CT)

lntlRelations Off
lGthleen Barmon

FGO2

Special Assistant
Michael}(raft

Gt+15

Secretary
Deborah Vì/âtson

Ggo8

lntlRelations Off
KarEn Sasahara

FGO3

lntl Relatiorp O'ff
Chadee Dunne

Fo|gz

lnü Relations Ofi
Gordon Gray

FO0t

Staff Assistant
RegÍna Arnos

FP.Os

Secretary
Sandra DunlapPhelps

G90e

Secretary
Patricia Chambers

G$08

lntlRetations ff
Card DEnnison

Fo.æ.

Fordgn Æfalrs Offcer
Vacant
GM.15

Fordgn Affairs Officer
Dominick Gannon

GM.l5

Associate Cooldnator
lGnneth McKune

FE€C

Coordnator for Countet-Tenorism
Philip lMllcox, Jr.

FE-MC

Secretary
Stephanie Holzman

G908

Public A,fiairs Spec
Joseph Reap, Jr.

GÀ4-13

Foreign Afiairs Officer
TìmoSry Walsh

G914

Foreign Affairs OfficEr
MichaelJakub

GM-15

lntlRelations Ofi
Ro[fn Monitr

FO-o1

Foreignr Æfairs OtricEr
Thomae Hastings

GM-15, Sch. B

t0/30r
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UNCLASSIFIED

POLTCY PLAr-{NrNG STAFF lS/P}

The Director of the Policy Planning Staq with rank adminisüativeþ equivalent
to an assist¿nt secretary, and the members serve as a basic stafffor the

Secretary and other principals, providing subs.tantive staffanalysis, review, ild
advice, including recommendations for alternative courses of action, on major
ongoing and prospective policy issuesn the intenelationship between issues,

and the süategic or longer term consequences of actions.
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Policy Planning Staff (SlP)

+ Non-reimb detail from INR
*.i on detail to s/trdEC

*t'i O,n detailtoNSC

M€mber
Edward Dong

FO-O'l

Member
Loe Felnsteln
G915, Sch. C

Member
'Mlchslle Dunn

GS.I5

Sacretary
Dalton, Evelyn

G9'06

Staff Assbtant
Edgard Kagan

FO-03

M€mber
P€ter Fþmuth

G9'15
d€tail trcm UN

Senlor fidvlsor
Danlèl Hamllton
c9'15, Sch. C

Seclêtary
Mary GÌant

G9'08

Secntary
Danctte Ragland

G9'G'

StôñAsslstânt
Helcn Mosas

G910

Dl¡ector
James Stelnberg

ES-oO, NorÞCa¡cor

Member
"As¡on Mlllsr

G915

Senlor Advlssr
Lrlgl Elmudl

ESÐ

Deputy Dlroc{or
A¡¡n Romborg

ES{IO, Non€areer

Member
Marloh Saplro

G$15
Detall from L

lVlomber
"'Stephen Grummon- G9'15

Member
John Sammls

FCÞ{r1

Spechl Assistaht
Marla lonata

G913. Sch. C

Memb€r
Davld Pollock

cs-í5
detall fiom USIA

Membor
Yvonne Thayer

FO-Ol

Spechi Assls{ånt
Willhm Anlholls
GSl3. Sch. C

Member
John Monison
G915. Sch. C

t0l3tß6
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UNCLASSIFIED

oFFICE OF RESOURCES PLANS. AI\D P9LIC_Y-IS/RPP)

The Office of Resources, Plans, and Policy acts as¡ a resource for the Secretary,

the Deputy Secretary, the Under Secretariesi and other International A-ffairs

agency heads to assist in developing policies, plans and programs to achieve

foreign policy goals.

|4
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Offrce of Resources, Plans and Policy (S/RPP)

Resources, Plans &
Policy Officer
Pedio Permuy
G914, Sch, C

Financial Specialist
Vacant
cs-13

Resources, Plans &
Policy Officer

Thomas Buckley
GM-I5

Secretary
Patricia Butler

GS-09

Financial Advíser
Vacant
GS.14

Resources, Plans &
' Policy Officer

Anne Richard
GM.I5

Staff Assistant
Susan Kosinski

FP.O4

Director
L. Craig Johnstone
ES-00, Non-Career

Resources, Plans &

Policy Officer '

Robert Glass
FO-o1

Deputy
Deborah Dawson

G915, Sch. C

Secretary
Dorothy Moody

GS-09

Resources, Plans &

Policy Officer
Vacant
FO-o1

Resources, Plans &

Policy Officer
Todd Greentree

FO-o1

Resources, Plans &
Policy Officer

Elliot Lief
Fo-o1

l0/30/96
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UNCLASSIFIED

FOREIGN SERVTCE GRTpVANCE BOARD tS/FSc)

The Foreign Sendce Grier¡ance Board (S/FSG) is an aut'onomous statutory
body of not less than five independent U.S. citizens, headed by a chairperson,
appointed by the Secretary. The Board'adjudicates grievances of Foreign
Service employees whose grievances were not resolved to their satisfaction by
the foreign affaírs agencies. It is empowered to make binding decisions and
orders or, in specified areas¡, forrral recommendations to the head of agency,
subject to judicial review.

.36
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Foreign Service Grievance Board (S/FSG)

Admin Officer
James Griffin

FO-o1

Personnel Off, EmPl Rel
Mary Kekich

FO-o1

Staff Assistant
Vacant
FP.Os

Secretary
Elouise \Mthers

FP.O6

SßSG is supported by 21 Members who work intermittently tvtvg6
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UNCLASSIFIED

DEPUTY. SECRETARY OF STATE lp)

Serves as the Principal Deputy and alter ego to the Secretary, and as Acting
Secretary of Ståte in the Secretary's abse,nce. Serves as principal adviser to
the Secretary and assists the Secretary in the formulation and conduct of alt
U.S. foreign policy.

38
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Office of the Deputy Secretary (D)

StaffAssistant
Maforie Soltis
G911, Sch. C

Special Assistant
Margot Sullivan

FO-æ

Staff Assistant
Vacant

G$12, Sch. C

StaffAssistant
Mary Dubose

G$l1

Staff Assistant
Helen Ellis'

G9t2

Special Assistant
Ph¡lip Goldberg

FO-02

Executive Assistant
Eric Edelman

FE.OC

Deputy Secretary
Strobe Talbott

EX.O2

Staff Assistant
Madeline Morrison

G9l0

lntematl Relations Off
Mark Wong

FO-02

Foreign Affairs Off
Kent Pekel

G913, Sch. C

t0rÌE/96
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UNCLASSIFIED

TJI{DER SECRETARY FOR POLITICAL AFFAIRS IP)

Assists the Secretary and the Deputy Secretary in the formulation and conduct

of U.S. foreign policy. Assists the Secretary and the Deputy Secretary ín

carrying out the former's authority and responsibility for the overall direction,

coordination, and supervision of inter-departnental activities of the U.S.

Government abroad. Assists the Deputy Secretary in providing
recommendations to the Secretary on all principal personnel appoinûnents.

Assists the Deputy Secretary in gving overall direction to the substantive

functíoning of the Departurent. Assists the Secretary and Deputy Secretary in
gving foreign policy guidance to other departnents and agencies. Assists the

Secretary and the Deputy Secretary in ensuring that the Deparûnent's relations
with other deparhents and agencies ofthe U.S. Government are effectively
coordinated, including gving general direction within the Deparhent to
politicat-military andintelligence matters and to relations with other
departurents and agencies on such matters.
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Under Secretary for Political Affairs (P)

Under Secretary
PeterTamoff

EX.Û3

Staff Assistant
Sandra MeNeilly

GS.l1

Executive Assistant
David Goldwyn

GilT-15
(Detailed from L)

Foreign Affairs Officer
Vacant
GS-15

Foreign Affairs Otficer
**Joseph Marty

GS-14
(Detailed from PM)

Secretary
Patricia Moeller

GS-11

Special Assistant
Stuart Symington

FO{)1

Special Assistant
Brian Woo

Fa42 '

Secretary
Jane Lopez

cs49

Special Assistant
Barbara Stephenson

FOOl

Special Assistant
Robin Sanders

FO{2

l0/30/96
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UNCLASSIFIED

rJh[DER SECRETA, BY FOR ECONOMIÇ. BUSINESSÌ AI\D
AGRICULTTJRAL AFFAIRS (Eì

Serves as the princlpal adviser to the Secretary and Deputy Secretary on

matters of foreign economic and comrnercial policy. Directs formulation of
and/or coordinates Department policies and positions on econodic,
commercial, and agricuttural issues. Supervises the execution of such pollcy
within the Departnent of State and represents the Deparbnent on such matters

with other agencies of the U.S. Government. In pursuing these firnctions,
coordinates, as appropriate, with the Under Secretary for Global Affairs on

matters within the areas of responsibilities of those officers.

42
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Under Secretary for Economic,
Business and Agriculzural Affairs (E)
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r OndetailtotheMC
+* On detail to the NSC

'Exoursion Tour to Kuala Lampur

Stafi Assistant
-Aptil Abdulmalik

GSll

Special Assistant

Philo Dlbble

FO-o1

StafiAssistar¡t
*Gloda llalshall

G$í2

StafiAssistant
Cynthia Lane

FP-04, Short-tour

Særetary.
Shella McPhercon

G$l0

Special Assistant
Peter Chase

FO-01

Executive Assistant

lvlaureen Quinn

FE-['lC

..Under Secrettry
Joan Spero

EX.(l3

Special Assistant

Lisa Kublske

FO-02

Special Assistant
Dfana Hefweg

c$15, Sch C

Dep Under Secretary

'Robert Fauver

ES-o0

Secretary

Yvette Jenk¡ns

G908
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UNCLASSIFIED

COORI}INATOR FOR BUSINESS AFFAIRS G/CBA)

Serves as the focal point foq the Departuent's outeach to the U.S. business

community; has primary responsibility in the Department for developing,
analyzing, Ðd ooordínating efforts to vigorously strpport and facilitate U.S.
business interests abroad.
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Office of Commercial and Business Affairs (E/CBA)
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Comrnercial Prognam Officer

Jeff thnald
GS.f 2

' Secretary

Theresa Wells

GS{8

SecreÞry
Mary Clark

GS{8

EcodCommercial Offcer
David Miller

FO-02

I ntemational Economist

Chñstoptier Szymanski

FE{C

Coordinator

DaId Ruth

ES{0, Non€areer

Econ/Co nrmercial Offi cer

tMlliam Plununer

FO-03
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UNCLASSIFIED

UNpERJ$ECRETARY FOR ARMS CONTROL AI\p
INTERNATTqIYAL SECURITY AFFAIRS ITI

)
.¡

Directs and coordinates arms confiol policy for the Deparünent. Directs the
negotiation and implement¿tion of arms control agreeinents with foreign
coì¡ntries and oversees related diplomatic efforts.
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Under Secretary for Anns Control
and International Security Affairs (T) 

'

Staff Assistant
Josetta Hampton

GS-IO

Special Assistant' William Hill
FO-o1

Executive Assistant
John Barker

GS-15, Sch. C

Under Secretary
Lynn Davis

EX-03

Senior Adviser
James Tirnble

ES.OO

Staff Assistant
Joyce Nesmith

GS-13

Staff Assistant
Gozetta Johnson

GS.12

Secretary
Eva Chesteen

GS-09

Secretary
Louise Archer

GS-07

Temp Consultant William Schneider, Jr ru28196
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UNCLASSIFIED

I]¡IDER SECRETARY FOR MANAGEMENT IMì

Serves as the principal adviser to the Secretary of State on all matters involving
the allocation of State Deparment resources in support of the President's ./
foreþ policy objectives. Develops and executes management policies,
inclucling conüol of positions, filnds, and other worldwide Deparffient
resources required ¡s implement the foreign policies of the United States.

WHITE HOUSE LIAISON II\,Í/WHI,ì

Advises, assists, and facilitates all non-career appoinbnents within the
Deparûrent, includingPresidential Appointees requiring Senate confirmation
(PAS), Senior Executive Service (SES), and Schedule C. Formulates,
commt¡nicates, and coordinates between the Departuent "nd the White House
the selection and appoinbnent of all boards, commissions, Presidential
Delegations, and conferences.
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Under Secretary for Management (M)

*Detailed to MfromDS
+*n''¡ledtoVicePresident's
o

Secretary
Aaron Brown

GS-07

Secretary
Terri Galloway

GS-07

Special Assistant
Tracey Jacoþson

FO-02

Staff Assistant
Ellen Dyer

GS.11

Special Assistant
Paul AshÞy

Fo-az

Staff Assistant
Shanon Amis

FP.O5

'Special Assistant
Vincent Taylor

GS-14

Special Assistant
**Elizaþeth Stock

GS-14, Sch. C

Secretary
Nettie Laster

GS.O8

Staff Assistant
Beverly ConeY
GS-13, Sch. C

Legislative Officer
Roþert Hopper

GS.15

Legislative Officer
Beth Poisson

GS-15, Sch. C

Oirector, White House Liaison
. Vacant

ES-00, Non-Career

Staff Assistant
Marjorie Jackson

GS-12

Under Secretary, Acting
Pqtríck KennedY

FE.MC

Executive Assistant
Vacant
FE.MC

Legislative Officer
Susan Andross
GS-15, Sch. C
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UNCLASSIFIED

MANAGEMENT POLTCY ANLPLA¡INrNG l!!P)

Provides dedicated policy, planning, and analytical support to the Under
Secretary for Management (M) on the whole range of management issues in
the tbree broadl areas of M responsibility (hunan-iesouces, financial
management and operations, Ðd support services), and supports Deparûnent-
wide shategic planning activities as well as the implementation ofinitiatives
arising from the National Perfonnance Review.
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Temporary Consultant - Barrington King
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Ccnputel Spec

ltla¡ie Neves
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MgrtAnalys¡s Otr

CarolHeiæck
FOln

MgrtAnalysis Clf
Horvad Kavaþr
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MgrilAndpt
Rúy Bery
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Mg¡nt ArÌ¡lyS
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GM-11

Mgmt Ardysls Off

Æbeil Fairchild

GM.I5
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Mgrrn¡ssbtdú

Jand Fanrell
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Mgrt Assbtanû

Cuolyn Baræs
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MgrntAnalpt
Va¡aril

GM-14

[fitttt Analf¡is C[f
Vacant
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Dlrector

Robeil Nolan

FE-MC

Secretary

Alix WÞldon
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*Rozanne Oiver
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UNCLASSIFIED

TJNDER SECRETARY F'OR GLOBAL IGI

For designated areas of responsibility, directs the negotiation and
implementation of agreements with foreign counties and oversees related
diplomatic efforts. Assists the Secretary in representing the United States at
international meetings, in performing other representational assignments, and in
presenting the Deparhent's position before C,ongressional committees.
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Under Secretary for Global Affairs (G)

Staff Assistant
Sandra Ulmer

GS-12

Executive Assistant
David Han¡vood

GM-15, Sch C

Under Secretary
Timothy Wirth

EX.O3

Women's Coordinator
Theresa Loar

ES-00, Non-Career

Staff Assístant
Debbie Jones

GS-10

Special AssÍstant
Stanley Myles

FO-01

Staff Aide
Richard Dudley

GS.O7

Special Assistant
Jeffrey Meer

FO-02

Staff Aide
Laurie Mitchell

GS-07

Special Assistant
JoelDaníes

FO-02
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UNCLASSIFIED

BUREAU OF LEGISLATIVE AFFAIRS IH)

Reports directly to the Secretary of St¿te. Under the overall direction of the

Secretary of State, directs and manages the Br¡reau of Legislative Affairs.
Supervises and coordinates all legislative and non-legislative t.1"¡isnships
between the Deparünent and Congress; and supervises and coordinates all
legislative relationships between the Deparhent and the Office of
Management and Budget, and between the Deparbnent and other Executive
Branch agencies. Directs the presentation of the Deparùnent's legislative
program, including the developmenl preparation and submission of legislation
to Congress.
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UNCLASSIFIED U.S. Departmentof State Ç¿ss rrra tr-tnn^-nneon rìn¡ t'!^ C18598843 Date: A7n1nOß. UNCLASSIFIED

BI]REAU OF PTJBLIC AFFAIRS æAI

Directs public affairs activities in the Departnnent. Serves as princþal adviser

to the Secretary, other senior Deparhnent officials, and other U.S. Government
agencies on all public affairs, media relations, and information aspects of the

Deparbnent's responsibilities to the U.S. public. Develops public affairs
stategies. Coordinates interagency public atrairs strategies with regional and

functional bureaus on behalf of the Department. Maintains liaison between the

Deparblent, maj or nongovernnentat organizations concerned with foreign

affairs, and State and local government officials. '
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Pubflo Afhlrs Asst
Shldey Terl Porell

GS{9

Publlc Afhlrs Spec
G¡orh Eeasley

GS-|2

Publlc Affelrs Spec
Christ¡na MecDonald

GSl2

Publlc Añalre Spec
A¡rlla Stækman

GS-|3

Publlo Afhlls Spec
Dhna Wegon

GS-I3

Supv. Publlc Affalre Spec
Peter l(techt

GM.14

Pollcy Analyst
N. Slephen Kane

cslS

Pubffc Affalrs Spec
Marlþ Brcmner

GSJ2

PubÍc Affahs Spec
Joaephhe Brooks

GS-12

Publlc AlÏalrc Spec
Vacant
GS.I3

Publlc Âñalrs Spec
Juanlta Adams

GS-t3

$lpv. Publlo Afhlrs Spec
Janlce Adams

GM-f 4

Dlreclor
Colfeen Hope

GM-15

Oeputy Asslstant Secretary
R. Nbhohs Eurns

FE.OC

Secrelary
Dorcthy Jackson

GS{¡8

Sccretary
Maura Roblnson

GS.O6

Publie Alhlrs Spec
Sandy Raynolds

GS{¡9

Publlc Alhlre Spec

.8etty Mayes
GS-ll

Publlc Affalrs Spec
Deborah Fallz

GSJl

Publlc Affalrs Speo
cheryl Gross
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lnlormatlon Off
Joanna Welnz
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Office of Press Relations (PA/PRESS)

Cfrk
Lorcíìâ Gonzâbz

GS-G, Temporary

Clorl(
Râphå€l Cook

GS.{E

Prê8e Rolåüons Assl
Zenh Peaf3oa

GS-{¡s

Prær Cllps Unlt
Rrbllc AflalÉ Spec

Dcntsc Sulton
GA-û9

Pl/blb Arlal|B Spoc
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Pub[c AfalÊ sp.c
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GS-ttg

fì¡bllc Affa¡r¡ Spêc
Gladyr Bogge

GS-11

Publlc Afå¡rs Sp.o
Nanct Beck

GS.I2
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Sharon Eowrnan

FO{X

Soclal Sclencc Analyet
Ehinc MoDcvitt

GS-13

Supv. Publlc Atlalre Spec
Sondra McCa¡ty

GM.14
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Shelh Goode
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Julhnne Stúnnlck
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ChãdV Deflñls
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Pubfc Afia¡E Spec
PhyBls Young

GM-13
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FOlo1

Deputy ¡s6¡"¡r¿ Seomtary
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FEOC

lnformalion Olñcer
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Office of Public and Intergovernmental Liaison (PA/PIL)

Plþgrem Asst
/qrnândâ Colllor

GS-OA

Program AsÊt.
Cerol Vulllarñs-Flcmlng

GS-Oa

Publlc.AlfâlrË Sp€c
Elleen P¡áce

G¡S-13

PuÞllc Alfelrs Spec
Donn. Kralab€]!
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Ofll9e Admlnlstrator
Llnda Green
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Publ¡c Affalrs Spec
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Dlrector
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R. Nlcho¡âg Burñs
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Publlc AffalÊ Sp6c
J€nnlfêr Slegel
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Publlc Alïa¡rs Sprc
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U\ICLASSIFIED

OF'['ICE OF THE SPECIAL ADVISER
IO TI{E SECRETARY

FOR THE NE}V INDEPENDENT STATES
ls/Nrsl

The Ambassador-at-Large and Special Adviser to the Secretary for the New
Independent States seryes as the principal adviser to the Secretary on iszues

pertaining to the Independent States. The Special Adviser has principal
responsibility i" the Departrnent for forrrulating and implementing proposals

relating to MS policy and has oversight responsibility for the Office of the

Independent State and Commonwealth Affairs (ISCA) and the Regional Affairs
Office (SNIS/RA). Coordinates NIS policy both within thê Deparbnent and

with other U.S. Government entities, and chairs Interagency Policy Steering

Group on Russia, Ukraine and the Eurasian States.
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Office of the Special Adviser to the Secretary
for the New Independent States (S/NIIS)

Senior Adviser
John Herbst

FE€C

Staff Aide
Vacant
GS.O7

Special Assistant
George Krol

FO-01

Secretary
Doris Eaglin

GS.O9

Statf Assistant
Vacant
FP.O4

Anne Johnson
Special Assistant

GS-14, Sch. C

Principal Deputy
Daniel Speckhard

ES-OO

Ambassador-at-Large
James Collins

FE.MC

Secretary
DeVonne Chapman

GS.O7

lntl Relations Otf
Grace Shelton

FO-03
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UNCLASSIFIED

Office of the Coordinator for the New Independent States
Resip.EsL.Affii n (S, /NIS/RA-I

Reporting to the Ambassador-at-Large for SA{IS, the Coordinator serves as the
Special Negotiator for Nagorno-Karabakü, \Mith responsibility for coordinating
urithin the U.S: govemment, among U.S. Embassies in the NIS, and with other
foreign governments and intemational organizattons, diplomatic efforts to
resolve longstanding confl.icts. The Special Negotiator is charged \4'ith

devising ¿¡d imPlementing an overall süategy forpeacekeeping, peacemaking

and preventive diplomacy to resolve the conflict.
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Office of the Coordinator for the New Independent
States Regional Affairs (S/NIIS/RA)

Coordinator
Joseph Presel

FE.MC

Special Advisor
Philip Remler

FO-01

Staff Assistant
Barbara Pace

FP-04
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UNCLASSIFIED

oSFrgE oF T4p COORpINATOR
M\ry INDEP4NDENT STATES

ASSTSTANçE
ts/Nrs/cl

The Coordinator ís desþated by the President to administer the assistaüce

program for the New Independent States in accordance with Section 102 of the

Freedom Act. The Coordinator is also designated as Chair of the Interagency

Assistance Coordination Group. As such the Coordinator presides ovèr the

allocation of U.S. assistance r.ro*", andthe interagencyprocess for desifo
and implementation of all policies and programs dealing with bilateral
assistance for the New Independent States of the former Soviet Union.
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Coordinator of U.S. Assistance to the

New Independent States (S/Ì.{ISC)

Coordinator
Richard Momingsiar
ES-00, Non-Career

Secretary
Martha Alston

GS.O7

lntl Relations Officer
Lawrence Cohen

FO-02

Secretary
Constance Braxton

GS-08

Foreign Affairs Ofticer
Vacant
GS-14

Foreign Affairs Officer
Tammy Peters

GS.O9

Special Assistant
Stuart Dwyer

Fo-03

Special Assistant
lGthleen Kavalec

FO-o1

Foreign Affaia Officer
Thomas McKay
GM-15, Sch. B

Secretary
Vacant
FP.O4

Deputy Coordinator
Vacant
FE-MC

Foreign Affairs Officer
John Post

GM-15, Sch. B

Secretary
Janice Langley

GS-08

Foreign Affairs Adviser
William Taylor, Jr.

ES-00, Sch. C

lntl Relations Officer
Sandra Gust

FGOl
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OFFICE OF THE CHIEF INFORMATION OFFICER
IIWCIO)

The Chief Information Office (CIO) is responsible for providing advice and

other assistance to the Secretary of State, the Under Secretary for Management
and other Senior Department personnel to ensr¡re that information technology s

acquired, and information resources managed, in a mâñner that complies with
the Paperwork Reduction Act and other legislative mandates. The Ctief
Information Officer exercises functional authority on behalf of the Under
Secretary in carrying out the responsibilities of the State Deparhent under the

Paperwork Reduction Act. This position is mandated by the Information
Technology lvfanagement Reform Act.

68
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Office of the Chief Infonnation Officer (N{/üO)

Chief lnformation Officer

Eliza Mc0lenaghan

ES-00, Non-Career

lnfo Mgmt Policy Coord

Vacant

FGOl

lnfo Mgmt Policy Coord
Kay Monte!4fiite

GS.15

Staff Assistant

Eloise Echevenia
GS-10

lnfo Mgmt

F

lnfo Mgmt

Paul

cant

Coord

15

Garcia

Coord lnfo Mgmt Pol'ay Coord

Gary Galloway

GS-15

Temporary Consultant - ArthurFreeman
l0t3v96
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Budget & Fiscal
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Budget & Fiscal

Tr?vel Policy - It is the policy of the Government that only havel that is
necessary to accomplish tbe pì¡rposes of the Government effectively and
economically is authorized. Anemployee ûaveling on official busíness is
açected to exercise the same care in incurring expenses that a prudent person
would exercise if naveling on personal business. Excess costs, circuitous
routes, deþs, or luxrry accommodations and services unnecessary or
unjustified in the performance of official business will not be reimbursed.
Employees will be responsible for excess costs and any additional expenses
incurred for personal preference or convenience.

Common Carrier - Travel by common carrier (ar, oil, orbus) generally is the
rnost efficient use ofresources and the most expeditious means of havel.
Other'methods of hansportation may be authorized onþ when the use of
common carrier fransportation would seriously interfere with the performance
of official business or impose an undue hardship on the taveler, or when the
total cost by common carrier would exceed the cost by some other method of
transportation.

Conhact Air Services - The General Services Adminishation (GSA) negotiates
special contract fares yearly for Government employees. This progr¿un results
in cost savings and all personnel governed by the GsAFederal Travel
Regulations are required to use conhact service . The use of discount fa¡es
offered by contract air carriers is considered adr¡antageous to the Government
and is mandatory for authorized air havel between those cityçairs. The
American Express Office will advise tavelers when the mandatory use of
domestic and international city-pair fires is required. American Express will
issue tickets only for authorized routings using conhact fares unless otherwise
specified on the tavel authorization

Non-confract Air Service - The use of non-contract air service may be
authorized only when :

UNCLASSIFIED 7I
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Space on scheduled flights is not available;

Use of conûact service would require the ûaveler to incru unnecessary
overnigbt lodging costs;

A non-conûact carrier offers a lower fare, the use of which will result in
a lower total trip cost, to include the combined costs of üansportation,
lodging meals and related expenses.

Aùance justification and approval for the use of non-conûact air service must
be dhown on the tavel authorization before the actual tavel begros.

In the absence of specific authorization or approval stated on the ûavel
authorization, the taveler will be responsible for any difference in cost that
may result from the üaveler's unauthorized use ofnon-conûact service.

Class,gf Service - It is the policy of the Government that less-than premiurr-
class accommodations shall be used for all modes of passenger transportation.
trmployees who use commercial air hâvel shall use coaoh-class or equivalent
accommodations. F¡emir¡m-class air accommodations (such as business class)

mry be used only as follows:

When regularly scheduled flighs provide only premium-class

accommodations and the employee certifies this circumstnnce on the
tavel voucher;

When space is not available in coach-class on any scheduled fliebt in
time to accomplish the purpose of the official travel;

When the üaveler has a medically certified disability for which a
competent medical authority recourmends premium class fiavel;

When üavel is in excess of 14 hous and a rest stop cannot, because of
urgency ofthe míssion, be taken;

When r"cÌ"ty considerations or exceptional circumstances make the use

essential to the successful performance of the Agency's mission.

UNCLASSIFIED
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The S/S-EX Executive Director has the authority to approve business-class

tavel in excess of 14 hours. Other requests must be approved by the Under
Secretary for Management. Travel by business class is not an entitlement and

must be justified before approved.

Rest Stops - When travel is direct befween authorized orign and destination
points which are separated by several dme zones and either the origin or
destination point is outsíde CONUS, a rest period not in excess of 24 hours
may be authorized or approved when air tryet between the two points is by
less than-premium-class accommodations and the scheduled flight time,
i¡s[uding stoporærs, exceed 14 hours by a direct or usually taræled route.

' Invitation Travel Orders

Non-Government Emolovees - Travel expenses of private individuals "invited"
to confer or advise on goverrxnent business can be approved as long as the
reimbursement of tar¡el expenses is justified as a necessary expense (i.e. it
serves some pupose useful or beneficial to the Gor¡ernment). The invitee must

legitimately provide a direct service to the Gorærnment, such as making a
presentation or advising in an area of expertise.

Gg!'-e,m{nenJ.Employees - Invitational travel may be accepted from a non-

federal sor¡rçe when it has been determined that

(l) the tavel relates to the errployee's official duties under an official
tavel authorization issued to the emplolæes,

(2) attendance at the meeting or similar firnction reldes to the official
duties of the employee which represents a priority use of the taveling
employee's time; and,
(3) palanent is from a non-federal source that is not disqualified on

conflict of interest grounds.

Travelers must get approval from SiS-EX Executive Director for invitational
Eavel.

When accepting invitational tavel from a non-federal sor¡rce the following

UNCLASSIFIED
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factors should be r¡sed as a guide to determine any conflict of interest:

the identity of the non-federal source,

the purpose of the meeting e¡ similar frrnction,
the identity of other expected participants,
the nature and sensítivity of any matter pending at the Deparünent
affecting the interests of the non-federal source,
the significance of the employee's role in any such matter an{
the monetary rmlue and character of the tàvel benefits offered by the
non-federal source.

Govenrment Anerican E¡cpress Charge Ca¡d - Employees who havel more
than once a year are required to have a Govenrment American Express Card.
Applications are available in S/S-EX

The Fly America Act, 49 U.S.C. App. l5l7 , as implemented by the
CompEoller General's guidelþs, Decision B- 138942, March 3 l, 1981,

requires Federal employees and otherperforuring United States Govemment
financed air Eavel to Eavel by U.S. flag air carriers.

Travel Requests - A memorandum requesting official tavel is addressed to the

S/S-EX, Executive Director from the head of each office. These.requests will
be retained for future audits and will serye as personal certification that the
tavel was mandatory and the purpose of the trip could not be accomplished by
any other means.

Each mernorandun requestíng travel must indicate, as applicable, the
following

a. The purpose of the travel - please be specific; "consultation with
foreign official embassies, etc." will not suffice for audit pt¡rposes.

b. The itinerary with dates of ani¡¿l and departure for each stop.
c. Cost of hotel accornmodations.
d. Cost and class of air ticket.
e. Special authorizations: telephone calls, car rental, tæ<i, etc. Special
authorizations must be justified as being necessary and adr¡antageous to
the Govenrment.
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If tavel involves a speaking engagement, the tavel request must be approved
by tle Bureau of Publio Affairs before sending it to S/S-EX.

Travel request must be submitted to S/S-EX aminimum of 24 hours in advanoe
of expeoted travel.

Tf.avel VoucherÐ - Vfithi" five working days of completion of ravel, Eavelers'
are required to submit aD experrse report for the tavel performéd. Vouchers
must be aþproved by the Budget Officer in S/S-EX. Voucher assistance is
available in S/S-EX.
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General Services Office

Tel-ephones -_Government procrued telecornmrmications services, including
office telephones and fær machines, cellular telephones, calling cards, and

modem lines are to be used only for official business. (S/S Adninistrative
Policy 96106) Personal telephone salling cards should be used for all non

official calls outside of the local calling area. Please note that some calls made

from Washingfon DC to area codes 301 and 703 are outside the local calling

area.

' 
VS-EX receives and disributes telephone bills for long distance, calling car4
and cellular telephone bills. Employees are required to annotate and certi$
that calls billed are official. Palments for all unofficial calls should be made

via check payable to the Deparûnent of State within l0 working days of the

receipt ofthe bill.

Telephone service in the Main State Building offers a variety of features such

as; call fonvarding, abbreviated dialing, conferencing and voice mail known as

Audix. Telephones with the Audix feature must have a dial 0 option that will
connect the caller to an individual. Assistance in the use of these features is

ar¡ailable through GSO or in the State Deparhent Telephone Book.

Service changes, additional telephone lines and instrument changes are

requested in r¡niting through GSO. Telephone nr¡mbers are not relocated for
intemal office moves since a particular number is not the personal property of
an individual sitting at given desk. (For example, an employee sþanging deslis

from one work spÍrce to another within the same suite.) In these cases, a

fonvarding message is left on the old number notifuing incoming callers of the

number change.

Seryice Problems - In the event that you e4perie,nce proble,ms during business

hours call the AT&T Telephone Operations Ce,nter (x79922.) hoblems with
secure telephone devices, STU IIIs, should be reported to the S Bweau
COMSEC custodian at x7 1532.
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Please report unresolved telephone problems to GSO.

Tstep.bone Books - State Deparûnent and local telephone books oanbe
requested through GSO. Please note that all local dírectories are not stocked,

but will be ordered upon reçest. The State Deparhent telephone directory is

available on line. The printed version has a wealth of information including
how to use the various features of the telephone, shuttle schedules, and the

publication Key Officers of Foreign Services Posts in its entirety.

Teleohgne Çredt,,Cards - Telephone credit oards are provided to principals an!
members of their staffthat tavel. Two oards are used; MCI for intemational

c.alls and AT&T for domestic calls. All calls made using these cards must be

verified as official upon reoeipt of bills.

Other Çomnl¡nicatio,ns Devioes - Cellular telephones and pagers are issued to
principals and key staffby GSO.. Individuals issued these items are held
personally liable in the event of loss, theft or damage. These items are not
tansferable and must be returned to GSO upon departure from the S Br¡reau to
release the user from personat liability. Replacement batteries are available in
the GSO Section in Room 7517.

Workine at HomJe - Government regulations strictly prohibit the installation of
telephone lines in private residences. This includes lines to support STU Itr
devioes inslalled for home use. Ihe one exception is the Secretary's direct line

to ttre Operations Center.

Fax - Seourity regulations prohibit the installation of seoure fæ< equipment iá
private residences sínce it is not possible to nreet physioal seourity and

doctunent conüol requirements.

Ctassified telephones/ STU III - A limited ntunber of key personnel are issued

STU m devices for home use. Communioatíons only to the secret level are

available on insm¡ments used in private residence. There is no longer a
requirement to have a field safe to secure the STU key, but the key must be

stored sçarately from the instnrment. An inventory of all STU IU devices is

required'every six months by the COMSEC custodian. Home users are
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required to bring the insft¡ment in to the Departuent or make other
arrangements with the COMSEC custodian for verificatim of the instn¡ment.

Seo,urity - The Principal Security Offioer for the S Br¡rear¡ is the Supervisory.

GSO. Each office in the S area has a Unit Security Officer that answers day to
day questions regardinghandling and storage of classifiedmaterial in
ooordination withDS andthe Principal Secruity Offioer. Requests for seourity

clea¡anoes shouldbe directedthrough S/S"EX Personnel Unit. Requests for
card reader aocess, oombination and lock changes and other secruity matters

should be directed to GSO.

Classified Door¡pents - Classified material must not be removed ûom offioial
premises except when neoessary in the conduct of ofrcialmeetings,
conferences or consultàtibns, and must be returned to safe storage facilitíes
immediately upon the conclusion of the meeting, conference or consultation. (5

FAlvl 973) RESIDENCES ARE NOT CONSIDERED OFITICIAI
PREMSES. Classified materials.lray not be removed for rêasons of personal

convenie,nce or be kept in overnight in personal custody.

The Qffice

Rgdeoorpting - There is a statutory limitation of $5,000 on spending for the

firnishing and redeoorating of offioes ofPresidential appointees (Section 618

of P.L. t02-393, dated October 6,1992). This provision provides that "no
fi¡nds may be obligated or expended in exoess of $5,000 to firmish or
redecorate the offioe of (Presidential appointees) or to purchase-frrniture or
make improvements of such offioe unless advance notioe of such firnishing cir

redecoration is expressþ approved by the Committees m Appropriations of
the House and the Senate."

Redecoration includes the purcþe , refinishing and reupholstery offirniture,
draperies, oarpets, painting and, spaoe reconfigrration. The $5,000 limit
applies for the full term of the appointee and includes the entire suite of offices
assigned to the individual as well as any other space tbat is primarily used or
directly oontrolled by the appointee. -

Art Bank - The Art Bank is a special program of the Br¡reau ofAdminisFation.
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, It offers a collection of tithographs, pastels, watercolors anl prints on loan to

the Bureaus to decorate Principals' offices. There is a preset allotuent of art

works for each office. New art works canbe selected by ananging an

appoinünent with the AÍ Bank, x71452. The Art Bank will remove and hang

atl worlc that are part of their collection.

The Art Bank does not hang personal a4. Many areas of the S Bureau have

rare wood paneling and special wall finishes. ktdividuåts desiring to hang

personal items on the walls should contact GSO for assistance-

Furnishines. Supplies and Equip-qlgnt - AII fi¡fnishings, equipment and supplies

are requested through GSO via E-mail or in writing. Toner for printers can be

requested ûom S/S-IRM by sending an Bmail to POEMS or ealling the Help

Desk at x78?00. GSO provides toner for fær m¿çhines and copiers as well as

statíonary (Secretary, Deputy Secretary, action and briefing memoranda) for all

offices. We also stock a small quantity of basic office supplies which canbe

loaned to offices for emergencies.

Each office is expected to maintain sufficient office supplies for daily use,

paper, p€6, tape, etc. These items are ordered from the GSA catalog via

GSO. S/S-EX will obligate ttre funds and place the order with GSA. The

supplies are delivered directþ to the requesting office :n2-5 days. If an item is

out of stock it witl need to be reordered since GSA does not back order.

GSO is the purchasing agent for the S area offtces. In that capacity S/S-

EX is the only oflice that has the authority to spend/obligate funds.

Individuals making purchases or agreements for services outside of S/S-

EX, or without the appropriate authorify, can be held financially
responsible for the transaction. All purchases are subject to the

availability of funding.

All requests for computer equipment, software, Intérnet access must be

coordinated with SIS-IRM. To comply with U.S. copyright laws we must

purchase the appropriate nt¡mber of copies of software for all of our

equipment. We do not use copies of softrvare tþat have been purchased for an

indivídual's home use. In addition, due to the potential to infect our networks

with viruses and our security requirements on some systems, softrvare is
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installed in laptops and desktop computers only by S/S:IRM.

Official Letterhea4,& Note Cards - Leüerhead and note cards can be provided

for offices of Undersecreta¡ies or their equfialents. The letterhead can be

printed with the formal office title and/or the position of the principal officer.

The stationery may not be personalized with the principals name. In-house

printing of leüerhead takes 4-5 business days. If an outside souce must be

used due the special requirements of thejob or the príntshop work load,

delivery of a stationery order can t¿ke up to 6 weeks.

Brlsiness CArds or Calline Cards - Business cards a¡e considered a personal

item rather than an official item and cannot be purchased at government

expense.

Framine of Photos & Personal Items - Awards, commissions, taining
certificates and photographs, including those appointing an individual to office,
cannot be framed at government expense. These items a¡e classified as

personal and Federalstatutes do not'allow the use of appropriated funds for '

this purpose, since the items are destined to remain in the personal possession

of the individual

Cable T.elevision TV & V-ÇBs - All requests for cable television must be

directed to GSO. The request should include ajustification for the installation.
Upon approval by FMSS, the requesting office is required to pay for the annual

service fee and the installation charges.

_E?<press Mail - Express mail service is available for the shipment of official
documents and small packages that would not be able reach their intended
destination in a timelf trotrit by any other cost effective means. It is not
intended to replace the use of regular mail or to send a docr¡¡nent to an office
several blocks away. S Bureau crrrently has accounts with two carriers, DHL
and Federal Express.

DHL is uued for international shipping of small packages and documents

ONLY. To arrange forpackage pickup call I (800) 225'5345.

Federal Express is used for domestic small packages or documents. Although
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they have intemational service, they are not to be used to send packages

overseas. To arrange for pickup call I (S00) 463-3339. There is also a pick
up point at the 2lst Steet enüance of Main State.

The requesting office must obtain the air bills with the S specific accounting

infonnation ûom GSO inRoom 7519. The requester is asked to sign for each

air bill at the time they a¡e issued. Packing envelopes for both DHL and

Federal Express a¡e also available in GSO.

MaintenanceÆWipment Repair.s - For'heating, cooling, water leaks, light butb

changes, plumbing problems and other minor maintenance problems, call

Facility Management and Support Services çFVSS) x75610.

For problems withpleaning and pest cohtol call Calvin Dubose in FMSS,
x72788

Copier repairs during business hgurs

Canon Service Desk
Xerox Service Desk

(703) 807-3250
(8oo) 822-2e7e

Please provide the repair service with the serial number of the copier that
needs to be repaired, office room number, contact person and telephone

number. A response from a service tecbnician can be expected in 3-4 hours.

The service technician will call the office to announce the anticipated arrivat
time. Calls made at the end of the business day are serviced the next day.

After hor¡rs sen¡ice is not available. If additional assistance is required to
resolve a copier problem call or Email GSO.

Computers - IRM Help Desk - x78700

Type'nniters, safes and all other equipment - Contact GSO

Construction - All requests for modification of space, moving walls, changing
lighting, addition of elecfical outlets, doors etc., should be sent to GSO. GSO

will prepare a scope of work for the project for submission to the appropriate

offices for approval andwill coordinate the execution ofthe project. Offices of
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Presidential appointees are subject to the $5,000 redecoration limit depending
upon the natu¡e of the project.

Parking - Parking ís managed by the Office ofFacilities Man;gement and

Support Services, General Services Division (FMSS/GS). FMSS/GS allots
each bureau a specific number of parking permits to manage the limited
number of parking spaces at Main State and other Deparünent locations.
S/S-EX allocates pennits to the individual offices and bureaus under the S

r¡mbrella. The individual offices and bureaus determine which of their
employees are to receive parking privileges during the Parking Open Season

each year in August. Temporary permits can be requested to address short
term parking needs. All requests for parking pennits and changes in parking
permits must be made through S/S-EX.

The current fee for parking in the Main Søte Garage is $18.00 per month- As
requíred by.the Energy Policy Act of 1992 e.L. 102486), individuals that
have reserved parking passes a¡e considered ûo have employer subsidized
parking and mustpay income tæ<es on the value above $165 per month. The
IRS requires that this excess emount be included in the employee's gross

income.

Parking is a privilege, not a right and all permit holders are subject to the
parking regulations. FMSS monitors the use of permits. Failure to comply
with the parking regulations or misuse a pass can result in the loss of parking
for the individual or reduction in the Bureau parking pass allocation. S/S-EX
does not issue cítations for infractions and therefore cannot pardon violators.

Use of Motorpool Vehicles - The Motorpool does not provide dedicated cars
and drivers to Deparürent of State employees. All Under Secretaries,
Assistant Secret¿ries, Deputy Assistant Secreta¡ies and their equivalents may
request a car and drirrcr, by reservation, with Motorpool x71672. hiority
ranking for available vehicles is Under Secretaries, Assistant secret¿¡ies, and
finally Deputy Assistant Secretaries.

Motorpool services are charged to ttre individual's office alloünent. The
current rate for use of a Motorpool driver and sedan is $27 per ho¡r for regular
service and $36 per hour for overtime service. Self-drive vehicles can be
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requested atarzrte of $21 per hour. Give,n the cost of these services, staff
members are encouraged to use tæcis. Tæci fares are reimbursable by
submission of a receipt for the service and a completed taxi voucher approved
by the employee's supervisor. (S/S AdminisFative Policy 96102)

6 FAI\{ 1931.2 prohibits the use of govenrment leased vehicles for other than
official purposes. This specifically excludes the üansportation of officers or
employees between their place of residence and place of emplo¡anent or any
other place of business.

Shuttle bus service is provided on a regular basis to the National Foreign
Affairs Training Center and to State office buildings in Rosslyn Shuttle
service is also available to Dunn I¡ring Clarendon, the Passport Office and

Newington, but on an infreçent basis. The bus schedules are posted by the D
Sheet exit where the shuttle buses stop and are listed in the State Departnaent
Telephone Book.

Meetine Rooms

Principal's Conference Roorn (adjacent to Room 7516) offers table seating for
up to 19 persons and a ma¡rimum capacity of 42 persons using the theater style
seating at the back of the room. A full complement of audiovisual equipment
is available (table microphones, overhead projector, TV and VCR) as well as a
podium. Meetings can be held to the Top Secret level. Contact S/S-O/CMS
x17234 to reserve.

Treatv Roorrl (?th floor between the main elevators) is generally used for
official ceremonies, swearing in of ambassadors, and receptions of up to 150
persons. Podiums and audio equipment for use in the Treaty Room can be
requested from Technical Services x71634. Contact S/S-EX for reservations,
x75638.

8th floor Recepti'on Rooms. auditpriums. conference and meeting rooms -
Contact the conference coordinator, Penny Price, x71729. These spaces are

managed by FMSS/GS/BU. Requests can be fo<ed to the conference
coordinator atxl07l8 with a copy to GSO. GSO will provide authorization to
the conference coordinator for labor charges associated with the event such as
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providing tables, chairs, stage set up and water seffice.

Meetings and Food - Food, including coffee service, cannot be provided at
government expense for meetings or conferences that are not official
representational fi¡nctions. Official representational fi¡nds are provided to
assist officers in carryíng out their official representational responsibilities.
These funds are intended to be used for the entertainment of foreþ guests.

However, fi¡nds may be used to entertain American academicians, business,
media, Congressional membens/staffers, political leaders or private citizens so
long as the clear pu{pose is to fi¡rther U.S. foreign policy. Questions and
requests for fi¡nds should be referred to the Office ofthe ChiefFinancial
Officer, Donna Bordley, x7503 l.

Official Photos/-PliRtine Requeqts /Conference Services - Technical Së¡rvices

will make official photos ofthe Secretary, Deputy Secretar5r,Ilnder Secretaries
and equivalents and provide a limited number of prints and negatives.
Additional photos a¡e made by outside vendors througb GSO. An office'
requesting additional official photos should provide GSO with the negatives
and written request as to the size and number of prínts and the desired delivery
date.

Deparbnent photographers can be requested for official wents such as

retirements award ceremonies etc., at cost to the requesting office. Call GSO
to make the arrangements.
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Office of Information Resources Management

Information Technology (IÐ, ao important adjunct to any orgEanizaaon has

become íncreasingly critical to the Deparhent's role in the implementation of
foreign policy. Long recoÊnizing the imporlance of IT, theExecutive
Secretariat (S/S) created an organization dedicated to the computer support of
the "seventh floor" principals, staffand other offices r¡nder the adminisEative
umbrella of S/S.

The office of Informatíon Resources ìvfaqagement (S/S-IRM) was created in
the late 1980's by then Executive Secretary, Melyyn Levitsþ. S/S-IRM
provides a full range of computer sqpport including:

Administrdion
Operations
Help Desk
Softruare Development
Hardware Service

Systems Support - Networked computers are used on either of two networks:
a Sensitive But Unclassified (SBII) network called Open/lIet and a Classified
network called the Principal Officers' Electronic lvlail System or POEMS.
Access to either network is conüolled. Request for Access Forms are

available by calling the Help Desk (x 78700) which operates on a 7x24 hour
basis.

Unclassified System - The Sensitive But Unclassified network or Open/Net
provides an e-mail connection to the majority of Deparfnent of State

employees who are on the SBU network including domestic and overseas

employees. In addition, e-mail (without attacbments) can be sent to and

received from Intemet addressees through a "firewall" between the
Deparhne,nt and the ouside world. Other Internet functions sr¡ch as Web
access and FTP are not allowed. 'Web 

ac,cess can be achieved through the use

of a stand-alone PC with a modem.
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Classified System - The Classified network oTPOEMS provides a connection
to the Deparûnent's network of classified computers. Applications available
include the Mcrosoft Office suite of softrvare (tü/or{ Powerpoint and Excel),
Mcrosoft Exchange for e-mail and other applications meeting an offñce's
specific needs.

Telegram delivery to the desktop is provided tbrough a "folder" in Microsoft
Exchange. Newstickers are also delivered electonically to an Exchange
"folder."

Sr¡rfine - Requirements for access to outside information services such as

Lexill.{exis, eornpuServe and the Internet will be met through the use of a
stand-alone PC and modem.

hoblems with applications, PCs and printers should be reported to the Help
Desk by either s'nnilingPOEMS or calling x 78700. Again, the Help Desk is
staffed ona7x24 hour basis, 365 days a year.

Historical Records - While many of the e-mail messages exchanged within the
Deparfuent are of only temporary interest or value, some contain information
that must be preserved for historical record. Current Deparfrnent policy
requires that e-mail messages considered to be official records be printed and

retained on file by the user. This policy is necessaryfor at least two reasons:

1) limited storage capabilities preclude our retaining more than a few
months of e-mail messages on disk or tape, and
2) no tecbnical capability exists to search electonically for and retrieve
e-mail messages in response to congressional, White House, public, or
other requests for information.

E-mail messages are official records when they:

"... are made or received by an agency under Federal law or in
connection with public business; an{

. are preserved or are appropriate for preservation as evidence of the
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organization, firnctions, policies, decisions, procedures, operations, or other
aotivities of the GovernmenÇ or because of the informational value of the data

within them."

Logg_ine-on - The POEMS staffwill provide additional information about

Eleotonic Mail Records when you receive your system logon.

On-site support ryi! be prov![qd by Lp¡+ Sweeney or Yolonda niæq O¡e of
them will be available in the transition a¡ea to provide immediate assistance.

RI\'f Statr- If you have any new rèquirements or questions about POEMS or
any åcet of computer support, please call:

Dan McIe
Tom Young
John Bentel

x7-2977
x7-2977
x7-8104
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No. 96/01 - S/S ADMINISTRA,TIVE PROCEDURES

SUBJECT: LAPTOP COIìIPUTERS AND PERIPHERALS -
IN DMDUAL RESPONSIBILITIES

As with all government property, custod¡ans must be held responsible and
accountrable for exerc¡s¡ng all reasonable efforts to protect computer equipment
isg¡ed to them against theft, loss, damage, and abuse. This îs particularly
important given the pressure on our budget. We simply cannot afford to replace
lost or damaged equiprnent. \Mere negligence is demonstrated in the damage
or loss of the issued equipment, repair or replacernent charges must be
assessed to the custod¡an. Several S family rnembers have paid for loss and
damage to pagers and cellular telephones.

Recently, an lBM ThinkPad computer was damaged beyond economical
repair. þparently, it was dropped onto a hard'surface breaking the case and
destroying the display of the $4,500 mactrine. Other laptop computers have
been left behind by travelers, have been physically damaged, or have had food
and drink spilled in them. At least one credit-card style modem has been ruined
due to apparent rough treatment. There have been several reports of officers
not using the provided protective carrying ceses for their laptops, instead
carrying them in their personal luggage, thereby risking damage to the
equipment

These damages and risks have occurred because individuals assigned
laptop computers and peripheral devices (printers, rnodems, etc.).are not .

exercising reasonable and adei¡uate cere in the treatment and protection of the
equiprnent. Please be aware of the value of these items since their high cost
could ceuse financial hardship to individuals found to have lost or damaged
them.

lf you have any questions about the care or use of laptop computers or
peripherål equipmeni please contact Lynn Sweeney (Ext. 7-81S3) or June,Kim
(En. 6-4915) in S/S-IRM for assistance.

Richard J innick
Date:

f,").ú
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No. 96102 - S/S ÀDMTNTSTRATT\¡E PROCEDURES

SUBJECT: REIMBURSEME¡IT FOR TAXI EXPENSES
BETÍiTEEN OFFTCE ATüD HOME

Under cerE,ain limited circu¡nsEances, employees may be
relnbursed for the cosE of taxicab Eravel beE!ùeen office
and hoúrie. Ttre alt,ached policy degails t.tre cÍrcu¡nstances
under which reimbursement is. permit,E,ed.' P1ease noÈe that
receipes are requlred for reímbursement, and t'hat
transþort from home t,o offlce can only be provided Ln
ext,raordinary circumstances .

To help etpl.oyees get prompE reÍJnbursement,
(effectiwe ÍmmealaLel.y) , s/s-Ð( provides same-day
processJ-ng of taxi wouchers. If the Voucher is submltted
¡y 9:30 a.m., the vouclrer wlII be approved and ready for
processing at 11:30 a.m.

Ttre reimbursement process works as follows:

lflren a taxi voucher is submitbed, s/s-EK
approves the reiÍiburseÍEnb and places fiscal
Aäta on the vouclrer. The vouclrer is ready to
be taken to room 1258. The money wíII be
prowided on the sPoE,.

To remind, !ùe contLnue to encourage individuals t'o
use taxis in lieu of Mot,or PooI t.ransporE, at any time, and
we Trope our Procedure serares our cuslomers well.

(
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Under the ¡írovisíons of 6 FÀIU L933.L, and subJect Co the
guidelines below, S,/S-EX cen rêiñburse erç)Loyees for
certaln taxicab expenses associat,ed. wlth travel betv¡een
office and home.

I. OfEice_to Home: RefarburseneûC can be approved for
taxi travel from office to home perforned after normal
work hours when public traneportat.Ion Ig unavailable; or
when walking Èo Èhe nearesË bus or Met,ro stop dúring hours
of darkness, after the rush hour, would be a rl,sk to
personal Eafety. The. followiag rest,rLctions apply:

À. C1aims for offfce-Èo-home taxicab Ðqpenses can be
approved and reimbursement made when all of the followíng
conditrions exfst:

1. The erçense resutted'from officially
ordered unscheduled overtime.

2. The euployee was dependent on public
transportation.

3. The trar¡eI was during hours of darkness
when prrblic E.ransportration was' ¡roE available,
or a risk to personal safeÈ.y was involved.

4- À statement cert,lfying to items !, 2, and
3, above is È1ped on the face of the voucher
form (SF-1164).

5. The voucher has been approrred. by the
Office DlrecËor or a person designated in
wrlt,ing by the Office Direct,or.

6. Origlnal receipt for the taxl fare Ís
attached E,o woucher.

B. In accord€rnce with Comptroì-Ier General r:trl1ngs,
reimbursemenÈ of offlce-Èo-home t,axi fares cannot, be
approved, if:

1. The erçense was incurred merely because
public transportation rras lnconr¡enient. '

2. The travel was incident to regularly
scheduled overEime.

3. The t,ral¡el v¡as incidenu to after-hours
worþperformed on a voluntary basis (i.e.,
not, offlcially ord.ered) .
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Íf . Honre Fo Offl,ces ReiribursemenE for EaxirEravel from
høre tso offíce l-B made onty in rare ínstances and only
when fully Just,tfied by atl the circumstañces. In no
evenE can reiuibursemenE of honre-Eo-offÍce ta>ci. fares be
approved for a¡r employee who owns an aut,omobíIe.

III. POV E:<penses: Regardless of Ehe requirenent, E,o
report for officially ordered overEime duE|, an employee
may noE be relmbursed for "mi1eage" for using a privat,ely
owned auEomobile nor for parking fees paid Eo park a
privat,ely oivrred auEomobíle .

Ri
Date:
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No.96/03 - S/S ADMIMSTRATI\¿E PROCEDURES

SUBIECT: TRAVEL REQIJESTS AI.TD VOUCTIER CLAIMS

In accordance with our internal control management policies, the following management

controls have been established: '

Memorandum reguesting travel is addressed to the Executive Director from the head of
each ofrce. Each request indicates as applicable, the following:

a. The purpose ofthe travel
b. Itinerary
c. Dates of travel
d. Cost of accom¡nodations and airfare
e Number of employees from office attending the same conference or

making the same trip
f. Any special authorizations such as long distance telephone calls,

car rental, tar<i, etc.

Iftravel involves a speaking engagement, the travel request must be approved by the

Office ofPublic Afiairs before sending it to S/S-EX.

The Deputy Executive Director approves the travel request. The Budget Ofücer âpproves

funds available.

The Travel Assistant calculates per dien¡ entitlements and miscellaneous expenses in

accordance with the FAMs and the Standardized travel regulations.

The Travel Assistant enrers the travel data into CFMS. CFMS has two levels of authority,

Pass 1 and Pass 2. Pass 1 allows data to be entered only. Pass 2 allows the data to be

approved and processed. The Travel Assistant is authorized Pass 2 authority in
processing travel data. Once the data has been approved, processed and printed, the

Deputy Executive Director (or Executive Ðirector) signs as approving ofiicial and the

Budget Officer signs funds availabte, The traveler is given an original and one copy of the

travel authorization.
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Upon cornpletion of travel, the traveler is required to submit a vouoher claim for
relmbursement of expenses within five work days of completion of travel. Voucher claims

must include all zupporting documentatior¡ including air tickets and hotel receipts, as

applicable.

The Budget Officer signs as approving officer on the travel voucher claim form. .{s
aþþroving officer he/she hæ determine.d that (l) Reimbursement is claimed for official
travel only and (2) AII special authoriz¿tions are advantageous and in the interest ofthe
Government. This approval will be completed within two work days of submission by the

traveler.

f

d
Date:
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No. 96/04 - S/S ADMINISTRATIVE PROCEDURES

STIBJECT: EEO AND DTVERSITY TRAINING

The Secretary regards the advancernent of equal opportuniry and civil rights goals in

and outside the worþlace as cntical to the Department's mission. He personalþ, along

with others in the S bureau family, has taken a number of steps recently toward
implementation of the Department's response to the issues raised by the Palmer and

Thomas suits. As you rnay be awárg U.S. District Judge Aubrey Robínson grahted frnal

approval to rhe Global Consent Decree in the Palmer suit on February 12 of this year; ànd

on March 22,tJ.S. Dístrict Judge Stanley Sporkin granted preliminary approval to the
consent decree in the Thomas suit. We all need to be aware of important initiatives being
unde$akør here in the Department as a resuli of those consent decrees.

The consent decrees require that the Department shall establish a Council for Equality
in the Workplace, to be chaired by the Under Secretary forManagement, which will act as

an executive coordinating committee for the purpose of advancing the Department's equal

employment opportunity and civil rights goals; Under Secretary Moose has appointed
Executive Secretary Bill Burns as a member of that council, to assist in carrying out its
mandate to consult with Assistant Secretaries, invite corrunents from individual employees,

and analyze Department data to identify real or perceived barriers to advancement based

on gender and race, and make recommendations for corrective action if required.

The consent decrees also requíre that all supervisors of FSOs shall participate in
diversity awareness training. The deadline for supervisors who are ín Washington is '
August 7L,1997. The Secretary visited one NFATC training course, "EEO/Diversity
Awa¡eness for Managers and Supervisors" on Monday, June 10, to emphasize to course'
participants his personal interest in and commitment to EEO. He came a\r/ay very
impressed with NFATC's responsiveness to the Department's requirements in this regard

S/S-EX is in the process of upgrading the computer systems in the Office of Equal
Employment Opportunity and Civil Rights (SIEEOCR) to enable that oftice to maintain
optimum efficiency and responsiveness in support of the Department's EEO agenda.

PER has also issued new guidelines to bureau executive directors and awards officers for
implementing consent decree provisions for Department awards. Our S family awards
cornmittees are meeting to discuss those guidelines and ensure that they are in full
cornpliance with them.
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More remains to be done, howevø, and your full support is needed to eri$¡re IQU/o

compliance with the letter and -- equaüy important - tlæ spirit of the consent decree

requirements. To datg only a handful of our bureau supervisors of FSO employees have

registered for one ofMATC's several offerings of the EE0/Diversity course.

Supervisors of FSO employees should not delay the'r enrollment in th¡s course, and by

their active participation in ñ¡lñlling the consent decrees' requirements, set the standa¡d in

the S burea¡¡ for the Department as a whole. To further these important initiatives,

S/S-EX Deputy Exec¡¡tive Director Jo Ellen Powell will track atl aspects of the Bureau's

compliance with EE0/Diversity requirements. She is located in Room 75lll\ telephone

number 647-5467. Thank you all for yout support and cooperation.

Shinnick
Executive Director

June2l,1996

UNCLASSIFIED
UNCLASSIFIED U.S. Departmentof State Case No. F-2006-00896 Doc No. C18598843 Date: 0711112013



UNCLASSIFIED U.S. De nt of state case Àr^ E rnrì^ ñ^aoê rln¡ Àra c18598843 Date:o7t1112o13
CLASSIFI

No. 96/05 - S/S ADMINISTRATwE PROCEDURES

SUBJECT: COOLING AND HEATING PROBLEMS

Many bureau clients have expressed concem about the continuing ternperature
extremes in S tuea offices. Belor, please find a brief syttopsis of the issues that affed
the climate control in our ofiices.

Most of the heating and cooling equipment was installed uñen the building $Ës
conslrucled about 40 years ago. Parts are scarce and ofren the building has to
improvise. The building was originally designed for 5,ü)0 personnel although 8,000
are cufrenlly housed. lncreased personnel ctensity increases the heat generated in the
building. Air flow pattems have been disrupted by the installation and dernolition of
walls to accommodate additional staff. To turther compl¡cate the situation, heat-
generating equiprnent such as laser printers and copy mactrines did not exist wfren the
building was constructed.

People have different tevels of tolerance to temperature ctranges and adiust at
different rates. The maintenancô contradors constantly adjust and re-adjust the
system to rneet individual, imrnediate needs at the cost of overall systern integrity.

No building, no matter how new or advanced, can adequately adjust to dramatic
changes in outdoor temperatures. For exarnple, during the winter we a<perienced a

' 4Odegree drop in temperature in less than 12 hours. That day rnost of the cornplaints
of hot offices carne in the rnoming before the ternperature dropped when the outdoor
air temperature was 62 degrees.

A/OPR/FMSS is doing everything possible to address the temperature
problems. They have initiated several coneciive rnaintenance projects such as the
installation of new minimurn air vents in an effort to reduce the ternperature
variations. ln addition FMSS is ctrecking all S area environmental units to-ensure
they have the conect setting; FMSS has 16 persons assigned to manage these
systems and have designated the S area offices as priority whenever they are called
upon. As always, S/S-EX will irnrnediately respond to address any ternperature
problems for our clients, either by e-rnail (sent to 'GSO') or telephone (7-9475 oc

7-s2211.

Richard Shinnick
Date: July30, 1996
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No. 96/06 - S/S ADMINISTRATNE PROCEDURES

SUBJECT: Use of Govemment Telephones

Governmentf rocured tel ecommunications services, includ in g office
phones and fax machines; cellular phones, calling cards, and modem lines, are

to be used onty for official business. This restridion also applies overseas to
tandline and cellutar phone services, including the Mitel system v/h¡ch supports

the Secretary's travel, provided at Govemment expense at hotels and

embassies . ln other words, non-offreial calls are not permitted-

Local Calls

Per 5 FAM 513.1, Government-procured local telephone services are to
be used for officiat business only. However, other calls determined to be

necessary in the interest of the Govemment including emergency personal

calls, may be authorized. Ð€mples of calls that may be considered nec€ssary

in the interest of the Government are:

(1) Brief calls to a spouse or child-care provider;

(2) Brief calls to the employee's family physician or dentist; and

(3) Brief calls to businesses that can only be reactred during working hours,

such as a local government agency, bank, automobile serv¡ce station, or

insurance company.

These exceptions apply only to local landline calls. When a cellular phone is

used for the above stated reasons, the emptoyee is required to reimburse the
government for the call.

Long Distance Calls

Non:official long distanæ calls are prohibited. Personalcalling cards
should þe used for all non-official calls to locations oufsrde the local callíng area.
Please keep in mind that not all calls made from Washington, DC to the 301 and

7a3 areacodes are tocat. Localtelephone directories contain detailed

information on the exad exchanges located within the local calling area.
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An employee who does not have a personal long distance calling card
and ¡s faced with a personal emergency may make a long distance callwith the
prior permission of the employee's supervisor. The employee must reimburse
the Department for the call. Department-issued long distance calling cards
should never be used for personal calls.

Phone Bills

S/S-EX regularly distributes long distance, calling card, and cellular
phone bills to all bureau offices, which in tum distribute the bills to employees.
Employees are reminded to check their bills carefully, to annotate each call as
official or personal and to reimburse the Govemment for all non-official calls.
Payment for personal calls should be made by checJ< to the Department of State
and should be delivered to S/S-EX Miles Trary, within l0 working days of
receipt of the bill. For employees who regularly travel with the Secretary, S/S-
EXwillsoon be receiving and distributing detailed.reports from lt\rrulP for calls
made on the Mitel phone system installed at ovemight stops, to ensure that all of
these calls are sfficial.

lf you have any questions or concems about your bills, please contact
Miles Tracy in S/S-EX on extension 7€883.

Richard J. Shinnick
Executive Director

Date: July 16, 1996
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No.9G07 - SIS Administretive Procedures

SUBJECT: \ilbo's \ilho in S/$EX

Please find ¿tt¿ched a lis of S/S-EX personnel and their principal duties and

responsibilities- 
'We hope that thr's reference document will be a useñ¡l managønent

tool for you, by directing yor¡ to the appropriate S/S-EX sta.ffmember to respond to yot¡r

rcquests.

Bichard J. Shinnick ExecutivçPireaor (7-7457)

- overall section nûTaganenl

- vip coordinatorfor the SeuetøY

Chades Huqhes. Deputy Executive. D.irgq,tor 0-5467)

- qecialprcjecß

Jo Ellen Pov.veil. Deputv Executive-D-ireg,lgt (?.-5467)

- daily uperttision of section

- S/S av,øds committee chairmæt

Mary-ånn Fi sher. Staff Âssjs¡ent -(7- 7l i 7)

- srafrassistørt to fiæ Ex¿ctttive Director

- prepøation of pløe requests, manifesß, guest Ød srafrmemorætdo

lvlargaret Ricse¡Celli. Secretary 13-5467) (ETA 7/29196)

- secretary to Deputy Exeantive Director

BUDGET AI.TD TRA\IEL SECTION

Toni Haufrins...B..¡¡dga Offi cer (.7-5 4 95)

- secliotl supewision

- ovvrsight of all budget Ødfunding ¡ssues

UNICLASSIFIED
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; &cretøy d Dtprrty Secreloy representøtionfunds

- overtime allocatiøs

- Aavel allocatiotts

- certifer offunds øuailability

- peryation offinncial relnrts

- pepøøtion of fi nanci aI data

-OBM sbmissiotts

- qproving off cial for trøve I vouchers

Reeíndd Green Budeet Analvst 117--97941

- budget Ødfinång isnesfor S @d PA

- fßi md petty cash reimbursemenls

-bills øtd imoices: vendor pa.ymerús

- Trawl vouchers

- gú øccøunt - Spealrer's aæount

Iæ Georee- Budset Analvst (7-54721

-budgst øtdftndingissuesforD, n E, T G, M, S/NIS, S/NIS/C, SIRPP, SI,IEC.

- twi øtd pctty cash reimb[ræments

- bills øtd itwoices; vendor paynents

-findingfortrøsfer of labor chøges

-paymentsfor domestic hotel bills - Secretry træel

Stephanie Coaæs. Budget Analyst (7:54681

-budget øtdfunding isntesfor H
- wrdinator, Trøvel Møugement hogræn implemenlalion

- 1üí drytty øsh ¡eimbursemenl

- bills ød iriwices; vendor Tnyments

- Anerican F.xpress Government Clwge Cød prograttt

-findcitesfor trøster of labor chøges

-requesls vendor dcsfor CFMS

- bills Press fø travel vi a ÌrlAC

-assils tovel olficer

G¡rtis Taylor" Travel Oñcer l7-562F)

- isnwrce of travel authorizatiotts

- pepødion of tr awl wuchers

- per diem md mileoge calailatiqu
-Fssporr reqaests

- requesßfæ pholos
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- airliw tick¿ß

- tmtel regulûtons æd etttìtlements

-.fqe Euotatíons

cEtgl-RAL SERVICES SECIION

TomBurke. GSO (7-9221)

- sælionnperrrísíon

- øttac'ting afrcer

- løge aqaisitiorts

- uzdtt cød prchase ørthorízing oficer

-vandor liaison

-*atrity oficer

- OIG liøipn
- irnenul controls niøøger

- D *iavel wrdindion

Nedra QVerall-, GSO (?-5475)

- otrende contacttng oficer

- professimal sewices cæúracts

-wrd$ liainn
- tip ørdinotion assislætce

-ninü @nttuction, building repair requesTs, electricalwork, renovation PToiects

(NB: høtug adjusñtents, air conditioning øtd rotûine lighting problems should be

reputeddirecfly fo ext. 7-5610; cleøing ød pest control items shouldbe reported to

exl- 7-2788)

C¡eoree Rowlând. Creneral $ervices A.sst (ProPerty) 17-8842)

- popqty control nanager: distribution øtd movement of non-expendable property,

(e.g.furniture ød eryþment, cellulø phones, pagers) ødexpendable nryplies

- lab orlmøpower re quels

-Ítrttitwe repairs, wpet cleøting requesls

- typewrit* repairs

- ycialbed stationery items (lctterhead, briefing or action menorotàtmforms)

- sqplies/egipment fæ S & D tavvl

Shi¡ley Neat. Geng¡l-- Services A.sst lPrqçuremeflt) (%5621)'

- rcqaisitiottsfor ptrclnse orders

- pttblicatiotts/nbscription 7e quesls

- eryiprært rePøirs
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-wrful¡dsot
-qeûtdlækrcpirs
-ca¡ñer repairs

-Çedit cødWclraæs
- OWanent Noti ce s Re ry i si ti oning

- gawol GSA inþrmation od nppþ reqßsts

- dievisal equípmenl reqrests

MIæ Tracy. Administrative S¡çcialist (Telephotlqs). (76883)

- nsallatq moving, núifi øíotzs ol teleplwres

- billingfæ oficiol plones, írcluding cellulæ phones

- Ia64inmce oficial telephoru credit cøds

-STIls/COMSrc Qøú¡ot

(NB: sinple teleplnæ re¡nir reEtests sltouldbe made direaly ta 7-9922)

Iay Clark Çleft 1.7-2665)

-pkingpsæs

PER,$ONNEI. sEcTIo,N

Pat Ca¡ter- Personnpl.Offi cer f3:5ó3 8)

- wpervtlrrry perænæl oficer

- enpløyee rebtiota

- Føeig Sertiæ øssignments

-resurces/FIE
- &nior Foreign Servíce, Senior Exeattive Service

-safingmdplacement

Kristerr Thompson Personnel Managçment Specialist (.7'5269)

- G97T pertonnøce ewfustions

- iil*n progrøt

- Civil &n'iæ meril pronotion Progrør,

- position clossfi cotion

- recruitnent, stafing & Plæemenl

g}nthia Motley. AdministraË.ye Offi ccr 17'563 8)

-ax'øds pragra n aúninisaation

-itwrørce
- retbemenls
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- IMÍt tuvings Plø,

-taining
- remtitnent, sffing & plaæment

I-ori Hart-, Administrative .Assistant (?-5478)

-co¡tsltans ^
-difierentials
- enploymenl vvrifi cøti on

- entøæa nàtty
-pyroll issues

- special cleøøtces

-time ødattendnce

-cøsfer of labor

- vithÍn-grade inc,rcoses

Fhirley. Gilmore. Secretary/Receptionist fl-563 8)

- Treaty Ræm reænutiotts

- præessing taining r e Ete sls/ønfirmatlotts

- ccmpaigns ' CFC, bnds, bloú ùives, etc.

-PERfiles ødna¡uals
- persoÌmel læator : u lephone dl re ctory chøtge s

(NB: Reser+úionsfor the Principal Officers'Conterence Room shouldbe made through

9*4{lutS, ext.7-2374)

J. Shinnick
E¡recutive Director

July 30, 1996
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No. 96-08 - S/S ADMINISTRATTI|E PROCEDURES

SITBJECT: DESIGNATION OF AUTHORITY
S, PA, & E BURE,¿I.US :

DESIGNATION FAM REF: POSITION DESIGNATION. DESIGNEE

Crc$eral

Internal Controls
Coordinator (S)

Internal Controls
Coordinator (PA)

Internal Controls
Coordinator ([I)

Claims Coordinator

Duty Otrcer (S)

Duty Ofñcer (PA)

Duty Ofrcer QI)

Ethical ConducV
Conflict of Interest

6FAN{ 312

2FArd il1.2

3FAM 620

89 State 323132 Supervisory GSO

Executive Assistant

Director, Legislative Operations

Supervisory GSO

Roster prepared by S/S-ÐVPER

Roster prepared by PA

Roster prepared by H

Executive Director

Nedra Overall

Susan Povenmire

Ronald Deutch

Nedra Qverall

Richard Shinnick

Freedom of Information
Act Officer 5FÁIvI482 Chie{, Records Mgmt Div. Charles Jackson
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Griwance Resolution
Offcer 3FAI\,Í 660 Execr¡tive Director Richard Shinnick

-2-

Budset & Fiscal

ApprovingOfrccr 4FAII3H4l4

Funds Control Officer 4Fi\M 131.3

Cornmunic¡t¡ons.Svs

Comsec Custodian 5FAÀd 982.3

Information Systems

Seørity Ofrcer SFAI\,Í 991.2

Burear¡ Security
Offcer

Supervisory Budget O ffi ccr A¡rtoniaHawkins

Communications Ofroer Bill Estell

Systems Manager Tom Young

Supervisory Budget Ofi cer
Alternate

Execr¡tive Direclor
Alternate

Deputy Executive Director
Alternate

Executive Director
Alternate

PDAS

Director, Legislative Operations
Alternate

5FA,f 992.1 Supenrisory GSO

A¡rtoniaHawkins
Reginald Green

Nedra Overall

Richa¡d Shin¡ick
fo Ellen Powell

Io EllenPowell
Richa^rd Shinnick

Richa¡d Shinnick
Jo Ellen Powell

R ñcholas Burns

Ronald Da¡tch
Peter lfinz

Gcnerel Selvices

Accountable Property
Offcer 6FÁM 222.2

Authorizing & Approving
Offcer (Iravel) 6FAIvf l2t

Authorizing & Approving
Officer @epresørtation) (S) 6FAI\{ t27

Authorizing & Approving
Officer @epresentation) @A)

Authorizing & Approving
Ofrccr (Representation) (I!
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Contracting Officer 6Ey'ùtl22l.l

Bureau Safety &
Health Officer

Property Disposal
Ofrcer

Property Management
Officpr 6FAI\4 222.3

Employee Evaluation
Reporrs 3FAIú 524

GSO

6FAlvl6l3.3b cso

6FAJltl22Z.l Supervisory GSO

-3-

cso

Systems OtEcer

Deputy Executive Director

Adviser: Personnel Officer

Awards Officer

Personnel Officer

Receiving Officer 6FAlvf 225.3 cso

S/S-IRM Receiving
Officer 6FAlr,l225.3

Single Real Property 6FAI\,Í 700
lvlanager

Perso"¡llel

Awa¡ds Committee

. (s, PA) 3FAÀd 643.1

Awards Committee (tI¡

Nedra Overatl

Nedra Oyerall

Nedra Overall

Elizabeth Moore

George Rowland

Sharon Ohta

fo E[en Powell

Cynthia Motley

Ronald Deutch

Pat Carter

EEO Counselors 3FAlvl 13l.4b S/S Monique Quesada
S/P - Danette Ragland
T - Louise Archer
H - MarkettaÑelson '

P{.- Gloria Glasgow

- Richard I.
October 28, 1996
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No. 96-009 S/$EX - Administr¡tive Procedurc
Subject: Records Management

Following the transfer of records managemørt functions for Department Principals Êom

S/S-RMD to Mlvf, S/S-EX has beenworking with Nßtlstaffto improve our practices and

adherence to Federal law and Department regulations governing records management. Recent

changes in procedures for retiring records in the Principals' ofices.requires an updæe of
appropriate informæion. There are tlree significant iszues; each is summa¡ized bdow.

o Annual Retirement of Records

All oftces are required to retire records on an annual basis in accordance with
approved disposition schedules. The Records Management Branch can provide

guidance on which records should be retired and those eligible for destruction.

Outlüred below are procedures for rairing Front Oflice records:

1. Purge your files of duplicate material.
2. Doc¡¡ment the destn¡ction of Top Secret material þer 12 FAM-500).
3. Call the Department's Records Service Center (MIvüIS/OIVRSC) on (703) 274-0030 to

have records retirement boxes delivered to your offce. Two boxes are needed for each file
drawer.

4. RSC \ilill pick up the boxes between l0 am - 12 noo4 Monday, Wednesday and Friday.

Call RSC to arrange a pick-up time. Boxes should not be left unsecure in your ofEce.

5. A/IùÍISIFPC s,ill prepare the Retirement of Records Form (DS-693-8.) If you want to
prepare your o\'/Tr fonr\ contact the POEMS Help Desk on x78700, and IRM will inst¿ll

the softwa¡e on your PC.
6. The completed DS{93-B form with the Lot and Box Numbers indicated will be reh¡rned

to you. It should become a permanent part ofyour active files under AINF - Records

lvlanagenænt.
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The Department's Records Management staffis available to assist you and can be contåcted d
the following nrrmbers:

The proceduies for retiring etl other oflices' records are:

l. Purge yor.n files of duplicate material.

2. Docr¡ment the destruaion of Top Seffet material þer 12 FAIú-500) \
3. Prepare aRetirement ofRccords Form.@S-693-8.) You may call thePOEMS Help Desk

$7570q to have the form ínstalled on your PC.

4. Call the Department's Records Service Center (A/IIvíIS/OIS/RSC) on (703) 274-0080 to

have records retirement boxes delivered to your office. T\¡¡o boxes are needed for each file

drawer.
5. RSC will pick up the boxes between l0 am - 12 nooq Monday, Wednesday urd Friday.

Call RSC to arrarige a pick-up time. Boxes should not be lefr unsecr¡re in your office.

6. The completed DS-693-B forrq with ttre I-ot and Box Numbers indicateq will be returned

to you. It should become a peflnarrent part of your ac{ivefiles under AINF - Recotds

Management.

The Department's Reoords Management staffis available to assist you and can be contacted at

the following numbers:

S - Iohn Cruce x.77123

S/COS - John Cruce x77ln
D-BettyBates x76018
P - John Cruce x.7123

T - Pat Magin x7602l

H - Pat Magin x7602l
PA - Betty Bates x76018
SIP - John Cnrce x77123
S/IR - Ron Hampton x74698
S/CT - AudreeHolton x77462
YCSO - AudreeHolton x77462

E - Mania Braden x760ll
M-ManiaBraderr x760tl
G- BettyBates x76018
S/S - AudreeHolton x77462

S/OF - lohn Cruce x77123
S/FSGB - AudreeHolton x77462
S/EEOCR - Ron }tramPton x74698
S/|N,IEC - Pat Magin x7602l
S/NIS - Ron Hampton x74698
HCBA - Mania Braden x7601I

¡ Preserv¡tion of Electronic l)ocuments and E-mail

Officials need to preserve electronic documents that add to a proper

understanding of the formulation or execution ofDepartment ac{ion or policy.

This includes substantive churges to draft,s on policies and decisions. E-mail

messages arc official records when they are created or received in the

transaction of public business and must be retained as evidence of official
policies, actions, decisionq or transactions. Relevant Ëmail records must be

printed and filed with.related paper records for long terlL permanent retention

oi retained oirjine for short-term retention and eventiral deletion.
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. Personel Papers - \thet Oflici¡ls C¡n ¡nd C¡nnot T¡ke

No records of the Department may be removed by any departing oftcial.
Personal papery are doormentary materials that are not used in the trursaction

of 4genry business. Personal p¿pers may refer to or comment on agency

business, but once used for the conduct of that business, they are no longer

personal papers. With Deparünent revien, and approval, officials may take

ãuplicates of records, working pepers, and non-record materials (especially

materials tltcy drafted, reviewed or acted upon) as long as the information is

unclassified and otherwise not sensitir¡e.

All offices need to be aware of these guidetines to carry out their records responsibilities. For

additional informæion or questions, ciontact KenRossman' Records Offics for the

Department on 647 -6020.

J. Shinnick
s/s-Ex
October 25,1996
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No. 96110 - S/S ADMIMSTRATM PROCEDIIRES
SUB.IECT: REPORTING IÐST OR STOLEN GOVERNMENT PROPERTY

orTIcE ApMTNLSTRATTVE EO r 
'IPlvf 

p.NT
PrqneÉv Cu.çfodial OflLcçf Assienment

This notice announces the requirement for offices within thå "S" bureau to identify an

individual to be assþed the additional duties of property custodial officer, for offce
administrative equipment, which is normally defined as "common-use fi,¡rniture, furnishings,

and equipment". Desþation of an individual for these purposes will enhance the burear¡s

management and internal controls for property accountability.

In an offioe environment accountabilig for equipment, fi¡rniture and furnishings which
occupy a "common-use¡" area is normally the responsibility of the bureau property or¡stodid
officer. However, in vierty of the ortended office locations receiving support from the VS-
E)IGSO, and to ensure that department property in common-user âreas remains accountablg
eaçh "S" office must riow identify an individual per office or per zuite, to be assigned

additiond duties as that offices custodial property offioer. The name of this individual must be

provided to S/S-EIIGSO no later than Friday, November 8, 1996. The names will be

incorporated into the bureaus' property rnanagement accountability procedures and the
individual will then be requested to sþ for the common-user equipment and firrnishings

within their area of responsibilþ.

The ofñce property custodian will then become responsible for accounting for all

administrative equipment within that office of a value over $500.00 and not assigned to a
specific individual. Items such as fæces, copiers, tlpewriters, standalone PC's, desks, chairs,

and refrigerators are considered administrative equipment.

This individual will be responsible for:

The custody, care and safekeeping ofthe items.
Annual reconciliation of physical inventories.
The preparation ofmemorandum should the item become lost/damaged.
IdentiS unneeded property for redistribution.
Authorize property passes. for equipment taken outside the building.

Nchard J. Shinnick
S/S-EX
Octobø 24,1996'
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No.9G0ll - S/S AIIMINISTRATTVE PROCEDURES
SIJBJECT: TRA\¡EL MANAGER PLUS PROGRAM

Effective October 7, 1996, S/S-EX, in coordination with FMP, implemented Travel Manager
Plus, a softrvare package desþed to process TDY travel authorizations and calculate travel
vouchers etectronically for bureau travelers. Travel ManagerPlus is aWindows-based, ofF- 

'

the-shelf softrrare package that features on-line per diem rates (updated mon-thly), on-line
Fedcral Travel Regulations, and automatic calculation of per diem and miscellaneous

€Nrpenses. The softrva¡e has been modiñed to include the Federal Travel waivers relating to
U* ttnoao.tter M&IE reimbursement on the first and last dap of travet, and the recording
of anival and deparnrre times. Travel Manager Plus will enhance our ability to produce travel
u¡thorizations in a timely manner and enable us to process tr¿vel vouchers electronically
through the Departmeú's central financial mariagement ryste¡q rather than through the
Næional Finance Center inNew Orleans. This will shorten ft¡rna¡o¡nd time for travelers to
reccive reimbursement for expenses. In conjunction with voucher processing tluough CEMS,
the Department is exploring an initiative to reimburse travelers via electronic funds transfer
directly to a personal bank account, which would fu¡ther reduce processing time.

The coordinator for Travel Manager Plus implementation will be Stephanie Coates in S/S-EX.
She will work closely with you and your staffs to ensure a smooth transition to the new
system a¡rd to answer any questions which may arise.

In conjunction with Travel Manager Plus, S/S-E)í will implement FMP's revised Simplified
Travel Program policy for temporary duty (TDY) travel by Depanment of State employees,

which clari6es the Simplified Travel Program announced by Ðepartment Notice on December
28, 1995. In summary, the revised policy:

- restores the pro-rated reduction schedule contained in the Federal Travel
Regulations for the M&IE portion of per dierq for meals furnished to the traveler by
the Federal Government, in place of a minimum reduction o150% of Ìvf&IE for any
meal(s) turnished by the USG;
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- providæ clear oramples ofwhat constitutes a meal furnished by the Fedefial
Government (e.g. meals contracted for directly by the Governmenç or meals paid for
Êom representation funds);

- reduces the requirement for receipts to substantiate miscellaneous el(penses; and

- simpliûæ per diern computation and reimbursen¡eng and relieves the traveler ofthe
requirement to report the times of departures and ani\¡als on the voucher, except when
travel is less than 24 hours-

Copies of the Departmerrt Notice announcing the revised Simplified Travel Program are
availablein S/S-EX.

To help en$rre that all Burea¡¡ travelers for SecState trips are in compliance with the
regulæions and Department poli€y, S/S-EX henceforth will advise travelers in'advwæe if.ar¡y
meal(Ð are contracted for by the USG and will advise travelen at the completion of the ttip if
any meals were paid for from representation fi¡nds to ensure the correct calculation of the
M&IE reimbursement for individual travelers. S/S-EX will cor¡tinue to provide the per diem
work sheet at the conclusion of each SecState trip to providg the t¡aveler with per diem
information for each stop as well as anival urd de¡iarture times of the Secretary's aircraft.

Traræl Manager urd the revised Sirnplified Travel Program will help S/S-EX to provide better
and more pro-active service to its clier¡ts in dealingwith the votumirous regulationswhich
govern travel.

J. Shinnick
s/s-Ex
October 28, 1996
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No. 9Gl2 - S/S Administmtive Procedures
SITBJECT: 'lVho's Who in S/SEX (Ilpdate)

Please find attached a list of S/S-EX personnel and their principal duties and

responsibilities. We hope that this reference document will be a useful management tool
for you, by directing you to the appropriate S/S-EX staffmember to respond to your
requests.

Richa¡d J. Shinnick Executive Djrector (7-7457)

- overall section møtagemenl

- tip coordinatorfor the Secretø7t

JoEllen Fowell. Deputv Executivq. (7-5467)

- daily vperttision of section

- SIS øwards committee cltairman

Mary :lnn Fisher. Slaff Assistant (7-745?)

- staf assistanl to the Exeantive Director
* preparøÍion of plane requests, manifests, guest and stafimemoranda

Ma¡garet Riccarde[L Se.g[eta¡iv (7-5467)

- secrelarlt to Deputy Exectttive Director

,Þ
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BIJDGET AND TRAVEL.SÞCTION

To¡i Hawkins. Budget Qffcer í-5495)

- æction sapewision

- ovvrsight of all budget ødfunding isn¿es

- Secretøy md Deputy &cretæy representationfun&

- overtime allocations

- tøwl allocations

- cenifer oÍ.fuÌrds øailabilitY

-prepødion of finmcial relrorts

-prepøation of fittææial data

-OMB s¿bmissiotts

- qproving ofJ1cialfor travel vouchers

Rednald Green-Þud get Analv-st (7:979a)

- budget Ødfunding issaesfor S md PA

- tüi md petty ush reimbtrsemenß

- bills ætd iwoices: vendor paym'ents

- Tranlwuchers

- gifl accøtnt - þealær's accounl

Læ Creorge. Budeet Anafvst (.7-5472.1

- budget andfunding issaesfor D, P, E, T G, M, Jâ¡IS, WM, SIRPP, SIúEC.

- tmi mdpetty cash reimbursements

- bi lls æîd itwoices ; vendor pyments

-fundingtor transfer of labor charges

-Irnymentsfor donestic hotel bills - Secretary travel

Stephqnie Coates. Budeel-Anab,gl(.7,-5 696)

-badget andÍunding isnesfor H
- coordinator, Trøvel Management Program implementation

- læi and petty cash reimbursement

- bills andiwoices; vendor payments

- Americqt Express Government Chøge Card progrmt

-fundcitesþr nansfer of labor c.høges

- reque sts vendor cdes for CFttlS

- bills Pressfor træel vialulAC

- ¿ss¡ifs tratel oficer
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Vacqrt. Bqdgæ Assi$ant

- ßsttætce of trawl authorizations

- prepøation of carcI touchers

- per diem ød mileage calcttlations

-pasqnrt reEtests

-reqtestsÍor photos

- airline ticlcets

- travvl regulatioru ønd entitlements

-føe Erctatiuts

GENERAL SERVICES SECTION

Nedra Qverall. G.SO (7-5a75)

- section upertision

- contracting oficer

- I*ge acEtisitions

- qedit cød purclnse authorizíng öff cer

-vendor liaipn
- searrity oficer
- OIG liaison

- inlemal controls manager

- D travel coordination

Elizabh Moore. G.SO 17-9221)

- altemate contracting ofru,
- profesional serYices contacls

-vendor liaison

- trip coordination assistætce

- minor cottstltction, building repair requesls, electricalworlt renovation projecls

(NB: heating ødjwtments, air corrditioning øtd routine lighting problems should be

reprted AreAty þ æt. 7-5610; cleaning artdpesl control items should be reponed to

ext.7-2788)

George Rowland. General Services Asst (Propertvl (7-F842ì

- property confrol mønager: disfübution and movemenl of non<xpendable property,

ir.g. fu^irure øtd eguipment, cellulø phorcs, pagers) and eryendoble wpplíes

- Iaborlmanpw, er reque sts

-furnitwe repairs, carpet cleaning requesls
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-typwríter repnirs t.

- spectalizd slationery items (etterhead briefing or action memørøtàtmforms)

-atpplie{equtpmefifor S &D tøvel /

Shirley Neal.-ft;neral Services,Asst (Proq¡rement) (7-5621 )

- requisitiotts lor purcluse orders

- pblicati ons/wbsæiption re Etests

- eEripmenl re¡nirs

-wndor lialson

- s$e aùd lackrepairs

- copíer re¡nirs

- øedit cød ptre;lnses

- fuWfrrrent Notices Reqaisitioning

- general GSA inlonnation ød szpply rgquesls

- atdievi stnl eqa þmmt re que st s

Tom Co.uch- ÊSO (ProcüremgL Assi stagt) (7-676 6)

- equipment repnirs

-sfe ød lockre¡nirs

- copier re¡nirs

-credit wd ptrcha.ses

-pøkingpasses

Vaoan!,,G$Q.(Administrati.y.e- Specialist - Telephones). (7-6883)

- installation, moving, modiJìcations of telephones

- billiryfor official plønes, íncludirry cellulæ phones

- lotgãistøtce official telephone credit cards

(NB: simple telephone repair requests should be made directly to 7'9922)

PERSONNEL SECTION

Pat Carter. Personnel Officer (7-5638)

- npentisory persornel oficer
- employee relatio¡ts

- Foreign Serttice assignments

-renurces/FTE
- Senior Foreign Senice, Senîor Exec-utive Service

- stafing ønd placement
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Kristen Tho¡noson .P,, ersonnel M3riasement Sp,çci?¡ist (7-S Z6O)

- GVFS pefonnøce evaluatiotts

-infern progrøn

- CMI Sert'ice meril pronotion progrøn

- positi on classificati on

- recruitmenl, sffing &,placement

ÇYnt!¡ia Motlq¿, Admini$rative Ofñcer (7-563 8)

- awøds pogrant aùttinistration

- irrsTrrørce

- retirements

- IhriÍt fuvings PIør

-"taining
- reavitment, sffing & placement

I¡¡i I{art. Administrative 4ssistant (2-5478)

- ænvltotts
- difierentials

- enploynent verifiøtion

- entøtce+n-dugt

-pyroll isnes

- special cletrarces

- tíme ætdattendance

- tmsferollabor
- w ithin-gr ade i ncr ease s

Shirley Qi,!¡nore. Secretary/Receotionilst (7-563 8)

- Treúy Room resewations

- proc e Nng trai ning requestlconfirmatiøts

- campigns - CFC, bottds, bld ùives, elc.

-PERfrles ætdmamtals

-.perstlnel locator; lelephone directory changes

(NB: Resertationsfor the Principal Oficers' Conference Room should be made through

S/S44[S, ext. 7-2374)

Executive Director
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No. 96-009 S/$EX - Administr¡tive Procedure
Subject: Records Management

Fotlowing the transfer of records management fi,rnctions for Departmørt Principals ftom

S/S-RMD to Mlvt S/S-EX has beenworking with A/IM staffto improve our practices and

adherence to Federal law and Department regulations governing records management. Recent

changes in procedures for retiring records in the Principals' ofEces.requíres an uPdate of
appropriæe informæion. There are three significant issues; each is zumma¡ized below.

. Annual Rcti¡cment of Records

All ofñces are required to retire records on an annual basis in accorda¡rce with
approved disposition schedules. The Records Management Branch can provide

guidance on which records should be retired and those eligible for destruction.

Outlüed below are procedures for røiring Frcnt Offìce records:

t. Purge your files of duphcate material.

2. Docr¡ment the destn¡ction of Top Secret material (per 12 FAM-500).
3. Call the Department's Records Senvice Center (M}vÍiIS/OIS/RSC) on (703) 274-0030 to

have records retirement boxes delivered to your office. Two boxes are needed for each file

drawer.
4. RSC will pick up the boxes between l0 am - 12 nooq Monday, rffednesday and Friday.

Call RSC to arrange a pick-up time. Boxes should not be left unsecr¡re in your ofñce.

5. A/IIVÍ/ISIFPC v/ill prepare the Retirement of Records Form (DS-693-8.) If you want to
prepare your own fonr\ contaa the POEMS Help Desk on x78700, and IRM will install

the softirare on yourPC.
6. The completed DSó93ì form with the Lot and Box Numbers indicated will be reh¡rned

to you. It should become a permanent part ofyour active ñles under AINF - Records

lvlanagenrcnt.
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Contraaing Oftcer 6FAI\{ 221.1 GSO Nedra

Safety &
Ofrcer

Property
Officcr

Property
Officpr

ReceivingOfficer

S/S-IRM Receiving
Officer

Single Real Property ó'FAI\,Í 700
lvlanager

Perso.[Jrel

Awa¡ds Committee

. (S, PA) 3FAI\{ 643.1

Awards Committee (tI)

Employee Evaluation
Reports 3FAI{ 524

6FAIvf 613.3b GS0

6F/.Mt222.l Supervisory GSO

222.3 cso

GSO

6FAtrd 225.3 Systems O[Ecer

Oyerall

Nedra Overall

Elizabeth Moore

Creorge Rowland

Sha¡on Ohta

fo E[en Powell

Cynthia Motley

Ronald DeutchOfficer

Personnel Officer

Director

Officer

EEO Counselors 3FAI{ 13l.4b

Pat Carter

Monique Quesada
- Danehe Ragland

T. A¡cher
H. l.felson
PA. Glasgow

- Richard J.

October 28, 1996
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The Department's Records Muragemer¡t staffis available to assist you and can be contacted d
the following numbers:

The procedrxes for rairing ell other offices' records are:

1. Purge yor.n fles of duplicate material.

2, Docr¡ment the destruction of Top Secret material þer 12 FAIvf-500).
3. Prepare a Retirement ofRecords Form,@S-693-8.) You may call the POEMS Help Desk

$7E7AA, to have the form instafled on your PC.

4. Call the Department'sRecords Service Center (M\{/IS/OIS/RSC) on (703) 274-0080 to

have records retirement boxes delivered to your office. Two boxes are needed for each file
drawer.

5. RSC will pick up the boxes between l0 am - 12 noon, Monda¡ Wednesday and Friday.

Call RSC to arrange a pick-up time. Boxes should not be left unsecure in your office.

6. The completed DS-693-B forrn, with the l,ot and Box Numbers indicate{ will be returned

to you. It should become a petmanent part of your active ûles under AINF - Records

Management.

The Department's Records Management staff is available to assist you and can be contacted at

the following numbers;

S - lohn Cruce x77123
S/COS - John Cruce x77123

D-BettyBates x76018
P - John Cruce x7123

T - Pat Þfagin x76021

H - Pat Magin x^76021

PA-BettyBates x76018

SIP - Iohn Cn¡ce x77123
SlfR - Ron Hampton x74698
S/CT - AudreeHolton x77462
S/CSO - AudreeHolton x77462

E - Mania Braden x760ll
M-Mar¡iaBraden x7601I
G- BettyBates x76018
S/S - AudreeHolton x77462

S/OF - John Cruce x77123
S/FSGB - AudreeHolton x77462
S/EEOCR - Ron l{ampton x74698
S/MEC - Pat Magin x76O2L
S/NIS - Ron Hampton x74698
HCBA - MarriaBraden x7601 I

o Preser¡tion of Electronic Documents and Þmail

Officials need to preserve electronic documents that add to a proper

understanding of the formulation or execution of Department action or polícy.

This includes substantive changes to drafts on policies and decisions. E-mail

messages arc official records when they are created or received in the

transaction of public business and must be retained as evidence of official
policies, aÇtions, decisionq or transactions. Relevant Ëmail records must be

printed ¿nd filed u,ith.retated Paper records for long tern¡ permanent retention

oi retained oir-line for short-term retention and eventüal deletion
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Person¡t Pepcrs - \th¡t Oflicials C¡n ¡nd Cannot T¡ke

No records of the Department may be removed by any depating official.

Personal papery are doanmentary materials that are not used in the transaction

of agency business. Personal p¿pers may refer to or @mment on agency

business, bt¡t once used for ttre conduct of that business, they are no longer

personal papers. With Deparunent review and approval, officials may take

duplicates ofrecords, working p¿pers, and non-record materials (espeoially

mÚerials t}ey drafted, feviewed or acted upon) as long as the information is

unclassified a¡d otherwise not sensitir¡e.

All officcs need to be aware of these guidelines to carry out thcir records responsibilities. For

additional information or questions, sontact Ken Rossmarq Records Officer for the

Department on 647 -602O.

J. Shinnick
s/s-Ex
October 25,1996
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