Washington, D.C. 20520

October 12, 2016

Case No. F-2015-12809
Segment: IPS-0001

Mr. Michael Bekesha
Judicial Watch

425 Third St. SW. Suite 800
Washington, DC 20024

Dear Mr. Bekesha:

I refer to our letter dated August 5, 2016 regarding the release of certain Department of State
records under the Freedom of Information Act (the “FOIA”), 5 U.S.C. § 552.

The search of the materials provided to the Department by the FBI resulted in the retrieval of six
documents responsive to your request. After reviewing these documents, we have determined -
that all six may be released in part. All released material is enclosed.

An enclosure explains the FOIA exemptions and other grounds for withholding material. Where
we have made excisions, the applicable FOIA exemptions are marked on each document. All
non-exempt information that is reasonably segregable from the exempt material has been
released.

We will keep you informed as your case progresses. If you have any questions, your attorney
may contact Trial Attorney, Jason Lee, U.S. Department of Justice, Civil Division, Federal
Programs Branch, at (202)-514-3367 or Jason.Lee3(@usdoj.gov. Please refer to the case number,
shown above, and the civil action number, 15-cv-01441-JEB, in all communication about this
case.

Sincerely,

Suwsad 0 Wellmas G
Eric F. Stein, Acting Co-Director
Office of Information Programs and Services

Enclosures: As stated

United States Department of State



United States Department of State

Washington, D.C. 20520

October 13, 2016

Case No. F-2015-12809
Segment: [PS-0001

Mr. Michael Bekesha
Judicial Watch

425 Third St. SW. Suite 800
Washington, DC 20024

Dear Mr. Bekesha:

I refer to our letter dated October 12, 2016 regarding the release of certain Department of State
records under the Freedom of Information Act (the “FOIA™), 5§ U.S.C. § 552.

As counsel for State communicated to you on October 12, 2016, the Department’s production of
responsive, non-exempt documents to you on that date omitted a page of one document because
it was discovered that additional redaction was necessary. A complete copy of that document,
withheld in part, is now enclosed.

An enclosure explains the FOIA exemptions and other grounds for withholding material. Where
we have made excisions, the applicable FOIA exemptions are marked on each document. All
non-exempt information that is reasonably segregable from the exempt material has been
released.

We will keep you informed as your case progresses. If you have any questions, your attorney
may contact Trial Attorney, Jason Lee, U.S. Department of Justice, Civil Division, Federal
Programs Branch, at' (202) 514-3367 or Jason.Lee3(@usdoj.gov. Please refer to the case number,
shown above, and the civil action number, 15-cv-01441-JEB, in all communication about this
case.

Sincerely,

Sad O WsTvae For

Eric F. Stein, Acting Co-Director
Office of Information Programs and Services

Enclosures: As stated
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[RELEASE IN PART B§)
From: . H <hdr22@gelinionemail.com>
Sent: Sunday, March 18, 2012 11:44 AM .
To: Justin Cooper | ) B6
et Bryan M. Pagliano | | Oscar Flores { B

Subject: Re:

Thanks again. I'm back in bus¥ness. : !

----- Orciginal Message --~---=
From: Justin Cooper
sent: Sunday, March 18, 2012 11:09 AM
To: H
Subject: Re:
° 1
Good : ’
. the lack of shake or noise is just an praeference on'there or bacause if its in hand sometimes they jusat come in

On Mar 19, 2012, at 11:00 AM, H wrote:
> Ite on berry

N -

>

----- Original Message ---=<

From: Justln Cooper

Sent: Sunday, March 18, 2012 10:58 AN

To: H

Subject: Re:

sorty just to be clear you got thig on your‘lpad but not your berry

On Mar 18, 2012, at 10:57 AM, H wrote: .

VVVVVVVYYVY

> Recelved but w/o BB noting it had come thru w & gignal or notation.

5y =mew- Original Megsage -----

>> From: Justin Cooper e
>> Sent: Sunday, March 18, 2012 10:55 AM
>>» To: H )
>> Subject:

> Test 10:55:49 AM

‘file://saipswashdcficd/LawCases/HRC2%20-%2002/HRC2-%2002/HRC2-02-10THR1I1 4/... 9/14/2014

UNCLASSIFIED U.S. Department of State Case No. F-2015-12809 Doc No. C08136968 Date: 10/12/2016




UNCLASSIFIED 'U.S. Department of State Case No. F-2015-1280

9 Doc No. C06136972 Date: 10/12/2016

Page 1 of 1

RELEASE |
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N PART

From! Bryan M. Pagl'umo {:

Sent: Sunday, March 18, 2012 10.46 AM
To: Justin Coaper { |
Subjeer: Re: Help!

Could cortainly try. 1 am locking through the log filos to soe A f I can tind anychy

Bew, ‘wo need to put in policios Cor 1Phono and 1Pad use, like password sxplcation an
Afrer wa get har back up on the bb of course.

N
on Mar 18, 2012, et 10:3% AN, Justin Cooper weote:

She registered tha host routing table and got & ccply messege that says its reqiat
$o maybe re-gnterprise activata?

>

>

?

>

> weeue O7LQINS) MeBEAGO e-ev-

> from: Bryan Pagliano (mailto

> Sent: Sunday, March 13, 2012 10:12 A

> TJo: H

» Cc: Justln Cooper; Oscar Clores

> Subject: Re: Help! -

» »

> Lot me take a look st the server to see If it olfors any ingight,

» 1Phone 13 not auch different from the iPad, however in both céses the
5 security landscape 18 different from the bleckberry.

>
>
>
?
>
H

-Bryan

on Mor 10, 2012, st 9:57 AM, H <HDR22@¢lintoneasili.com> wrote!:
> - .
»> 1 don't think 1'e sdept snough for the LPhonel
> "
»» Sent from wy 1Ped

» . .

»> Op Mar 18, 2012, at 0:%6 AM, "Justin Cooper” | Jurot.:
»

>»> Checking 5 few things still,

»>> Not sure that is the problem.

»»> ATST oucka. Blackberry fo Just os boed.
235 May be tine to go iphons.... ° .
»>

>3

3> «==-= Qriginal Mossago ---=~-

>3 rroa: H

»>> Sent: Sunday, March 18, 2012 08:34 AM

»>> To: Juatln Cooper '

23> C¢: Brysn M. Pagliano, Oacer Floves

»>> Sub)ect: Re: Helpt

>

»>> Thankas, Justin, How does that happen.do I need to do anything?

5> .
»>> Sant from my iPad

3>

d coaplexity requivemonts.if wo are going to bo weing ¢

ored.

>»> On Mar 19, 2032, ot B:52 AM, "Justin Cooper” { |utoto:

>
»>2> Looka like your dovice 18 not showing up on att's network.
3»>> The pan want through.

353> Lot mo know 1f you get this.
35>

33>

323> =-=-= Originsl MORSSQE ---=-=
»3>> From: H X
>5»> Sent: Sunday, March 10, 2012 08:85 AM

33> To: Justin Cooper. Bryan N. Paglieno

»»»> Cc: Oacar Florea R R
355 Bub)act: Help!

>335 ‘

>

»>»> Once 8gein, I'm having BR trouble. I om not goceivang cmeils although poople are getting ones 1 send but 1 get their replies on my IP
2»»> 1've taken out cho bsttory and dona what 1 Xnow to do but no luck yat any idans?

»>3>> Sont froam my iPad
>> <winmail.det>

file://sainswashdcficd/T.awCases/HR(C2%20-%2002/HR (C2-%2002/HRC2.02.10THRT114/  Q/14/201 A
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[RELEASE IN PART B6|

l Bryan M. Pagliannl

From: . Jon Davidson

Sent: 97212011 8:06:26 PM +00:00
To: " Justin Cobo_per I_

Subject: ) Re: Questton

Yep

Done

From: Justin Cooper

Sent: Friday, September 02, 2011 04:03 PM
To: Bryan M. Pagllano ’
Cc: Jon Davidson

Subject: Re: Question

Easytodo. .

Go to settings

Advanced

Service books

And delete anything that says cmime
Or hr15@att.blackberry.net

Or hdr22@clintonemail.com

Try to leave the stuff that says desktop

Got that jd?

we=-- UNCLASSIFIED U.S. Department of State Casa No. F-2015-12809 Doc¢ No. 0061369?7 Date: 10/12/2016
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From:; Bryan Pagliano [mailtal i
Sent: Friday, September 02, 2011 04:02 PM

To: Justin Cooper :

Cc: Jon'Davidson

Subject: Re: Question

Service book comes from att, doesn't disappear with wipe. 1 don't r'xave‘ a berry on me that I ¢an use to aid in a walk through.

Still hunting on server logs for issue.

On Sep 2, 2011 12:59 PM, "Justin Cooper” [__ | wrote:

> We wipped it. But 1 bet there may be lingeéring service books

>

> crmen Original Message »----

> From: Bryan Pagllano [mal!to! | '

> Sent: Friday, September 02, : :

> To: Jon Davidson )

> Cc: Justin Cooper .
> Subject: Re: Question

>
"» Oh and did we clear out the google settings from the device?

>
>
> 5

> On Sep 2, 2011, at 17341 PM, Jon Davidson | b wrote:

>

>> Yep

>> Off now

>>

>3 weere Origlnal Message ----- —
>> From: Bryan Pagliano (mailto] |
>> Sent: Friday, September 02, 20110373 ¥

>> To Jon Davildson

>>» Cc: Justin Cooper

>3 Subject: Re: Question ;
>

= UNCLASSIFIED U.S. Department of State Case No. F-2015-12809 Doc No. C06136977 Date: 10/12/2016
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>> Can you take it off the charger?

P> ’

>>

>>

>> On Sep 2, 2011, at 12:38 PM, Jon Dav!dsoni } wrote:
>>

>>> it's currently charging

>>> but not connected to PC or cradie

>>>

>>> ----- Origlnatl Message -----

>>> From: Bryan Pagllano (mallto{ . |
>>> Sent: Friday, September 02, 2011 03:36 PM -
>>> To: Jon Davidsan; Justin Caoper

>>> Subject: Question

>>> '

>>> Is the device connected to a cradle or a pc currently?

PR_RIM_PAGER_TX_FLAG: false

PR_RIM_MSG_REF_ID: 2089576694
IPR_RIIM_MSG_‘FOLDER_ID: -5
PR_RIM_DELETED._BY_‘DEVICE: trus
PR_RIM_MSG_ON_DEVICE3.6: - e

UNCLASSIFIED U.S. Department of State Case No. F-2015-12809 Ooc No. C08136977 Date: 10/12/2016
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PR_RIM_MSG_STATUS: o

UNCLASSIFIED U.S. Department of State Case.No. F-2015-12809 Doc No. C06136877 Date: 10/12/2016
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From: H <hdr22@clintonemail,com> S
Sent: 9/2/2011 8:26:26 PM +00:00
. ' ' £ '
s To: Bryan M, Paglianol ] %
cC: Jon Davidson | J
Subject: Re: Test 2
Rec'd on IPad. ‘
Sent from my iPad
. On Sep 2, 2011, at 4:03 PM, "Bryan Paglianc" |
> Test2

............................. 2 B6

Message Headers;

UNCLASSIFIED U.S. Department o

f State Case No. F-2015-12809 ‘Doc No. C06136985 Date: 10/12/2016




.........................................

PR_RIM_MSG_ON_DEVICE_3_6:
PR_RIM_DELETED_BY_DEVICE:
PR_RIM_MSG_REF_ID:
PR_RIM_MSG_FOLDER_ID:
PR_RIM_PAGER_TX_FLAG:
PR_RIM_MSG_STATUS:
PR_RIM_INTERNET_MESSAGE_ID:

From: H <hdr22@clintonemail,com>

To: Bryan Pagliano |

Subject: Re: Test 2
Date: Fri, 2 Sep 2011 16:26:26 -0400

CC: Jon Davidsont

UNCLASSIFIED U.S. Department of State Case No. F-2015-12809 Doc No. C08136985 Date: 10/12/2016
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frue
-387465135
-3

true

1
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B6
From: _ Bryan Pagliano[ . ) B6
Sent: 9/2/2011 7:45:53 PM +00:00
To: : H <HDR22@clintonemail.com>
CcC: Jon Davidson[ - ]
. *
Subject: Re: Tesi
Okay, I'll be sending a few more of these for jon to see if they get through to the bb
On Sep 2, 2611, at 12:40 PM, H <hdr22@clintonemall.com> wrote: h
. > Rec'd on iPad but don't know about bb since Jon D has it. N, oE -
> " » f ~ .
> Sent from my IPad ' .
>
> On Sep 2, 2011, at 3:32 PM, "Bryan Pagliano"T wrote:
>

>> Test

B6

Message Headers:

UNCLASSIFIED U.S. Department of State Case No, F-2015-12809 Doc No. C08136988 Date: 10/13/2016
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From: Bryan Pagliano |

Date: Frl, 2 Sep 2011 12:45:53 -0700

Subject: Re: Test
To: H <hdr22@clintonemail.com>

CC: Jon Davldson | |
PR_RIM_MSG_ON_DEWCE_3_6:  ftrue
PR_RIM_DELETED_BY_DEVICE: true
PR_RIM_MSG_REF_ID: -1370198930
. PR_RIM_MSG_FOLDER_ID: -
PR_RIV_PAGER_TX_FLAG: true
PR_RIM_MSG_STATUS: 1
PR_RIM_INTERNET_MESSAGE_ID: : ]

UNCLASSIFIED U.S. Department of State Case No. F-2015-12899 Doc No. C08136988
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[RELEASE IN PART B§

FW: List of People for Paperwork ! .

fFrom: ' Chéryl Mills cmnlli |
To: hdr22@clintonemailcom ',
Subject: _« FW: List of People for Paperwork

FYI - they caught the one.

From: Samuelson, Heather £ [mallto: SamuelsonHF@state.gov]
Sent; Thursday, February 05, 2009 5:43 PM

To: Samuelson her F; Mills, Cheryl D

Cc: robbymaoo Cheryl Mills; Cheryl Mills1

. Subject: RE: List of People for Paperwork

Updated Diversity Check for HRC Ust:

1 African-American, 4 Asian-American, 4 Hispanic

From: Samuelson, Heather F N .

Sent: Thursday, February 05, 2009 3:07 PM it ; -
To: Mills, Cheryl D

Cc: robbymook

Subject: List of PeopIE for Papemrork

Cheryl;

——  UNCLASSIFIED U.S. Department of State Case No. F-2015-12809 Doc No. C08136892 Date: 10/12/2016
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UNCLASSIFIED U.S. Department of State Case No. F-2015-12809 Doc No. C06136692 Date: 10/12/2016 -

. ] . : f people you highlighted yesterday on HRC's
orles of people 1 am reaching out to for paperwork: 1) listo !
ﬁ::o:hzrfll:g?\::t:?arred (se;r,&atg and non-Senate staffers) and 2) other persons 1 am reaching out to based on markings on
your slotting list or other conversations. .

Let me know If you have any questions whatsoever. Apologies qgaln for missing your message - hé_vlng my volciemall set up
today. Speaking with Maura momentarily. ) )

Thanks,
Heather

I) GROUP 1: Fuil list of people T am reaching out to begin paperwork.that you highitghted on HRC's list. Diversity check on

this fist: 0 African-American, 4 Aslan-American, 4 Hispanic

e e ———

—————————— UNCLASSIFIED US. Department of State Case No. F-2015-12809 Doc No. C06136992 Date: 10/12/2018
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’

B6

'GROUP 2: " Others I am giving paperwork to based on your markings on slotting list, Diversity Check (that I am aware of): 1

_African-American

UNCLASSIFIED u.s. Department of State Case No. F-2015-12809 Doc No. C06136992 Date: 10/12/2016




