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INSPECTOR (GENERAL OF THE INTELLIGENCE COMMUNITY
WASHINGTON, DC 20511

July 6, 2015

Mr. Randall Coleman -

Assistant Director, Counterintelligence Division
Federal Bureau of Investigation

935 Pennsylvania Ave., N.-W.

Washington, DC 20535

SUBJECT: Section 811(c) Referral — Potential Compromise of Classified
Information » '

SENT VIA SECURE FACSIMILE
Dear Mr. Coleman,

(U) On March 12, 2015, Senate Committee Chairmen Burr, Corker, and
Johnson requested that the State Department Inspector General (State 1G)
conduct a review of State employees’ use of personal email and non-government
networks for official purposes. The Chairmen asked State IG to address several
specific areas, including whether classified information was transmitted or
received. The Chairmen also requested State IG coordinate their review with the
Inspector General of the Intelligence Community (IC 1G). State IG thereafter
initiated a review and requested IC IG support.

(U) Concomitant with the State IG review, State FOIA officials are reviewing
more than 30,000 emails provided by former Secretary of State
Hillary Clinton. According to the former Secretary, these 30,000 emails were
transmitted via personal hardware and software devices during her tenure at
State.

(U//¥e80) In support of State 1G’s review, IC IG reviewed 296 of the
30,000 emails. State had FOIA-processed these 296 emails and released them
publicly on May 22, 2015. IC IG found that two of these 296 emails contained
classified information. One email had been redacted using a “B1” FOIA
Exemption. The other email had been processed and released in an unclassified

UNCLASSIFIED/ /Fo¥oe-
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Mr. Randall Coleman

and unredacted form. This second email should have been marked
SECRET//SI//REL USA, FVEY according to FOIA officials at the

Defense Intelligence Agency (DIA), National Geospatial-Intelligence Agency (NGA),
and National Security Agency (NSA). These Intelligence Community FOIA officials
confirmed that State FOIA officials did not coordinate with them in regard to the
public release of this second email.

(U/ /FOB6) As part of its review, State IG sent former Secretary Clinton’s
personal attorney, Mr. David E. Kendall, a preservation request regarding systems
and devices related to the 30,000 emails. IC IG co-signed this request.

Mr. Kendall replied to the request (see enclosure}, and noted that he had stored
electronic copies of all 30,000 emails on a thumb drive located in his law

office. Mr. Kendall also noted that the former Secretary’s personal server is in the
custody of a company named “Platte River Networks.”

(U/ /FOE6) As the thumb drive and personal server contain classified
information and are not currently in the Government’s possession, we are referring
this matter to your office for any action you deem appropriate. -

(U) Please do not hesitate to contact me, atl |with any
guestions or concerns.

Sincerely,

S g

I. Charles McCullough, III

Enclosure: As stated
CC: The Honorable James R. Clapper

The Honorable Steve A. Linick
- Mr. William R. Evanina

2
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LAW OFFICES

WILLIAMS & CONNOLLY LLP
725 TWELFTH STREET, N.W.

WASHINGTON, D. C. 20005-5901 EDWARD BENNETT WILLIAMS (1920.1083)
DAVID E KENDALL PAUL R CONNOLLY (U922-1978)
(202) 434-5145 ° (202) 434-5000
. dkendali@we.com FAX (202) 434-5029
June 24, 2015
BY ELECTRONIC MAIL ‘
. i ) bé
L ] b7C
Office of Inspector General .
U.S. Department of State
b6

Dear|::| ‘ | | b7C

I write as personal counsel to former Secretary Clinton in response to your June 9
e-mail request for additional details regarding our preservation efforts related to Secretary
Clinton’s work-related e-mail from her tenure as Secretary of State.

I note at the outset that the Department of State is in possession of all of Secretary
Clinton’s work-related and potentially work-related e-mails. Specifically, in response to
an October 2014 letter request from the Department of State, Secretary Clinton’s counsel
identified all work-related or potentially work-related e-mail in her possession, custody,
or control. In total, 30,490 e-mails, all of which were from her
@clintonemail.com account, were identified and provided in hard copy to the Dcpartment
of State in December 2014. As her personal counsel, we continue to retain a preservation
copy of the .pst file containing the electronic copies of those e-mails, on a thumb drve
that is stored in a secured safe at the offices of Williams & Connolly LLP, 725 12th

. Street NW, Washington DC 20005. The only two persons authorized to access that
thumb drive are me and my law partner, Katherine Turner.

In addition, we have taken steps to retain the server equipment that hosted
Sceretary Clinton’s @clintonemail.com account during her tenure as Secretary of State,
cven though that equipment is no longer active and, we believe, no longer contains any
data from Secretary Clinton’s @clintonemail.com account. The equipment is in the
custody of Platte River Networks and is maintained at a secure data center. In responsc
to preservation notices related to Secretary Clinton’s e-mail reccived that T have received

HRC-353
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from certain cntities, I have confirmed Platte River Networks’s
well. :

Ce:

receipt of such notices as

b3 per ODNI
b6 per ODNI, FBI
b7C per ODNI, FBI
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INSPECTOR GENERAL OF THE INTELLIGENCE COMMUNITY
WASHINGTON, DC 20511

MEMORANDUM FOR: SEE DISTRIBUTION

SUBJECT: | Update to IC IG support to State Department IG
: : : (Re: 12 March 2015 letter from Chairmen Bur,
Corker, and Johnson)

(U/A6Y6) On 12 March 2015, the Inspector General of the State Department
(State IG) received a letter from Chairmen Burr, Corker, and Johnson asking
for, among other requests, a review of State Department employees’ usage of
personal email for official purposes. The letter also requested State IG to

" coordinate with my office to determine whether classified information was
transmitted or received by State Department employees over personal systems.

. On April 16, 2015, State IG initiated a review of the use of personal
communications hardware and software by five Secretaries of State and thexr
immediate staffs.

(U//FOEO) In December 2014, [ormer Secretary Clinton provided the

State Department with approximately 55,000 pages of electronic documents.
These documents were deemed to be official business, and had been
transmitted via personal communications hardware and software. The State
Department is in the process of reviewing these documents for potential public
release in response to Freedom of Information Act (FOIA) requests.

(U//FOBO) State IG asked my office to validate the procedures being used by
State Department FOIA staff as they process the 55,000 pages of electronic
documents. Our preliminary assessment of the FOIA pre-release process
determined that State Department FOIA staff lacked sufficient familiarity with
Intelligence Community (IC) equities to properly identify potentially classified
information. We provided State IG with some recommendations, and State IG
forwarded our recommendations to the State Department FOIA staff. One of
our recommendations was that State Department FOIA staff request

support from IC FOIA officials to better protect potentially classified
information.

(U//FOHO) My staff also reviewed 296 emails released by State FOIA officials on
22 May 2015. We identified one document that had been released in an

UNCLASSIFIED//FOowe
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SUBJECT: Update to IC IG support to State Department IG (Re: 12 March 2015 letter from
Chairmen Burr, Corker, and Johnson) .

unclassified and unredacted form that --according to DIA, NSA, and NGA FOIA
officials -- should have been marked and handled as SECRET//NOFORN.
Further, these IC FOIA officials confirmed that the document in question had not
been coordinated with the appropriate IC elements before public release.

(U/ FOBO) My office notified the National Counterintelligence and Security
Center (NCSC) as well as other appropriate Cl/Security officials of this
released, unredacted document. Under Intelligence Community Directive 701,
Deterrence, Detection, Reporting, and Investigation of Unauthorized Disclosures
of Classified National Intelligence., NCSC (formerly National Counterintelligence
Executive) is responsible for assessing unauthorized disclosures of classified
information and making any notifications they deem necessary to the

Depariment of Justice.
) : b3 per ODNI

act me or b6 per ODNI
| with any questions or concermns. b7C per ODNI
C/ M (%/ >———-L— G -] - 200

I. Charles MtCullough, Il Date )
Inspector General of the Intelligence Community

DIS’I‘RIBU'ITON The Honorable Richard Burr
The Honorable Dianne Feinstein
The Honorable Devin Nunes
The Honorable Adam Schiff
The Honorable James Clapper, Director National Intelligence

UNCLASSIFIED//FS8Q 2
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ALL FBI INFOERMATION CCHTAIRED 8
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DATE 10-27-201¢€ BEY J37J88T34 NSICC

INSPECTOR GENFRAL OF THE INTELLIGENCE COMMUNITY
WASHINGTON, DC 20511

MEMORANDUM FOR: DISTRIBUTION

SUBJECT: | Classified Material on Personal Electronic
Storage Devices

(U/ /FSE0) On 19 June 2015 my office notified your committees that we
had recently assessed the Freedom of Information Act (FOIA) document review
process at the Department of State (State). This assessment was limited to the
ongoing process being used by State FOIA officials reviewing almost 55,000
pages of emails that had been provided to State by former Secretary of State
Clinton. These emails had previously existed on, and had been transmitted
via, a non-government communication system but were deemed to be official
business by former Secretary Clinton’s staff. :

uy/ POHO) As part of our assessment, we also reviewed a subset of these
same documents, some 296 emails, that had already been reviewed and
released by State FOIA officials in response to several FOIA requests.
According to DIA, NSA, and NGA FOIA officials ~ at least one of these
unredacted emails should have been marked and treated as
SECRET//NOFORN."

(U/ /FOHO) On 24 June 2015, the State Inspector General received the

attached letter from former Secretary Clinton’s personal counsel,
David Kendall. This letter discusses the former Secretary’s provision of
documents from her personal server to State; the current location of the
personal server; and information about a mobile electronic storage device

" (thumb drive) presently in her counsel’s possession. The above-mentioned
SECRET//NOFORN document is likely on the thumb drive and possibly on the
personal server (although Mr. Kendall notes he believes the personal server no
longer contains any data).

(U/ /FOBQ) Given the likelihood that classified material may exist on at
" least one unsecured, non-government system, the IC IG and State IG
immediately notified security officials at ODNI, State, DIA, NSA, and NGA in
accordance with Intelligence Community Directive 701, Deterrence, Detection,
Reporting, and Investigation of Unauthorized Disclosures of Classified National

UNCLASSIFIED//FOEG
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SUBJECT: Classified Material on Personal Electronic Storage Devices

Intelligence. The State and IC IG defer to the National Counterintelligence and

Security Center and the various agency security officials with regard to b3 per ODNI
coordination of appropriate security/CI actions and the disposition of these b6 per ODNI
electronic storage devices. b7C per ODNI

U) Please contact me or th
with any questions or concerns.

(ﬂ@ @—*—-‘#——' ' ¢ [2rS 2o

I. Charles Mcﬁullougy I Date
Inspector General of the Intelligence Community .

DISTRIBUTION: The Honorable Richard Burr
The Honorable Dianne Feinstein
The Honorable Devin Nunes
. The Honorable Adam Schiff
The Honorable James Clapper, Director National Intelhgence

UNCLASSIFIED//FOYe T2

HRC-358



[N

* UNCLASSIFIED

U’S. Department of State
Case No. F-2015-04841
Doc No. C05739666

Obtained by Judicial Watch, Inc. .

STATE DEPT. - PRODUCED TO HOUSE SELECT BENGHAZI COMM.

‘ SUBJECT TO AGREEMENT ON SENSITIVE INFORMATION & REDACTIONS. NO FOIA WAIVER.

SR , ' RELEASE iN
Srrial
— - i e
- From: Abedin, Huma <AbedinH@state.gov> A

Sont: . Sunday, April 10, 2011 10:14 AM ALL FBI INFORMATION CONTAINED
To: H ‘ HERETH 15 UNCLASSIFIE :
Subject: Fw: Stevens Update (important) DATE 10-27-2016 BY J37J85T34 MSICC
Importanes: s High
Jake may have sent but In case not..
—- Original Message -
From: Davis, Tkenmy T - )
Sent: Sunday, April 10, 2011 06:48 AM
To: Sullivan, iacob J; Abedin, Huma; Wells, Alice G; S_SpecialAssistants
Subject: Stevens Update (important)

58U} Per Spacial Envoy Stevens: .

The situation in Ajdabiysh has worsened to the poimt where Stevens is considering departure from Benghazi. The
envoy’s delegation is currently doing a phased checkout (paying the hotel bills, moving some comms to the boat,
etc). He will monitor the situation to see if it deteriorates further, but mdedsm has heen made on departure. He will
wait 2-3 more hours, then ravisit the decision on depamme

He received reports of shelling last night in Ajdabiyah as well as snipers shooting people in the city. AFRICOM -
reported Qadhafi’s forces took the eastern and western gates of Ajdablyah, with 5 vehicles at the eastern gate and 50 at
the westemn gate. More Qadhafi forces are heading to Ajdabiyah from Brega. :

The Brits report Qadhafi forces are moving from Sirte to Brega, which they interpret as preparation for another
assault on Ajdabiyah today.

He plans to discuss the situation further with the Brits, Turks, and the TNC to see if this is an ireversible

situation. Departure would send a significant poliltical signal, and would be interpreted as the U.S. Josing confidence in
the TNC. Initial message to the TNC would frame the departum as due to security grounds and as a temporary measure

only.
Polaschik said she would discuss these developments with Amb. Cretz.

if the group departs, the contract for the boat stipulates they return to Greece. One scenario could be the group
stages elsewhere for a few days.

Ops will continue to monitor the situation.

UNCLASSIFIED

U.S. Department of State

Case No. F-2015-04841
Doc No. CO5739666
Date: 05/13/2015

STATE DEPT. - PRODUCED TO HOUSE SELECT BENGHAZI COMM.

SUBJECT TO AGREEMENT ON SENSITIVE INFORMATION & REPACTIONS. NO FOIA WAIVER. STATE-SCB0045049

HRC-359



DAVID i KENDALL

‘ Obtainéd by Judicial Watch, Inc. .
LAW OFFICES
WILLIAMS & CONNOLLY LLP
725 TWELFTH STREET, N.W.
WASHINGTON, D. C. 20005-5901 EDWARD RENNETT WILLIAMS US20-1988)
o PAUL R. CONNOLLY U922-1978)
(207) 4345145 {202) 434-5000
e FAX (202) 434-5029

ALL FBI INFORMATION CONTAIRED
HEREIN IS5 UNCLASSIFIED

CATE 10-27-Z2015 BY J37385T% NEICC

June 24, 2015

BY ELECTRONIC MAIL

I_Gﬁce of Inspector General
U.S. Department of State

L l

Dear]

I write as personal counsel to former Secretary Clinton in response to your June 9
e-mail request for additional details regarding our preservation efforts related to Secretary
Clinton’s work-related e-mail from her tenure as Secretary of State.

I note at the outset that the Department of State is in possession of all of Secretary
Clinton’s work-related and potentially work-related e-mails. Specifically, in response to
an October 2014 letter request from the Department of State, Secretary Clinton’s counsel
identified all work-related or potentially work-related e-mail in her possession, custody,
or control. In total, 30,490 e-mails, all of which were from her
@clintonemail.com account, were identified and provided in hard copy to the Department .
of State in December 2014. As her personal counsel, we continue to retain a preservation
copy of the .pst file containing the electronic copies of those e-mails, on a thumb drive
that is stored in a secured safe at the offices of Williams & Connolly LLP, 725 12th
Street NW, Washington DC 20005. The only two persons authorized to access that
thumb drive are me and my law partner, Katherine Turner.

- In addition, we have taken steps to retain the server equipment that hosted
Secretary Clinton’s @clintonemail.com account during her tenure as Secretary of State,
even though that equipment is no longer active and, we believe, no longer contains any
data from Secretary Clinton’s @clintonemail.com account. The equipment is in the
custody of Platte River Networks and is maintained at a secure data center. In response
to preservation notices related to Secretary Clinton’s e-mail received that I have received

HRC-360
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June 24, 2015
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from certain entities, I have confirmed Platte River Networks’s receipt of such notices as
well.

- Ce: b3 per ODNI
bé per ODNI, FBI
b7C per ODNI, FBI

HRC-361
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Late 10-Us-2017 By 3l galod Hells: Obtained by Judicial Watch, Inc.

" (Rev. 0501-2008)
SECREE//ANOEORN
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 07/24/2015

To: CD-4, Counterespionage Section - Attn:

From: CD-4

: b6
" Contact: SA b7C
. ' —
Approved By: Kable Charles H. IV’/éééb 274?””
[l
Drafted By:
X b3
Case ID #: (U) “)J'Wt\o\ b7E

¥) MIDYEAR EXAM

Synopsis: U/ (SPAGE) Document July 22, 2015 Meeting with Office of
Inspector General of the Intelligence Community.

b3 per ODNI
b6 per FBI, ODNI
b7C per FBI, ODNI

Details: ' '(SAAF) On July 22, 2015, FBI representatives ,
Charles H. Kable, Section Chief, | | Assistant
Section Chief, | | Assistant Section Chief, CD-4
Counter-Espionage Section, opecial Agents] |

| Intelligence Analysts| [and

|met with Office of the Inspector General of the
Intelligence Communitv representatives., T Charles McaCullough
Inspector General,

| The meeting took place at the Office of
the Inspector General of the Intelligence Community, Patriot
Park, 12290 Sunrise Valley Drive, Reston, VA 20191.

"""""" (S44F) At this meeting the group discussed the U.S.
Department of State’s Inspector General’s (State IG) and Office
of the Inspector General of the Intelligence Community (ICIG)
ongoing review of the use of personal communications hardware
and software by five Secretaries of State and their immediate

SE RN
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_SECRET//NOEORN.

FEDERAL BUREAU OF INVESTIGATION

staffs. ICIG informed the FBI that ICIG had several meetings
with STATE IG and U.S. STATE Department (USDS) officials
regarding the ongoing inquiry. ICIG believed that subject’s
personal server was established approximately 1 day after
subject took her official position at the USDS. ICIG had several
meetings and correspondence with Patrick Kennedy, Under _
Secretary of State For Management and others at USDS. On or
about June 15, 2015, ICIG sent a letter to State IG to document
potential issues identified in the preliminary review of the
State Department FOIA process and made four recommendations. :
USDS agreed to the recommendation to get additional Intelligence
Community officials involved in the FOIA review.

WQEXZ/NFﬁ ICIG informed FBI that when an employee leaves
employment”at USDS, the agency burns a .PST file of that
employee’s electronic account. ICIG surmised that subject had 2
Blackberry accounts and at least 2 @Clinton e-mail addresses.
ICIG was going to complete a Congressional notification and
would provide the FBI a copy upon completion. ICIG was legally
compelled to provide this Congressional notification to the
Senate Judiciary Committee as part of its Inspector General
oversight responsibilities.

iH?“t~'ﬁ&E) ICIG intended‘on briefing Charles Grassley,
Chairman, Committee on the Judiciary on Friday, July 24, 2015
and was going to inform him that a referral was made. As of July
22, 2015, ICIG identified 5 classified documents in the ongoing
review of subject’s e- mall :

QH“)SQ/ﬂFQ ICIG also provided copies of e-mail from two
potential complainants for the FBI’s review. ICIG reminded the

FBI to “PROTECT IDENTITY” of individuals referenced in
whistleblower process.

*0

M
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SECRET//NOFORN

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 07/28/2015
To: CD-4, Counterespionage Section Attn:

From: CD-4

b6

Contact: SA b7

Approved By: Kable Charles H. Ivééééz_522&£r”

2l

Drafted By:

. - . b3
Case ID #: (U)| _ | iuw-\. \0 b

. MIDYEAR EXAM

-]

Synopsis: I§f$§EI;Documéht Receipt of Correspondence between
Inspector General for the Intelligence Community, Department of
State Inspector General and U.S. Department of State.

By: F93M27K51 o
dated 20130301

. ify On: 20401231
Details: J[SAAE] On July 27, 2015 ,
Office of the Inspector General of the Intelligence Community b3 per ODNI
(ICIG) provided the FBI documented correspondence records b6 per ODNI
between ICIG, Department of State Inspector General (State IG)b7cperoDNI
and U.S. Department of State (USDS).

1. June 15, 2015: Letter from ICIG to State IG
2. June 15, 2015: Memo from ICIG documenting potential FOIA
. issues

3. June 25, 2015: Memo from Secretary Kennedy response to FOIA -
issues memo A : ,

4. June 29, 2015: Memo from State IG to Secretary Kennedy

5. June 29, 2015: Follow Up Memo Email

6. July 2, 2015: Follow up from Yesterday’s Meeting Email

7.July 2, 2015: Follow up from Yesterday’s Meeting Email

8

. July 6, 2015: Request for assistance from IC FOIA Officials
Email - . .

M

HRC-388



’ : . " Obtained by Judicial Watch, Inc. .

(Rev. 05-01-2008)
:§E§§ET77N§F@E&EWU)

FEDERAL BUREAU OF INVESTIGATION

9. July 6, 2015: Request for assistance from IC FOIA
Officials

10. July 6, 2015: Follow Up From Yesterday’s Meeting Email

11. July 7, 2015: Follow Up From Yesterday'’s Meeting Email

12. July 10, 2015: Memo from State IG & ICIG to Secretary
Kennedy .

13. July 22, 2015: Memo from Secretary Kennedy to State IG

regarding “Your request for Electronic Copy of Former
Secretary Clinton’s Emails”.

L &

:SEQKE$¥%NQEQE§E¢U)
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INSPECTOR GENERAL OF THE INTELLIGENCE COMMUNITY
WASHINGTON, DC 20511

15 June 2015

- The Honorable Steve Linick
Inspector General

Department of State

2201 C Street, NW (SA-3, Suite 8100)
Washington, DC 20520

Dear Mr. Linick:

(U//FEH6) Thank you for reaching out to my office to assist you in your
current review entitled “Use of Personal Communications Hardware and Software
by Five Secretaries of State and Their Immediate Staffs.” Thus far, our assistance
has been tailored to reviewing State Department’s Freedom of Information Act
(FOIA) process and how classified information is safeguarded in that process.

(U/ /FOB6) Our preliminary review identified four areas that may require
immediate attention by State FOIA officials, in coordination with Intelligence
Community FOIA officials. Those areas are detailed in the attached memorandum.
My team has briefed your team members on these developments and will continue
to refine findings and recommendations as the review progresses.

Sincerely,

J i

I. Charles McCullough, III

bé
cc:[ T Counselor.

State Department Office of Inspector General

b3 per ODNI
b6 per ODNI
b7C per ODNI

Oftice of the Inspector General of the Intelligence Community

Attachment: _
(U) MFR, dtd 15 June, 2015) (U//FOYHO)

UNCLASSIFIED/ /Foue
HRC-390
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OFFICE OF THE INSPECTOR GENERAL OF THE INTELLIGENCE COMMUNITY
INSPECTIONS AND EVALUATIONS DIVISION
WASHINGTON, DC 20511

MEMORANDUM FOR THE RECORD

15 June 2015

PROJECT: ' (U) Special Inquiry 2015-001: Assistance to State
Department Inspector General Review of Use of Personal
Communications Hardware and Software by Five
Secretaries of State and Their Immediate Staffs

INSPECTOR: (U) b3 per ODNI
b6 per ODNI
PURPOSE: (U/ /EeB©) Document Potential Issues Identified in  P7C per ODNI
Preliminary Review of the State Department FOIA
Process.

(U/ A=6HE0) The Office of the Inspector General of the Intelligence
Community (IC IG) is assisting the State Department IG’s office in the above
referenced review; focused on the handling of potentially classified material during
the State Department Freedom of Information Act (FOIA) review process. I am
conducting a preliminary review of the handling of potentially classified material
during the State FOIA review process being used to review the 33,000 emails
provided by former Secretary Clinton from her personal email server. Thus far, I
have identified four areas that may require expedited attention by State FOIA
officials, in coordination with IC FOIA officials. Those areas are:

1. (U//FouY6) Evaluation of other agencies’ equities is not optimal. State
Department is currently relying on retired senior Foreign Service Officers to
review for other agencies’ equities in FOIA cases. For example, a review of
the first set of 296 emails received from former-Secretary Clinton and
released on the State Department FOIA website identified material that
should have been referred to IC FOIA officials for review prior to release.
Recommend State Department FOIA Office request staff support from
IC FOIA offices to assist in the identification of intelligence community

equities.

THIS IS A DELIBERATIVE PROCESS DOCUMENT AND INTENDED SOLELY FOR OFFICIAL USE BY THE IC IG.
RECIPIENTS MAY NOT FURTHER DISSEMINATE WITHOUT THE EXPRESS PERMISSION OF IC |G PERSONNEL.

UNCLASSIFIED//Be¥er
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(U/ /#0H9) Document Potential Issues Identiﬁéd in Preliminary Review of the
State Department FOIA Process. -

2. (U//FOYO) Storage and distribution of FOIA material is occurring on a
SECRET level network. State Department is using a SECRET level
network (ClassNet) to store the 33,000 emails acquired from former-
Secretary Clinton. State is also using ClassNet to distribute the FOIA
material for review by both the intra-and-inter-agency. Material at the
SECRET//NOFORN level was identified in the first set of 296 emails prior to
their release. Recommend IC FOIA officers review the emails to ensure
ClassNet use is appropriate before transmitting to the State Bureaus for
review.

3. (U//FeY0) Applying appropriate FOIA exemptions to protect classified
information. State Department FOIA personnel recommended five “B1”
(Classified National Security Information) FOIA exemptions for proposed
redactions in the first set of 296 emails to protect classified information.
According to State FOIA personnel, during the State Department Legal
Office’s review, four of the B1 exemptions were removed and changed to
“B5” FOIA exemptions (Privileged Communications). Recommend State
Department FOIA Office seek classification expertise from the
interagency to act as a final arbiter if there is a question regarding
potentially classified materials. ‘

4. (U//FO4Y0O) It is unclear if the Department of Justice is reviewing the
emails before FOIA release. Former-Secretary Clinton’s emails are the
subject of numerous FOIA requests and multiple FOIA lawsuits. It may be
prudent to integrate the Department of Justice into the FOIA process review
to ensure the redactions can withstand potential legal challenges. If not
already being done, recommend the State Department FOIA Office
incorporate the Department of Justice into the FOIA process to ensure
the legal sufficiency review of the FOIA exemptions and redactions.

2

THIS IS A DELIBERATIVE PROCESS DOCUMENT AND INTENDED SOLELY FOR OFFICIAL USE BY THE IC IG.
RECIPIENTS MAY NOT FURTHER DISSEMINATE WITHOUT THE EXPRESS PERMISSION OF IC |G PERSONNEL.

UNCLASSIFIED//®eH0

HRC-392



. Obtained by Judicial Watch, Inc. .

UNDER SECRETARY OF STATE

ALL ¥BEI IHFCRUMATION CONTAINED

FOR MANAGEMENT HESEIN IS5 MNCLASSIFIED
DATE 11-0D8-201% BY J37J085T84 NSICC

WASHINGTON

UNCLASSIFIED JUN 26 208

MEMORANDUM FOR THE INSPECTOR GENERAL
FROM: M - Patrick F. Kennedy 4(‘\(

SUBJECT: Potential Issues Identified by the Office of the Inspector General of the
Intelligence Community Concerning the Department of State’s Process for the
Review of Former Secretary Clinton’s Emails under the Freedom of Information
Act (ESP-15-04)

1 am in receipt of the subject Memorandum (dated June 19, 2015) and its accompanying
Memorandum and Attachment from the Inspector General of the Intelligence Community
(ICIG). Responses to the four recommendations are contained in the attached.

The Department of State’s FOIA processes are consistent with of those of other agencies.

Siate’s FOIA personnel analyze responsive records for disclosure pursuant to the provisions of
the FOIA and apply exemptions to the documents as appropriate. Department FOIA reviewers
are trained in applying the exemptions, using guidance made available by the Department of
Justice’s Office of Information Policy. The reviewers consult with subject matter experts in
Department components and with FOIA attorneys in the Department’s Office of the Legal

Adviser, as appropriate. In turn, the Department’s attorneys consult regularly with attorneys at |

DOJ’s Federal Programs Branch and attorneys at U.S. Attorney’s Offices on legal issues that
arise in the context of the FOIA and FOIA litigation. Consistent with the long-standing practice

of third-agency review within the Executive branch and DOJ Policy on Referrals, Consultations,

and Coordination, the Department consults with other agencies with respect to the review and
disclosure of records that contain information that is of interest to another agency.

Taking the above in account, thc Depariment finds the issues raised by the ICIG are
either already addressed in current processes or are inconsistent with interagency practices.
Further, the recommendations provided by the ICIG would add to the FOIA review process
schedule and make it more difficult to meet the U.S. District Court order for rolling productions
without meaningfully enhancing the review process.

Attachment:

As stated.

UNCLASSIFIED
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Recommendation #1

The process utilized by the State Department to identify other agency equities is one with
parallels throughout the United States Government. ;

Prior to undertaking the curreni effort, a senior level meeting was held with representatives of
a number of agencies (including the CIA and ODNI); the process to be utilized was outlined; and
no objection was entered.

The retired senior Foreign Service Officers are utilized because of their years of both FOIA
experience and substantive expertise in the various regional and functional issues that are

" reviewed.

If there are specific examples from the “Benghazi” 296 set that are of concern, the
Department would welcome further information.

Recommendation #2

The State Department Classified network is authorized to handle up to SECRET material,
including NOFORN, and thus ClassNet is the appropriate system for the storage and distribution
of these FOIA materials.

Should the Department identify an e-mail that potentially contains material that could be
classified at a higher level, that material would be pulled from the database and transmitted for
review via an appropriate channel.

Recommendation #3

Final determinations of classification decisions are made by senior personnel within the
Department’s FOIA office, assisted by subject matter experts in relevant bureaus and in the
Office of the Legal Adviser, after referral of other agency equities have been made to the
appropriate agencies and their comments received. These individuals have the experience and
expertise necessary to carry out this responsibility correctly.

Recommendation #4

Emails with Department of Justice equities (including those of its component entities) are
forwarded to the relevant DOJ entities for review. Legal sufficiency review of the FOIA
exemptions and redactions are conducted by attorneys from the Office of the Legal Adviser; they
consult regularly with the Department of Justice’s Federal Programs Branch regarding FOIA
issues and litigation, including litigation involving the former Secretary’s emails. This type of

‘process is common throughout the interagency.

UNCLASSIFIED
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UNCLASSIFIED June 29, 2015

MEMORANDUM FOR UNDER SECRETARY KENNEDY

FROM: ,k Steve A. Linick, Inspector General, Department of State
L. Charles McCullough, I, Inspector General, Intelligence Community

SUBJECT: Potential Issues Identified by the Office of the Inspector General of the
Intelligence Community Concerning the Department of State’s Process for the
Review of Former Secretary Clinton's Emails under the Freedom of Information
Act (ESP-15-05)

We understand that, in compliance with a federal court order connected to pending Freedom of
Information Act (FOIA) litigation, the Department plans to publish tomorrow a portion of the
55,000 pages of emails produced by former Secretary Clinton. We are therefore providing this
Memorandum as follow up to our June 19, 2015, Memorandum to you, to provide additional
information supporting our concerns about the current process underway to review the 55,000
pages of emails prior to publication.

On June 26 and June 27, 2015, Department staff responsible for FOIA issues further reviewed a
portion of the 55,000 pages that have been or are to be reviewed. They report discovering
hundreds of potentially classified emails within the collection. In addition, there is concern that
possible classified material will be posted in tomorrow's release. Staff members from the Office
of Inspector General for the Intelligence Community (IC IG) are now taking steps to verify the
classification of some of these emails. '

Under the circumstances, we continue to urge the Department to adopt the recommendations
made by the IC IG in our June 19 Memorandum in order to enhance the current review system
and to further minimize risk. The Department should ensure that no classified documents are
publically released. '

e D-MR - Heather A. Higginbottom

ESP-15-05 : U.S. Department of State, Office of Inspector General, Washington, DC 20522-0308
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| | : b3 per ODNI

b6 per ODNI

From: Chuck Mccullough : b7C per ODNI
Sent: Monday, June 29, 2015 7:49 PM

To: ‘

Subject: [AIN] FW: Follow Up Memorandum

b3 per ODNI

I. Charles McCullough, III

Intelligence Community Inspector Genheral

b3 per ODNI
b6 per ODNI
- b7C per ODNI

From: Kennedy, Patrick F [mailto:KennedyPF@state.gov]
Sent: Monday, June 29, 2015 7:15 PM

To: Linick, Steve A (OIG)

Cc: Higginbottom, Heather A; Chuck Mccullough
Subject: RE: Follow Up Memorandum

Steve -

I would appreciate your advising the IC IG that if his office believes that
there is material that needs to be withheld, it needs to identify the specific
documents involved. The ?Bates Stamp? number on the document is a sufficient
reference item to let us know which are of concern.

Since we are set by court order to publish the first tranche tomorrow, I
would hope that we get this material soonest.

HRC-396
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pat

From: Linick, Steve A (0IG)

Sent: Monday, June 29, 2015 7:11 PM .
To: Kennedy, Patrick F
Cc: Higginbottom, Heather A; Chuck Mccullough b3 per ODNI

Subject: Follow Up Memorandum b6 per ODNI
b7C per ODNI

Dear Pat:

Please see attached follow-up Memorandum regarding potential issues
identified by the IC IG concerning the Department?s process for the review of
former Secretary Clinton?s emails. Please feel free to contact Chuck
McCullough with any questions. Best, Steve

HRC-397
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b3 per ODNI
bé per FBI, ODNI_

_____________________
b7C per FBI, ODNI
From: | kOIG)l |
Sent: Thursday, July 02, 2015 12:37 PM
To: | |
Cc: Kennedy, Patrick F; Linick, Steve A (OIG)I
| | [01G)
Subject: [AIN] Follow Up from Yesterday's Meeting

b3 per ODNI

bé

b7C

b5 per DOS

HRC-398
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b5 per DOS

Thanks.

bé

b7C
Office of Inspector General

U.S. Department of State

-8B~ This email is UNCLASSIFIED.
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symbol of their commitment to disarm the militias and anti-government groups, and increased their

involvement accordingly.)
v
UNCLASSIFIED
U.S. Department of State
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b3 per ODNI
MR _bs per FBI’ ODNII
b7C per FBI, ODNI

From: Kennedy, Patrick F <KennedyPF@state.gov>
Sent: Thursday, July 02, 2015 8:12 PM
To: [ |
Cc: Linick, Steve A (QIG)|
I |

Subject: [AIN] RE: Follow Up from Yesterday's Meeting

' b3 per ODNI

bé
b7C
b5 per DOS
Regards
pat
b3 per ODNI
b6 per FBI, ODNI
From1 kOIG) b7C per FBI, ODNI
Spnlt' . Thursdav, July 02, 2015 12:37 PM
To:
Cc: Kennedy, Patrick F; Linick, Steve A (0IG) ;] |
| I |

(OIG)

Subject: Follow Up from Yesterday's Meeting

HRC-401
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b7C

b5 per DOS

Thanks.

b6

b7cC
Office of Inspector General

HRC-402
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U.S. Department of State

b6
b7C

SBo-

This email is UNCLASSIFIED.
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. S .
: b3 per ODNI
EEEEE—— b6 per FBI, ODNI
' b7C per FBI, ODNI
From: | |
Sent: Monday, July 06, 2015 3:27 PM
To: Jennifer L Hudson:| |
Cc: | kOIG)’;
Subject: [AIN] RE: Request for assistance from IC FOIA Officials

b3 per ODNI

Thanks Jennifer. Please advise if you require any further information from us.

[ ] | <
b7C

Please advise if you will begin to coordinate with Ms. Hudson, and other IC
FOIA officials, on the additional assistance to identify IC equities. Also,
advise if you need any additional information from us.

Cheers,

b3 per ODNI
b6 per ODNI
b7C per ODNI

Office of the Inspector General of the Intelligence Community

HRC-404
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INSPECTOR GENERAL SENSITIVE INFORMATION

This e-mail including any attachments is intended only for authorized
recipients. Recipients may not further disseminate this information without
the express permission of the sender or other Office of the Inspector General
of the Intelligence Community personnel. This email may contain Inspector
General sensitive information that is confidential, sensitive, work product or
attorney-client privileged, or protected by Federal law, including protection
from public disclosure under the Freedom of Information Act (FOIA), 5 USC §
552. Accordingly, the use, dissemination, distribution, or reproduction of
this information to or by unauthorized or unintended recipients may be
unlawful. If you have received this e-mail in error, please notify us
immediately by return email, and please destroy all copies of the e-mail
received in error.

b3 per ODNI
b6 per FBI, ODNI

From: Jennifer L Hudson b7C per FBI, ODNI
Sent: Monday, July 06, 2015 2:51 PM

To:|

Ce: [oze) +;

1 |

Subject: RE: Request for assistance from IC FOIA Officials

b3 per ODNI

b6 per ODNI
b7C per ODNI

We are willing to provide assistance to State in recognizing IC equities. At
this point I know NSA and NGA are willing to help, and I believe CIA may also
be willing to participate.

This would be to help State identify equities so that records could be
referred through the normal process. I do not think that anyone intends: to
send officers down to State on a full-time basis to review and redact.

Jennifer

Jennifer Hudson

Director, Information Management Division

b3 per ODNI

ODNI/CIO
b6 per ODNI

b7C per ODNI

HRC-405
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b3 per ODNI
b6 per FBI, ODNI
b7C per FBI, ODNI

From:l
Sent: Monday, July 06, 2015 2:12 PM

To: Jennifer L Hudson

ICc:L | | lco1e) ';

Subject: Request for assistance from IC FOIA Officials

Greetings Jennifer,

I hope that you are well. As discussed, the IC IG recommended that State
FOIA officials seek the assistance of IC FOIA officials for identifying IC
equities in the current State FOIA review of over 30,000 emails provided by
Former Secretary Clinton. As the ODNI FOIA official, we are seeking your
assistance with this recommendation. Please advise if you are willing to
provide such assistance to the State FOIA officials and if you are, can you
reach out to other IC FOIA officials and ascertain if they too are willing to
provide such assistance. We look forward to your response.

Thanks in advance,

b3 per ODNI
bé per ODNI
b7C per ODNI

Office of the Inspector General of the Intelligence Community

INSPECTOR GENERAL SENSITIVE INFORMATION

This e-mail including any attachments is intended only for authorized
recipients. Recipients may not further disseminate this information without
the express permission of the sender or other Office of the Inspector General
of the Intelligence Community personnel. This email may contain Inspector
General sensitive information that is confidential, sensitive, work product or
attorney-client privileged, or protected by Federal law, including protection
from public disclosure under the Freedom of Information Act (FOIA), 5 USC §
552. Accordingly, the use, dissemination, distribution, or reproduction of
this information to or by unauthorized or unintended recipients may be
unlawful. If you have received this e-mail in error, please notify us
immediately by return emdil, and please destroy all copies of the e-mail
received in error.

HRC-406
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b3 per ODNI
b6 per FBI, ODNI

b7C per FBI, ODNI

From: l |
Sent: | 2015 5:14 PM
To: Jennifer L Hudson
Ce: , [OIG oIG); |
. | |Gth,Ma@ath
Subject: . [AIN] RE: Request for assistance from IC FOIA Officials

b3 per ODNI

[::::::;:] This offer of assistance by the IC is something the IC OIGJuLll_nTed
to work out with the Under Secretary for Management Patrick Kennedy.

Director

Office of Information Programs and Services (IPS)

Bureau of Administration
Department of State
SA-2, Room 5021

Washington, DC 20520

(u)

202-261-8590 (fax)

From:

Sent: Monday, July 06, 2015 3:27 DM

b3 per ODNI
b6 per FBI, ODNI
b7C per FBI, ODNI

b6
b7cC

b6
b7cC

b3 per ODNI
b6 per ODNI
b7C per ODNI

HRC-408
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To:raenniier_L_Hudspn; ]
Cc: (0IG) ; |o10) ;

Subject: RE: Request for assistance from IC FOIA Officials b3 per ODNI
. b6 per FBI, ODNI
b7C per FBI, ODNI

Thanks Jennifer. Please advise if you require any further information from
us.

b6
b7C

Please advise if you will begin to coordinate with Ms. Hudson, and other IC
FOIA officials, on the additional assistance to identify IC equities. Also,
advise if you need any additional information from us.

\

.Cheers,

b3 per ODNI
b6 per ODNI
b7C per ODNI

Office of the Inspector General of the Intelligence Community

INSPECTOR GENERAL SENSITIVE INFORMATION

This e-mail including any attachments is intended only for authorized
recipients. Recipients may not further disseminate this information without
the express permission of the sender or other Office of the Inspector General
of the Intelligence Community personnel. This email may contain Inspector
General sensitive information that is confidential, sensitive, work product or
attorney-client privileged, or protected by Federal law, including protection
from public disclosure under the Freedom of Information Act (FOIA), 5 USC §
552. Accordingly, the use, dissemination, distribution, or reproduction of
this information to or by unauthorized or unintended recipients may be
unlawful. If you have received this e-mail in error, please notify us
immediately by return email, and please destroy all copies of the e-mail
received in error. ’

HRC-409
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b3 per ODNI
b6 per FBI, ODNI

From: Jennifer L Hudson
b7C per FBI, ODNI

SenLMQDdMLlLQﬁ—Z.CiIS 2:51 PM
To:

- | (016 *§
| |

Subject: RE: Request for assistance from IC FOIA Officials

b3 per ODNI
b6 per ODNI
b7C per ODNI

We are willing to provide assistance to State in recognizing IC equities. At
this point I know NSA and NGA are willing to help, and I believe CIA may also
be willing to participate.

This would be to help State identify equities so that records could be
‘referred through the normal process. I do not think that anyone intends to
send officers down to State on a full-time basis to review and redact.

Jennifer

Jennifer Hudson

Director, Information Management Division

ODNI/CIO
b3 per ODNI
| b6 per ODNI
b7C per ODNI
From:l

Sent: Monday, July 06, 2015 2:12 PM

To: Jennifer I. Hudson .

Ic:c:I | (o1G) *;
I.

Subject: Request for assistance from IC FOIA Officials

Greetings Jennifer,

I hope that you are well. As discussed, the IC IG recommended that State
FOIA officials seek the assistance of IC FOIA cofficials for identifying IC
equities in the current State FOIA review of over 30,000 emails provided by
Former Secretary Clinton. As the ODNI FOIA official, we are seeking your
assistance with this recommendation. Please advise if you are willing to

3

HRC-410
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provide such assistance to the State FOIA officials and if you are, can you
reach out to other IC FOIA officials and ascertain if they too are willing to
provide such assistance. We look forward to your response.

Thanks in advance,

b3 per ODNI
b6 per ODNI
b7C per ODNI

Office of the Inspector General of the Intelligence Community

INSPECTOR GENERAL SENSITIVE INFORMATION

This e-mail including any attachments is intended only for authorized
recipients. Recipients may not further disseminate this information without
the express permission of the sender or other Office of the Inspector General
of the Intelligence Community personnel. This email may contain Inspector
General sensitive information that is confidential, sensitive, work product or
attorney-client privileged, or protected by Federal law, including protection
from public disclosure under the Freedom of Information Act (FOIA), 5 USC §
552. Accordingly, the use, dissemination, distribution, or reproduction of
this information to or by unauthorized or unintended recipients may be
unlawful. If you have received this e-mail in error, please notify us
immediately by return email, and please destroy all copies of the e-mail
received in error.

HRC-411
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b3 per ODNI

b6 per FBI, ODNI
b7C per FBI, ODNI

From: Linick, Steve A (OIG) <linicksa@state.gov>
Sent: Monday, July 06, 2015 6:40 PM
To: Kennedy, Patrick F
Cc: Chuck Mccullouall | | | | |

(©o16) |
Subject: [AIN] FW: Foliow Up from Yesterday's Meeting

b3 per ODNI

Pat,

Concerning Item #1, as reflected in the email immediately below from Jennifer

Hudson that I have copied into this email, ODNI has been gathering IC resources
to support the review.
facilitate ODNI?s offered assistance.

I urge you to contact Jennifer, directly, to

Please contact me at your earliest convenience on the results, and whether
you will be providing a memorandum supplementing your June 19, 2015 response.

Steve

b3 per ODNI

From: Jennifer L Hudson

]

b6 per FBI, ODNI

b7C per FBI, ODNI

Sent: Mondav, Julv 06, 2015 2:51 PM .
To:
Cc: | (OIG) 0IG) 4

Subject: RE: Request for assistance from IC FOIA Officials

1
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b3 per ODNI
b6 per ODNI
b7C per ODNI

We are willing to provide assistance to State in recognizing IC equities. At
this point I know NSA and NGA are willing to help, and I believe CIA may also
be willing to participate.

This would be to help State identify equities so that records could be
referred through the normal process. I do not think that anyone intends to
send officers down to State on a full-time basis to review and redact.

Jennifer

Jennifer Hudson

Director, Information Management Division

ODNI/CIO
b3 per ODNI
b6 per ODNI
b7C per ODNI
B

This email is UNCLASSIFIED.

From: Kennedy, Patrick F

Sent: Thursda uly 02, 2015 8:12 PM b3 per ODNI
To: (01G) ;| ]

— b6 per FBI, ODNI
Cc: Linick, Steve A (0IG) ;] | b7C per FBI, ODNI
r

Subject: RE: Follow Up from Yesterday's Meeting

b6
[ 1 b7C

b5 per DOS

HRC-413
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b5 per DOS
Regards
pat
From: | l(o1G) b3 per ODNI
Sent: Thursday, July 02, 2015 12:37 PM i b6 per FBI, ODNI
Toq | b7C per FBI, ODNI
Cc: Kennedy, Patrick F; Linick, Steve A (0OIG);
) il ] (OIG)
Subject: Follow Up from Yesterday's Meeting
b6
b7c
b5 per DOS

HRC-414
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b5 per DOS

Thanks.

Office of Inspector General ' b6

' b7C
U.S. Department of State

r-7-10 2t

This email is UNCLASSIFIED.

. HRC-415
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b3 per ODNI
—
bé per FBI, ODNI

From: . Kennedy, Patrick F <KennedyPF@state.gov> b7C per FBI, ODNI
Sent: Tuesday, July 07, 2015 8:47 AM
To: .. Linick, Steve A (OIG)
Ce: |o16)] |
OIG)}f |
Subject: [AIN] Re: Follow Up from-Yesterday's Meeting

b3 per ODNI

Steve

Jennifer has reached out directly to the Department's FOIA officer to say she
ig in discussion with other IC elements.

b5 per DOS
Regards
Pat
From: Lihick, Steve A (0IG)
Sent: Tuesday, July 07, 2015 12:39 AM ' b3 per ODNI
To: Kennedy, Patrick F b6 per FBI, ODNI
Cc: Chuck Mccullough | . | : b7C per FB& ODNI
(018) ;| ; P , |
7]
(ora) || |

Subject: FW: Follow Up from Yesterday's Meeting

- Pat,

)

Concerning Item #1, as reflected in the email immediately below from Jennifer
Hudson that I have copied into this email, ODNI has been gathering IC resources
to support the review. I urge you to contact Jennifer, directly, to
facilitate ODNI’'s offered assistance. '

.

1
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Please contact me at your earliest convenience on the results, and whether
you will be providing a memorandum supplementing your June 19, 2015 response.

Steve

b3 per ODNI
From: Jennifer L Hudsonl b6 per FBI, ODNI
] . b7C per FBI, ODNI
Sent: Mondav, Julv 06, 2015 2:51 PM
To:
Cc: | (OIG) ; | (O1IG) ;

;;;Jecf: RE: Request for assistance from IC FOIA Officials
b3 per ODNI
. bé per ODNI
: b7C per ODNI

.We are willing to provide assistance to State in recognizing IC equities. At
this point I know NSA and NGA are willing to help, and I believe CIA may also
be willing to participate.

This would be to help State identify equities so that records could be
referred through the normal process. I do not think that anyone intends to
send officers down to State on a full-time basis to review and redact.

Jennifer

Jennifer Hudson
Director, Information Management Division

ODNI/CIO
b3 per ODNI

b6 per FBI, ODNI
b7C per FBI, ODNI

HRC-417
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This email is UNCLASSIFIED.

From: Kennedy, Patrick F
Sent: Thursday, July 02, 2015 8:12 PM

Obtained by Judicial Watch, Inc.

To |

loz0) ;

Cc: Linick, Steve A (0IG);

Subject: RE: Follow Up from Yesterday's Meeting

b3 per ODNI
bé per FBI, ODNI
b7C per FBI, ODNI

bé
b7C

b5 per DOS

Regards

pat

From:

(01G)

Sent._Thursdav.  Julv 02, 2015 12:37 PM

To:

Cc: Kennedy,

Patrick F; Linick,

Steve A (0IG);

!

(feEe))

Subject: Follow Up from Yesterday's Meeting

b3 per ODNI
bé per FBI, ODNI
b7C per FBI, ODNI

bé
b7C

b5 per DOS

HRC-418
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b5 per DOS

Thanks.

Office of Inspector General

U.S. Department of State

bé
b7C

bé
b7C

HRC-419
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SBY- _ \

This email is UNCLASSIFIED.
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OIG Office of Inspector General
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UNCLASSIFIED July 10, 2015

MEMORANDUM FOR UNDER SECRETARY KENNEDY

FROM: Steve A. Linick, Inspector General, Department of State
Charles McCullough, III, Inspector General, Intelligence Community

SUBJECT: Request for Electronic Copy of Former Secretary Clinton's Emails

As you know, the Office of the Inspector General (OIG) is currently reviewing the use of personal
communications.hardware and software by five Secretaries of State and their immediate staffs,
and is receiving assistance from the Office of the Inspector General of the Intelligence '
Community (ICIG).

During our July 1, 2015, meeting with you an<1:|at the ICIGIZladvised us

that the Department has obtained from Secretary Clinton’'s counsel an electronic copy of the
55,000 pages of emails produced by Secretary Clinton in hard copy to the Department in
December 4, 2014. As further background, on June 24, 2015, Secretary Clinton’s counsel sent
OIG a letter, which was shared with you the following day, advising that her counsel retained “a
preservation copy of the .pst file containing the electronic copies of those e-mails, on a thumb
drive that is stored in a secured safe” in counsel's offices. OIG how requests that you provide to
OIG two copies of this .pst file, for use by OIG and ICIG.

_1f vou or vour colleaques have anv questions. please contact

cc D-MR - Heather A. Higginbottom

U.S. Department of State, Office of Inspector General, Washington, DC 20522-0308

HRC-421
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United States Department of State
ALL FEI THFCRMATION CONTAINED - R | .
bt e et Under Secretary of State
DATE 11-08-2016 BY J37J85T94 NSICS Jor Management
‘ Washington, D.C. 20520
UNCLASSIFIED
MEMORANDUM July 22, 2015

TO: OIG - Steve A. Linick
FROM: M - Patnck F. Kennedy V(}\C/

SUBJECT: Your Request for Electronic Copy of Former Secretary Clmton s
Emaiis

This memorandum is in response to your July 10, 2015, memorandum in
which you ask that the Department provide to O1G and to the Inspector General for
the Intelligence Community (ICIG) .pst files containing all of the emails that
Secretary Clinton produced to the Department in hard copy in December 2014.

First, to clarify, toldL that the Department has requested b6
Secretary Clinton’s counsel to provide an electronic copy of the emails that were s
produced. |:|also advised that, while Secretary Clinton’s counsel agreed to
do so, we had not yet received — nor have we since received — such a copy.

As you know, the Bureau of Administration (A) has, scanned and loaded the
emails in a .pdf file into a system on CLASSNET for record keeping purposes and
the ongoing Freedom of Information Act (FOIA) review of this material, as well as
' to ﬁJlﬁll other FOIA requests.

In the course of the current review, your staff has been given access to those
electronic records on CLASSNET, including the ability to conduct searches on
particular segments. This electronic access can be extended to the entire body of
material via CLASSNET if you wish.

Given the intense public interest in and the sensitivity of the former
Secretary’s emails, we would have serious concerns about providing the emails
outside of the Department in a removable/transferable medium. Moreover, we have
concerns about providing any such removable copy to the 1CIG for the simple
reason that much of what is contained in Secretary Clinton’s emails relate to the
programs and operations of the Department of State and not to programs and
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operations over which the ICIG has oversight responsibilities. See Inspector

- General Act §2, et seq. For example, there are numerous emails relating to

deliberations and decisions regarding the appointment of individuals to positions at

- the Department of State. It seems beyond the scope of the ICIG’s authority to

review such emails and could be an unnecessary invasion of the privacy of the
individuals being considered. Similarly, the emails include information, much of it
deliberative, concerning a broad range of Department programs and operations that
cannot reasonably be said to implicate IC equities.

At the invitation of the A Bureau, IC FOIA reviewers are reviewing emails
and identifying those emails that might implicate IC equities. Copies of any such
emails are then being provided to the IC for its review. The ICIG can obtain those
emails from the IC entities for which it has oversight responsibility, or, if you wish,
we can identify those emails to your office so that you can work with the ICIG.

cc: The Deputy Secretary for Management and Resources

CLASSIFIED
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ALL FBI INZORMATION CONTAINED
HERBIM IS UNCLASSIFIED
DATE 10-31-2D1& BY JE7J857T84 NSICC

United States Department of State
Washington, D.C. 20520

SENSITIVEBYF UNCLASSIFIED
(NOT SENSITIVE WHEN SEPARATED FROM ATTACHMENT)

Case No. F-2015-04841 b6 per FBI, DOS

Segment: -0003 b7C per FBI
Requester|
TO: | | _ b6
Rgcordflnformation Dissemination Section b7¢

Records Management Division
Federal Bureau of Investigation
‘Washington, DC 20535

516
Office of Information Programs and Services

b6
b7C

FROM:

SUBJECT: FOIA Referral for Consultation

The attached Department of State material requested in the above FOIA
case appears also to be of interest to your agency, and we are therefore
referring it to you for consultation. In view of the strong public interest in
this matter, we would appreciate your reply no later than close of business on
Tuesday. April 7, 2015.

The documents consist of emails sent to and/or from former Secretary
of State Clinton on her private emaJl account. For your information, these
emails have already been prov1ded to Congress in redacted form; the
Department coordinated wi from the
Department of Justice on that effort. We have duplicated those redactions,
and have made some additional redactions under the FOIA which we believe -
are warranted for wider distribution.

b6
b7cC

Please be advised that it is our intention to post all released material on
‘the State Department’s FOIA website.

CLASSIFIED
- (NOT SENSITIVE WHEN SEPARATED FROM ATTACHMENT)
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| UNCLASSIFIED
(NOT SENSITIVE WHEN SEPARATED FROM ATTACHMENT)
. -2 - |

Our preliminary determinations are noted on each document. Portions
for withholding (if any) are as indicated, and the exemptions are noted in the
margin. Where we have requested concurrent review by other agencies, the
names of those agencies are also shown on each document.

~ Before we take final action, we ask that you review this material. We
ask that you not mark for deletion any portion of any document on non%
responsive grounds.

Pleasec address your reply td and bE
| They can also be reached at b7C

Should you receive any inquiries about this collection, please refer
them directly to us for response. Additionally, do not hesitate to contact us
with any questions.

Attachments:
One document .
Copy of request letter

‘‘‘‘‘

: - —SENSHRE-BUFUNCLASSIFIED
(NOT SENSITIVE WHEN SEPARATED FROM ATTACHMENT)
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aLL FRT THICHRGATION (DT ATHED
HEmwiy 18 UNCLASS1E LRD
DateE 11-07-2016 By 57085194 HET10O

Brothers, Karen G | F" QO [S ~ 0(’{8 Cf’(

From: . I I ) bé per DOS
Sent: ' Tuesday, March 03, 2015 1:50 PM

To: - FOIA Request .

Subject: Freedom of Information Reguest: Hillary Clinton’s Email Address

March 3, 2015

Department of State

Office of Information Programs and Services

A/GIS/TPS/RL

U. S. Department of State
Washington, D. C. 20522-8100

To Whom It May Concern:
This is a request under the Freedom of Information Act. I hereby request the following records:
Former Secretary Hillary Clinton's email address used to email State Department officials. Referenced here:

http://redirect.state.sbu/?url=http://www.wjla.com/articles/2015/03/hillary- clinton-s-personal-email-use-may-
bave-viclated-federal-requirements-report-111962.himl :

“After the State Department reviewed those emails, last month the State Department produced about 300 emails
responsive to recent requests from the Select Committee."

The requested documents will be made available to the general public free of charge as part of the public
information servicec at MuckRock.com, and is not being made for commercial usage.

In the event that fees caﬁnot be waived, I would be grateful if you would inform me of the total charges in
advance of fulfilling my request. I would prefer the request filled electronically, by e-mail attachment if
available or CD-ROM if not.

‘Thank you in advance for your anticipated cooperation in this matter. I look forward to receiving your response
to this request within 20 business days, as the statute requires.

Sincerely,
bé per DOS
Filed via MuckRock.com
E-mail (Preferred)]
For mailed responsés, please address (see note):

bé per DOS

HRC-459
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gEet SUBJECT T0 AGREENENT ORGSR BLAH DR LCEAER BN FOIA WAVER,

ICONSULT FBI |RELEASE IN FULY
From: Sullivan, Jacob J <Sullivan))@state.gov>
Sent: Sunday, November 18, 2012 844 PM
To: H
Subject: Fw: FY! - Report of arrests -- possible Benghazi connection
Fyi
From: Jones, Beth E _
Sent: Sunday, November 18, 2012 07:14 PM
Tol ivan, Jacob J - b6
Cel b7C
Subject: Fw: FYI - Report of arrests — possible Benghazi connection
This preliminary, but very interesting, pls see below. FBlin Tripoli is fully involved.
From| I ' o ~ b6
Sent: Sunday, November 18, 2012 07:01 PM : b7C

To: Jones, Beth E; Maxwell, Raymond D; |
Subject: FYI - Report of arrests -- possible Beng con n

Post reports that Libyans police have arrested several people today who ma i i
the Benghaz! attack. They were acting on information furnished by DS/RSO.I bl per DOS, FBI
b3 per FBI
b7A per DOS
b7D per DOS
b7E per DOS

3 | r(-)verau
this could lead to something operationally, or not, and it could lead to news accounts from L«bya saying there
is a significant break in the case, or not. -

(3

At this point, just FYi.

R .
b6
b7C

Department of State TRI THFO.
CLASSIFIEC 2Y%: MSIZC (CJ37.83Th4
REASCH: 1.4 (C)
CECLASSIEY BN 12-31-2037
CATE: 11-07-2016

SUBJECTTO 2(1;‘1;1;532:; O%% m&%&m%m FOIA WAIVER. STATE-SCB0045788
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SUBJECT TO AGREEMENT ON SENSIHUERFORMATIDNS' REBATNENRSNO FOIA WAIVER.

CONSULT FBI - [RELEASE IN FULL

From: Sullivan, Jacob J <Sullivan))@state.gov> PRI IHEG
Sent: - Sunday, November 18, 2012 8:44 PM CLASSIFIZD BY: MSICS J237.85T34
To: H RERSCH: 1.3 43

e . . q : DECLASSIEY SH: 12-31-2037
Subject: Fw: FYI - Report of arrests -- possible Benghazi connection L
Fyi
From: Jones, Beth E ) . b6
Sent: Su November 18, 7:14 PM . BIC
To Sullivan, Jacob J
Cq _

SubJect: Fw: FYI - Report of amests — possible Benghazl connection
g bl per DOS, FBI

This preliminary, but very interesting, pls see below. FB! in Tripoli is fully involved. " b3 per FBI

. . g ] b6 per FBI
From| | o ~ . b7C per FBI
Sent: Sunday, November 18, 2012 07:0L PM b7A per DOS
To: Jones, Beth E; Maxwell, Raymond D | b7D per DOS
Subject: FYI - Report of arrests -- possible Benghazi connection . b7E per DOS
Post reports that Libyans police have arrested several people today who may/may have som ion o7

_the Benghazl attack, Thev were acting on information furnished hv DS/RSO <

b7«
hle

ity bt
al [overan, = 2

15 COU mEe g operationally, or fiot, and 1t could lead to news accounts trom Libya saying there
is a significant break in the case, or not. ’

At this point, just FYl.

b7cC

Department of State

QTATE REOT . ODANNINEN TN WMNIQE QEI EFY AEAGKAZE FORAAA
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Classification: Wwﬁ

Classified By: J23J98T32
Derived From:
Declassi

ated 20120629

20401231

TRANSITORY RECORD

FYi.

From RMD) (FBI)

Sent: Nihurcday WADrN09®20 1SEBISIAMEF
To:

Cey RMD) (FBI)

Subject: Coordination Review - Segment H-3 ----SEERETHNOFORN™
Importance: High .

Classification: mm)

dated 20120629

TRANSITORY RECORD

[ 1

bé
b7C

bé
b7C

Here is our response. | recommend you go ahead and classify the forwarding email to us in the future in case we
determine there is classified information. This marking was approved by the CTD front office. The first bracket starts

aith the . cocond bracket starts with the-third-bracket

WHL T SCVOTNIG-BIdURCT U otarty vvlul,l I, THRT- UG- OraCRey;

is SECRET//NOFORN.

205739808 - Work
- CTD Redacti...

Classification: JESRET//NOEGRN_

The bl marking

bl per DOS, FBI
b3 per FBI

bé
b7C

HRC-469
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EATE 10-31-2016 BY J37385T%¥ NSICGC

U.S. Department of Homeland Security
UNITED STATES SECRET SERVICE

Washington, D.C. 20223

August 6, 2015

Charles H. Kable IV

Section Chief
Counterintelligence Division
Federal Bureau of Investigation
Washington, DC 20535-0001

Re:  Request for Preservation of Records dated July 31, 2015
Dear Mr. Kable:

Reference is made to your formal request for the preservation of all records and other
evidence in the possession of the United States Secret Service (“Secret Service™), or in the
possession of Hillary Clinton, former Secretary of State, regarding the domain account
@clintonemail.com.

Your record preservation request seeks items from an individual referred to as “your
client.” To the extent the word “client” refers to the Secret Service’s protectee, Hillary Clinton,
the Secret Service could not lawfully take any item in the possession of a protectee absent a
warrant for that item. Additionally, we are not aware that we are otherwise in possession of any
such items.

With respect to items or records in the possession of the Secret Service, we have
previously searched and are in the process of conducting an additional search for Agency records
responsive to a Freedom of Information Act (FOIA) request that is similar in nature to your
request for records preservation. That FOIA request is now the subject of litigation in the United
States District Court for the District of Columbia, Judicial Watch v. United States Secret Service,
Civil Action No. 1:15-cv-00673-JDB. In that case, Plaintiff Judicial Watch filed a FOIA request

. for “[a]ny and all records of communication between the United States Secret Service and
Hillary Rodham Clinton concerning, regarding, or relating to creation, setup, security, and
maintenance of the clintonemail.com email server.”

The Secret Service performed the following search for responsive documents in the
relevant directorates. The Office of Technical Development and Mission Support, Information
Resources Management Division (IRMD) responded as follows: “IRMD does not create, setup,
monitor, or maintain non-government email servers.” Accordingly, there was no search that
would be reasonably calculated to locate responsive records.

* The Office of Protective Operations conducted a search where the Assistant Director, the
Deputy Assistant Director, and the Supervisory Staff Specialist searched desktop files and the
office shared drive for any responsive documents. This search included official e-mail as well as
their individual e-mail. Further, the Deputy Special Agent in Charge (DSAIC) of the Clinton
Division searched his desktop and the office shared drive with the search terms “email server”
and “Clinton server.” This search included official e-mail as well as his individual e-mail using

-

HRC-489 -
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the search terms “email server” and “Clinton server.” The DSAIC also searched the file cabinets
and drawers of the Clinton Division (the paper files) for any responsive documents.

These searches did not reveal any responsive documents. The Department of Justice
attorney handling the litigation, Andrew Carmichael, then spoke to Plaintiff’s representative
regarding what other searches Plaintiff would like the Secret Service to perform in an effort to
resolve the litigation. After discussion, it was agreed that the Secret Service would perform an
additional search. This search is for e-mails from anyone assigned to the Clinton detail from
January 1, 2009, through and including January 31, 2009 that contain any of the following terms:
email server, clinton server, and/or clintonemail.com. This search is being conducted and is
expected to be completed in approximately two weeks.

The Secret Service is not authorized, nor does it receive appropriations, to establish
personal e-mail servers for anyone, including protectees. Notwithstanding, the Secret Service
will send out a preservation request for the Agency records listed in your correspondence of
July 31, 2015 which are in the possession of the Secret Service. As your request does not
include a time frame, we have adopted a January 1, 2009 timeframe to the present as the relevant
timeframe for preservation.

Sincerely,

Db

"Donna L. Cabhill
Chief Counsel

HRC-490
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. ALL FBI IRFORMATION CONTAINED
Obtained by Judicial Waﬁﬁ “19-31-2016 BY 337J85T94 WSICG

U.S. Department of Justice

National Security Division

Washington, D.C. 20530

David E. Kendall, Esq.
Williams & Connolly LLP
725 Twelfth Street, N.W.
Washington, DC 20005

I
Minor & Brown PC
650 South Cherry Street, Plaza Il
Suite 1100
Denver, CO 80246

. August 7, 2015

Dear Mr. Kendall and Ms| |

This letter confirms your intent to voluntarily produce to the Federal Bureau of Investigation (“FBI™) a
server and related equipment (collectively, “the server equipment”) on which emails to or from Secretary
Clinton’s @clintonemail.com account were stored from 2009 to 2013 and which Platte River Networks
took possession of in 2013. As it gathers more facts, the FBI reserves the right to request further
information and/or equipment from Platte River Networks.

On July 30, 2015, the FBI delivered to Platte River Networks a letter requesting that it preserve records
related to the @clintonemail.com account. We understand that Platte River Networks, through Williams
& Connolly LLP, also received other requests to preserve records related to the @clintonemail.com
account, including a July 29, 2015 preservation letter from Senator Ron Johnson, Chairman, United States
Senate Committee on Homeland Security and Governmental Affairs; a May 26, 2015 preservation letter
from Steve A. Linick, Inspector General, Department of State and I. Charles McCullough, III, Inspector
General, Intelligence Community; and a March 3, 2015 preservation letter from Representative Trey
Gowdy, Chairman, House of Representatives Select Committee on Benghazi,

Once taking custody, the FBI will maintain the server equipment in an appropriately secure manner. We
believe such maintenance satisfies any preservation obligations you may have.

__Sincerely

bé
b7C

bé
b7cC

b6
b7cC

HRC-492
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Obtained by Judicial Watch, Inc. DATE 10-31-2016 BY J3TJI85TI4 NSICC

~ U.S. Department of Justice

National Security Division

Washington, D.C. 20530

David E. Kendall, Esq.
Williams & Connolly LLP
725 Twelfth Street, N.W.
Washington, DC 20005

J ' bé

Minor & Brown PC b7C

650 South Cherry Street, Plaza 1]
Suite 1100
Denver, CO 80246

August 7, 2015

. b6
Dear Mr. Ker_\dall and Ms. : , b7cC

This letter confirms your intent to voluntarily produce to the Federal Bureau of Investigation (“FBI”) a
server and related equipment (collectively, “the server equipment™) on which emails to or from Secretary
Clinton’s @clintonemail.com account were stored. It is our understanding that the server equipment

- constitutes the entirety of Platte River Network’s possession of equipment related to the
@clintonemail.com account, If this understanding is incorrect, or if you learn of additional equipment
related to the @clintonemail.com account, please notify me promptly.

On July 30, 2015, the FBI delivered to Platte River Networks a letter requesting that it preserve records
related to the @clintonemail.com account. We understand that Platte River Networks, through Williams
& Connolly LLP, also received other requests to preserve records related to the @clintonemail.com
account, including a July 29, 2015 preservation letter from Senator Ron Johnson, Chairman, United States
Senate Committee on Homeland Security and Governmental Affairs; a May 26, 2015 preservation letter
from Steve A. Linick, Inspector General, Department of State and I. Charles McCullough, II1, Inspector
General, Intelligence Community; and a March 3, 2015 preservation letter from Representative Trey
Gowdy, Chairman, House of Representatives Select Committee on Benghazi.

Once taking custody, the FBI will maintain the server equipment in an appropriately secure manner. We
believe such maintenance satisfies any preservation obhgatlons you may have.

Sincerelv

bé
b7C

HRC-493
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DATE 10-31-201& BY J37J85T34 NSICG

U.S. Department of Justice

National Security Division

Washington, D.C. 20530

David E. Kendall, Esq..

~ Katherine M. Turner, Esq.
Williams & Connolly LLP
725 Twelfth Street, N.W.
Washington, DC 20005

August 6, 2015

Dear Mr. Kendall and Ms. Turner,

This letter confirms your intent to voluntarily produce to the Federal Bureau of Investigation (“FBI”)
three thumb drives (which you have represented to be one original and two coptes thereof) each

- purportedly containing 30,490 emails to or from Secretary Clinton’s @clintonemail.com account that you
previously provided in hard copy to the Department of State in December 2014, as well as hard copies
and a laptop computer in your possession containing emails to or from the @clintonemail.com account. It
is our understanding that the items described above (hereinafter “the Materijals™) constitute the entirety of
your client’s and your possession of emails to or from the @clintonemail.com account, aside from six
additional laptop computers we previously discussed by phone. It is also our understanding that those six
laptop computers contain emails to or from the @clintonemail.com account; however, in addition to the
emails, the laptop computers also contain privileged material. As such, we will work with you to
appropriately secure the emails contained on those laptop computers. If any of these understandings are
incorrect, or if you find any additional emails to or from the @clintonemail.com account, please notify
me promptly. :

On July 31, 2013, the FBI delivered to Williams & Connolly a letter requesting that you preserve records
related to the @clintonemail.com account. We understand that you have also received other requests to
preserve records related to the @clintonemail.com account, including a July 29, 2015 preservation letter
from Senator Ron Johnson, Chairman, United States Senate Committee on Homeland Security and
Governmental Affairs; a May 26, 2015 preservation letter from Steve A. Linick, Inspector General,
Department of State and 1. Charles McCullough, 111, Inspector General, Intelligence Community; and a
March 3, 2015 preservation letter from Representative Trey Gowdy, Chairman, House of Representatives
Select Committee on Benghazi. You have also represented that you will require continued access to the
Materials on behalf of your client.

Once taking custody, the FBI will maintain the Materials in an appropriately secure manner. We believe
such maintenance satisfies any preservation obligations you may have. We will facilitate your continued
access to the Materials as may be necessary and appropriate in a secure space at the Litigation Security
Group, Department of Justice, at 145 N Street NE, Washington, DC 20002.

Sincerely,

bé
b7cC

HRC-495
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+FD-1057 (Rev. 05-08-2010)

SECREF/NOFORN

FEDERAL BUREAU OF INVESTIGATION

tUiTitle: (S4F) MIDYEAR EXAM; Date: 08/04/2015

MISHANDLING OF CLASSIFIED;
UNKNOWN SUBJECT OR COUNTRY;
SENSITIVE INVESTIGATIVE MATTER (SIM)

From: Counterintelligence Division
Counterespionage Section
Contact: AS |

Approved By: Kable Charles H. m

Drafted By: | | |
Case ID #: (U) " g‘m"\ 3
- Synopsis:  (SANEYMeeting with Intelhgence Commumty Inspector General (ICIG), Charles

McCullough 11 on July 10, 2015.
Enclosure(s): (U) Section 811(c) referral dated July 6, 2015, various correspondence between
ICIG and Congressional committees, samples of e-mails, and original meeting notes.

1y Details: _(SPXEF) On July 10, 2015 SC Charles H. Kable IV, AS(] INLSB

"' Attorney and ASC]| Imet with ICIG Charles McCullough ITI and
General Counsel| fregarding their Section 811(c) referral, dated July 6, 2015.

i 'MThe ICIG was asked by Congress to assess the FOIA process the Department of
State (DOS) was using to review Hillary Clinton’s e-mails for classified information before the
e-mails were publicly disseminated. As part of this review, the ICIG’s office reviewed 296
e-mails released under FIOA by DOS. Two of these e-mails were assessed by the USIC to contain
classified information. McCullough assigned an expert in
classification review, to this project.

{1} TSHNET According to McCullough Ipulled 40 additional e-mails from the main set
of approximately 30,000 e-mails that were handed over to DOS by Hillary Clinton and found four
additional classified e-mails. The ultimate classification determinations for these e-mails were
conducted by the USIC. On July 9, 2015 McCullough formally requested, jointly with the DOS
IG Steve Linick, copies of these approximately 30,000 e-mails from DOS Under Secretary of
Management, Patrick Kennedy. The law office of Williams & Connolly, Clinton’s attorneys,
currently have possession of the .PST files stored on thumb drives created from her original e-mail
server. This server was managed by Platte River Networks and is being held in an unknown
location. :

_SECRET//NOFORN

bé
b7C

b3
b7E

bé
b7C

b3 per ODNI

. b6 per ODNI

b7C per ODNI
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To: Counterintelli ivision From: Counterespionage Section b3
Re: (U) . b7E
{0 HEY McCullough provided copies of correspondence between his office and DOS IG

Linick, copies of the e-mails containing classified information and related research, as well as
correspondence between ICIG McCullough and members of Congress involved in the oversight of
the ICIG.

*e

SECREFH#NOEORN_
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UNCLASSIFIED/ /FOwe HEREIN T4 UNCLAsatgiEn
. DATE 11-07-2018 BY J37JBBET34 W10

U. S. Department of Justice

Federal Bureau of Investigation

In Reply, Please Refer to Washington, DC 20535
File No. ' August 13, 2015

I. Charles McCullough III

Office of the Inspector General of the Intelligence Community
12290 Sunrise Valley Drive

Reston, 3, 2nd Floor

Washington, DC 20505

Dear Mr. McCullough:

Please find enclosed copies of electronic media voluntarily
'produced to the Federal Bureau of Investigation on August 6,
2015 by Kathleen M. Turner, Esquire of Williams & Connolly, LLP.
The FBI understands that these materials may be relevant to the
inquiry your office is conducting pursuant to your statutory
authorities under the National Security Act, as amended (50
U.S.C. 3033), regarding allegations that classified information
may reside on unclassified, non-government networks and/or may
have been transmitted via personal email accounts.

Based upon preliminary information available to the FBI,
this material should be handled in accordance with all policies
and procedures governing the handling and storage of material
classified at the Top Secret//SCI level. Additionally, this
material, including any associated metadata, is being provided
for the sole use of your office for purposes of the inquiry
identified above. Please do not copy or distribute the media
produced or its content to anyone outside of your office, or
make other disclosures about the media, without first obtaining

l | Page 1 of 2
This document contains neither recommendations nor conclusions of the FBI. It is the
property of the FBI and is loaned to your agency; it and its contents are not to be

distributed outside your agency.

UNCLASSIFIED//FO%©

HRC-515
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. UNCLASSIFIED/ /F680

the written authorization of the Assistant Director,
‘Counterintelligence Division, of the FBI, except as required to
conduct your inquiry, such as by referring specific documents to
Executive Branch agencies‘for purposes of obtaining a
classification review.

In the event you have any questions regarding the
appropriate handling of this media or the use your office can
make of it, please do not hesitate to contact me at ;Sc

[ ]

Sincerely,

e LD

Randall C. Coleman
Assistant Director, Counterintelligence Division .

Federal Bureau of Investigation

Page 2 of 2
UNCLASSIFIED//Foue
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C05739708 STATE DEPT. - PRODUCED TO HOUSE SELECT BENGHAZI COMM, '

SUBJECT TO AGREEMENT ON SENSITIVE INFORMATION & REDACTIONS. NO FOIA WAIVER,

RELEASE IN)
FULL
From: H <hrod17@dmtonemaxl cor>
Sent A 7 16, 2012 12:48 PM
To: b6
} . b7C

SubJect: ) Ré; Visas Obtairied

As planped....

—— Qriginal Message -— . ‘ '

Feorh: Mills, Cheryt D [rhailtq | : b6
Sent: Sunday, September 16, 2012 12:45 PM b7C
To:H

‘Subject; FW.: Visas Obtained

~—Qriginal Message~—

From: Jones, Beth E 3

Sent: Sunday, September 16,'2012:12;46 PM _

To:Kennedy, Patrick F; Mills, Cheryl Df putivan, jscobs ] b6
b7C

Subject: FW: Visas Obtained

£B! got theirvisas for Libya today: Five members of team andithree trew- members Legatt was counted separately and
already hasvisa, The FB) team Is Enroute tohight, | am told.

STATE DEPT, - PRODUCED TO HOUSE SELECT BENGHAZI COMM.
%UBJECT TO AGREEMENT ON SENSITIVE INFORMATION & REDACTIONS. NO FOIA WAIVER. STATE-SCB0045379
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.ALL BRIl IHAURRTION (CHTATHED
HEREIN I3 UNClASSIZIED
DRETE 11-07-00186 By 437388754 NellO

. o Obtained by Judicial Watch, Inc.

C 0 5 7 3 91 5 8 STATE DEPT. - PRODUCED TO HOUSE SELECT BENGHAZ! COMM.
. \ SUBJECT TO AGREEMENT ON SENSITIVE INFORMATION & REDACTIONS. NO FOIA WAIVER,

ELEASE IN PART

{CLEAR WITH NEA] 7(C),B7(A)

From: Mills, Cheryt 4 | b7A per DOS
Sent: Thursday, October 18, 2012 8:06 AM b7C per DOS, FBI
To: H :
Subject: ' ... -
................. B7(A)
B7(C)
Remind me to discuss.
b6 per FBI

Sent: Thursday, October 18, 2012 7:47 AM . b7A per DOS
To: Sullivan, Jacob J; Mills, Cheryl D; Macmanus, Joseph E (S) b7C per DOS, FBI

Cc S_SpedaIAssls&ams |

E—

bé per FBI
b7A per DOS
b7C per DOS, FBI

Readout

b7A per DOS
b7C per DOS

STATE DEPT. - PRODUCED TO HOUSE SELECT BENGHAZI COMM.
SUBJECT TO AGREEMENT ON SENSITIVE INFORMATION & REDACTIONS. NO FOIA WAIVER. STATE-SCB0045741

HRC-521
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sll, PRI ITHNEURMATION COMTAILRELD
HEIN 15 R LASSTIF TR
DETE 11-07-0016 By Jdaldabilag HNSllG

C05739758 STATE DEPT. - PRODUCED TO HOUSE SELECT BENGHAZI COMM,
; q SUBJECT TO AGREEMENT ON SENSITIVE INFORMATION & REDACTIONS. NO FOIA WAIVER.
) b7A per DOS
5 b7C per DOS
Best] | bé
— b7C
Tunisia Desk
Office of Maghreb Affairs
U.S. Department of State
Tel. b6 per FBI

From

: 17, 2012 7:55 AM

To

b7A per DOS
b7C per DOS, FBI

Subj;ectrnq

Colleagues,

b7A per DOS
b7C per DOS

— |E: S SpecialAssistants

b6 per FBI
b7A per DOS
b7C per DOS, FBI

b7A per DOS
b7C per DOS

Best
unisia Des! b6
U.S. D¢ ent of State
Tel.
STATE DEPT. - PRODUCED TO HOUSE SELECT BENGHAZI COMM.
STATE-SCB0045742

SUBJECT TO AGREEMENT ON SENSITIVE INFORMATION & REDACTIONS. NO FOIA WAIVER.

HRC-522
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’

C05739635 STATE DEPT. - PRODUCED TO HOUSE SELECT BENGHAZI COMM,
SUBJECT TO AGREEMENT ON SENSITIVE INFORMATION & REDACTIONS. NO FOIA WAIVER,
 —

s -

) . ‘F&LL, FH1 TR T IO ONTATHED
HEBEIN 1=5 UM LASSTE IED

Late 11-07-2016 Hi 57085734 NI

b5 per DOS

STATE DEPT. - PRODUCED TO HOUSE SELECT BENGHAZ! COMM.
SUBJECT TO AGREEMENT ON SENSITIVE INFORMATION & REDACTIONS. NO FOIA WAIVER.

STATE-SCB0045561

HRC-525
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C05739635 STATE DEPT. - PRODUCED TO HOUSE SELECT BENGHAZI COMM.
SUBJECT TO AGREEMENT ON SENSITIVE INFORMATION & REDACTIONS. NO FOIA WAIVER.

b5 per DOS

STATE DEPT. - PRODUCED TO HOUSE SELECT BENGHAZI COMM. .
SUBJECT TO AGREEMENT ON SENSITIVE INFORMATION & REDACTIONS. NO FOIA WAIVER, STATE-SCB0045562

-—
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b7C

b4
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RICHARD BURR, NORTH CAROLINA, CHAIRMAN " TOROATION o
DIANNE FEINSTEIN, CALIFORNIA, VICE CHAIRMAN : - Skl 1B e AR
JAMES E. RISCH. IDAHO RON WYDEN, OREGON m PR
DANIEL COATS, INDIANA BARBARA A. MIKULSKI, MARYLAND DATE 11-07-2018 By G37085794 NB1ILEC
MARCO RUBIO, FLORIOA MARK WARNER, VIRGINIA .
SUSAN COLLINS, MAINE MARTIN HEINRICH, NEW MEXICO 4
ROY BLUNT, MISSOUSI ANGUS . KING, JA., MAINE “lt tﬂtw E“ﬂt[
JAMES LANKFORD, OKLAHOMA  MAZIE K. HIRGNO, HAWA!
TOM COTTON, ARKANSAS .
SELECT COMMITTEE ON INTELLIGENCE
MITCH MCCONNELL, KENTUCKY, EX OFFICIO
HARRY REID, NEVADA, EX OFFICIO WASHINGTON, DC 20510-6475
JOHN McCAIN, ARIZONA, EX DFFICIO
JACK REED, RHODE iSLAND. EX OFFICIO
CHAISTOPHER A JOYNER, STAFF OIRECTOR ‘ 4
DAVID GRANNIS. MINORITY STAFF DIRECTOR
DESIREE THOMPSON SAYLE, CHIEF CLEAK
July 27, 2015

SSCI4 2015-2300

The Honorable James R. Clapper, Jr.
Director of National Intelligence
Washington, DC 20511

Dear Director Clapper

UESS IS#NQ The Commxttee received the 25 July 2015 Memorandum from Mr.
Charles McCullough entitled “Summary of IC IG support to State Department IG”
and are troubled by the finding that “an inadvertent release of classified national
security information had already occurred in the State FOIA process as a result of
insufficient coordination with Intelligence Community (IC) elements.”
Furthermore, we are concerned by the apparent disparity in assessments by State
Department and the IC highlighted by the following statement, “State personnel
continue to deny the classified character of the released information despite a
definitive determination from the IC Interagency FOIA process.” While we agree
with the four (4) recommendations the Intelligence Community Inspector General
(ICIG) and State Department IG made to State to improve its FOIA review process
to better identify IC equities and to prevent further inadvertent releases of
classified information, we urge you to engage with Secretary Kerry and Inspector

‘General Steve Linick to ensure their implementation.

{U}(SHNF) The Committee strongly disagrees, however, with State’s decision
to prov1de its own Inspector General with only “limited access” to the remaining
30,000 emails and its decision to reject the ICIG’s request for access to the emails
on “jurisdictional grounds.” We understand that a small sampling of just over 300
emails found that four (4) contained information classified at the time of sending at
the SECRET//NOFORN level and one (1) contained information classified at the
time of sending at the SECRET//SI//REL USA,FVEY level. Ultimately, you are
responsible for the enforcement of classification guidelines and protection of IC
equities and we urge you to take all necessary steps to identify and protect any

'SECREF#NOFORN

HRC-537
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additional sensitive information that may be contained within the remaining
emails. .

(U) We appreciate your prompt attention to this matter.
Sincerely, .
g
Richard Burr
Chairman

HRC-538



ALL FRI INFORMATION CONTAINED '
HEBETINM I8 UWNCLASSIFIED
LATE 10-085-2017 BY J37.85734 NBILG Obtained by Judicial Watch, Inc.

(Rev. 05-01-2008)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE - Date: 08/04/2015
To: CD-4, Counterespionage Section Attn:

From: CD-4 .

b6
- Contact: SA ' b7C
Approved By: Kable Charles H. IV ,gﬁzu_ﬂéézzf
4%&9
Drafted By:
b3
Case ID #: (U) A\ b7E

F) MIDYEAR EXAM

{W@Title;ﬂw

Synopsis: (U) Document August 3, 2015 Meeting at FBIHQ

Declassi On: 2040

Details: (U//¥686% On August 3, 2015, FBI representatives met
with representatives from the U.S. Department of Justice (DOJ),
U.S. Department of State Office of the Inspector General (STATE
IG) and Office of the Inspector General of the Intelligence
Community (ICIG). The meeting took place at FBI Headquarters,
935 Pennsylvania Ave, NW, Washington, DC 20535.

tH

U IS44F] At this meeting, participants discussed the
811 (c) referral made to the FBI on July 6, 2015, regarding the
potential compromise of classified information and STATE IG and
ICIG's ongoing review of State employees’ use of personal email
and non-government networks for official purposes. Each IG
provided a short summary of their respective reviews, limits of
their authority, lack of resources and need for FBI/DOJ
assistance. '

0l " {SAMME)- STATE IG and ICIG representatives noted it was
common practice at the Department of State for officials to send
sensitive information on unclassified systems and later have

SECRET//ANOFORN

HRC-539
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(Rev. 05-01-2008)
‘SECRET//CFORN
FEDERAL BUREAU OF INVESTIGATION

that information “upgraded” to the classified level when
requests for public disclosures were received. This practice was '’
described as necessary for state department officials to share
time sensitive information in real time. This type of
communication resulted in a high number of B(1l) exemptions
during the Freedom of Information Act (FOIA) review process..
Both IG’'s emphasized these B(l)exemptions were separate and
distinct from the classified information referenced in the

811 (c) referral. The emails referenced in the referral were
classified prior to being sent and derived from sensitive
sources and methods from the intelligence community.

ﬂn”}S{%NF& Both IG’s will continue their reviews of the
FOIA process and will provide their findings to the FBI and
appropriate Congressional committees. Both IG’s also agreed not
to disclose the existence of an FBI investigation or any actions
the FBI may be conducting as part of referenced investigation.

(u//Fe8e) The following erresentativesvattended the meeting:

- 1) Robert A. Joneg, Deputy Assistant Director, FBI
2) | Assistant Section Chief, FBI
3) [ Assistant Section Chief, FBI
4) | Special Assistant to the Deputy Assistant
" Director, FBI
5) JInisha_Andeﬁson, Deputy General Counsel, FBI
6) Asgistant General Counsel, FBI b3 per ODNI
7) Special Agent, FBI b6 per FBI, ODNI
8) Special Agent, FBI b7C per FBI, ODNI
9) | Intelligence Analyst, FBI
10) George Toscas, Deputy Assistant Attorney General, DOJ
11) David Laufman, Chief, DOJ/Counterespionage Section (CES)
12) Deputy Chief, DOJ/CES
13) | Attorney, DOJ/CES
14) _T Charles McCullough Inspector General, ICIG
15)
16)
17) Steve Linick, Inspector General, STATE IG ,
18) | STATE. IG
19) | STATE IG
L R

SE RN
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. I R " ALL INFORMATION CONTAINED
Obtained by Judicial Watch, Inc. et T8 UHCLASSIFIED
DATE 11-039-2016 BY J76J18T80 HSICG

LAW OFFICES
WILLIAMS 8 CONNOLLY LLP
725 TWELFTH STREET, N.W.
DAVID E. KENDALL WASHINGTON, D. C. 20005-5901 EWAPF;BLbiﬁgmt:lazl;;‘l?::;;ﬂaa)
(202) 434-5145 (202) 434-5000

dkendall@wc.com FAX (202) 434-5029

August 10, 2015

bé
National Security Division b7cC

Department of Justicé
Washington, DC 20530

Dea: 4 bé

b7C

Thank you for your letter, dated August 7, 2015, and sent to us by email slightly after 6:00 pm on
that date, regarding our voluntarily providing thc FBI certain server and related equipment, presently in
" the custody of Platte River Networks, on which emails to or from former Secretary Clinton’s
@clintonemail.com account were stored from 2009 to 2013,

In voluntarily providing this server and related equipment to the FBI, we, of course, are doing so
solely with regard to former Secretary Clinton’s @clintonemail.com account and not to any other
accounts not utilized by former Secretary Clinton which might at one time have been hosted on this
server equipment. While | believe, as | have told the Benghazi Select Committee, that, based on
technologists’ advice to me, there are no email accounts or related data currently residing on this server-
equipment, out of an abundance of caution, I wanted to emphasize that the only authority 1 have relates
to the former Secretary’s account. Please advise me if the FBI’s review discovers any other account
data, including other email account data, so that we may take remedial steps immediately.

Singeiely.

e

,«‘4 >

i A
David E. K«(

ndall

cc: bé
b7C

HRC-556
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FD-1087 (Rev. 5-8-10)

Dorumant pariipAnts have digitally signed.
o5 Al wignalures have hewn venhed by b
cmited FBI miomnation syslem.

SECRET/ /NOoForn
FEDERAL BUREAU OF INVESTIGATION

Collected Item Log

OrriciaL R:coa_n}

Event Title: (U) Midyear Exam Date: 08/18/2015

Approved By:

b6
b7¢C

Drafted By:| |

Case ID #: I Ig*ﬁﬁfavMIDYEAR EXAM; b3
MISHANDT.ING OF CLASSIFIED; b7E
UNKNOWN SUBJECT OR COUNTRY;
SENSITIVE INVESTIGATIVE MATTER (SIM)

eclassify On:

Full Investigation Initiated: 07/10/2015

I b6 per DOS

Collected From: (U)I b7C per DOS

Department of State

Receipt Given?: No

Holding Office: WASHINGTON FIELD

Details: No Details Provided
Item Type Description
1B Digital (U) (1) One white/grey Lexar USB 3.0 thumb drive "Dept

of State 703-312-3856" sticker
Collected On: 08/14/2015
Seizing Individual:
Collected By: [7
Location Area: NA

Specific Location: NA

Device Type: USB Micro Storage Device (thumb drive)
Make: Lexar :

Number of Devices Collected: 1

I b6
I ' b7C

SECRET/ /NoFent

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its
contents are not to be distributed outside your agency.

HRC-562
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SEERET] /NoFeRN
Title: (U) Midyear Exam '
Re': 08/18/2015 : b3
b7E
L X
BECRET//NOPORN
2

HRC-563
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4 ALL FET INFCRMATION CONTATHED
. HERETN IS IMICLASSTFIED
Obtained by Judicial WlghenG.s _na_on1e By 578318780 NsSICG
-1-

FEDERAL BUREAU OF INVESTIGATION

'FD-302a (Rev. 10-6-95)

b6 per DOS, FBI
b7C per DOS, FBI

Date of transcription _08/17/2015

On August 14, 2015, from the
U.S. Department of State (STATE), Office of the Inspector General
(0IG), 2121 Virginia Ave., N.W., Washington, D.C., met at their place
of employment pursuant to an agreement reached between STATE and the
FBI to voluntarily turn over a thumb drive containing the STATE .pst
email files for HUMA ABEDIN and CHERYL MILLS. At 11:30am, SA
signed a receipt and accepted custody of the item described in detail
below:

Item 1: A white and grey 32GB Lexar USB 3.0 thumb drive bearing a

sticker on the reverse “Dept of State 703-312-3856"
b6 per DOS

b7C per DOS

Item 2: Yellow note bearing the password

Subsequent to the FBI’'s collection of the above, Items 1 & 2 were
transported to the Washington Field Office of the FBI where they were
entered into evidence, and given 1B numbers. Copies of the intake
sheets and FD-1004 are enclosed with this communication.

~ Items 1 & 2 were then transported to the FBI's Forensic Analysis
Unit to Quantico, Virginia for storage and evaluation.

Investigation on ___08/ 14/2015 at Washington, D.C. b3

File# _| @ Date dictated ___N/A b6
b7c
b7E

By SAl

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it

and its contents are not to be distributed outside your agency.

HRC-575
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Evidence Detaiis - -- " b3
Case: Iy item: 1B26 b7E

Description: (U) (1) One white/grey Lexar USB 3.0 thumb drive "Dept of State
703-312-3856" sticker (Only paper work submitted)

Coliected On: 08/14/2015 11:30 AM EST

Receipt item #: None Special Handiing: None
CATS iD#: None Hazardous Materiais: None
FBi Seizure #: None
CATS Abandonment #: None Abandonment#: None

Digital Information
Type: USB Micro Storage Device (thumb drive)
" Make: Lexar '
Batteries Charged: No
Number Coiiected: 1
Coiiected by CART: No

Discovery Location b6
Area:_NA . b7cC
Seizing Individual:l I Coiiected By:
Specific; NA Others: None Others Agency:
None

Anticipated Disposition
None on None

Storage Information
Holding Office: WASHINGTON FIELD

b6
Finalized By: Last Inventory: None - b7C
Location: E1167159 - ECR1, MAIN EVIDENCE CONTROL CENTER (B112) WFO-HQ
Barcode#: E5490178
Chaln of Custody
Shipping / Transfer Log
History
Acquisition Event Details
Acquisition Event:  (U) Midyear Exam
b6 per DOS
Collected From: ()| | b7 4 DOs
Department of State C per
Recelpt Glven: No
Holding Office: WASHINGTON FIELD
b3
Evidence Log: | | b7E
Serial 55
HRC-576

of 1 8/18/2015 1:34 PM
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N 10-D5~2017%
g . . Obtained by Judicial Watch, Inc. ‘
- FD-1057 (Rev. 05-08-2010)

FEDERAL BUREAU OF INVESTIGATION

i

Title: X8/ANF) MIDYEAR EXAM,; Date: 08/12/2015
MISHANDLING OF CLASSIFIED;
UNKNOWN SUBJECT OR COUNTRY;
SENSITIVE INVESTIGATIVE MATTER (SIM)

From: Counterintelligence Division

Counterespionage Section ‘ b3
Contact: AS ~ b6
, b7C
Approved By: Kable Charles H. %\_ b7E
Drafted By:
Case ID #: (U) —(

. ’ b3 per ODNI
is: ing with Intelligence Community Inspector General (ICIG) staff, o) Poz °t
on July 13, 2015.
Enclosure(s): (U) CD-Rom labeled “S//SI//NF”, spreadsheet index of files, FOIA workflow chart,
and original meeting notes. b3 per ODNI

b6 per ODNI, FBI
b7C per ODNI, FBI

Details: _(U/F6U0) On July 13,2015 ASC| met with ICIG Inspecto] |
| [regarding classified e-mails they found ona
unclassified system. :

L1} E— Y87 rovided a CD-Rom with 296 redacted e-mails and 40 unredacted 23 per ODNI
e-mails whic had queried from approximately 30,000 e-mails provided to Departnbg Cp::rogg;I
of State (DoS) by Hillary R. Clinton. used keyword searches to extract these 40
e-mails that he believed may contain classified informatio plso provided a spreadsheet
of e-mails he suspected of containing classified information.

(U//FEE0) | lindicated the ICIG has formally requested a copy of the
30,000 e-mails from Patrick Kennedy, Under Secretary of Management at DoS with a deadline of
Friday, July 10, 2015. | also provided a FOIA workflow diagram of DoS’s process

for reviewing the e-mails for sensitive information. - b3 per ODNI
b6 per ODNI

b7C per ODNI

L X/

SECGRET//NOFORN-

HRC-554
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ON 10-05-2017 '
Obtained by Judicial Watch, Inc.

“SECRET/ /NOFPORN-

To: CD-4 From: CD-4 b3
Re: (U)l |Date: 08/22/2015 bTE
Precedence: ROUTINE Date: 08/22/2015
To: CD-4, Counterespionage Section Attn:
From: CD-4

Contact: SA |
Approved By: Kable Charles H. Ivlégza _ Esc
Drafted By:

25 b3

Case ID #: (Q)| L’, b7E

Title: US(/#F) MIDYEAR EXAM

' |b6 per DOS

I U.S. b7C per DOS

Department or State (STATE).

¢ D54B29S73
dated 20130301

y On: 20400822

Attachment(s): (U//FO¥S) A print-out of the email and the four

.pdf files mentioned below. b6 per DOS, FBI
’ b7C per DOS, FBI

Details: (U//FO8Q) On August 19, 2015, after an interview

earlier that same day with writer and Sa| 4

provided writer with an email that contained follow-up

information within four separate attachments.

(U/ /Fose) first attachment was a .pdf file D6 per DOS
saved as “11-STATE-65III.eml.pdf” and it was an official STATE P7C per DOS
correspondence from June 28, 2011 from then Secretary of State
Hillary CLINTON with subject line of “Securing Personal E-mail
Accounts.” CLINTON informed recipients they “should exercise
caution and follow best practices in order to protect personal
e-mail and prevent the compromise of government and personal
information.” CLINTON later stated, due to “recent targeting of
personal e-mail accounts by online adversaries,” STATE employees
should “avoid conducting official Department business from
[their] personal e-mail accounts.”

Spesagjrorons
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SEDRETZfNSFGRN—

To: CD- From: CD-4
Re: (U) |Date: 08/22/2015

(U//ToHSY second attachment was a .pdf file
saved as “MemoPreservingEmailofSeniorOfficials.pdf” and it was a
memorandum with three attachments of its own that were
distributed to senior STATE officials on August 28, 2014 from
Patrick KENNEDY, Under Secretary of State for Management with
subject line “Senior Officials’ Records Management
Responsibilities.” The memorandum stated “senior officials’
records are generally the most important documents created
within” STATE and that senior officials themselves were
responsible to ensure “all records made or received in the
conduct of agency business regardless of physical format or
media” should be preserved.

(U//Fo¥e) As stated above, KENNEDY's memorandum
included three attachments. KENNEDY's first attachment listed
all positions designated as Senior Officials Positions at STATE.

(U//FO®e) KENNEDY’s memorandum’s second attachment
included 5 Foreign Affairs Manual (FAM) 440. Specifically, 5 FAM
443.2 “Which E-Mail Messages are Records,” published October 30,
1995, instructed STATE officials that e-mail messages are
federal records when they “are made or received by an agency
under Federal law or in connection with public business” with
examples given as “records that document the formulation and
execution of basic policies and decisions and the taking of
necessary actions; records that document important meetings;
records that facilitate action by agency officials and their
successors in office; records that make possible a proper
scrutiny by the Congress or other duly authorized agencies of
the Government; and records that protect the financial, legal,
and other rights of the Government and of persons directly
affected by the Government’s actions.” Additionally, 5 FAM
443 .5 “Point to Remember About E-Mail,” published October 30,
1995, informed STATE officials that “certain e-mail messages
that are not Federal records may still be subject to pending
requests and demands under the Freedom of Information Act, the
Privacy Act, and litigation and court orders, and should be
preserved until no longer needed for such purposes.” Later, 5
FAM 443.5 stated “classified information must be sent via
classified e-mail channels only, with the proper classification
identified in each document.”

(U//FS¥Q) KENNEDY’s memorandum’s third attachment was

entitled “Instructions for Preserving Email of Departing Senior
Officials” with date of August 2014.

fEESREIZZ§ei§ﬁu+

b3
b7E

b6 per DOS
b7C per DOS
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TO: CD-4 From: CD-4 b3

Re: (U) | | Date: 08/22/2015 b7E

(U// reve) [ third attachment was a .pdf file .4 per DOS
saved as “12 FAM 540.pdf” and it covers Sensitive But b7C per DOS
Unclassified Information (SBU). Specifically, 12 FAM 544.2

“Automated Information System (AIS) Processing and
Transmission,” published November 4, 2005, stated “employees who
will be transmitting SBU information outside of the Department
network on a regular basls to the same official and/or most
personal addresses, should contact IRM/OPS/ITI/SI/PKI to request
assistance in providing a secure technical solution for those
transmissions..Employees participating in the home PKI and
telework program must complete the requisite training and sign
an acknowledgement statement prior to being issued the approved
security measures/equipment.” 12 FAM 544.3 “Electronic
Transmission Via thHe Internet,” published November 4, 2005,
stated it is the STATE’s “general policy that normal day-to-day
operations be conducted on an authorized AIS.” Additionally,
STATE “is expected to provide, and employees are. expected to
use, approved secure methods to transmit SBU information when
available and practical” and ‘“employees should be aware that
transmissions from the [STATE’s] OpenNet to and from non-U.S.
Government Internet addresses, and other .gov or .mil addresses,
unless specifically directed through an approved secure means,
traverse the Internet unencrypted.” 12 FAM 545 “SBU/NOFORN
Information,” published November 4, 2005, stated “employees must
process and transmit SBU/NOFORN information only on a system
authorized by the [STATE] for classified information
transmission, storage and processing.”

_ (u//reye) fourth attachment was a .pdf file
saved as “14 STATE 128030.pdf” and it was an official STATE bé per DOS
correspondence. from October 30, 2014 from Secretary of State b7c per DOS
John KERRY with subject line of “State Department Records
Responsibilities and Policy.” KERRY stated senior officials may
delete personal emails, but that the definition of a personal

email was very narrow. KERRY stated in the very limited
circumstances when it is necessary to use one’s personal email
accounts for official business, that email would still need to

be preserved in one of STATE'’'s official electronic records

systems. KERRY recommended STATE employees to forward official
emails from their personal email account to their STATE account

and reiterated that personal email accounts should not be used

for classified information.

L R 4

—SEERET//NOPORN-
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CH 10-08-2017 .
] Obtained by Judicial Watch, Inc.

“SECRET//NOFORN:

To: ¢D-4 From: CD-4 | b
Re: (U)] |Date: 08/22/2015 L7E
Precedence: ROUTINE ‘ Date: 08/22/2015
To: C(CD-4, Counterespionage Section Attn:
L From: C(D-4
Contact: SA ESC
Approved By: Kable Charles H. IVzégég__;——
Drafted By:
Case ID #: (U) 70 | b3
. b7E
Title: [S¢7NF) MIDYEAR EXAM
ig: j j T by
| United States Department of State (STATE). b6 per DOS

b7C per DOS

ied By: D54B29S7
Derived From: SIC dated 20130301
y On: 204008

Attachment (s) : (U//EeBO) A print-out of the email and the two
.pdf files mentioned below. b6 per DOS, FBI

. . b7C per DOS, FBI
Details: (U//¥OH©) On August 17, 2015, after an interview
earlier that same day with writer and SA |
provided-SA[:::::::]with an email that contained some follow-up
information and two attachments.

(U//POBS) One attachment was a .pdf file of civil
action number 15-cv-123, Jason Leopold, Plaintiff, v. U.S.
Department of State, Defendant, entitled “Notice of Filing
Declaration of John F. Hackett.” This attachment contained
Hackett’s full declaration from May 18, 2015, wherein he
detailed his position as lead STATE official responsible for
responding ‘to requests for records under the Freedom of
Information Act (FOIA) and described the core responsibilities
of IPS. Furthermore, the declaration described STATE’s plan to
review approximately 55,000 pages of emails and attachments that
former Secretary of State Hillary Clinton provided to the STATE

_sEpRay/Noromy
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SECRET]/NOFORN-

To: CD-4 From: CD-4

Re: (U} | |Date: 08/22/2015 23
- E

in December 2014 along with a date by which STATE proposed to
complete that review and production. The declaration also
contained the text of the October 28, 2014 letter sent by Pat
Kennedy, STATE Under Secretary for Management, to former
Secretaries of State Madeleine Albright, Colin Powell,
Condoleezza Rice, and. Hillary Clinton whereby Kennedy requested
that copies of any federal record be made available to STATE for
preservation.

(U/fEOBET The second attachment was a .pdf file of
civil action number 15-cv-123, Jason Leopold, Plaintiff, v. U.S.
Department of State, Defendant, entitled “Defendant’s Status
Report Regarding Release of Records on July 31, 2015.” This
attachment contained a status report from Hackett regarding
STATE’'s release of the non-exempt portions of records subject to
FOIA contained in the emails provided to STATE by former
Secretary of State Clinton. 'In the declaration, Hackett
described (1) the specific steps taken as part of the FOIA
review; (2) the exact number of pages already and planned to be
produced through September 30, 2015; and (3) how STATE had
recently integrated, based on a recommendation from the
Intelligence Community Inspector General, Intelligence Community
reviewers to assist in the large undertaking. b6 per DOS, FBI

b7C per DOS, FBI

(u/ [ lprovided the date of April 28, 2015
as the date where attorney, STATE’s Office. of
Congressional Affairs, told members of the Department of
Justice, the staff of the Office of Legal Adviser, and| ]

IPS staff, that she did not understand why the FOIA review of
the 296 emails related to Benghazi was taking so long.

also repeatedly stated that the emails had already gone through
the inter-agency review process and there was nothing classified
in the emails. ‘ ’
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Synopsis: (U//Foto) (577ﬁi) The captioned investigation is highly
sensitive and considered a prohibited investigation. Additionally, the
investigation is designated a SIM and has an exemption for uploading
approved by AD Randall Coleman I I Serial 1).
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David E. Kendall, Esq.. .
Katherine M. Turner, Esq.
Williams & Connolly LLP
725 Twelfth Street, N.W,
Washington, DC 20005

August 6, 2015

Dear Mr. Kendall and Ms. Tumer,

This letter confirms your intent to voluntarily produce to the Federal Bureau of Investigation (“FBI”")
three thumb drives (which you have represented to be one original and two copies thereof) each
purportedly containing 30,490 emails to or from Secretary Clinton’s @clintonemail.com account that you
previously provided in hard copy to the Department of State in December 2014, as well as hard copies
and a laptop computer in your possession containing emails to or from the @clintonemail.com account. It
is our understanding that the items described above (hereinafter “the Materials™) constitute the entirety of
your client’s and your possession of emails to or from the @clintonemail com account, aside from six
additional laptop computers we previously discussed by phone. It is also our understandmg that those six
laptop computers contain emails to or from the @clintonemail.com account; however, in addition to the
emails, the laptop computers also contain privileged material. As such, we will work with you to
appropriately secure the emails contained on those laptop computers. If any of these understandings are
incorrect, or if you find any additional emails to or from the @clintonemail.com account, please notify

me promptly.

On July 31, 2015, the FBI delivered to Williams & Connolly a letter requesting that you preserve records
related to the @clintonemail.com account. We understand that you have also received other requests to
preserve records related to the @clintonemail.com account, including a July 29, 2015 preservation letter
from Senator Ron Johnson, Chairman, United States Senate Cominittee on Homeland Security and
Governmental Affairs; a May 26, 2015 preservation letter from Steve A. Linick, Inspector General,
Department of State and 1. Charles McCullough, 111, Inspector General, Intelligence Community; and a
March 3, 2015 preservation letter from Representative Trey Gowdy, Chairman, House of Representatives
Select Committee on Benghazi. You have also represented that you will require contitiued access to the

Materials on behalf of your cllent

Once taking custody, the FBI w1]l maintain the Materials in an appropriately secure manner. We believe
such maintenance satisfies any preservation obligations you may have. We will facilitate your continued
access to the Materials as may be necessary and appropriate in a secure space at the Litigation Secunty
Group, Department of Justice, at 145 N Street NE, Washmgton, DC 20002,

Sincerely,

HRC-682
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CONSENT TO SEARCH COMPUTER(S)

\Lw{/v\c\z}né M. Torneg

Federal Bureau of Investigai;'on (FBI) to permit a complete search by the FBI or its designees of any and all computers,

s Have been asked by Special Agents of the

]

any electronic and/or optical data storage and/or retrieval system or medium, and any related computer peripherals,

described below:

Lowpvt TeollPall T420 P8 - 12 |23
CPU Make, Model & Serial Number (if available)

Lexav Micvw (6B Blude o Slver™ LTPTTIG6 - 000-1001 DA (ovi{iMD

Storage or Retrieval Media, Computer Peripherals

Ldar  fauan §68  Guew O Wvke LTOT % 6B Ooo'H’H‘\%(C‘ta‘)
Begston gem gt DTSEq (opy )

and located at Williams & Connelly LLP, 725 12th Street, N.W. Washington, D.C. 20005 ,"which I own, possess,

control, and/or have access to, for any evidence of a crime or other violation of the law. The required passwords, logins,

Qfovniine o \ vat e;vue_-l»ov\\lj
and/or specific directions for computer entry are as follows: ?AffWD) H lmf{,r net Qwnl . .

I have been advised of my right to refuse to consent to this search, and I give permission for this search, _freely
~and voluntarily, and not as the result of threats or promises of any kind.
I authorize those Agents to take any evidence discovered during this search, together with the medium in/on which

it is stored, and any associated data, hardware, softw<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>