
Obtained by Judicial Watch, Inc. From: 

Sent time: 08/20/2015 11 :37:40 PM 

To: 

Subject: RE: CESC Datto 

Dotto shut it off. 

PLATTE RIVER NETWORKS 

5700 WASHINGTON ST I DENVER, CO 80216 

303.255.1941 I PLATTERIVER.COM 

From! ! Sent: Thursday, August 201 2015 9:36 PM 

!:!ject: Re: CESC Datto 

L-_ __.!did you guys turn off the off-site backups? We had discussed the possible ramifications of shutting them off, but we hadn't heard from 
Datto yet. All I know is that they are not currently running, and you mentioned them shutting down the node it was backing up to. 

I've emaileQo see if we can further lock down access to the Datto. 

------ Orjginal message------
From! ! 
Date: Thu, Aug 20 201S 23-26 

T~L----------------' Subject:Re: CESC Datto 

So does this mean we don't have offsite backups currently? That could be a problem if someone hacks this thing and jacks it up. We will have 
to be able to produce a copy of it somehow, or we're in some deep shit. Also, what ever came from the guys at Datto about the old 
backups? Do they have anyway of getting those back after we were told to cut it to 30days? 
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Obtained by Judicial Watch, Inc. .. -·--· ----------------------
From._! ______ _. 

Date: Thursday August 20 2015 at 4"22 PM 

!~lject: RE: CESC Datto 

It's no longer replicating data offsite, but we can still use the partner portal to remotely access the device without additional 
authentication I believe 

From! ! 
~:~" rh,"da~ A,g,st 20, 201s 1s,2s 

sJJect: RE: c C Datto 

It is my understanding the node that the data was being replicated to is offline and no longer accessible. If you want to confirm 
that, please do. 

PLATTE RIVER NETWORKS 

5700 WASHINGTON ST I DENVER, CO 80216 

303.255.1941 I PLATTERIVER.COM 

From._! ______ _. 

~~nt: Thursdav:August 20, 2015 3:34 PM 

sutect: CESC l'5atto 

Should we talk with Datto about moving their backup device to a separate partner account or other security features? Right 
now, anyone with portal access could potentially access the web UI of the datto and boot VMs etc 
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Obtained by Judicial Watch, Inc. 

L, IOU CO!iI'fl>.INfll 
-r:N IS ONCL.ASSI I 

~'l'X 11- 28-2016 B: 16J1S 80 NS! 

PRN Exchange Server - DATTO 

Visits to Control Panel for CESC-DATIO 

Date Time Event 

9/21/2015- Various Multiple visits to http://192.168.42.20/login.php and 
9/26/2016 http://192.168.42.20/Ul/login.php 
9/23/2016 9:08 PM http://192.168.42. 20/U 1/recoveryPoints.ph p ?agent=cesc-

exchOl 
9/25/2016 1:40 PM http://192.168.42.20/UI/UI settings.php?agent=cesc-exchOl 
9/25/2016 2:35 PM http ://192.168.42.20/UI/UIRestore-file.php ?agent=cesc-

exch01&point=1443182506L 
9/25/2016 5:38 PM http://192.168.42.20/UI/UI kroll.php 
9/25/2016 8:09 PM http://192.168.42.20/Ul/recover.ph p 
9/26/2016 5:20 PM http://192.168.42.20/Ul/agents.php 

PRN Admin Server - DATTO 

Visits to Control Panel for CESC-DA no 

Date Time Event 

10/1/2016 6:17 PM http://192.168.42.20/login.php 
10/1/2016 6:17 PM https://auth.datto.com/login 
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