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THE FOLLOWING FBI/DHS BULLETIN IS BRING RETRANSMITTED TO
1505 TO ADVISE RECIPIENTS OF THE POSSIBLE IMPACTS OF THE
ZPTEMBER 1, 2004 CHECHEN AFFILIATED TERRORIST ATTACK ON THE
CHOOL 'IN BESLAN, NORTH OSSETIA, RUSSIA, AND TO PROVIDE
‘ROTECTIVE MEASURE GUIDANCE.

. THERE IS NO IMMINENT THREAT TO U.S. SCHOOLS AND THE GROUP
‘HAT COWDUCTED THE OPERATION HAS WEVER ATTACKED OR THREATENED
‘0 ATTACK US INTERESTS, HOWEVER, THF EXTENSIVE MEDIA

OVERAGE AND THE HIGH CASUALTY RATE GENERATED DY THE INCIDENT
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IN BESLAN WARRANT A ‘SUMMARY OF LESSONS LEARNED FROM THAT
INCIDENT AND PROTECTIVE MBASURE GUIDANCE FOR HELPING TO
PREVENT ANU RESPOND TO A SIMILAR TERRORIST ATTACK WERE IT TO
OCCUIl IN THE UNITED STATES.

4. RECIPIENTS ARE REMINDED THAT THE INTELLIGENCE BULLETIN IS
JESIGNATED "SENSITIVE BUT UNCLASSIFIED AND FOR OFFICIAL U3E
ONLY* AND SHOULD NOT BE DIYY9EMINATED BEYOND LAN ENFORCEMENT

CIRCLES.

5. PRELIMINARY ANALYSIS OF THE PLANNING AND TACTICS
REPORTEDLY USED BY THE TERRORIST ASSAULT TEAM AGAINST THE
BESLAN SCHOOL AND THE RUSSIAN AUTHORITIES' RESPONSE TO THE
CRISIS HAS IDENTIFIED SEVERAL ITEMS THAT LAW ENFORCEMENT AND
SCHOOL ADMINISTRATION AND SECURITY PERSONNEL MAY CONSIDER
WHEN DEZVELOPING SCHOOL SECURITY AND BMERGENCY RESPOMSE PLANS.

6. REPORTING INDICATES THAT APPROXIMATELY THIRTY TERRORISTS
USED A STOLEN POLICE OR MILITARY TRUCK FOR TRANSPORTATION TO
I'HE SCHOOL GROUNDS. UPON ARRIVING AT THE SCHOOL, THE
TERRORISTS REPORTEDLY WERE STOPPED AT A GATE BY A FOUR-PERSON
3UARD FORCE THAT HAD BREN STATIONED AT THE SCHOOL TO INCREASE
THE PROTECTION AT SENSITIVE ESTABLISHMENTS, WHICH INCLUDED
9CHOOLS IN THE CAUCASUS REGION, AS THE SECURITY GUARDS'
CONDUCTED AN IDENTIFICATION CHECK, THE TERRORISTS REPORTEDLY
JPENED FIRE, KILLING TWO AND INJURING TWO. THEY ALSO KILLED
3IX PARENTS WHO RUSHED TO THE ASSISTANCE OF THE SECURITY
SUARDS

7. THERE ARR STRONG INDICATIONS THAT THE TRRRORISTS HAD
PRE-POSITIONED A LARGE CACHE OF WEAPONY, INCLUDING EXPLOSIVES
AND AMMUNITION, WITHIN THE SCHOOL BUILDING PRIOR TO THEB
\TTRCK. THEY MAY HAVE EITHER UTILIZED A GROUP OF ETHNIC
JHECHENS INVOLVED IN RENOVATION WORK AT SCHOOLS IN THE REGION
VER THE SUMMER TO HIDE THE WEAPONS UNDER THE FLOOR OF THE
JCHOOL, OR POSED AS CONSTRUCTION WORKERS TO SMUGGLE THE
{EXPONS INSIDE. REPORTING SUGGESTS THAT THE WEAPONS MAY HAVE
JEEZN DISGUISED AS CONSTRUCTION EQUIPMENT EMPLACED AT THR

UNCLASSIFIED




UNCLASSIFIED

SCHOOL. IN ADDITION TO STORING WEAPONS, A SCHOOL WORKER
REPORTED THAT HE OBSERVED FALSE-FRONTED WALLS, WHICH PRIOR TO
THE ATTACK 'WERE COVERED IN TEMPORARY S5TUCCO, THAT WERE GOUGED
OUT LURING THE STAND-OFF TO SERVE AS SHELTERED FIRING
POSITIONS. IF TUESE 2<TCUNTE ARE TRUE, MHIS WAILD YNNICATE
THAT THE ATTACKE,.S AL BEEN PL.NN.NG TH.Z AITACK FO.. MONT.IS,
WOULD HAVE HAD DMTA (LEO KNOWLENGE OF THY FACILLTY GROUNDS AdL
BUILDING INTERIONS, AND VOULD HAV™ LTKEYY 9EPN CONPUSTINA
SOME TYPE OF PRE~OPERATIONAL SURVEILLANCE OF BUILDING
OPERATIONS AND 9TAFF.

8, REPORTS CONCERNING THY TERRORISTS' ACTIONS ONCE INSIDE THE
9CHOOL BUILDING PROVIDE SOME INDICATION THAT CHECIEN
AFFILTATED TERRORISTS ARF. APPLYING LESSONS LEARNED FROM
PREVIOUS OPERATIONS WITHIN RUSSIA.

-~ USING THE EXPERIENCE GAINED FROM THE OCTOBER 2002 MOSCOW
THEATER HOSTAGE CRISIS WHERE RUSSIAN AUTHORITIES UTILIZED AN
INCAPACITATING AGENT AGAINST THE TERRORISTS AND HOSTAGES, THE
TERRORISTS REPORTEDLY KNOCKED OUT ALL THE WINDOWS IN THE
GYMNASIUM WHERE TIE HOSTAGES WERE BEING HELD TO IMPROVE
VENTILATION WITK THE HOPE OF NEGATING ANY USE' OF
INCAPACITATING GASES. SOME REPORTING ALSO SUGGESTS THAT THE
BESLAN ATTACKERS HAD GAS MASKS AND BROUGHT DOGS TO ALERT THEM
TO THE USE 'OF GAS. -

~- TERRORISTS REPORTEDLY SEPARATED THE CHILDREN FROM THE
PARENTS AND TRACHERS AND PLACED SOME OF THE CHILDREN NEAR THR
WINDOWS TO DISCOURAGE ATTEMPTS BY SECURITY FORCES TO RAID THE
BUILDING.

-~ THE TERRORISTY WIRED THBR SCHOOL BUILDING GYMNASIUM AND
SURROUNDING AREA WITH AT LEAST FIFTEEN IMPROVISED EXPLOSIVE
DEVICES (IEDS) AND/OR MINES. IN ADDITION, REPORTING
INDICATES THAT SEVERAL ASSAULT LEADERS MAY HAVE HAD THE
CAPABILITY TO DETONATE ALL OF THE EXPLOSIVES, AS WELL AS THE
SUTCIDE BELTS WORN BY THE TWO FEMALE TERRORISTS. THIS .
DIFFERS FROM THE 2002 MOSCOW THEATER ATTACK IN WHICH,
APPARENTLY, WO ONE TERRORIST HAD THE CAPABILITY TO DETONATE
ALL OF THE'EXPLOSIVES., ACCORDING TO A VARIETY OF REPORTING,
NQ SINGLE RUSSIAN GOVERNMENT AGENCY HAD CLEAR ON-SCENE
COMMAND AND CONTROL OF THE NUMEROUS FEDERAL AND REGIONAL
CIVILIAN AND MILYITARY AUTHORITIES., THE OUTCOME OF THE ATTACK
UPON THE SCHOOL IN BESLAN AFFIRMS THE IMPORTANCE OF
ESTABLISHING A THOROUGH RESPONSE PLRN TUHAT OUTLINES CLEAR
COMMAND AND CONTROL RESPONSIBILITIES IN THE EVENT OF A
POTENTIAL TERRORIST OR HOSTAGE SITUATION. IN ADDITION, THE
DIFFICULTY EXPERIENCED BY RUSSIAN AUTHORITIES IN MARINTAINING
AN EYPECTIVE CORDON DURING THE BESLAN INCIDENT HIGHLIGHTS THE

IMPORTANCE OF ESTABLISHING AND MAIRTAINING A SECURE PERIMETER.
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9. MOST 8CHOQL DISTRICTS HAVE ALRBADY DEVELOPRD EMERGENCY AND
CRISIS MANAGEMENT PLANS, THE FOLLOWING RECOMMENDATIONS FOR
PROTECTIVE MEAJURES ARE PROVIDED FOR USE DURING THE REGULAR
REVIEW AND UPDATE OF THOSF PLANS. PROTECTIVE MEASURES IN THE
SHORT-TERM SHOULD B®MPHASIZR PROCEDURAL SAFEGUANDS YOR 5CHULO.
POPULATIONS ANC FAZILITIES THF9E PRCTECTIVE MEASIRES
INCLUDE THE FOL.OWING: ;
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10. AMONG- THE MEASURES SCHOOLS SHOULD CONSIDER ARE THE
FOLLOWING:

10. THE FOLLOWING ACTIVITIES MAY SUGGEST TERRORIST
SURVEILLANCE OF EDUCATIONAL FACILITIES. ALONE, EACH
INDICATOR CAN RESULT FROM LEGITIMATE RECREATIONAL OR
COMMERCIAL ACTIVITIES OR CRIMINAL ACTIVITY NOT RELATED TO
TERRORISM; MULTIPLE® INDICATORS, HOWEVER, COULD SUGGEST A
HEIGHTENED TERRORIST THREAT:

b) (5
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11. LAW ENFORCEMENT AGENCIES, SECURITY PERSONNEL, AND
RDUCATIONAL ADMINISTRATORS SHOULD BE AWARE AND REMAIN ALERT
TO INDICATORS OF SURVEILLANCE ACTIVITIES. LAW ENFORCEMENT
OFFICERS ARE ENCOURAGED TO MAINTAIN LIAILSON WITH LOCAL 3SCHOOL
ADMINISTRATORS IN THEIR RESPECTIVE JURISDICTIONS AND ASK
PERYONNEL TO REPORT SUSPICIOUS ACTIVITIES. S8CHOOL OFFICIALS
ARE ENCOURAGED TO REVIEW AND UPDATE THEIR EVACUATION PLANS AS
WELL AS SBCURITY AND EMPRGENCY POLICIES. IN ADDITION TO
PLANNING AND THE NBED FOR FREQUENT EXRRCISES INVOLVING BOTH
THE SCHOOLS AND THE FIRST RESPONDER COMMUNITY (LAW
ENPORCEMENT AND FIRE/EMS), PLANNING AND EXERCISES SHOULD
INVOLVE THE LOCAL MEDICAL COMMUNITY TO ENSURE THAT MASS
CASUALTY CONTINGENCIES ARE FULLY COVERED., EMERGENCY MEDICAL
TREATMENT FOR CHILDREN IS SIGNIFICANTLY DIFFERENT FROM ADULTS
AND SHOULD BE FACTORED INTO ANY PLAN OR EXERCISE. IN
CONJUNCTION WITH THIS JOINT INTELLIGENCE BULLETIN, THE
DEPARTMENT OF EDUCATION WILL DISSEMINATE THIS INFORMATION IN
ITS OWN FORMAT TO ITS CONSTITUENTS USING DEPARTMENT OF
EDUCATION CHANNELS, .

12, MINIMIZE CONSIDERED.
POWELL
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