


C06052763FIED U.S. Department of State Case No. D-2016-06755 Doc No. C08052763 Date: 06/20/2016

1
1

From: Lee, Purcell N

Sent: * Tuesday, March 17, 2005 1:35 PM ’ .IRELEASE IN PART

Teo: Wagganer, Kevin L; Bentel, John A; Scott, Andrew C . b8 :

Ce Duncan, Bruce E

Subject: Secretary Residential Installation Hotwash 7

Attachments: Secretary Residential Instailation Hotwash.docx REVIEW AUTHORITY: Archie

Bolster, Senior Reviewer

Attached is the agendaltai!:ing points for the hot wash.

. s ge
.

UNCLASSIFIED U.S. Department of State Case No. D-2016-06755 Doc No. C06052763 ﬁate: 06/20/2016

D6



C06052764FIED U.S. Department of State Case No. D-2016-06755 Doc No. C06052764 Date: 06/20/2016

Secretary Residential Installation Hotwash

[RELEASE IN FULL]

1. Equipment location; . REVIEW AUTHORITY: Archie

a. Unclassified Partner System: : Bolster, Senior Reviewer

i. Server: Basement Telephone Closet
ii. Telephone Set: Various rooms

b. Classified Fax:
i. STE/Secure Fax: Third Floor

¢. Classified Red Switch: Third Floor

2, Status of Installation: _
a. Unclassified Partner Telephone System: Completed.
b. Classified STE/Fax: Completed
¢. Classified Red Switch: Completed
d. Unclassified Ops Drop: Verizon is still working to finalize path.
e. CMS Classified Video: Declined
f. CMS Classified Voice: Declined

3. Issues:
a. T1 Telephone Services were not available upon arrival
b. Analog lines (2) for the Partner system was not ordered.
c. Red Switch Technicians arrived 2 days later than scheduled.
d. SDS Data Cable was left in Washington
e. -‘Former President’s wireless headset was disconnected -
f. Secretary Clinton’s headset noise cancelling was not selected
g- Speed Dial for Secretary Clinton Unclassified telephone was not
working properly.
h. Secretary’s Clinton’s business lines were not set up in a “Hunt Group”

UNCLASSIFIED U.S. Department of State Case No. D-2016-06755 Doc No. C06052764 Date: 06/20/2016






C06052766FED U.S. Department of State Case No. D-2016-06755 Doc No. C06052766 Date: 06/20/2016

From: H <HDR22@clintonemail com™>

Seat: Saturday, November 13,2010 1:40PM [RELEASE IN FULL)

To: Huma Abedin <Huma@chntonema|[ com>

Subject: Re: .

Let's get sepamte address or device but I dor't want any risk of the persoml being accessible. REVIEW AUTHORITY: Archie

olster, Senior Reviewer

Also, Ididn‘tguanopsmil,mﬂyﬂslahoml‘mfomlgmympomctol)monl(yl.

—_— Onpml Message —
From: Hunwa Abedin

To:H

Sent: Sat Nov 13 13;21:53 2010
Subjeet: Re:

M -

! Wesiwdun:abmwuingyoummmﬂwn&ﬂymmﬂa&sm&e&mmywmmgﬂmwm ks
1ot the phone message system, its the device delay.

From:H . N

To: Hums Abedin s . . "
. Sent: SatNov 13 13«412010

Subject: Re:

L emailed back yes bizt ops told me they didnt hear from you so dido’t make call which | just ordered them ko do, Also Jake said hed
been trying to reach me and ops said they had called you about that too. This is not a good system.

—— Original Message — -
From; Huma Abedin
To:H -

Sent: Sat Nov 13 12:28:17 2010
Subject: RE:

Xouchnercando 12:45
ok?

HA0910112015
UNCLASSIFIED U.S. Department of State Case No. D-2016-06755 Doc No. C06052766 Date: 06!20!2016






C06052767IFIED U.S. Department of State Case No. D-2016-06755 Doc Ne. C06052787 Date: 06/20/2016

Y == o wemamd a0 2a e oaer s

[RELEASE IN FULL)

* Hanley Monia R
Abectin, Homg .
ecls | Por: S berry . )
Tueszlay, Aigust 30, 2011 4:1%15 PM

1 341

SSHRO@state.gov o REVIEW AUTHORITY: Archie Bolster,
) enjor Reviewer

~—= Qrigingl Message — GG

From: Bented, John A

Sent: Tuesday, Amustao 2011 04:15PM

To: Hariley, Monlca R . .

Subject: RE: S beny

Monica; Weml!yhaveanmmtptmbuslysatup: SSHRC@state.gov. There are some old emalls

but none since Jan *11 ~ we could get rid of them.
You shouid be aware that any emafl would go through the Department’s Infrastructure and subject to S P

FOIA searches.
Letmelwmlfanrqusﬂaﬁwdwhatwumldnkemtodo.
Thankst ~

John

SaU
‘This emall Is UNCLASSIFIED

——Originl
From: Hanley, Monka

_f’ﬂt'ﬁﬂdﬂ Al.lgust30.20113595'ﬂ
o

s;:h]ed:Sbar_y
' Do you know what her emall address would be on 3 state dept berry?

s

Fr

UNCLASSIFIED U.S. Department of State Case No. D-2016-06755 Doc No. C06052767 Date: 06/20/2016






C06052772IFIED U.S. Department of State Case No. D-2016-06755 Doc No. C06052772 Date: 06/20/2016

Frum: Argn G Cooper P —
Ta: ‘Abetin. Huma {RELEASE IN FULL)
Dote: Saturday, October 29, 2011 11:52:17 PM

I REVIEW AUTHORITY: Archie Bolster, |
Fyi clintonemail.com Is down due to an outage with our ISP, 'Senior Reviewer !

Our actual systems are up,
If it Jooks to be long term ie pastmorruw I will reroute the mall.
U or oscar can tell hre

UNCLASSIFIED U.S. Department of State Case No. D-2018-06755 Doc No. C06052772 Date: 06/20/2016



C060527783FIED U.S. Department of State Case No. D-2016-06755 Doc No. C06052778 Date: 06/20/2016

From: Justip Cooner

. To: Abedin. Homa
Ce Oscar Flores; Jon Ravidson ’ .

, Subject: Re: S menboned BB not working - JRELEASE IN FULL]
Date: Thursttay, Dacember 29, 2011 11:46:03 AM N

' .

|
Noissues on our end. : REVIEW AUTHORITY: Archie
As u know parts of the house there have bad senm:e ) Bolster, Senior Reviewer

Adding jd and oscar who are there to see if they are having trouble

From: Abedin, Huma [mailto:AbedinH@state.gov]
Sent: Thursday, December 29, 2011 11:42 AM
To: Justin Cooper

. Subject: Fw: SmentlonedBBnotworking

Are we having problerns with clintonemait? Not usually otherwise an issue in punta cana ~

From: Meehan, Bemadette M
Sent: Thursday, December 29, 2011 11:06 AM
To: Mills, Cheryl D; Sullivan, Jacob J; Abedin, Huma; Hanley, Monia R
Cc: Wells, Alice G; S SpeualAssistants
' Subject: S mentioned BB not working

On the call with Blair, S mentioned her BB is down and she is not getting emails. Not sure if thisis a
battery issue i::;something-wrong with the BB, but FYl.

UNCLASSIFIED U.S. Department of State Case No. D-2016-06755 Doc No. C08052778 Date: 06/20/2016



UNCLASSIFIED U.S. Department of State Case No. D-2016-06755 Doc No, C068052779

From: lustia Coogar

To: Mis, Cherd D; Shpoper| |: Abedin. tuma
Subject: Re: Waming; could not send message for past 4 hours
Date: Saturday, February 27, 2010 5:53:42 PM

Date: 06/21/2016

Ur funny. We are on the same server.

--—- Original Message -----

From: Mils, nd_D_I<MitlsCD@state.gov>
To: jcooper <jcoop

Sent: Sat Feb 27 08:00:15 2010

Subject: Fw: Warning: could not send message for past 4 hours

; Abedin, Huma <AbedinH@state.gov>

‘RELEASE IN
I:PART D7,06

D63

Fyi - hrc email coming back - Is server okay? REVIEW AUTHORITY: Archie ‘

----- Original Message -----

From: postmaster <postmaster@state gov>

To: Mills, Cheryi D

Sent: Sat Feb 27 03:05:06 2010

Subject: Warming: could not send message for past 4 hours

This is a MIME-enpsulated message

--01R856U¢c010583, 1267257905/e_server)| :
${fe_shelo}state.gov * Se———
${daemon_flaas}

${fe_dient
${if -addr

AEIXAETRBEABAEEER LS EEFAEEERLIERT LR ER X RAZXBTLENE

**  THIS IS A WARNING MESSAGE ONLY ~ **
= YOU DO NOT NEED TO RESEND YOUR MESSAGE **

ARNEAFXEIXEXREENSRAPREEFRXREIRFBREHREEERR L RKN RN

The original message was received at Sat, 27 Feb 2010 03:41:40 GMT
from:
<MillsCO@state.gov>

----- Transcript of sesskon follows ——-
451 4.4.1 reply: read error from mall.dintonemail.com.
<hdr22@dintonemall.com>... Deferred: Connection timed out with mail.clintonemall.com.
Warning: message still undelivered after 4 hours
Will keep trying until message is 1 day old

--03RB56Uc010583.1267257906/e_ serva']-
${fe_shelo}state.gov
${daemon_ ﬁags}

${if_ addr}
Content-Type: message/delivery-stams

Reporting-MTA: dns; e seweri _‘]

${fe_shelo)state.gov
${daemon_flags} -

s{fe_client} ]

${if_addr] .,
${fe_chelo] ]

t{auth_authen}

Bolster, Senjor Reviewer

D7

D7
D7

D7

D7
D7

D7

D7
Ut

D7
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UNCLAS§IFIED U.S. Department of State Case No. D-2016-06755 Doc No. C06052779 Date: 06/21/2016

${fe_mta}sendmall
S<MillsCO@state.gov>
MDeferred: Connection timed cut with mail.clintonemail.com.
rRFCE22; hdr22@dIntonemail.com
RPFD: <hdr22@dintonemall.com>
H?P?Return-Path: <ax»

H??Received: from| o
by vance2.state.gov with ESMTP id 01R3fedR0T1556
for <hdr2Z@dintonemail.com>: Fri, 26 Feb 2010 22:41:40 -0500
?Received: from|

aruif
with Microsoft SMTPSVIC(6.0.3790.3959);

~ Fn, 26 Feb 2319.21;13;2?_115!10_____1- '
H??Recelved: from by B | with

Microsoft SMT
Arrival-Date: Sat, 27 Feb 2010 03:41:40 GMT

Final-Reciplent: RFCB22; hdr22@dintonemail.com
Action: delayed

Status: 4.4.2 :

Last-Attempt-Date: Sat, 27 Feb 2010 08:05:06 GMT
Will-Retry-Until: Sun, 28 Feb 2010 03:41:40 GMT

--o1Rsssumnsaa.izs?zsrgnisle_seweri '
${fe_shelo}state.gov

${dzemon_fiags}

${fe_dient}

${if_addr

Content-Type: masagejrfcszz

Return-Path: <MillsCO@state.qov>
Received: from
by vance2,state.gov with ESMTP id 01R3feDR011956
for <hdr22@dintonemall.com>; Fr, 26 Feb 2010 22:41:40 -0500
Reteived: from
with Microsoft SMTPSVC(6.0.3790.3959);
Fri, 26 Feb 2010 23:13:22 -0500

Received: from | with
Microsoft SMTPSVC({6.0.3790.39549]; St P

Fri, 26 Feb 2010 23;13:2] -050{ —
Recelved: from | withs Microsoft

SMTPSVC(6.0.3790-2499);
Fri, 26 Feb 2010 23:13:20 -0500

X-MimeOLE: Produced By Microsoft Exchange V6.5

Content-class: umn:content-classes:message

MIME-Version: 1.0

Content-Type: multipart/mixed;
boundary="-—-_=_NextPart_001_01CAB763.16C28431" _ -

Subject: Fw: Warning could not send message for past 4 hours (RESENT BY CDM)

Date: Fri, 26 Feb 2010 23:12:34 -0500

Mge-!D: <248&1118E6623A44970C232[}080C268505078F58€

X-MS-Has-Attach:

X-MS-TNEF-Correlator:

Thread-Topic: Warning: could not send message for past 4 hours

Thread-Index: Acg3XMABnagXVEISIGgsxcS40ladAABIYIZ

From: "Mills, Cheryi D" <MillsCO@state.gov>

To: <hdr22@clintonemall.com>

X-OriginalArtivaltime: 27 Feb 2010 04:13:20.0944 (UTC) FILETIME=[3271BB00:01CAB763)

X-TM-AS-Product-Ver; SMEX~8.0.0,4125-6.000.1038-17216.006

X-TM-AS-Result: No—-11.737700-0,000000-31

X-TM-AS-User-Approved-Sender: Yes

UNCLASSIFIED U.S. Department of State Case No. D-2018-08755 Doc No. C06052779 Date: 06/21/2016
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UNCLASSIFIED U.S. Department of State Case No. D-2016-06755 Doc No. C06052779 Date: 06/21/2016

X-TM-AS-User-Blocked-Sender: No
This is a multi-part message in MIME format.

------_=_NextPart_001_01CAB763.16C28431
Content-Type: text/plain;

charsat="utf-8"
Content-Transfer-Encoding: base64

Tm90IHN1cmUgdZhSIHRoZXNIGNhbWUgYmFjayAtIHNjem9sbCBkbIdulGZvaBIZXNZYWdlew0K
DQotLSOtLSBPaminaWShbCBNZXNZYWdIICHLSOtDQpGemHtOiBwh3NObWFzdGVyI Dxwhb3NObWFz
dGVYQHNOYXRILMdvdj4NCIRvOIBNaWxscywgQZhicnlsIEQNCINIbnQ6TEZyaSBGZWIgMiY gMiES
NTMEM]YgM]AXMAOKU3ViamVjdDogV2FybmiuZzogY251bGQgbmS0IHNIbmQgbWVzc2FnZSBmb3lg
cGFzdCANIGhvdXzDQoNCiAgICAqKIoqgKiogKiogKiogKiogKiogKiogKogKiogKiogKiogKiog
KiogKioqKioqDQoglCAgKiogiCAgICBUSEITIEITIEEgVOFSTKIORYBNRYNTQUAFIESOTFkaICAg
1CAQKgOKICAQICogI1CBZT 1LUIgREBGTKIUIESFRUQGVEBgUKVTRUSEIFIPVVIgTUVTUOFHRSAgKION
CiagiCAqKiogKiogKiogkiogKioqKiogKioqKiogKiogKiogKiogKiogKiogKloqKiogDQoNCIRo
ZSBveminaWShbCBEZXNZYWdITHdhcy By ZWNIaXZIZCBhdCBGemksIDI2IEZIYiAyM DEwIDIYOjQy
OjE2IEANVADKZnIvDToNCjxNaWxscONEQHNOYXRILmdvdj4NCoOKICAGLSOLLS0gVHIhbnNjomiw
dCBvZiBzZXNzaWIuIGZvbGxvd 3MgLSTL SONCIQ1MSAOLiQuMSBY ZXBseTogemVhZCBlcnIvaiBm
omStiGIhaWwuY2xpbnRvbmVtyWisLmNvbS4NCixoZH1lyMkBibGludGIuZW 1haWwuY29tPiduLiBE
ZWZIen)IZDogQ29ubmVidGivbiB0aW 11ZCBvdXQad210aCBtYWisLmNsaw50b25tbWFobCSjb20u
DQPXYX)uaWSnOiBIZXNZYWdIIHNOaWxsIHVUZGVsaXZIemVkIGFmdGVyIDQgaG1enMNCidpbGwg
a2VicCBDenipbmogdWStaWwgbWVze2FnZSBpoy AxIGRheSBvbGQNCg==

------_=_NextPart_001_01CAB763.16C28431
Content-Type: applicationfoctet-stream;
name="ATT1011450,txt"
Content-Transfer-Encoding: base64”
Content-Description: ATT1011450.bxt
Content-Disposition; attachment;
filename="ATT1011450.ba”

UmVwb3J0aWSnLU1UQTogZG520yANCKFyamI2YWWIRGFOZTogRIpLCAYNIBGZWIgMAXMCAYMio0
MjoxNIBHTVQNCGOKRmiuYWwtUmVjaXBpZW500IBSRKM4M]I7IGhkcjlyQGNsaws0b251bWFpbCS;
b20NCKFidGIvbjogZGVSYXIZAOKL3RhdHV20IA0LJQUMGDKTGF2dC 1BAHRIBXBOLURhAGUGIFND
dOWgMICGRMVIIDIWMTAGMDIGNTMEM]YgRO1UDQpXaWxsLVIIdHISLVVUdGIsOIBTYXQsIDI3IEZ)
YiAyMDEWIDIyOJQyOjE2IEINVADK :

------_=__NextPa'r:_001_01CAB763.16C28431
Content-Type: message/rfc822
Content-Transfer-Encoding: 7bit

Content-class: urn:content-classes:message
MIME-Version: 1.0
Content-Type: text/plain;
charset="utf-8"
Content-Transfer-Encoding: base64
Return-Path: <MillsCD@state.gov>
X-OriginalAmivalTime: 26 Feb 2010 23:15:47.0045 (UTC) FILETIME=[AOBOF150:01CAB739]
X-MimeOLE: Produced By Microsoft Exchange V6.5
¥<TM-AS-Product-Ver: SMEX-8.0.0.4125-6.000.1038-17216.006 g
X-TM-AS-Result; No--14.7985600-0.000000-31
X-TM-AS-User-Approved-Sender: Yes
X-TM-AS-User-Blocked-Sender: No
Subject; Fw: Thank you.
Date: Fri, 26 Feb 2010 18:15:36 -0500
Message-1D: <24BE11 1BE6623IA44970C232D0B0C26B505078F49@sessmi35u.ses.state.sbu>

UNCLASSIFIED U.S. Department of State Case No. D-2016-06755 Doc No. C06052779 Date: 06/21/2016



UNCLASSIFIED U.S. Department of State Case No. D-2018-06755 Doc No. 06052779 Date: 08/21/2016

X-MS-Has-Attach:

X-MS-TNEF-Correlator:

Thread-Topic: Thank you.

Thread-index: Acq30FWxiaMz+kTNQw66tBpMwlzzawAAURSS
From: "Mills, Cheryl D" <MillsCD@state.gov>

To: <hdr22@dintonemail.com>

RnlpDQoNCI9fX 191X 19X 19fX19fX 197X 19X 191 97X 19fX19fDQoNCkZyb2061ExId2i:LCBS
ZXRhIEpvIAOKVGE6IE 1pbGxzL CBOaGVyeWwgRCANCINIbNQGIEZyaSBGZWIgMjYgMTg6MDUGMTC

MjAXMADKU3ViamVidDogVGhhbmsgeW91UANCgOKDQoNCkNoZXI5bDoNCgOKIADKDQRIIHIY2VD -

dmVKIGEGY2FsbCBmemStIFBhdCBOaGROIHNhaWQgYWsIHdvdWixkIGJTHRha2VWIGNhemUab2Yg

dGokYXkulCBUaGFua3Mge2BgbXViaC4gIExIdOKAMXMgdGFsayBuZxXh0IHAIZWsuDQoNCIANCGOK
UmVOYSANCgOK

w—_z=_NextPart_001_01CAB763.16C28431--

--01RBS6UC010583.1267257906/e_ server}[———_,
4{fe_shelo}state.gov

${daerhon_fia
${fe_dient}
${if addr}%’

—OlRESEUCO10583.1267257906 /e _server) |

${fe_shelo}state.gov
${dzemon_flags}

${fe_dient} -
${If addr

UNCLASSIFIED U.S. Department of State Case No. D-2016-06755 Doc No. C06052779 Date: 06/21/2016
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C06052780IFIED U.S. Department of State Case No. D-2016-06755 Doc No. C06052780 Date: 06/20/2016

From: Justin Cooper -

Te: Abedin, Huma : ' TN T
Subject; _ Re Is dnton emal down? ) RELEASE IN FULY]
Dates Wednesday, Ocober 10, 2012 10:55:34 AM

it was : o EVIEW AUTHORITY: Archie
back up now Bolster, Senior Reviewer

On Oct 10, 2012, at 8:38 AM, Abedin, Huma wrote:

>

'UNCLASSIFIED U.S. Depariment of State Case No, D-2016-08755 Doc No, C08052780 Date: 06/20/.‘1.;016



C0605278B1IFIED U.S. Department of State Case No. D-2016-06755 Doc No. C08052781 Date: 06/20/2016

From: ' Mensah, Ebenezer T

Sent: Wednesday, December 22, 2010 2:30 PM LEAS

To; Lawrenge, Thomas W; Jammes, Trey; Gazlay, Jay E ’Eg 07 ot
Ce Wilsan, Nancy L; LaVolpe, Kenneth E; Jacks, Yvette R .

Subject: RE: Meeting with Huma

Thahk you Thomas and wé also appreciate all the assistance and team coordination an this matter as weil. | will continue
: to work with your team so long as this and all other ScanMail issues persist. So, please do not hesitate to cail or keep rhe
; in the loop if there dre any issues or concerns rélating to ScanMail or have any questions. | have a couple.of méetings
schedule with both VIRT/Trend Micro support on this matter and will continue to highlight the continuous problem
areas as well as user frustrations going forward. Again, thanks for all the local assistance on this r'né;:ter.

Ebenezer Mensah

Exchange Systerns Enginetr
IRM/OPS/MSO/EML

SkyePoint Decisions Support Contractor
(202} 634-0278

Mensahel@State-Gov

e —— s — i — A g B e R —— S ety S b

From: Lawrence, Thomas W

Senty Wednesday, December 22, 2010 12:22 PM

To; Mensah, Ebenezer T; Jammes, Trey; Gazlay, Jay E
Ce: Wilson, Nancy L; LaVolpe, Kenineth E; Jacks, Yvette R
Subjéct: RE: Megting with Huma

3

This was my call. Because | don’t have all the facts to what exactly is going on with SMEX, | decided to be methodical. )
This Is due to the fact both content filtering and anti-virus checking on that BH has blocked malicious content in the
recent past. If we.find the changes made are not affective, our next steps will be:

Disable Content Filteringand restart SMTP services
Verify - if problem continues....

Disable.AV Filtering and restart SMTP services
Verify — if problem continues....

E. Escalate

OnNnmp

We will cdntinue to communicate with you over the next coupte of days as | have asked of you,

Again, thank you for your assistance. While we are frustrated with the situation, please don't misunderstand that is
directed towards you. We zre appreciative of all your efforts.
tom

Froin: Mensah, Ebenezer T

Sent: Wednesday, Décember 22, 2010 11:12 AM

To: Jammes, Trey; Gazlay, Jay E; Lawrence, Thomas W
Cc: Wilson, Nancy L; LaVoipe, Kenneth E; Jacks, Yvette R
Subject: RE: Meeting with Huma

UNCLASSIFIED U.S. Department of State Case No. D-2016-06755 Doc No. C06052781 Date: 06/20/2016



C06052781IFIED U.S. Department of State Case No. D-2016-06755 Doc No. C06052781 Date: 06/20/2016
Jay,

It's correct that Anti-span need to be disabled per our recommendation but that was before we started receiving
complaints for these isolated Issue with categarizer problems and through workaround, we discover that adding these
two filters on our BHs eliminate that problem. And we’ve already brought it to VIRT and Trend Micro attention. We
continue to work with them daily on these Issue and believe they're working through those issues in the version 10
{Pilot) which seem to experience similar issue as Triay already elaborated on {also these new settings are not in original
documentation). .

So, in order to eliminate the categorizer issue which seem to be our primary concern, then you will want to disable the
two additional filters as recommended and we will let you iknow if anything changes in the near future or else you will
not get the user/customer satisfactory result on that very Issue if those fitters are still enabled. Thanks.

Attach is a copy of the instaliation gulde for ScanMail 8.

Ebenezer Mensah

Exchange Systems Engineer
IRWOPS/MSO/EML

SkyePolnt Decislons Support Contractor
(202) 634-0278

Mensahet@Slate Gav

From: Jammes, Trey

Sent: Wednesday, December 22, 2010 9:47 AM

To: Gazlay, Jay E; Lawrence, Thomas W; Menssh, Ebenezer T
Cc: Wilson, Nancy L; LaVolpe, Kenneth E; Jacks, Yvette R
Subject: RE: Mesting with Huma

S s S S ML e Mg d AR E meer = i

1am not confident that Trend will provide an update for SMEX 8. That is two revs behind their current offering, SMEX 10,
and they are pushing us to go to that {currently in pilot), and they have never not yet been able to deliver a fool-proof
solution for an issue that has been around for at least 2 years. Unfortunately, we have seen similar problems with SMEX
10. EB, corract me if 'm wrong though, | don’t think that we have seen the problem with SMEX 10 when running
without the anti-SPAM piece.

Tom, what type of update are you looking for by 15007 | do think that turning aff anti-SPAM is a resoluition if that is what
was causing the problem. Did the SMTP sefvice ever.get restarted? | don’t think | got an answer on that.

Trey Jammes

From: Gazlay, Jay E

Sent: Wednesday, December 22, 2010 9:35 AM

To: Lawrence, Thomas W; Mensah, Ebenezer T; Jammes, Trey
Cc: Wilson, Nancy L; LaVolpe, Kenneth E; Jacks, Yvelte R
Subject: RE: Meeting with Huma

—————te oma  mo& T " Ay e by e

As per my Instructions from Kenny, last night at 7:30 I turned off *Antl-Spam" on our

bridgeheads| ]and| L If it Is really necessary to to the other settings, let's
setup a conference call later today.

UNCLASSIFIED U.S. Department of State Case No. D-2016-06755 Doc No. C06052781 Date: 06/20/12016



C06052781FIED U.S. Department of State Case No. D-2016-06755 Doc No. C06052781 Date: 08/20/2016

_"!."'!-‘_..."E—_....-E—. M = Do w T — ——— ]
TF!END MICRO™ScanMail for Mmrosoft"‘Exchange
Currant sarvér: SESSMLIZU Regl-time monitor Server Manggemant
Anti-Spam
Summary
Virus Scan [Jeneble Anti-Spam
Attachment Blodking Yarget N m-\
Content Filtering
Anti-Spam Spam Gatch Rate =t
franual Scan Spam detection lovel: madium +
Scheduled Scan [ Datect Phishing (1
b Updates Approved Senders
b Alerts Email from addreszes or domain namaqs In this list will not be traated ax Spam:
} Reports (for unmptcndomulu.mm. uumamc@domnlu.mm, or @domatn.com)
> Logs - :
» Quarantine @state.qgov Remoys
» Administration

Jay E. Gazlay

Worldwide Information Network Systems

Office; 202.647.4525 | Mobile

In arcordance with E.0. 13526 this message is not classified.

From: Lawrence Thoms W

Sent: Wednesday, December 22, 2010 8:34 AM

To: Mensah, Ebenezer T; Jammes, Trey

Cc; Wilson, Nancy L; LaVolpe, Kenneth E; Gazlay, Jay E
Subject: RE: Meeting with Huma

Thank you for all your efforts. We are grateful for your persistence on this matter and we are ready to assist in any
manner.

To officially indicate the obvious from S/ES-IRM, we view this as a Band-Aid and fear it’s not 100% fully effective. We are
eager for Trend Micro to fully resolve, quickly. | want an update on the status by 1500 today, even if it's noth!ng
changed.

Trey do you agree with my position? If not, please simply contact me direct. Thanks

tom

From: Mensah, EbenezerT

Sent: Wednesday, December 22, 2010 8:10 AM

To: Lawrence, Thomas W; Jammes, Trey; LaVolpe, Kenneth E; Gazlay, Jay E
Cc: Wilson, Nancy L

Subject: RE: Mesting with Huma

The ant-phishing filtars settings shouid be laft as it s now, it should be the 3 fitters on the instruction 1 sent Jay and his
team yesterday. Just so you know, we’re still working with Trend Micro on some of these filter related issues and will
update you if any changes are necessary. Thanks.

Ebenezer Mensah
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Exchange Systems Engineer
IRM/OPSIMSO/EML

SkyePoint Decisions Support Cont:actor
{202) 634-0278 .

Mensghel@Slate:Gov

From: Lawrence, Thomias W

Sent: Tuesday, December 21, 2010 4:01 PM

To: Jammes, Trey; LaVolpe, Kenneth E; Gazlay; Jay E; Mensah, Ebenezer T
Cc: Wilson, Nancy L

Subject: RE: Meeting with Huma

Thanks, we are discussing now. What about the anti-phishing filter? Same?

S e —————————————rn & %3 b 5 g unwa

From: Jammes, Trey i

Sent: Tuesday, December 21, 2010 2:39 PM |

To: Lawrence, Thomas W; LaVolpe, Kenneth E; Gazlay, Jay E; Mensah, Ebenezer T
Cc: Wilson, Naney L |

Subject: RE; Meeting with Huma

Turning off the anti-spam filter on the server is recommended at least to verify that-it resolves the problem {assuming
this is recurring). instructions were sent to Jay. It is also recommended to restart the SMTP service when the Categorizer
Is not processing massages properly. .

Trey Jammes

From: Lawrence, Thomas W

Senk: Tuesday, December 21, 2010 1:36 PM |
To: LaVolpe, Kenneth'E; Gazlay, Jay E; Mensah, Ebenezer T .

€c: Wilson, Nancy L; Jammes, Trey

Subjéct: RE Meeting with Huma

Huma is asking for an update. Do we have one?

From: LaVolpe, Kenneth E

Sént: Tiesday, December 21, 2010 10:01 AM

To: Gazlay, Jay E; Mensah, Ebenezer T

Cc: Wilson, Nancy L; Jammes, Trey; Lawrence, Thomas W
Subject: RE: Meeting with Huma

Just Ioap;ing Trey and Tom Into this.

From: Gazlay, Jay E

Sent: Tuesday, December 21, 2010 9:56 AM
To: Mensah, Ebenezer T

Cc: LaVolpe, Kenneth E; Wilson, Nancy'L
Subject: RE: Medting with Huma

1. Version of ScanMail ?

UNCLASSIFIED U.S. Department of State Case No. D-2016-06755 Doc No. C06052781 Date: 06/20/2018
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Jay E. Gazlay .
Worldwide Information Network Systems

Office: 202.647.4525 | Mob,lle1 l

In accordance with E.O. 13526 this message is no sified.

From: Mensah, Ebenezer T

Sent: Tuesday, December 21, 2010 B:29 AM _
To: Gazlay, Jay E d .
Ce: Lavolpe, Kenneth E; Wilson, Nancy, L

Subject: RE: Meeting with Huma

All ] was saying was | didn’tfind a tcace of any of the reported messages but more information may help. So, here are
the specific questioris that may help as well

7. Version bf ScanMail ?

B. Screenshot of message delivered to the categorizer an‘ Ias stated below?

9, Which device or application Were those failed delivery messages sent from {it doesn’t seem to be Outloak
sources but | may be wrong).

10. Were there any attachment associated with any of these messages that were stripped off?

11. Was there any reason | couldri’t see the senders email address in the very message, instead it appears as letter
“H", Any reason the address wasn't there?

Ebenezer Mensah

Exghange Systems Engineer
IRM/ORS/MSO/EML

SkyePgint Decisions Support Contractor

(202) 634-0278

Mensaheli®Stale Gov o

From: Gazlay, Jay E

Sent: Monday, December 20, 2010 4:14 PM
To: Mensah Ebenezer T

Ce: LaVoIpe, Kenneth E; Wilson, Nancy L
Subject:' RE: Meeting wfth Humé

EB,
With so many questions in-line, I am worried that I might not properly cover each of
them. Can you please provide a bullet-list of what information you need to be successful?

Regards,

Jay E. Gazlay

Worldwide Information Network S

Office: 202.647.4525 | Mobflei l
In accordance with E.O. 13526 this $3ge Is fiot classified,

From: Mensah, Ebenezer T

Sent: Monday, December 20, 2010 2:52 PM
To: Gazldy, Jay E

Cc: LaVolpe, Kenheth E; Wilson, Nahcy L
Subject: RE: Meeting with Huma

Jay,

UNCLASSIFIED U.S. Department of State Case No. D-2016-06755 Doc No. C08052781 Date; 06/20/2016
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t did use different scenario to track down some of the specific message in question, as presented routing between the
sender and recipient (s}, but i did not find or get any specific data to analyze the cause as well as determine if these
messages actually came through our system or got stuck somewhere on It's transmission or if it did not hit any of DOS
Bridgeheads at all. 1 did use multiple methods to track down messages through all and selected BHs to try and at least
get something that seem to have been deliver into the databases where the recipient mailboxes are homed but none
gave me anything concrete on the subject matter. However, | saw other messages that were sent from the same users
that came through from same senders without problem,

This bring us to the point where we want to know “the differences” or what types of messages were delivered without
problem and those that cannot be traced from the sender point of view and how these two differant messages were
sent in the first place (either BB, MAPI client, OWA or through other application or device). Also, let’ remember certain
attachment or message sizes over 30MB will be refuse delivery.

Lastly, | will like to at feast get more information or screenshot of the messages that were stuck in the categorizer, 'm

not sure why | did not find them or see those as well but if | couid get more information on that | think that will help our
‘process as well (it wos resent at 7:11 arn by sender to huma, received and olso “submitted to Categorizer” on .
sessmi32u).

At this point I'm not relating any of ail yet until [ get answers to some the questions as well as the version
of ScanMail version running on your and other SES Exchange BH servers. Thanks.

Ebenezer Mensah

Exchange Systems Engineer

IRMIOPSMSO/EML -

SkyePolnt Decisions Support Contractor t
(202) 634-0278

Mensshei@State Gov

From: Gazlay, Jay E

Sent: Monday, December 20, 2010 9:05 AM
To: Mensah, Ebenezer T

Cc: LaVolpe, Kenneth E; Wilson, Nancy L
Subject: FW: Meeting with Huma

Eb,
Can you piease check on your side for any information regarding this message. Please do
not forward the attachment to other IRM staff without checking with our Gov't first.

Thank you,

Jay E. Gazlay

Worldwide Information Network Systerns__
Office: 202.647.4525 | Mobile

In accordance with E.0. 13526 this message is not classified.

From: (341N, Bryar M)

Sent: Friday, December 17, 2010 4:56 PM
To: Gazlay, Jay E

Cc; Lawrence, Thomas W

Subject: RE: Meeting with Huma

Kheik 15 the ors from thé'13"~ I.looked forthe one onthé-14"“and could not find one with'a biank subject..4 did find,
{one sent at¥hat time-tq jona and Auma withsubject Frigay which] can grab.fof you)

7
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-Bryan

From: Gazlay, Jay E
Senl? Fndav. December 17, 2010 4:26 PM

Cc. !.awrence ThomasW -
Subject: RE: Meeting with Huma

% RYdsractt U BOKHTORO Howal E0PYI0 E‘éﬁ??ﬁﬂiﬁ: EdncludingitneineaaerRFO R ato s

R M T e

TELS

Regards,

Jay E. Gazlay

Worldwide Information Network Systems

Office: 202.647.4525 | Mobile’:]

In accordance with E.0. 13526 this message Is not classilied.

hagliaaENB AN

From:

Sent: Friday, December 17, 2010 4:25 PM
To: Gazlay, Jay E-

Ce: Lawrence, Thomas W

Subject: RE: Meeting with Huma

From: Gazlay, Jay E
Sent: Friday December 17, 2010 4:20 PM

Ce: Lawmnce 1110mas w
’ Subject:RE Meeting with Huma

m&f%\ ;

Jay E. Gazlay

Worldwide Information Networ S
Ofﬂce 202.647.4525 | Mobiie
1o actordance with £.0. 13526 l:hus.messagejs.not classified,

Froin: Pagliano, Bryan M
Sent: Friday, December 17, 2010 4:19 PM
To; Gazlay, Jay E

UNCLASSIFIED U.S. Department of State Case No. D-2016-06755 Doc No. C06052781 Date: 068/20/2016



C06052781IFIED U.S. Department of State Case No. D-2016-06755 Doc No. C08052781 Date: 06/20/2016

Cc: Lawrence, Thomas W
Subject: RE: Mesting with Huma

50, 1am on the system now and looking at the logs.

I can send you the text of the log if you want, but that message was sent through vance.state.gov which replied that the
recipients were okay | for both recipients at12/13/2010 07:10:02

While | am on, | can look up others messages

From: Gazlay, Jay E

Sent: Friday, December 17, 2010 1:36 PM
To: Pagliano, Bryan M

Subject: FW: Meeting with Huma

Jay E. Gazlay

Worldwide Information Networ] t
Office: 202:647.4525 | Moblle
In accordance with E.O. 13526 this message Is not-classified.

From: LaVolpe, Kenneth E

Sent: Friday, December 17, 2010 12:04 PM
To: SES-IRM_Tech .

Subject: Re: Meeting with Huma

Jay and Nancy could you look into this immediately. This should trump-ali other activities. You cin also have a 1 day
extension on heat tickets.

From: Almodovar, Cindy T

Sent: Friday, December 17, 2010 11:17 AM
To: SES-IRM_Tech

Cc: SES-IRM_FO-Mgt

Subject: Meeting with Huma

1 miet with Hurha for about 30 minutés ta go over mail issues.

She gave me some examples listed below, but also, things are inconsistent. But issue #1 is of an e-miail which
was sent to her twice this morning, did get received on b but was not delivered. See details below.

A1y BB Ot o e T W ORS T AILS ez s ey STy an Eag iane ang hEA U TiOWWORKE for-STate)
GuEhe Epariti P EtaICar NS D)
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Huma sent several tests from her cliritonemail account to Lona and myself — they were received. But there are
many messages and responses not received. .

2. She sent a message this morning from her state.gov account to cheftwan@mail.house.gov.
» Recipientresponded, but she didn't get the response. | found that the response arrived and is
on as “submitted to Categorizer” at 6:47 this moming.
o It was resent at 7:11 am by sender to huma, received and also "submitted to Categorizer” on

L1 iglz._lléfhb‘ﬂzz clin ?"Fn i o%{gﬁ_@i&?é%!ﬁ:hb‘;ﬁ "“|_il’i—t “ﬁ'.m‘ 1]‘:_-5-.4-.. illianii@stéte.s
andfSterntd@state 2oy atT-00 M. The subjectiine,was Kides and Espinosa.-Huma réceedithe -

an.é‘ésageré't-the:@fi"gfbn!add‘ré’?‘?but:tﬁé%@?ec%ieﬁéﬁl' ot Foreive) T

4. On 12/24, hdr22@clintoremail.com sent a message to iuma@clintoriemaii.com and
Valmoroli@state.gov at 10:03 pm. The subject fine was blank. Huma received at Clinton address, but
Lona did not receive on her state.gov account. )

@ Cindy Trodder Almodovar
S/ES Supervisory Systéms Administrator
S/ES-AM POEMS Help Desk  *

U.S. Department of State

Phone: 202-647-8328 | Fax:"202-647-8151

10
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::" : mmmm JRELEASE IN FULL!
Date: Sunday, January.03, 2011 2:57:19 AM .
I had to shut down the server

Someone was trying to hack us and while they did not get i in i didnt want to let them have the chance
I wil restart it in the moming.
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From: Justint €ooper <Justin@presidentelinton.com>
Sent Sunday, January 09, 2011 2:59 PM

To: : Abedin, Huma; Doug Band

Stibject: : ' Re: '

Thanks, We were attacked again so1 shut it down for & few min. it shid be working now

—-- Qriginal Message -----

From: Abedin, Huma <AbedinH@state gov>
To: Justin Cooper; Doug Band

Sent: Sun Jan 09 14:33:52.2011

Subject:

My clinton belry not working.

1 got your emajl about varkey

1 emalied him earlier about plans.

He only respomded a few nfinutes ago saying they could come. Will close the loop

.

RELEASE IN
PART D6

REVIEW AUTHORITY: Archie
Bolster, Senior Reviewer
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.

From: Abedin, Huma ' .
Sent: : Monday, January 10, 2011 1:31 AM "

- To: Sullivan, Jacob J; Mills, Cheryl D IRELEASE IN FULL
Subject: Don't emall hrc anythmg sensitive. 1 can mcplain more in person,

EVIEW AUTHORITY: Archie Bolster,
enior Reviewer

|
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