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required hardware; All Software updat

 llestAchviies L

5:00 a.m. -5:30 a.m.

Switch End Points

6:00 a.m. - 8:30 a.m.

FFM Ul Stress Testing Scripting

QSSI ACA FFM Ul End to End Test (PST data)

8:30a.m.-9:00 a.m.

Switch End Points

9:30 a.m. —8:00 p.m.

Issuer Testing & State ORR Demos
State Initiated End to End
FFM Ul D1H31 Test (QSSI ACA)

8:00 p.m. - 5:00 a.m.

Maintenance Window

20-Sep

5:00a.m.-5:30a.m.

Switch End Points

6:00 a.m. - 8:30 a.m.

FFM Ul Stress Testing Scripting
QSSI ACA FFM Ul End to End Test

8:30a.m. -9:00 a.m.

Switch End Points

9:30 a.m. —-8:00 p.m.

Issuer Testing & State ORR Demos
State Initiated End to End
FFM Ul D1H31 Test (QSSI ACA)

8:00 p.m.-5:00a.m.

Maintenance Window

21-Sep

8:30a.m.-9:00a.m.

Switch End Points

9:30 a.m. —8:00 p.m.

Issuer Testing & State ORR Demos
State Initiated End to End

8:00 p.m.-12:00 a.m.

Maintenance Window

HHS-0026447
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22-Sep

12:00 a.m. - 8:00 a.m.

Maintenance Window

7:00a.m.-7:30a.m.

IRS network connectivity (Prod to Prod)

7:30 a.m. -8:00 a.m.

DHS network connectivity {Prod to Prod)

8:00a.m.-8:30a.m.

VHA network connectivity {Prod to Prod)

8:30a.m. -9:00 a.m.

TRICARE network connectivity {(Prod to Prod)

9:00 a.m. -9:30 a.m.

SSA network connectivity {Prod to Prod)

10:00 a.m. -10:30 a.m.

CMS EES network connectivity (Prod to Prod)

10:30 p.m. - 11:00 a.m.

Equifax network connectivity (Prod to Prod)

11:30 p.m. -12:00 p.m.

Experian network connectivity {(Prod to Prod)

8:00 a.m.-8:30a.m.

Switch End Points

9:00 a.m. - 4:00 p.m.

FFM Initiated PST - EES and SSA
Scenarios with no finanical assistance

5:00 p.m.-12:00 a.m.

Maintenance Window

23-Sep

12:00 a.m. - 8:00 a.m.

Maintenance Window

8:00a.m.-8:30a.m.

Switch End Points

8:00 a.m. -9:00 a.m.

Federal network connectivity

9:00 a.m. —4:00 p.m.

FFM Initiated PST - EES and SSA
Scenarios with no finanical assistance

5:00 p.m.-12:00 a.m.

Maintenance Window

24-Sep

12:00 a.m. - 8:00 a.m.

Maintenance Window

8:00a.m.-8:30a.m.

Switch End Points

8:00 a.m. -9:00 a.m.

Federal network connectivity

9:00a.m. —4:00 p.m.

FFM Initiated PST - EES and SSA
Scenarios with no finanical assistance

5:00 p.m.-12:00 a.m.

Maintenance Window

HHS-0026448
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¥ maintenance

DataType

EES Prod
IRS Prod Simulation
SSA Integration

EES Prod
IRS Prod Simulation
SSA Integration

Test Harness Without Harness

EES Prod
IRS Prod Simulation
SSA Integration

EES Prod
IRS Prod Simulation
SSA Integration

Test Harness Without Harness

Test Harness Without Harness

Obtained via FOIA by Judicial Watch, Inc.
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Hub to TDS Prod

Hub to TDS Prod

Hub to TDS Prod

Hub to TDS Prod

Hub to TDS Prod

Hub to TDS Prod

Hub to TDS Prod

Hub to TDS Prod

EES Prod
SSA Integration

EES Prod
SSA Integration

EES Prod
SSA Integration

Obtained via FOIA by Judicial Watch, Inc.
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7:00a.m.—12:00 p.m. |External Partner Application layer Connectivity All except IRS
12:00 p.m. = 7:00 a.m. Conversion to Prod
26-Sep
7:00a.m.—12:00 p.m. ]External Partner Application layer Connectivity
12:00 p.m. - 7:00 a.m. Conversion to Prod
27-Sep
7:00a.m.—12:00 p.m. |External Partner Application layer Connectivity IRS starts

12:00 p.m. - 7:00 a.m.

Conversion to Prod

28-Sep

7:00a.m. - 12:00 p.m.

External Partner Application layer Connectivity

12:00 p.m. - 7:00 a.m.

Conversion to Prod

29-Sep

7:00a.m.-12:00 p.m.

-l

External Partner Application layer Connectivity

12:00 p.m. - 7:00 a.m.

Conversion to Prod

30-Sep

7:00a.m.—12:00 p.m.

|External Partner Application layer Connectivity

12:00 p.m. = 7:00 a.m.

Conversion to Prod

HHS-0026451
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Assumptions: No Stress Testin

Dates

Time of Day

Obtained via FOIA by Judicial Watch, Inc.

20-Sep SCA Combléte
| 21—Sep|AII Day lReadiness / Smoke Testing |Includes Alphas
| 22—Sep|AI| Day lReadiness / Smoke Testing |lncludes Alphas
23-Sep{8:00 am - 8:30 am Switch Endpoints

9:00am to 3:00pm

Issuer Testing
UAT Testing
State Account Transfer Workaround

Test Harness

3:00pm to 4:00pm

Maintenance (Test Harness)

Switch Harness Off

4:00pm to 9:00pm

SBM Initiated End to End
FFM UI D1H31
FFM Ul End to End (QSSI ACA)

TDS / No IRS, Experian

9:00 pm to 8:00 am

Maintenance

24-Sep

8:00 am - 8:30 am

Switch Endpoints

9:00am to 3:00pm

Issuer Testing
UAT Testing
State Account Transfer Workaround

Test Harness

3:00pm to 4:00pm

Maintenance (Test Harness)

Switch Harness Off

4:00pm to 9:00pm

SBM Initiated End to End
FFM Ul D1H31
FFM Ul End to End (QSSI ACA)

TDS / No IRS, Experian

9:00 pm to 8:00 am

Maintenance

25-Sep

8:00 am - 8:30 am

Switch Endpoints

9:00am to 3:00pm

Issuer Testing
UAT Testing
State Account Transfer Workaround

Test Harness

3:00pm to 4:00pm

Maintenance (Test Harness)

Switch Harness Off

4:00pm to 9:00pm

SBM Initiated End to End
FFM UI D1H31
FFM Ul End to End (QSSI ACA)

TDS / No IRS, Experian

9:00 pm to 8:00 am

Maintenance

26-Sep

8:00 am - 8:30 am

Switch Endpoints

9:00am to 3:00pm

Issuer Testing
UAT Testing
State Account Transfer Workaround

Test Harness

3:00pm to 4:00pm

Maintenance (Test Harness)

Switch Harness Off

HHS-0026452
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4:00pm to 9:00pm

SBM Initiated End to End
FFM Ul D1H31
FFM Ul End to End {QSSI ACA)

TDS / No IRS, Experian

9:00 pm to 8:00 am

Maintenance

27-Sep8:00 am - 8:30 am

Switch Endpoints

9:00am to 3:00pm

Issuer Testing
UAT Testing
State Account Transfer Workaround

Test Harness

3:00pm to 4:00pm

Maintenance (Test Harness)

Switch Harness Off

4:00pm to 9:00pm

SBM Initiated End to End
FFM Ul D1H31
FFM Ul End to End (QSSI ACA)

TDS / No IRS, Experian

9:00 pm to 8:00 am

Maintenance

| 28-Sep|AH Day IMaintenance
| 29—Sep]AII Day iMaintenance
| 30-SeplAII Day iMaintenance

HHS-0026453
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Message
From: . Trenkle, Tony (CMS/OIS)E NotResp
: NotResp E
Sent: T9/19/2013 125642 M
To: Snyder, Michelle (CMS/OA)E NotResp
Subject: Fw: Yesterday's Call I
Fyi

From: Ekh, Jeannette [mailto:Jeannette.Ekh@bcbsfl.com]
Sent: Thursday, September 19, 2013 08:51 AM

To: Trenkle, Tony (CMS/0OIS)

Subject: RE: Yesterday's Call

| understand why they were not happy. They expected a communication around what functions would be ready on 10/1
as was discussed in an earlier meeting with Marilyn.

| was disappointed as well {and so were many of the Alpha Plans) that the discussion was primarily covering the testing
material that was covered in the call with all issuers the day before. We expected that Michelle, Jim or Henry would
describe the functions that are expected to work, such as Plan Compare, and that other functions, such as Enroliment,
would come online following 10/1. All issuers need to know what should be working correctly (and what will likely not
work correctly) so they can communicate to their consumers, agents and internal staff. It's important to set expectations
before 10/1.

The Alpha Plans Are still reporting significant issues {e.g. Agent flow within Direct Enroliment) and know that your folks
need to lock down the system soon for deployment in your production environment. Do you know what functions they
at going to deploy?

By the way, thanks for asking.

Sent with Good (www.good.com)

From: Trenkle, Tony (CMS/OIS) [tony.trenkle@cms.hhs.gov]

Sent: Thursday, September 19, 2013 08:32 AM Eastern Standard Time
To: Ekh, Jeannette

Subject: Yesterday's Call

What did you think of the call? Both JT and JH were not happy. They felt that not enough detail was given on what is going to be
available on 10/1. Was that your impression?

From: Ekh, Jeannette [mailto:Jeannette Ekh@bcbsfl.com]

HHS-0095482
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Sent: Wednesday, September 18, 2013 5:56 PM
To: Trenkle, Tony (CMS/OIS)
Cc: Snyder, Michelle (CMS/OA)
Subject: Re: Pat

I think you meant 'Michelle' instead of me. But you are right. Pat's en route for the Board meeting now. He will read her email.

I was also able to talk to him around noon today, so he is quite up-to-date and should be supportive in keeping this all moving
forward.

----- Original Message -----

From: Trenkle, Tony (CMS/OIS) [mailto:tony.trenkle@cms. hhs.gov]
Sent: Wednesday, September 18, 2013 05:52 PM

To: Ekh, Jeannette

Cc: Snyder, Michelle (CMS/OA) <Michelle.Snyder(@cms.hhs.gov>
Subject: Pat

Jeannette tried to reach Pat but he's already in travel status. She sent him an email.

Florida Blue is a trade name of Blue Cross and Blue Shield of Florida, Inc. Blue Cross and Blue Shield of Florida, Inc., and its
subsidiary and affiliate companies are not responsible for errors or omissions in this e-mail message. Any personal comments made in
this e-mail do not reflect the views of Blue Cross Blue Shield of Florida, Inc. The information contained in this document may be
confidential and intended solely for the use of the individual or entity to whom it is addressed. This document may contain material
that is privileged or protected from disclosure under applicable law. If you are not the intended recipient or the individual responsible
for delivering to the intended recipient, please (1) be advised that any use, dissemination, forwarding, or copying of this document IS
STRICTLY PROHIBITED; and (2) notify sender immediately by telephone and destroy the document. THANK YOU.

HHS-0095483
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Message

From: Trenkle, Tony (CMS/OIS): NotResp
: I NotResp i

Sent: 5/15/2013 125748 PM '

To: 'Jeannette.Ekh@bcbsfl.com' [leannette.Ekh@bcbsfl.com]

Subject: Re: Yesterday's Call

This is great feedback. | hope you don’t mind that | passed to Michelle. It is important that she get this info.

From: Ekh, Jeannette [mailto:Jeannette.Ekh@bcbsfl.com]
Sent: Thursday, September 19, 2013 08:51 AM

To: Trenkle, Tony (CMS/0OIS)

Subject: RE: Yesterday's Call

| understand why they were not happy. They expected a communication around what functions would be ready on 10/1
as was discussed in an earlier meeting with Marilyn.

| was disappointed as well (and so were many of the Alpha Plans) that the discussion was primarily covering the testing
material that was covered in the call with all issuers the day before. We expected that Michelle, Jim or Henry would
describe the functions that are expected to work, such as Plan Compare, and that other functions, such as Enroliment,
would come online following 10/1. All issuers need to know what should be working correctly (and what will likely not
work correctly) so they can communicate to their consumers, agents and internal staff. It's important to set expectations
before 10/1.

The Alpha Plans Are still reporting significant issues {e.g. Agent flow within Direct Enroliment) and know that your folks
need to lock down the system soon for deployment in your production environment. Do you know what functions they
at going to deploy?

By the way, thanks for asking.

Sent with Good (www.good.com)

From: Trenkle, Tony (CMS/OIS) [tony.trenkle@cms.hhs.gov]

Sent: Thursday, September 19, 2013 08:32 AM Eastern Standard Time
To: Ekh, Jeannette

Subject: Yesterday's Call

What did you think of the call? Both JT and JH were not happy. They felt that not enough detail was given on what is going to be
available on 10/1. Was that your impression?

From: Ekh, Jeannette [mailto:Jeannette Ekh@bcbsfl.com]

HHS-0095484
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Sent: Wednesday, September 18, 2013 5:56 PM
To: Trenkle, Tony (CMS/OIS)
Cc: Snyder, Michelle (CMS/OA)
Subject: Re: Pat

I think you meant 'Michelle' instead of me. But you are right. Pat's en route for the Board meeting now. He will read her email.

I was also able to talk to him around noon today, so he is quite up-to-date and should be supportive in keeping this all moving
forward.

----- Original Message -----

From: Trenkle, Tony (CMS/OIS) [mailto:tony.trenkle@cms. hhs.gov]
Sent: Wednesday, September 18, 2013 05:52 PM

To: Ekh, Jeannette

Cc: Snyder, Michelle (CMS/OA) <Michelle. Snyder@cms.hhs.gov>
Subject: Pat

Jeannette tried to reach Pat but he's already in travel status. She sent him an email.

Florida Blue is a trade name of Blue Cross and Blue Shield of Florida, Inc. Blue Cross and Blue Shield of Florida, Inc., and its
subsidiary and affiliate companies are not responsible for errors or omissions in this e-mail message. Any personal comments made in
this e-mail do not reflect the views of Blue Cross Blue Shield of Florida, Inc. The information contained in this document may be
confidential and intended solely for the use of the individual or entity to whom it is addressed. This document may contain material
that is privileged or protected from disclosure under applicable law. If you are not the intended recipient or the individual responsible
for delivering to the intended recipient, please (1) be advised that any use, dissemination, forwarding, or copying of this document IS
STRICTLY PROHIBITED; and (2) notify sender immediately by telephone and destroy the document. THANK YOU.

HHS-0095485
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Message

From: Ekh, Jeannette [Jeannette Ekh@bcbsfl.com]

Sent: 9/19/2013 1:00:07 PM

To: Trenkle, Tony (CMS/OIS)! NotResp
Subject: RE: Yesterday's Call

I am fine with you passing it on to Michelle. Keep me posted.

Sent with Good {(www.good.com)

From: Trenkle, Tony (CMS/OIS) [tony.trenkle@cms.hhs.gov]

Sent: Thursday, September 19, 2013 08:58 AM Eastern Standard Time
To: Ekh, Jeannette

Subject: Re: Yesterday's Call

This is great feedback.  hope you don't mind that | passed to Michelle. It is important that she get this info.

From: Ekh, Jeannette [mailto:Jeannette.Ekh@bcbsfl.com]
Sent: Thursday, September 19, 2013 08:51 AM

To: Trenkle, Tony (CMS/0IS)

Subject: RE: Yesterday's Call

I understand why they were not happy. They expected a communication around what functions would be ready on 10/1
as was discussed in an earlier meeting with Marilyn.

I was disappointed as well (and so were many of the Alpha Plans) that the discussion was primarily covering the testing
material that was covered in the call with all issuers the day before. We expected that Michelle, Jim or Henry would
describe the functions that are expected to work, such as Plan Compare, and that other functions, such as Enrollment,
would come online following 10/1. All issuers need to know what should be working correctly (and what will likely not
work correctly) so they can communicate to their consumers, agents and internal staff. It's important to set expectations
before 10/1.

The Alpha Plans Are still reporting significant issues (e.g. Agent flow within Direct Enroliment) and know that your folks
need to lock down the system soon for deployment in your production environment. Do you know what functions they

at going to deploy?

By the way, thanks for asking.

Sent with Good (www.good.com)

HHS-0097118
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From: Trenkle, Tony (CMS/OIS) [tony.trenkle@cms.hhs.gov]

Sent: Thursday, September 19, 2013 08:32 AM Eastern Standard Time
To: Ekh, Jeannette

Subject: Yesterday's Call

What did you think of the call? Both JT and JH were not happy. They felt that not enough detail was given on what is going to be
available on 10/1. Was that your impression?

From: Ekh, Jeannette [mailto:Jeannette. Ekh@bcbsfl.com]
Sent: Wednesday, September 18, 2013 5:56 PM

To: Trenkle, Tony (CMS/OIS)

Cc: Snyder, Michelle (CMS/OA)

Subject: Re: Pat

I think you meant 'Michelle' instead of me. But you are right. Pat's en route for the Board meeting now. He will read her email.

I'was also able to talk to him around noon today, so he is quite up-to-date and should be supportive in keeping this all moving
forward.

----- Original Message -----

From: Trenkle, Tony (CMS/OIS) [mailto:tony.trenkle@cms. hhs.gov]
Sent: Wednesday, September 18, 2013 05:52 PM

To: Ekh, Jeannette

Cc: Snyder, Michelle (CMS/OA) <Michelle. Snyder@cms.hhs.gov>
Subject: Pat

Jeannette tried to reach Pat but he's already in travel status. She sent him an email.

Florida Blue is a trade name of Blue Cross and Blue Shield of Florida, Inc. Blue Cross and Blue Shield of Florida, Inc., and its
subsidiary and affiliate companies are not responsible for errors or omissions in this e-mail message. Any personal comments made in
this e-mail do not reflect the views of Blue Cross Blue Shield of Florida, Inc. The information contained in this document may be
confidential and intended solely for the use of the individual or entity to whom it is addressed. This document may contain material
that is privileged or protected from disclosure under applicable law. If you are not the intended recipient or the individual responsible
for delivering to the intended recipient, please (1) be advised that any use, dissemination, forwarding, or copying of this document IS
STRICTLY PROHIBITED:; and (2) notify sender immediately by telephone and destroy the document. THANK YOU.

HHS-0097119
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Message

From: Ekh, Jeannette [Jeannette Ekh@bcbsfl.com]

Sent: 9/19/2013 12:51:40 PM

To: Trenkle, Tony (CMS/OIS); NotResp
Subject: RE: Yesterday's Call '

| understand why they were not happy. They expected a communication around what functions would be ready on 10/1
as was discussed in an earlier meeting with Marilyn.

| was disappointed as well (and so were many of the Alpha Plans) that the discussion was primarily covering the testing
material that was covered in the call with all issuers the day before. We expected that Michelle, Jim or Henry would
describe the functions that are expected to work, such as Plan Compare, and that other functions, such as Enrollment,
would come online following 10/1. All issuers need to know what should be working correctly (and what will likely not
work correctly) so they can communicate to their consumers, agents and internal staff. It's important to set expectations
before 10/1.

The Alpha Plans Are still reporting significant issues (e.g. Agent flow within Direct Enroliment) and know that your folks
need to lock down the system soon for deployment in your production environment. Do you know what functions they
at going to deploy?

By the way, thanks for asking.

Sent with Good (www.good.com)

From: Trenkle, Tony (CMS/OIS) [tony.trenkle@cms.hhs.gov]

Sent: Thursday, September 19, 2013 08:32 AM Eastern Standard Time
To: Ekh, Jeannette

Subject: Yesterday's Call

What did you think of the call? Both JT and JH were not happy. They felt that not enough detail was given on what is going to be
available on 10/1. Was that your impression?

From: Ekh, Jeannette [mailto:Jeannetic. Ekh@bcbsfl.com]
Sent: Wednesday, September 18, 2013 5:56 PM

To: Trenkle, Tony (CMS/OIS)

Cc: Snyder, Michelle (CMS/OA)

Subject: Re: Pat

I think you meant 'Michelle' instead of me. But you are right. Pat's en route for the Board meeting now. He will read her email.

I was also able to talk to him around noon today, so he is quite up-to-date and should be supportive in keeping this all moving
forward.

HHS-0097124
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_____________________________________________________________________________

Sent: Wednesday, September 18, 2013 05:52 PM

To: Ekh, Jeannette

Cc: Snyder, Michelle (CMS/OA) <Michelle.Snyder@cms.hhs.gov>
Subject: Pat

Jeannette tried to reach Pat but he's already in travel status. She sent him an email.

Florida Blue is a trade name of Blue Cross and Blue Shield of Florida, Inc. Blue Cross and Blue Shield of Florida, Inc., and its
subsidiary and affiliate companies are not responsible for errors or omissions in this e-mail message. Any personal comments made in
this e-mail do not reflect the views of Blue Cross Blue Shield of Florida, Inc. The information contained in this document may be
confidential and intended solely for the use of the individual or entity to whom it is addressed. This document may contain material
that is privileged or protected from disclosure under applicable law. If you are not the intended recipient or the individual responsible
for delivering to the intended recipient, please (1) be advised that any use, dissemination, forwarding, or copying of this document IS
STRICTLY PROHIBITED: and (2) notify sender immediately by telephone and destroy the document. THANK YOU.

HHS-0097125
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CENTERS FOR MEDICARE & MEDICAID SERVICES

OFFICE OF INFORMATION SERVICES

State’s Authority to Connect — Talking points

Sep 19, 2013
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Summary of the Authority.to Connect ATC
review and communlcatlon process

* State provides documentation tq NatResp

.....................

* SphereCom reviews security documents, IRS reviews SPR documents,
OEM reviews privacy Information, MITRE reviews ISA documents.

* ATC checklist is filled out then SphereCom, ISSO, Privacy, CISO, provide
feedback comments for CIO ATC decision.

* (IO signs the Interconnection Security Agreement (I1SA)

.........................

for states to receive, and SphereCom WI|| notlfy their peer in the state
who submitted the ISA for approval. (informal notification)

* ClISG will notify CCIIO and CMCS that the ISA has been signed and
provide a copy for their records

* CCIIO State Exchange Group, or CMCS will formally notify their states

HHS-0106367
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Authority to Connect for SBM States

* SBM States (forecast purposes only)
* Already Approved = KY (1 Package)

« Deliverto CISO by Friday Sep 20 = CT, VT, RI, CA, NY, WA, NV, MD (FFM/SBM?) (8
Packages)

* Deliverto CISO by Friday Sep 27 = AL(FFM/SBM?), CO, DC, HI, MA, MN, OR (7 packages)
* Deliver After Sep 30 = None, all SBM’s will be submitted

Recommendation: Accept temporary risk to accommodate a proper review by CISO and CIO
of the ATC package. Allow all SBM states to technically connect for Day 1 Operations.

Communication: CCIIO notifies all SBM states they are allowed to connect, and their ATC
paperwork will be provided back in the month of October. OIS can assist CCCIO in preparing
this memo.

Risk: Generally the states are still building, formal testing has not been completed by on
an operational system, site visits by a CMS contractor has been conducted and in most
cases one or more reviews of the security documentation has been completed, and
weaknesses are generally known.

Potential Issue: What action(s) to follow if after review of documentation, the security
risks are deemed high?

HHS-0106368

CMS0011883



Authority to Connect-for.FFM States
Medicaid/CHIP

« SPE/FFM States

* Already Approved = DE (1 package)

* Deliver to CISO by Friday Sep 20 = AZ, VA (2 packages)

« Deliver to CISO by Friday Sep 27 = AL(FFM?SBM?), AK, AR, CO, IN, IA, MI, MT,
NE, MD(SBM/FFM)?, OK, PA, SC, UT, WY (15 packages)

 Deliver to CISO by Oct 15 = ME, NM, FL, IL, KS, ME, MS, MO, NH, OH, SD, TX,
VA (13 packages)

Possibly deny access up to 30 days

» Some states have provided documentation to CMS, expecting remaining in
October = KS, GA, LA, NJ, NC, TN, TX

Possibly deny access until documentation is rcvd:
 Maine (ME) — No documentation has been submitted to CMS

**There are missing States like Idaho, Wisconsin and West Virginia

Potential Issue: What action(s) to follow if after review of documentation, the security risks
are deemed high?

HHS-0106369
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Authority to Connect-for.FFM States
Medicaid/CHIP

Recommendation: Accept temporary risk to accommodate a proper review by CISO
and ClIO of the ATC package. Allow all FFM states to technically connect for Day 1
Operations. Temporarily deny access to Kansas, Georgia, Louisiana, New Jersey,
North Carolina, Tennessee, Texas, and Maine. GL, we need to define temporarily

............

notifies the eight (8) states listed that they will not be allowed to connect until they
have submitted all their security documentation. — GL, What would be the messaging
to the federal partners?

Risk: Generally the states are still building, formal testing has not been completed by
on an operational system, no site visits by a CMS contractor has been conducted and
in most cases one or more reviews of the security documentation has not been
completed, and weaknesses are not well known. FFM states are higher risk entities
than SBM states.
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SphereCom Actions

(b)9)
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CMCS Comments

(b)(5)
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CCHHO Comments

(0)(8)
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CISO Comments

(b){S)
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Things that will need to be done post 10-1

« Delayed SAR/POA&M submissions will need to be reviewed in October and even
November depending on the State, with focus on tracking corrective actions of
High risk items.

* As 3rd Party SARs are submitted, CMS will need to review these packages as well
and ensure POA&M'’s are updated

« POA&MSs should be submitted by states on a monthly basis per MARS-E, but
CMS will review submissions on at least quarterly basis.

* Travel to SBM and FFM states should resume in November to work with state
security officers on improving their documentation and to provide subject
matter assistance.

HHS-0106375
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Appointment

From: Schankweiler, Thomas W. (CMS/OIS} NotResp i
' NotResp :
Sent: 9/19/2013 9:53:52 PM _
To: Schankweiler, Thomas W. (CMS/OIS)é NotResp
NotResp i Fryer, Teresa M. (CMS/0IS) NotResp
NotResp I NeTson, David 1. [CVISTOEN
NotResp i Lyles, Darrin V.
(CMS/OIS) Notesn
NotResp =, lim.schifalacqua@serco-na.com; sonny.nasir@serco-
na.com; Toomey, Jacqueline S.(CMS/OIS)! NotResp
NotResp
Subject: MARKETPLACE MTG: Present SIA for Serco; looking for a short-term ATO
Location: 7500 Security Blvd, N1-26-18
Start: 9/25/2013 3:00:00 PM
End: 9/25/2013 3:30:00 PM

Show Time As: Tentative

Importance: High

Required Fryer, Teresa M. (CMS/OIS); Nelson, David J. (CMS/OEM); Lyles, Darrin V. (CMS/OIS) (Darrin.Lyles@cms.hhs.gov);
Attendees: Jim.schifalacqua@serco-na.com; sonny.nasir@serco-na.com; Toomey, Jacqueline S.(CMS/OIS)
Teresa,

Meeting request to present a Security Impact Assessment for SERCO to the CISO. The document is under development
and will not be ready until the day of the presentation. Requesting an short-term ATO in support of the Marketplace
launch of 10/1. An SCA is tentatively being planned for in FY14Q1.

Thanks,

Tom

Meeting Number: (b)(8)
Meeting Password: THi§ Méetirig does not require a password.

Audio conference information

1. Please call the following number:

i NotResp ! (b)(6)
2. Follow the instructions you hear on the phone.
YouriNotRespiMeeting Number: (b)(6)

[

To join from the Baltimore, Chicago, or Kansas City offices

HHS-0120020
CMS0011891
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1. Dialext] (b)6)

2. Enter the Meeting Number: (b)(6)

To join this meeting online

1.Goto! NotResp
2.0f reqdested, enter your name and email address.

3. If a password is required, enter the meeting password: This meeting does not require a password.
4, Click "Join".

5. Follow the instructions that appear on your screen.

HHS-0120021
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Appointment

From: Schankweiler, Thomas W. (CMS/OIS}: NotResp
i NotResp :
Sent: 971572013 9:53:53 pM
To: Schankweiler, Thomas W. (CMS/OIS)E NotResp
NotResp IFryer, Teresa M. (CMS/OIé} NotResp
NotResp iNelson, David J. (CMS/OEM)
NotResp : Lyles, Darrin V.
(CMS/OIS)E NotResp :
NotResp i lim.schifalacqua@serco-na.com; sonny.nasir@serco-
na.com; Toomey, Jacqueline S.(CMS/OIS)E NotResp
NotResp
Subject: Copy: MARKETPLACE MTG: Present SIA for Serco; looking for a short-term ATO
Location: 7500 Security Blvd, N1-26-18
Start: 9/25/2013 3:00:00 PM
End: 9/25/2013 3:30:00 PM

Show Time As: Tentative

Importance: High

Required Fryer, Teresa M. (CMS/OIS); Nelson, David J. (CMS/OEM); Lyles, Darrin V. (CMS/OIS) (Darrin.Lyles@cms.hhs.gov);
Attendees: Jim.schifalacqua@serco-na.com; sonny.nasir@serco-na.com; Toomey, Jacqueline S.(CMS/OIS)
Teresa,

Meeting request to present a Security Impact Assessment for SERCO to the CISO. The document is under development
and will not be ready until the day of the presentation. Requesting an short-term ATO in support of the Marketplace
launch of 10/1. An SCA is tentatively being planned for in FY14Q1.

Thanks,

Tom

Thomas Schankweiler invites you to an online meeting usingi NotResp

Meeting Number: | ]
Meeting Password This meetmg does not require a password.

Audio conference information

1. Please call the following number:
| NotResp ! (b)(6)

5 Eoliow the mstruchons you hear on the phone
Your 6)

NotResp

To join from the Baltimore, Chicago, or Kansas City offices

HHS-0121204
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1. Dial ext] (b)(®) |

2. Enter the Meeting Number:

(b)(6)

To join this meeting online

1.Got NotResp

2. If requéstéd; enter your name and email address.
3. If a password is required, enter the meeting password: This meeting does not require a password.

4. Click "Join".

5. Follow the instructions that appear on your screen.

HHS-0121205
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Message

From: Toomey, Jacqueline S.(CMS/O!SE NotResp
E NotResp :

Sent: ] 15/30TS S TP '

To: Shomo, Milton [tshomo@mitre.org]; Bielski, Jim [jbielski@mitre.org]

cC: Fryer, Teresa M. (CMS/OIS! NotResp E
NotResp Mellor, Michael (CMS/OIS) NotResp
' NotResp i

Subject: I RE: Marketplace HIGH Finding

Thank you Milton/Jim!

Jacqueline § Faomey

Division Director {Acting

Diviston of Information Securtty Policy and Compliance (BISPC)
Centars for Medicare & Medicaid Bervices

T500 Secuniy Bivd, Mailstop: MNI1-26-08

Baltimore, Md. 21244-1870

Location: N1-26-27 / Gffice Telephone: 410-786-5552/ Blackbarry (b)(8)
jacqueline toomeyi@ems.hhs.gov

e/ Privacy Data which s mtended for use only by the individuals to svhom i is addressed, 1 roay contain
wiformation that is confidential, privileged or otherwise prodected from disclosure ander applicabls laws. I vou are not the mtended recipient please note that copying
or distributing this email is siricthy prohibited.

Thiz ema} snd any attachments may condain Sonsi

From: Shomo, Milton [mailto:tshomo@mitre.org]

Sent: Thursday, September 19, 2013 1:17 PM

To: Toomey, Jacqueline S.(CMS/0OIS); Bielski, Jim

Cc: Fryer, Teresa M. (CMS/0IS); Mellor, Michael (CMS/QIS)
Subject: RE: Marketplace HIGH Finding

NotResp

HHS-0124404
CMS0011895



Row #6 below is the finding as ity
the same finding that we had mﬁ

il appe.

NotResp

NotResp
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in today’s spreadshest. It should be noted that Row #19 below is essentially

in August. Row #19 finding was rated as a Moderate at that time since

NotResp

HIGH

NotResp

Identifi
ed
Septe
mber
19,
2013.
This is
similar
o
Findin
a.19

NotResp
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NotResp

NotResp

#19
fro

Aug
ust
201
FF

SC

NotResp

Mode
rate

NotResp

Identifi
ed
August
28,
2013.
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Regards,

Milton Shomeo, CISSP

Principal Information Systems Engineer
MITRE Corp.

Center for Connected Government
{703) 983-2853 {0}

(bye) G

From: Toomey, Jacqueline S.(CMS/OIS) [mailto:Jacqueline. Toomey@cms.hhs.gov]
Sent: Thursday, September 19, 2013 12:57 PM

To: Shomo, Milton; Bielski, Jim

Cc: Fryer, Teresa M. (CMS/0IS); Mellor, Michael (CMS/OIS)

Subject: HIGH Finding

Importance: High

Milton,
Could you forward us a description of today’s HIGH finding? Teresa and Mike will want to push this up ASAP.

Thanks!

Jacqueline S §aamey

Division Director (Acting)

Division of Information Security Policy and Compliance (DISPC)

Centers for Medicare & Medicaid Services

7500 Security Blvd. Mailstop: N1-26-08

Baltimore, Md. 21244-1870 yrTT T
Location: N1-26-27 / Office Telephone: 410-786-5552 / Blackberry:}  (b)(6)
jacqueline toomey@cems bhegoy T

Bisk phovepeenent, Ceedighs, & Soaiiodng

This email and any attachments may contailn Sansitive/Privacy Dafa which is intended for use ondy by the individuals fo whorn 1t is addressed, it may confain
fnformation that is confidential, privileged or otherwive profected from disclosure under applicable lawa, I vou are not the intended recipient please note

that copying o distributing this email ts strictly prohuibited.

HHS-0124408
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Message

From: Shomo, Milton [tshomo@ mitre.org]

Sent: 9/19/2013 12:03:44 PM

To: Bielski, Jim [jbielski@mitre.org]; Fryer, Teresa M. (CMS/OIS) NotResp .
L NotResp Toomey, Jacqueline S.{CM S/OIS)E NotResp
: NotResp | R

Subject: RE: HIX-A Issues Update

(b)(5)

Milton Shomo, CISSP

Principa

Pinformation Systems Engineer

MITRE Corp.
Center for Connected Government
{703) 983-2853 {0}

NotResp {C

From: Bielski, Jim

Sent: Thursday, September 19, 2013 7:15 AM

To: Fryer, Teresa M. (CMS/OIS); Toomey, Jacqueline S.(CMS/OIS)
Cc: Shomo, Milton

Subject: RE: HIX-A Issues Update

They are switching environments so we can SCA the functionality.

(b)(5)

Due to testing iy NotResp ,, our rule of engagement have been limited in that we are not allowed to cause E_NotRESP5

NotResp i or anything else that would disrupt the operation of

the environment.,

information Systems Engineer, Principal
The MITRE Corporation

(b)(6) i{cell)

410 402-2717 {(office)

From: Fryer, Teresa M. (CMS/QIS) [mailto:Teresa.Fryer@cms.hhs.gov]
Sent: Thursday, September 19, 2013 07:00
To: Bielski, Jim; Toomey, Jacqueline S.(CMS/0IS)

HHS-0124409
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Cc: Shomo, Milton

Subject: RE: HIX-A Issues Update

(b)(5)

From: Bielski, Jim [mailto:jbielski@mitre.org]

Sent: Thursday, September 19, 2013 6:36 AM

To: Fryer, Teresa M. (CMS/QIS); Toomey, Jacqueline S.(CMS/0IS)
Cc: Shomo, Milton

Subject: HIX-A Issues Update

(b)(5)

LI o o
HEY SECE

Information Systems Engineer, Principal
The MITRE Corporation

(b)(6) icell)

410 402-2717 (office)

HHS-0124410
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Message
From: Kreider, Brett (CMS/CTR} NotResp
NotReos , ......................... i
Sent: TT9/19/2013 12150 PM '
To: Mellor, Michael (CMS/OIS) NotResp
Fryer, Teresa M. (CMS/OIS) NotResp . !
' NotResp i
cC: Arnous, James Z.(CMS/CTR NotResp
Alexander, David (CMS/OIS
Reintges, Robert S. (CMS/OIS] NotResp '
NotResp I
Subject: ACA Continuous Monitoring Findings (so far)

Importance:  High

Mike/Teresa,

NotResp

HHS-0124411
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<!--[endif]-->Next step would be to improve the coverage of authenticated

<!--[if {supportLists]-->e
devices and to follow up to make sure Terremark is addressing the vulnerabilities identified in the

reports as generated| NotResp

| S ————

<!--[if IsupportLists]-->e <!--[endif]--3

Plan (QHP) application have revealed'fﬁ"e"f'cﬂ'[é’lvving results:

NotResp

<!--Jif IsupportLists]-->o0 <!--[endif]-->8 HIGH Findings
NotResp

NotResp

<!—_—[if IsupportLists]-->o <!--[endif]-->22 MEDIUM Findings:
I NotResp

NotResp

NotResp

reports based on layer 3 network device

<!--[endif]-->Preliminary results of the Best Practices Violations Report were
land that the findings on the/NotResp

<!I--[if IsupportLists]-->e

good: if we can verify that thei NotResp
are either false positives or are fixed, then the reports will be clean.

NotResp

<!--[endif]-->The Best Practices Violations Report does not address Access

<!--[if {supportLists]-->e

_Contral_Lists/firewallrules.ar palicies. From the preliminaty
NotResp EThese need to be

validated, if a business or technical case exists, documented, otherwise addressed by Terremark and the

Application Owners.

<!--[if Isupportlists]-->e¢  <l--[endif]-->Next steps would be to verify the mitigation activities {perhaps by
reviewing updated configurations and generating new ) and to automate the import of

layer 3 network device configurations {which will make it much easier to run the reports).

NotResp

HHS-0124412
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I hope this is helpful in your communication on ACA applications.

Brett Kreider

MITRE

571-420-8208

HHS-0124413
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Message
From: Shomo, Milton [tshomo@ mitre.org]
Sent: 9/19/2013 5:16:42 PM _
To: Toomey, Jacqueline S.(CMS/OIS)E NotResp
NotResp i Bielski, Jim [jbielski@mitre.org]
cC: ..Erver, Teresa M (CMS/QIS) NotResp
NotResp {Mellor, Michael (CMS/OIS). NotResp

i NotResp :

Subject: RE: Marketplace HIGH Finding
NotResp

Row #6 below is the finding as it will appear in today’s spreadsheet. it should be noted that Row #19 below is essentially

the same finding that we had ori NotResp

NotResp

6 HIGH

NotResp

NotResp

Identifi
ed
Septe
mber
19,
2013.
This is
similar
to
Findin

NotResp
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NotResp

Mode
rate

NotResp

Identifi
ed
August
28,
2013.
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NotResp

Regards,

Milton Shomeo, CISSP

Principal Information Systems Enginesr
MITRE Corp.

Center for Connected Government
{7¢3) 883-2853 {0}

(b)(6) G

From: Toomey, Jacqueline S.(CMS/OIS) [mailto:Jacqueline. Toomey@cms.hhs.gov]

Sent: Thursday, September 19, 2013 12:57 PM
To: Shomo, Milton; Bielski, Jim

Cc: Fryer, Teresa M. (CMS/0IS); Mellor, Michael (CMS/OIS)

Subject: HIGH Finding
Importance: High

Milton,

Could you forward us a description of today’s HIGH finding? Teresa and Mike will want to push this up ASAP.

Thanks!

Jacgueline S Taomey

Division Director (Acting)

Division of Information Security Policy and Compliance (DISPC)
Centers for Medicare & Medicaid Services

7500 Security Blvd. Mailstop: N1-26-08

Baltimore, Md. 21244-1870

Location: N1-26-27 / Office Telephone: 410-786-5552/ Blackberry:
jacqueline.toomev@cms hhs.gov

; it &
sk ffnnepement, Qupreipds, & Moeitoring

NotResp

HHS-0124420
CMS0011908
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This email and any attachments may contaim Sensitive/Privacy Data which i3 itfended for use only by the individuals to whom 11 is addressed, i may contain

mfornsation that is confidential, privileged or otherwise protected from disclosiwe under applicable laws. I you are not the mtended recipiont please note
that copying or distributing this email i3 strietly prohibated.

HHS-0124421
CMS0011909



Obtained via FOIA by Judicial Watch, Inc.

Message
From: Trenkle, Tony (CMS/OIS) NotResp
: NotResp :
Sent: “Y/1972013 3 4TS PV '
To: Chao, Henry (CMS/OIS) | _ NotResp
cc: Linares, George E. (CMS/OIS)E NotResp
NotReS|‘:> : Fryer, Teresa M. (CMS/OIS) | NotResp
L NotResp i Outerbridge, Monique '
~(cvs/ols) NotResp
Subject: Security b'riefing for the Kitchen Cabinet I
Henry

FYl below. 1also asked George to set up a call with you, Teresa, him, and me tomorrow.

From: Armstead, Andrea E. (CMS/QA)

Sent: Thursday, September 19, 2013 11:37 AM

To: Trenkle, Tony (CMS/QIS)

Cc: Byczkowski, Roxanne (CMS/0IS); Morton, Tara R. (CMS/OA); Seth, Sharman M. (CMS/O0M)
Subject: RE: Today's Kitchen Cabinet

Yes, that's fine Tony...thanks

Andrea (Andi) Armstead

Spacial Assistant to Chief Operating Officer (COG)
Ciffice of the Administrater

Centar for Madicars & Medicald Services

andrea.armstead@cms.hhs.gov
phone: 410-786-7851

bo# i (b)) |

From: Trenkle, Tony (CMS/0IS)

Sent: Thursday, September 19, 2013 11:36 AM

To: Armstead, Andrea E. (CMS/OA)

Cc: Byczkowski, Roxanne (CMS/0IS); Morton, Tara R. (CMS/OA); Seth, Sharman M. (CMS/O0M)
Subject: RE: Today's Kitchen Cabinet

Yes, it wont be ready until Monday though.

From: Armstead, Andrea E. (CMS/OA)

Sent: Thursday, September 19, 2013 11:35 AM

To: Trenkle, Tony (CMS/OIS)

Cc: Byczkowski, Roxanne (CMS/0IS); Morton, Tara R. (CMS/OA); Seth, Sharman M. (CMS/O0M)
Subject: RE: Today's Kitchen Cabinet

Tony, would you mind sending to Tara and Sharman so we are sure to get this in her book? thankx

Andrea (Andi) Armstead

Spacial Assistant to Chief Operating Officer (COO)
Ciffice of the Administrator

Center for Medicare & Medicaid Services

HHS-0124422
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andrea.armstead@cms.hhs.gov
phong: 410-786-7851

From: Trenkle, Tony (CMS/OIS)

Sent: Thursday, September 19, 2013 11:30 AM

To: Bowen, Marianne (CMS/QA)

Cc: Armstead, Andrea E. (CMS/OA); Byczkowski, Roxanne (CMS/0IS)
Subject: Re: Today's Kitchen Cabinet

Yes, | just spoke to George and he, Tom, and Teresa are pulling a presentation together.

From: Bowen, Marianne (CMS/OA)

Sent: Thursday, September 19, 2013 10:53 AM

To: Trenkle, Tony (CMS/QIS)

Cc: Armstead, Andrea E. (CMS/OA); Byczkowski, Roxanne (CMS/0IS)
Subject: RE: Today's Kitchen Cabinet

Michelle is good with yvour plan, Tony. Can we plan on Monday at 47 Thanks.

Please consider the environment before printing my e-mail.

Marianne Bowen

Senior Advisor to the Chief Operating Officer | Office of the Administrator | Centers for Medicare and Medicaid Services
F-mail: marianne.bowen3@®cms.hhs.gov

Office: C5-18-23

Phone: 410-786-4610

BB: | (b)(6)

From: Bowen, Marianne (CMS/OA)

Sent: Thursday, September 19, 2013 10:29 AM

To: Trenkle, Tony (CMS/QIS)

Cc: Armstead, Andrea E. (CMS/OA); Byczkowski, Roxanne (CMS/0OIS)
Subject: Today's Kitchen Cabinet

Hi Tony—issues around states Authority to Connect (ATC) were brought up to Michelle this morning. She’d like you to
be prepared to tell folks at today’s kitchen cabinet meeting how you plan to address these issues and get the ATCs
finalized. Please let me know if you have any questions. Thanks.

<image001.jpg>Please consider the environment before printing my e-mail.

Marianne Bowen

Senior Advisor to the Chief Operating Officer | Office of the Administrator | Centers for Medicare and Medicaid Services
E-mail: marianne.bowen3@cms.hhs.gov

Office: C5-18-23

HHS-0124423
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Message

From: King, Jason C. (CMS/OIS NotResp

Sent: 9/19/2013 3:14:19 PM

To: Fryer, Teresa M. (CMS/OIS); NotResp
NotResp EToomey, Jacqueline S.(CMS/OIS NotResp
, NotResp i

Subject: I RE: HHS Briefing

Several of those have had or are in the middle of assessments, but they have not submitted ATO requests yet, HICS is
actually being assessed this week.

Jason King

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group (EISG)

Canters for Medicare & Medicald Services

PH: {410) 786-7578
http://www.cms.hhs.gov/informationsecurity/

Contact FISG at CISO@cms.hhs.gov

From: Fryer, Teresa M. (CMS/0IS)

Sent: Thursday, September 19, 2013 11:11 AM

To: King, Jason C. (CMS/OIS); Toomey, Jacqueline S.(CMS/0IS)
Subject: Re: HHS Briefing

Question on slide 4, if a system doesn’t have an ato where do the findings come from {hics, gows)?

From: King, Jason C. (CMS/QIS)

Sent: Thursday, September 19, 2013 06:53 AM

To: Fryer, Teresa M. (CMS/QIS); Toomey, Jacqueline S.(CMS/0IS)
Subject: RE: HHS Briefing

With additional summary slide.

Jason King

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group (E{SG)

Centers for Medicare & Medicald Services

PH: {410) 786-7578
http://www.cms.hhs.gov/informationsecurity/

Contact EISG at CISO@cms.hhs.gov

From: Fryer, Teresa M. (CMS/0IS)

Sent: Wednesday, September 18, 2013 4:55 PM

To: King, Jason C. (CMS/OIS); Toomey, Jacqueline S.(CMS/0IS)
Subject: RE: HHS Briefing

Were you sending this back to me with an additional slide with summary bullets?

HHS-0124425
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Thanks,

Teresa

From: King, Jason C. (CMS/QIS)

Sent: Wednesday, September 18, 2013 4:21 PM

To: Fryer, Teresa M. (CMS/QIS); Toomey, Jacqueline S.(CMS/OIS)
Subject: RE: HHS Briefing

(b)(5)

Jason King

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group {EISG)

Centers for Medicare & Medicaid Services

PH: (410) 786-7578
http://www.cms.hhs.gov/informationsecurity/

Contact EISG at CISO@cms.hhs.gov

From: Fryer, Teresa M. (CMS/0IS)

Sent: Wednesday, September 18, 2013 10:41 AM

To: Toomey, Jacqueline S.(CMS/0OIS); King, Jason C. (CMS/0IS)
Subject: HHS Briefing

Here is the start of the HHS briefing with the slide from Mitre

Teresa Fryer, CISSP, CIPP/G

Chief Information Security Officer and

Director, Enterprise Information Security Group (EISG)
Centers for Medicare & Medicaid Services

Office of Information Services (OIS)

7500 Security Blvd, N1-26-18

Baltimore, MD 21244

410-786-2614 (W)

L me (c)

This email and any attachments may contain Sensitive/Privacy Data which is intended for use only by the individuals to
whom it is addressed, it may contain information that is confidential, privileged or otherwise protected from disclosure
under applicable laws, f you are not the intended recipient please note that copying or distributing this email is strictly
prohibited.
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Message
From: _ Linares, George E. (CMS/OIS! NotResp
: NotResp E
Sent: 971872013 41717 PM ' _
To: Fryer, Teresa M. (CMS/OIS)E NotResp
: NotResp :
Subject: RE: Security briefing for the Kitchen Cabinet

The meeting tomorrow {being scheduled) is to bring FO, CHSG and FISG in sync in preparation to the Monday meeting. |
am including Tom as well

From: Fryer, Teresa M. (CMS/0IS)

Sent: Thursday, September 19, 2013 12:15 PM

To: Linares, George E. (CMS/0IS)

Subject: Fw: Security briefing for the Kitchen Cabinet

Georgs,

No where do | see clisg security on these email strings. We have no idea what state these packages are in. Toms team
and their scom contractors have been working months with the states and are the ones to know how well prepared they
are to connect and how to get atcs finalized.

From: Trenkle, Tony (CMS/OIS)

Sent: Thursday, September 19, 2013 11:41 AM

To: Chao, Henry (CMS/OIS)

Cc: Linares, George E. (CMS/0IS); Fryer, Teresa M. (CMS/0IS); Outerbridge, Monique (CMS/QIS)
Subject: Security briefing for the Kitchen Cabinet

Henry

FYi below. 1also asked George to set up a call with you, Teresa, him, and me tomorrow.

From: Armstead, Andrea E. (CMS/OA)

Sent: Thursday, September 19, 2013 11:37 AM

To: Trenkle, Tony (CMS/OIS)

Cc: Byczkowski, Roxanne (CMS/0IS); Morton, Tara R. (CMS/QA); Seth, Sharman M. (CMS/O0M)
Subject: RE: Today's Kitchen Cabinet

Yes, that's fine Tony...thanks

Andiea (Andi) Armstead”
Special Assistant fo Chief Operating Officer (00
Office of the Administrator

Center for Medicare & Medicaid Services
andrea.armstead@cms.hhs.gov

HHS-0124428
CMS0011916
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From: Trenkle, Tony (CMS/0IS)

Sent: Thursday, September 19, 2013 11:36 AM

To: Armstead, Andrea E. (CMS/OA)

Cc: Byczkowski, Roxanne (CMS/0IS); Morton, Tara R. (CMS/QA); Seth, Sharman M. (CMS/0O0M)
Subject: RE: Today's Kitchen Cabinet

Yes, it wont be ready until Monday though.

From: Armstead, Andrea E. (CMS/OA)

Sent: Thursday, September 19, 2013 11:35 AM

To: Trenkle, Tony (CMS/OIS)

Cc: Byczkowski, Roxanne (CMS/0IS); Morton, Tara R. (CMS/0A); Seth, Sharman M. (CMS/O0M)
Subject: RE: Today's Kitchen Cabinet

Tony, would vou mind sending to Tara and Sharman so we are sure to get this in her book? thankx

Andrea (Andt) Armstead
Special Assistant to Chief Operating Officer (COO)
Cfive of the Admintstrator

Center for Madicars & Medicald Services
andrea.armstead@cms.hhs.gov

phone: 410-786-7851

From: Trenkle, Tony (CMS/0IS)

Sent: Thursday, September 19, 2013 11:30 AM

To: Bowen, Marianne (CMS/QA)

Cc: Armstead, Andrea E. (CMS/OA); Byczkowski, Roxanne (CMS/0IS)
Subject: Re: Today's Kitchen Cabinet

Yes, | just spoke to George and he, Tom, and Teresa are pulling a presentation together.

From: Bowen, Marianne (CMS/OA)

Sent: Thursday, September 19, 2013 10:53 AM

To: Trenkle, Tony (CMS/0IS)

Cc: Armstead, Andrea E. (CMS/OA); Byczkowski, Roxanne (CMS/0IS)
Subject: RE: Today's Kitchen Cabinet

Michelle is good with your plan, Tony. Can we plan on Monday at 47 Thanks.

Please consider the environment before printing my e-mail,

Marianne Bowen

Senjor Advisor to the Chief Operating Officer | Office of the Administrator | Centers for Medicare and Medicald Services

E-mail: marianne.bowen3@cms.hhs.gov
Office: €5-18-23
Phone: 410-786-4610

HHS-0124429
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BE: (b)e) |

From: Bowen, Marianne (CMS/OA)

Sent: Thursday, September 19, 2013 10:29 AM

To: Trenkle, Tony (CMS/QIS)

Cc: Armstead, Andrea E. (CMS/0OA); Byczkowski, Roxanne (CMS/0IS)
Subject: Today's Kitchen Cabinet

Hi Tony—issues around states Authority to Connect (ATC) were brought up to Michelle this morning. She’d like you to
be prepared to tell folks at today’s kitchen cabinet meeting how you plan to address these issues and get the ATCs
finalized. Please let me know if you have any questions. Thanks.

<image001.jpg>Please consider the environment before printing my e-mail.

Marianne Bowen

Senior Advisor to the Chief Operating Officer | Office of the Administrator | Centers for Medicare and Medicaid Services
E-mail: marianne.bowen3@cms.hhs.gov

Office: €5-18-23

Phone: 410-786-4610

BB: (b)(6)

HHS-0124430
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Message

From: __.Hoffman. Jessica (CMS/QIS! NotResp
E NotResp : .................................

Sent: 9/19/2013 9:01:28 PM

To: Toomey, Jacqueline S.(CMS/OIS) NotResp i
' NotResp Fryer, Teresa M. (CMS/OIS) NotResp
i NotResp

Subject: FW: HIX A --- Additional Testing Requested

Importance: High

Jessica Hoffman

Enterprise Information Security Group (EISG)

Division of Information Security Policy and Compliance (DISPC)
Office: 410.786.4458 | BBI  ®)®) |

CMS IS Library: http://www.cms.hhs.gov/informationsecurity/
Contact EISG at CISO@cms.hhs.gov

From: Hoffman, Jessica (CMS/OIS)

Sent: Thursday, September 19, 2013 2:23 PM

To: Schankweiler, Thomas W. (CMS/OIS); Lyles, Darrin V. (CMS/QIS)
Cc: King, Jason C. (CMS/OIS)

Subject: FW: HIX A --- Additional Testing Requested

Importance: High

Hi Tom & Darrin,

(b)(5)

Please let me know ASAP if you agree to these terms and we will let the BC PM know Adam is approved to

come back next week.

Thanks!

Jessica Hoffman
Enterprise Information Security Group (EISG)

Division of Information Security Policy and Compliance (DISPC)
Office: 410.786.4458 | BB (b)(6)

HHS-0125633
CMS0011919
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CMS IS Library: http://www.cms.hhs.gov/informationsecurity/

Contact EISG at CISO@cms.hhs.gov

-------- Original message --------

From: Adam Kerns <AKerns@bluecanopy.com>

Date: 09/19/2013 12:40 (GMT-05:00)

To: Gus Tome <GTome@bcfedgroup.com>

Cc: Farzan Karimi <FKarimi@bluecanopy.com>

Subject: HIX A --- Additional Testing Requested

Gus — Tom Schankweiler (CMS CMS/QIS Facilitator -1SS0) and Darrin Lyles (CMS CMS/OIS Facilitator - I1SSO) requested
that we (BC) return next week to CGl to perform testing on the Call Center Ul functionality within the HIX application.

The testing will require one person for 4-6 hours.

(b)(5)

Regards,

Associate - Cyber Security

Blue ¢ Group, LLC
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sk 3 e 3k sk ok sk sie sk s sie sk sk sie sk sie sk sk sl sk sk sle e sfeoske sk sfe sk sk skeoseosk sesk

This email and any files transmitted with it are confidential and intended solely for the use of the individual or
entity to whom they are addressed. If you have received this email in error please notify the system manager.
This message contains confidential information and is intended only for the individual named. If you are not the
named addressee you should not disseminate, distribute or copy this e-mail. Please notify the sender
immediately by e-mail if you have received this e-mail by mistake and delete this e-mail from your system. If
you are not the intended recipient you are notified that disclosing, copying, distributing or taking any action in

reliance on the contents of this information is strictly prohibited.
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entity to whom they are addressed. If you have received this email in error please notify the system manager.

This message contains confidential information and is intended only for the individual named. If you are not the
named addressee you should not disseminate, distribute or copy this e-mail. Please notify the sender
immediately by e-mail if you have received this e-mail by mistake and delete this e-mail from your system. If
you are not the intended recipient you are notified that disclosing, copying, distributing or taking any action in

reliance on the contents of this information is strictly prohibited.
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immediately by e-mail if you have received this e-mail by mistake and delete this e-mail from your system. If
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Message
From: Hoffman, Jessica (CNIS/O!S)E NotResp
: NotResp
Sent: 9/19/2013 9:01:00 PM
To: Fryer, Teresa M. (CMS/OIS) NotResp R
i NotResp | Toomey, Jacqueline S.(CMS/OIS] NotResp !
! NotResp H S -4
Subject: FW: HIX A --- Additional Testing Requested

Jessica Hoffman

Enterprise Information Security Group (EISG)

Division of Information Security Policy and Compliance (DISPC)
Office: 410.786.4458 | BB: (b)(6)

CMS IS Library: http://www.cms.hhs.gov/informationsecurity/
Contact EISG at CISO@cms.hhs.gov

From: Gus Tome [mailto:GTome@bcfedgroup.com]

Sent: Thursday, September 19, 2013 1:48 PM

To: Hoffman, Jessica (CMS/QIS); King, Jason C. (CMS/QIS)
Subject: RE: HIX A --- Additional Testing Requested

I'm good with it. Thanks for the help!

Gus

Sent from my Samsung Galaxy Note® [

-------- Original message --------

From: "Hoffman, Jessica (CMS/OIS)" <Jessica.Hoffman@ecms.hhs.gov>

Date: 09/19/2013 13:38 (GMT-05:00)

To: Gus Tome <GTome@bcfedgroup.com™>,"King, Jason C. (CMS/OIS)" <Jason. King@cms.hhs gov>
Subject: RE: HIX A --- Additional Testing Requested

(b)(5)

HHS-0125640
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Lmk if you agree and | will take action. Thanks!

Jessica Hoffman

Enterprise Information Security Group (EISG)

Division of Information Security Policy and Compliance (DISPC)
Office: 410.786.4458 | BB:! (b)(6)

CMS IS Library: http://www.cms.hhs.gov/informationsecurity/
Contact EISG at CISO@cms.hhs.gov

From: Gus Tome [mailto:GTome@bcfedgroup.com]

Sent: Thursday, September 19, 2013 1:33 PM

To: Hoffman, Jessica (CMS/QIS); King, Jason C. (CMS/0OIS)
Subject: RE: HIX A --- Additional Testing Requested

(b)(5)

Sent from my Samsung Galeory Mote® |

-------- Original message --------

From: "Hoffman, Jessica (CMS/OIS)" <Jessica.Hoffman@cms.hhs.gov>

Date: 09/19/2013 13:16 (GMT-05:00)

To: Gus Tome <GTome@bcfedgroup.com>,"King, Jason C. (CMS/OIS)" <Jason. King@cms.hhs.gov>

Subject: RE: HIX A --- Additional Testing Requested

(b)(5)

Please let me know asap and | will contact tom/Darrin as appropriate.

Thanks!

Jessica Hoffman
Enterprise Information Security Group (EISG)

HHS-0125641
CMS0011923
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Division of Information Security Policy and Compliance (DISPC)
Office: 410.786.4458 | BB:! (b)(6)

CMS IS Library: http://www.cms.hhs.gov/informationsecurity/
Contact EISG at CISO@cms.hhs.gov

From: Gus Tome [mailto:GTome@bcfedgroup.com]

Sent: Thursday, September 19, 2013 1:13 PM

To: Hoffman, Jessica (CMS/QIS); King, Jason C. (CMS/OIS)
Subject: Fwd: HIX A --- Additional Testing Requested

Jason/Jessica,

(b)(8)

Gus

Sent from my Samsung Galexy Nete® [

-------- Original message --------

From: Adam Kerns <AKerns@bluecanopy.com>
Date: 09/19/2013 12:40 (GMT-05:00)

To: Gus Tome <GTome@bcfedgroup.com>

Cc: Farzan Karimi <FKarimi@bluecanopy.com>
Subiect: HIX A _--- Additional_Testing Reauested

(b)(5)

HHS-0125642
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(b)(8)

Regards,

Associate - Cyber Security

Blue ¢ Group, LLC
11091 Sunset Hills Road | Suite 777 | Reston, VA 20190
(b)(8) i(mobile)
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named addressee you should not disseminate, distribute or copy this e-mail. Please notify the sender
immediately by e-mail if you have received this e-mail by mistake and delete this e-mail from your system. If
you are not the intended recipient you are notified that disclosing, copying, distributing or taking any action in

reliance on the contents of this information is strictly prohibited.
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reliance on the contents of this information is strictly prohibited.
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Message
From: Hoffman, Jessica (CMS/OIS); NotResp
E NotRes ?___________J
Sent: RCTAC VP IGE RO '
To: Fryer, Teresa M. (CMS/OIS)i NotResp
NotResp

cc: i Toomey, Jacqueline S.(CMS/OL; NotResp

E NotResp i
Subject: “RE-thanks '

(b)(8)

Jessica Hoffman
Enterprise Information Security Group (EISG)

Division of Information Security Policy and Compliance (DISPC)

office: 410.786.4458 | BB:! (b)(6) i

CMS IS Library: http://www.cms.hhs.gov/informationsecurity/

Contact EISG at CISO@cms.hhs.gov

————— original Message-----

From: Fryer, Teresa M. (CMS/0IS)

Sent: Thursday, September 19, 2013 4:49 PM
To: Hoffman, Jessica (CMS/0IS)

Cc: Toomey, Jacqueline S.(CMS/0IS)
Subject: Re: thanks

(b)(4)

————— original Message -----

From: Hoffman, Jessica (CMS/0IS)

Sent: Thursday, September 19, 2013 04:36 PM
To: Fryer, Teresa M. (CMS/0IS)

Cc: Toomey, Jacqueline S.(CMS/0IS)

HHS-0125645
CMS0011927
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Subject: RE: thanks

(b)(5)

Jessica Hoffman

Enterprise Information Security Group (EISG) Division of Information Security Policy and Compliance
(DISPC) e .

office: 410.786.4458 | BB: (b)(6) ECMS IS Library: http://www.cms.hhs.gov/informationsecurity/
Contact EISG at CISO@cms.hh§ Tgov -~

————— original Message-----

From: Fryer, Teresa M. (CMS/0IS)

sent: Thursday, September 19, 2013 4:32 PM
To: Hoffman, Jessica (CMS/0IS)

Cc: Toomey, Jacqueline S.(CMS/0IS)
Subject: thanks

Thanks for speaking up about blue canopy coming back next week!

HHS-0125646
CMS0011928



Obtained via FOIA by Judicial Watch, Inc.

Message

From: Byczkowski, Roxanne (CMS/OIS)E NotResp
NoiRasp .

Sent: 9/19/2013 11:26:23 AM

To: Fryer, Teresa M. (CMS/OIS) NotResp
E NotResp : '

Subject: ' Marketplace support

Teresa—

Is the only person that you have 100% supporting marketplace Jane Kim? Or are there others?

Roxanne Byorkowski, CBCP

Special Assistant

Centers for Medicare & Medicaid Services {5}
Office of Information Services {15}

Phone: 4103-786~
Roxanne byoskowski@oms, hhs.goy
7500 Security Blvd,, N3-14-26
Baitimores, MD 212441850

HHS-0125654
CMS0011929
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Message
From: King, Jason C. (CMS/OIS)E NotResp
Sent: 9/19/2013 10:53:24 AM i
To: Fryer, Teresa M. (CMS/OIS)% NotResp e .
NotResp i Toomey, Jacqueline S.(C!\/‘IIS/OIS)E_____N__QEE?_:?B ______
: NotResp .
Subject: ‘ RE: HHS Briefing '

Attachments: EISG HHS Pres DRAFT -9 20 13 - V1 - JCK 2.pptx

With additional summary slide.

Jason King

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group {EISG)

Canters for Medicare & Medicald Services

PH: {410) 786-7578
http://www.cms.hhs.gov/informationsecurity/

Contact FISG at CISO@cms.hhs.gov

From: Fryer, Teresa M. (CMS/0IS)

Sent: Wednesday, September 18, 2013 4:55 PM

To: King, Jason C. (CMS/0IS); Toomey, Jacqueline S.(CMS/0IS)
Subject: RE: HHS Briefing

Were you sending this back to me with an additional slide with summary bullets?
Thanks,

Teresa

From: King, Jason C. (CMS/QIS)

Sent: Wednesday, September 18, 2013 4:21 PM

To: Fryer, Teresa M. (CMS/QIS); Toomey, Jacqueline S.(CMS/0IS)
Subject: RE: HHS Briefing

(b)(5)

Jason King

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group (EISG)

Centers for Medicare & Medicaid Services

PH: {410) 786-7578
http://www.cms.hhs.gov/informationsecurity/

Contact EI5G at CISO@cms.hhs.gov

HHS-0125663
CMS0011930




Obtained via FOIA by Judicial Watch, Inc.
From: Fryer, Teresa M. (CMS/0IS)

Sent: Wednesday, September 18, 2013 10:41 AM
To: Toomey, Jacqueline S.(CMS/0IS); King, Jason C. (CMS/0IS)
Subject: HHS Briefing

Here is the start of the HHS briefing with the slide from Mitre

Teresa Fryer, CISSP, CIPP/G
Chief Information Security Officer and
Director, Enterprise Information Security Group (EISG)
Centers for Medicare & Medicaid Services
Office of Information Services (OIS)
7500 Security Blvd, N1-26-18
Baltimore, MD 21244
410-786-2614 (W)
O oe (0
teresa.fryer@cms.hhs.gov

S 4

Ehemrgipht & Ml}ﬁ?fﬂ?é’%{}

Fis Mg

This emall and any attachments may contain Sensitive/Privacy Data which is intended for use only by the individuals to
whom it is addressed, it may contain information that is confidential, privileged or otherwise protected from disclosure
under applicable laws. If you are not the intended recipient please note that copying or distributing this email is strictly
prohibited.
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Security Dashboard — ATO Dates for Federal Systems Supporting ACA — As of

Marketplace Markatplace
L ATO ATO System/ ATO -
s i ATO Expirat]
ystem/Application Target Date | Expiration Application Target Date xpirarion
3 03/31/2014 TBD
03/31/2014 8D
10/26/2015
TBD
01/25/2016
TBD
01/30/2016
04/01/2016 TBD
1 09/03/2013 | 8/31/2014
S T | 09/03/2013 | 8/31/2014 Shared Services
= Elipibility & Enrollment (E&E) 09/27/2013
Financial Management {(EM) 09/27/2013 SvsAterrT/ ATO ATO Expiration
Application Target Date
Plan Management {PM) 09/27/2013
1/31/2016
TBD
9/10/2015
18D 4/5/2016
1 09/06/2013 | 08/30/2016
1 05/17/2013 | 05/31/2016 External Pariners Agreements
. 09/01/2013 1SA ATC cMA SLA
E)V(char]\ge cf'onsumer Web Services (ECWS) 10/18/2013 09/03/2013 09/27/2013 09/15/2013 4/12/2013
irtual Audit Management System (VAMS) 1(;/;2/52/553213 09/03/2013 09/27/2013 05/08/2013 B/22/2013
09/03/2013 09/27/2013 09/20/2013 9/20/2013
18D 09/03/2013 09/27/2013 09/15/2013 9/15/2013
12/13/2013 09/03/2013 09/27/2013 09/03/2013 12/27/2013
T80 09/03/2013 | 09/27/2013
01/17/2013 09/03/2013 09/27/2013
TBD 05/24/2013 | 09/27/2013
05/24/2013 | 09/27/2013
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Security Dashboard — Current SCA Findings for Federal Systems Supporting ACA -
Marketplace As of 09/18/2013

Findings
System/Application
ystem/Appl PPI B iy
Infrastructure as a Service {laaS) 0 5 2
Platform as a Service {PaaS) 2 27 | 23 Markﬁtpgacﬁ continued
Collaborative Application Lif le M it Tool (CALT, 0 12 12 P
ollaborative Application Lifecycle Management Tool ( ) e hleion Findings
State Exchange Resource and Tracking System 0 1 2 ¥s pp H ‘ M i
(SERTS/SERVIS)
ISERCO marketplace call center system No SCA
Data Analytics System (MIDAS) 0 33 33
Enroliment Resolution and Reconciliation (ERR) No SCA
Opportunity to Network and Engagei NotRei 0 0 1
. Eligibility Appeals Case Management System (EACMS) No SCA
Federally Facilitated Marketplace (FFM) 2 41 30
" Marketplace survey system No SCA
« Qualified Health Plans (QHP}) Refer to FFM
i i i i No SCA
. Dertal Refer to FFV Registration for Technical Assistance Portal (REGTAP)
« Eligibility & Enroliment (E&E) SCA Underway \pplication Penetration Testing B l 2 ] o
* Financial Management {FM} SCA Underway
* Plan Management {PM) SCA Underway Shared Sef\iige$
FFM Small Business Health Options Program {SHOP) No SCA
FFM Eligibility Service Workers (ESW/ESD) - SERCO No SCA System/ Findings
Application
Data Services Hub {DSH) 0 12 1 e H M L
Enterprise Identity Management (EIDM) 0 2 1
Co-Op Management System (CPMS) 0 10 8
Enterprise Portal 0 0 1
Health Insurance Oversight System (HIOS} 1 37 | 15 Enterprise Eligibility Service (EES) 0 3 3
Exchange Consumer Web Services (ECWS) 2 15 9
Virtual Audit Management System (VAMS)
Health Insurance Casework Systemn (HICS) 1 10 5
Digital Decuments Correspondence System (Digi_Docs) 3 16
Exchange Operations Center (XOC) 6 46 17
Health Insurance Assistance Database (HIAD) No SCA
er (LMI) No SCA
4
laEfRacovery Site (DR) @ HP No SCA
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CMS0011935



Obtained via FOIA by Judicial Watch, Inc.

SCA and ATO Summary and Conclusions

*  The majority of the CMS ACA applications rely on and inherit controls from the
laasS and Paa$, located in CMS's | NotResp ‘Many of the
applications also have complex interdependencies.

(b)(5)
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Message
From: . Linares, George E. (CMS/OIS)! NotResp ‘
; NotResp R
Sent: I 9/25/2013 8:09:31 PM
To: Trudel, Karen (CMS/OIS% NotResp
i NotResp i
Subject: FW: FFM Decision memo 9-25 kt comments.docx

Attachments: TTFFM Decision memo 9-25 Final.docx

Tony had comments...

From: Trenkle, Tony (CMS/0IS)

Sent: Wednesday, September 25, 2013 3:50 PM

To: Linares, George E. (CMS/QIS)

Cc: Byczkowski, Roxanne (CMS/0IS)

Subject: RE: FFM Decision memo 9-25 kt comments.docx

My feedback attached,

From: Linares, George E. (CMS/OIS)

Sent: Wednesday, September 25, 2013 3:32 PM

To: Trenkle, Tony (CMS/OIS)

Subject: FW: FFM Decision memo 9-25 kt comments.docx

George Linares

Acting Chief Technology Officer

Centers for Medicare & Medicaid Services {CMS)

« 410.788.2866 4 george linares@cms.hhs.gov
TEO0 Security Blivd,, N3-15-258

Baltimore, MD 21244-1850

MNeed more information? Visit the OIS website.

From: Linares, George E. (CMS/0OIS)

Sent: Wednesday, September 25, 2013 3:15 PM

To: Byczkowski, Roxanne (CMS/OIS)

Subject: FW: FFM Decision memo 9-25 kt comments.docx

Roxanne,
Here it's the content for one of the Decision memaos

Thanks

George Linares
Acting Chief Technology Officer
Centers for Medicare & Medicaid Services {CMS)

HHS-0024405
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7500 Security Bhd,, N3-15.25

Baltimore, MD 21244-1850
MNeed more information? Visit the OIS website.

From: Linares, George E. (CMS/0OIS)

Sent: Wednesday, September 25, 2013 1:54 PM

To: Fryer, Teresa M. (CMS/QIS); Schankweiler, Thomas W. (CMS/0IS); Outerbridge, Monique (CMS/0IS)
Cc: Mellor, Michael (CMS/0IS); Trudel, Karen (CMS/OIS)

Subject: FFM Decision memo 9-25 kt comments.docx

Based on the 1:00pm meeting. Here it’s the latest version. Please review and provide comments or concurrence by 3:30
today.

Thanks
George

HHS-0024406
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Message
From: Linares, George E. (CMS/OIS)E NotResp
: NotResp :
Sent: 9/25/2013 7:32:14 PM
To: Trenkle, Tony (CMS/OIS)E NotResp
Subject: FW: FFM Decision memol 9-25 kt comments.docx

Attachments: FFM Decision memo 9-25 Final.docx

George Linares

Acting Chief Technolngy Officer

Centers for Medicare & Medicaid Services (CMS)

= 410.788.2866 % george linares@cms.hhs.gov
7500 Security Bhvd,, N3-15-25

Baltimore, MD 21244-1850

Need more information? Visit the OIS website.

From: Linares, George E. (CMS/0OIS)

Sent: Wednesday, September 25, 2013 3:15 PM

To: Byczkowski, Roxanne (CMS/QIS)

Subject: FW: FFM Decision memo 9-25 kt comments.docx

Roxanne,
Here it's the content for one of the Declsion memaos

Thanks

George Linares

Acting Chief Technology Officer

Centers for Medicare & Medicaid Services {CMS)

# 410.786.2866 1 george linares@cms.hhs.gov
TH00 Security Bhvd,, N3-15-25

Baltimora, MD 21244-1850

Need moere information? Visit the OIS website.

From: Linares, George E. (CMS/0OIS)

Sent: Wednesday, September 25, 2013 1:54 PM

To: Fryer, Teresa M. (CMS/0IS); Schankweiler, Thomas W. (CMS/OIS); Outerbridge, Monique (CMS/OIS)
Cc: Mellor, Michael (CMS/0QIS); Trudel, Karen (CMS/OIS)

Subject: FFM Decision memo 9-25 kt comments.docx

Based on the 1:00pm meeting. Here it’s the latest version. Please review and provide comments or concurrence by 3:30
today.

Thanks
George

HHS-0024408
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Message
— Lnares. Georea k. (CMS/OIS)é .................................. - otResp
NotResp :
Sent: 9/25/2013 6:02:04 PM
To: Trudel, Karen (CMS/OIS) | NotResp
E NotResp i. ..................
Subject: Marketplace Security Briefing for COO Final.pptx

Attachments: Marketplace Security Briefing for COO Final.pptx
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Message
From: Jim Jones [jjones_con@qssinc.com]
Sent: 9/26/2013 2:16:46 AM
To: Zaman, Akhtar (CMS/OIS}i NotResp
Deepak Bhatta [dbhatta@gssinc.com]; Venkatasubramanian, Ramesh (CGI Federal})
[ramesh.venkatasubramanian @cgifederal.com]; Rubin, Keith (CGI Federal) [Keith.Rubin@cgifederal.com]
cC: Speights, Richard A. (CMS/OIS)i NotResp i
NotResp |, Donohoe, Paul X. (CMS/OIS| NotResp
NotResp iVishal Khaparde ‘ I
[vkhaparde _con@gssinc.com]
Subject: Update: PST Summary for Wednesday

Later in the evening, we ran two more cycles of testing. (6! had made changes and had run a 500 user smoke test, We
attempted two cycles at 2,000 users. Neither was successful. The results were as follows:

Cycle 1

2000 Vuser test {8:40 pm)

Large number of Race and Ethnicity failures.

CGl suspects a load balancing issue. Made changes and restored the database.

Cyele 2

2000 Vusers {9:31 pm)

Saw very high Login response times. As the vusers ramped up there were a large number of login failures. Test was
stopped.

Jim lones

Q5S4 FFM Performance Test Lead
Desk 301-977-7884 x329

Celli (b)(8)

From: Jim Jones

Sent: Wednesday, September 25, 2013 6:25 PM

To: Akhtar Zaman (Akhtar.Zaman@cms.hhs.gov); Deepak Bhatta; Venkatasubramanian, Ramesh (CGI Federal); Rubin,
Keith (CGI Federal)

Cc: Speights, Richard A. (CMS/0IS) (Richard.Speights@cms.hhs.gov); Donchoe, Paul X. (CMS/0IS)
(Paul.Donohoe@cms.hhs.gov); Vishal Khaparde

Subject: PST Summary for Wednesday

The summary of activities for today is that we were unable to replicate the results of the successful 500 user test from
yesterday. We are now failing the 500 user test and CGl is working to address the issue.

The following is a summary of the progression of today’s activities:

Prior to each cycle, a 10 user test was executed to verify a working environment.

HHS-0097585
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Cycle 1

Ran a 10 Vuser test to validate the data and script changes work fine.

500 Vuser Test (12:15 PM)

Test finished with a lot of errors. The Individual App, Race and Ethnicity Transactions were taking a long time and
eventually the system reached a breakpoint at 12:21 pm, after which everything started failing.

This was an attempt to replicate the results of the successful 500 user test that was run on Tuesday.

CGl said they were investigating a problem in how the messages are being sent across the cluster under load.

Cycle 2
CGl decided that they would like to run a test routing everything to 1 App Server to verify that all transactions are
working.

Ran a 10 Vuser test to validate the data and script changes work fine.

250 Vuser Test (2:24 pm)
60 Vusers failed for the Login.
63 Failures. 187 successful applications completed.

CGl reported that they reviewed the logs from the test and had changed property files and needed to bounce the
servers.

Cycle 3

Data Row: 1

Ran a 10 Vuser test to validate the data and script changes work fine.
2 users failed for Contact Info but rest all passed.

500 Vuser Test (4:47 pm)
No Login failures but system reached a breakpoint around 4:53 pm after which the response time started increasing
rapidly and users started failing.

NotResp

CGl reported that they had identified an issue ini NotResp and a Hotfix is going to be applied.

The following is the response time graph for the 500 Vuser test:

HHS-0097586
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Aeerage Transaction Response Time
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FF_APP_TCOT_001_RegistrationPage X .
FFR_aPP_TCO1_D02_Login 26985 1.924
FFb_APP_TCOT_002b_TemstndConditions_sccept 15,580 :1.154
FFM_&PP_TCO_002c_ChooseDifferentState 32169 2309
FFR_&PP_TCO1_D03_Individualdpplication 1a.83n 2387
FFb_APP_TCOT_004_EnterContactinfo_5svedndCortinue R3.07F 63595
FFM_APP_TCO_005_HelpApplyingF orCoverage_HelpdpplvingF ailCoverage 50.000 H191
FFh_aFP_TCO1_006_HelpdpplingForCoverage_SecuriyQuestions 52868 BRI7
FFM_APP_TCO1_007_HelpPayingFarCoverage_HelpPayingForCoverage 39.067 5393
FFM_APP_TCO1_008_HelpPayingForCoverage_NeedFinancialdzsiztance 46.526 E.F70
FFR_&FP_TCOH_003_WhoMeedsCoverage_WhoMNeedsCoverage £3.752 0.E53
FFM_APP_TCO1_010_wWhoNeedsCoverage Persond_info 45116 71687
FFM_APP_TCO1_011_whoNeedsCoverage_PersonZ_info 51108 B812
FFM_APP_TCO_C11b_WhoNeedsCoverage_spplicantSummary_Save 491.444 154892
FFR_APP_TCO1_012_FamilwdndHousehold_Personl_Gender 139.088 :26.807
FFR_&PP_TC01_013_FamilwindHousehold_Personl_SSNInfo 119642 :24.775
FFM_APP_TCO1_014_FamilpsndHousehold_Person_Ciizenship 142684 i27.282
FF_APP_TCO1_015_FamilwdndHouzehold_Person_RaceE thnicity 110,943 :16.548
FF_&PP_TCO01_016_FamilpdndHousehold_PersonZ_Gender 12,329 1.481
FFM_&PP_TCO_017_FamilwindHousehold_Person2_SSNInfo 38362 4.E12
FFM_aFP_TCO1_018_FamilpsndHousehold_Ferson2_Citizenship 120,285 :25.424
FF_APP_TCOT_015_FamiyéndHousehold_Person2_Confirmaddriess 33171 4406
FFM_APP_TCO1_020_FamilpihdHouzehold_Person2_RaceE thricity 199107 130,439
FF_AFP_TCOT_021_FamilysndH ousehold_Summany_Save 59,207 0529
FFM_APP_TCO1_022_Additionalinfo_FederallyRecognizedT ribe 7.993  1.104
FFM_APP_TCO1_023_ReviewandSign_Reviewdpp_sgreeStatements_5 avedndR eturnlater 37.584 EB.7EE
FFM_&FP_TCOT_024_Logout 6128 0742

Jim Jones

QSSl, FFM Performance Test Lead
Desk 301-977-7884 x329

Cell} (b)(6)

This electronic mail (including any attachments) may contain information that is privileged, confidential, and/or
otherwise protected from disclosure to anyone other than its intended recipient(s). Any dissemination or use of

this electronic email or its contents (including any attachments) by persons other than the intended recipient(s)

is strictly prohibited. If you have received this message in error, please notify the sender by reply email and

delete the original message (including any attachments) in its entirety.
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ISSUER TESTING STATUS
Reporting as of 9/23/13

Features.

 Direct Enroliment Functionality

‘vlndlwdual eligibility

L|m|ted APTC/CSR problems contlnue

Very lerted. Can'’t process applications W|th

APTC/ CSR

Family eligibility

Very Limited: APTC/CSR problems continue; Some
applications don’t process at all

Same

Calculate correct
subsidy/premium

Limited: APTC not always calculating correctly

Very Limited: APTC/CSR not being returned

Shop on Plan Compare

Re!iabi!ity issues; Data errors; missing QHPs (Was not

supposed to be fixed m,NotReSP.ast night. )

N/A

Enroll in QHP

Limited: submit applications; 834 is inconsistent, lacking
data orinaccurate data

Limited: inconsistent results; missing data in
834

Ability for consumer to arrange Not yet: Data transfer and URL assignment errors N/A
payment
Ability for consumer to cancel QHP | Not yet Same

Important to Note:

e Testing is on relatively simple scenarios, with simulated test data (as it relates to applicants, eligibility and subsidy).

e Inconsistent testing results have led to concern about overall integrity

e  Only 7 issuers (Alpha Team) have had full insights and therefore lead time to prepare mitigation strategies;
all remaining issuers have less than 1 week to prepare for significant issues and workarounds

e Must fix agent landing page for dlrect enroliment to work

HHS-0105461
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Message
From: Trenkle, Tony (CMS/OIS)i NotResp
: NotResp
Sent: "9/25/2013 623740 PM
To: Bowen, Marianne (CMS/OAE NotResp i
i NotResp i Nelson, David 1. (CMS/OEM)
NotResp , Franey, Maribel R.
T CNIS/OEN) _ NotResp Fryer,
Teresa M. (CMS/OIS)d NotResp i
: NotResp
Subject: I Fw: IMPORTANT: California IDP discussion

Attachments: CA IDP Response 9-25-2013 (1).docx

Importance:  High

From: Linares, George E. (CMS/QIS)

Sent: Wednesday, September 25, 2013 02:31 PM

To: Trenkle, Tony (CMS/OIS); Chao, Henry (CMS/OIS)

Cc: Trudel, Karen (CMS/0IS); Schankweiler, Thomas W. (CMS/0IS); Outerbridge, Monique (CMS/0IS); Grothe, Kirk A.
(CMS/01IS)

Subject: FW: IMPORTANT: California IDP discussion

Tony, Henry

This is the CA paper that was reqguested on Monday’s meeting with Michelle. There was verbal concurrence on the 11:30
calf this morning with everyone on this distribution list. Last, there were no further comments on the attached. | think
this paper is ready for the COO. Let me know if vou have any questions.

Thanks

George Linares

Aeting Chief Technology Officer

Centers for Medicare & Medicaid Services {CMS)

« 410.786.2866 7 george. linares@cms.hhs.gov
7500 Security Blivd,, N3-15-25

Baltimora, MD 21244-1850

Need more information? Visit the OIS website,

From: Schankweiler, Thomas W. (CMS/CIS)

Sent: Wednesday, September 25, 2013 12:35 PM

To: Fryer, Teresa M. (CMS/0IS); Chen, Jenny C. (CMS/CCIIO); Linares, George E. (CMS/0IS); Outerbridge, Monique
(CMS/0IS); Grothe, Kirk A. (CMS/0IS); Schmidt, Donna W. (CMS/0IS); Greene-Horace, Andrea D. (CMS/CCIIO); Mercer,
Karen L. (CMS/CCIIO)

Cc: Cowley, Amanda D. (CMS/CCIIO); Comeaux, Nicole (CMS/CCIIO); Franey, Maribel R. (CMS/OEM); Blodgett, Bennett
W. (CMS/CCIIO)

Subject: IMPORTANT: California IDP discussion

Importance: High

All,

HHS-0123942
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Please see the updated response document. We have 30 minutes to make edits, corrections, etc. |1 am also available by

phone! (b)(6) tand | am on Lync.

Thanks,

Tom

HHS-0123943
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(b)(5)

09/24/2013
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Message
From: Franey, Maribel R. (CMS/OEM) I] NotResp
i NotResp i
Sent: 9/25/2013 9:34:37 PM
To: Trenkle, Tony (CMS/OIS} NotResp ' _
NotResp i Bowen, Marianne {CMS/OA) NotResp
-E NotResp :'
“Nelson, David 1. {CMS/GEM) | NotResp . _—
NotResp  Fryer, Teresa M. (CMS/OIS) NotResp
NotResp iSchankweiler, Thomas W.
(CMS/OIS) [ NotResp i Outerbridge,
Monique (CLI-VI-§,76—!S)-: NotResp I
Grothe, Kirk A. (CMSL/-OI-S-}' NotResp 2 I
i NotResp i
cC: ...Trudel, Karen (CMS/OIS) | NotResp i '
NotResp éWiIIs, Theodora (CMS/OEM:; NotResp
i NotResp :
Subject: I RE: IMPORTANT: California IDP discussion

We concur and thank you for including our privacy comments on attestation.

Best Regards,
Maribel Franey

Director| Privacy Policy Compliance Group | Office of E-Health Standards & Services | Centers for Medicare & Medicaid
Services | 7500 Security Boulevard| Baltimore, MD 21244 Matistop: $2-26-17| Office Location: $2-25-27 Office:
(410) 786-0757 | E-Mail: Maribel Franey®@cms.hhs.gov

From: Trenkle, Tony (CMS/0IS)

Sent: Wednesday, September 25, 2013 5:23 PM

To: Bowen, Marianne (CMS/OA); Nelson, David J. (CMS/OEM); Franey, Maribel R. (CMS/OEM); Fryer, Teresa M.
(CMS/01S)

Subject: Fw: IMPORTANT: California IDP discussion

Importance: High

From: Linares, George E. (CMS/OIS)

Sent: Wednesday, September 25, 2013 02:31 PM

To: Trenkle, Tony (CMS/QIS); Chao, Henry (CMS/OIS)

Cc: Trudel, Karen (CMS/0IS); Schankweiler, Thomas W. (CMS/0IS); Outerbridge, Monique (CMS/QIS); Grothe, Kirk A.
(CMS/0IS)

Subject: FW: IMPORTANT: California IDP discussion

Tony, Henry

HHS-0123945
CMS0011948



Obtained via FOIA by Judicial Watch, Inc.
This is the CA paper that was requested on Monday’s meeting with Michelle. There was verbal concurrence on the 11:30

call this morning with everyone on this distribution list. Last, there were no further commaents on the attached. | think
this paper is ready for the COO. Let me know if you have any guestions.

Thanks

George Linares

Acting Chief Technology Officer

Centers for Medicare & Medicaid Services {CMS)

= 410.788.2868 #: george.linares@cms.hhs.gov
7800 Security Blvd,, N3-15-28

Baltimore, MD 21244-1850

MNeed more information? Visit the OIS website,

From: Schankweiler, Thomas W. (CMS/QIS)

Sent: Wednesday, September 25, 2013 12:35 PM

To: Fryer, Teresa M. (CMS/QIS); Chen, Jenny C. (CMS/CCIIO); Linares, George E. (CMS/OIS); Outerbridge, Monique
(CMS/QIS); Grothe, Kirk A. (CMS/OIS); Schmidt, Donna W. (CMS/0IS); Greene-Horace, Andrea D. (CMS/CCIIO); Mercer,
Karen L. (CMS/CCIIO)

Cc: Cowley, Amanda D. (CMS/CCIIO); Comeaux, Nicole (CMS/CCIIO); Franey, Maribel R. (CMS/OEM); Blodgett, Bennett
W. (CMS/CCIIO)

Subject: IMPORTANT: California IDP discussion

Importance: High

All,

Please see the updated response document. We have 30 minutes to make edits, corrections, etc. | am also available by

______________________________ Y

phonei_ (b)(6) Eand I am on Lync.

Thanks,

Tom

HHS-0123946
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Message
From: Schankweiler, Thomas W. (CMS/0QIS) NotResp
: NotResp !
Sent: 9/25/2013 4:09:04 PM
To: Fryer, Teresa M. (CMS/OISEi NotResp :
NotResp England-Gordon, John E. (CMS/OIS)-NotRESPJ
NotResp :
NotResp i Schmidt, Donna W. (CMS/OIS) | NotResp i
NotResp L Ambrosini, Ellen M. (CMS/OEM! NotResp
NotResp ], Linares, George E. (CMS/QIS) | NotResp
NotResp 1; Franey, Maribel R. (CMS/OEM:  NotResp
| Nothesn T Wi
cC: Cooper, Dennis (CMS/CTR) ! NotResp .
NotResp !; Davis, Angela (CMS/O!S)E NotResp |
H. NotResp
Schmidt, Donna W. (CMS/OIS) ]f NotResp i
: NotResp  Grothe, Kirk A. (CMS/OIS). NotResp
L NotResp i Outerbridge, Monique
(CMS/QIS) [i NotResp i
Subject: RE: Marketplace and States Decision Memo outlines_JKahn.docx

That is likely what will happen is packages will be coming in on Saturday and Sunday.

From: Fryer, Teresa M. (CMS/OIS)

Sent: Wednesday, September 25, 2013 12:06 PM

To: Schankweiler, Thomas W. (CMS/QIS); England-Gordon, John E. (CMS/QIS); Schmidt, Donna W. (CMS/0IS);
Ambrosini, Ellen M. (CMS/OEM); Linares, George E. (CMS/QIS); Franey, Maribel R. (CMS/OEM)

Cc: Cooper, Dennis (CMS/CTR); Davis, Angela (CMS/0IS); Schmidt, Donna W. (CMS/OIS); Grothe, Kirk A. (CMS/OIS);
QOuterbridge, Monique (CMS/OIS)

Subject: RE: Marketplace and States Decision Memo outlines_JKahn.docx

We have contractor support available over the weekend, however, if Tony wants the packages delivered to him by
Meonday, EISG cannot be receiving them Sunday night or Monday for review,

From: Schankweiler, Thomas W. (CMS/CIS)

Sent: Wednesday, September 25, 2013 11:29 AM

To: England-Gordon, John E. (CMS/0IS); Schmidt, Donna W. (CMS/OIS); Fryer, Teresa M. (CMS/OIS); Ambrosini, Ellen
M. (CMS/OEM); Linares, George E. (CMS/QIS); Franey, Maribel R. (CMS/OEM)

Cc: Cooper, Dennis (CMS/CTR); Davis, Angela (CMS/0IS); Schmidt, Donna W. (CMS/OIS); Grothe, Kirk A. (CMS/0IS);
QOuterbridge, Monique (CMS/OIS)

Subject: FW: Marketplace and States Decision Memo outlines_JKahn.docx

Importance: High

See below,

Is everyone on board with trying to make this happen? Incuding weekend support. | know Spherelom is cleared to
work. If not we need to be talking to George ASAP.

Tom

HHS-0124143
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From: Linares, George E. (CMS/QIS)

Sent: Wednesday, September 25, 2013 11:24 AM

To: Boughn, Julie C. (CMS/CMCS); Kahn, Jessica (CMS/CMCS)

Cc: Schankweiler, Thomas W. (CMS/QIS); Trudel, Karen (CMS/QIS)
Subject: RE: Marketplace and States Decision Memo outlines_JKahn.docx

lulie,

Yes, OIS is planning to review all packages as they arrived. To that end, Tony has reguested to have all packages
received this week to be deliverad to him by Monday, at the latest. He has authorizred weekend support for this effort
as well, Hopefully, this answers vour questions.

Thanks

George Linares

Acting Chief Technology Officer

Centers for Medicare & Medicaid Services (CMS)

+ 4107862866 ©7 george linares@cms.hhs.gov
7500 Security Bhvd,, N3-15-25

Baltimora, MD 21244-1850

Need more information? Visit the OIS website,

From: Boughn, Julie C. (CMS/CMCS)

Sent: Wednesday, September 25, 2013 10:16 AM

To: Kahn, Jessica (CMS/CMCS); Linares, George E. (CMS/OIS)

Cc: Schankweiler, Thomas W. (CMS/0IS); Trudel, Karen (CMS/0IS)
Subject: RE: Marketplace and States Decision Memo outlines_JKahn.docx

50 it looks like all the states that need connection by 10/1 have now submitted their documentation. George and Tom-
what's the plan on the OIS side to review the documentation that has been submitted? | know we're going to allow ATC
based upon the fact that the states have submitted. Presumably, we are still planning to review, right? Have vou all
established a timeline, or even some prioritization, to those reviews?

Julie Boughn
Deputy Director, Center for Medicaid & CHIP
Twitter @julieboughn

INFORMATION NOT RELEASABLE TQ THE PUBLIC UNLESS AUTHORIZED BY LAW: This informaltion has nof beern
publicl disclosed and may be priviteged and confidential It is for infernal government use only and misst nof
be disseminated, distributed. or copled fo persons not authonzed fo receive the information. Unouvthorized
disclosure may resull in prossculion o the full exfent of the iaw.

From: Kahn, Jessica (CMS/CMCS)

Sent: Tuesday, September 24, 2013 10:40 PM

To: Linares, George E. (CMS/0OIS)

Cc: Schankweiler, Thomas W. (CMS/0IS); Trudel, Karen (CMS/OIS); Boughn, Julie C. (CMS/CMCS)
Subject: Re: Marketplace and States Decision Memo outlines_JKahn.docx

Thanks- also NC just uploaded their remaining documentation a little while ago so more progress!
Jess

HHS-0124144
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On Sep 24, 2013, at 8:11 PM, "Linares, George E. (CMS/OIS)" <George. Linares@cms.hhs.gov> wrote:
Thanks Jess. Karen and myself will review, format it and then we'll send out for final ok.

From: Kahn, Jessica (CMS/CMCS)

Sent: Tuesday, September 24, 2013 6:13 PM

To: Linares, George E. (CMS/0IS); Schankweiler, Thomas W. (CMS/OIS); Trudel, Karen (CMS/0IS)

Cc: Boughn, Julie C. (CMS/CMCS)

Subject: Marketplace and States Decision Memo outlines_JKahn.docx

Attached includes the CMCS input into the decision memo on the state side of things. | used the security status report

received from OIS at 4pm today from Dennis. Also attached is the appendix that indicates States’ status.

HHS-0124145
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Message
From: Schankweiler, Thomas W. (CMS/OIS); NotResp
i NotResp '
Sent: 9/25/2013 4:12:32 PM
To: Fryer, Teresa M. (CMS/OIS): NotResp i
i NotResp ‘England-Gordon, John E. (CMS/OIS)E NotResp
NotResp
NotResp { Schmidt, Donna W. (CIVIS/OIS)E NotResp
NotResp 1; Ambrosini, Ellen M. (CMS/OEM)! NotResp
NotResp J; Linares, George E. (CMS/OIS);  NotResp i
H NotResp EFraney, Maribel R. (CMS/OEM)E NotResp
NotResp 3 S e
CC: Cooper, Dennis (CMS/CTR)! NotResp
i NotResp , Davis, Angela (CMS/OIS) { NotResp |
i NotResp
Schmidt, Donna W. (CMS/OIS) NotResp E
| NotResp : Grothe, Kirk A. (CMS/OIS); NotResp
P NotResp i Outerbridge, Monique
(CMS/OIS) | NotResp !
Subject: RE: Marketplace and States Decision Memo outlines_JKahn.docx

We will be at the Baltimore location assembling package. You are welcome to have folks come in to be a part of
it. Invite to follow sometime today. | hope you can have someone attend.

Tom

From: Fryer, Teresa M. (CMS/0IS)

Sent: Wednesday, September 25, 2013 12:11 PM

To: Schankweiler, Thomas W. (CMS/QIS); England-Gordon, John E. (CMS/QIS); Schmidt, Donna W. (CMS/0IS);
Ambrosini, Ellen M. (CMS/OEM); Linares, George E. (CMS/QIS); Franey, Maribel R. (CMS/OEM)

Cc: Cooper, Dennis (CMS/CTR); Davis, Angela (CMS/0IS); Schmidt, Donna W. (CMS/0IS); Grothe, Kirk A. (CMS/0IS);
Outerbridge, Monique (CMS/0OIS)

Subject: RE: Marketplace and States Decision Memo outlines_JKahn.docx

Just saving, we will need some time to review as well. Will there be some notification of package drop off or do you
expect someoene to be in the office 24/77

From: Schankweiler, Thomas W. (CMS/CIS)

Sent: Wednesday, September 25, 2013 12:09 PM

To: Fryer, Teresa M. (CMS/QIS); England-Gordon, John E. (CMS/CIS); Schmidt, Donna W. (CMS/OIS); Ambrosini, Ellen
M. (CMS/QEM); Linares, George E. (CMS/0IS); Franey, Maribel R. (CMS/OEM)

Cc: Cooper, Dennis (CMS/CTR); Davis, Angela (CMS/0IS); Schmidt, Donna W. (CMS/QIS); Grothe, Kirk A. (CMS/OIS);
Outerbridge, Monique (CMS/OIS)

Subject: RE: Marketplace and States Decision Memo outlines_JKahn.docx

That is likely what will happen is packages will be coming in on Saturday and Sunday.

From: Fryer, Teresa M. (CMS/0IS)
Sent: Wednesday, September 25, 2013 12:06 PM
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To: Schankweiler, Thomas W. (CMS/QIS); England-Gordon, John E. (CMS/QIS); Schmidt, Donna W. (CMS/0IS);

Ambrosini, Ellen M. (CMS/OEM); Linares, George E. (CMS/OIS); Franey, Maribel R. (CMS/OEM)

Cc: Cooper, Dennis (CMS/CTR); Davis, Angela (CMS/OIS); Schmidt, Donna W. (CMS/0IS); Grothe, Kirk A. (CMS/QIS);
Quterbridge, Monique (CMS/CIS)

Subject: RE: Marketplace and States Decision Memo outlines_JKahn.docx

We have contractor support available over the weekend, however, if Tony wants the packages delivered to him by
Monday, EISG cannot be receiving them Sunday night or Monday for review.

From: Schankweiler, Thomas W. (CMS/QIS)

Sent: Wednesday, September 25, 2013 11:29 AM

To: England-Gordon, John E. (CMS/0IS); Schmidt, Donna W. (CMS/0OIS); Fryer, Teresa M. (CMS/OIS); Ambrosini, Ellen
M. (CMS/OEM); Linares, George E. (CMS/OIS); Franey, Maribel R. (CMS/OEM)

Cc: Cooper, Dennis (CMS/CTR); Davis, Angela (CMS/OIS); Schmidt, Donna W. (CMS/OIS); Grothe, Kirk A. (CMS/OIS);
Outerbridge, Monique (CMS/OIS)

Subject: FW: Marketplace and States Decision Memo outlines_JKahn.docx

Importance: High

See below,

Is everyone on board with trying to make this happen? Including weekend support. | know SphereCom is cleared to
work. If not we need to be talking to George ASAP,

Tom

From: Linares, George E. (CMS/QIS)

Sent: Wednesday, September 25, 2013 11:24 AM

To: Boughn, Julie C. (CMS/CMCS); Kahn, Jessica (CMS/CMCS)

Cc: Schankweiler, Thomas W. (CMS/0IS); Trudel, Karen (CMS/OIS)
Subject: RE: Marketplace and States Decision Memo outlines_JKahn.docx

Julie,

Yes, OIS is planning to review all packages as they arrived. To that end, Tony has requested to have all packages
received this week to be delivered to him by Monday, at the latest. He has authorized weekend support for this effort
as well, Hopefully, this answers your questions.

Thanks

George Linares

Acting Chief Technology Officer

Centers for Medicare & Medicaid Services {CMS)
7500 Security Blvd,, N3-15-25

Baltimore, MD 21244-18580

Meed more information? Visit the OIS website.

From: Boughn, Julie C. (CMS/CMCS)
Sent: Wednesday, September 25, 2013 10:16 AM
To: Kahn, Jessica (CMS/CMCS); Linares, George E. (CMS/OIS)
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Cc: Schankweiler, Thomas W. (CMS/0IS); Trudel, Karen (CMS/0IS)

Subject: RE: Marketplace and States Decision Memo outlines_JKahn.docx

So it jooks like all the states that need connection by 10/1 have now submitted their documentation. George and Tom-
what's the plan on the OIS side to review the documentation that has been submitted? | know we're going to allow ATC
based upon the fact that the states have submitted. Presumably, we are still planning to review, right? Have you all
established a timeline, or even some prioritization, to those reviews?

Julie Boughn
Deputy Director. Center for Medicaid & CHIP
Twitter @julieboughn

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW: This information has not been
publicly disciosed and may be privileged and confidential. It is for infernal government use only and must nof
be disseminagled, distributed, or copled fo persons not authorized fo receive the information. Unauthorized
clisclosure may resull in prosecufion to the full extent of the law.

From: Kahn, Jessica (CMS/CMCS)

Sent: Tuesday, September 24, 2013 10:40 PM

To: Linares, George E. (CMS/QIS)

Cc: Schankweiler, Thomas W. (CMS/OIS); Trudel, Karen (CMS/0IS); Boughn, Julie C. (CMS/CMCS)
Subject: Re: Marketplace and States Decision Memo outlines_JKahn.docx

Thanks- also NC just uploaded their remaining documentation a little while ago so more progress!
Jess

On Sep 24, 2013, at 8:11 PM, "Linares, George E. (CMS/OIS)" <George.Linares@cms.hhs.gov> wrote:
Thanks Jess. Karen and myself will review, format it and then we'll send out for final ok.

From: Kahn, Jessica (CMS/CMCS)

Sent: Tuesday, September 24, 2013 6:13 PM

To: Linares, George E. (CMS/QOIS); Schankweiler, Thomas W. (CMS/0OIS); Trudel, Karen (CMS/0IS)

Cc: Boughn, Julie C. (CMS/CMCS)

Subject: Marketplace and States Decision Memo outlines_JKahn.docx

Attached includes the CMCS input into the decision memo on the state side of things. | used the security status report

received from OIS at 4pm today from Dennis. Also attached is the appendix that indicates States’ status.
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Message
From: Richardson, Marc D. (CMS/OIS)E NotResp
: NotResp
Sent: 9/25/2013 7:44:27 PM ,
To: Schankweiler, Thomas W. (CMS/OIS)E NotResp : ;
| NotResp : Mansaray, Sharlene (CMS/OIS) NotResp
b ' NotResp i Fryer, Teresa M.
_(ems/015) E NotResp
T
CC: Outerbridge, Monique (CMS/0IS) ! NotResp
i NotResp !
Subject: RE: Quick question on RIDP
(b)(5)
Regards,
3

Mare Richardson, PME. Director

Centers for Medicare & Medicaid Services (CME)
Office of Information Services (OI8)

innovative Healthcare Delivery Systems Group (IHDSG)
Division of Healthcare Information Systems (DHIS)

(b)(6)

FEGE Security Bivd. N3-17-07
Baltimore, MD 21244-1850

Need more information? Please visit the OIS website.

From: Schankweiler, Thomas W. (CMS/QIS)

Sent: Friday, September 20, 2013 10:06 AM

To: Richardson, Marc D. (CMS/QIS); Mansaray, Sharlene (CMS/OIS); Fryer, Teresa M. (CMS/0IS)
Cc: Outerbridge, Monique (CMS/QIS)

Subject: FW: Quick question on RIDP

Marc, Teresa, and Sharlens.
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(b)(5)

Thoughts?
Tom
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Message
From: Ryan Brewer [rbrewer@grayscout.com]
Sent: 9/25/2013 6:51:57 PM
To: -Erver. Teresa M. (CMS/QIS) NotResp
: NotResp i
cC: I Jones, Paul (CMS/CTR); NotResp : Cording,
Kristina (CMS/OIS); NotResp
Subject: Re: FW: Risk accepltance doc

Sure, no problem. We will review and discuss to provide an updated response.

Ryan

On Wed, Sep 25, 2013 at 2:45 PM, Fryer, Teresa M. (CMS/OIS) <Teresa.Fryer@cms.hhs.gov> wrote:

Ryan and Erik,

{ hate to ask you this, but CCHO has submitted an updated RA for this, Could vou please review the attached RA to ses if
vour identified risks associated with their approach still stand and update your document if needed. Then T will send this
back to them with the below response. f possible, can | have this by noon on Friday?

Thanks,

Teresa

From: Ryan Brewer [mailto:rbrewer@grayscout.com]
Sent: Wednesday, September 18, 2013 3:00 PM

To: Fryer, Teresa M. (CMS/QIS)

Cc: Jones, Paul (CMS/CTR); Cording, Kristina (CMS/QIS)
Subject: Re: FW: Risk acceptance doc

Hi Teresa,

(b)(5)
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On Tue, Sep 17, 2013 at 3:46 PM, Fryer, Teresa M. (CMS/OIS) <Teresa.Fryer@cms.hhs.gov> wrote:

Here is a risk acceptance sent by CTHO for the manual method of remote identity proofing. Please review and provide
your feedback, as well as our recommendation to Senior Leadership on accepting this level of risk. If pogsible, please
have this back by COB tomorrow. if this is not possible, please let me know.

Thanks,

Teresa

From: Carter, Cathy T. (CMS/0OIS)

Sent: Tuesday, September 17, 2013 1:14 PM

To: Trenkle, Tony (CMS/QIS); King, Terris (CMS/OIS); Fryer, Teresa M. (CMS/QIS)
Cc: Richardson, Marc D. (CMS/OIS); Gass, Carole F. (CMS/0OIS)

Subject: FW: Risk acceptance doc

HHS-0124152
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Here is what colio sent

From: Richardson, Marc D. (CMS/0IS)

Sent: Monday, September 16, 2013 11:32 PM

To: Carter, Cathy T. (CMS/OIS); Gass, Carole F. (CMS/QIS)
Subject: FW: Risk acceptance doc

From: Grothe, Kirk A. (CMS/OIS)

Sent: Monday, September 16, 2013 3:50 PM
To: Richardson, Marc D. (CMS/QIS)
Subject: FW: Risk acceptance doc

Pyl

kirk Grothe, PMP®
Deputy Group Director, Consumer Information and insurance Systems Group
Office of Information Services

Centers for Medicare and Medicaid Services

Phone: (301) 492-4377

Mobile! (b)(6)

kirk.grothe@cms.hhs.gov

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW: This information hos not been publicly disclesed and maoy be
privileged and confidentiol. itis for internal government use only and must not be disseminated, distributed, or copied 1o persans not guthorized to
receive the information. Unauthorized disclosure may result in prosecution to the fullest extent of the low,
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From: Kerr, James T. (CMS/CMHPO)

Sent: Monday, September 16, 2013 12:13 PM

To: Chao, Henry (CMS/QOIS)

Cc: Outerbridge, Monique (CMS/QIS); Grothe, Kirk A. (CMS/OIS); Lorenz, Samara A. (CMS/CCIIO)
Subject: FW: Risk acceptance doc

Henry, Please review and advise if this can be used to take the next step. Thanks, lim

Jomes T. Kerr
Jameas T, Kerr, acting Deputy Director, Qperations, CCHO and Consortium Administrator CMHPQO | Centers for Medicare
and Medicaid Services | phone:301-492-4124

From: Walker, Benjamin L. (CMS/CCIIO)

Sent: Monday, September 16, 2013 11:33 AM

To: Kerr, James T. (CMS/CMHPO)

Cc: Deboy, Alissa M. (CMS/CCIIO); Roche, Jacqueline R. (CMS/CCIIO)
Subject: RE: Risk acceptance doc

Hi Jim,

See attached. Please et me know If you have any questions, or if you are comfortable with it

Thanks,

Ben

From: Kerr, James T. (CMS/CMHPO)

Sent: Monday, September 16, 2013 5:39 AM

To: Walker, Benjamin L. (CMS/CCIIO)

Cc: Deboy, Alissa M. (CMS/CCIIO); Roche, Jacqueline R. (CMS/CCIIO)
Subject: RE: Risk acceptance doc

Ok thx
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James T. Kerr

James T, Kerr, acting Deputy Direclor, Operations, CCHO and Consortium Administrator CMHPO | Centers for Medicare
and Medicaid Services | phone:301-492-4124

From: Walker, Benjamin L. (CMS/CCIIO)

Sent: Sunday, September 15, 2013 11:56 PM

To: Kerr, James T. (CMS/CMHPO)

Cc: Deboy, Alissa M. (CMS/CCIIO); Roche, Jacqueline R. (CMS/CCIIO)
Subject: Risk acceptance doc

Hi Jim,

| just wanted to let you know that | just wrapped up the first draft of the risk acceptance document. After Jackie has an
opportunity to take a look, we will send it your way.

Thanks,

Ben

C. Ryan Brewer GCIH, C|CISO, CISSP
Principal

GrayScoutLLC .
Tel/Ofc: +1 202-904-2220 IMobile:EL (b)(6)

rhrewer@grayscout.com | Www.grayscout.com

C. Ryan Brewer GCIH, C|CISO, CISSP
Principal
GrayScout LL.C

rbrewer@grayscout.com | www.grayscout.com
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Message
From: Schankweiler, Thomas W. (CMS/OIS} NotResp
: NotResp :
Sent: 9/25/2013 5:26:27 PM
To: Fryer, Teresa M. (CMS/OIS}) NotResp
: NotResp :
Subject: Fw: Wed POAM mtg
(b)(5)
Tom

From: Warren, Kevin (CMS/QIS)

Sent: Wednesday, September 25, 2013 12:53 PM

To: Schankweiler, Thomas W. (CMS/QIS)

Cc: Villar, Manuel (CMS/CTR); Lyles, Darrin V. (CMS/OIS); jpeterson@ccsin.com <jpeterson@ccsin.com>; Brackett,
Stacie D. (CMS/CCIIO); England-Gordon, John E. (CMS/0IS)

Subject: RE: Wed POAM mtg

Tom,
This is an update to the email below.

Based on our meeting with EISG this moming and the explicit guidance they provided with the
new CFACTS-POAM process, it will be impossible to have the weaknesses/findings identified
below moved from pendimg verification to a closed status today.

Both James and Desmond communicated that all ISSOs will only be responsible for addressing
Low findings as it pertains to Component (CAP) Validation. Subsequently, the CISO/EISG will
be responsible for validating each High, Moderate, Low and weakness and in turn, closing them
out.

The weaknesses currently in Pending Verification (PV) as it relates to the new EISG POAM
process effective August 31, 2013, includes the following:

{. Business owner, System Maintainer and contract support staff are responsible to ensure
all milestones, resources and appropriate artifacts are submitted/updated in CFACTS; as
it pertains to their respective weakness for the system.

HHS-0124166
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Once the appropriate information for the weakness has been updated m CFACTS, EISG

will receive notification to review the information.

Once FISG receives the notification, they will review and validate the weakness to ensure

the corresponding information and artifacts have been provided.

4. I the information is sufficient to close the weakness, EISG will disseminate an e-mail
indicating successful OCISO Validation. The content of the email will include
information that states we have completed all of our milestones and provided the
appropriate

5. I the information 1s not sufficient to close the weakness, EISG will dissemmate an e-mail
indicating Failed OCISO Validation and a report indicating the steps needed for
remediation.

|2

Ul

(b)(5)

As a result of us reviewing a good portion of the Pending Verification items in CFACTS with
Desmond, we will continue to work with each Business owner, System Maintainer and contract
support staff to educate them on the new EISG POAM process as well as the necessary
information needed for successfild closure of findings.

Kevin Warren | Centers for Medicare and Medicaid Services (CMS) Office of Information
Services {OIS) Consumer Information and Insurance Systems Group (CHSG) | 7700 Wisconsin
Ave (9380-A) Bethesda, Maryland | 301.492 4381 (O)

From: Schankweiler, Thomas W. (CMS/CIS)

Sent: Monday, September 23, 2013 8:52 PM

To: Warren, Kevin (CMS/0IS)

Cc: Villar, Manuel (CMS/CTR); Lyles, Darrin V. (CMS/OIS)
Subject: Wed POAM mig

Kevin,
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Here is what | need you and Jason to review with Desmond and James. All of these should get closed out. If you need to

make any updates to get them closed, then work through that during the session to reach closure. All of these are
pending verification so they should be easy enough to close out.

FFM #2,7, 9,

HIOS — (2) high findings #54 and #55. Also address any items marked as pending verification 7,11, 29, 36, 57, 61, 62, 63,
64, 67,68,70,72,74,75,76,77,78, 79, 80, 82, 83, 84, 85, 87, 89, 102

SERTS - items marked as pending verification #20

MIDAS items marked as pending verification #65, #68

PaaS —(2) High Findings (refer to PaaS findings on HUB SCA {DSH)).

Regards,

Tom
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Message
From: Shomo, Milton [tshomo@ mitre.org]
Sent: 9/25/2013 2:09:19 PM
To: Mellor, Michael (CMS/OIS)} NotResp
CC: Fryer, Teresa M. (CMS/OIS)i i : _
| NotResp ; Toomey, Jacqueline S.(CMS/OIS) NotResp |
! NotResp -,. Bielski, Jim [jbielski@mitre.org]
Subject: RE: FFM testing
Mike —

(b)(5)

Milton Shomo, CISSE

Principa

| information Systems Engineer

MITRE Corp.
Center for Connected Government
{703} 983-2853 {0}

(b)(6) )

From: Mellor, Michael (CMS/OIS) [mailto:Michael.Mellor@cms.hhs.gov]
Sent: Tuesday, September 24, 2013 4:48 PM

To: Shomo, Milton

Cc: Fryer, Teresa M. (CMS/0IS); Toomey, Jacqueline S.(CMS/OIS)
Subject: RE: FFM testing

(b)(5)

From: Mellor, Michael (CMS/OIS)

Sent: Tuesday, September 24, 2013 4:42 PM

To: Shomo, Milton (tshomo@mitre.org)

Cc: Fryer, Teresa M. (CMS/0IS); Toomey, Jacqueline S.(CMS/0IS)
Subject: FFM testing

Milton — Can you please send me the following? Need this ASAP please.

e Brief description of the FFM testing issues. (testing done in different environments, code not
developed)
e What percentage of FFM (from a function / system model) was tested?
o Ifyou can list out specific components, that would be helpful
e What security controls were and were not tested?

Thanks.
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Message
From: Jones, Paul (CMS/CTR) NotResp
Sent: 9/25/2013 6:57:07 PM
To: Fryer, Teresa M. (CMS/OIS) NotResp

NotResp ;; Ryan Brewer [rbrewer@grayscout.com]
cc: “Cording, Kristina (CMS/OIS)] NotResp ;
Subject: RE: FW: Risk acceptance doé .

Attachments: 130925 FFM identity proofing risk acceptance v3 (REDLINE).docx

(b)(5)

Erik Jones {Contracter)

CISO Security Team

Enterprise Information Security Group {EISG)
Centers for Medicare & Medicaid Services
703-393-2608 {voice)

(b)(6) H{cel)

http://www.cms.hhs.gov/informationsecurity/
Contact the CISO Team CISO@cms.hhs.gov

DHSCLAIMER:

THE INFORMATION CONTAINED IN THIS MESSAGE AND ANY FILE TRANSMITTED WITH 1T 1S INTENDED ONLY FOR THE USE OF THE INDIVIDUAL OR
ENTITY TO WHICH [T 15 ADDRESSED AND MAY CONTAIN INFORMATION THAT IS PRIVILEGED, CONFIDENTIAL, AND EXEMPT FROM DISCLOSURE. Any
disciosure, distribution, copying or use of the information by anvone other than the intended recipient, regardless of address or routing, is strictly
prohibited. H you have received this message in error, please advise the sender by immediate reply and delete the original message. Personal
messages express views solely of the sender and are not attributable to the company.

From: Fryer, Teresa M. (CMS/0IS)

Sent: Wednesday, September 25, 2013 2:46 PM

To: Ryan Brewer

Cc: Jones, Paul (CMS/CTR); Cording, Kristina (CMS/OIS)
Subject: RE: FW: Risk acceptance doc

Ryan and Erik,
Phate to ask you this, but CCHO has submitted an updated RA for this. Could you please review the attached RA to see if

your identified risks associated with their approach still stand and update your document if needed. Then | will send this
back to them with the below response. If possible, can | have this by noon on Friday?
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Tharks,

Teresa

From: Ryan Brewer [mailto:rbrewer@grayscout.com]
Sent: Wednesday, September 18, 2013 3:00 PM

To: Fryer, Teresa M. (CMS/QIS)

Cc: Jones, Paul (CMS/CTR); Cording, Kristina (CMS/OIS)
Subject: Re: FW: Risk acceptance doc

Hi Teresa,

(b)(5)

On Tue, Sep 17, 2013 at 3:46 PM, Fryer, Teresa M. (CMS/QIS) <Teresa.Fryer@cms.hhs.gov> wrote:

Here is a risk acceptance sent by CCHO for the manual method of remote identity proofing. Please review and provide
vour feedback, as well as our recommaendation to Senior Leadership on accepting this level of risk. If possible, please
have this back by COB tomorrow. if this is not possible, please let me know,

Thanks,

Teresa

HHS-0124172
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From: Carter, Cathy T. (CMS/OIS)
Sent: Tuesday, September 17, 2013 1:14 PM

To: Trenkle, Tony (CMS/QIS); King, Terris (CMS/OIS); Fryer, Teresa M. (CMS/QIS)

Cc: Richardson, Marc D. (CMS/0IS); Gass, Carole F. (CMS/QIS)
Subject: FW: Risk acceptance doc

Here is what cciip sent

From: Richardson, Marc D. (CMS/QIS)

Sent: Monday, September 16, 2013 11:32 PM

To: Carter, Cathy T. (CMS/OIS); Gass, Carole F. (CMS/QIS)
Subject: FW: Risk acceptance doc

From: Grothe, Kirk A. (CMS/OIS)

Sent: Monday, September 16, 2013 3:50 PM
To: Richardson, Marc D. (CMS/QIS)
Subject: FW: Risk acceptance doc

Fyi.

Kirk Grothe, PMP®

Deputy Group Director, Consumer Information and Insurance Systems Group
Office of Information Services

Centers for Medicare and Medicaid Services

Phone: (301) 492-4377

Mobile: (b)(6)

kirk.grothe@cms.hhs.gov
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INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW: This information hos nol been publicly disclosed and may be

oriviteged and confidentiol, It is for internal government use only aond must not be disseminated, distributed, or copied to persons not guthorized to
receive the information. Unauthorized disclosure may resull in prosecution to the fullest extent of the low.

From: Kerr, James T. (CMS/CMHPO)

Sent: Monday, September 16, 2013 12:13 PM

To: Chao, Henry (CMS/0IS)

Cc: Outerbridge, Monique (CMS/QIS); Grothe, Kirk A. (CMS/OIS); Lorenz, Samara A. (CMS/CCIIO)
Subject: FW: Risk acceptance doc

Henry, Please review and advise if this can be used to take the next step. Thanks, Jim

James T. Kerr

James T, Kerr, acting Deputy Director, Operations, CCHO and Consortium Administrator CMHPO | Centers for Medicare
and Medicaid Services | phone:301-492-4124

From: Walker, Benjamin L. (CMS/CCIIO)

Sent: Monday, September 16, 2013 11:33 AM

To: Kerr, James T. (CMS/CMHPQ)

Cc: Deboy, Alissa M. (CMS/CCIIO); Roche, Jacqueline R. (CMS/CCIIO)
Subject: RE: Risk acceptance doc

Hi Jim,

See attached. Please let me know if you have any questions, or if you are comfortable with it

Thanks,

Ben
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From: Kerr, James T. (CMS/CMHPO)

Sent: Monday, September 16, 2013 5:39 AM

To: Walker, Benjamin L. (CMS/CCIIO)

Cc: Deboy, Alissa M. (CMS/CCIIO); Roche, Jacqueline R. (CMS/CCIIO)
Subject: RE: Risk acceptance doc

OK thx

Jomes T. Kerr
Jameas T, Kerr, acting Deputy Director, Qperations, CCHO and Consortium Administrator CMHPQO | Centers for Medicare
and Medicaid Services | phone:301-492-4124

From: Walker, Benjamin L. (CMS/CCIIO)

Sent: Sunday, September 15, 2013 11:56 PM

To: Kerr, James T. (CMS/CMHPO)

Cc: Deboy, Alissa M. (CMS/CCIIO); Roche, Jacqueline R. (CMS/CCIIO)
Subject: Risk acceptance doc

Hi Jim,

| just wanted to let you know that | just wrapped up the first draft of the risk acceptance document. After Jackie has an
opportunity to take a look, we will send it your way.

Thanks,

Ben

C. Ryan Brewer GCIH, C|CISO, CISSP
Principal
GrayScout L1.C
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rbrewer(@grayscout.com | www.grayscout.com
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CMS INFORMATION SECURITY POLICY/STANDARD

RISK ACCEPTANCE
Component: System Name: Subsystem: Date:
Consumer Information and | Federally-Facilitated N/A 9/17/2013
Insurance Oversight Marketplace (FFM)
(CCHO)
(b)(5)
Page 1
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CMS INFORMATION SECURITY POLICY/STANDARD
RISK ACCEPTANCE

(b)(5)

Page 2
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CMS INFORMATION SECURITY POLICY/STANDARD
RISK ACCEPTANCE

(b)(5)

Page 3
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CMS INFORMATION SECURITY POLICY/STANDARD
RISK ACCEPTANCE

(b)(5)

Endorsement of Risk Analysis Understanding and Acceptance

Concur [ Non-Concur [_| See Comments [_]
Business Owner & Title
Date:
Comments:
Concur [_] Non-Concur [_] See Comments [_|
Date:
Comments:_.
Concur [ Non-Concur [_| See Comments [_|
Date:
Comments:
Concur [ Non-Concur [_| See Comments [_]
Date:
Comments:

Please note: If granted, this risk acceptance must be reviewed at least annually by the requesting
component. Waivers must be renewed every three years or when significant changes which affect the
system categorization, justification for noncompliance and/or compensating controls are made.

Page 4
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Message
From: King, Jason C. (CNIS/OIS)E NotResp
Sent: 9/25/2013 7:09:08 PM
To: Fryer, Teresa M. (CMS/OIS) NotResp

NotResp Kim, Jane (CMS/OIS) | NotResp

i NotResp ;
cc: Toomey, Jacqueline S.(CMS/OIS) NotResp

i NotResp :
Subject: RE: Hub Security fact sheet

(b)(5)

Jason King

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group {EISG)

Centers for Medicare & Medicaid Services

PH: (410) 786-7578
http://www.cms.hhs.gov/informationsecurity/

Contact FISG at CISO@cms.hhs.gov

From: Fryer, Teresa M. (CMS/0IS)
Sent: Wednesday, September 25, 2013 10:44 AM
To: King, Jason C. (CMS/0IS); Kim, Jane (CMS/QIS)

HHS-0124181
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Cc: Toomey, Jacqueline S.(CMS/OIS)
Subject: FW: Hub Security fact sheet

Was FEPS tested and can we confirm that the files transfer process for OPM and peace corp is under the FEPS boundary

Now?

Thanks

Teresa

From: Linares, George E. (CMS/QOIS)
Sent: Tuesday, September 10, 2013 12:15 PM

To: Trenkle, Tony (CMS/QIS); King, Terris (CMS/OIS); Chao, Henry (CMS/CIS)

Cc: Mellor, Michael (CMS/0IS); Fryer, Teresa M. (CMS/OIS); Outerbridge, Monique (CMS/0IS); Schankweiler, Thomas W.

(CMS/0IS)
Subject: RE: Hub Security fact sheet

{just spoke to Henry and the OPM and Peace Corps files will be moved to be under FEPS {FFM}.

Tom —we need include this file transfer process under the FFM boundary for the 5CA

Thanks

George Linares

Acting Chief Technology Officer

Centers for Medicare & Medicaid Services {CMS)

7800 Security Blvd,, N3~15-28
Baltimore, MD 21244-1850
Meed mora information? Visit the OIS website.

From: Linares, George E. (CMS/QIS)
Sent: Tuesday, September 10, 2013 12:00 PM

To: Trenkle, Tony (CMS/QIS); King, Terris (CMS/QIS); Chao, Henry (CMS/QIS)
Cc: Mellor, Michael (CMS/0QIS); Fryer, Teresa M. (CMS/OIS); Outerbridge, Monigue (CMS/QIS)

Subject: FW: Hub Security fact sheet

(b)(5)

Thanks

George Linares

Acting Chief Technology Officer

Centers for Medicare & Medicaid Services {CMS)

' 410.786.2866 1 george linares@cms.hhs.gov
7500 Security Bhed., N3-15-28

Battimore, MD 21244-1850

Need more information? Visit the OIS website,

HHS-0124182
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From: Karlton Kim [mailto:kkim@gssinc.com]

Sent: Tuesday, September 10, 2013 11:55 AM

To: Mellor, Michael (CMS/CIS)

Cc: Linares, George E. (CMS/OIS); Fryer, Teresa M. (CMS/QIS)
Subject: Re: Hub Security fact sheet

I think it is a done deal for year one (although we could change if they were willing). I think it is more of an
issue from their side.

Karlton Kim

Sr. Vice President of Program Delivery

10480 Little Patuxent Parkway, Suite 1100, Columbia MD 21044
Office (301) 977-7884 | mobile! (b)(6)

From: <Mellor>, "Michael (CMS/OIS)" <Michael.Mellor@cms.hhs.gov>

Date: Tuesday, September 10, 2013 11:45 AM

To: Karlton Kim <kkim@gssinc.com>

Cc: "Linares, George E. (CMS/0IS)" <George.Linares@cms.hhs.gov>, "Fryer, Teresa M. (CMS/OIS)"
<Teresa.Fryer@cms.hhs.gov>

Subject: Re: Hub Security fact sheet

Is that a work around (temporary) or a permanent solution?

Thanks

Sent from mobile device

(b)(5)

Karlton Kim

Sr. Vice President of Program Delivery

10480 Little Patuxent Parkway, Suite 1100, Columbia MD 21044
Office (301) 977-7884 | mobile | (b)(6)

From: <Mellor>, "Michael (CMS/0IS)" <Michael.Mellor@cms.hhs.gov>
Date: Tuesday, September 10, 2013 11:12 AM

To: Karlton Kim <kkim@gssinc.com>

Subject: RE: Hub Security fact sheet

Where is peace corps mentioned? I missed that

HHS-0124183
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From: Karlton Kim [mailto:kkim@gssinc.com]

Sent: Tuesday, September 10, 2013 10:55 AM

To: Chao, Henry (CMS/QIS); Schankweiler, Thomas W. (CMS/OIS); Linares, George E. (CMS/0IS); Mellor, Michael
(CMS/01IS)

Subject: Re: Hub Security fact sheet

(b)(5)

Karlton Kim

Sr. Vice President of Program Delivery

10480 Little Patuxent Parkway, Suite 1100, Columbia MD 21044
Office (301) 977-7884 | mobile}  (o)®) |

From: <Chao>, "henry.chaoc@cms.hhs.gov" <henry.chao@cms.hhs.gov>

Date: Tuesday, September 10, 2013 10:43 AM

To: Thomas Schankweiler <thomas.schankweiler@cms.hhs.gov>, Karlton Kim <kkim@gssinc.com>, "Linares, George E.
(CMS/0IS)" <George.Linares@cms.hhs.gov>, "Mellor, Michael {CMS/OIS)" <Michael.Mellor@cms.hhs.gov>

Subject: FW: Hub Security fact sheet

Please check to see if this is ok,

Henry Chao

Deputy CIO & Deputy Director,

Office of Information Services

Centers for Medicare & Medicaid Services
410-786-1800

301-492-4456

From: Cook, Brian T. (CMS/OC)

Sent: Tuesday, September 10, 2013 10:15 AM

To: Khalid, Aryana C. (CMS/OA); Bataille, Julie (CMS/OC); Aronson, Lauren (CMS/OL); Hash, Michael (HHS/OHR); Choe,
Ken (HHS/OGC); Flamberg, Gemma (HHS/OGC); Sivak, Bryan (HHS/IOS); Cohen, Gary M. (CMS/CCIIO); Salcido, Dori
(HHS/ASPA); Shields, Erin E. (OS/ASPA); Sye, Tait (OS/ASPA); Young, Jason (OS/ASPA); Levy, Fabien M. (OS/ASPA);
Peters, Joanne (OS/ASPA); Kerr, James T. (CMS/CMHPOQ); Snyder, Michelle (CMS/OA); Trenkle, Tony (CMS/0IS); Chao,
Henry (CMS/OIS); Outerbridge, Monique (CMS/OIS)

Cc: Jackson, Veronica (HHS/ASPA); Bradley, Tasha (CMS/0C); Unruh, Patti (CMS/OC); Strumolo, Adaline (CMS/CCIIO);
Wilson, Lisa J. (CMS/CCIIO)

Subject: Hub Security fact sheet

FOR LIMITED, QUICK TURNAROUND CLEARANCE
Attached is a fact sheet pulled almost entirely from pre-cleared materials and the latest version of the Homeland
Security Committee letter. Let me know if you have any questions on this. The goal would be to push this out tomorrow

morning, ahead of the Committee hearing.

Your thoughts would be greatly appreciated — by 2 PM if possible. Happy to give more flexibility.

HHS-0124184
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This space intentionally left blank.
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Message
From: Toomey, Jacqueline S.(CMS/OIS) ! NotResp
i NotResp i
Sent: 9/25/2013 6:36:31 PM
To: Fryer, Teresa M. (CMS/OIS)E NotResp
i NotResp
Subject: IRe: Wed POAM mtg

NOE But t worried about it
Jacguie Toomey
Excuse the typos, sent from my blackberry.

From: Fryer, Teresa M. (CMS/QIS)

Sent: Wednesday, September 25, 2013 02:35 PM
To: Toomey, Jacqueline S.(CMS/QIS)

Subject: RE: Wed POAM mtg

You didn’t trip did you?

From: Toomey, Jacqueline S.(CMS/0OIS)

Sent: Wednesday, September 25, 2013 2:34 PM
To: Fryer, Teresa M. (CMS/QIS)

Subject: Re: Wed POAM mtg

Done!
Jacquie Toomey
Excuse the typos, sent from my blackberry.

From: Toomey, Jacqueline S.(CMS/OIS)

Sent: Wednesday, September 25, 2013 02:12 PM
To: Fryer, Teresa M. (CMS/QIS)

Subject: Re: Wed POAM mig

Don't worry about me! P'm afraid of who he's "blind copying” on his emails.
Jacquie Toomey
Excuse the typos, sent from my blackberry.

From: Fryer, Teresa M. (CMS/QIS)

Sent: Wednesday, September 25, 2013 02:11 PM
To: Toomey, Jacqueline S.(CMS/QIS)

Subject: RE: Wed POAM mtg

Sorry | couldr’t be in there, it was full by the time | got out of my meeting &

From: Toomey, Jacqueline S.(CMS/OIS)

Sent: Wednesday, September 25, 2013 2:11 PM
To: Fryer, Teresa M. (CMS/QIS)

Subject: Re: Wed POAM mtg

HHS-0124186
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Breathe....don't allow him o suck you in.....
Jacguie Toomey
Excuse the typos, sent from my blackberry.

From: Fryer, Teresa M. (CMS/QIS)

Sent: Wednesday, September 25, 2013 02:05 PM

To: Toomey, Jacqueline S.(CMS/QOIS); Young, Desmond C. (CMS/QIS); Mensah, James K. (CMS/QIS)
Subject: FW: Wed POAM mtg

FYi

From: Fryer, Teresa M. (CMS/0IS)

Sent: Wednesday, September 25, 2013 2:05 PM
To: Schankweiler, Thomas W. (CMS/CIS)
Subject: RE: Wed POAM mtg

(b)(5)

From: Schankweiler, Thomas W. (CMS/QIS)
Sent: Wednesday, September 25, 2013 2:03 PM
To: Fryer, Teresa M. (CMS/QIS)

Subject: Re: Wed POAM mtg

(b)(8)

From: Fryer, Teresa M. (CMS/QIS)

Sent: Wednesday, September 25, 2013 01:43 PM
To: Schankweiler, Thomas W. (CMS/CIS)

Cc: Linares, George E. (CMS/0IS)

Subject: RE: Wed POAM mtg

(b)(8)

From: Fryer, Teresa M. (CMS/0IS)

Sent: Wednesday, September 25, 2013 1:41 PM
To: Schankweiler, Thomas W. (CMS/QIS)

Cc: Linares, George E. (CMS/0IS)

Subject: RE: Wed POAM mtg

(b)(8)
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(b)(5)
From: Schankweiler, Thomas W. (CMS/QIS)
Sent: Wednesday, September 25, 2013 1:26 PM
To: Fryer, Teresa M. (CMS/QIS)
Subject: Fw: Wed POAM mtg
(b)(5)

Tom

From: Warren, Kevin (CMS/QIS)

Sent: Wednesday, September 25, 2013 12:53 PM

To: Schankweiler, Thomas W. (CMS/QIS)

Cc: Villar, Manuel (CMS/CTR); Lyles, Darrin V. (CMS/OIS); jpeterson@ccsin.com <jpeterson@ccsin.com>; Brackett,
Stacie D. (CMS/CCIIO); England-Gordon, John E. (CMS/0IS)

Subject: RE: Wed POAM mtg

Tom,
This 1s an update to the email below.

Based on our meeting with EISG this moming and the explicit guidance they provided with the
new CFACTS-POAM process, it will be impossible to have the weaknesses/findings identified
below moved from pending vertfication to a closed status today.

Low findings as it pertains to Component {CAP) Validation. Subsequently, the CISO/EISG will
be responsible for validating each High, Moderate, Low and weakness and in turn, closing them
out.

The weaknesses currently in Pending Verification (PV) as it relates to the new EISG POAM
process effective August 31, 2013, includes the following:

1. Business owner, System Maintainer and contract support staff are responsible to ensure
all muilestones, resources and appropriate arfifacts are submitted/updated in CFACTS; as
it pertains to their respective weakness for the system.

HHS-0124188
CMS0011986
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Once the appropriate information for the weakness has been updated m CFACTS, EISG

will receive notification to review the information.

Once EISG recetves the notification, they will review and validate the weakness to ensure

the corresponding information and artifacts have been provided.

4. I the information is sufficient to close the weakness, EISG will disseminate an e-mail
indicating successful OCISO Validation. The content of the email will include
information that states we have completed all of our milestones and provided the
appropriate

5. I the information 1s not sufficient to close the weakness, EISG will dissemmate an e-mail
indicating Failed OCISO Validation and a report indicating the steps needed for
remediation.

|2

Ul

(b)(5)

As a result of us reviewing a good portion of the Pending Verification items in CFACTS with
Desmond, we will continue to work with each Business owner, System Maintainer and contract
support staff to educate them on the new EISG POAM process as well as the necessary
information needed for successfid closure of findings.

Kevin Warren | Centers for Medicare and Medicaid Services (CMS)| Office of Information
Services {OIS) Consumer Information and Insurance Systems Group (CHSG) | 7700 Wisconsin
Ave (9380-A) Bethesda, Maryland | 301.492 4381 (O)

From: Schankweiler, Thomas W. (CMS/CIS)

Sent: Monday, September 23, 2013 8:52 PM

To: Warren, Kevin (CMS/0IS)

Cc: Villar, Manuel (CMS/CTR); Lyles, Darrin V. (CMS/OIS)
Subject: Wed POAM mig

Kevin,

HHS-0124189
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Here is what | need you and Jason to review with Desmond and James. All of these should get closed out. If you need to

make any updates to get them closed, then work through that during the session to reach closure. All of these are
pending verification so they should be easy enough to close out.

FFM #2,7, 9,

HIOS — (2) high findings #54 and #55. Also address any items marked as pending verification 7,11, 29, 36, 57, 61, 62, 63,
64, 67,68,70,72,74,75,76,77,78, 79, 80, 82, 83, 84, 85, 87, 89, 102

SERTS - items marked as pending verification #20

MIDAS items marked as pending verification #65, #68

PaaS —(2) High Findings (refer to PaaS findings on HUB SCA {DSH)).

Regards,

Tom

HHS-0124190
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Message
From: Toomey, Jacqueline S.(CMS/OIS)E NotResp
i NotResp i
Sent: 9/25/2013 6:34:27 PM
To: _Fryer, Teresa M. (CMS/QIS} NotResp
: NotResp
Subject: Re: Wed POAM mtg
Done!

Jacguie Toomey
Excuse the typos, sent from my blackberry.

From: Toomey, Jacqueline S.(CMS/OIS)

Sent: Wednesday, September 25, 2013 02:12 PM
To: Fryer, Teresa M. (CMS/QIS)

Subject: Re: Wed POAM mig

Don't worry about me! P'm afraid of who he's "blind copying” on his emails.
Jacguie Toomey
Excuse the typos, sent from my blackberry.

From: Fryer, Teresa M. (CMS/OIS)

Sent: Wednesday, September 25, 2013 02:11 PM
To: Toomey, Jacqueline S.(CMS/QIS)

Subject: RE: Wed POAM mtg

Sorry | couldn’t be in there, it was full by the time | got out of my mesting ®

From: Toomey, Jacqueline S.(CMS/0IS)

Sent: Wednesday, September 25, 2013 2:11 PM
To: Fryer, Teresa M. (CMS/QIS)

Subject: Re: Wed POAM mig

Breathe....don't allow him to suck you in.....
Jacquie Toomey
Excuse the typos, sent from my blackberry.

From: Fryer, Teresa M. (CMS/QIS)
Sent: Wednesday, September 25, 2013 02:05 PM

To: Toomey, Jacqueline S.(CMS/OIS); Young, Desmond C. (CMS/QIS); Mensah, James K. (CMS/OIS)

Subject: FW: Wed POAM mtg

FY

From: Fryer, Teresa M. (CMS/OIS)

Sent: Wednesday, September 25, 2013 2:05 PM
To: Schankweiler, Thomas W. (CMS/QOIS)
Subject: RE: Wed POAM mtg

HHS-0124191
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(b)(5)

From: Schankweiler, Thomas W. (CMS/QIS)
Sent: Wednesday, September 25, 2013 2:03 PM
To: Fryer, Teresa M. (CMS/QIS)

Subject: Re: Wed POAM mtg

(b)(5)

From: Fryer, Teresa M. (CMS/QIS)

Sent: Wednesday, September 25, 2013 01:43 PM
To: Schankweiler, Thomas W. (CMS/QIS)

Cc: Linares, George E. (CMS/0IS)

Subject: RE: Wed POAM mtg

(b)(5)

From: Fryer, Teresa M. (CMS/0IS)

Sent: Wednesday, September 25, 2013 1:41 PM
To: Schankweiler, Thomas W. (CMS/QIS)

Cc: Linares, George E. (CMS/0IS)

Subject: RE: Wed POAM mtg

(b)(8)

From: Schankweiler, Thomas W. (CMS/QIS)
Sent: Wednesday, September 25, 2013 1:26 PM
To: Fryer, Teresa M. (CMS/QIS)

Subject: Fw: Wed POAM mtg

(b)(5)

HHS-0124192
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Tom

From: Warren, Kevin (CMS/QIS)

Sent: Wednesday, September 25, 2013 12:53 PM

To: Schankweiler, Thomas W. (CMS/CIS)

Cc: Villar, Manuel (CMS/CTR); Lyles, Darrin V. (CMS/OIS); ipeterson@ccsin.com <jpeterson@cesin.com>; Brackett,
Stacie D. (CMS/CCIIO); England-Gordon, John E. (CMS/0IS)

Subject: RE: Wed POAM mtg

Tom,
This is an update to the email below.

Based on our meeting with EISG this morning and the explicit guidance they provided with the
new CFACTS-POAM process, it will be impossible to have the weaknesses/findings identified
below moved from pending verification to a closed status today.

Both James and Desmond communicated that all ISSOs will only be responsible for addressing
Low findings as 1t pertains to Component (CAP) Validation. Subsequently, the CISO/EISG will
be responsible for validating each High, Moderate, Low and weakness and in tumn, closing them
Out.

The weaknesses currently in Pending Verification (PV) as it relates 1o the new EISG POAM
process effective August 31, 2013, includes the following:

1. Business owner, System Maintainer and contract support staff are responsible to ensure
all milestones, resources and appropriate artifacts are submitted/updated in CFACTS; as
it pertains o their respective weakness for the system.

Once the appropriate information for the weakness has been updated in CFACTS, EISG

will recetve notification to review the information.

Once FISG receives the notification, they will review and validate the weakness to ensure

the corresponding information and artifacts have been provided.

4, If the information is sufficient to close the weakness, EISG will disseminate an e~-mail
indicating successful OCISO Validation. The content of the email will include
information that states we have completed all of our milestones and provided the
appropriate

5. If the mformation is not sufficient to close the weakness, EISG will disseminate an e-mail
indicating Failed OCISO Validation and a report indicating the steps needed for
remediation.

L

(b)(8)

HHS-0124193
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(b)(5)

As a result of us reviewing a good portion of the Pendmg Verification items 1n CFACTS with
Desmond, we will continue to work with each Business owner, System Maintainer and confract
support staff to educate them on the new EISG POAM process as well as the necessary
information needed for successful closure of findings.

£

Kevin Warren | Centers for Medicare and Medicaid Services (CMS), Office of Information
Services (OIS} Consumer Information and Insurance Systems Group (CIISG) | 7700 Wisconsin
Ave (9380-A) Bethesda, Maryland | 301.492.4381 (O)

From: Schankweiler, Thomas W. (CMS/QIS)

Sent: Monday, September 23, 2013 8:52 PM

To: Warren, Kevin (CMS/OIS)

Cc: Villar, Manuel (CMS/CTR); Lyles, Darrin V. (CMS/OIS)
Subject: Wed POAM mtig

Kevin,

Here is what | need you and Jason to review with Desmond and James. All of these should get closed out. If you need to
make any updates to get them closed, then work through that during the session to reach closure. All of these are
pending verification so they should be easy enough to close out.

FFM #2,7, 9,

HIOS — (2) high findings #54 and #55. Also address any items marked as pending verification 7,11, 29, 36,57, 61, 62, 63,
64, 67, 68,70,72,74,75,76,77,78,79, 80, 82, 83, 84, 85, 87, 89, 102

SERTS - items marked as pending verification #20
MIDAS items marked as pending verification #65, #68
Paa$S — (2) High Findings (refer to PaaS findings on HUB SCA (DSH)).

Regards,

HHS-0124194
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Tom
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Message

From: Toomey, Jacqueline S.(CMS/OIS} NotResp
: NotResp i

Sent: 9/25/2013 6:38:48 PM

To: Fryer, Teresa M. (CMS/OIS) NotResp

NotResp
Subject: Re: Wed POAM mtg
Giggling.....

Jacguie Toomey
Excuse the typos, sent from my blackberry.

From: Fryer, Teresa M. (CMS/QIS)

Sent: Wednesday, September 25, 2013 02:37 PM
To: Toomey, Jacqueline S.(CMS/QIS)

Subject: RE: Wed POAM mtg

When CHSG gets theirs, can you make a gagging sound for me?

From: Toomey, Jacqueline S.(CMS/0OIS)

Sent: Wednesday, September 25, 2013 2:37 PM
To: Fryer, Teresa M. (CMS/QIS)

Subject: Re: Wed POAM mtg

NG But { worried about it
Jacguie Toomey
Excuse the typos, sent from my blackberry.

From: Fryer, Teresa M. (CMS/QOIS)

Sent: Wednesday, September 25, 2013 02:35 PM
To: Toomey, Jacqueline S.(CMS/QIS)

Subject: RE: Wed POAM mtg

You didn't trip did you?

From: Toomey, Jacqueline S.(CMS/0IS)

Sent: Wednesday, September 25, 2013 2:34 PM
To: Fryer, Teresa M. (CMS/QIS)

Subject: Re: Wed POAM mig

Done!
Jacguie Toomey
Excuse the typos, sent from my blackberry.

From: Toomey, Jacqueline S.(CMS/0OIS)
Sent: Wednesday, September 25, 2013 02:12 PM
To: Fryer, Teresa M. (CMS/QIS)

HHS-0124196
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Subject: Re: Wed POAM mig

Don't worry about me! I'm afraid of who he's "blind copying” on his emails.
Jacguie Toomey
Excuse the typos, sent from my blackberry.

From: Fryer, Teresa M. (CMS/0OIS)

Sent: Wednesday, September 25, 2013 02:11 PM
To: Toomey, Jacqueline S.(CMS/QIS)

Subject: RE: Wed POAM mtg

Sorry | couldr't be in there, it was full by the time | got out of my meeting &

From: Toomey, Jacqueline S.(CMS/0IS)

Sent: Wednesday, September 25, 2013 2:11 PM
To: Fryer, Teresa M. (CMS/QIS)

Subject: Re: Wed POAM mig

Breathe....don't allow him to suck vou in.....
Jacguie Toomey
Excuse the typos, sent from my blackberry.

From: Fryer, Teresa M. (CMS/QIS)
Sent: Wednesday, September 25, 2013 02:05 PM

To: Toomey, Jacqueline S.(CMS/QOIS); Young, Desmond C. (CMS/QIS); Mensah, James K. (CMS/QIS)

Subject: FW: Wed POAM mig

FYl

From: Fryer, Teresa M. (CMS/0IS)

Sent: Wednesday, September 25, 2013 2:05 PM
To: Schankweiler, Thomas W. (CMS/0OIS)
Subject: RE: Wed POAM mtg

(b)(8)

From: Schankweiler, Thomas W. (CMS/QIS)
Sent: Wednesday, September 25, 2013 2:03 PM
To: Fryer, Teresa M. (CMS/QIS)

Subject: Re: Wed POAM mtg

(b)(5)

From: Fryer, Teresa M. (CMS/QIS)
Sent: Wednesday, September 25, 2013 01:43 PM

HHS-0124197
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To: Schankweiler, Thomas W. (CMS/QIS)

Cc: Linares, George E. (CMS/0IS)
Subject: RE: Wed POAM mtg

(b)(5)

From: Fryer, Teresa M. (CMS/0IS)

Sent: Wednesday, September 25, 2013 1:41 PM
To: Schankweiler, Thomas W. (CMS/QIS)

Cc: Linares, George E. (CMS/0IS)

Subject: RE: Wed POAM mtg

(b)(8)

From: Schankweiler, Thomas W. (CMS/QIS)
Sent: Wednesday, September 25, 2013 1:26 PM
To: Fryer, Teresa M. (CMS/QIS)

Subject: Fw: Wed POAM mtg

(b)(5)

Tom

From: Warren, Kevin (CMS/0IS)
Sent: Wednesday, September 25, 2013 12:53 PM
To: Schankweiler, Thomas W. (CMS/CIS)

Cc: Villar, Manuel (CMS/CTR); Lyles, Darrin V. (CMS/QIS); ipeterson@ccsin.com <jpeterson@ccsin.com>; Brackett,

Stacie D. (CMS/CCIIO); England-Gordon, John E. (CMS/0IS)
Subject: RE: Wed POAM mtg

Tom,

This is an update to the email below.

HHS-0124198
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Based on our meeting with EISG this morning and the explicit guidance they provided with the
new CFACTS-POAM process, it will be impossible to have the weaknesses/findings identified
below moved from pending verification to a closed status today.

Both James and Desmond communicated that all ISSOs will only be responsible for addressing
Low findings as it pertains to Component (CAP) Validation. Subsequently, the CISO/EISG will
be responsible for validating each High, Moderate, Low and weakness and in turn, closing them
out.

The weaknesses currently in Pending Verification (PV) as it relates 1o the new EISG POAM
process effective August 31, 2013, includes the following:

1. Business owner, System Maintainer and contract support staff are responsible to ensure
all milestones, resources and appropriate artifacts are submitted/updated imn CFACTS; as
it pertains {o their respective weakness for the system.

2. Once the appropriate information for the weakness has been updated i CFACTS, EISG

will receive notification to review the information.

Once FISG receives the notification, they will review and validate the weakness o ensure

the corresponding information and artifacts have been provided.

4, If the information is sufficient to close the weakness, EISG will disseminate an e-mail
indicating successful OCISO Validation. The content of the email will include
information that states we have completed all of our milestones and provided the
appropriate

5. If the mformation is not sufficient to close the weakness, EISG will disseminate an e-mail
indicating Failed OCISO Validation and a report indicating the steps needed for
remediation.

Lo

(b)(5)

As aresult of us reviewing a good portion of the Pending Verification items in CFACTS with
Desmond, we will continue {o work with each Business owner, System Maintainer and confract
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(b)(5)

Kevin Warren | Centers for Medicare and Medicaid Services (CMS) Office of Information
Services (OIS} Consumer Information and Insurance Systems Group (CHSG) | 7700 Wisconsin
Ave (9380-A) Bethesda, Maryland | 301.492 4381 (O)

From: Schankweiler, Thomas W. (CMS/QIS)

Sent: Monday, September 23, 2013 8:52 PM

To: Warren, Kevin (CMS/OIS)

Cc: Villar, Manuel (CMS/CTR); Lyles, Darrin V. (CMS/0OIS)
Subject: Wed POAM mtg

Kevin,

Here is what | need you and Jason to review with Desmond and James. All of these should get closed out. If you need to
make any updates to get them closed, then work through that during the session to reach closure. All of these are
pending verification so they should be easy enough to close out.

FFM #2,7, 9,

HIOS — (2} high findings #54 and #55. Also address any items marked as pending verification 7,11, 29, 36, 57, 61, 62, 63,
64, 67,68,70,72,74,75,76,77,78,79, 80, 82, 83, 84, 85, 87, 89, 102

SERTS - items marked as pending verification #20

MIDAS items marked as pending verification #65, #68

PaaS — (2) High Findings {refer to PaaS findings on HUB SCA (DSH)).
Regards,

Tom

HHS-0124200
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Message
From: Couts, Todd (CMS/OIS); NotResp
: NotResp i
Sent: 9/26/2013 2:14:28 PM . .
To: ___Trenkle, Tony (CMS/QIS) | NotResp i .
l NotResp ; Linares, George E. (CMS/OIS)! NotResp
o NotResp ;
cc: Rhenes, Rhonda D. (CMS/OIS)E NotResp
NotResp iOuterbridge, Monique (CMS/OIS)
NotResp iGrothe, Kirk A. (CMS/OIS)
NotResp i
Subject: RE: Defects '

Tony and George,
Here is the list we sent Marianne,

Todd Couts

Centers for Medicare & Medicald Services
Office of Information Services .
301-492-5139 (office) |i i(mobile) | todd.coutsi@cms.hhs.gov

| ISR M. . AU

7700 Wisconsin Ave Bethesda MD 20814 | Location: 9308

From: Couts, Todd (CMS/0IS)

Sent: Wednesday, September 25, 2013 2:03 PM

To: Bowen, Marianne (CMS/QA); Outerbridge, Monique (CMS/QIS)
Cc: Rhones, Rhonda D. (CMS/0IS)

Subject: RE: Defects

Marianne,

Below, please find the defects and issues that we are focusing on for 10/1. This is “hot off the presses” based on the
Issuer calls and an extensive walk through session yesterday with the CGI POD loads. There is a target build for sither
tonight or tomorrow night for those ttems that are still in development. We will keep you updated and also updated
with when these are available for Issuer testing.

Custom enrollment group logic causing infinite loop In CMS Testing
DOB should be updated to correctly update on the user interface In CMS Testing
NotRespiAdobe setup for notices In CMS Testing

Comment out the Remove the Request full Medicaid determination button for tomorrow
because of the following issues, which need to be addressed

834 Issue: Subscriber last (vs. 1st) in transaction (Subscriber and member data
appearing in the wrong loop structure (2000 INS through the 2100A N4 member City |In CMS Testing
State Zip)

834 Issue: Subscriber and member data appearing in the wrong loop structure (2000
INS through the 2100A N4 member City State Zip)

In CMS Testing

In CMS Testing

834 Issuer Missing APTC amount not appearing in the 2750 loop In CMS Testing
834 Issue: Premium Amount 1 not appearing In CMS Testing
834 Issue: Missing County Code and qualifier in the N4 segment In CMS Testing

HHS-0017158
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834 Issue: Missing Communication Numbers

In CMS Testing

834 Issue: Missing Race/Ethnicity

In CMS Testing

834 Issue: Missing Language Code

In CMS Testing

834 Issue: Missing Rating Area

In CMS Testing

834 Issue: Note on Items Fixed iniNotRes: Inclusion of the dash ‘- character in the zip
code field (N4) segment

In CMS Testing

iAgent / Broker landing page / login

In CMS Testing

Invalid APTC for direct enrollment

In CMS Testing

IAllow for 9 Zip code

In CMS Testing

Date/Time stamp is not stored consistently through the application

In Development

Editing from review and sign section

In Development

Full Medicaid language on Eligibility Results

In Development

Trying to create a new application when saving and returning is treating as a new
application

Development Complete

CSR not picking up annual income amount

In Development

Typo in after review results 'Choose’ instead of 'Chose’

In Development

IAbility to complete Eligibility Notices

In Development

The text informing the applicant they are a multi-tax household that must “wait until
12/01” to enroll incorrectly appears on the screen; this does not affect the actual
enroliment

In Development

IAttestation attributes not persistent in Individual App

In Development

834 Issue: InsurancelineCode is 'HLT' (health) when the dental plan is enrolled

In CMS Testing

834 Issue: Payment transaction ID should only be for Subscriber and not any
dependents

In CMS Testing

834 Issue: Issuer Name is listed as “Unavailable” and Tax ID is listed as "123456789"

In CMS Testing

834 Issue: Tobacco usage indicator not always matching Application (UI) data

In CMS Testing

834 Issue: Gender always displays “M”

In CMS Testing

834 Issue: Missing CSR amount not appearing in the 2750 loop

In CMS Testing

834 Issue: Missing member contact info on 834

In CMS Testing

Saving plans results is acting as if saved in the 'to do' list

In Development

Effective Date 12/31 instead of 1/1

In Development

Remainder of APTC only showing monthly amount instead of annual amount

In Development

Smoking premium - related to tobacco usage indicator on Ul issue.

In Development

Pay Redirect SAML assertions

In Development

Data disappearing

Worked with TN BCBS and determined
scenario involved Medicaid Individuals and
data should not be appearing - Issue has

been resolved

Submitted application not going to Plan Compare

Under Analysis

Identifiers - Member IDs. Differences between DE response and 834

Under Analysis

Did not find enroliment group

Under Analysis

Warning on unauthorized access did not work first time in Plan Compare

Under Analysis

Todd Couts

Centers for Medicare & Medicaid Services

Office of Information Services

301-492-5139 (office) (b)(6) mobile) | todd.coutsi@cms.hhs.gov
7700 Wisconsin Ave Bethesda MD 20814 | Location: 9308
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Message
From: Chao, Henry (CMS/OIS); NotResp
Sent: 9/27/2013 2:53:55 AM .
To: Snyder, Michelle (CMS/OA)E NotResp
Kerr, James T. (CMS/CMHPO) | NotResp
i NotResp i .
cc: Nelson, David J. (CMS/OEM) NotResp . _
NotResp | Bowen, Marianne (CMS/OA) | NotResp ]
: NotResp E'
' Wallace, Mary H. (CMS/OC) ! NotResp .
: NotResp ; Booth, Jon G. (CMS/OC)E NotResp |
NotResp iPatel, Ketan (CMS/OC) § NotResp '
NotResp Linares, George E. (CMS/OIS)E NotResp
NotResp | Oh, Mark U, (CMS/OIS)
: NotResp ;
‘ Taylor, Deborah A. (CMS/OFM)| NotResp I
NotResp i Kane, Daniel F. (CMS/OAGM) NotResp
'1 NotResp E
Subject: IConcrens on System Peformance and Capacity .
Importance: High
In trying to gauge where we may have some issues with capacity and performance (b)(4)

(b)(8)

Parformance testing needs to continue in various environments so the jury is still out for now but by Saturday we will

have better factual answers.

(b)(4)

Will have more information in the morning.

Henry Chao
Deputy CIO & Deputy Director,
Office of Information Services
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Centers for Medicare & Medicaid Services

410-786-1800
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Message
From: Basavaraju, Venkat (CMS/OIS) NotResp

NotRess e
Sent: 9/26/2013 12:02:36 PM
To: Richardson, Marc D. (CMS/OIS) NotResp

i NotResp ; CMS - EIDM CMS Team| NotResp :

NotResp 3]
cc: Carter, Cathy T. (CMS/OIS) | NotResp i
NotResp : Gass, Carole F. (CMS/OIS); NotResp
NotResp i Linares, George E. (CMS/OIS)NotResp

§ NotResp ; i |
Subject: RE:E'Not'ke‘EElastlaty Plan | Infrastructure Request
CMS ONLY 1

just want to bring couple of other items that we touched at the discussion {I did not document them as they are not
elasticity related):

(b)(8)

~Yenkat

From: Basavaraju, Venkat (CMS/QIS)

Sent: Wednesday, September 25, 2013 10:25 PM

To: Richardson, Marc D. (CMS/QIS); CMS - EIDM CMS Team

Cc: Carter, Cathy T. (CMS/0IS); Gass, Carole F. (CMS/QIS); Linares, George E. (CMS/0IS)

(b)(4)

-Yenkat
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From: Richardson, Marc D. (CMS/QIS)

Sent: Wednesday, September 25, 2013 7:54 PM

To: Basavaraju, Venkat (CMS/0IS); CMS - EIDM CMS Team

Cc: Carter, Cathy T. (CMS/OIS); Gass, Carole F. (CMS/OIS); Linares, George E. (CMS/QOIS)

Subject: Re:ENotResiElasticity Plan | Infrastructure Request

Yenkat, thanks for_making this happen. (b)(5)
‘ (b)(5)

Regards,

Marc Richardson, PMP, Director

Centers for Meadicare & Medicald Services {CMS)
Office of Information Services (OS5}
410.786.0016

marc.richardson@Icms.hhg.gov

(b)(6)

7500 Security Bivd,,
N3-17-0G7
Baltimore, MD 21244-1850

From: Basavaraju, Venkat (CMS/0IS)
Sent: Wednesday, September 25, 2013 07:44 PM

<jvinogradov@gssinc.com>
Cc: Girish Shetty (gshetty@qssinc.com) <gshetty@gssinc.com>; Krishnamoorthi Ganesan <kganesan@qgssinc.com>;
Margush, Doug C. (CMS/OIS); Carter, Cathy T. (CMS/OIS); Gass, Carole F. (CMS/OIS); Linares, George E. (CMS/OIS)

{me). Below is the capture (Mike/ lvan — Please chime in if I miss any}:

(b)(5)

“enkat

From: Vignesh Srinivasan [mailto:vsrinivasan@gssing.com]

Sent: Wednesday, September 25, 2013 3:15 PM

To: Margush, Doug C. (CMS/QIS); Basavaraju, Venkat (CMS/OIS); Schwarzkopf, Rich (Rich.Schwarzkopf@URS.com);
Owings, Michael (Michael.Owings@URS.com)

HHS-0017296
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Subject: "N Elasticity Plan | Infrastructure Request

Obtained via FOIA by Judicial Watch, Inc.

Rich/Michael,

Please assist in expediting the following requests...

(b)(5)

Doug/Venkat,

Please assist in fast tracking CMS Approval...

Thanks,

131 Elden Street

Suite 200

Herndon, VA 20170

(0) 301-977-7884 x 789/337

(c) (b)(6)

This electronic mail (including any attachments) may contain information that is privileged, confidential, and/or
otherwise protected from disclosure to anyone other than its intended recipient(s). Any dissemination or use of
this electronic email or its contents (including any attachments) by persons other than the intended recipient(s)
is strictly prohibited. If you have received this message in error, please notify the sender by reply email and
delete the original message (including any attachments) in its entirety.
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Message
From: Fletcher, John A. (CMS/OIS) NotResp
: NotResp

Sent: 9/26/2013 9:02:33 PM _
To: Nelson, David J. (CMS/OEM! NotResp

i NotRasp ............................
cC: Linares, George E. (CMS/OIS) NotResp

i NotResp !
Subject: RE: Review Change and Release Management - Post 10/1
Dave -

(b)(5)

Situation fluid.

I hope this helps.

I will be with eGlobalTech team tomorrow morning in Columbia if you would like to come by and visit and meet the

team. If not, please let me know when you would like to and we will make the arrangements.
Please advise.

Thanks...Jack

From: Nelson, David J. (CMS/OEM)

Sent: Thursday, September 26, 2013 2:32 PM

To: Fletcher, John A. (CMS/OIS)

Cc: Linares, George E. (CMS/QIS)

Subject: RE: Review Change and Release Management - Post 10/1
Thanks lack - (b)(5)

From: Fletcher, John A. (CMS/QIS)

Sent: Thursday, September 26, 2013 11:22 AM

To: Nelson, David J. (CMS/OEM)

Cc: Linares, George E. (CMS/QIS)

Subject: FW: Review Change and Release Management - Post 10/1

HHS-0017298
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Sorry, this is the right info. Being presented today. Jack

From: Couts, Todd (CMS/0IS)

Sent: Thursday, September 26, 2013 11:08 AM

To: Adkins, Laura J. (CMS/0IS); Cole, Reba R. (CMS/0IS); Gray, Brian (CMS/QIS); Donohoe, Paul X. (CMS/QIS); Ross,
Cassandra (CMS/QIS); Fletcher, John A. (CMS/QIS)

Subject: RE: Review Change and Release Management - Post 10/1

Hi guys,

Sorry I did not gat this to yvou first for a second round of yvour input. Just too many things to do for all of
us,

<< File: ChangeControl.pptx >>

Todd Couts

Centers for Medicare & Medicaid Services

Office of Information Sepvices

301-492-5139 (office) i (b)(6) mobite) | todd.couts1@cms. hhs.gov
7700 Wisconsin Ave Bethesda MD 70814 i Location: 9308

From: Couts, Todd (CMS/0IS)

Sent: Thursday, September 26, 2013 11:05 AM

To: Outerbridge, Monique (CMS/OIS); Quijada, Jose A. (CMS/OIS); Adkins, Laura J. (CMS/0IS); Cole, Reba R.
(CMS/QIS); Gray, Brian (CMS/0IS); Donohoe, Paul X. (CMS/0IS); Ross, Cassandra (CMS/OIS); Fletcher, John A.
(CMS/0IS); Trudel, Karen (CMS/QIS)

Subject: RE: Review Change and Release Management - Post 10/1

Here are the materials for today.

<< File: ChangeControl.pptx >>

Todd Couts

Centers for Medicare & Medicaid Services

Office of Information Services

301-492-513%9 (ofﬁce)i (b)(8) mobile) | todd.couts1@cms.hhs.gov

From: Quterbridge, Monique (CMS/QIS)

Sent: Thursday, September 26, 2013 10:17 AM

To: Quijada, Jose A. (CMS/OIS); Couts, Todd (CMS/0OIS); Adkins, Laura J. (CMS/QIS); Cole, Reba R. (CMS/QIS); Gray,
Brian (CMS/OIS); Donohoe, Paul X. (CMS/0IS); Ross, Cassandra (CMS/OIS); Fletcher, John A. (CMS/OIS); Trudel, Karen
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(CMS/0IS)

Subject: RE: Review Change and Release Management - Post 10/1
Are we still having this meeting? Just checking.

From: Quijada, Jose A. (CMS/0IS)

Sent: Monday, September 23, 2013 8:48 AM

To: Quijada, Jose A. (CMS/QIS); Outerbridge, Monique (CMS/0IS); Couts, Todd (CMS/QIS); Adkins, Laura J. (CMS/OIS);
Cole, Reba R. (CMS/QIS); Gray, Brian (CMS/0OIS); Donchoe, Paul X. (CMS/0IS); Ross, Cassandra (CMS/OIS); Fletcher,
John A. (CMS/OIS); Trudel, Karen (CMS/OIS)

Subject: Review Change and Release Management - Post 10/1

When: Thursday, September 26, 2013 11:00 AM-12:00 PM (UTC-05:00) Eastern Time (US & Canada).

Where: Dial in ! (b)(6) |
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Message
From: Richardson, Marc D. (CMS/OIS): NotResp
' NotResp |

Sent: 9/26/2013 10:33:56 AM . _

To: Carter, Cathy T. (CMS/OIS}): NotResp . .
NotResp ! Gass, Carole F. (CMS/OIS) NotResp

NotResp ,, Linares, George E. (CMS/OIS)EL NotResp
; NotResp E
Subject: RE: Weekly IDP Activity 21 September

Numbers are looking good. Overall we are at a cumulative 898.25 success rate including phone proofing by Experian,

(b)(5)

Normal Transactions

e ACC {Pass)-They passed online without a hitch.

s  REF {Refer to Call Centerj—Total of all referrals regardless of reason for referral

& RF2 {Refer to Call Center}—Referral for RFZ reason code, one of which is listed below as Cannot Generate
Questions.

#  R3A {Refer to Call center}—0ld Code no longer in user § (b)(5)

(b)(5) ' '

¢ Cannot Locate Consumer {RF2)—Experian cannot find them at all—Referral to call center

s SSN Reguired to Access Consumer's File—Still a little unclear myself on how this fits in with the others, but it
would generate a call.

(b)(5)
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From: Carter, Cathy T. (CMS/QIS)

Sent: Monday, September 23, 2013 3:43 PM

To: Richardson, Marc D. (CMS/QIS); Gass, Carole F. (CMS/OIS); Linares, George E. (CMS/0IS)
Subject: RE: Weekly IDP Activity 21 September

S0 these numbers look pretty good to me. is that how | should interpret them? how do yvou read them going down the
column? {difference between the three kinds of referrals and do they all go to the Experian call center?)

From: Richardson, Marc D. (CMS/0IS)

Sent: Monday, September 23, 2013 2:17 PM

To: Carter, Cathy T. (CMS/OIS); Gass, Carole F. (CMS/QIS); Linares, George E. (CMS/QIS)
Subject: Fw: Weekly IDP Activity 21 September

Latest RIDP numbers

Regards,

Warc Richardson, PMP, Director

Centers for Medicare & Medicaid Services {CMS)
Office of Information Services (OIS}
410.786.0016

marc.richardson@cms.hhs.gov

(b)(6)

7500 Security Blvd,,
N3-17-07
Baltimore, MD 21244-1850

From: Vee, Christopher H. [mailto:CHRISTOPHER.VEE@saic.com]
Sent: Monday, September 23, 2013 02:05 PM

<JUNE.H.LIU@saic.com>; Mansaray, Sharlene (CMS/0IS); Romeo, Tara <tara.romeo@experian.com>; Scott Bonney
<bonneys@edaptivesys.com>; Seate, Deborah K.(CMS/0IS); Lantz, Tom (CMS/CCSQ); Basavaraju, Venkat (CMS/QIS)
Subject: Weekly IDP Activity 21 September

Good afternoon.

Please find below the Weekly ID Proofing Activity from 15 September through 21 September.

Perc Perc

enta
ge

enta Count

ge

enta Count

ge

enta Count

ge

Count Count
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REF (Refer to Call
Center)

R3A (Refer to Call
center)

SSN Required to
Access Consumer’s 211 1.0% 6| 0.7% -1 0% 6 1% - 0%
File 4 9 9

Deceased (9001 -

41 0.2% 1] 0.2% 0% 1| 0% -1 0%
RF4)

KIQ Abandons 43 | 1.9% 10| 1.1%

N

2% 71 1% 9%
3
Cannot Generate
. 1} 0.0% 0.0% 0% 0% 0%
Questions (RF2)
0 4 4
1

HHS-0017303
CMS0012011

Input Data Error 13| 0.6% 51 0.6%

AN
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Perc Perc
Count enta Count enta Count enta Count
ge

REF (Refer to
Manual
processing)

KIQ Timeouts - instances where the user took more than 10 minutes
to respond to Out of Wallet Questions

KIQ Abandons - instances where the user never submits

responses to Out of Wallet questions

Input Data Error - Any consumer input related errors (i.e. address
format, DOB entered incorrectly)

Christopher H. Vee | SAIC
Program Manager | Cybersecurity Solutions Operations

mobile} (b)(6) i | Christopher.H.Vee@saic.com | saic.com

........................... ]

CISSP, PVB, CISA, CRISC, MCP

Science Applications International Corporation
6841 Benjamin Franklin Drive
Columbia, MD 21046

NATIONAL SECURITY | ENERGY & ENVIRONMENT | HEALTH | CYBERSECURITY

SAIC’s national security business will soon be...

leidos

Portions of SAIC to be renamed Leidos, Inc., subject to
stockholder approval and consummation of a separation
transaction if approved by SAIC board of directors.
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This email and any attachments to it are intended only for the identified recipients. It may contain proprietary or otherwise legally protected information

of SAIC. Any unauthorized use or disclosure of this communication is strictly prohibited. If you have received this communication in error, please notify
the sender and delete or otherwise destroy the email and all attachments immediately.
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Message
From: __Linares, George E. (CMS/OIS)| NotResp
Noteo T
Sent: 9/26/2013 8:51:24 PM
To: Rasavaraju, Venkat (CMS/OIS); _ NotResp
NotResp}: Richardson, Marc D. (CMS/OIS) ! NotResp :
NotResp iICMS —ENotRej CMS Team NotResp
: NotResp i
cC: Carter, Cathy T. (CMS/OIS) | NotResp
: NotResp ! Gass..Carole F. (CMS/0IS) E NotResp :
NotResp '
Subject: RE:ENotRe;.'{Iasticity Plan | Infrastructure Request

Pagree. If nothing else the current version e NotResp;shouEtrf help bridge the gap that we currently have. We could keep a

............... -i

close eye on its performance to determing If it's best to move to its own VM, but that could be down the road. For now,
we should pursue reusing what we already have in place.

Thanks

George Linares

Acting Chief Technology Officer

Centers for Medicare & Medicaid Services {CMS)

# 410.786.2866 5 george linares@cms.hhs.gov
7500 Security Blvd., N3-15-258

Baltimore, MD 21244-1850

Need more information? Visit the OIS website.

From: Basavaraju, Venkat (CMS/QIS)
Sent: Thursday, September 26, 2013 8:03 AM
To: Richardson, Marc D. (CMS/QIS); CMS - EIDM CMS Team

Subject: RE NotRes§ Elasticity Plan | Infrastructure Request

CMS ONLY 11

| just want to bring couple of other items that we touched at the discussion { did not document them as they are not
elasticity related):

(b)(5)
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(b)(5)

“Yenkat

From: Basavaraju, Venkat (CMS/QIS)

Sent: Wednesday, September 25, 2013 10:25 PM

To: Richardson, Marc D. (CMS/QIS); CMS - EIDM CMS Team

Cc: Carter, Cathy T. (CMS/0IS); Gass, Carole F. (CMS/QIS); Linares, George E. (CMS/QOIS)

(b)(4)

Yenkat

From: Richardson, Marc D. (CMS/QIS)
Sent: Wednesday, September 25, 2013 7:54 PM
To: Basavaraju, Venkat (CMS/OIS); CMS - EIDM CMS Team

Subject: Re:NotResElasticity Plan | Infrastructure Request

Venkat, thanks for making this happen. (b)(5)

(b)(5)

Regards,

Marc Richardson, PMP, Director

Centers for Medicare & Medicaid Services {CMS)
Gffice of Information Services {O15)
410.786.0016

marc.richardson®@cms.hhs.gov

(b)(6)

7500 Security Blvd,,
N3I-17-07
Baltimore, MD 21244-1850

From: Basavaraju, Venkat (CMS/OIS)
Sent: Wednesday, September 25, 2013 07:44 PM

To: CMS -iNotRespfcMS Team; 'mfinkel@qssinc.com’ (mfinkel@gssinc.com) <mfinkel@gssinc.com>; 'Ivan Vinogradov'

<ivinogradov@gssinc.com>

Cc: Girish Shetty (gshetty@qssinc.com) <gshetty@gssinc.com>; Krishnamoorthi Ganesan <kganesan@qssing.com>;

Subject: FWﬁ;NotR'E_ Elasticity Plan | Infrastructure Request
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This afternoon we had a very good meeting with Doug/ QSS! {Mike/ lvan/ James} / URS {Rich) and CMS | NotResp

{mel. Below is the capture {Mike/ lvan — Please chime in if { miss anylh:

(b)(8)

~Yenkat

From: Vignesh Srinivasan [mailto:vsrinivasan@gssinc.com]

Sent: Wednesday, September 25, 2013 3:15 PM

To: Margush, Doug C. (CMS/QIS); Basavaraju, Venkat (CMS/QIS); Schwarzkopf, Rich (Rich.Schwarzkopf@URS.com);
Owings, Michael (Michael.Owings@URS.com)

Rich/Michael,

Please assist in expediting the following requests...

(b)(5)

Doug/Venkat,

Please assist in fast tracking CMS Approval...

Thanks,

Vignesh Srinivasan, MS, CCNP, Security+, MCTS, Linux+

NotResp Dperations Lead

131 Elden Street

Suite 200

Herndon, VA 20170

{0) 301-977-7884 x 789/337

(). (b)(®) |

HHS-0018955
CMS0012016



Obtained via FOIA by Judicial Watch, Inc.

ed shinking (B

This electronic mail (including any attachments) may contain information that is privileged, confidential, and/or
otherwise protected from disclosure to anyone other than its intended recipient(s). Any dissemination or use of
this electronic email or its contents (including any attachments) by persons other than the intended recipient(s)
is strictly prohibited. If you have received this message in error, please notify the sender by reply email and
delete the original message (including any attachments) in its entirety.
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Appointment

nc.

From:

Sent:
To:

CC:

Subject:
Location:

Start:
End:

Zaman, Akhtar (CMS/OISE NotResp

; NotResp :
9/26/2013 5:08:10 PM

Jim Jones [jjones_con®@gqssinc.com]; Linares, George E. (CMS/0IS) . _____________________________ _.NotResp _
NotResp i; Zaman, Akhtar (CMS/OIS) § NotResp
NotResp , Venkatasubramanian, Ramesh (CGI Federal)

[ramesh.venkatasubramanian@cgifederal.com]; Dill; Walter (CMS/OIS); 'Jim Jones'; Rishi Srivastav
(rsrivastav@gssinc.com) [rsrivastav@qssinc.com]; Karlton Kim (kkim@gqssinc.com) (kkim@gqssinc.com)

[kkim@gssinc.com]; Thomas Swoboda (tswoboda@qssinc.com) [ts

woboda@qssinc.com]; Mike Battles; Deepak

Bhatta (dbhatta@gssinc.com) [dbhatta@gssinc.com]; Vishal Khaparde (vkhaparde _con@qssinc.com)
[vkhaparde_con@gssinc.com]; Jagadish Gangahanumaiah (jgangahanumaiah@qssinc.com)
[igangahanumaiah@qssinc.com]; 'Keith.Rubin@cgifederal.com'; Speights; Richard A. (CMS/OIS); Donohoe; Paul X.

(CMS/0IS); Chaitanya Reddy (chreddy@gssinc.com) [chreddy@gss

inc.com]; 'mike.battles@amentra.com'; Ramesh

(CGI Federal); Sharma; 'Peter Um' (peter@tlcg.com) (peter@tlcg.com) [peter@tlcg.com]; Basavaraju; Venkat

(CMS/0IS); Margush, Doug C. (CMS/OIS); NotResp

NotResp iDoug C. (CMS/OIS); Thurston; Robert (CMS/CTR); Walter;

Stephen 1. (CMS/OIS); Shao; Lijun (CMS/CPI); Oh; Mark U. (CMS/OIS); Fletcher; John A. (CMS/OIS); Patel; Ketan;

carter; daniel; Lindenstruth, Gregory W. (CMS/OC)E

NotResp

[ivinogradov@gqssinc.com]; Purcell; Timothy J. (CMS/OIS); Mansara

i NotResp igregory; lvan Vinogradov (ivinogradov@gssinc.com)

y; Sharlene {CMS/0IS); Jayaprakash Thambusamy

(jthambusamy@gqssinc.com) (jthambusamy@gqssinc.com) [jthambusamy@gqssinc.com]; Girish Shetty

(gshetty@qssinc.com) (gshetty@gssinc.com) [gshetty@gssinc.com

1; Duraimurugan Govindasamy

(dgovindasamy@gssinc.com) [dgovindasamy@qssinc.com]; Eranda Samarasinghe (esamarasinghe@qssinc.com)

[esamarasinghe@gssinc.com]; Bavani Murari (bmurari@gssinc.com) [bmurari@qssinc.com]; Minze Chien

(MChien@gqssinc.com) [MChien@gqssinc.com]; Dill, Walter (CMS/OIS)E NotResp i
NotResp L, 'Jim Jones' [jjones_con@qssinc.com]; Mike Battles
[mbattles_hix@gssinc.com]; Speights, Richard A. (CMS/OIS); NotResp
NotResp i; Donohoe, Paul X. (CMS/OIS) . ___________ NotResp_ ,
: NotResp i; Basavaraju, Venkat (CMS/OIS) LNOtRESP
NotResp , Thurston, Robert (CMS/CTR)
NotResp | Walter, Stephen J. (CMS/OIS)
NotResp il; Shao, Lijun
N C'_I'\_/'I_'S_,TCIFTD'J; NotResp i .
I NotResp {E)H,-Mark U. (CMS/01S) | NotResp i
NotResp , Fletcher, John A. (CMS/0OIS)
i NotResp . ', Patel, Ketan (CMS/0OC)
. NotResp i Carter, Daniel (CMS/OC)
NotResp - purcell, Timothy J. (CMS/OIS)
NotResp !, Mansaray, Sharlene
I__((_:M.S_/_C)_I_S_).; NotResp E.._._._._._..._._._._._._..._!
: NotResp i

Sharma, Hemant (CGl Federal) [Hemant.Sharma@cgifederal.com];
[Keith.Rubin@cgifederal.com]

FW: 3-4pm tomorrow: Review PST results, Thursday (09/25)
Confline: i (b)(6)

9/26/2013 7:00:00 PM
9/26/2013 8:00:00 PM

Show Time As: Busy

Rubin, Keith (CGI Federal)
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From: Jim Jones [mailto:jjones_con@gssinc.com]

Sent: Wednesday, September 25, 2013 7:57 PM

To: Jim Jones; Zaman, Akhtar (CMS/0OIS); Venkatasubramanian, Ramesh (CGI Federal); Dill; Walter (CMS/QIS); 'Jim
Jones'; Rishi Srivastav (rsrivastav@gssing.com); Karlton Kim (kkim@gssinc.com) (kkim@gssing.com); Thomas Swoboda
(tswoboda@gssinc.com); Mike Battles; Deepak Bhatta (dbhatta@gssinc.com); Vishal Khaparde

(vkhaparde con@gssinc.com); Jagadish Gangahanumaiah (jgangahanumaiah@gssinc.com);
'Keith.Rubin@cgifederal.com'; Speights; Richard A. (CMS/QOIS); Donohoe; Paul X. (CMS/QIS); Chaitanya Reddy
(chreddy@qgssinc.com); 'mike.battles@amentra.com’; Ramesh (CGI Federal); Sharma; 'Peter Um' (peter@tlcg.com)
(peter@ticg.com); Basavaraju; Venkat (CMS/OIS); Margush, Doug C. (CMS/OIS); Doug C. (CMS/QIS); Thurston; Robert
(CMS/CTR); Walter; Stephen 1. (CMS/OIS); Shao; Lijun (CMS/CPI); Oh; Mark U. (CMS/OIS); Fletcher; John A. (CMS/0IS);
Patel; Ketan, carter; daniel; Lindenstruth, Gregory W. (CMS/OC); gregory; Ivan Vinogradov (ivinogradov@gssinc.com);
Purcell; Timothy J. (CMS/0IS); Mansaray; Sharlene (CMS/0IS); Jayaprakash Thambusamy (jthambusamy@gssing.com)
(ithambusamy@gssinc.com); Girish Shetty (gshetty@qssinc.com) (gshetty@gssinc.com); Duraimurugan Govindasamy
(dgovindasamy@qssinc.com); Eranda Samarasinghe (esamarasinghe@gssinc.com); Bavani Murari (bmurari@gssinc.com);
Minze Chien (MChien@gssinc.com); Dill, Walter (CMS/0IS); 'Jim Jones'; 'Mike Battles'; Speights, Richard A. (CMS/0IS);
Donohoe, Paul X. (CMS/OIS); Basavaraju, Venkat (CMS/OIS); Thurston, Robert (CMS/CTR); Walter, Stephen J.
(CMS/0I1S); Shao, Lijun (CMS/CPI); Oh, Mark U. (CMS/QIS); Fletcher, John A. (CMS/QIS); Patel, Ketan (CMS/QC); Carter,
Daniel (CMS/OC); Purcell, Timothy J. (CMS/0IS); Mansaray, Sharlene (CMS/QIS)

Cc: Sharma, Hemant (CGI Federal); Rubin, Keith (CGI Federal)

Subject: 3-4pm tomorrow: Review PST results, Thursday (09/25)

When: Thursday, September 26, 2013 3:00 PM-4:00 PM (UTC-05:00) Eastern Time (US & Canada).

Where: Conf line: | (b)(6) i

Meeting Details

Date: September 26, 2013

Time: 3:00 PM (GMT-05:00) Eastern Time (US & Canada); Indiana (East), Bogota, Lima, Quito
Duration: L.hour

Attendee NotResp

Password:} NotResp |

............................ 1)

Conductor: gssi\jjones_con

From: Zaman, Akhtar (CMS/0IS) [mailto:Akhtar.Zaman@cms.hhs.gov]

Sent: Wednesday, September 25, 2013 7:28 PM

To: Jim Jones; Venkatasubramanian, Ramesh (CGI Federal)

Cc: Sharma, Hemant (CGI Federal); Rubin, Keith (CGI Federal)

Subject: RE: 3-4pm tomorrow: Review PST results, Thursday (09/25) at 1pm

There will be other folks but these are the key people for that discussion. | would prefer you initiate it as you did earlier
thru webinar. In that way you could share your testing results and give the control to Ramesh & others for sharing any of
their metrics. By the way are yvou planning to be at Herndon tomorrow?

From: Jim Jones [mailto:jjones_con@gssinc.com]

Sent: Wednesday, September 25, 2013 7:16 PM

To: Zaman, Akhtar (CMS/0OIS); Venkatasubramanian, Ramesh (CGI Federal)
Cc: Sharma, Hemant (CGI Federal); Rubin, Keith (CGI Federal)

Subject: RE: 3-4pm tomorrow: Review PST results, Thursday (09/25) at ipm

HHS-0019939
CMS0012019
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Sure Akhtar.

Ineed little more guidance. 15 this just with the folks on this email? | can provide an on-line meeting and dial-in if you
want to do it that way, If you want to hold this at CGl, we should have one of them set it up so they can arrange for a
roOm.

Jimn

From: Zaman, Akhtar (CMS/OIS) [mailto:Akhtar.Zaman@cms.hhs.gov]
Sent: Wednesday, September 25, 2013 7:07 PM

To: Venkatasubramanian, Ramesh (CGI Federal)

Cc: Jim Jones; Sharma, Hemant (CGI Federal); Rubin, Keith (CGI Federal)
Subject: 3-4pm tomorrow: Review PST resuits, Thursday (09/25) at 1pm

Sure, thx.
Jim - Would you pls set-up the discussion between 3-4pm tomorrow. Thx

From: Venkatasubramanian, Ramesh (CGI Federal) [mailto:ramesh.venkatasubramanian@cgifederal.com]
Sent: Wednesday, September 25, 2013 5:46 PM

To: Zaman, Akhtar (CMS/QIS)

Cc: Jim Jones (jjones_con@gssing.com); Sharma, Hemant (CGI Federal); Rubin, Keith (CGI Federal)
Subject: RE: Review PST results, Thursday (09/25) at 1ipm

Can we do 3 PM?

From: Zaman, Akhtar (CMS/OIS) [mailto:Akhtar.Zaman@cms.hhs.gov]

Sent: Wednesday, September 25, 2013 3:51 PM

To: Venkatasubramanian, Ramesh (CGI Federal)

Cc: Jim Jones (jjones con@gssinc.com); Sharma, Hemant (CGI Federal); Rubin, Keith (CGI Federal)
Subject: RE: Review PST results, Thursday (09/25) at 1pm

Sure, you're the key person for that discussion, pls let us know what time you prefer?

From: Venkatasubramanian, Ramesh (CGI Federal) [mailto:ramesh.venkatasubramanian@cgifederal.com]
Sent: Wednesday, September 25, 2013 3:10 PM

To: Zaman, Akhtar (CMS/0OIS)

Cc: Jim Jones (jiones_con@aqssinc.com); Sharma, Hemant (CGI Federal); Rubin, Keith (CGI Federal)
Subject: RE: Review PST results, Thursday (09/25) at 1pm

Akhtar,

¥ (b)(8) will not be able to attend the call if it is at 1 PM. Can we
schedule it for another time?

Thanks,
Ramesh

From: Zaman, Akhtar (CMS/OIS) [mailto:Akhtar.Zaman@cms.hhs.gov]

Sent: Wednesday, September 25, 2013 2:17 PM

To: Dill, Walter (CMS/OIS); 'Jim Jones'; Rishi Srivastav; Karlton Kim; Thomas Swoboda; Mike Battles; Deepak Bhatta;
Vishal Khaparde; Jagadish Gangahanumaiah; 'Keith.Rubin@cgifederal.com'; Speights, Richard A. (CMS/QIS); Donohoe,
Paul X. (CMS/0OIS); Chaitanya Reddy; 'mike.battles@amentra.com’; Venkatasubramanian, Ramesh (CGI Federal); Sharma,
Hemant (CGI Federal); 'Peter Um' (peter@ticg.com) (peter@tlcg.com); Basavaraju, Venkat (CMS/QIS); Margush, Doug
C. (CMS/OQIS); Thurston, Robert (CMS/CTR); Walter, Stephen J. (CMS/0IS); Shao, Lijun (CMS/CPI); Oh, Mark U.
(CMS/QIS); Fletcher, John A. (CMS/OIS); Patel, Ketan; carter, daniel; lindenstruth, gregory; Ivan Vinogradov

Cc: Purcell, Timothy J. (CMS/OIS); Mansaray, Sharlene (CMS/0IS); Jayaprakash Thambusamy; Girish Shetty;

HHS-0019940
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Duraimurugan Govindasamy; Eranda Samarasinghe; Bavani Murari; Minze Chien

Subject: Review PST results, Thursday (09/25) at 1pm
Hi All,

Let’s have a meeting tomorrow (09/26) noon to review the recent Performance & Stress Testing (PST) results along with
the performance metrics collected and shared by TRMRK & others. We need to summarize what has been achieved so
far and what not and the strategy to continue PST in one of our Implementation environment. Also what’s our takeaway
from the PST towards the production configuration for 10/01. Pls feel bring to bring any other related topics.

Jim — Pls set up a 1hr meeting tomorrow around 1pm. | believe quite a few of us will be at Herndon tomorrow but pls
set-up a webinar session. Thx,

Akhtar

This electronic mail (including any attachments) may contain information that is privileged, confidential, and/or
otherwise protected from disclosure to anyone other than its intended recipient(s). Any dissemination or use of
this electronic email or its contents (including any attachments) by persons other than the intended recipient(s)
is strictly prohibited. If you have received this message in error, please notify the sender by reply email and
delete the original message (including any attachments) in its entirety.
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