Obtained via FOIA by Judicial Watch, Inc.

Message
From: Toomey, Jacqueline S.(CMS/OIS)i NotResp
: NotResp E
Sent: 9/27/2013 2:14:09 PM
To: Kim, Jane (CMS/OIS)i NotResp
cc: Mellor, Michael (CMS/OIS) NotResp
_.Fryer, Teresa M. (CMS/OIS)E NotResp
: NotResp :
Subject: I FW: ACA Testing

I'm delegating this task to Jane. She will be attending next week’s meeting.

Thank you!

Jacgueline S Feomey

Drviston Divector {Acting)

Divisicen of Information Ssourity Policy and Compliance (DISPC)

Cerders for Medicare & Medivaid Services

7SO0 Security Bivid,  Mailstop: N1-26-08

Baltimore, Md. 212441870 [
Lovation: N1-26-27 / Office Telophona: 410-786-5352/ Blackberry: E (b)(6) E
jacqueline toomev@cms.bhs.gov T

This email and any aftachments may contain Senstfive/ Privacy Dats which is intonded for use ondy by the ndividoals to whor 1t is addressed, it may contain
information that 18 confidential, privileged or otherwise protected from disclosure under applicable laws. I vou are not the intended recipient please note that copying

o
=

o distributing this eraail is strictly prohibited.

From: Mellor, Michael (CMS/0IS)

Sent: Friday, September 27, 2013 10:03 AM

To: Toomey, Jacqueline S.(CMS/0IS); Marantan, James (CMS/OIS)
Cc: Fryer, Teresa M. (CMS/0IS)

Subject: FW: ACA Testing

James & Jacquie —
P'm including an email discussion between Teresa and I to provide some context for this request. Pm going to
schedule a meeting towards the end of next week to discuss this. Jacquie — I realize you will be out of the

office; please delegate as necessary.

If possible — please get together prior to the meeting and discuss ideas. Thanks.

HHS-0123738
CMS0012240



Obtained via FOIA by Judicial Watch, Inc.

From: Fryer, Teresa M. (CMS/0IS)

Sent: Friday, September 27, 2013 9:52 AM
To: Mellor, Michael (CMS/QIS)

Subject: RE: ACA Testing

agree

From: Mellor, Michael (CMS/0IS)

Sent: Friday, September 27, 2013 9:33 AM
To: Fryer, Teresa M. (CMS/QIS)

Subject: RE: ACA Testing

(b)(5)

From: Fryer, Teresa M. (CMS/0IS)

Sent: Friday, September 27, 2013 9:31 AM
To: Mellor, Michael (CMS/QIS)

Subject: RE: ACA Testing

With this because it is part of the mitigation plan for the 6 month ATO, that is why I want them tracked somehow.

From: Mellor, Michael (CMS/0IS)

Sent: Friday, September 27, 2013 9:29 AM
To: Fryer, Teresa M. (CMS/QIS)

Subject: RE: ACA Testing

(b)(5)
From: Fryer, Teresa M. (CMS/0IS)
Sent: Friday, September 27, 2013 9:26 AM
To: Mellor, Michael (CMS/QIS)
Subject: FW: ACA Testing
(b)(5)

Thanks,

HHS-0123739
CMS0012241
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Teresa

From: Schatoff, Jack H. (CMS/QIS)

Sent: Friday, September 27, 2013 8:42 AM

To: Willard, Adam (CMS/CTR); Schankweiler, Thomas W. (CMS/QIS)

Cc: Marantan, James (CMS/0IS); Mellor, Michael (CMS/OIS); Fryer, Teresa M. (CMS/QIS); Schatoff, Jack H. (CMS/0IS)
Subject: ACA Testing

Adam, Tom,

Please see attached summary report for testing against the externally facing components for ACA. The findings will be
uploaded into CFACTS today.

Regards,
Jack

Jack Schatoff

Centers for Medicare and Medicaid Services
Enterprise Information Security Group (EISG)
Division of Information Security Operations (DISO)
jack.schatoff@cms.hhs.gov

Office: 410-786-2554

Mobile:| (b)(e)

HHS-0123740
CMS0012242
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Message
From: Ken Smith [ksmith@spherecomenterprises.com]
Sent: 9/27/2013 6:03:15 PM
To: Hurst, Mark R. (CMS/CTR)i NotResp b
NotResp CErver, Teresa Wi (ENS/OIS!
. NotResp i Mellor,
Michael (CMS/OIS) | NotResp ; CMS -
: NotResp E
i NotResp i
CC: bhjackson@spherecomenterprises.com; bziegler@spherecomenterprises.com; vwono@spherecomenterprises.com
Subject: RE: Weekly SITREP

Attachments: SphereCom_ EISG_Weekly Report 09-27-2013.doc

The weekly SITREP is provided for your consideration.

Thanks,

Ken Smith (Contractor)

CISO Security Team

Enterprise Information Security Group (EISG)
Centers for Medicare & Medicaid Services
703-393-4229 (voice)
http://www.cms.hhs.gov/informationsecurity/
Contact the CISO Team CISO@cms.hhs.gov

DISCLAIMER:

THE INFORMATION CONTAINED IN THIS MESSAGE AND ANY FILE TRANSMITTED WITH IT IS INTENDED ONLY FOR THE
USE OF THE INDIVIDUAL OR ENTITY TO WHICH IT IS ADDRESSED AND MAY CONTAIN INFORMATION THAT IS PRIVILEGED,
CONFIDENTIAL, AND EXEMPT FROM DISCLOSURE. Any disclosure, distribution, copying or use of the information by
anyone other than the intended recipient, regardless of address or routing, is strictly prohibited. If you have received
this message in error, please advise the sender by immediate reply and delete the original message. Personal messages
express views solely of the sender and are not attributable to the company.

HHS-0123741
CMS0012243
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Message

From: Toomey, Jacqueline S.(CMS/O!S)E NotResp
E NotResp E

Sent: T9/37/2013 17138 PM

To: Fryer, Teresa M. (CMS/OIS} NotResp
NotResp | King, Jason C. (CMS/OIS) NotResp
i NotResp ! ‘

cc: Kim, Jane (CMS/OIS) | NotResp !

Subject: RE: HIX-A Draft SCA Rleport in Question '

I sorry Jason — | thought the team had a week to provide evidence after the final out brief meeting {before the report

is created) and the week after the draft report was only for review? Is this yet another difference for the MP or has the

process changed?

Jacgueline S Feomey

Drviston Divector {Acting)

Divisicen of Information Ssourity Policy and Compliance (DISPC)

Cerders for Medicare & Medivaid Services

7SO0 Security Bivid,  Mailstop: N1-26-08

Baltimore, Md. 21244-1870 [
Lovation: N1-26-27 / Office Telophone: 410-786-53552 / Blackberry: E_-_-_(P_)Q) _________ :
jacqueline.toomev{@ems. hhs.gov

This email and any aftachments may contain Rensitive/ Privacy Data which is intended for use only by the individuals to whorn i i3 addn

ad, it may contain

information that 18 confidential, privileged or otherwise protected from disclosure under applicable laws, I vou are not the intended recipient please note that copying

o distributing this eraail is strictly prohibited.

From: Fryer, Teresa M. (CMS/0IS)

Sent: Friday, September 27, 2013 9:13 AM

To: King, Jason C. (CMS/OIS); Toomey, Jacqueline S.(CMS/0IS)
Cc: Kim, Jane (CMS/QIS)

Subject: RE: HIX-A Draft SCA Report in Question

Oh, okay...

From: King, Jason C. (CMS/QIS)

Sent: Friday, September 27, 2013 8:45 AM

To: Fryer, Teresa M. (CMS/0IS); Toomey, Jacqueline S.(CMS/OIS)
Cc: Kim, Jane (CMS/QIS)

Subject: RE: HIX-A Draft SCA Report in Question

HHS-0123750
CMS0012244



Obtained via FOIA by Judicial Watch, Inc.
The standard process is that a system has up until about a week after the draft report review to submit evidence of

remediation to MITRE to close findings. If MITRE concurs, those findings have their status updated as cdosed and while
they remain in the report as such, they are never entered into CFACTS.

Jason King

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group {EISG)

Centers for Medicare & Medicaid Services

PH:{410) 786-7578
hitp://www.cms.hhs.gov/informationsecurity/

Contact EiSG at CISO@cms.hhs.gov

From: Fryer, Teresa M. (CMS/0IS)

Sent: Friday, September 27, 2013 8:35 AM

To: King, Jason C. (CMS/OIS); Toomey, Jacqueline S.(CMS/OIS)
Cc: Kim, Jane (CMS/QIS)

Subject: RE: HIX-A Draft SCA Report in Question

Need to ensure the report reflects as of the end of the SCA and the dae of the report. No reflection of what they have
resolved since the assessment/report.

Thanks,

Teresa

From: King, Jason C. (CMS/QIS)

Sent: Friday, September 27, 2013 7:47 AM

To: Toomey, Jacqueline S.(CMS/OIS); Fryer, Teresa M. (CMS/OIS)
Cc: Kim, Jane (CMS/QIS)

Subject: RE: HIX-A Draft SCA Report in Question

(b)(8)

Jason King

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group (EISG)

Centers for Medicare & Medicaid Services

PH: {410) 786-7578
http://www.cms.hhs.gov/informationsecurity/

Contact EISG at CISO@cms.hhs.gov

HHS-0123751
CMS0012245
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From: Toomey, Jacqueline S.(CMS/0OIS)

Sent: Friday, September 27, 2013 5:56 AM
To: Fryer, Teresa M. (CMS/0IS); King, Jason C. (CMS/CIS)
Subject: RE: HIX-A Draft SCA Report in Question

(b)(5)

Jacqueline S Seomey

Diviston Dicestor (Acting)

Division of Information Security Policy and Compliance (DISPC)
Centeors for Medicare & Mexdicawd Services

TG Security Bivd, Mailstop: NE-26-(R

Baltimore, Md. 21244-1870

Location: M1-26-27 / Offies Telephone: 410-786-5552 / Blackberry:
jacqueline toomevi@ems.hhs.gov

', Chrarvighy, & &3

This erat and any aftachments mway contain Sansitive/Privacy Diata which 18 fntended for vse only by the mdividuals to who i 15 addressed, it may contain
1 or otherwise profected from disclosure under applicable lawvs. 11 vou are not the intended recipient please vote that copying
or distributing this enail is strictly prohibited.

information that is confidential, priv

From: Fryer, Teresa M. (CMS/0IS)

Sent: Thursday, September 26, 2013 10:15 PM

To: Toomey, Jacqueline S.(CMS/0OIS); King, Jason C. (CMS/OIS)
Subject: Fw: HIX-A Draft SCA Report in Question
Importance: High

Is this normal process? Mike doesn't think this is an issue because they are the system developers. P've asked him to get
with you on this.

From: Lyles, Darrin V. (CMS/QIS)

Sent: Thursday, September 26, 2013 06:06 PM
To: Fryer, Teresa M. (CMS/QIS)

Cc: Schankweiler, Thomas W. (CMS/0IS)

HHS-0123752
CMS0012246




Obtained via FOIA by Judicial Watch, Inc.
Subject: HIX-A Draft SCA Report in Question

Teresa,

(b)(5)

Regards,

BDarrin Lyles

Information Systems Security Officer (ISSO)

Security Controls Assessment (SCA) Coordinator for ClISG
Consumer Information & Insurance Systems Group (CIISG)
Office of Information Services (OIS)

Centers for Medicare & Medicaid Services (CMS)

U.S. Department of Health and Human Services (HHS)
410-786-4744, Desk

darrin.lyles@cms.hhs.gov

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated,
distributed, or copied to persons not authorized to receive the information. Unauthorized disclosure may result in prosecution to the full extent of the law.

HHS-0123753
CMS0012247
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Message

From: Mellor, Michael (CMS/OIS)E NotResp
NotResp i

Sent: 9/27/2013 1:29:40 PM

To: Fryer, Teresa M. (CMS/OIS} NotResp
. NotResp

Subject: I RE: ACA Testing

(b)(8)

From: Fryer, Teresa M. (CMS/0IS)

Sent: Friday, September 27, 2013 9:26 AM
To: Mellor, Michael (CMS/QIS)

Subject: FW: ACA Testing

(b)(5)

Thanks,

Teresa

From: Schatoff, Jack H. (CMS/QIS)
Sent: Friday, September 27, 2013 8:42 AM
To: Willard, Adam (CMS/CTR); Schankweiler, Thomas W. (CMS/CIS)

Cc: Marantan, James (CMS/0IS); Mellor, Michael (CMS/QIS); Fryer, Teresa M. (CMS/QIS); Schatoff, Jack H. (CMS/QIS)

Subject: ACA Testing
Adam, Tom,

Please see attached summary report for testing against the externally facing components for ACA. The findings will be

uploaded into CFACTS today.

Regards,

Jack

Jack Schatoff

Centers for Medicare and Medicaid Services
Enterprise Information Security Group (EISG)
Division of Information Security Operations (DISO)
jack.schatoff@cms.hhs.gov

Office: 410-786-2554

HHS-0123754
CMS0012248




T Y Obtained via FOIA by Judicial Watch, Inc.
Mobile: ! (b)(6)

b5 Alanitariag

HHS-0123755
CMS0012249
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Message
From: Wwillard, Adam (CMS/CTR) i NotResp
! NotResp E
Sent: "9/27/2013 1:22:23 P '
To: Schatoff, Jack H. (CMS/OIS} NotResp
NotR’lesp iSchankweiler, Thomas W. (CMS/OIS)E NotResp
: NotResp :
cC: Marantan, James (CMS/OIS); NotResp
Mellor, Michael (CMS/OIS) NotResp
Fryer, Teresa M. (CMS/OIS) NotResp ;
é NotResp ;
Subject: RE: ACA Testing
Jack,

Thank you very much.

Adam Willard (Contractor)
703-354-2229 x513 (Direct)

(b)(6) (Mobile)
AR WillEFg@ems.hhs.gov

CMS XOC Security Team

Consumer Information & Insurance Systems Group (CIISG)
Centers for Medicare & Medicaid Services (CMS)
703-594-4961/703-910-3993

ciisg-soc@cms.hhs.qov

From: Schatoff, Jack H. (CMS/QIS)

Sent: Friday, September 27, 2013 8:42 AM

To: Willard, Adam (CMS/CTR); Schankweiler, Thomas W. (CMS/OIS)

Cc: Marantan, James (CMS/0IS); Mellor, Michael (CMS/QIS); Fryer, Teresa M. (CMS/QIS); Schatoff, Jack H. (CMS/0IS)
Subject: ACA Testing

Adam, Tom,

Please see attached summary report for testing against the externally facing components for ACA. The findings will be
uploaded into CFACTS today.

Regards,

Jack

Jack Schatoff

Centers for Medicare and Medicaid Services
Enterprise Information Security Group (EISG)
Division of Information Security Operations (DISO)
jack.schatoff@cms.hhs.gov

Office: 410-786-2554

(b)(6)

[ PR S . S -i

HHS-0123756
CMS0012250
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HHS-0123757
CMS0012251
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Message
From: Toomey, Jacqueline S.(CMS/OIS) | NotResp
' NotResp :
Sent: 9/27/2013 1:44:56 PM
To: Shomo, Milton [tshomo@mitre.org]; Bielski, Jim [jbielski@mitre.org]
cc: Mellor, Michael (CMS/OIS); NotResp
Fryer, Teresa M. (CMS/0IS): NotResp
i NotResp :
Subject: FW: HIX-A Draft SCA Report in Question
Attachments: HIX-A Draft SCA Report September 23 2013 with CGI's comments.docx

Milton, Hm

Can vou please provide responses to the comments in the attached document? When completed, forward them o

Jason King and L

Thank you!

o i e

cqueline S Foamey

Diviston Director (Acting)
Divisicn of Information Security Policy and Compliance (DISPC)

Centers for Medicare & Medivaid Services

7500 Securtly Blvd, Mailstop: N1-26-08

Baltimore, Md. 21244-187 prmmem e -
Lowation: N1-26-27 / Office Tolophone: 418-786-5352/ Blackberry: !Il_____(_t[)@) __________ _:

jacqueline toomev@cems. hhs.gov

Hink Atargenyrsl,

exbghd, B Alendtaring

e,

This email and any attachments may contain Sensitive/Privacy Data ohich s ntended for use only by the mndividoals to whom 11 is addressed, it may contam
iformation that is confidential, privileged or otherwise protecied from disclosure under applicable laws. If vou are not the idended recipient please note that copying
or distributing this emoail s strietly prohibited.

HHS-0123758
CMS0012252
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DEPARTMENT OFHEALTH & HUMAN SERVICES
Centers for Medicare & Medicaid Services

7500 Security Boulevard, Mail Stop N2-14-26
Baltimore, MD 21244-1850

CENTERS FOR MEDICARE & MEDICAID SERVICES

Office of Information Services
7500 Security Boulevard
Baltimore, MD 21244-1850

Health Insurance eXchange (HIX) August
— September 2013
Security Control Assessment (SCA)
Report

Draft Report
September 23, 2013

CMS SENSITIVE INFORMATION—REQUIRES SPECIAL HANDLING

HHS-0123759
CMS0012253
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CMS SENSITIVE INFORMATION—REQUIRES SPECIAL HANDLING

Health Insurance eXchange (HIX) August — September 2013 Draft Report September 23, 2013
Table of Contents
NotResp
Centers for Medicare & Medicaid Services Page i

CMS SENSITIVE INFORMATION—REQUIRES SPECIAL HANDLING

HHS-0123760
CMS0012254



Obtained via FOIA by Judicial Watch, Inc.
CMS SENSITIVE INFORMATION-—REQUIRES SPECIAL HANDLING
Health Insurance eXchange (HIX) August — September 2013 Draft Report September 23, 2013

NotResp

Centers for Medicare & Medicaid Services Page i
CHMS SENSITIVE INFORMATION —REQUIRES SPECIAL HANDLING

HHS-0123761
CMS0012255



Obtained via FOIA by Judicial Watch, Inc.
CMS SENSITIVE INFORMATION-—REQUIRES SPECIAL HANDLING
Health Insurance eXchange (HIX) August — September 2013 Draft Report September 23, 2013

NotResp

Centers for Medicare & Medicaid Services Page iii
CHMS SENSITIVE INFORMATION —REQUIRES SPECIAL HANDLING

HHS-0123762
CMS0012256



Obtained via FOIA by Judicial Watch, Inc.
CMS SENSITIVE INFORMATION—REQUIRES SPECIAL HANDLING

Health Insurance eXchange (HIX) August — September 2013 Draft Report September 23, 2013
List of Tables
NotResp
Centers for Medicare & Medicaid Services Page iv

CMS SENSITIVE INFORMATION—REQUIRES SPECIAL HANDLING

HHS-0123763
CMS0012257



Obtained via FOIA by Judicial Watch, Inc.
CMS SENSITIVE INFORMATION-—REQUIRES SPECIAL HANDLING
Health Insurance eXchange (HIX) August — September 2013 Draft Report September 23, 2013

NotResp

Centers for Medicare & Medicaid Services Page 1
CHMS SENSITIVE INFORMATION —REQUIRES SPECIAL HANDLING

HHS-0123764
CMS0012258



Obtained via FOIA by Judicial Watch, Inc.
CMS SENSITIVE INFORMATION-—REQUIRES SPECIAL HANDLING
Health Insurance eXchange (HIX) August — September 2013 Draft Report September 23, 2013

NotResp

Centers for Medicare & Medicaid Services Page 2
CHMS SENSITIVE INFORMATION —REQUIRES SPECIAL HANDLING

HHS-0123765
CMS0012259



Obtained via FOIA by Judicial Watch, Inc.
CMS SENSITIVE INFORMATION-—REQUIRES SPECIAL HANDLING
Health Insurance eXchange (HIX) August — September 2013 Draft Report September 23, 2013

NotResp

Centers for Medicare & Medicaid Services Page 3
CHMS SENSITIVE INFORMATION —REQUIRES SPECIAL HANDLING

HHS-0123766
CMS0012260



Obtained via FOIA by Judicial Watch, Inc.
CMS SENSITIVE INFORMATION-—REQUIRES SPECIAL HANDLING
Health Insurance eXchange (HIX) August — September 2013 Draft Report September 23, 2013

NotResp

Centers for Medicare & Medicaid Services Page 4
CHMS SENSITIVE INFORMATION —REQUIRES SPECIAL HANDLING

HHS-0123767
CMS0012261



Obtained via FOIA by Judicial Watch, Inc.
CMS SENSITIVE INFORMATION-—REQUIRES SPECIAL HANDLING
Health Insurance eXchange (HIX) August — September 2013 Draft Report September 23, 2013

NotResp

Centers for Medicare & Medicaid Services Page 5
CHMS SENSITIVE INFORMATION —REQUIRES SPECIAL HANDLING

HHS-0123768
CMS0012262



Obtained via FOIA by Judicial Watch, Inc.
CMS SENSITIVE INFORMATION-—REQUIRES SPECIAL HANDLING
Health Insurance eXchange (HIX) August — September 2013 Draft Report September 23, 2013

NotResp

Centers for Medicare & Medicaid Services Page 6
CHMS SENSITIVE INFORMATION —REQUIRES SPECIAL HANDLING

HHS-0123769
CMS0012263



Obtained via FOIA by Judicial Watch, Inc.
CMS SENSITIVE INFORMATION-—REQUIRES SPECIAL HANDLING
Health Insurance eXchange (HIX) August — September 2013 Draft Report September 23, 2013

NotResp

Centers for Medicare & Medicaid Services Page 7
CHMS SENSITIVE INFORMATION —REQUIRES SPECIAL HANDLING

HHS-0123770
CMS0012264



Obtained via FOIA by Judicial Watch, Inc.
CMS SENSITIVE INFORMATION-—REQUIRES SPECIAL HANDLING
Health Insurance eXchange (HIX) August — September 2013 Draft Report September 23, 2013

NotResp

Centers for Medicare & Medicaid Services Page 8
CHMS SENSITIVE INFORMATION —REQUIRES SPECIAL HANDLING

HHS-0123771
CMS0012265



Obtained via FOIA by Judicial Watch, Inc.
CMS SENSITIVE INFORMATION-—REQUIRES SPECIAL HANDLING
Health Insurance eXchange (HIX) August — September 2013 Draft Report September 23, 2013

NotResp

Centers for Medicare & Medicaid Services Page 9
CHMS SENSITIVE INFORMATION —REQUIRES SPECIAL HANDLING

HHS-0123772
CMS0012266



Obtained via FOIA by Judicial Watch, Inc.
CMS SENSITIVE INFORMATION-—REQUIRES SPECIAL HANDLING
Health Insurance eXchange (HIX) August — September 2013 Draft Report September 23, 2013

NotResp

Centers for Medicare & Medicaid Services Page 10
CMS SENSITIVE INFORMATION—REQUIRES SPECIAL HANDLING

HHS-0123773
CMS0012267



Obtained via FOIA by Judicial Watch, Inc.
CMS SENSITIVE INFORMATION-—REQUIRES SPECIAL HANDLING
Health Insurance eXchange (HIX) August — September 2013 Draft Report September 23, 2013

NotResp

Centers for Medicare & Medicaid Services Page 11
CMS SENSITIVE INFORMATION—REQUIRES SPECIAL HANDLING

HHS-0123774
CMS0012268



Obtained via FOIA by Judicial Watch, Inc.
CMS SENSITIVE INFORMATION-—REQUIRES SPECIAL HANDLING
Health Insurance eXchange (HIX) August — September 2013 Draft Report September 23, 2013

NotResp

Centers for Medicare & Medicaid Services Page 12
CMS SENSITIVE INFORMATION—REQUIRES SPECIAL HANDLING

HHS-0123775
CMS0012269



Obtained via FOIA by Judicial Watch, Inc.
CMS SENSITIVE INFORMATION-—REQUIRES SPECIAL HANDLING
Health Insurance eXchange (HIX) August — September 2013 Draft Report September 23, 2013

NotResp

Centers for Medicare & Medicaid Services Page 13
CMS SENSITIVE INFORMATION—REQUIRES SPECIAL HANDLING

HHS-0123776
CMS0012270



Obtained via FOIA by Judicial Watch, Inc.
CMS SENSITIVE INFORMATION-—REQUIRES SPECIAL HANDLING
Health Insurance eXchange (HIX) August — September 2013 Draft Report September 23, 2013

NotResp

Centers for Medicare & Medicaid Services Page 14
CMS SENSITIVE INFORMATION—REQUIRES SPECIAL HANDLING

HHS-0123777
CMS0012271



Obtained via FOIA by Judicial Watch, Inc.
CMS SENSITIVE INFORMATION-—REQUIRES SPECIAL HANDLING
Health Insurance eXchange (HIX) August — September 2013 Draft Report September 23, 2013

NotResp

Centers for Medicare & Medicaid Services Page 1
CMS SENSITIVE INFORMATION—REQUIRES SPECIAL HANDLING

HHS-0123778
CMS0012272



Obtained via FOIA by Judicial Watch, Inc.
CMS SENSITIVE INFORMATION-—REQUIRES SPECIAL HANDLING
Health Insurance eXchange (HIX) August — September 2013 Draft Report September 23, 2013

NotResp

Centers for Medicare & Medicaid Services Page 2
CMS SENSITIVE INFORMATION—REQUIRES SPECIAL HANDLING

HHS-0123779
CMS0012273



Obtained via FOIA by Judicial Watch, Inc.
CMS SENSITIVE INFORMATION-—REQUIRES SPECIAL HANDLING
Health Insurance eXchange (HIX) August — September 2013 Draft Report September 23, 2013

NotResp

Centers for Medicare & Medicaid Services Page 3
CMS SENSITIVE INFORMATION—REQUIRES SPECIAL HANDLING

HHS-0123780
CMS0012274




Obtained via FOIA by Judicial Watch, Inc.
CMS SENSITIVE INFORMATION-—REQUIRES SPECIAL HANDLING
Health Insurance eXchange (HIX) August — September 2013 Draft Report September 23, 2013

NotResp

Centers for Medicare & Medicaid Services Page 4
CMS SENSITIVE INFORMATION—REQUIRES SPECIAL HANDLING

HHS-0123781
CMS0012275



Obtained via FOIA by Judicial Watch, Inc.
CMS SENSITIVE INFORMATION-—REQUIRES SPECIAL HANDLING
Health Insurance eXchange (HIX) August — September 2013 Draft Report September 23, 2013

NotResp

Centers for Medicare & Medicaid Services Page 5
CMS SENSITIVE INFORMATION—REQUIRES SPECIAL HANDLING

HHS-0123782
CMS0012276



Obtained via FOIA by Judicial Watch, Inc.
CMS SENSITIVE INFORMATION-—REQUIRES SPECIAL HANDLING
Health Insurance eXchange (HIX) August — September 2013 Draft Report September 23, 2013

NotResp

Centers for Medicare & Medicaid Services Page 6
CMS SENSITIVE INFORMATION—REQUIRES SPECIAL HANDLING

HHS-0123783
CMS0012277



Obtained via FOIA by Judicial Watch, Inc.
CMS SENSITIVE INFORMATION-—REQUIRES SPECIAL HANDLING
Health Insurance eXchange (HIX) August — September 2013 Draft Report September 23, 2013

NotResp

Centers for Medicare & Medicaid Services Page 7
CMS SENSITIVE INFORMATION—REQUIRES SPECIAL HANDLING

HHS-0123784
CMS0012278



Obtained via FOIA by Judicial Watch, Inc.
CMS SENSITIVE INFORMATION-—REQUIRES SPECIAL HANDLING
Health Insurance eXchange (HIX) August — September 2013 Draft Report September 23, 2013

NotResp

Centers for Medicare & Medicaid Services Page 8
CMS SENSITIVE INFORMATION—REQUIRES SPECIAL HANDLING

HHS-0123785
CMS0012279



Obtained via FOIA by Judicial Watch, Inc.
CMS SENSITIVE INFORMATION-—REQUIRES SPECIAL HANDLING
Health Insurance eXchange (HIX) August — September 2013 Draft Report September 23, 2013

NotResp

Centers for Medicare & Medicaid Services Page 9
CMS SENSITIVE INFORMATION—REQUIRES SPECIAL HANDLING

HHS-0123786
CMS0012280



Obtained via FOIA by Judicial Watch, Inc.
CMS SENSITIVE INFORMATION-—REQUIRES SPECIAL HANDLING
Health Insurance eXchange (HIX) August — September 2013 Draft Report September 23, 2013

NotResp

Centers for Medicare & Medicaid Services Page 10
CMS SENSITIVE INFORMATION—REQUIRES SPECIAL HANDLING

HHS-0123787
CMS0012281



Obtained via FOIA by Judicial Watch, Inc.
CMS SENSITIVE INFORMATION-—REQUIRES SPECIAL HANDLING
Health Insurance eXchange (HIX) August — September 2013 Draft Report September 23, 2013

NotResp

Centers for Medicare & Medicaid Services Page 11
CMS SENSITIVE INFORMATION—REQUIRES SPECIAL HANDLING

HHS-0123788
CMS0012282



Obtained via FOIA by Judicial Watch, Inc.
CMS SENSITIVE INFORMATION-—REQUIRES SPECIAL HANDLING
Health Insurance eXchange (HIX) August — September 2013 Draft Report September 23, 2013

NotResp

Centers for Medicare & Medicaid Services Page 12
CMS SENSITIVE INFORMATION—REQUIRES SPECIAL HANDLING

HHS-0123789
CMS0012283



Obtained via FOIA by Judicial Watch, Inc.
CMS SENSITIVE INFORMATION-—REQUIRES SPECIAL HANDLING
Health Insurance eXchange (HIX) August — September 2013 Draft Report September 23, 2013

NotResp

Centers for Medicare & Medicaid Services Page 13
CMS SENSITIVE INFORMATION—REQUIRES SPECIAL HANDLING

HHS-0123790
CMS0012284



Obtained via FOIA by Judicial Watch, Inc.
CMS SENSITIVE INFORMATION-—REQUIRES SPECIAL HANDLING
Health Insurance eXchange (HIX) August — September 2013 Draft Report September 23, 2013
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Message

From: Toomey, Jacqueline S.(CMS/OIS)i NotResp
: NotResp i

Sent: 9/27/2013 1:26:09 PM

To: Fryer, Teresa M. (CMS/OIS); NotResp
NotResp ; King, Jason C. (CMS/0IS) | NotResp
; NotResp i

cc: Kim, Jane (CMS/OIS) | NotResp

Subject: RE: HIX-A Draft SCA Report in Question

{ don’t think we have time to do that. Do we?

Jacqueline § Faomey

Division Director {Acting

Diviston of Information Securtty Policy and Compliance (BISPC)
e for Medicare & Medicaid Services

T500 Secuniy Bivd, Mailstop: MNI1-26-08

Baltimore, Md. 21244-1870

Location: N1-26-27

Thiz ema} sod any atfachupents roav condan Sensitive/Privacy Data which s mitonded for use only by the individuals to whooy it s addressed. © masy confain
wiformation that is confidential, privileged or otherwise protdected from disclosure ander applicabls laws. I vou are not the mtended recipient please note that copying
or distributing this email is strletly prohibited.

From: Fryer, Teresa M. (CMS/0IS)

Sent: Friday, September 27, 2013 9:24 AM

To: Toomey, Jacqueline S.(CMS/0OIS); King, Jason C. (CMS/0OIS)
Cc: Kim, Jane (CMS/OIS)

Subject: RE: HIX-A Draft SCA Report in Question

Yes, but technically this was the week to provide evidence after the outbrief, so do we consider things that they say they
have resolved and give them another week to review the report before going final?

From: Toomey, Jacqueline S.(CMS/0OIS)

Sent: Friday, September 27, 2013 9:21 AM

To: Fryer, Teresa M. (CMS/QIS); King, Jason C. (CMS/QIS)
Cc: Kim, Jane (CMS/QIS)

Subject: RE: HIX-A Draft SCA Report in Question

HHS-0123866
CMS0012360
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m sorry Jason — | thought the team had a week to provide evidence after the final out brief meeting (before the report

is created) and the week after the draft report was only for review? Is this yet another difference for the MP or has the
process changed?

Jacqueline § Feomey

Division Dhrector (Acting)

Division of Information Securtiy Policy and Compliance (DISPC)

Centors for Medicare & Medicaid Services

TSG Security Bivd, Mailstop: NE-26-(R

Baltimore, Md. 21244-1870
Loecation: M1-26-27 / Offies Telophone: 410-786-5552/ Bfackberry.% (b)(6) i
jacqueline toomey(@cms . hhs.gov '

formatises Sug Gnigh
Bigk Puopoegesent. Creedight, & Moslioning

This email and any aftachments may contain Sansitive/Privacy Data which 1 intended for use only by the mdividuals 1o whorn 1t 15 addressed, it may contain
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From: Fryer, Teresa M. (CMS/0IS)

Sent: Friday, September 27, 2013 9:13 AM

To: King, Jason C. (CMS/OIS); Toomey, Jacqueline S.(CMS/0OIS)
Cc: Kim, Jane (CMS/OIS)

Subject: RE: HIX-A Draft SCA Report in Question

Oh, okay...

From: King, Jason C. (CMS/QIS)

Sent: Friday, September 27, 2013 8:45 AM

To: Fryer, Teresa M. (CMS/QIS); Toomey, Jacqueline S.(CMS/0IS)

Cc: Kim, Jane (CMS/OIS)

Subject: RE: HIX-A Draft SCA Report in Question

The standard process is that a system has up until about a week after the draft report review to submit evidence of
remeadiation to MITRE to close findings. If MITRE concurs, those findings have their status updated as closed and while
they remain in the report as such, they are never entered into CFACTS.

Jason King

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group (EISG)

Centers for Medicare & Medicald Services

PH: {410) 786-7578
http://www.cms.hhs.gov/informationsecurity/

Contact EISG at CISO@cms.hhs.gov

HHS-0123867
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From: Fryer, Teresa M. (CMS/0IS)

Sent: Friday, September 27, 2013 8:35 AM

To: King, Jason C. (CMS/OIS); Toomey, Jacqueline S.(CMS/OIS)
Cc: Kim, Jane (CMS/QIS)

Subject: RE: HIX-A Draft SCA Report in Question

Need to ensure the report reflects as of the end of the SCA and the dae of the report. No reflection of what they have
resolved since the assessment/report.

Thanks,

Teresa

From: King, Jason C. (CMS/QIS)

Sent: Friday, September 27, 2013 7:47 AM

To: Toomey, Jacqueline S.(CMS/OIS); Fryer, Teresa M. (CMS/OIS)
Cc: Kim, Jane (CMS/OIS)

Subject: RE: HIX-A Draft SCA Report in Question

(b)(5)

Jason King

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group (EISG)

Centers for Medicare & Medicaid Services

PH: (410) 786-7578
http://www.cms.hhs.gov/informationsecurity/

Contact EISG at CISO@cms.hhs.gov

From: Toomey, Jacqueline S.(CMS/0IS)

Sent: Friday, September 27, 2013 5:56 AM

To: Fryer, Teresa M. (CMS/QIS); King, Jason C. (CMS/QIS)
Subject: RE: HIX-A Draft SCA Report in Question

(b)(8)

HHS-0123868
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(b)(5)

Jacqueline § Feomey

Dyvision Director {Acting}

Trviston of Information Seeurtty Policy and Compliance (BISPC)
Centars for Medicare & Medicaid Services

T500 Socunty Blvd, Mailstop: N1-26-08

Paltimore, Md. 21244-1870

Location: N1-26-27 / Office Telephone: 410-T86-5852/ Blackberryti
jacqueline toomev@ems hhs.gov "

Rigk fepegement. Dvessiphs, ;

Thiz emaf and any attachments may contain Sensitive/Privacy Data which ts mtended for use only by the individuals to whont it tv addressed, t may contain
mformation that is confidential, privileged or otherwise protected from disclosure under applicable laws. I vou are not the intanded recipient please note that copymg
or disteibuting this email is steletly prohibited.

From: Fryer, Teresa M. (CMS/0IS)

Sent: Thursday, September 26, 2013 10:15 PM

To: Toomey, Jacqueline S.(CMS/0OIS); King, Jason C. (CMS/OIS)
Subject: Fw: HIX-A Draft SCA Report in Question
Importance: High

Is this normal process? Mike doesn't think this is an issue because they are the system developers. 've asked him o get

with you on this.

From: Lyles, Darrin V. (CMS/QIS)

Sent: Thursday, September 26, 2013 06:06 PM
To: Fryer, Teresa M. (CMS/QIS)

Cc: Schankweiler, Thomas W. (CMS/0IS)
Subject: HIX-A Draft SCA Report in Question

Teresa,

(b)(5)

Regards,

HHS-0123869
CMS0012363
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Darrin Lyles

Information Systems Security Officer (ISSO)

Security Controls Assessment (SCA) Coordinator for ClISG
Consumer Information & Insurance Systems Group (ClISG)
Office of Information Services (OIS)

Centers for Medicare & Medicaid Services (CMS)

U.S. Department of Health and Human Services (HHS)
410-786-4744, Desk

BB

darrin.lyles@cms.hhs.gov

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated,
distributed, or copied to persons not authorized to receive the information. Unauthorized disclosure may result in prosecution to the full extent of the law.
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Message

From: Kim, Jane (CMS/OIS} NotResp ;

Sent: 9/27/2013 1:34:54 PM

To: King, Jason C. (CMS/OIS)i NotResp , Fryer,
Teresa M. (CMS/OISi NotResp J— -

NotResp i Toomey, Jacqueline S.(CMS/OIS)E NotResp

NotReop R

Subject: IRE: FFM SCA Draft Report Review

Attachments: RE: FFM SCA Draft Report Review

And here was Tom's response,

Jane Kim, PhD, CISSP, CIPP/G

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group {EISG)

Centers for Medicare & Medicaid Services

PH: {410) 786-5430
http://www.cms.hhs.gov/informationsecurity/

Contact the EISG Team CISO@cms.hhs.gov

This email and any attachments may contain Sensitive/Privacy Data which is intended for use only by the individuals to whom it is addressed, it may contain
infarmation that is confidential, privileged or otharwise protected from disclosure under applicable laws. if you are not the intended recipient please note that
wopyving or distributing this emall is strictiy prohibited.

From: King, Jason C. (CMS/QIS)

Sent: Friday, September 27, 2013 9:34 AM

To: Fryer, Teresa M. (CMS/QIS); Toomey, Jacqueline S.(CMS/0IS)
Cc: Kim, Jane (CMS/QIS)

Subject: FW: FFM SCA Draft Report Review

Jason King

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group {EISG)

Centers for Medicare & Medicaid Services

PH: {410) 786-7578
http://www.cms.hhs.gov/informationsecurity/

Contact FISG at CISO@cms.hhs.gov

HHS-0123871
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From: Bielski, Jim [mailto:jbielski@mitre.org]

Sent: Friday, September 27, 2013 9:25 AM

To: Schankweiler, Thomas W. (CMS/OIS); Lyles, Darrin V. (CMS/QOIS); Warren, Kevin (CMS/QIS); Caulfield, Greg (CGI
Federal) (Greg.Caulfield@cgifederal.com); Goodrich, Lynn F (CGI Federal) (lynn.goodrich@cgifederal.com);
Ramamoorthy, Balaji Manikandan (CGI Federal); Quaintance, Eric (CGI Federal) (Eric.Quaintance @cgifederal.com); Dhas,
Navin (CGI Federal) (navin.dhas@cgifederal.com); Shenoy, Dilip (CGI Federal) (dilip.shenoy@cgifederal.com); Hoffman,
Jessica (CMS/0IS); King, Jason C. (CMS/0OIS); Kim, Jane (CMS/0IS)

Cc: Dyson, John (US - Arlington) (jodyson@deloitte.com); Shomo, Milton

Subject: RE: FFM SCA Draft Report Review

Tom/Darrin,
Given that this meeting is cancelled, MITRE will not be able to fulfill the 9/27 delivery date for the Final SCA
Report, as stated in the Path to ATO. Would i be ok to change the date to TBD, until further notice?

e HBielsld
information Systems Engineer, Principal

410 402-2717 (office)

From: Schankweiler, Thomas W. (CMS/QIS) [mailto:thomas.schankweiler@cms.hhs.gov]

Sent: Friday, September 27, 2013 09:21

To: Lyles, Darrin V. (CMS/0IS); Warren, Kevin (CMS/CIS); Caulfield, Greg (CGI Federal)
(Greg.Caulfield@cgifederal.com); Goodrich, Lynn F (CGI Federal) (lynn.goodrich@cgifederal.com); Ramamoorthy,
Balaji Manikandan (CGI Federal); Bielski, Jim; Quaintance, Eric (CGI Federal) (Eric.Quaintance@cgifederal.com);
Dhas, Navin (CGI Federal) (navin.dhas@cgifederal.com); Shenoy, Dilip (CGI Federal)
(dilip.shenov@cgifederal.com); Hoffman, Jessica (CMS/OIS); King, Jason C. (CMS/0IS); Kim, Jane (CMS/OIS)
Subject: RE: FFM SCA Draft Report Review

Hello all,

We are going to cancel the 10am Draft Report Review call. We have a second SCA starting this morning at
10am.

(b)(8)

Tom

From: Lyles, Darrin V. (CMS/OIS)

Sent: Wednesday, September 25, 2013 8:04 PM

To: Lyles, Darrin V. (CMS/0IS); Schankweiler, Thomas W. (CMS/OIS); Warren, Kevin (CMS/0IS); Caulfield, Greg
(CGI Federal) (Greg.Caulfield@cgifederal.com); Goodrich, Lynn F (CGI Federal) (lynn.goodrich@caifederal.com);
Ramamoorthy, Balaji Manikandan (CGI Federal); Bielski, Jim <jbielski@mitre.org> (jbielski@mitre.org);
Quaintance, Eric (CGI Federal) (Eric.Quaintance@cgifederal.com); Dhas, Navin (CGI Federal)
(navin.dhas@cgifederal.com); Shenoy, Dilip (CGI Federal) (dilip.shenoy@cgifederal.com); Hoffman, Jessica
(CMS/QIS); King, Jason C. (CMS/OIS); Kim, Jane (CMS/QIS)

Subject: FFM SCA Draft Report Review

HHS-0123872
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When: Friday, September 27, 2013 10:00 AM-11:00 AM (UTC -05:00) Eastern Time (US & Canada).

Where: Teleconference: : (b)(8) |

The purpose of this meeting is to discuss the Draft SCA Report for the HIX-A assessment.

Please forward to all who are necessary.

Meeting Number: | (b)(6)

Meeting Password: This meeting does not require a password.

Audio conference information

1. Please call the following number:

NotResp (b)(8) ;

2. Follow the instructions you hear on the phone

Your. NotResp Meetmg Number . (b)(6)

2. Enter the Meeting Number: (b)(6)

To join this meeting online

1. Goto! NotResp i

2.1f reqdested, enter your name and email address.

3. If a password is required, enter the meeting password: This meeting does not require a password.

4. Click "Join".
5. Follow the instructions that appear on your screen.

HHS-0123873
CMS0012367
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Message
From: Schankweiler, Thomas W. (CMS/OIS)E NotResp
E NotResp :
Sent: /3772013 13341 PN
To: Bielski, Jim [jbielski@mitre.org]; Lyles, Darrin V. (CMS/OIS); NotResp
NotResp iWarren, Kevin (CMS/OIS) | NotResp
i NotResp ‘ iCaulfield, Greg (CGlI Federal)l
(Greg.Caulfield@cgifederal.com) [Greg.Caulfield@cgifederal.com]; Goodrich, Lynn F (CGI Federal)
(lynn.goodrich@cgifederal.com) [lynn.goodrich@cgifederal.com]; Ramamoorthy, Balaji Manikandan (CGl Federal)
[balajimanikandan.ramamoorthy@cgifederal.com]; Quaintance, Eric (CGl Federal) (Eric.Quaintance @cgifederal.com)
[Eric.Quaintance@cgifederal.com]; Dhas, Navin (CGI Federal) (navin.dhas@cgifederal.com)
[navin.dhas@-cgifederal.com]; Shenoy, Dilip (CGI Federal) (dilip.shenoy@cgifederal.com)
Idilip.shenoy@cgifederal.com]; Hoffman, Jessica (CMS/OIS);_ _________________________ . NotResp _
NotResp EKing, Jason C. (CMS/OIS) | NotResp .=~ -
NotResp 1 Kim, Jane (CMS/0IS) NotResp
i NotResp :
cC: Dyson, John (US - Arlington) {jodyson@deloitte.com) [jodyson@deloitte.com]; Shomo, Milton [tshomo@mitre.org]
Subject: RE: FFM SCA Draft Report Review
Jim,

Once we talk with Jessica and Teresa about the draft report we will be able to revisit the delivery date of the final
report. Consider it TBD for the moment.

Tom

From: Bielski, Jim [mailto:jbielski@mitre.org]

Sent: Friday, September 27, 2013 9:25 AM

To: Schankweiler, Thomas W. (CMS/OIS); Lyles, Darrin V. (CMS/OIS); Warren, Kevin (CMS/QIS); Caulfield, Greg (CGI
Federal) (Greg.Caulfield@cgifederal.com); Goodrich, Lynn F (CGI Federal) (lynn.goodrich@cgifederal.com);
Ramamoorthy, Balaji Manikandan (CGI Federal); Quaintance, Eric (CGI Federal) (Eric.Quaintance@cgifederal.com); Dhas,
Navin (CGI Federal) (navin.dhas@cgifederal.com); Shenoy, Dilip (CGI Federal) (dilip.shenoy@cgifederal.com); Hoffman,
Jessica (CMS/0IS); King, Jason C. (CMS/QOIS); Kim, Jane (CMS/QOIS)

Cc: Dyson, John (US - Arlington) (jodyson@deloitte.com); Shomo, Milton

Subject: RE: FFM SCA Draft Report Review

Tom/Darrin,
Given that this meeting is cancelled, MITRE will not be able to fulfill the 9/27 delivery date for the Final 5CA
Report, as stated in the Path to ATO. Would it be ok to change the date to TBD, until further notice?

iai

Fin Biels
Information Systems Engineer, Principal

410 402-2717 (office)

From: Schankweiler, Thomas W. (CMS/QIS) [mailto:thomas.schankweiler@cms.hhs.gov]
Sent: Friday, September 27, 2013 09:21
To: Lyles, Darrin V. (CMS/OIS); Warren, Kevin (CMS/CIS); Caulfield, Greg (CGI Federal)

HHS-0123874
CMS0012368
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(Greg.Caulfield@cgifederal.com); Goodrich, Lynn F (CGI Federal) (lynn.goodrich@cgifederal.com); Ramamoorthy,

Balaji Manikandan (CGI Federal); Bielski, Jim; Quaintance, Eric (CGI Federal) (Eric.Quaintance@cgifederal.com);
Dhas, Navin (CGI Federal) (navin.dhas@cgifederal.com); Shenoy, Dilip (CGI Federal)
(dilip.shenov@cgifederal.com); Hoffman, Jessica (CMS/0OIS); King, Jason C. (CMS/0OIS); Kim, Jane (CMS/QIS)
Subject: RE: FFM SCA Draft Report Review

Hello all,

We are going to cancel the 10am Draft Report Review call, We have a second SCA starting this morning at
10am.

(b)(5)

Tom

From: Lyles, Darrin V. (CMS/OIS)

Sent: Wednesday, September 25, 2013 8:04 PM

To: Lyles, Darrin V. (CMS/OIS); Schankweiler, Thomas W. (CMS/OIS); Warren, Kevin (CMS/QIS); Caulfield, Greg
(CGI Federal) (Greg.Caulfield@cgifederal.com); Goodrich, Lynn F (CGI Federal) (lynn.goodrich@cgifederal.com);
Ramamoorthy, Balaji Manikandan (CGI Federal); Bielski, Jim <jbielski@mitre.org> (jbielski@mitre.org);
Quaintance, Eric (CGI Federal) (Eric.Quaintance@cgifederal.com); Dhas, Navin (CGI Federal)
(navin.dhas@cgifederal.com); Shenoy, Dilip (CGI Federal) (dilip.shenoy@cgifederal.com); Hoffman, Jessica
(CMS/QIS); King, Jason C. (CMS/OIS); Kim, Jane (CMS/OIS)

Subject: FFM SCA Draft Report Review

When: Friday, September 27,2013 10:00 AM-11:00 AM (UTC-05:00) Eastern Time (US & Canada).

Where: Teleconference:; (b)(8) !

The purpose of this meeting is to discuss the Draft SCA Report for the HIX-A assessment.

Please forward to all who are necessary.

Darrin Lyles invites you to an online meeting usingEL NotResp

Meeting Number: (b)(8)
Meeting Password: This meeting does not require a password.

Audio conference information

1. Please call the following number:

NotResp i (b)(6)

2. Follow the instructions you hear on the phone.

HHS-0123875
CMS0012369
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To join from the Baltimore, Chicago, or Kansas City offices

To join this meeting online

1.Goto NotResp
2. If requested, enter your name and email address.

3. If a password is required, enter the meeting password: This meeting does not require a password.

4. Click "Join".
5. Follow the instructions that appear on your screen.

HHS-0123876
CMS0012370
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Message

From: Kim, Jane (CMS/0IS); NotResp

Sent: 9/27/2013 1:55:29 PM

To: Fryer, Teresa M. (CMS/QIS)i NotResp e
NotResp i Toomey, Jacqueline S.(CMS/OIS)..,.. NotResp !
i NotResp N _iKing, Jason C. (CMS/OIS) [NotResp
: NotResp :

Subject: FFM ATO Memo

Attachments: How to UNZIP.html; SecureZIP Attachments.zip

Please find attached the memo and executive summary for FFM. Once you approve the memo, | will signh on your behalf
and then provide it to Mike. Itisin Track Changes; please select Final in the drop down menu to view a clean copy.

I will provide 2 letters to Mike: one for Tony’s signature, one for Marilyn’s signature. The only change on Marilyn’s
version are the signatures and the sign off: Tony will also be “reviewed” while a new line will say “cleared” for Marilyn.

Jane Kim, PhD, CISSP, CIPP/G

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group (EISG)

Centers for Medicare & Medicaid Services

PH: (410) 786-5430
http://www.cms.hhs.gov/informationsecurity/

Contact the EISG Team CISO@cms.hhs.gov

Slpeisoring

Fhonciranent, Ceeeiphl &

This email and any attachments may contain Sensitive/Privacy Data which is intended for use only by the individuals to whom it is addressed, it may contain
information that is confidential, privileged or otherwise protected from disclosure under applicable laws. If you are not the intended recipient please note that
copying or distributing this email is strictly prohibited.

HHS-0123877
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Message

From: Mellor, Michael (CMS/OIS}

NotResp

NotResp

Sent: 9/27/2013 1:33:00 PM

NotResp

To: Fryer, Teresa M. (CMS/OIS);
| NotResp

Subject: RE: ACA Testing

(b)(5)

From: Fryer, Teresa M. (CMS/0IS)

Sent: Friday, September 27, 2013 9:31 AM
To: Mellor, Michael (CMS/QIS)

Subject: RE: ACA Testing

(b)(5)

From: Mellor, Michael (CMS/0IS)

Sent: Friday, September 27, 2013 9:29 AM
To: Fryer, Teresa M. (CMS/QIS)

Subject: RE: ACA Testing

(b)(5)

From: Fryer, Teresa M. (CMS/0IS)

Sent: Friday, September 27, 2013 9:26 AM
To: Mellor, Michael (CMS/QIS)

Subject: FW: ACA Testing

(b)(5)

Thanks,

Teresa

HHS-0123885
CMS0012372
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From: Schatoff, Jack H. (CMS/QIS)

Sent: Friday, September 27, 2013 8:42 AM

To: Willard, Adam (CMS/CTR); Schankweiler, Thomas W. (CMS/QIS)

Cc: Marantan, James (CMS/0IS); Mellor, Michael (CMS/QIS); Fryer, Teresa M. (CMS/QIS); Schatoff, Jack H. (CMS/QIS)
Subject: ACA Testing

Adam, Tom,

Please see attached summary report for testing against the externally facing components for ACA. The findings will be
uploaded into CFACTS today.

Regards,

Jack

Jack Schatoff

Centers for Medicare and Medicaid Services
Enterprise Information Security Group (EISG)
Division of Information Security Operations (DISO)
jack.schatoff@cms.hhs.gov

Office: 410-786-2554

Mobile: | (b)(6)

HHS-0123886
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Message
From: King, Jason C. (CMS/OIS} NotResp ]
Sent: 9/27/2013 1:33:47 PM
To: Fryer, Teresa M. (CMS/OIS) NotResp P e

i NotResp Toomey, Jacqueline S.(CMS/OIS)E _____ NotResp !

i NotResp i

cc: Kim, Jane (CMS/OIS) [ NotResp
Subject: FW: FFM SCA Draft Report Review

Jason King

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group {EISG)

Canters for Medicare & Medicald Services

PH: {410) 786-7578
http://www.cms.hhs.gov/informationsecurity/

Contact FISG at CISO@cms.hhs.gov

From: Bielski, Jim [mailto:jbielski@mitre.org]

Sent: Friday, September 27, 2013 9:25 AM

To: Schankweiler, Thomas W. (CMS/OIS); Lyles, Darrin V. (CMS/QIS); Warren, Kevin (CMS/QIS); Caulfield, Greg (CGI
Federal) (Greg.Caulfield@cgifederal.com); Goodrich, Lynn F (CGI Federal) (lynn.goodrich@cgifederal.com);
Ramamoorthy, Balaji Manikandan (CGI Federal); Quaintance, Eric (CGI Federal) (Eric.Quaintance@cgifederal.com); Dhas,
Navin (CGI Federal) (navin.dhas@cgifederal.com); Shenoy, Dilip (CGI Federal) (dilip.shenoy@cgifederal.com); Hoffman,
Jessica (CMS/0IS); King, Jason C. (CMS/0OIS); Kim, Jane (CMS/OIS)

Cc: Dyson, John (US - Arlington) (jodyson@deloitte.com); Shomo, Milton

Subject: RE: FFM SCA Draft Report Review

Tom/Darrin,
Given that this meeting is cancelled, MITRE will not be able to fulfill the 9/27 delivery date for the Final SCA
Report, as stated in the Path to ATO. Would it be ok to change the date to TBD, until further notice?

information Systems Engineer, Principal
The MITRE Corporation

I (b)©).._._._.. i{cell)
418 402-2717 {office)

From: Schankweiler, Thomas W. (CMS/QIS) [mailto:thomas.schankweiler@cms.hhs.qgov]

Sent: Friday, September 27, 2013 09:21

To: Lyles, Darrin V. (CMS/OIS); Warren, Kevin (CMS/CIS); Caulfield, Greg (CGI Federal)
(Greg.Caulfield@cgifederal.com); Goodrich, Lynn F (CGI Federal) (lynn.goodrich@cgifederal.com); Ramamoorthy,
Balaji Manikandan (CGI Federal); Bielski, Jim; Quaintance, Eric (CGI Federal) (Eric.Quaintance@cgifederal.com);
Dhas, Navin (CGI Federal) (navin.dhas@cgifederal.com); Shenoy, Dilip (CGI Federal)
(dilip.shenoy@cgifederal.com); Hoffman, Jessica (CMS/0IS); King, Jason C. (CMS/0OIS); Kim, Jane (CMS/QOIS)
Subject: RE: FFM SCA Draft Report Review

Hello all,

HHS-0123887
CMS0012374
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We are going to cancel the 10am Draft Report Review call. We have a second SCA starting this morning at
10am.

(b)(5)

Tom

From: Lyles, Darrin V. (CMS/OIS)

Sent: Wednesday, September 25, 2013 8:04 PM

To: Lyles, Darrin V. (CMS/OIS); Schankweiler, Thomas W. (CMS/OIS); Warren, Kevin (CMS/0OIS); Caulfield, Greg
(CGI Federal) (Greg.Caulfield@cgifederal.com); Goodrich, Lynn F (CGI Federal) (lynn.goodrich@cgifederal.com);
Ramamoorthy, Balaji Manikandan (CGI Federal); Bielski, Jim <jbielski@mitre.org> (ibielski@mitre.org);
Quaintance, Eric (CGI Federal) (Eric.Quaintance@cgifederal.com); Dhas, Navin (CGI Federal)
(navin.dhas@cgifederal.com); Shenoy, Dilip (CGI Federal) (dilip.shenoy@cgifederal.com); Hoffman, Jessica
(CMS/QIS); King, Jason C. (CMS/QIS); Kim, Jane (CMS/OIS)

Subject: FFM SCA Draft Report Review

When: Friday, September 27,2013 10:00 AM-11:00 AM (UTC-05:00) Eastern Time (US & Canada).

Where: Teleconference: (b)(6) i

The purpose of this meeting is to discuss the Draft SCA Report for the HIX-A assessment.

Please forward to all who are necessary.

Darrin Lyles invites you to an online meeting usingi NotResp

Meeting Number: (b)(6)
Meeting Password: This meeting does not require a password.

Audio conference information

1. Please call the following number:
| NotResp | (b)(8)

| ISR M

2. Follow the instructions you hear on the phone.

Your NotResp Meeting Number: (b)(6)

To join from the Baltimore, Chicago, or Kansas City offices

1. Dial ext. (b)(6)

HHS-0123888
CMS0012375
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2. Enter the Meeting Numberi_____(b)(6) ;

To join this meeting online

1. Go tOE NotResp i
2. If requested, enter your name and email address.

3. If a password is required, enter the meeting password: This meeting does not require a password.
4. Click "Join".

5. Follow the instructions that appear on your screen.

HHS-0123889
CMS0012376
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Message
From: King, Jason C. (CMS/OIS)E NotResp
Sent: 9/27/2013 1:33:26 PM
To: Fryer, Teresa M. (CMS/OIS)E NotResp
'Toomey, Jacqueline S.(CMS/OIS) [ NotResp |
NotResp ; i ; ST |
i NotResp i

cc: Kim, Jane (CMS/OIS) i NotResp
Subject: RE: HIX-A Draft SCA Report in Question

Tom just declared the FFM review cancelled anyway, and MITRE replied that that makes the final report date TBD.
Forwarding that in a second,

Jason King

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group (EISG)

Centers for Medicare & Medicald Services

PH: {410) 786-7578
http://www.cms.hhs.gov/informationsecurity/

Contact EISG at CISO@cms.hhs.gov

From: Fryer, Teresa M. (CMS/0IS)

Sent: Friday, September 27, 2013 9:29 AM

To: King, Jason C. (CMS/0IS); Toomey, Jacqueline S.(CMS/0IS)
Cc: Kim, Jane (CMS/QIS)

Subject: RE: HIX-A Draft SCA Report in Question

(b)(8)

From: King, Jason C. (CMS/QIS)

Sent: Friday, September 27, 2013 9:27 AM

To: Fryer, Teresa M. (CMS/QIS); Toomey, Jacqueline S.(CMS/0IS)

Cc: Kim, Jane (CMS/QIS)

Subject: RE: HIX-A Draft SCA Report in Question

Actually, Jacquie was right, I mistyped. Findings are only clarified at most from the draft report review, and closures do
need to take place prior to the draft report.

Jason King

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group {EISG)

Centers for Medicare & Medicaid Services

PH: {410} 786-7578
http://www.cms.hhs.gov/informationsecurity/

Contact FISG at CISO@cms.hhs.gov

From: Fryer, Teresa M. (CMS/0IS)
Sent: Friday, September 27, 2013 9:24 AM
To: Toomey, Jacqueline S.(CMS/OIS); King, Jason C. (CMS/0IS)

HHS-0123890
CMS0012377
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Cc: Kim, Jane (CMS/QIS)
Subject: RE: HIX-A Draft SCA Report in Question

Yes, but technically this was the week to provide evidence after the outbrief, so do we consider things that they say they

have resolved and give them another week to review the report before going final?

From: Toomey, Jacqueline S.(CMS/0OIS)

Sent: Friday, September 27, 2013 9:21 AM

To: Fryer, Teresa M. (CMS/QIS); King, Jason C. (CMS/QIS)
Cc: Kim, Jane (CMS/QIS)

Subject: RE: HIX-A Draft SCA Report in Question

P sorry Jason — | thought the team had a week to provide evidence after the final out brief meeting {before the report

is created) and the week after the draft report was only for review? s this yet another difference for the MP or has the

process changed?

Juegueline S Foamey

Cviston Divector (Acting)

Diviston of Information Securtty Policy and Compliance (DISPCY

Centers for Medicare & Medicaid Serviess

7500 Secortty Blvd, Mailstop: N1-26-08

Baltimore, Md. 212441870 prmimimrmim e
Locatton: N1-26 Office Telophone: 410-786-5832/ BE::kckbsfrj,f:i______!_l_)_)_(_f;_z ______ i
jacqueline.toomeyvi@cns hihs.gov

This ematd and any attaclyoents may condain Sensitive/Privacy Data which ts puended for use only by the individuals to whony it s addressed, i moay contatn

iformation that is confidential, privileg

or distriboting this emoail s strietly prohibited.

From: Fryer, Teresa M. (CMS/0IS)

Sent: Friday, September 27, 2013 9:13 AM

To: King, Jason C. (CMS/0IS); Toomey, Jacqueline S.(CMS/0IS)
Cc: Kim, Jane (CMS/QIS)

Subject: RE: HIX-A Draft SCA Report in Question

Oh, okay...

ed o stherwise protected from disclosure under applicable laws. I vou are not the infended recipiont please note that copying

From: King, Jason C. (CMS/QIS)

Sent: Friday, September 27, 2013 8:45 AM

To: Fryer, Teresa M. (CMS/QIS); Toomey, Jacqueline S.(CMS/OIS)
Cc: Kim, Jane (CMS/QIS)

Subject: RE: HIX-A Draft SCA Report in Question

HHS-0123891
CMS0012378
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The standard process is that a system has up until about a week after the draft report review to submit evidence of

remediation to MITRE to close findings. If MITRE concurs, those findings have their status updated as cosed and while
they remain in the report as such, they are never entered into CFACTS.

Jason King

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group {EISG)

Centers for Medicare & Medicaid Services

PH:{410) 786-7578
hitp://www.cms.hhs.gov/informationsecurity/

Contact EiSG at CISO@cms.hhs.gov

From: Fryer, Teresa M. (CMS/0IS)

Sent: Friday, September 27, 2013 8:35 AM

To: King, Jason C. (CMS/OIS); Toomey, Jacqueline S.(CMS/OIS)
Cc: Kim, Jane (CMS/QIS)

Subject: RE: HIX-A Draft SCA Report in Question

Need to ensure the report reflects as of the end of the SCA and the dae of the report. No reflection of what they have
resolved since the assessment/report.

Thanks,

Teresa

From: King, Jason C. (CMS/QIS)

Sent: Friday, September 27, 2013 7:47 AM

To: Toomey, Jacqueline S.(CMS/OIS); Fryer, Teresa M. (CMS/OIS)
Cc: Kim, Jane (CMS/QIS)

Subject: RE: HIX-A Draft SCA Report in Question

(b)(5)

Jason King

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group (EISG)

Centers for Medicare & Medicaid Services

PH: {410) 786-7578
http://www.cms.hhs.gov/informationsecurity/

Contact EISG at CISO@cms.hhs.gov

HHS-0123892
CMS0012379
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From: Toomey, Jacqueline S.(CMS/0OIS)

Sent: Friday, September 27, 2013 5:56 AM
To: Fryer, Teresa M. (CMS/0IS); King, Jason C. (CMS/CIS)
Subject: RE: HIX-A Draft SCA Report in Question

(b)(5)

Jacqueline S Seomey

Diviston Dicestor (Acting)

Division of Information Security Policy and Compliance (DISPC)

Centers for Medicare & Medicaid Services

TG Security Bivd, Mailstop: NE-26-(R

Baltimore, Md. 21244-1870 DV —
Location: M1-26-27 / Offics Telophone: 410-786-5552 / }’,\?Eackbcrryrg (b)(6) i
jacqueline toomevi@ems.hhs.gov [ -

b

Bigk Bonoegement, T

This erat and any aftachments mway contain Sansitive/Privacy Dinta which 18 fntended for vse ondy by the dividuals to who i1 §5 addressad, it may contain

information that is confidential, priv 1 or otherwise profected from disclosure under applicable faws. 11 vou are not the intended recipient please vote that copying

or distributing this enail is strictly prohibited.

From: Fryer, Teresa M. (CMS/0IS)

Sent: Thursday, September 26, 2013 10:15 PM

To: Toomey, Jacqueline S.(CMS/0OIS); King, Jason C. (CMS/0IS)
Subject: Fw: HIX-A Draft SCA Report in Question
Importance: High

Is this normal process? Mike doesn't think this is an issue because they are the system developers. P've asked him to get
with you on this.

From: Lyles, Darrin V. (CMS/QIS)

Sent: Thursday, September 26, 2013 06:06 PM
To: Fryer, Teresa M. (CMS/QIS)

Cc: Schankweiler, Thomas W. (CMS/0IS)

HHS-0123893
CMS0012380
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Subject: HIX-A Draft SCA Report in Question

Teresa,

(b)(8)

Regards,

BDarrin Lyles

Information Systems Security Officer (ISSO)

Security Controls Assessment (SCA) Coordinator for ClISG
Consumer Information & Insurance Systems Group (CIISG)
Office of Information Services (OIS)

Centers for Medicare & Medicaid Services (CMS)

U.S. Department of Health and Human Services (HHS)
410-786-4744, Desk

i (b)) BB

darrin.lyles@cms.hhs.gov

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated,
distributed, or copied to persons not authorized to receive the information. Unauthorized disclosure may result in prosecution to the full extent of the law.

HHS-0123894
CMS0012381
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Message
From: __Toomey, Jacqueline S.(CMS/OIS) NotResp
i NotResp |
Sent: 9/27/2013 9:56:04 AM . ,
To: _Fryer, Teresa M. (CMS/OIS): N°tR85PI _ .
NotResp King, Jason C. (CMS/OIS)E NotResp
i NotResp : ) :
Subject: RE: HIX-A Draft SCA Report in Question
(b)(5)

Juegueline S Toomey

rviston Divector (Acting)}

Division of Information Ssourity Policy and Compliance (DISPC)
Cerders for Medicare & Medivaid Services

7500 Security Blvd,  Mailstop: N1-26-08

Baltimore, Md. 21244-1870 -
Location: N1-26-27 / Office Telophone: 418.786-5352/ Blackberry: :l
jacqueline.toomevi@cms.hhs.gov

vk

Fish Slanvgempnt, Deerdight, B %ﬁmé‘z"&mﬁ@

This email and any atfachments may contain Sensitive/Privacy Data which s fnfended for use only by the mdividuals to whom 11 18 addressed, it may contan
idformation that is conlidential, privileged or otherwise protected from disclosure under applicable laws. If vou are not the dended recipient please note that copying
or distriboting this email iz strietly prohibited.

From: Fryer, Teresa M. (CMS/OIS)

Sent: Thursday, September 26, 2013 10:15 PM

To: Toomey, Jacqueline S.(CMS/OIS); King, Jason C. (CMS/0IS)
Subject: Fw: HIX-A Draft SCA Report in Question
Importance: High

is this normal process? Mike doesn’t think this is an issue because they are the system developers. P've asked him to get
with you on this,

HHS-0123900
CMS0012382
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From: Lyles, Darrin V. (CMS/QIS)

Sent: Thursday, September 26, 2013 06:06 PM
To: Fryer, Teresa M. (CMS/QIS)

Cc: Schankweiler, Thomas W. (CMS/0IS)
Subject: HIX-A Draft SCA Report in Question

Teresa,

(b)(8)

Regards,

Darrin Lyles
Information Systems Security Officer (ISSO)
Security Controls Assessment (SCA) Coordinator for CIISG
Consumer Information & Insurance Systems Group (CIISG)
Office of Information Services (OIS)
Centers for Medicare & Medicaid Services (CMS)
U.S. Department of Health and Human Services (HHS)
410-786-4744, Desk

BB
darrin.lyles@cms.hhs.gov

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated,
distributed, or copied to persons not authorized to receive the information. Unauthorized disclosure may result in prosecution to the full extent of the law.

HHS-0123901
CMS0012383



Obtained via FOIA by Judicial Watch, Inc.

Message
From: Schatoff, Jack H. (CMS/OIS)E NotResp
' NlotResp :
Sent: 9/27/2013 3:56:22 PM
To: Schankweiler, Thomas W. (CMS/OIS): NotResp
NotResp S Willard, Adam (CMS/CTR) NotResp
: NotResp T
cc: Marantan, James (CMS/OIS) | NotResp .
Mellor, Michael (CMS/OIS)E . NotResp .
Fryer, Teresa M. (CMS/OIS) | NotResp_
i NotResp :
Subject: RE: ACA Testing
Tom,

Par your instructions, only the summary report is currently being upleaded into CFACTS.

Jack

From: Schankweiler, Thomas W. (CMS/QIS)

Sent: Friday, September 27, 2013 9:36 AM

To: Schatoff, Jack H. (CMS/CIS); Willard, Adam (CMS/CTR)

Cc: Marantan, James (CMS/0IS); Mellor, Michael (CMS/QIS); Fryer, Teresa M. (CMS/0OIS)
Subject: RE: ACA Testing

All,

it make sense to upload the report, however POAM’s are not 1o be created for these three items. These are duplicate
itermns flagged by MITRE in their reports and is already targeted for inclusion in a POAM,.

Thanks,

Tom

From: Schatoff, Jack H. (CMS/0IS)

Sent: Friday, September 27, 2013 8:43 AM

To: Willard, Adam (CMS/CTR); Schankweiler, Thomas W. (CMS/CIS)

Cc: Marantan, James (CMS/0IS); Mellor, Michael (CMS/QIS); Fryer, Teresa M. (CMS/QIS); Schatoff, Jack H. (CMS/QOIS)
Subject: ACA Testing

Adam, Tom,

Please see attached summary report for testing against the externally facing components for ACA. The findings will be
uploaded into CFACTS today.

Regards,

Jack

HHS-0123936
CMS0012384
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Jack Schatoff

Centers for Medicare and Medicaid Services
Enterprise Information Security Group (EISG)
Division of Information Security Operations {DISO)
jack.schatoff@cms.hhs.gov

Office: 410-786-2554

Mobile: : (b)(6)

S

fink ftanugompel, Theaoslghs, & BMondring

HHS-0123937
CMS0012385
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Message
From: Schankweiler, Thomas W. (CMS/0QIS) E NotResp
i NotResp i
Sent: 9/27/2013 4:10:20 PM
To: Schatoff, Jack H. (CMS/QIS) i NotResp
NotResp | Willard, Adam (CMS/CTR) | NotResp
NotResp ;
cc: Marantan, James (CMS/OIS) | NotResp I
Mellor, Michael (CMS/OlS)E NotResp
Fryer, Teresa M. (CMS/OIS)} NotResp
I NlotResp i
Subject: RE: ACA Testing

In regards to the weak-cyphers we have the ability to lock this down through Akamai which was tested last month in
production in august, OC is worlking to get this addressed in the tasks for this weekend, to confirm the $5L protections
are set and confirmed again.  You should be able to check this again when you do vour post Oct 1, pen testing
activities. would be interested in seeing the updated results from your team.

Thanks,

Tom

From: Schatoff, Jack H. (CMS/0OIS)

Sent: Friday, September 27, 2013 11:56 AM

To: Schankweiler, Thomas W. (CMS/OIS); Willard, Adam (CMS/CTR)

Cc: Marantan, James (CMS/0IS); Mellor, Michael (CMS/QIS); Fryer, Teresa M. (CMS/OIS)
Subject: RE: ACA Testing

Tom,

Per your instructions, only the summary report is currently being uploaded into CFACTS.

Jack

From: Schankweiler, Thomas W. (CMS/CIS)

Sent: Friday, September 27, 2013 9:36 AM

To: Schatoff, Jack H. (CMS/CIS); Willard, Adam (CMS/CTR)

Cc: Marantan, James (CMS/0IS); Mellor, Michael (CMS/QIS); Fryer, Teresa M. (CMS/QIS)
Subject: RE: ACA Testing

All,

it make sense to upload the report, however POAM’s are not to be created for these three items. These are duplicate
iterms flagged by MITRE in their reports and is already targeted for inclusion in a POAM.

Thanks,

Tom

HHS-0123940
CMS0012386
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From: Schatoff, Jack H. (CMS/QIS)
Sent: Friday, September 27, 2013 8:43 AM

To: Willard, Adam (CMS/CTR); Schankweiler, Thomas W. (CMS/CIS)

Cc: Marantan, James (CMS/0IS); Mellor, Michael (CMS/QIS); Fryer, Teresa M. (CMS/QIS); Schatoff, Jack H. (CMS/QIS)

Subject: ACA Testing

Adam, Tom,

Please see attached summary report for testing against the externally facing components for ACA. The findings will be

uploaded into CFACTS today.

Regards,

Jack

Jack Schatoff

Centers for Medicare and Medicaid Services
Enterprise Information Security Group (EISG)
Division of Information Security Operations (DISO)
jack.schatoff@cms.hhs.gov

Office: 410-786-2554

ik Marogermeng, O

HHS-0123941
CMS0012387
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Message
From: . Mellor, Michael (CMS/OIS)E ! NotResp
! NotResp i
Sent: 97272013 8:26:38 PM '
To: : Fryer, Teresa M. (CMS/OIS) | NotResp
; NotResp i
Subject: IFVV:Needtherevmeddocument

Attachments: Chao_Administrator Memo FFM 092613.docx

> Original Message-----

>From: Trenkle, Tony (CMS/0IS)

>Sent: Friday, September 27, 2013 2:55 PM
>To: Mellor, Michael (CMS/0IS)

>Subject: Fw: Need the revised document

>e————- original Message -----

>From: Chao, Henry (CMS/0IS)

>Sent: Friday, September 27, 2013 02:51 PM
>To: Trenkle, Tony (CMS/0IS); Schankweiler, Thomas w. (CMS/0IS)
>Subject: RE: Need the revised document

>

>

>

>

>Henry cChao

>Deputy CIO & Deputy Director,

>0ffice of Information Services

>Centers for Medicare & Medicaid Services
>410-786-1800

>=m——- original Message-----

>From: Trenkle, Tony (CMS/0IS)

>Sent: Friday, September 27, 2013 2:51 PM

>To: Schankweiler, Thomas wW. (CMS/0IS); Chao, Henry (CMS/0IS)
>Subject: Need the revised document

>

>Otherwise I'11 just strike the one sentence and have her sign. She's getting

>ready to leave

HHS-0125792
CMS0012388
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DATE:
TO: Marilyn Tavenner
FROM: James Kerr, Consortium Administrator for Medicare Health Plans Operations

Henry Chao, Deputy Chief Information Officer & Office of Information Services
Deputy Director

SUBJECT: Federally Facilitated Marketplace-DECISION

(b)(5)

HHS-0125793
CMS0012389
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(b)(5)

Approved Date

Disapproved Date

Marilyn Tavenner

Attachment: Federally Facilitated Marketplace Decision Memo Risk Acknowledgment Signature Page

HHS-0125794
CMS0012390
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Message
From: Lyles, Darrin V. (CMS/OIS}i NotResp
E NotResp ;
Sent: 9/27/2013 2:52:55 PM _
To: Roche, Jacqueline R. (CMS/CCIIO)E NotResp
NotResp iFryer, Teresa M. (CMS/OIS)! _NotResp
i NotResp : |
cC: Fender, Rebecca (CMS/CCSQ 5 NotResp
Nelson, David J. (CMS/OEM) NotResp
E NotResp
Subject: RE: Signature Ready Draft

Attachments: Serco ESS_Security Impact Analysis_Final Draft_2013-09-27.docx

Hi Jacqueline,

I have incorporated your changes, changed the dates throughout and provided one final QA review for
grammar and format.

This Final braft document is ready for your signature. Once you have signed, please have a PDF version
sent to me and I will take it upstairs for Tony to sign.

Regards,
Darrin

Darrin Lyles

Information Systems Security officer (ISs0)

Security Controls Assessment (SCA) Coordinator for CIISG
Consumer Information & Insurance Systems Group (CIISG)
office of Information Services (0IS)

Centers for Medicare & Medicaid Services (CMS)

U.S. Department of Health and Human Services (HHS)
410-786-4744, Desk

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:

This information has not been publicly disclosed and may be privileged and confidential. It is for
internal government use only and must not be disseminated, distributed, or copied to persons not
authorized to receive the information. Unauthorized disclosure may result in prosecution to the full
extent of the Taw.

————— original Message-----

From: Roche, Jacqueline R. (CMS/CCIIO)

Sent: Friday, September 27, 2013 9:16 AM

To: Lyles, Darrin v. (CMS/0IS); Fryer, Teresa M. (CMS/0IS)
Cc: Fender, Rebecca (CMS/CCSQ); Nelson, David J. (CMS/OEM)
Subject: RE: Signature Ready Draft

Thanks, Darrin: As discussed, attached with a few minor edits. I appreciate all your assistance here
and Tet me know what else I can do to help and when you need my signature.

————— original Message-----

From: Lyles, Darrin V. (CMS/0IS)

Sent: Friday, September 27, 2013 8:47 AM

To: Fryer, Teresa M. (CMS/0IS); Roche, Jacqueline R. (CMS/CCIIO)
Subject: RE: Signature Ready Draft

Thank you, Teresa. I will make sure it's taken care of.

Darrin

HHS-0132176
CMS0012391
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From: Fryer, Teresa M. (CMS/0IS)

Sent: Friday, September 27, 2013 8:28 AM
To: Roche, Jacqueline R. (CMS/CCIIO); Lyles, Darrin V. (CMS/0IS)
Subject: Re: Signature Ready Draft

Sorry, on the BB. Meant to ensure Darrin is coordinating sighatures on this.

From: Roche, Jacqueline R. (CMS/CCIIO)
Sent: Friday, September 27, 2013 08:02 AM
To: Lyles, Darrin V. (CMS/0IS)

Cc: Fryer, Teresa M. (CMS/0IS)

Subject: FW: Signature Ready Draft

Darrin, I’ m assuming you were meant to be cc’ d. Does Teresa’ s note mean I send my brief edits to you?

I just need to fix the incorrect program references?

From: Fryer, Teresa M. (CMS/0IS)

Sent: Friday, September 27, 2013 7:40 AM
To: Roche, Jacqueline R. (CMS/CCIIO)
Subject: Re: Signature Ready Draft

Darrin you should be coordinating the clearance on this.

From: Roche, Jacqueline R. (CMS/CCIIO)

sent: Thursday, September 26, 2013 11:39 PM

To: Lyles, Darrin v. (CMS/0IS); Fryer, Teresa M. (CMS/0IS)

Cc: Nelson, David J. (CMS/0EM); Schankweiler, Thomas wW. (CMS/0IS)
Subject: RE: Signature Ready Draft

(b)(5)

Jacqueline Roche

Eligibility and Enrollment-Exchange Policy and Operations Group Center for Consumer Information and

Insurance Oversight (CCIIO) Centers for Medicare & Medicaid Services
Phone: 410 786 1622
BB: i (b)(6) ;

Email: jacqUeTine.rechéllcms. hhs.gov<mailto:jacqueline.rochel@cms.hhs.gov>

[Learn More about Health Insurance Market Place & your new coverage

options]<https://www.healthcare.gov/?fromLoc=MPBadge&utm_medium=widget&utm_i

en&utm_campaign=hcgov>
INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:
This information has not been publicly disclosed and may be privileged and

content=120x80~

confidential. It

is for

internal government use only and must not be disseminated, distributed, or copied to persons not
authorized to receive the information. Unauthorized disclosure may result in prosecution to the full

extent of the Taw.

From: Lyles, Darrin V. (CMS/0IS)
sent: Thursday, September 26, 2013 9:14 AM
To: Fryer, Teresa M. (CMS/0IS)

Cc: Nelson, David J. (CMS/OEM); Schankweiler, Thomas wW. (CMS/0IS); Roche, Jacqueline R.

Subject: Signature Ready Draft

Teresa,

(CMs/cCI10)

(b)(8)

Respectfully,

Darrin

HHS-0132177
CMS0012392
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Darrin Lyles

Information Systems Security Officer (ISS0) Security Controls Assessment (SCA) Coordinator for CIISG
Consumer Information & Insurance Systems Group (CIISG) Office of Information Services (0IS) Centers for
Medicare & Medicaid Services (CMS) U.S. Department of Health and Human Services (HHS) 410-786-4744, Desk
443-979-3169, BB darrin.lyles@cms.hhs.gov<mailto:darrin.lyles@cms.hhs.gov>

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:

This information has not been publicly disclosed and may be privileged and confidential. It is for
internal government use only and must not be disseminated, distributed, or copied to persons not
authorized to receive the information. Unauthorized disclosure may result in prosecution to the full
extent of the Taw.

HHS-0132178
CMS0012393
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1. Executive Summary

1.1 Background

Serco Inc. has been tasked by CCIIO to build and operate an Eligibility Support (ES) function to
intake and process paper applications for health care coverage under the Health Insurance
Marketplace sent via US mail and provide eligibility support. Applications will be sorted,
scanned, processed, and entered into the Eligibility Support Desktop (ESD). ESD is a function
of the Federally Facilitated Marketplace hosted in the CMS Terremark Private Cloud
Environment. When consumers submit their eligibility applications for health coverage, their
documentation will enter the ESD via one of two processes. Paper applications will enter the
mailroom, catalogued, scanned into the system, and then securely retained until processing is
completed. Then, the information on the paper applications will be processed by Serco
Eligibility Support Workers (ESWs) through a basic and complex eligibility process until the
consumer’s eligibility is determined. Once eligibility is determined and verified by CMS,
original document attachments are returned to the consumer, and the paper application destroyed.
All electronic applications will go directly to the FMPS (via a non-Serco system) bypassing the
mailroom. Below is the process flow and functions of Serco ES:

+ Receive mail

= Review and « Recaive FMPS
« Triage mail L associate input : i records for
+ Scan documenis 11 with FMPS record | sligibility data gaps
« QC scans 11 e Creatls, edit FMPS | « Gather additional
+ Transmit to FMPS | | records | | information

Gaps in data, issues, questions, correclions?

. Analyzelfresearch « Tier 2 resclution » Enter simple
i | » Resolva/escalate & = Link to translator, +  changes via ESD
L - Update FMPS if needed | » Creats, develop,

| records = Comact applicant . test, implement
|« Maintain og « Gather data i solutions for
L » Update FMPS . complex changes

Figure 1: High Level Business Concept
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The Serco ES function will be operational on October 1, 2013. Due to the unavailability of ESD
functions on this date, Serco ES will perform a modified workflow for its Initial Operating
Capability (IOC) that does not require ESD functions to process the paper applications. This
workflow, shown in Figure 2 below, essentially retains the status of the applications within the
Serco ES function and manages the application processing and completeness using the Appian
workflow software. This is a temporary measure until full ESD functionality is available.

#
o + ¥eyin Apgications
i K

* Mo Imeraction through ESD to Portal

al ia¢

> Ap;

» Supparting Documants

v Agpeals

‘ E:(;zm;x&ous

o Ciiber

» Ho Gubound Calls

+ Dutbound Corespendence
DirecHy frorm Seice
{if anthprized)

“Soon after 1 Oclober” i

Figure 2: Modified Workflow for IOC (1 Oct)

The Serco ES System (ESS) is a dedicated infrastructure for fulfilling the ES functions on 1
October 2013 and beyond. With the exception of the NotResp application,
the infrastructure architecture is as originally proposed at contract award. ESD will be utilized as
its function becomes available.

1.2 Purpose

The purpose of the Security Impact Analysis is to document the planned system architecture and
operating environment of the Serco hosting environment. This document will also identify the
potential risks of operating the Enrollment Support Systems at Serco’s dedicated hosting
facilities and possible mitigating strategies.

Page 3 of 11 September 27, 2013
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Centers for Medicare & Medicaid Services

2. System Identification

21 System Name/Title

Obtained via FOIA by Judicial Watch, Inc.

System ldentifier

Response Data

Official System Name:

Eligibility Support System

System Acronym:

ESS

Classification:

Moderate

2.2 Designated Contacts

Business Owner

Response Data

Name:

Jacqueline Roche

Contact Information:

jacqueline.roche1@cms.hhs.gov
410-786-1622

System Maintainer

Response Data

Name:

John Lau

Contact information:

john.lau@serco_na.com
703-939-6000

2.3 Assignment of Security Responsibility

Individual Responsible for Security (ISSO)

Response Data

Name:

Tom Schankweiler

Contact Information:

thomas.schankweiler@cms.hhs.gov
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3. System Analysis

3.1 System and Network Overview

Figure 3 illustrates the overall architecture where Serco hosts the business-critical and mission-
critical systems for ESS. The ESS will reside in Serco owned or leased facilities, and on
equipment dedicated to ESS.

NotResp

Figure 3: ESS Infrastructure Overview

The Serco ESS mission-critical client hosting infrastructure will be protected by redundant
firewalls and an: NotResp 1. It will be segregated from the Serco
corporate network and all other hosted systems. The dedicated primary site at London, KY
houses the US Mail intake, paper scanning operations, and ES operations. Other dedicated sites
at Rogers, AR, and Wentzville, MO will house ES operations only, but the Rogers site can be
used as a backup alternate mail processing site. A dedicated Security and Network Operations
Center is housed as a dedicated physical cell within Serco’s Colorado Springs facility.
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3.2 Serco Hosting Environment for CCIIO

Figure 4 identifies the components of the Serco CMS ESS (shown on the left side of the
diagram), and Serco Corporate support components (shown on the right side of the diagram)
which are separate and do not host ESS functions. A table containing the current inventory of
CMS ESS components (tabbed by location) is provided as an attachment to this document.

NotResp

Figure 4: ESS and Serco Components View
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3.3 Description of Operational/System Environment and Special
Considerations

Each site logically separates the ES operational infrastructure elements (mail
processing/scanning and ES workers) from the non-operational elements and functions, with
strict access control and network segregation (using VLANS) between the segments.

In addition to VLAN separation, all ESS workstations are Virtual Desktop Interfaces (VDI),
specifically configured for the segment which the VDI is authorized to exist, with the minimum
set of functions and capabilities necessary to perform the function.

The ES operational VDIs (which have access to ESD and PII information) have the following
restrictions:

e No email, MS Office, or any other applications installed (unless required for ES
processing, such as Adobe Reader)

e No access to the Internet, other than whitelisted IP and URL access to ESD and internal
sites on the operational side

e Virtual Desktop is not retained between user sessions, and a new image is created when
a user logs on.

Figure 5 illustrates the segregation of the virtual environment at the primary site (London,
Kentucky) and the controls in place to control access, monitor, and enforce operational and non-
operational roles. All other sites have this same design, but do not include the mail room
operations segment.
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Note

(b)(5)
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4. Signatures

As the Enrollment Support Systems Business Owner, I have reviewed the Security Impact
Analysis and I am accepting the risk of temporarily allowing the Enrollment Support System to
operate from 10/1/13 through 1/1/14.

Jacqueline Roche Date
CMS/CCIO

As the Enrollment Support Systems Authorizing Official, I have reviewed the Security Impact
Analysis and I am accepting the risk of temporarily allowing the Enrollment Support System to
operate from 10/1/13 through 1/1/14.

Tony Trenkle Date
CMS/Chief Information Officer

cc: Teresa Fryer, CISO OIS/EISG
cc: John Lau, Eligibility Support Systems System Maintainer
cc: Thomas Schankweiler, ISO OIS/CIISG
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Message
From: Kim, Jane (CMS/OIS) NotResp
Sent: 9/27/2013 1:34:54 PM
To: King, Jason C. (CMS/OIS) ______ NotResp , Fryer,
Teresa M. (CMS/OIS) i NotRespi _

i; Toomey, Jacqueline S.(CMS/OIS} NotResp |

i NotResp ek L
Subject: RE: FFM SCA Draft Report Review I

Attachments: RE: FFM SCA Draft Report Review

And here was Tom's response,

Jane Kim, PhD, CISSP, CIPP/G

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group {EISG)

Centers for Medicare & Medicaid Services

PH: {410) 786-5430
http://www.cms.hhs.gov/informationsecurity/

Contact the EISG Team CISO@cms.hhs.gov

Tris emall and any attachmants may contain Sensitive/Privacy Data which is intended for use only by the individuals to whor it is addressed, it may contain
information that is confidential, privileged or otherwise protected from disciosure under applicable laws. i you are not the intended recipient please note that
copying or distributing this emall is strictly prohibited.

From: King, Jason C. (CMS/QIS)

Sent: Friday, September 27, 2013 9:34 AM

To: Fryer, Teresa M. (CMS/QIS); Toomey, Jacqueline S.(CMS/OIS)
Cc: Kim, Jane (CMS/QIS)

Subject: FW: FFM SCA Draft Report Review

Jason King

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group (E{SG)

Canters for Medicars & Medicaid Services

PH: {(410) 786-7578
http://www.cms.hhs.gov/informationsecurity/

Contact EISG at CISO@cms.hhs.gov
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From: Bielski, Jim [mailto:jbielski@mitre.org]

Sent: Friday, September 27, 2013 9:25 AM

To: Schankweiler, Thomas W. (CMS/OIS); Lyles, Darrin V. (CMS/QOIS); Warren, Kevin (CMS/QIS); Caulfield, Greg (CGI
Federal) (Greg.Caulfield@cgifederal.com); Goodrich, Lynn F (CGI Federal) (lynn.goodrich@cgifederal.com);
Ramamoorthy, Balaji Manikandan (CGI Federal); Quaintance, Eric (CGI Federal) (Eric.Quaintance @cgifederal.com); Dhas,
Navin (CGI Federal) (navin.dhas@cgifederal.com); Shenoy, Dilip (CGI Federal) (dilip.shenoy@cgifederal.com); Hoffman,
Jessica (CMS/0IS); King, Jason C. (CMS/0OIS); Kim, Jane (CMS/0IS)

Cc: Dyson, John (US - Arlington) (jodyson@deloitte.com); Shomo, Milton

Subject: RE: FFM SCA Draft Report Review

Tom/Darrin,
Given that this meeting is cancelled, MITRE will not be able to fulfill the 9/27 delivery date for the Final SCA
Report, as stated in the Path to ATO. Would i be ok to change the date to TBD, until further notice?

e HBielsld
information Systems Engineer, Principal

410 402-2717 (office)

From: Schankweiler, Thomas W. (CMS/QIS) [mailto:thomas.schankweiler@cms.hhs.gov]

Sent: Friday, September 27, 2013 09:21

To: Lyles, Darrin V. (CMS/0IS); Warren, Kevin (CMS/CIS); Caulfield, Greg (CGI Federal)
(Greg.Caulfield@cgifederal.com); Goodrich, Lynn F (CGI Federal) (lynn.goodrich@cgifederal.com); Ramamoorthy,
Balaji Manikandan (CGI Federal); Bielski, Jim; Quaintance, Eric (CGI Federal) (Eric.Quaintance@cgifederal.com);
Dhas, Navin (CGI Federal) (navin.dhas@cgifederal.com); Shenoy, Dilip (CGI Federal)
(dilip.shenov@cgifederal.com); Hoffman, Jessica (CMS/OIS); King, Jason C. (CMS/0IS); Kim, Jane (CMS/OIS)
Subject: RE: FFM SCA Draft Report Review

Hello all,

We are going to cancel the 10am Draft Report Review call. We have a second SCA starting this morning at
10am.

(b)(5)

Tom

From: Lyles, Darrin V. (CMS/OIS)

Sent: Wednesday, September 25, 2013 8:04 PM

To: Lyles, Darrin V. (CMS/0IS); Schankweiler, Thomas W. (CMS/OIS); Warren, Kevin (CMS/0IS); Caulfield, Greg
(CGI Federal) (Greg.Caulfield@cgifederal.com); Goodrich, Lynn F (CGI Federal) (lynn.goodrich@caifederal.com);
Ramamoorthy, Balaji Manikandan (CGI Federal); Bielski, Jim <jbielski@mitre.org> (jbielski@mitre.org);
Quaintance, Eric (CGI Federal) (Eric.Quaintance@cgifederal.com); Dhas, Navin (CGI Federal)
(navin.dhas@cgifederal.com); Shenoy, Dilip (CGI Federal) (dilip.shenoy@cgifederal.com); Hoffman, Jessica
(CMS/QIS); King, Jason C. (CMS/OIS); Kim, Jane (CMS/QIS)

Subject: FFM SCA Draft Report Review
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When: Friday, September 27, 2013 10:00 AM-11:00 AM (UTC -05:00) Eastern Time (US & Canada).

Where: Teleconference (b)(6)

The purpose of this meeting is to discuss the Draft SCA Report for the HIX-A assessment.

Please forward to all who are necessary.

Meeting Password This meeting does not require a password.

Audio conference information

E_ NotResp i (b)(6) :

2. Follow the instructions you hear on the phone.

Youi NotResp Meeting Number (b)(6)

To join from the Baltimore, Chicago, or Kansas City offices

To join this meeting online

1. Go to§ NotResp '
2. If requested, enter your name and email address.

3. If a password is required, enter the meeting password: This meeting does not require a password.
4. Click "Join".
5. Follow the instructions that appear on your screen.
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Message
From: . Schankweiler, Thomas W. (CMS/OIS) | NotResp
' NotResp '
Sent: 9/27/2013 1:33:41 PM _
To: Bielski, Jim [jbielski@mitre.org]; Lyles, Darrin V. (CMS/OIS}! NotResp |
NotResp . i Warren, Kevin (CMS/OIS) _ NotResp
i NotResp i; Caulfield, Greg (CGI Federal)
(Greg.Caulfield@cgifederal.com) [Greg.Caulfield@cgifederal.com]; Goodrich, Lynn F (CGI Federal)
(lynn.goodrich@cgifederal.com) [lynn.goodrich@cgifederal.com]; Ramamoorthy, Balaji Manikandan (CGl Federal)
[balajimanikandan.ramamoorthy@cgifederal.com]; Quaintance, Eric (CGl Federal) (Eric.Quaintance @cgifederal.com)
[Eric.Quaintance@cgifederal.com]; Dhas, Navin (CGI Federal) (navin.dhas@cgifederal.com)
[navin.dhas@-cgifederal.com]; Shenoy, Dilip (CGI Federal) (dilip.shenoy@cgifederal.com)
[dilip.shenoy@cgifederal.com]; Hoffman, Jessica (CMS/OIS); __NotResp .
NotResp ; King, Jason C. (CMS/QLS) i NotResp
Kim, Jane (CMS/OIS) NotResp
NotResp !
cC: Dyson, John (US - Arlington) {jodyson@deloitte.com) [jodyson@deloitte.com]; Shomo, Milton [tshomo@mitre.org]
Subject: RE: FFM SCA Draft Report Review
Jim,

Once we talk with Jessica and Teresa about the draft report we will be able to revisit the delivery date of the final
report. Consider it TBD for the moment.

Tom

From: Bielski, Jim [mailto:jbielski@mitre.org]

Sent: Friday, September 27, 2013 9:25 AM

To: Schankweiler, Thomas W. (CMS/OIS); Lyles, Darrin V. (CMS/OIS); Warren, Kevin (CMS/QIS); Caulfield, Greg (CGI
Federal) (Greg.Caulfield@cgifederal.com); Goodrich, Lynn F (CGI Federal) (lynn.goodrich@cgifederal.com);
Ramamoorthy, Balaji Manikandan (CGI Federal); Quaintance, Eric (CGI Federal) (Eric.Quaintance@cgifederal.com); Dhas,
Navin (CGI Federal) (navin.dhas@cgifederal.com); Shenoy, Dilip (CGI Federal) (dilip.shenoy@cgifederal.com); Hoffman,
Jessica (CMS/0IS); King, Jason C. (CMS/QOIS); Kim, Jane (CMS/QOIS)

Cc: Dyson, John (US - Arlington) (jodyson@deloitte.com); Shomo, Milton

Subject: RE: FFM SCA Draft Report Review

Tom/Darrin,
Given that this meeting is cancelled, MITRE will not be able to fulfill the 9/27 delivery date for the Final 5CA
Report, as stated in the Path to ATO. Would it be ok to change the date to TBD, until further notice?

Jun Hislski

Information Systems Engineer, Principal
The MITRE Corporation

410 402-2717 (office)

From: Schankweiler, Thomas W. (CMS/QIS) [mailto:thomas.schankweiler@cms.hhs.gov]
Sent: Friday, September 27, 2013 09:21
To: Lyles, Darrin V. (CMS/OIS); Warren, Kevin (CMS/CIS); Caulfield, Greg (CGI Federal)
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(Greg.Caulfield@cgifederal.com); Goodrich, Lynn F (CGI Federal) (lynn.goodrich@cgifederal.com); Ramamoorthy,

Balaji Manikandan (CGI Federal); Bielski, Jim; Quaintance, Eric (CGI Federal) (Eric.Quaintance@cgifederal.com);
Dhas, Navin (CGI Federal) (navin.dhas@cgifederal.com); Shenoy, Dilip (CGI Federal)
(dilip.shenov@cgifederal.com); Hoffman, Jessica (CMS/0OIS); King, Jason C. (CMS/0OIS); Kim, Jane (CMS/QIS)
Subject: RE: FFM SCA Draft Report Review

Hello all,

We are going to cancel the 10am Draft Report Review call, We have a second SCA starting this morning at
10am.

(b)(5)

Tom

From: Lyles, Darrin V. (CMS/OIS)

Sent: Wednesday, September 25, 2013 8:04 PM

To: Lyles, Darrin V. (CMS/OIS); Schankweiler, Thomas W. (CMS/OIS); Warren, Kevin (CMS/QIS); Caulfield, Greg
(CGI Federal) (Greg.Caulfield@cgifederal.com); Goodrich, Lynn F (CGI Federal) (lynn.goodrich@cgifederal.com);
Ramamoorthy, Balaji Manikandan (CGI Federal); Bielski, Jim <jbielski@mitre.org> (jbielski@mitre.org);
Quaintance, Eric (CGI Federal) (Eric.Quaintance@cgifederal.com); Dhas, Navin (CGI Federal)
(navin.dhas@cgifederal.com); Shenoy, Dilip (CGI Federal) (dilip.shenoy@cgifederal.com); Hoffman, Jessica
(CMS/QIS); King, Jason C. (CMS/OIS); Kim, Jane (CMS/OIS)

Subject: FFM SCA Draft Report Review

When: Friday, September 27, 2013 10:00 AM-11:00 AM (UTC -05:00) Eastern Time (US & Canada).

Where: Teleconference: (b)(6) i

The purpose of this meeting is to discuss the Draft SCA Report for the HIX-A assessment.

Please forward to all who are necessary.

Darrin Lyles invites you to an online meeting using NotResp

Meeting Number: ! (b)(6)
Meeting Password: This meeting does not require a password.

Audio conference information

1. Please call the following number:

i NotResp | (b)(8)

2. Follow the instructions you hear on the phone.

YOUI‘NotResp Meeting Number: (b)(6)

________________

HHS-0132194
CMS0012409
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To join from the Baltimore, Chicago, or Kansas City offices

2. Enter the Meeting Number:i (b)) |

To join this meeting online

1.Goto! NotResp

2. If requested, enter your name and email address.

3. If a password is required, enter the meeting password: This meeting does not require a password.

4. Click "Join".
5. Follow the instructions that appear on your screen.

HHS-0132195
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Message
From: Roche, Jacqueline R. (CMS/CCIIO) | NotResp
E NotResp E
Sent: 9/27/2013 1:15:55 PM
To: Lyles, Darrin V. (CMS/OIS)i NotResp L
NotResp ! i; Fryer, Teresa hﬂ.(ChﬂS/Ole.
! NotResp
cC: Fender, Rebecca (CMS/CCSQ) | NotResp
Nelson, David J. (CMS/OEM) | NotResp
E NotResp :
Subject: RE: Signature Ready Draft

Attachments: Serco ESS_Security Impact Analysis_Draftready for signatures_2013-09-26.docx

Thanks, Darrin: As discussed, attached with a few minor edits. I appreciate all your assistance here
and Tet me know what else I can do to help and when you need my signature.

————— original Message-----

From: Lyles, Darrin V. (CMS/0IS) i
sent: Friday, September 27, 2013 8:47 AM

To: Fryer, Teresa M. (CMS/0IS); Roche, Jacqueline R. (CMS/CCIIO)

Subject: RE: Signhature Ready Draft

Thank you, Teresa. I will make sure it's taken care of.

Darrin

From: Fryer, Teresa M. (CMS/0IS)

Sent: Friday, September 27, 2013 8:28 AM

To: Roche, Jacqueline R. (CMS/CCIIO); Lyles, Darrin Vv. (CMS/0IS)
Subject: Re: Signature Ready Draft

Ssorry, on the BB. Meant to ensure Darrin is coordinating sighatures on this.

From: Roche, Jacqueline R. (CMS/CCIIO)
Sent: Friday, September 27, 2013 08:02 AM
To: Lyles, Darrin v. (CMS/0IS)

Cc: Fryer, Teresa M. (CMS/0IS)

Subject: FW: Signature Ready Draft

(b)(5)

From: Fryer, Teresa M. (CMS/0IS)

Sent: Friday, September 27, 2013 7:40 AM
To: Roche, Jacqueline R. (CMS/CCIIO)
Subject: Re: Signature Ready Draft

Darrin you should be coordinating the clearance on this.

From: Roche, Jacqueline R. (CMS/CCIIO)

sent: Thursday, September 26, 2013 11:39 PM

To: Lyles, Darrin v. (CMS/0IS); Fryer, Teresa M. (CMS/0IS)

Cc: Nelson, David 3. (CMS/0EM); Schankweiler, Thomas w. (CMS/0IS)
Subject: RE: Signature Ready Draft

(b)(5)

Jacqueline Roche

Eligibility and Enrollment-Exchange Policy and Operations Group Center for Consumer Information and
Insurance Oversight (CCIIO) Centers for Medicare & Medicaid Services

Phone: 410 786 1622 _ . .

BB: i (b)(8) i
Email: jacqueline.rochel@cms.hhs.gov<mailto:jacqueline.rochel@cms.hhs.gov>
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[Learn More about Health Insurance Market Place & your new coverage

options]<https://www.healthcare.gov/?fromLoc=MPBadge&utm_medium=widget&utm_content=120x80-
en&utm_campaign=hcgov>

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:

This information has not been publicly disclosed and may be privileged and confidential. It is for
internal government use only and must not be disseminated, distributed, or copied to persons not
authorized to receive the information. Unauthorized disclosure may result in prosecution to the full
extent of the Taw.

From: Lyles, Darrin Vv. (CMS/0IS)

Sent: Thursday, September 26, 2013 9:14 AM

To: Fryer, Teresa M. (CMS/0IS)

Cc: Nelson, David J. (CMS/OEM); Schankweiler, Thomas w. (CMS/0IS); Roche, Jacqueline R. (CMS/CCIIO)
Subject: Signature Ready Draft

Teresa,

(b)(5)

Respectfully,
Darrin

Darrin Lyles
Information Systems Security Officer (ISSC) Security Controls Assessment (SCA) Coordinator for CIISG
Consumer Information & Insurance Systems Group (CIISG) Office of Information Services (0IS) Centers for

i (b)(6) i, BB darrin.lyles@cms.hhs.gov<mailto:darrin.lyles@cms.hhs.gov>

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:

This information has not been publicly disclosed and may be privileged and confidential. It is for
internal government use only and must not be disseminated, distributed, or copied to persons not
authorized to receive the information. Unauthorized disclosure may result in prosecution to the full
extent of the Taw.
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Centers for Medicare & Medicaid Services ~ OPtained via FOIA by Judicial Watch, Inc.

1. Executive Summary

1.1 Background

Serco Inc. has been tasked by CCIIO to build and operate an Eligibility Support (ES) function to
intake and process paper applications for health care coverage under the Health Insurance
Marketplace sent via US mail and provide eligibility support. Applications will be sorted,
scanned, processed, and entered into the Eligibility Support Desktop (ESD). ESD is a function
of the Federally Facilitated Marketplace hosted in the CMS Terremark Private Cloud
Environment. When consumers submit their eligibility applications for health coverage, their
documentation will enter the ESD via one of two processes. Paper applications will enter the
mailroom, catalogued, scanned into the system, and then securely retained until processing is
completed. Then, the information on the paper applications will be processed by Serco
Eligibility Support Workers (ESWs) through a basic and complex eligibility process until the
consumer’s eligibility is determined. Once eligibility is determined and verified by CMS,
original document attachments are returned to the consumer, and the paper application destroyed.
All electronic applications will go directly to the FMPS (via a non-Serco system) bypassing the
mailroom. Below is the process flow and functions of Serco ES:

+ Receive mail

= Review and « Recaive FMPS
« Triage mail L associate input : i records for
+ Scan documenis 11 with FMPS record | sligibility data gaps
« QC scans 11 e Creatls, edit FMPS | « Gather additional
+ Transmit to FMPS | | records | | information

Gaps in data, issues, questions, correclions?

. Analyzelfresearch « Tier 2 resclution » Enter simple
i | » Resolva/escalate & = Link to translator, +  changes via ESD
L - Update FMPS if needed | » Creats, develop,

| records = Comact applicant . test, implement
|« Maintain og « Gather data i solutions for
L » Update FMPS . complex changes

Figure 1: High Level Business Concept
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The Serco ES function will be operational on October 1, 2013. Due to the unavailability of ESD
functions on this date, Serco ES will perform a modified workflow for its Initial Operating
Capability (IOC) that does not require ESD functions to process the paper applications. This
workflow, shown in Figure 2 below, essentially retains the status of the applications within the
Serco ES function and manages the application processing and completeness using the,  NotResp

! NotResp isoftware. This is a temporary measure until full ESD functionality is available.

#
o + ¥eyin Apgications
i K

* Mo Imeraction through ESD to Portal

al ia¢

> Ap;

» Supparting Documants

v Agpeals

‘ E:(;zm;x&ous

o Ciiber

» Ho Gubound Calls

+ Dutbound Corespendence
DirecHy frorm Seice
{if anthprized)

“Soon after 1 Oclober” i

Figure 2: Modified Workflow for IOC (1 Oct)

The Serco ES System (ESS) is a dedicated infrastructure for fulfilling the ES functions on 1
October 2013 and beyond. With the exception of the NotResp application,
the infrastructure architecture is as originally proposed &t ¢ontract award. ESD Will be utilized as
its function becomes available.

1.2 Purpose

The purpose of the Security Impact Analysis is to document the planned system architecture and
operating environment of the Serco hosting environment. This document will also identify the
potential risks of operating the Enrollment Support Systems at Serco’s dedicated hosting
facilities and possible mitigating strategies.

Page 3 of 11 September 26, 2012
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Centers for Medicare & Medicaid Services

2. System Identification

21 System Name/Title

Obtained via FOIA by Judicial Watch, Inc.

System ldentifier

Response Data

Official System Name:

Eligibility Support System

System Acronym:

ESS

Classification:

Moderate

2.2 Designated Contacts

Business Owner

Response Data

Name:

Jacqueline Roche

Contact Information:

jacqueline.roche1@cms.hhs.gov
410-786-1622

System Maintainer

Response Data

Name:

John Lau

Contact information:

john.lau@serco_na.com
703-939-6000

2.3 Assignment of Security Responsibility

Individual Responsible for Security (ISSO)

Response Data

Name:

Tom Schankweiler

Contact Information:

thomas.schankweiler@cms.hhs.gov

Page 4 of 11
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3. System Analysis

3.1 System and Network Overview

Figure 3 illustrates the overall architecture where Serco hosts the business-critical and mission-
critical systems for ESS. The ESS will reside in Serco owned or leased facilities, and on
equipment dedicated to ESS.

NotResp

Figure 3: ESS Infrastructure Overview

The Serco ESS mission-critical client hosting infrastructure will be protected by redundant
firewalls and ari NotResp : It will be segregated from the Serco
corporate network and all Gifier Tiosted §ystems. " THé dedicated primary site at London, KY
houses the US Mail intake, paper scanning operations, and ES operations. Other dedicated sites
at Rogers, AR, and Wentzville, MO will house ES operations only, but the Rogers site can be
used as a backup alternate mail processing site. A dedicated Security and Network Operations
Center is housed as a dedicated physical cell within Serco’s Colorado Springs facility.

Page 5of 11 September 26, 2012
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3.2 Serco Hosting Environment for CCIIO

Figure 4 identifies the components of the Serco CMS ESS (shown on the left side of the
diagram), and Serco Corporate support components (shown on the right side of the diagram)
which are separate and do not host ESS functions. A table containing the current inventory of
CMS ESS components (tabbed by location) is provided as an attachment to this document.

NotResp

Figure 4: ESS and Serco Components View
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3.3 Description of Operational/System Environment and Special
Considerations

Each site logically separates the ES operational infrastructure elements (mail
processing/scanning and ES workers) from the non-operational elements and functions, with
strict access control and network segregation (using VLANS) between the segments.

In addition to VLAN separation, all ESS workstations are Virtual Desktop Interfaces,
specifically configured for the segment which the VDI is authorized to exist, with the minimum
set of functions and capabilities necessary to perform the function.

The ES operational VDIs (which have access ESD and PII information) has the following
restrictions:

e No email, MS Office, or any other applications installed (unless required for ES
processing, such as Adobe Reader)

e No access to the Internet, other than whitelisted IP and URL access to ESD and internal
sites on the operational side

e Virtual Desktop is not retained between user sessions, and a new image is created when
a user logs on.

Figure 5 illustrates the segregation of the virtual environment at the primary site (London,
Kentucky) and the controls in place to control access, monitor, and enforce operational and non-
operational roles. All other sites have this same design, but do not include the mail room
operations segment.
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(b)(8)
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Note

(b)(5)
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4. Signatures

As the Enrollment Support Systems Business Owner, I have reviewed the Security Impact
Analysis and I am accepting the risk of temporarily allowing the Enrollment Support System to
operate from 10/1/13 through 1/1/14.

Jacqueline Roche Date
CMS/CCIO

As the Enrollment Support Systems Authorizing Official, I have reviewed the Security Impact
Analysis and I am accepting the risk of temporarily allowing the Enrollment Support System to
operate from 10/1/13 through 1/1/14.

Tony Trenkle Date
CMS/Chief Information Officer

cc: Teresa Fryer, CISO OIS/EISG
cc: John Lau, Eligbility Support Systems System Maintainer
cc: Thomas Schankweiler, ISO OIS/CIISG
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Message
From: Lyles, Darrin V. (CMS/OIS) | NotResp
E NotResp E
Sent: §727]3015 12:14:43 BN '
To: Roche, Jacqueline R. (CMS/CCIIO} NotResp
, NotResp E
cc: ‘ Fryer, Teresa M. (CMS/OIS) | NotResp
i NotResp i
Subject: RE: Signature Ready Draft

Attachments: image00l.jpg

Jacqueline,

Yes. Please send me your changes and I will coordinate getting the document to Tony Trenkle for

signature.

Darrin

From: Roche, Jacqueline R. (CMS/CCIIO)
Sent: Friday, September 27, 2013 8:02 AM
To: Lyles, Darrin v. (CMS/0IS)

Cc: Fryer, Teresa M. (CMS/0IS)

Subject: FW: Signature Ready Draft

Darrin, I'm assuming you were meant to be cc’d. Does Teresa’s note mean I send my brief edits to you? I

just need to fix the incorrect program references?

From: Fryer, Teresa M. (CMS/0IS)

Sent: Friday, September 27, 2013 7:40 AM
To: Roche, Jacqueline R. (CMS/CCIIO)
Subject: Re: Signature Ready Draft

Darrin you should be coordinating the clearance on this.

From: Roche, Jacqueline R. (CMS/CCIIO)

Sent: Thursday, September 26, 2013 11:39 PM

To: Lyles, Darrin V. (CMS/0IS); Fryer, Teresa M. (CMS/0IS)

Cc: Nelson, David 3. (cMS/0EM); Schankweiler, Thomas wW. (CMS/0IS)
Subject: RE: Signature Ready Draft

(b)(5)

Jacqueline Roche

Eligibility and Enroliment-Exchange Policy and Operations Group

Center for Consumer Information and Insurance Oversight (CCIIO)

Centers for Medicare & Medicaid Services

Phone: 410 786 1622

BB: : (b)(6) i

Email: jacqueline.rochel@cms.hhs.gov<mailto:jacqueline.rochel@cms.hhs.gov>

[Learn More about Health Insurance Market Place & your new coverage

options]<https://www.healthcare.gov/?fromLoc=MPBadge&utm_medium=widget&utm_content=120x80-

en&utm_campaign=hcgov>
INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:

This information has not been publicly disclosed and may be privileged and confidential.

It is for

internal government use only and must not be disseminated, distributed, or copied to persons not
authorized to receive the information. Unauthorized disclosure may result in prosecution to the full

extent of the Taw.

From: Lyles, Darrin v. (CMS/0IS)
Sent: Thursday, September 26, 2013 9:14 AM
To: Fryer, Teresa M. (CMS/0IS)

Cc: Nelson, David J. (CMS/0OEM); Schankweiler, Thomas w. (CMS/0IS); Roche, Jacqueline R.

(cMs/cCI10)

HHS-0132209
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Subject: Signature Ready Draft

Teresa,

(b)(5)

Respectfully,
Darrin

Darrin Lyles
Information Systems Security Officer (IS50)
Security Controls Assessment (SCA) Coordinator for CIISG
Consumer Information & Insurance Systems Group (CIISG)
office of Information Services (0IS)
Centers for Medicare & Medicaid Services (CMS)
U.S. Department of Health and Human Services (HHS)

4, Desk
BB
ms.hhs.gov<mailto:darrin.lyles@cms.hhs.gov>

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:

This information has not been publicly disclosed and may be privileged and confidential. It is for
internal government use only and must not be disseminated, distributed, or copied to persons not
authorized to receive the information. Unauthorized disclosure may result in prosecution to the full
extent of the Taw.
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Message
From: Trenkle, Tony (CMS/OIS} NotResp
i NotResp :
Sent: 9/28/2013 3:38:15 PM
To: Chao, Henry (CMS/OIS)E NotResp Margush,
Doug C. (CMS/OIS)! NotResp
...Schankweiler, Thomas W. (CMS/OIS) [ NotResp
NotResp iOuterbridge, Monique (CMS/OIS) § NotResp i
NotResp i, Grothe, Kirk A. (CMS/OIS)! NotResp |
b NotResp EIOh/ Mark
U. (CMS/OIS) | NotResp
NotResp : Linares, George E. (CMS/0IS) ! NotResp
. NotResp :
CC: Snyder, Michelle (CMS/OA); NotResp
Kerr, James T. (CMS/CMHPQ); NotResp
i NotResp :
Subject: Re: Creating more capacity/computeg (b)(5)

(b)(5)

{agree. Based on what was already concurred with in the memo, this will not change things.

From: Chao, Henry (CMS/0OIS)
Sent: Saturday, September 28, 2013 11:12 AM

To: Margush, Doug C. (CMS/QIS); Schankweiler, Thomas W. (CMS/QIS); Outerbridge, Monique (CMS/OIS); Grothe, Kirk

A. (CMS/QIS); Oh, Mark U. (CMS/QIS); Trenkle, Tony (CMS/OIS); Linares, George E. (CMS/0OIS)
Cc: Snyder, Michelle (CMS/OA); Kerr, James T. (CMS/CMHPO)

Subiject: Re: Creating more capacity/compute (b)(5)

(b)(5) i

(b)(5)

Henry Chao

Deputy Chief Information Officer and Deputy Director
(Office of Information Services

Centers for Medicare & Medicaid Services

7500 Security Blvd

Baltimore, MD 21244

301-492-4100 {Pri}

TGRS
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From: Margush, Doug C. (CMS/QIS)

Sent: Saturday, September 28, 2013 11:00 AM
To: Chao, Henry (CMS/0IS); Schankweiler, Thomas W. (CMS/0IS); Outerbridge, Monique (CMS/OIS); Grothe, Kirk A.
(CMS/QIS); Oh, Mark U. (CMS/0OIS); Trenkle, Tony (CMS/OIS); Linares, George E. (CMS/0IS)

Cc: Snyder, Michelle (CMS/QA); Kerr, James T. (CMS/CMHPO)

Subject: Re: Creating more capacity/compute; (b)(5)

i (b)(5)

(b)(5)

From: Chao, Henry (CMS/QIS)

Sent: Saturday, September 28, 2013 10:51 AM

To: Schankweiler, Thomas W. (CMS/0IS); Outerbridge, Monique (CMS/QIS); Grothe, Kirk A. (CMS/0IS); Oh, Mark U.
(CMS/QIS); Margush, Doug C. (CMS/QIS); Trenkle, Tony (CMS/0IS); Linares, George E. (CMS/OIS)

Cc: Snyder, Michelle (CMS/QA); Kerr, James T. (CMS/CMHPO)

Subject: Creating more capacity/compute (b)(5)
(b)(5)
(b)(5)
(b)(5)
Thanks
Henry Chao

Deputy CIO & Deputy Director,

Office of Information Services

Centers for Medicare & Medicaid Services
410-786-1800
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Message
— e T T

: NotResp E
Sent: 9/28/2013 7:52:09 PM
To: Purcell, Timothy J. (CMS/OIS) NO RS
cC: __Basavaraju, Venkat (CMS/OIS)E NotResp

ENotRespé Richardson, Marc D. (CMS/OIS) NotResp

e NotResp iMansaray, Sharlene (CMS/OIS); _NotResp |

“; NotResp :

Subject: Re: Needed** at 430NotRe Status call

Forward the appointment
Sent from my iPad

On Sep 28, 2013, at 2:45 PM, "Purcell, Timothy J. (CMS/OIS)" <Timothy.Purcell@CMS.hhs.gov> wrote:
George,

I can have Venkat elaborate if needed, I just wanted to get this quick not out.

We would like you on our 4:30 status call withiNotResp QSSI, to assist with the needed information on the
Performance of theiNotresp system.

Thanks,
%‘?ﬁ@iﬁ}g Purcell <image001.jpg> timothy.purcell@cms.hhs.gov <image002.jpg> 410.786.0501 <image002.jpg> {443}-821-4155 {BB}
IT Specialist, Innovative Healthcare Delivery Systems Group (IHDSG), Office of Information Services {018}, Centers for Medicare &
Medicaid Services {CMS)
7500 Security Blvd., N2-14-23, Baltimore, MD 21244-1850
Need more information? Please visit the OIS website.

if the contractor considers anything contained herein to be outside the current scope of the contract, or contrary to any of its terms and conditions, the contractor shall
withhold performance on the part{s} in guestion and immediotely notify the Contracting Gfficer in writing as to the specific discrepancies and any proposed corrective

actions.

INFORMATION NOT RELE
priviteged and confidential. ¥
mformation. Unauthorized disclosire may result in prosecution 1o the fisll extent of the law,

SABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW.  Thiv information has not been publicly diselosed and may be

or internal government use only and ot not be disserninated, distributed, or copied to persons ot suthorized fo receive the
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Appointment

From: Amy Walker [agwalker@gssinc.com]
Sent: 9/28/2013 8:23:56 PM .
To: Purcell, Timothy J. (CMS/OIS) | NotResp
NotResp , Nitin Matta [nmatta@qssinc.com]; Girish Shetty

[gshetty@qgssinc.com]; 'Amit Jasuja' [amit.jasuja@oracle.com]; Pardha Reddy [pardha.reddy@oracle.com]; Bikram
Bakshi [bbakshi@qgssinc.com]; Krishnamoorthi Ganesan [kganesan@qssinc.com]; Michael Finkel
[mfinkel@gssinc.com]; Joana Peterson [joana.peterson@oracle.com]; Clayton Donley [clayton.donley@oracle.com];

CMS -NotReiCMS Team | NotResp :
NotResp EKoviIvenni Ramaswamy

[kramaswamy@gqssinc.com]; Minze Chien [MChien@gssinc.com]; lvan Vinogradov [ivinogradov@qssinc.com]; PK

Malhotra [pmalhotra@qssinc.com]; Yuri Radams [yradams@gssinc.com]; Linares, George E. (CMS/OIS){ NotResp !
NotResp i Amy Walker

[agwalker@qssinc.com]

Subject: Daily Touch Point Call ENotR-E Issues

Location: Conference Call

Start: 9/29/2013

End: 9/29/2013 12:30:00 AM

Show Time As: Busy

Recurrence: (none)

Required Purcell, Timothy 1. (CMS/OIS); Nitin Matta; Girish Shetty; 'Amit Jasuia’; Pardha Reddy; Bikram Bakshi; Krishnamoorthi

Attendees: Ganesan; Michael Finkel; Joana Peterson; Clayton Donley; CMS :NOtR€| €S Team; Kovilvenni Ramaswamy; Minze

Amy Walker | QSSI | www.gssinc.com <http://www.gssinc.com/>
10440 Little Patuxent Parkway Suite 1200 Columbia MD 21044
Phone;_301-977-7884 ext. 723

cell:i (b)(6) i

This electronic mail (including any attachments) may contain information that is privileged,
confidential, and/or otherwise protected from disclosure to anyone other than its intended recipient(s).
Any dissemination or use of this electronic email or its contents (including any attachments) by persons
other than the intended recipient(s) is strictly prohibited. If you have received this message in error,
please notify the sender by reply email and delete the original message (including any attachments) in
its entirety.
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Appointment

From: Amy Walker [agwalker@gssinc.com]
Sent: 9/28/2013 8:25:35 PM
To: Purcell, Timothy J. (CMS/OIS)E NotResp
NotResp L 'Nitin Matta' [nmatta@gssinc.com]; 'Girish Shetty'

[gshetty@gssinc.com]; 'Amit Jasuja' [amit.jasuja@oracle.com]; 'Pardha Reddy' [pardha.reddy@oracle.com]; ‘Bikram
Bakshi' [bbakshi@gssinc.com]; 'Krishnamoorthi Ganesan' [kganesan@gssinc.com]; 'Michael Finkel'

[mfinkel@gssinc.com]; 'Joana Petersen' [joana.peterson@oracle.com]; 'Clayton Denley’

[clayton.donley@oracle.com]; CMS %NotREECMS Team! NotResp
NotResp Kovilvenni Ramaswamy'

[kramaswamy@gqssinc.com]; '‘Minze Chien' [MChien@gqssinc.com]; 'lvan Vinogradov' [ivinogradov@qssinc.com]; ‘PK
Malhotra' [pmalhotra@gssinc.com]; 'Yuri Radams' [yradams@gqssinc.com]; Linares, George E. (CMS/OIS)_'HE{};\;;;E-E

i
i
[ S u

: NotResp i 'Amy Walker'

[agwalker@qssinc.com]

Subject:

Location:

Start: 9/29/2013 8:30:00 PM
End: 9/29/2013 9:00:00 PM

Show Time As: Busy

Required Purcell, Timothy J. (CMS/OIS); Nitin Matta; Girish Shetty; 'Amit Jasuja'; Pardha Reddy; Bikram Bakshi; Krishnamoorthi

Attendees: Ganesan; Michael Finkel; Joana Peterson; Clayton Donley; CMSENOtReS{:MS Team; Kovilvenni Ramaswamy; Minze

Chien; Ivan Vinogradov; PK Malhotra; Yuri Radams; Linares, George E. (CMS/QIS)

Conference call:{  (b)e) !
Access Code:i (b)(6)

Amy Walker | QSSI | www.gssinc.com <http://www.qgssinc.com/>
10440 Little Patuxent Parkway Suite 1200 Columbia MD 21044
Phone: 301-977-7884 ext. 723

cell: | (b)(8)

This electronic mail (including any attachments) may contain information that is privileged,
coenfidential, and/or otherwise protected from disclosure to anyone other than its intended recipient(s).
Any dissemination or use of this electronic email or its contents (including any attachments) by persons
other than the 1intended recipient(s) is strictly prohibited. If you have received this message in error,
please notify the sender by reply email and delete the original message (including any attachments) in
its entirety.
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Message

— porcell Tmothy 1 (CMS/OIS)E' ............................................................................ ¥ Efﬁégfx ............................................................................
on behalf of  Purcell, Timothy J. (CMS/OIS)

Sent: 11/12/2013 8:32:54 AM

Subject: NotResiWeekly Production Support Dashboard 09162013 through 09222013.xlsx

Attachments:__ P iweekly Production Support Dashboard 09162013 through 09222013.xIsx
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wrer [ Help Desk Aging Ticket Summary
Disposition 0 - 6 Hours 6 hours - 1 Day 1 Day - 3 Days 3 Days or | Total
Sev 1 0 0.00% 0 0.00% | O 0.00% 0 0.00% 0
Sev 2 0 0.00% 0 0.00% | O 0.00% 0 0.00% 0
Sev 3 19 15.45% 17 13.82% | 60 48.78% 27 21.95%) 123
Total 19 15.45% 17 13.82% | 60 48.78% 27 21.95%) 123
. r . Current
Help Desk Acceptable Quality Level Statistics This Week Month
I-Dercentage of Sev 1 Tickets Resolved within 6 hours: 88.00% 86.30%
Percentage of Sev 2 Tickets Resolved within 1 day: 100.00% 100.00%
Percentage of Sev 3 Tickets Resolved within 3 days: 93.08% 95.68%
Key
Sev 1 Critical Priority: NotResp : Tickets (Severity 1)
Sev 2 High Priorityil__r_\l_g_t_gﬁg_j Tickets (Severity 2)
Sev 3 Medium/Low Priority Tickets (Severity 3)
| NotResp' Ti P
i NotResp | Ticket Counts by Category NotRa) Ticket Counts by Category
Category Open This Week 700 o
— - 600
Password Reset 23 500 >t §\
Enable User Account 0 . .
Unlock Account 3 400 268 § .
Disable User Account 1 300 ¥ 9 § zo%7§'
Unknown 10 200 4= 355% I N
New User Registration 85 100 ~2§ PR & | f-
User Profile Update 29 0 AEsm A e
MFA 0 & 5 S
RIDP 56 S S
Website Errors 170 573 & Z\L;?‘“ S # Open This
Total 377 2012 N Week
Date of 9/22/2013 9:00 PM

Snap-Shot Data:

HHS-0023624
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i NotRe Help Desk Daily Ticket Counts

Bt BHA

FEEEEEET
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Incident ID*+
INC000002500840
INC000002500838
INC000002500719
INC000002500714
INC000002500710
INC000002500213
INC000002500089
INC000002499988
INC000002499237
INC000002499024
INC000002498964
INC000002498882
INC000002498370
INC000002498276
INC000002498269
INC000002498177
INC000002498151
INC000002498085
INC000002497600
INC000002497508
INC000002496536
INC000002496471
INC000002495862
INC000002495367
INC000002494806
INC000002493561
INC000002493221

Submit Date
9/17/2013 19:13
9/17/2013 19:10
9/17/2013 17:16
9/17/2013 17:02
9/17/2013 17:00
9/17/2013 14:41
9/17/2013 13:59
9/17/2013 13:33
9/17/2013 10:23
9/17/2013 9:40
9/17/2013 9:35
9/17/2013 9:17
9/16/2013 19:27
9/16/2013 18:14
9/16/2013 17:59
9/16/2013 16:31
9/16/2013 16:22
9/16/2013 15:54
9/16/2013 13:55
9/16/2013 13:13
9/16/2013 0:17
9/15/2013 16:58
9/13/2013 16:32
9/13/2013 13:12
9/13/2013 9:59
9/12/2013 13:22
9/12/2013 11:45

Obtained via FOIA by Judicial Watch, Inc.

HHS-0023627
CMS0012435



Obtained via FOIA by Judicial Watch, Inc.

............... Summary*
CMS PORTAL N°tResi error 'NotReSp, issue/ escalation -Access request errors

CMsS PORTAL Unable to login  Web Broker - CMS Portal was unable to process your request at this time
CMS PORTAL - Password reset

A/B - incorrect username and password

A/B CMS Portal was not able to process your request at this time...” error

A/B-user cannot access Request Access Now

A/B user cannot complete new user registration

A/B CMS portal reglstratlon issues
Web Broker- Page cannot be displayed when clicking the Request Access Now button

Web Broker - unable to log in. Gets "CMS Enterprise Portal was unable to process your request at this time"
CMS PORTAL - Unabile to login

A/B part 2 of broker certification

CMS PORTAL - No request access now button

Cmes Portal cannot process your request at this time.

A/B-user is receiving an log on error message when she logs into the CMS portal

A/B -user cannot get through registration

CIVIS PORTAL - Unable to login
A/B - cannot Iog into CMS Portal

. NotResp lissue/ escalation - issues requesting access

XOSC-user is receiving i NotResp y Error

HHS-0023628
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Root Cause Scheduled Fix

n email.
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end-user activities

helpdesk online function

LOA1 LOA2 LOA3 MFA credentials Failed Self- reset disable enable unlock

users  users users linked Register password user user user
03/25-03/31 0 0 0 0 0 0 0 0 0
04/01-04/07 43 0 175 15 23 9 0 0 7
04/08-04/14 29 0 176 0 20 133 1 0 23
04/15-04/21 209 0 1 0 0 82 5 0 23
04/22-04/28 142 0 0 4 0 205 1 0 19
04/29-05/05 125 0 0 22 0 123 2 2 7
05/06-05/12 84 0 0 0 0 82 8 1 13
05/13-05/19 111 0 0 0 0 93 4 0 13
05/20-05/26 114 0 0 5 0 146 6 0 24
05/27-06/02 135 0 0 0 0 306 9 4 68
06/03-06/09 67 0 0 0 0 61 0 0 23
06/10-06/16 51 0 0 0 0 65 0 1 10
06/17-06/23 113 0 0 0 0 65 4 0 15
06/24-06/30 39 0 0 0 0 75 0 1 18
07/01-07/07 31 0 0 0 0 39 1 0 8
07/08-07/14 35 0 0 0 0 202 0 0 7
07/15-07/21 69 0 0 0 0 41 3 1 9
07/22-07/28 142 2 1 0 0 68 0 0 13
07/29-08/04 5590 0 0 0 19 83 1 0 23
08/05-08/11 27003 4 1 0 3052 69 0 0 26
08/12-08/18 § 14882 0 0 0 2713 112 0 0 26
08/19-08/25 § 10778 17 0 0 4485 96 0 0 22
08/26-09/01 12860 44 0 0 5482 102 1 0 23
09/02-09/08 8957 723 2 0 16675 114 0 0 37

09/09-09/15 7362 1249 23 0 7787 411 1 0 306

09/16-09/22 5725 4724 380 0 434 530 1 0 366

Totals 94696 6763 759 46 40690 3312 48 10 1129
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This space intentionally left blank.
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update user
profile
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This space intentionally left blank.
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LOA1 users

-LOA2 users

-LOA3 users

= Failed Self-Register
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uniock user
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Identity Proofing turned c

Daily IDP Summary report Start End
Report Date 16-Apr-13 Report Period 11-Apr-13 . 11-Apr-13

11 S

Transactions Unique Users
Count Percentage Count | Percentage 350

ACC (Pass)

REF (Refer to NCAC)
Exceptions

Deceased (9001)

ID Theft Report (8012)
Frozen Credit File (9013)
Total

[Reference

KIQ Timeouts

KIQ Abandons

Cannot Locate Consumer
Cannot Generate Questions
Input Data Error

300

250 -

200 -

NCAC (Experian Call Center)
Count 5ercentage 150 -
ACC (Pass) 7 700%
'REF (Refer to Manual processing) 0 0%
Total 1 100%

KIQ Timeouts - instances where the user took more than 10 minutes to respond to Out of Wallg 100 e

KIQ Abandons - instances where the user never submits responses to Out of Wallet questions
Input Data Error - Any consumer input related errors (i.e. address format, DOB entered incorreq

Lo S

3/24 3/25
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Message
From: Trenkle, Tony (CMS/OIS) NotResp
E NotResp i
Sent: 9/28/2013 11:40:59 PM
To: Chao, Henry (CMS/OIS); NotResp
'kkim@qssinc.com' [kkilm@qssinc.com]; Oh, Mark U. (CMS/OIS) NotResp
NotResp i'Debbi.Russell@ssa.gov' [Debbi.Russell@ssa.gov]
cC: 'Hemant.Sharma@cgifederal.com' [Hemant.Sharma@cgifederal.com]; Linares, George E. (CNIS/OIS)NotResP
: NotResp i
Subject: IRe: Performance testing | R_esi constrained by SSA shutting down at 9pm '
Debbi

Can you help?

Tony

----- original Message -----
From: Chao, Henry (CMS/0IS)
Sent: Saturday, September 28, 2013 07:18 PM

To: 'kkim@qgssinc.com' <kkim@gssinc.com>; Trenkle, Tony (CMS/0IS); Ch, Mark U.

(cMs/01s)

Cc: 'Hemant.Sharma@cgifederal.com' <Hemant.Sharma@cgifederal.com>; Linares, George E. (CMS/0IS)

Is there any way we can talk to SSA to extend past 9pm or develop some workaround so as to continue
performance testing?

Henry chao

Deputy chief Information officer and Deputy Director
office of Information Services
Centers for Medicare & Medicaid Services
7500 security Blvd
Baltimore, MD 21244
301-492-4100 (Pri)

HHS-0095742
CMS0012449
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Message
From: Trenkle, Tony (CMS/OIS} i NotResp
i NotResp :
Sent: 9/28/2013 11:52:01 PM
To: Chao, Henry (CMS/OIS}; NotResp
Subject: Re: Performance testing ENotResptonstrained by SSA shutting down at 9pm
Henry

Try Marc Richardson. He's good buddies with Bil1l zelinsky and might be able to get you a contact.

is SSA's head of Systems.

————— original Message -----

From: Chao, Henry (CMS/0IS)

Sent: Saturday, September 28, 2013 07:18 PM

To: 'kkim@qgssinc.com' <kkim@gssinc.com>; Trenkle, Tony (CMS/0IS); oh, Mark U. (CMS/0IS)

Cc: 'Hemant.Sharma@cgifederal.com' <Hemant.Sharma@cgifederal.com>; Linares, George E. (CMS/0IS)

Is there any way we can talk to SSA to extend past 9pm or develop some workaround so as to contin
performance testing?

Henry chao

Deputy chief Information Officer and Deputy Director
office of Information Services

Centers for Medicare & Medicaid Services

7500 security Blvd

Baltimore, MD 21244

301-492-4100 (Pri)

410-786-1800 (Alt)

Bill

ue

HHS-0107308

CMS0012450
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Message
From: Trenkle, Tony {CMS/OIS)! NotResp
E NotResp :
Sent: 9/28/2013 11:53:37 PM
To: Richardson, Marc D. (CMS/OIS): NotResp
5 NotResp i
Subject: Fw: Performance testingiNotRespéconstrained by SSA shutting down at 9pm

————— original Message -----

From: Trenkle, Tony (CMS/0IS)

Sent: Saturday, September 28, 2013 07:52 PM

To: chao, Henry (CMS/0IS) PR

Subject: Re: Performance testing |NotRespjconstrained by SSA shutting down at 9pm

Henry

Try Marc Richardson. He's good buddies with Bil1l zelinsky and might be able to get you a contact. Bill
is SSA's head of Systems.

————— original Message -----

From: Chao, Henry (CMS/0IS)

Sent: Saturday, September 28, 2013 07:18 PM

To: 'kkim@qgssinc.com' <kkim@gssinc.com>; Trenkle, Tony (CMS/0IS); oh, Mark U. (CMS/0IS)
cec:

Is there any way we can talk to SSA to extend past 9pm or develop some workaround so as to continue
performance testing?

Henry chao

Deputy Chief Information officer and Deputy Director
office of Information Services

Centers for Medicare & Medicaid Services

7500 security Blvd

Baltimore, MD 21244

301-492-4100 (Pri)

410-786-1800_(A1t)

i (b)(6) {(BB)

HHS-0107327
CMS0012451
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Message

From: . Trenkle, Tony (CMS/0IS) i NotResp e i
g NotResp E

Sent: 9/29/2013 2:48:08 AM

To: Richardson, Marc D. (CMS/OIS) NotResp
E NotResp :

Subject: Re: Performance testing"};]_(',_&;;;‘f:onstrained by SSA shutting down at 9pm

Thanks. Marc

————— original Message -----

From: Richardson, Marc D. (CMS/0IS)

Sent: Saturday, September 28, 2013 10:10 PM

To: Trenkle, Tony (CMS/0IS) I

Subject: Re: Performance testind iconstrained by SSA shutting down at 9pm

Tony, It got settled before I saw your note. Midnight is the new time and Henry and Bill are both aware.
Regards,

Marc Richardson, PMP, Director

Centers for Medicare & Medicaid Services (CMS)
office of Information Services (0IS)
410.786.0016

Imarc.richardson@cms.hhs.gov

: (b)(6) i

7500 Security Blvd.,

N3-17-07

Baltimore, MD 21244-1850

————— original Message -----

From: Trenkle, Tony (CMS/0IS)

Sent: Saturday, September 28, 2013 07:53 PM

To: Richardson, Marc D. (CMS/OIS) e, -

subject: Fw: Performance testing iNotRespiconstrained by SSA shutting down at 9pm

————— original Message -----

From: Trenkle, Tony (CMS/0IS)

Sent: Saturday, September 28, 2013 07:52 PM

To: Chao, Henry (CMS/0IS) e

Subject: Re: Performance testing}NotRespiconstrained by SSA shutting down at 9pm

Henry

Try Marc Richardson. He's good buddies with Bill zZelinsky and might be able to get you a contact. Bill
is SSA's head of Systems.

————— original Message -----
From: Chao, Henry (CMS/0IS)
Sent: Saturday, September 28, 2013 07:18 PM

To: 'kkim@gssinc.com' <kkim@gssinc.com>; Trenkle, Tony (CMS/0IS); Oh, Mark U. (CMS/0IS)
Cc: 'Hemant.Sharma@cgifederal.c
Subject: Performance testingiN t

Is there any way we can talk to SSA to extend past 9pm or develop some workaround so as to continue
performance testing?

Henry chao

Deputy cChief Information Oofficer and Deputy Director
office of Information Services

Centers for Medicare & Medicaid Services

7500 security Blvd

Baltimore, MD 21244

301-492-4100 (Pri)

410-786-1800_ (Alt)

R— (b)6)_____i(BB)

HHS-0107328
CMS0012452
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Message
From: Richardson, Marc D. (CMS/OIS) i NotResp
: NotResp E
Sent: I 9/29/2013 2:10:20 AM
To: Trenkle, Tony (CMS/OIS) | NotResp
Subject: Re: Performance testing iNotRespionstrained by SSA shutting down at 9pm

Tony, It got settled before I saw your note. Midnight is the new time and Henry and Bill are both aware.
Regards,
Marc Richardson, PMP, Director
Centers for Medicare & Medicaid Services (CMS)
office of Information Services (0IS)
410. 786 0016
: (bNG) i
7500 Security Blvd.
N3-17-07
Baltimore, MD 21244-1850

————— original Message -----

From: Trenkle, Tony (CMS/0IS)

Sent: Saturday, September 28, 2013 07:53 PM
To: R1chardson Marc D. (CMS/OIS)

————— original Message -----

From: Trenkle, Tony (CMS/CIS)

Sent: Saturday, September 28, 2013 07:52 PM

To: Chao, Henry (CMS/0IS) R

Subject: Re: Performance testingi NotResp-constra1ned by SSA shutting down at 9pm

Henry

Try Marc Richardson. He's good buddies with Bill zelinsky and might be able to get you a contact. Bill
is SSA's head of Systems.

————— original Message -----

From: Chao, Henry (CM3/0IS)

Sent: Saturday, September 28, 2013 07:18 PM

To: 'kkim@gssinc.com' <kkim@gssinc.com>; Trenkle, Tony (CMS/CIS); Oh, Mark U. (CMS/0IS)

Cc: 'Hemant.Sharma@cgifederal.com' <Hemant.Sharma@cgifederal.com>; Linares, George E. (CMS/0IS)
Subject: Performance testingl pconstra1ned by SSA shutting down at 9pm

Is there any way we can talk to SSA to extend past 9pm or develop some workaround so as to continue
performance testing?

Henry chao
Deputy chief Information Oofficer and Deputy Director
office of Information Services
Centers for Medicare & Medicaid Services
7500 security Blvd
Baltimore, MD 21244
301-492-4100 (Pri)
“410 -786-1800 _(ATt)
i(BB)

HHS-0107376
CMS0012453
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Message
From: Richardson, Marc D. (CMS/OIS)i NotResp
E NotResp E
Sent: 9/29/2013 2:10:20 AM
To: Trenkle, Tony (CMS/OISIE ______________ . NotResp
Subject: Re: Performance testinéﬂg_t_l_"’f_s_g_é constrained by SSA shutting down at 9pm

Tony, It got settled before I saw your note. Midnight is the new time and Henry and Bill are both aware.
Regards,

Marc Richardson, PMP, Director

Centers for Medicare & Medicaid Services (CMS)

office of Information Services (0IS)

410.786.0016

marc.richardson@cms.hhs.gov

(b)(6) i

7500 Security Blvd.,
N3-17-07
Baltimore, MD 21244-1850

————— original Message -----

From: Trenkle, Tony (CMS/0IS)

Sent: Saturday, September 28, 2013 07:53 PM

To: Richardson, Marc D. (CMS/0IS) ______._.

Subject: Fw: Performance testing iNotRespconstrained by SSA shutting down at 9pm

————— original Message -----
From: Trenkle, Tony (CMS/CIS)
Sent: Saturday, September 28, 2013 07:52 PM
To: Chao, Henry (CMS/0IS) o

Subject: Re: Performance testingiNotRespEconstrained by SSA shutting down at 9pm

Henry

Try Marc Richardson. He's good buddies with Bill zelinsky and might be able to get you a contact. Bill
is SSA's head of Systems.

————— original Message -----

From: Chao, Henry (CM3/0IS)

Sent: Saturday, September 28, 2013 07:18 PM

To: 'kkim@gssinc.com' <kkim@gssinc.com>; Trenkle, Tony (CMS/CIS); Oh, Mark U. (CMS/0IS)

Cc: 'Hemant.Sharma@cgifederal . com' <Hemant.Sharma@cgifederal.com>; Linares, George E. (CMS/OIS)

Is there any way we can talk to SSA to extend past 9pm or develop some workaround so as to continue
performance testing?

Henry chao

Deputy chief Information Oofficer and Deputy Director
office of Information Services

Centers for Medicare & Medicaid Services

7500 security Blvd

Baltimore, MD 21244

301-492-4100 (Pri)

410-786-1800 (Alt)

L (o)e) 1(BB)

HHS-0107466
CMS0012454
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Message
From: Kim, Jane (CMS/OIS); NotResp
Sent: 9/28/2013 5:49:46 PN '
To: ..Brewer, Charles R. (CMS/CTR): NotResp .
. NotResp EMe:IIor, Michael (CMS/OIS)
; NotResp .
cc: Fryer, Teresa M. (CMS/OIS) ! NotResp
NotResp | Baer, David R. (CMS/OIS); NotResp
NotResp iCording, Kristina (CMS/OIS)
; NotResp E
Subject: I RE: ATC's for Review

Attachments: How to UNZIP.html; SecureZIP Attachments.zip

Thank you Ryan,

Ldid minor grammar edits on i, PA, and MN, but that is it. | have one quick guestion about Hi, but that is in the other
email,

lane

lane Kim, PhD, CISSP, CIPP/G

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group {EISG)

Centers for Medicare & Medicaid Services

PH:{410) 786-5430
http://www.cms.hhs.gov/informationsecurity/

Contact the EISG Team CISO@cms.hhs.gov

g

& Sfurergemnt, Dversipht, B Menitoring

Thiz email and any attachmems may contain Sensitive/Privacy Data which is intended for use anly by the individuals to whom it is addressed, it may contain
information that is confidential, privileged or otherwise protected from disclosure under applicable laws. i you are not the intended recipient please note that
conying or distributing this emall is strictiy prohibited.

From: Brewer, Charles R. (CMS/CTR)

Sent: Saturday, September 28, 2013 12:18 PM

To: Mellor, Michael (CMS/QIS)

Cc: Kim, Jane (CMS/QIS); Fryer, Teresa M. (CMS/0IS); Baer, David R. (CMS/0OIS); Cording, Kristina (CMS/QIS)
Subject: RE: ATC's for Review

Will do.

Ryan

HHS-0123508
CMS0012455
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C. Ryan Brewer GCIH, C|CISO, CISSP

Principal

GrayScout LLC o ———
Tel/Ofe: +1 202-904-2220 | Mobile: | ____ (b))

rbrewer@grayscout.com | www.grayscout.com

From: Mellor, Michael (CMS/0IS)

Sent: Saturday, September 28, 2013 12:17 PM

To: Brewer, Charles R. (CMS/CTR)

Cc: Kim, Jane (CMS/QIS); Fryer, Teresa M. (CMS/OIS); Baer, David R. (CMS/0IS); Cording, Kristina (CMS/QIS)
Subject: Re: ATC's for Review

Thanks Ryan. Please include David and Kristina on these.

Sent from mobile device

On Sep 28, 2013, at 11:56 AM, "Brewer, Charles R. (CMS/CTR)" <Charles.Brewer2@cms.hhs.gov> wrote:
Hi Jane,

Attached are the ATC's for Pennsylvania, Illinois, Minnesota, and Hawaii. Once you approve, I will print these and insert
them in the packages.

Ryan

C. Ryan Brewer GCIH, C|CISO, CISSP

Principal

GrayScoutLLC
Tel/Ofc: +1 202-904-2220 | Mobile: E (b)(6) i
rbrewer@grayscout.com | www.grayscout.com

<ATC CISO Reviewer Overall Comments Pennsylvania Medicaid (EDX).docx>

<ATC CISO Reviewer Overall Comments lllinois Integrated Eligibility System.docx>
<ATC CISO Reviewer Overall Comments Minnesota MNsure Application.docx>
<ATC CISO Reviewer Overall Comments Hawaii Kauhale On-Line Eligibility Assistance Project .docx>

HHS-0123509
CMS0012456
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CISO Reviewer Overall Comments & Recommendations

September 28, 2013

Based on EISG’s review of the ISA, the CIISG reviewer comments, and 87 Security controls not documented or
incomplete; the CMS CISO rates the risk associated with the Illinois Integrated Eligibility System ATC as High.

The CMS CISO recommends the following actions to help lower the associated risk of the ATC:

e Request Illinois to address the security control deficiencies by October 31, 2013.

___Jane Kim

CISO Reviewer Name

Jane Kim, 09/28/2013

Signature

HHS-0123510
CMS0012457
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CISO Reviewer Overall Comments & Recommendations

September 28, 2013

Based on EISG’s review of the ISA, OESS’s comments, the CHISG reviewer’s comments, and the 110 Security
controls not documented or incomplete; the CMS CISO rates the risk associated with the Minnesota MNsure

Application ATC as High.

The CMS CISO recommends the following actions to help lower the associated risk of the ATC:

¢ Request Minnesota to address the security control deficiencies by October 31, 2013.

___Jane Kim

CISO Reviewer Name

Jane Kim, 09/28/2013

Signature

HHS-0123511
CMS0012458
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CISO Reviewer Overall Comments & Recommendations

September 28, 2013

Based on EISG’s review of the ISA, the CIISG reviewer comments, and 6 High findings, the CMS CISO rates
the risk associated with the Pennsylvania Medicaid (EDX) ATC as High.

The CMS CISO recommends the following actions to help lower the associated risk of the ATC:

e Request Pennsylvania to address the security control deficiency associated with their proposed Remote

Identity Proofing (RIDP) and COMPASS account creation by October 31, 2013. The details in the ISA
state that users will still be provided an account even if they fail RIDP.

___Jane Kim

CISO Reviewer Name

Jane Kim, 09/28/2013

Signature

HHS-0123512
CMS0012459
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Message

From: Kim, Jane (CMS/DIS)E NotResp

Sent: 9/28/2013 10:03:24 PM

To: Ryan Brewer [rbrewer@grayscout.com]

cc: Mellor, Michael (CMS/OIS! NotResp E
Fryer, Teresa M. (CMS/OIS) § NotResp i _
NotResp : Baer, David R. (CMS/OIS)! NotResp
NotResp éording, Kristina (CMS/OIS) I
: NotResp ]

Subject: RE: hold up on Hi

Thanks for letting us know. Dave and | will expect the new letter tomorrow.

lane

Jane Kim, FhD, CI88P, CIPP/G

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group (E{SG)

Centers for Medicare & Medicaid Services

PH: {(410) 786-5430
http://www.cms.hhs.gov/informationsecurity/

Contact the EI5G Team CISO@cms.hhs.gov

& ftensgempel, Cvarsight, & Slosdioring

This email and any attachments may contain Sensitive/Privacy Data which is intendad for use only by the individuals to whom it is addressed, it may contain
information that is confidential, privilegad or atherwise protected from disciosure under applicable laws. If you are not the intended recipient plaase note that
copying or distrivuting this email is strictly prohibited.

From: Ryan Brewer [mailto:rbrewer@grayscout.com]

Sent: Saturday, September 28, 2013 5:41 PM

To: Kim, Jane (CMS/QIS)

Cc: Mellor, Michael (CMS/0IS); Fryer, Teresa M. (CMS/OIS); Baer, David R. (CMS/0IS); Cording, Kristina (CMS/QOIS)
Subject: Fwd: hold up on Hi

FYI
*Sent from my mobile phone - please ignore the typos*
Begin forwarded message:

From: Ryan Brewer <rbrewer@grayscout.com>
Date: September 28, 2013, 5:28:47 PM EDT

HHS-0123521
CMS0012460
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To: "Schankweiler, Thomas W. (CMS/OIS)" <thomas.schankweiler@cms.hhs.gov>

Cc: "Davis, Angela (CMS/OIS)" <Angela.Davis@cms.hhs.gov>, "England-Gordon, John E. (CMS/0IS)" <John.England-
Gordon@cms.hhs.gov>

Subject: Re: hold up on Hi
Got it. Include the updated language with the other packages tonight and | will insert the new page tomorrow morning.

Thanks,
Ryan
*Sent from my mobile phone - please ignore the typos*

On Sep 28, 2013, at 5:21 PM, "Schankweiler, Thomas W. (CMS/0IS)" <thomas.schankweiler@cms.hhs.gov> wrote:
Ryan,

(b)(8)

Tom

From: Davis, Angela (CMS/QIS)

Sent: Saturday, September 28, 2013 1:22 PM

To: Schankweiler, Thomas W. (CMS/QIS); England-Gordon, John E. (CMS/QIS)
Subject: RE: hold up on Hi

{ delivered this to the CISO office last night. Looks like Ryan finished his review as well. Do we need to get in contact with
hirm regarding this package?

From: Schankweiler, Thomas W. (CMS/CIS)

Sent: Saturday, September 28, 2013 8:24 AM

To: England-Gordon, John E. (CMS/0IS); Davis, Angela (CMS/QIS)

Subject: hold up on Hi

I need to make some adjustment to this package, please don't route it to the CISO yet.

Tom

HHS-0123522
CMS0012461
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Message
From: Kim, Jane (CMS/OIS) | NotResp
Sent: 9/28/2013 6:03:43 PM
To: Brewer, Charles R. (CMS/CTR); NotResp
NotResp iMellor, Michael (CMS/OIS)
- NotResp :
cc: I Fryer, Teresa M. (CMS/OIS) | NotResp
NotResp i; Baer, David R. (CMS/OIS}; NotResp
NotResp iCording, Kristina (CMS/OIS)
E NotResp i
Subject: I RE: ATC's for Review .

Attachments: How to UNZIP.html; SecureZIP Attachments.zip

And here is HL

lane

lane Kim, PhD, CISSP, CIPP/G

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group {EISG)

Centers for Medicare & Medicaid Services

PH: {410} 786-5430
http://www.cms.hhs.gov/informationsecurity/

Contact the EISG Team CISO@cms.hhs.gov

{Privacy Data which is intended far use only by the individuals to whom it s addrassed, it may contain

This em

ail and any attachments may contain Sensiti

information that is confidential, privileged or oth & protected frony dischosure undar appiicabie laws, i you are not the intended recipient please nota that

canying or distributing this email is strictly prohibitad.

From: Kim, Jane (CMS/0IS)

Sent: Saturday, September 28, 2013 1:57 PM

To: Brewer, Charles R. (CMS/CTR); Mellor, Michael (CMS/QIS)

Cc: Fryer, Teresa M. (CMS/0IS); Baer, David R. (CMS/0IS); Cording, Kristina (CMS/QIS)
Subject: RE: ATC's for Review

Apologies for the inconvenience, the PA and L versions were not the updated ones. have attached PA, 1L, and MN
again to this email,

lane

HHS-0123527
CMS0012462
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Jane Kim, PhD, CISSP, CIPP/G

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group {EISG)

Centers for Medicare & Medicaid Services

PH: {410) 786-5430
http://www.cms.hhs.gov/informationsecurity/

Contact the EISG Team CISO@cms.hhs.gov

£ ik
Fisk Sonvgerment, Dversight, B Mendtodag

This email and any attachments may contain Sensitive/Privacy Data which is intended for use only by the individuals to whom it is addressed, it may contain
information that is confidential, privileged or otharwise protected fromy disciosure under applicable laws. W you are not the intended racipient pleass note that
copying or distributing this email is strictly prohibited.

From: Kim, Jane (CMS/OIS)

Sent: Saturday, September 28, 2013 1:50 PM

To: Brewer, Charles R. (CMS/CTR); Mellor, Michael {(CMS/QIS)

Cc: Fryer, Teresa M. (CMS/0IS); Baer, David R. (CMS/0IS); Cording, Kristina (CMS/OIS)
Subject: RE: ATC's for Review

Thank you Ryan,

L did minor grammar edits on L, PA, and MN, but that is it. | have one quick question about Hi, but that is in the other
email.

lane

Jane Kim, PhD, CISSP, CIPR/G

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group (EISG)

Centers for Medicare & Medicaid Services

PH: (410) 786-5430
http://www.cms.hhs.gov/informationsecurity/

Contact the EI5G Team CISO@cms.hhs.gov

FORy Bt
il & Moafioning

il SlanagRinEeE, (e

HHS-0123528
CMS0012463
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vail and any attachrents may contain Sensitive/Privacy Data which is intended for use only by the individuals to whaom it is addressed, it may contain

information that is confidential, privileged or otharwise protected frony discinsurs under applicabis laws. i you are not the Intended racipient pleass note that
conyving or distributing this email is strictly prohibited.

From: Brewer, Charles R. (CMS/CTR)

Sent: Saturday, September 28, 2013 12:18 PM

To: Mellor, Michael (CMS/QIS)

Cc: Kim, Jane (CMS/OIS); Fryer, Teresa M. (CMS/0IS); Baer, David R. (CMS/0OIS); Cording, Kristina (CMS/QIS)
Subject: RE: ATC's for Review

Will do.

Ryan

C. Ryan Brewer GCIH, C|CISO, CISSP
Principal
GrayScout LLC .
Tel/Ofe: +1 202-904-2220 | Mobile:! (b)(6)
rbrewer@grayscout.com | www.grayscout.com

From: Mellor, Michael (CMS/0IS)

Sent: Saturday, September 28, 2013 12:17 PM

To: Brewer, Charles R. (CMS/CTR)

Cc: Kim, Jane (CMS/QIS); Fryer, Teresa M. (CMS/OIS); Baer, David R. (CMS/0IS); Cording, Kristina (CMS/OIS)
Subject: Re: ATC's for Review

Thanks Ryan. Please include David and Kristina on these.

Sent from mobile device

On Sep 28, 2013, at 11:56 AM, "Brewer, Charles R. (CMS/CTR)" <Charles.Brewer2@cms.hhs.gov> wrote:
Hi Jane,

Attached are the ATC's for Pennsylvania, Illinois, Minnesota, and Hawaii. Once you approve, I will print these and insert
them in the packages.

Ryan

C. Ryan Brewer GCIH, C|CISO, CISSP

Principal

GrayScout LLC

Tel/Ofc: +1.202-904-2220 | Mobile: § | (byey :

rbrewer@grayscout.com | www.grayscout.com
<ATC CISO Reviewer Overall Comments Pennsylvania Medicaid (EDX).docx>

<ATC CISO Reviewer Overall Comments lllinois Integrated Eligibility System.docox>
<ATC CISO Reviewer Overall Comments Minnesota MNsure Application.docx>
<ATC CISO Reviewer Overall Comments Hawaii Kauhale On-Line Eligibility Assistance Project .docx>

HHS-0123529
CMS0012464
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CISO Reviewer Overall Comments & Recommendations

September 28, 2013

Based on EISG’s review of the ISA, OESS’s assessment of unknown risk for Privacy compliance, the CIISG
reviewer’s comments, and the 23 High-impact findings; the CMS CISO rates the risk associated with the Hawaii
Kauhale On-Line Eligibility Assistance Project ATC as High.

The CMS CISO recommends the following actions to help lower the associated risk of the ATC:

¢ Request Hawaii to address the Privacy compliance issues and submit evidence to OESS by October 15,
2013.

e Provide CIISG with updates for the 23 High-risk findings (corrective action plans state all will be
closed by October 31) with supporting evidence to either close the findings or evidence of
compensating controls that will lower the impact of the findings to the moderate level by November 1,
2013.

___Jane Kim

CISO Reviewer Name

Jane Kim, 09/28/2013

Signature

HHS-0123530
CMS0012465
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Message
From: Kim, Jane (CMS/DIS)E NotResp
Sent: 9/28/2013 5:57:09 PM
To: Brewer, Charles R. (CMS/CTR} NotResp
NotResp i; Mellor, Michael (CMS/OIS)
i NotResp |
cc: Fryer, Teresa M. (CMS/OIS); NotResp
: NotResp :, Baer, David R. (CMS/OIS): NotResp E
NotResp ; Cording, Kristina (CMS/OIS)
i NotResp i
Subject: RE: ATC's for Review

Attachments: How to UNZIP.html; SecureZIP Attachments.zip

Apologies for the inconvenience, the PA and IL versions were not the updated ones. Thave attached PA, 1L, and MN
again to this email,

lane

Jane Kim, PhD, CISSP, CIPP/G

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group (E{SG)

Canters for Medicare & Medicald Services

PH: {410) 786-5430
http://www.cms.hhs.gov/informationsecurity/

Contact the FISG Team CISO@cms.hhs.gov

Tris emall and any attachments may contain Sensitive/Privacy Data which is intended for use only by the individuals to whom it is addressed, it may comtain
information that is confidential, privileged or atherwise protected fram disciosure under anplicable laws. i you are not the intended recipient please note that
coprying or distributing this amall is strictly prohibited,

From: Kim, Jane (CMS/0IS)

Sent: Saturday, September 28, 2013 1:50 PM

To: Brewer, Charles R. (CMS/CTR); Mellor, Michael (CMS/QIS)

Cc: Fryer, Teresa M. (CMS/0IS); Baer, David R. (CMS/0IS); Cording, Kristina (CMS/QIS)
Subject: RE: ATC's for Review

Thank you Ryan,

L did minor grammar edits on L, PA, and MN, but thatis it. | have one quick guestion about Hi, but that is in the other
email.

HHS-0123531
CMS0012466



Obtained via FOIA by Judicial Watch, Inc.

lane

Jane Kim, PhD, CISSP, CIPP/G

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group {EISG)

Centers for Medicare & Medicaid Services

PH: {410) 786-5430
hitp://www.cms.hhs.gov/informationsecurity/

Contact the EISG Team CISO@cms.hhs.gov

i
 Blanitaring

This email and any attachments may contain Sensitive/Privacy Data which is intended for use only by the individuals to whom it is addressed, it may contain
information that is confidential, privileged or otherwise protected from disclosure under apolicable laws. I you are not the Intended recipient piease note that
wopying or distributing this emall is strictiy prohibited.

From: Brewer, Charles R. (CMS/CTR)

Sent: Saturday, September 28, 2013 12:18 PM

To: Mellor, Michael (CMS/QIS)

Cc: Kim, Jane (CMS/QIS); Fryer, Teresa M. (CMS/QOIS); Baer, David R. (CMS/QIS); Cording, Kristina (CMS/QIS)
Subject: RE: ATC's for Review

Will do.
Ryan

C. Ryan Brewer GCIH, C|CISO, CISSP
Principal
GrayScout L1.C
Tel/Ofc: +1 202-904-2220 | Mobile: | (b)(6)
rbrewer@grayscout.com | www.grayscout.com

From: Mellor, Michael (CMS/0IS)

Sent: Saturday, September 28, 2013 12:17 PM

To: Brewer, Charles R. (CMS/CTR)

Cc: Kim, Jane (CMS/QIS); Fryer, Teresa M. (CMS/QIS); Baer, David R. (CMS/0IS); Cording, Kristina (CMS/QIS)
Subject: Re: ATC's for Review

Thanks Ryan. Please include David and Kristina on these.

Sent from mobile device

On Sep 28, 2013, at 11:56 AM, "Brewer, Charles R. (CMS/CTR)" <Charles.Brewer2 @cms.hhs.gov> wrote:

HHS-0123532
CMS0012467



Obtained via FOIA by Judicial Watch, Inc.
Hi Jane,

Attached are the ATC's for Pennsylvania, Illinois, Minnesota, and Hawaii. Once you approve, I will print these and insert
them in the packages.

Ryan

C. Ryan Brewer GCIH, C|CISO, CISSP
Principal

GrayScout LL.C
Tel/Ofe: +1 202-904-2220 | Mobile: | (b)(6)
rbrewer@grayscout.com | www . Grayscout.com

<ATC CISO Reviewer Overall Comments Pennsylvania Medicaid (EDX).docx>

<ATC CISO Reviewer Overall Comments lllinois Integrated Eligibility System.docx>
<ATC CISO Reviewer Overall Comments Minnesota MNsure Application.docx>
<ATC CISO Reviewer Overall Comments Hawaii Kauhale On-Line Eligibility Assistance Project .docx>

HHS-0123533
CMS0012468



Obtained via FOIA by Judicial Watch, Inc.

CISO Reviewer Overall Comments & Recommendations

September 28, 2013

Based on EISG’s review of the ISA, the CIISG reviewer’s comments, and 87 Security controls not documented
or incomplete; the CMS CISO rates the risk associated with the Illinois Integrated Eligibility System ATC as

High.
The CMS CISO recommends the following action to help lower the associated risk of the ATC:

¢ Request lllinois to address the security control deficiencies by October 31, 2013.

___Jane Kim

CISO Reviewer Name

Jane Kim, 09/28/2013

Signature

HHS-0123534
CMS0012469



Obtained via FOIA by Judicial Watch, Inc.

CISO Reviewer Overall Comments & Recommendations

September 28, 2013

Based on EISG’s review of the ISA, OESS’s comments, the CHISG reviewer’s comments, and the 110 Security
controls not documented or incomplete; the CMS CISO rates the risk associated with the Minnesota MNsure

Application ATC as High.

The CMS CISO recommends the following action to help lower the associated risk of the ATC:

¢ Request Minnesota to address the security control deficiencies by October 31, 2013.

___Jane Kim

CISO Reviewer Name

Jane Kim, 09/28/2013

Signature

HHS-0123535
CMS0012470



Obtained via FOIA by Judicial Watch, Inc.

CISO Reviewer Overall Comments & Recommendations

September 28, 2013

Based on EISG’s review of the ISA, the CIISG reviewer’s comments, and 6 High findings; the CMS CISO rates
the risk associated with the Pennsylvania Medicaid (EDX) ATC as High.

The CMS CISO recommends the following action to help lower the associated risk of the ATC:

e Request Pennsylvania to address the security control deficiency associated with their proposed Remote

Identity Proofing (RIDP) and COMPASS account creation by October 31, 2013. The details in the ISA
state that users will still be provided an account even if they fail RIDP.

___Jane Kim

CISO Reviewer Name

Jane Kim, 09/28/2013

Signature

HHS-0123536
CMS0012471



Obtained via FOIA by Judicial Watch, Inc.

Message

From: Kim, Jane (CMS/OIS): NotResp i

Sent: 9/28/2013 6:41:18 PM . _

To: Brewer, Charles R. (CMS/CTR}) NotResp
NotResp i Mellor, Michael (CMS/OIS)
; NotResp |

cC: I Fryer, Teresa M. (CMS/OIS) [ NotResp
NotResp : Baer, David R. (CMS/OIS); NotResp
NotResp iCording, Kristina (CMS/OIS)
NotResp iMellor, Michael (CMS/OIS)
: NotResp ;

Subject: “RE-ATC's for Review .

Fthink we are holding them for CIO signature on Monday. L am incorrect, lel everyone know.

lane Kim, PhD, CISSP, CIPP/G

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group {EISG)

Centers for Medicare & Medicaid Services

PH: {410} 786-5430
http://www.cms.hhs.gov/informationsecurity/

Contact the EISG Team CISO@cms.hhs.gov

This em

ail and any attachments may contain Sensiti

/Privacy Data which is intended far use only by the individuals to whom it s addrassad, it may contain
& protected frony disciosurs under applicable laws. i you are not the intended recipient piease nota that

information that is confidential, privileged or oth
canying or distributing this email is strictly prohibitad.

From: Brewer, Charles R. (CMS/CTR)

Sent: Saturday, September 28, 2013 2:34 PM

To: Kim, Jane (CMS/OIS); Mellor, Michael (CMS/QIS)

Cc: Fryer, Teresa M. (CMS/0IS); Baer, David R. (CMS/0IS); Cording, Kristina (CMS/QIS); Mellor, Michael (CMS/OIS)
Subject: RE: ATC's for Review

Once we complete our review, are we holding the packages until Monday morning or taking them to someone else?
Ryan

C. Ryan Brewer GCIH, C|CISO, CISSP

HHS-0123537
CMS0012472



Obtained via FOIA by Judicial Watch, Inc.
Principal
GrayScout LLC .
Tel/Ofe: +1202-904-2220 | Mobile: {__ " (b)(6)___ ]

rbrewer@grayscout.com | www.grayscout.com

From: Kim, Jane (CMS/OIS)

Sent: Saturday, September 28, 2013 2:03 PM

To: Brewer, Charles R. (CMS/CTR); Mellor, Michael (CMS/QIS)

Cc: Fryer, Teresa M. (CMS/0IS); Baer, David R. (CMS/0IS); Cording, Kristina (CMS/QIS)
Subject: RE: ATC's for Review

And here is HiL

lane

Jane Kim, PhD, CISSP, CIPR/G

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group (EISG)

Centers for Medicare & Medicaid Services

PH: (410} 786-5430
http://www.cms.hhs.gov/informationsecurity/

Contact the EISG Team CISO@cms.hhs.gov

iy

Tris email and any attachments may contain Sensitive/Privacy Data which is intended for use only by the individuals to whom it s addressed, it may contain
information that is confidential, privileged or otherwise protected from disclosure under applicable laws. i you are not the intended recipient piease note that
copying or distributing this emall is strictly prohibited.

From: Kim, Jane (CMS/0IS)

Sent: Saturday, September 28, 2013 1:57 PM

To: Brewer, Charles R. (CMS/CTR); Mellor, Michael (CMS/QIS)

Cc: Fryer, Teresa M. (CMS/0IS); Baer, David R. (CMS/0IS); Cording, Kristina (CMS/QIS)
Subject: RE: ATC's for Review

Apologies for the inconvenience, the PA and L versions were not the updated ones. | have attached PA, L, and MN
again to this email.

lane

Jane Kim, PhD, CISSP, CIPP/G
Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group {EISG)

HHS-0123538
CMS0012473



Obtained via FOIA by Judicial Watch, Inc.
Centers for Medicare & Medicaid Services

PH: {410) 786-5430
http://www.cms.hhs.gov/informationsecurity/
Contact the FISG Team CISO®@cms.hhs.gov

s Sfnrkgemed

This email and any attachments may contain Sensitive/Privacy Data which is intended for use only by the individuals to whom it is addressed, it may contain

infarmation that is confidential, privileged or otharwise protected from disclosure under applicable laws. if you are not the intended recipient please nate that
wopyving or distributing this emall is strictly prohibited.

From: Kim, Jane (CMS/OIS)

Sent: Saturday, September 28, 2013 1:50 PM

To: Brewer, Charles R. (CMS/CTR); Mellor, Michael {CMS/QIS)

Cc: Fryer, Teresa M. (CMS/0IS); Baer, David R. (CMS/0IS); Cording, Kristina (CMS/QIS)
Subject: RE: ATC's for Review

Thank you Ryan,

L did minor grammar edits on L, PA, and MN, but that is it. | have oneg quick guestion about Hi, but that is in the other

email.

lane

lane Kim, PhD, CISSP, CIPP/G

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group {FISG)

Centers for Medicare & Medicaid Services

PH: {410) 786-5430
http://www.cms.hhs.gov/informationsecurity/

Contact the EISG Team CISQ®@cms.hhs.gov

R

i
STl

ation that is confidential, privileged or otharwise protected from disclosure under applicable laws. i you are not the Intended re

ropying or distributing this email is strictly prohibited.

HHS-0123539
CMS0012474



Obtained via FOIA by Judicial Watch, Inc.
From: Brewer, Charles R. (CMS/CTR)

Sent: Saturday, September 28, 2013 12:18 PM

To: Mellor, Michael (CMS/OIS)

Cc: Kim, Jane (CMS/QIS); Fryer, Teresa M. (CMS/0QIS); Baer, David R. (CMS/0OIS); Cording, Kristina (CMS/QIS)
Subject: RE: ATC's for Review

Will do.

Ryan

C. Ryan Brewer GCIH, C|CISQO, CISSP
Principal
GrayScout LL.C

rbrewer@grayscout.com | www.grayscout.com

From: Mellor, Michael (CMS/OIS)

Sent: Saturday, September 28, 2013 12:17 PM

To: Brewer, Charles R. (CMS/CTR)

Cc: Kim, Jane (CMS/QIS); Fryer, Teresa M. (CMS/0OIS); Baer, David R. (CMS/0OIS); Cording, Kristina (CMS/QIS)
Subject: Re: ATC's for Review

Thanks Ryan. Please include David and Kristina on these.

Sent from mobile device

On Sep 28, 2013, at 11:56 AM, "Brewer, Charles R. (CMS/CTR)" <Charles.Brewer2 @cms.hhs.gov> wrote:
Hi Jane,

Attached are the ATC's for Pennsylvania, Illinois, Minnesota, and Hawaii. Once you approve, I will print these and insert
them in the packages.

Ryan

C. Ryan Brewer GCIH, C|CISO, CISSP
Principal
GrayScout LLC

rbrewer@grayscout.com | www.grayscout.com
<ATC CISO Reviewer Overall Comments Pennsylvania Medicaid (EDX).docx>

<ATC CISO Reviewer Overall Comments lllinois Integrated Eligibility System.docx>
<ATC CISO Reviewer Overall Comments Minnesota MNsure Application.docx>
<ATC CISO Reviewer Overall Comments Hawaii Kauhale On-Line Eligibility Assistance Project .docx>

HHS-0123540
CMS0012475



Obtained via FOIA by Judicial Watch, Inc.

Message
From: __Brewer, Charles R. (CMS/CTR); NotResp
: NotResp
Sent: 9/28/2013 6:33:30 PM
To: Kim, Jane (CMS/OIS)! NotResp i Mellor, Michael
(CMS/OIS): NotResp
cc: Fryer, Teresa M. (CMS/OIS}! NotResp
NotResp I Baer, David R. (CNIS/OIS); NotResp :
i NotResp Cording, Kristina (CMS/OIS)
NotResp y Mellor, Michael (CMS/OIS)
: NotResp :
Subject: I RE: ATC's for Review I

Once we complete our review, are we holding the packages until Monday morning or taking them to someone else?
Ryan

C. Ryan Brewer GCIH, C|CISO, CISSP

Principal

GrayScout LL.C

Tel/Ofc: +1 202-904-2220 | Mobile:; (b)(6) i
rbrewer@grayscout.com | www.grayscout.com

From: Kim, Jane (CMS/0IS)

Sent: Saturday, September 28, 2013 2:03 PM

To: Brewer, Charles R. (CMS/CTR); Mellor, Michael (CMS/QIS)

Cc: Fryer, Teresa M. (CMS/0IS); Baer, David R. (CMS/0IS); Cording, Kristina (CMS/QIS)
Subject: RE: ATC's for Review

And here is Ml

lane

Jane Kim, PhD, CISSP, CIPR/G

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group (E{SG)

Canters for Medicare & Medicaid Services

PH: {410) 786-5430
http://www.cms.hhs.gov/informationsecurity/

Contact the FISG Team CISO@cms.hhs.gov

ity g

§, & Mlpeisoring

fhgnegrment, D

HHS-0123541
CMS0012476



Obtained via FOIA by Judicial Watch, Inc.
This email and any attachments may contain Sensitive/Privacy Data which is intended for use only by the individuals to whom it s addressed, it may contain

information that s confidential, privileged or otharwise protected frony disciosurs under apolicable laws. W you are not the intended racipient pleass note that
conyving or distributing this email is strictly prohibited.

From: Kim, Jane (CMS/OIS)

Sent: Saturday, September 28, 2013 1:57 PM

To: Brewer, Charles R. (CMS/CTR); Mellor, Michael (CMS/QIS)

Cc: Fryer, Teresa M. (CMS/0IS); Baer, David R. (CMS/0IS); Cording, Kristina (CMS/QIS)
Subject: RE: ATC's for Review

Apologies for the inconvenience, the PA and IL versions were not the updated ones. have attached PA, 1L, and MN
again to this email.

Jjane

Jane Kim, PhD, CISSP, CIPR/G

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group (EISG)

Centers for Medicare & Medicald Services

PH: {410} 786-5430
http://www.cms.hhs.gov/informationsecurity/

Contact the EISG Team CISQ@cms.hhs.gov

Rigk flopepranent, (o 1. & Mpaisoning

This email and any attachments may contain Sensitive/Privacy Data which is intended for use only by the individuals to whom itis addressed, it may contain

information that is confidential, privilegad or atherwise protected from disciosure under applicabdle laws. I you are not the intended recipient pirase note that

capying or distributing this amall is strictly prohibited.

From: Kim, Jane (CMS/OIS)

Sent: Saturday, September 28, 2013 1:50 PM

To: Brewer, Charles R. (CMS/CTR); Mellor, Michael (CMS/QIS)

Cc: Fryer, Teresa M. (CMS/0IS); Baer, David R. (CMS/0IS); Cording, Kristina (CMS/QIS)
Subject: RE: ATC's for Review

Thank you Ryan,

P did minor grammar edits on L, PA, and MN, but that is i, | have one quick question about Hi, but that is in the other
email.

lane

HHS-0123542
CMS0012477



Obtained via FOIA by Judicial Watch, Inc.

Jane Kim, PhD, CISSP, CIPP/G

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group {EISG)

Centers for Medicare & Medicaid Services

PH: {410) 786-5430
http://www.cms.hhs.gov/informationsecurity/

Contact the EISG Team CISO@cms.hhs.gov

]

Fisk Sonvgerment, Dversight, B Mendtodag

This email and any attachments may contain Sensitive/Privacy Data which is intended for use only by the individuals to whom it is addressed, it may contain
information that is confidential, privileged or otherwise protected fromy disciosure under applicabis laws. W you are not the intended racipient pleass note that
copying or distributing this email is strictly prohibited.

From: Brewer, Charles R. (CMS/CTR)

Sent: Saturday, September 28, 2013 12:18 PM

To: Mellor, Michael (CMS/QIS)

Cc: Kim, Jane (CMS/QIS); Fryer, Teresa M. (CMS/0QIS); Baer, David R. (CMS/0IS); Cording, Kristina (CMS/QIS)
Subject: RE: ATC's for Review

Will do.
Ryan

C. Ryan Brewer GCIH, C|CISQO, CISSP
Principal
GrayScout LL.C

rbrewer@grayscout.com | www.grayscout.com

From: Mellor, Michael (CMS/OIS)

Sent: Saturday, September 28, 2013 12:17 PM

To: Brewer, Charles R. (CMS/CTR)

Cc: Kim, Jane (CMS/QIS); Fryer, Teresa M. (CMS/0IS); Baer, David R. (CMS/0OIS); Cording, Kristina (CMS/QIS)
Subject: Re: ATC's for Review

Thanks Ryan. Please include David and Kristina on these.

Sent from mobile device

On Sep 28, 2013, at 11:56 AM, "Brewer, Charles R. (CMS/CTR)" <Charles.Brewer2 @cms.hhs.gov> wrote:
Hi Jane,

Attached are the ATC's for Pennsylvania, Illinois, Minnesota, and Hawaii. Once you approve, I will print these and insert
them in the packages.

HHS-0123543
CMS0012478



Obtained via FOIA by Judicial Watch, Inc.

Ryan

C. Ryan Brewer GCIH, C|CISO, CISSP
Principal

GrayScout LL.C

Tel/Ofc: +1 202-904-2220 | Mobile: i ]

rbrewer@grayscout.com | WWW. grayscout. coh'w
<ATC CISO Reviewer Overall Comments Pennsylvania Medicaid (EDX).docx>

<ATC CISO Reviewer Overall Comments lllinois Integrated Eligibility System.docox>
<ATC CISO Reviewer Overall Comments Minnesota MNsure Application.docx>
<ATC CISO Reviewer Overall Comments Hawaii Kauhale On-Line Eligibility Assistance Project .docx>

HHS-0123544
CMS0012479



Obtained via FOIA by Judicial Watch, Inc.

Message
From: Kim, Jane (CMS/0IS) NotResp
Sent: 9/28/2013 8:57:49 PM
To: Brewer, Charles R, (CMS/CTR): NotResp . i
NotResp EMe:IIor, Michael (CMS/OIS)
, NotResp :
cc: I Fryer, Teresa M. (CMS/OIS) | NotResp I
NotResp i; Baer, David R. (CMS/OIS)] NotResp
NotResp i Cording, Kristina (CMS/OIS)
NotResp ;
Subject: Re: ATC's for Review

Thank you for the update!
Sent from BB - apologies for typos

From: Brewer, Charles R. (CMS/CTR)

Sent: Saturday, September 28, 2013 04:45 PM

To: Kim, Jane (CMS/QIS); Mellor, Michael (CMS/OIS)

Cc: Fryer, Teresa M. (CMS/0IS); Baer, David R. (CMS/0OIS); Cording, Kristina (CMS/OIS)
Subject: RE: ATC's for Review

Quick update. Just got a note from CIISG that the next 11 packages will not be ready until at least 6pm this evening. I
will come back tomorrow morning to review those.

Ryan

C. Ryan Brewer GCIH, C|CISO, CISSP

Principal

GrayScout LLC

Tel/Ofc: +1.202-904-2220 | Mobile: (b)(6) i
rbrewer@grayscout.com | www.grayscout.com

From: Kim, Jane (CMS/0IS)

Sent: Saturday, September 28, 2013 2:41 PM

To: Brewer, Charles R. (CMS/CTR); Mellor, Michael (CMS/QIS)

Cc: Fryer, Teresa M. (CMS/0IS); Baer, David R. (CMS/0IS); Cording, Kristina (CMS/QIS); Mellor, Michael (CMS/OIS)
Subject: RE: ATC's for Review

{ think we are holding them for CI0 signature on Monday. If | am incorrect, el everyone know.

Jane Kim, PhD, CISSP, CIPR/G

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group (EISG)

Centers for Medicare & Medicaid Services

PH: {410) 7RE-5430
http://www.cms.hhs.gov/informationsecurity/

Contact the EISG Team CISO@cms.hhs.gov

HHS-0123550
CMS0012480



Obtained via FOIA by Judicial Watch, Inc.

This email and any attachments may contain Sensitive/Privacy Data which is intended for use only by the individuals to whom it is addressed, it may contain

information that is confidential, privileged or otherwise protected from disclosure under applicable laws. i you are not the intended recipient please note that

copying or distributing this emall is strictly prohibited.

From: Brewer, Charles R. (CMS/CTR)
Sent: Saturday, September 28, 2013 2:34 PM
To: Kim, Jane (CMS/OIS); Mellor, Michael (CMS/QIS)

Cc: Fryer, Teresa M. (CMS/0OIS); Baer, David R. (CMS/0IS); Cording, Kristina (CMS/QIS); Mellor, Michael (CMS/0IS)

Subject: RE: ATC's for Review

Once we complete our review, are we holding the packages until Monday morning or taking them to someone else?

Ryan

C. Ryan Brewer GCIH, C|CISO, CISSP

Principal

GrayScout LLC oo menercn
Tel/Ofc: +1.202-904-2220 | Mobile:! _____(b)(6) _____

rbrewer@grayscout.com | www.grayscout.com

From: Kim, Jane (CMS/OIS)

Sent: Saturday, September 28, 2013 2:03 PM

To: Brewer, Charles R. (CMS/CTR); Mellor, Michael (CMS/0IS)

Cc: Fryer, Teresa M. (CMS/0IS); Baer, David R. (CMS/0IS); Cording, Kristina (CMS/QIS)
Subject: RE: ATC's for Review

And here is HiL

Jane

lane Kim, PhD, CISSP, CIPP/G

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group (EISG)

Centers for Medicare & Medicald Services

PH: {410) 786-3430
http://www.cms.hhs.gov/informationsecurity/

Contact the EISG Team CISQ@cms.hhs.gov

HHS-0123551
CMS0012481



Obtained via FOIA by Judicial Watch, Inc.

This email and any attachments may cantain Sensitive/Privacy Data which is intended for use only by the individuals to wham itis addrassed, it may contain

information that is confidential, privileged or othenwise protected from disciosure under applicabie laws. I you are not the intended recipient please note that
copying or distributing this email is strictly prohibited,

From: Kim, Jane (CMS/0IS)

Sent: Saturday, September 28, 2013 1:57 PM

To: Brewer, Charles R. (CMS/CTR); Mellor, Michael (CMS/QIS)

Cc: Fryer, Teresa M. (CMS/0IS); Baer, David R. (CMS/0IS); Cording, Kristina (CMS/QIS)
Subject: RE: ATC's for Review

Apologies for the inconvenience, the PA and IL versions were not the updated ones. have sttached PA, 1L, and MN
again to this email,

lane

Jane Kim, PhD, CISSP, CIPP/G

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group (EISG)

Centers for Medicare & Medicaid Services

PH: (410) 786-5430
http://www.cms.hhs.gov/informationsecurity/

Contact the EISG Team CISO@cms.hhs.gov

This email and any attachments may contain Sensitive/Privacy Data wiich is intended for use only by the individuals to whom it is addressed, it may contain
information that is confidential, privileged or otherwise protected from disclosure under applicable laws. i you are not the intended recipient piease note that
copying or distributing this emall is strictly prohibited.

From: Kim, Jane (CMS/OIS)

Sent: Saturday, September 28, 2013 1:50 PM

To: Brewer, Charles R. (CMS/CTR); Mellor, Michael (CMS/QIS)

Cc: Fryer, Teresa M. (CMS/OIS); Baer, David R. (CMS/0IS); Cording, Kristina (CMS/QIS)
Subject: RE: ATC's for Review

Thank you Ryan,

HHS-0123552
CMS0012482



Obtained via FOIA by Judicial Watch, Inc.
did minor grammar edits on I, PA, and MN, but thatis it. | have one quick guestion about HI, but that is in the other

email.

lane

Jane Kim, PhD, CISSP, CIPR/G

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group (EISG)

Centers for Medicare & Medicaid Services

PH: {410) 7RE-5430
http://www.cms.hhs.gov/informationsecurity/

Contact the EISG Team CISO@cms.hhs.gov

Tris email and any attachments may contain Sensitive/Privacy Data which is intended for use only by the individuals to whom it is addressed, it may contain
information that s confidential, privilegad or atherwise protected from disolosure under anplicadle laws, i you are not the intended recipient please note that
copying or distributing this email is strictly prohibited.

From: Brewer, Charles R. (CMS/CTR)

Sent: Saturday, September 28, 2013 12:18 PM

To: Mellor, Michael (CMS/QIS)

Cc: Kim, Jane (CMS/QIS); Fryer, Teresa M. (CMS/0IS); Baer, David R. (CMS/OIS); Cording, Kristina (CMS/QIS)
Subject: RE: ATC's for Review

Will do.
Ryan

C. Ryan Brewer GCIH, C|CISO, CISSP

Principal

GrayScout LLC

Tel/Ofe: +1 202-904-2220 | Mobile:; (b)(6) !
rbrewer@grayscout.com | www.grayscout.com

From: Mellor, Michael (CMS/0QIS)

Sent: Saturday, September 28, 2013 12:17 PM

To: Brewer, Charles R. (CMS/CTR)

Cc: Kim, Jane (CMS/QIS); Fryer, Teresa M. (CMS/0IS); Baer, David R. (CMS/0OIS); Cording, Kristina (CMS/QIS)
Subject: Re: ATC's for Review

Thanks Ryan. Please include David and Kristina on these.

Sent from mobile device

HHS-0123553
CMS0012483



Obtained via FOIA by Judicial Watch, Inc.

On Sep 28, 2013, at 11:56 AM, "Brewer, Charles R. (CMS/CTR)" <Charles.Brewer2@cms.hhs.gov> wrote:
Hi Jane,

Attached are the ATC's for Pennsylvania, Illinois, Minnesota, and Hawaii. Once you approve, I will print these and insert
them in the packages.

Ryan

C. Ryan Brewer GCIH, C|CISO, CISSP
Principal

GrayScout LL.C
Tel/Ofc: +1 202-904-2220 | Mobile:} (b)(6) :
rbrewer@grayscout.com | www.grayscout.com

<ATC CISO Reviewer Overall Comments Pennsylvania Medicaid (EDX).docx>

<ATC CISO Reviewer Overall Comments lllinois Integrated Eligibility System.docx>
<ATC CISO Reviewer Overall Comments Minnesota MNsure Application.docx>
<ATC CISO Reviewer Overall Comments Hawaii Kauhale On-Line Eligibility Assistance Project .docx>

HHS-0123554
CMS0012484
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Message
From: Brewer, Charles R. (CMS/CTR)1 NotResp
' NotResp i
Sent: 9/28/2013 8:45:17 PM
To: Kim, Jane (CMS/OIS) NOtReSD J Mellor, Michael
(CMS/OIS) . NotResp o
cc: Fryer, Teresa M. (CMS/OIS)i NotResp
: NotResp E, Baer, David R. (CMS/OIS) i NotResp i
NotResp i (;ording, Kristina (CMS/OIS)
| NotResp ;
Subject: RE: ATC's for Review

Quick update. Just got a note from CIISG that the next 11 packages will not be ready until at least 6pm this evening. I
will come back tomorrow morning to review those.

Ryan

C. Ryan Brewer GCIH, C|CISO, CISSP

Principal

GrayScoutLLC
Tel/Ofe: +1202-904-2220 | Mobilef___ (b)(8) !

rbrewer@grayscout.com | www.grayscout.com

From: Kim, Jane (CMS/0IS)

Sent: Saturday, September 28, 2013 2:41 PM

To: Brewer, Charles R. (CMS/CTR); Mellor, Michael (CMS/QIS)

Cc: Fryer, Teresa M. (CMS/0IS); Baer, David R. (CMS/0IS); Cording, Kristina (CMS/QIS); Mellor, Michael (CMS/0IS)
Subject: RE: ATC's for Review

I think we are holding them for 10 signature on Monday. i | armincorract, et everyone know.

Jane Kim, PhD, CISSP, CIPR/G

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group (E{SG)

Centers for Medicare & Medicaid Services

PH: (410) 786-5430
http://www.cms.hhs.gov/informationsecurity/

Contact the EISG Team CISO@cms.hhs.gov

SRR

Fhurepuenent, i, & Mosliodsg

HHS-0123555
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This email and any attachments may contain Sensitive/Privacy Data which is intended for use only by the individuals to whom it s addressed, it may contain

information that s confidential, privileged or otharwise protected frony disciosurs under apolicable laws. W you are not the intended racipient pleass note that

conyving or distributing this email is strictly prohibited.

From: Brewer, Charles R. (CMS/CTR)

Sent: Saturday, September 28, 2013 2:34 PM

To: Kim, Jane (CMS/OIS); Mellor, Michael (CMS/QIS)

Cc: Fryer, Teresa M. (CMS/0IS); Baer, David R. (CMS/0OIS); Cording, Kristina (CMS/OIS); Mellor, Michael (CMS/OIS)
Subject: RE: ATC's for Review

Once we complete our review, are we holding the packages until Monday morning or taking them to someone else?
Ryan

C. Ryan Brewer GCIH, C|CISQ, CISSP
Principal

GrayScout LLC

Tel/Ofe: +1 202-904-2220 | Mobile

From: Kim, Jane (CMS/0OIS)

Sent: Saturday, September 28, 2013 2:03 PM

To: Brewer, Charles R. (CMS/CTR); Mellor, Michael (CMS/QIS)

Cc: Fryer, Teresa M. (CMS/0IS); Baer, David R. (CMS/0IS); Cording, Kristina (CMS/QIS)
Subject: RE: ATC's for Review

And here is Hi,

lane

Jane Kim, PhD, CISSP, CIPP/G

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group {EISG)

Centers for Medicare & Medicaid Services

PH: {410) 786-5430
http://www.cms.hhs.gov/informationsecurity/

Contact the FISG Team CISO@cms.hhs.gov

¥
Fisd Bfanvgempal, Drery & Blanitaring

This email and any attachments may contain Sensitive/Privacy Data which is intended for use only by the individuals to whom it is addressed, it may contain
infarmation that is confidential, privileged or otharwise protected from disclosure under applicable laws. if you are not the intendad recipient please note that

vopyving or distributing this emall is strictiy prohibited.

HHS-0123556
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From: Kim, Jane (CMS/OIS)

Sent: Saturday, September 28, 2013 1:57 PM

To: Brewer, Charles R. (CMS/CTR); Mellor, Michael (CMS/QIS)

Cc: Fryer, Teresa M. (CMS/0IS); Baer, David R. (CMS/0IS); Cording, Kristina (CMS/QIS)
Subject: RE: ATC's for Review

Apologies for the inconvenience, the PA and L versions were not the updated ones. | have attached PA, 1L, and MN
again to this email,

Jjane

Jane Kim, PhD, CISSP, CIPR/G

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group (EISG)

Centers for Medicare & Medicald Services

PH: {410} 7R6-5430
http://www.cms.hhs.gov/informationsecurity/

Contact the EISG Team CISO@cms.hhs.gov

Rigk flopepreanent, Copesinhl, & Soaliodsg

This emall and any attachments may contain Sensitive/Privacy Data which is intended for use only by the individuals to whor it is addressed, it may contain
information that is confidential, privileged or atherwise protected fraom disciosure under applicadle laws. i you are not the intended recipient please note that
copying or distributing this email is strictly prohibited.

From: Kim, Jane (CMS/0IS)

Sent: Saturday, September 28, 2013 1:50 PM

To: Brewer, Charles R. (CMS/CTR); Mellor, Michael (CMS/QIS)

Cc: Fryer, Teresa M. (CMS/0IS); Baer, David R. (CMS/0IS); Cording, Kristina (CMS/QIS)
Subject: RE: ATC's for Review

Thank you Ryan,

Pdid minor grammar edits on 1L, PA, and MN, but that is it | have one quick question about Hi, but that is in the other
amail.

lane
Jane Kimn, PhD, CISSP, CIPP/G

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group (E{SG)

HHS-0123557
CMS0012487
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Centers for Medicare & Medicaid Services

PH: {410) 786-5430
http://www.cms.hhs.gov/informationsecurity/
Contact the FISG Team CISO®@cms.hhs.gov

This email and any attachments may contain Sensitive/Privacy Data which is intended for use only by the individuals to whom it is addressed, it may contain
infarmation that is confidential, privileged or otharwise protected from disclosure under applicable laws. if you are not the intended recipient please nate that
wopyving or distributing this emall is strictiy prohibited.

From: Brewer, Charles R. (CMS/CTR)

Sent: Saturday, September 28, 2013 12:18 PM

To: Mellor, Michael (CMS/0IS)

Cc: Kim, Jane (CMS/QIS); Fryer, Teresa M. (CMS/0OIS); Baer, David R. (CMS/0OIS); Cording, Kristina (CMS/QIS)
Subject: RE: ATC's for Review

Will do.

Ryan

C. Ryan Brewer GCIH, C|CISO, CISSP

Principal

GrayScout LLC mememememe oo memion,
Tel/Ofc: +1 202-904-2220 | Mobile: | (b)(6) i
rbrewer@grayscout.com | www.grayscout.com

From: Mellor, Michael (CMS/0IS)

Sent: Saturday, September 28, 2013 12:17 PM

To: Brewer, Charles R. (CMS/CTR)

Cc: Kim, Jane (CMS/QIS); Fryer, Teresa M. (CMS/0OIS); Baer, David R. (CMS/0OIS); Cording, Kristina (CMS/QIS)
Subject: Re: ATC's for Review

Thanks Ryan. Please include David and Kristina on these.

Sent from mobile device

On Sep 28, 2013, at 11:56 AM, "Brewer, Charles R. (CMS/CTR)" <Charles.Brewer2 @cms.hhs.gov> wrote:
Hi Jane,

Attached are the ATC's for Pennsylvania, Illinois, Minnesota, and Hawaii. Once you approve, I will print these and insert
them in the packages.

Ryan

C. Ryan Brewer GCIH, C|CISO, CISSP

HHS-0123558
CMS0012488
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Principal
GrayScout LL.C

rbrewer@grayscout.com | www.grayscout.com

<ATC CISO Reviewer Overall Comments Pennsylvania Medicaid (EDX).docx>

<ATC CISO Reviewer Overall Comments lllinois Integrated Eligibility System.docx>

<ATC CISO Reviewer Overall Comments Minnesota MNsure Application.docx>

<ATC CISO Reviewer Overall Comments Hawaii Kauhale On-Line Eligibility Assistance Project .docx>

HHS-0123559
CMS0012489
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Message
From: Zaman, Akhtar (CMS/OIS): NotResp E
: NotResp :
Sent: 9/29/2013 11:56:20 AM
To: Chao, Henry {CMS/OIS)i NotResp i Van, Hung
B. (CMS/0IS) ! NotResp i .
i NotResp Thurston, Robert (CMS/CTR)E NotResp
NotResp L Um, Peter (CMS/CTR) | NotResp
NotResp i Margush,
Doug C. (CMS/OIS)i NotResp i
Sharma, Hemant (CGl Federal) (Hemant.Sharma@cgifederal.com) [Hemant.Sharma@cgifederal.com]; Booth, Jon G.
(CMS/OC) NotResp iPatel, Ketan
(CMS/0C) NotResp :
CcC: Mike Finkel (mfinkel@qgssinc.com) [mfinkel@gqssinc.com]; Linares, George E. (CMS/OIS) | NotResp
NotResp iBasavaraju, Venkat (CMS/OIS) | NotResp |
NotResp i; Outerbridge, Momque(CMS/OlS)
NotResp | Grothe, Kirk A. (CMS/OIS)
Jim Jones (jjones_con@gqssinc.com) [jjones_con@gqssinc.com]; Oh, Mark U. (CMS/QIS)! NotResp
NotResp iWalter, Stephen J. (CMS/OIS)
NotResp : Shao, Lijun
i NotResp |
: NotResp i
Subject: ‘ RE: Performance testing results - 09/28 run for 1000 & 2000 Iconcurrenet users

Pls see attached results from last night’s performance testing i

just tried to capture below the average

response time {in seconds) for the 1000, & 2000 concurrent user runs. The average RT looks much higher in compare to

prmrmem—————— .

what we seen earlier (<5 seconds) ini NotResp | using 500 concurrent users but at the same time we know the! NotResp !

is seized much smaller thanf NotResp |

FFM_APP_TCO01_002¢_ChooseDifferentState 5.858 9.757 7.418

FFM_APP_TCO01_003_IndividualApplication 20171 34.767 33.545
FFM_APP_TCO01_004_EnterContactinfo_SaveAndContinue 16.67 27.798 24 476
FFM_APP_TCO01_005_HelpApplyingForCoverage_HelpApplyingForCoverage 10.955 20.381 16.175
FFM_APP_TCO01_006_HelpApplyingForCoverage_SecurityQuestions 10.826 20.786 16.673
FFM_APP_TCO01_007_HelpPayingForCoverage_HelpPayingForCoverage 13.945 28.385 27.832
FFM_APP_TCO01_008_HelpPayingForCoverage_ NeedFinancialAssistance 10.24 21.357 20.246
FFM_APP_TCO01_009_WhoNeedsCoverage_WhoNeedsCoverage 10.409 21.253 21.329
FFM_APP_TCO01_010_WhoNeedsCoverage_Person1_Info 10.575 21.32 22.209
FFM_APP_TCO01_011_WhoNeedsCoverage_Person2_Info 10.859 21.911 23.598
FFM_APP_TCO1_011b_WhoNeedsCoverage_ApplicantSummary_Save 137.548 149.621 225318
FFM_APP_TC01_012_FamilyAndHousehold_Person1_Gender 13.188 23.208 27.659

HHS-0017080
CMS0012490
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FFM_APP_TCO01_013_FamilyAndHousehold_Person1_SSNinfo 12.318 23.503 25.547
FFM_APP_TCO01_014_FamilyAndHousehold_Person1_Citizenship 34.806 42,679 44.865
FFM_APP_TCO01_015_FamilyAndHousehold_Person1_RaceEthnicity 45.201 63.302 66.066
FFM_APP_TCO01_016_FamilyAndHousehold_PersonZ_Gender 14.459 2222 23.693
FFM_APP_TCO01_017_FamilyAndHousehold_Person2_SSNinfo 12177 22542 23.325
FFM_APP_TC01_018_FamilyAndHousehold_Person2_Citizenship 31.197 39.469 44032
FFM_APP_TCO01_019_FamilyAndHousehold_Person2_ConfimAddress 12.779 22.605 22422
FFM_APP_TC01_020_FamilyAndHousehold_Person2_RaceEthnicity 37.935 59.697 67.75
FFM_APP_TCO01_021_FamilyAndHousehold_Summary_Save 71.272 78.554 114557
FFM_APP_TCO01_022_Additionallnfo_FederallyRecognizedTribe 6.532 15.742 18.236
FFM_APP_TCO01_023_ReviewAndSign_ReviewApp_AgreeStatements_SaveAndReturnLater| 18.799 62.084 90.797
FFM_APP_TC01_024_Logout 2.885 14.74 25.69

Pls feel free to ask any related questions/concerns, thy,

Akhtar

From: Chao, Henry (CMS/0IS)
Sent: Saturday, September 28, 2013 10:10 PM

To: Van, Hung B. (CMS/0OIS); Thurston, Robert (CMS/CTR); Um, Peter (CMS/CTR); Margush, Doug C. (CMS/QIS);
Sharma, Hemant (CGI Federal) (Hemant.Sharma@cgifederal.com); Zaman, Akhtar (CMS/0IS); Booth, Jon G. (CMS/0OC);

Patel, Ketan (CMS/0C)

Cc: Mike Finkel (mfinkel@gssinc.com); Linares, George E. (CMS/0IS); Basavaraju, Venkat (CMS/OIS); Outerbridge,

Monique (CMS/OIS); Grothe, Kirk A. (CMS/QIS)
Subject: Performance testing
Importance: High

Let SSA know what we need beyond 9-9 tomorrow.

Keep testing until just before midnight.

Send me the results (extrapolated) before 8:30am.

Thanks

Henry Chao

Deputy CIO & Deputy Director,

Office of Information Services

Centers for Medicare & Medicaid Services
410-786-1800

HHS-0017081
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Message
— Y R Ty o =
i NotResp i
Sent: 9/30/2013 3:08:57 AM
To: Robinson, Carolyn E. (CMS/OIS): NOtRESP
3 NotResp Trenkle Tony(CMS/OIS) NotResp
NotResp . i Chao, Henry (CMS/OIS) NotResp
NotResp ' Grothe, Kirk A. (cms/ors) | NotResp
i NotResp i
cc: I Tlerney,Janet L. (CMS/0IS) [ NotResp i
NotResp i Hitchcock, Angela N. (CMS/0IS) i NotResp
NotResp i i Lewis, Melinda (CMS/O!S) NotReSP ____
NotResp i; Weiss, Paul (CMS/OIS); ml!gtml'\:ggp
NotResp Blondell Star (CMS/OIS) | NotResp |
NotResp
Subject: (b)(3); (b)(4)

Thanks for the update.

Monigue Quterbridge

Director

Consumer Information and Insurance Systems Group
Office of Information Services, CMS

301-492-4376

410-786-5308 (Al Office)

From: Robinson, Carolyn E. (CMS/OIS)

Sent: Sunday, September 29, 2013 10:55 PM

To: Trenkle, Tony (CMS/0IS); Chao, Henry (CMS/QIS); Outerbridge, Monique (CMS/0IS); Grothe, Kirk A. (CMS/OIS)
Cc: Tierney, Janet L. (CMS/OIS); Hitchcock, Angela N. (CMS/QIS); Lewis, Melinda (CMS/QIS); Weiss, Paul (CMS/0IS);
Blondell, Star (CMS/QIS)

Subject: (b)(3); (b)(4)

(b)(3); (b)(4)

Sent using BlackBerry

From: Hitchcock, Angela N. (CMS/QIS)

Sent: Sunday, September 29, 2013 09:26 PM

To: Robinson, Carolyn E. (CMS/OIS); Tierney, Janet L. (CMS/QIS)
Cc: Lewis, Melinda (CMS/OIS)

Subject (b)(3); (b)(4)

HHS-0097080
CMS0012492
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See below. Ruairi is reviewing. (b)(3); (b)(4)

Begin forwarded message:

From: "Weiss, Paul (CMS/0IS)" <Paul.Weiss@cms.hhs.gov>

Date: September 28, 2013 at 11:43:36 PM EDT

To: "Hitchcock, Angela N. (CMS/OIS)" <Angela.Hitchcock@cms.hhs.gov>, "Lewis, Melinda (CMS/QIS)"
<Melinda.Lewis@cms.hhs.gov>, "Blondell, Star (CMS/OIS)" <Star.Blondell@cms.hhs.gov>

Subject! (b)(3); (b)(4) =

FYi

(b)(3); (b)(4)

From: Koch, Alan J [mailto:akoch@verizon.com]

Sent: Saturday, September 28, 2013 11:23 PM

To: Mummert, Andrew R. (CMS/OAGM); Golwalla Bryce (CMS/OAGM)

Cc: Weiss, Paul (CMS/QIS): Koch, Alan_J; Watkins, Henry M; Richard C Plummer (Richard); Clawson, Geraldine G

Subject (b)(3); (b)(4)

Bryce,

(b)(3); (b)(4)

Thanks,
alan

Alan § Koch
Verizon Terremark

mobile!____(b)(8)
email akoch@terremark.com

From: Mummert, Andrew R. (CMS/OAGM) [mailto:Andrew.Mummert@cms.hhs.gov]
Sent: Friday, September 27, 2013 10:30 PM

To: Golwalla Bryce (CMS/OAGM); Clawson, Geraldine G; Koch, Alan J

Cc: Weiss, Paul (CMS/0IS)

Subject: | (b)(3); (b)(4)

Alan

(b)(3); (b)(4)

HHS-0097081
CMS0012493
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From: Golwalla Bryce (CMS/OCAGM)

Sent: Friday, September 27, 2013 10:22 PM

To: gclawson@terremark.com

Cc: Mummert, Andrew R. (CMS/OAGM); Weiss, Paul (CMS/CIS)
Subject: (b)(3); (b)(4) 5

Geri- In case you're working late,i (b)(3); (b)(4)

I'll be working

through the weekend, let me know if there's anything T ¢an do to help.
Thank you,

Bryce Golwalla

Contract Specialist

Office of Acquisition and Grants Management (OAGM)
Centers for Medicare and Medicaid Services (CMS)
7500 Security Boulevard, Baltimore, MD 21244
Bryce.Golwalla@cms.hhs.gov

From: Mummert, Andrew R. (CMS/OAGM)
Sent: Friday, September 27, 2013 9:49 PM

To: Plummer, Richard C (Richard) (richard.c.plummer@verizon.com); Henry Mitchell Watkins (hwatkins@verizon.com)

Cc: Golwalla Bryce (CMS/OAGM)
Subject:: (b)(3); (b)(4)
Richard

(b)(3); (b)(4)

HHS-0097082
CMS0012494
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(b)(3); (b)(4)

HHS-0097083
CMS0012495
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(b)(3); (b)(4)

HHS-0097084
CMS0012496
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(b)(3); (b)(4)

NotResp

(b)(3); (b)(4)

HHS-0097085
CMS0012497
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Message
From: . Fryer, Teresa M. (CMS/OIS) NotResp
: NotResp '

Sent: 9/29/2013 6:28:09 PM _ .
To: Linares, George E. (CMS/OIS) NotResp
i NotResp :

Subject: Fw: ATC Packages

This is the current status.

From: Ryan Brewer [mailto:rbrewer@grayscout.com]

Sent: Sunday, September 29, 2013 02:18 PM

To: England-Gordon, John E. (CMS/0IS)

Cc: Fryer, Teresa M. (CMS/0IS); Mellor, Michael (CMS/OIS); Schankweiler, Thomas W. (CMS/CIS); Davis, Angela
(CMS/0OIS); Ambrosini, Ellen M. (CMS/0OEM); Schmidt, Donna W. (CMS/OIS); Linares, George E. (CMS/OIS); Cording,
Kristina (CMS/OIS); Baer, David R. (CMS/0IS); Kim, Jane (CMS/OIS)

Subject: Re: ATC Packages

Good afternoon,

(b)(5)

Ryan

On Sun, Sep 29, 2013 at 11:33 AM, Ryan Brewer <rbrewer@grayscout.com> wrote:
Hi John - Are we expecting any more today? If so, when is the estimated drop out time?

Best regards,
Ryan

On Sat, Sep 28, 2013 at 6:13 PM, England-Gordon, John E. (CMS/OIS) <John.England-Gordon@cms.hhs.gov> wrote:

We are leaving the following State ATC packages on the cabinets outside of Teresa’s office for your review.

NM, OH, SB, W1, IN, FL, VA, LA, AR, NC, WY, NE & both CO FFM and Medicaid

Thanx!it!

HHS-0132500
CMS0012498
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Regards,

John England-Gordon

Centers for Medicare & Meadicaid Services

C. Ryan Brewer GCIH, C|CISQ, CISSP
Principal

GrayScout LLC . _
Tel/Ofe: +1 202-904-2220 | Mobile:; (b)(8) i

rbrewer(@grayscout.com | www.gravseout.com

C. Ryan Brewer GCIH, C|CISO, CISSP
Principal
GrayScout LL.C .
Tel/Ofc: +1 202-904-2220 | Mobile:i (b)(6) :
rbrewer(@grayscout.com | www.grayscout.com

HHS-0132501
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Message
From: Fryer, Teresa M. (CMS/QIS) [/i
: ] NotResp
' NotResp ;
Sent: 9/30/2013 12:13:48 AM
To: 'rbrewer@grayscout.com’ [rbrewer@grayscout.com]
Subject: Re: ATC Packages

Thanks Ryant

From: Ryan Brewer [mailto:rbrewer@grayscout.com]
Sent: Sunday, September 29, 2013 06:56 PM

To: Fryer, Teresa M. (CMS/QIS); Mellor, Michael (CMS/QIS)
Subject: Re: ATC Packages

Quick status update. | have not heard from the ciisg team today for the remaining atc packages.

Ryan

*Sent from my mobile phone - please ignore the typos*

On Sep 29, 2013, at 2:18 PM, Ryan Brewer <rbrewer@grayscout.com> wrote:
Good afternoon,

(b)(8)

Best regards,

Ryan

On Sun, Sep 29, 2013 at 11:33 AM, Ryan Brewer <rbrewer@grayscout.com> wrote:

Hi John - Are we expecting any more today? If so, when is the estimated drop out time?
Best regards,

Ryan

On Sat, Sep 28, 2013 at 6:13 PM, England-Gordon, John E. (CMS/OIS) <John.England-Gordon@cms.hhs.gov> wrote:

We are leaving the following State ATC packages on the cabinets outside of Teresa’s office for your review.

NM, OH, SD, WI, IN, FL, VA, LA, AR, NC, WY, NE & both CO FFM and Medicaid

HHS-0132502
CMS0012500
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Thanx!!t!

cRegards,

ﬁ@ﬁﬁ ﬁﬂgl&ﬂd“gﬂdﬂﬂ

<image001.png>

Centers for Medicars & Medicaid Services

C. Ryan Brewer GCIH, C|CISO, CISSP
Principal
GrayScout LLC

rbrewer@grayscout.com | www.grayscout.com

C. Ryan Brewer GCIH, C|CISO, CISSP
Principal
GrayScout L1.C

Tel/Ofe: +1 202-904-2220 | Mobile: (b)(6)

threwer@gravscout.com | Www.graySCout Corm

HHS-0132503
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Message
From: Linares, George E. (CMS/OIS); NotResp i
i NotResp i
Sent: 9/30/2013 4:31:46 PM
To: Minze Chien [MChien@gssinc.com]; Richardson, Marc D. (CMS/OIS); NotResp
NotResp iCarter, Cathy T. (CMS/OIS) ! NotResp !
NotResp i Basavaraju, Venkat (CMS/OIS)
NotResp ; Adams, David L.
(CMS/01S) § NotResp | Amit Jasuja
[amit.jasuja@oracle.com]; Pardha Reddy [pardha.reddy@oracle.com]

CcC: Bikram Bakshi [bbakshi@gssinc.com]; PK Malhotra [pmalhotra@gssinc.com]; Michael Finkel [mfinkel@gssinc.com];
Yuri Radams [yradams@qssinc.com]; Kovilvenni Ramaswamy [kramaswamy@gqssinc.com]; Krishnamoorthi Ganesan
[kganesan@gqssinc.com]; Nitin Matta [nmatta@qssinc.com]; Girish Shetty [gshetty@qssinc.com]; Ivan Vinogradov
[ivinogradov@qssinc.com]; Pradeep Gangadharan [pgangadharan@qssinc.com]; Bavani Murari
[bmurari@qssinc.com]

Subject: RENotResLogln Performance Report (9/29/2013)

Alf,

was 3500 with 65% error. Are there more recent results? Could those be share promptly?

Thanks

George Linares
Acting Chief Technology Officer
Centers for Medicare & Medicaid Services {(CMS)

7500 Security Bhed,, N3-15-25
Baltimore, MD 21244-1850
Need more information? Visit the OIS website.

From: Minze Chien [mailto:MChien@qssinc.com]

Sent: Monday, September 30, 2013 12:16 PM

To: Richardson, Marc D. (CMS/QIS); Linares, George E. (CMS/OIS); Carter, Cathy T. (CMS/QIS); Basavaraju, Venkat
(CMS/0IS); Adams, David L. (CMS/0IS); Amit Jasuja; Pardha Reddy

Cc: Bikram Bakshi; PK Malhotra; Michael Finkel; Yuri Radams; Kovilvenni Ramaswamy; Krishnamoorthi Ganesan; Nitin
Matta; Girish Shetty; Ivan Vinogradov; Pradeep Gangadharan; Bavani Murari

Good Afternoon,

Attached please find the report for;'NotRe; Login performance on 9/29/2013.
Thanks. | R 1]

Minze

Minze V. Chien, Ph.D., CISSP
Technical Director, IAM Strategic Solutions

Qssl| www.gssinc.com
10025 Governor Warfield Parkway, Suite 401

HHS-0018440
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Columbia, MD 21044

(301) 977-7884 X305 and x223 {0}/ (py(e)  1iM)
mchien@agssinc.com e —

CMMI ® Maturity Level 3 Rated
GSA Approved HSPD-12 System Integrator
Top 100 Diversity-Owned businesses in 2004 and 2005

This electronic mail (including any attachments) may contain information that is privileged, confidential, and/or
otherwise protected from disclosure to anyone other than its intended recipient(s). Any dissemination or use of
this electronic email or its contents (including any attachments) by persons other than the intended recipient(s)
is strictly prohibited. If you have received this message in error, please notify the sender by reply email and
delete the original message (including any attachments) in its entirety.
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Message
— Tmares. George £, (OVS/015) ___________________________________ T
i NotResp i
Sent: 9/30/2013 4:41:38 PM
To: Minze Chien [MChien@gssinc.com]; Richardson, Marc D. {CMS/OIS) i NotResp
NotResp Carter, Cathy T. (CMS/O1S)] NotResp |
NotResp | Basavaraju, Venkat (CMS/OIS)
NotResp ! Adams, David L.
(CMs/Ols). NotResp | Amit Jasuja
[amit.jasuja@oracle.com]; Pardha Reddy [pardha.reddy@oracle.com]

CcC: Bikram Bakshi [bbakshi@gssinc.com]; PK Malhotra [pmalhotra@gssinc.com]; Michael Finkel [mfinkel@gssinc.com];
Yuri Radams [yradams@qssinc.com]; Kovilvenni Ramaswamy [kramaswamy@gqssinc.com]; Krishnamoorthi Ganesan
[kganesan@gqssinc.com]; Nitin Matta [nmatta@qssinc.com]; Girish Shetty [gshetty@qssinc.com]; Ivan Vinogradov
[ivinogradov@qssinc.com]; Pradeep Gangadharan [pgangadharan@qssinc.com]; Bavani Murari
[bmurari@qssinc.com]

Subject: RELNJLogln Performance Report (9/29/2013)

Got it. Thanks

George Linares
Acting Chief Technology Officer
Centers for Medicare & Medicaid Services {CMS)

# 410,788, 2866 1

george.linares@cms.hhs.gov

7500 Security Bhad,, N3-15-25
Baltimore, MD 212441850
Nead more information? Visit the OIS website.

From: Minze Chien [mailto:MChien@qgssinc.com]

Sent: Monday, September 30, 2013 12:41 PM

To: Linares, George E. (CMS/QIS); Richardson, Marc D. (CMS/OIS); Carter, Cathy T. (CMS/QIS); Basavaraju, Venkat
(CMS/QIS); Adams, David L. (CMS/0IS); Amit Jasuja; Pardha Reddy

Cc: Bikram Bakshi; PK Malhotra; Michael Finkel; Yuri Radams; Kovilvenni Ramaswamy; Krishnamoorthi Ganesan; Nitin
Matta; Girish Shetty; Ivan Vinogradov; Pradeep Gangadharan; Bavani Murari

(eorge,

I forwarded the report for today in ancther email.

Thanks.

Minze

Minze V. Chien, Ph.D., CISSP
Technical Director, |AM Strategic Solutions

Qssl | www.gssinc.com
10025 Governor Warfield Parkway, Suite 401

Columbia, MD 21044

(301) 977-7884x305 and x223 {0} 4 (b)(6) E(M)

CMMI ® Maturity Level 3 Rated
GSA Approved HSPD-12 System Integrator

Top 100 Diversity-Owned businesses in 2004 and 2005

HHS-0018442
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From: Linares, George E. (CMS/QIS) [mailto:George. Linares@cms.hhs.gov]

Sent: Monday, September 30, 2013 12:32 PM

To: Minze Chien; Marc Richardson; Carter, Cathy T. (CMS/OIS); Venkat Basavaraju; David Adams; Amit Jasuja; Pardha
Reddy

Cc: Bikram Bakshi; PK Malhotra; Michael Finkel; Yuri Radams; Kovilvenni Ramaswamy; Krishnamoorthi Ganesan; Nitin
Matta; Girish Shetty; Ivan Vinogradov; Pradeep Gangadharan; Bavani Murari

Al
The latest performance numbers ’r’m‘:

IR S

was 3500 with 65% error. Are there more recent results? Could those be share promptly?

N°;Res§that { have are from Saturday, where maximum number of concurrent users

Thanks

George Linares

Acting Chief Technology Officer

Centers for Medicare & Medicaid Services {CMS)

55 410.788.2866 1 george.linares@cms.hhs.gov
7H00 Security Bhd,, N3-15-25

Baltimore, MD 21244-1880

Need moere information? Visit the OIS website.

From: Minze Chien [mailto:MChien@gssinc.com]

Sent: Monday, September 30, 2013 12:16 PM

To: Richardson, Marc D. (CMS/QIS); Linares, George E. (CMS/QIS); Carter, Cathy T. (CMS/QIS); Basavaraju, Venkat
(CMS/QIS); Adams, David L. (CMS/0IS); Amit Jasuja; Pardha Reddy

Cc: Bikram Bakshi; PK Malhotra; Michael Finkel; Yuri Radams; Kovilvenni Ramaswamy; Krishnamoorthi Ganesan; Nitin
; Ivan Vinogradov; Pradeep Gangadharan; Bavani Murari

Thanks.

Minze

Minze V. Chien, Ph.D., CISSP
Technical Director, IAM Strategic Solutions

Qssl | www.gssinc.com

10025 Governor Warfield Parkway, Suite 401
Columbia, MD 21044

(301) 977-7884 x305 and x223 {0} il'""""(5)'(5’)""""';(M)
mchien@assinc.com

CMMI ® Maturity Level 3 Rated
GSA Approved HSPD-12 System Integrator
Top 100 Diversity-Owned businesses in 2004 and 2005

HHS-0018443
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This electronic mail (including any attachments) may contain information that is privileged, confidential, and/or
otherwise protected from disclosure to anyone other than its intended recipient(s). Any dissemination or use of
this electronic email or its contents (including any attachments) by persons other than the intended recipient(s)
is strictly prohibited. If you have received this message in error, please notify the sender by reply email and
delete the original message (including any attachments) in its entirety.
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Message
From: Purcell, Timothy J. (CMS/OIS)E NotResp
NotResp i
Sent: 10/1/2013 2:37:55 AM
To: Jayaprakash Thambusamy [jthambusamy@ qgssinc.com]; Bavani Murari [bmurari@gssinc.com]; Rakhmatouline,
Marat (CMS/CTR): NotResp e
NotResp 'Basavaraju Venkat (CMS/OIS) NotResp
NotResp Girish Shetty
[gshetty@qssmc com]; Minze Chien [MChien@gssinc.com]; CMS ETC_Consolidated Testmg. NotResp |
: NotResp H
I i NotResp - Vass, Paul A.(CMS/CTR) NotResp i I
NotResp i Srinivasulu Anala [sanala@qssinc.com]; Sathish Murugiah
[smuruglah@qssmc com]; Sandeep Pokala [spokala@qssmc com]; Srinivas Bellamkonda
r____[g_kgg[]ﬂmkonda@q55|nc com]; Mohan Aitham (aitham@gmail.com) [aitham@gmail.com]
CcC: -L__g_t_l"\_‘g§p-Team Leads '.@;_;_-t_‘é_-f_:‘_'reamLeads@q55|nc com]; Yuri Radams [yradams@qssinc.com]; Krishnamoorthi Ganesan
[kganesan@qssmc com]; Michael Finkel [mfinkel@gssinc.com]: Vignesh Srinivasan [vsrinivasan@gssinc.com]; CMS -
ETC! NotResp
| NotResp i Thompson, William L. (CMS/OIS) NotResp
] NotResp |Boblitz, John R. (CMS/OIS)  NotResp |
NotResp i Michael Finkel
[mfinkel@qssinc.com]; Krishnamoorthi Ganesan [kganesan@gqssinc.com]; Kovilvenni Ramaswamy
[kramaswamy@gqssinc.com]; Nitin Matta [nmatta@gqssinc.com]; CMS N ReiCMS Team : ----- N -c;'t-‘FE'é;Em‘;
: NotResp :
I Linares, George E. (CMS/OIS) ; NotResp
i _________________ NotResp i pardha.reddy@oracle.com; amit.jasuja@oracle.com
Subject: REzNOtRESP iPerformance Testing - Update - 09/30/2013 6PM Update
JP,
Thanks for the report

The error rate for 6k (IO/sec) was 10x that of the Sk (10/sec) error rate.

We run tha ______ NotResp | i for 6K Virtual Users . The failure rate is little higher than the scenario with lower number
of Vilsers

So the number of user per sec seem to not reflect what I would think, more VUs/sec would increment the error
rate but for 5/sec to 10/sec the error rate went down and Yuri mentioned that was being looked at.

Also the increase in total VUs would have just increase error rate some but it was 10 fold.

Do we have any idea why this is happening.

Thanks,
Timothy Purcell  timothv.ourcel@cms.hhs.gov + 410.786.0501 «71  (B)B)  isB)

IT Specialist, Innovative Healthcare Delivery Systems Group (IHDSG), Office of information Services {018}, Centers for Medicare &
Medicaid Services {CMS)
7500 Security Bhvd,, N2-14-23, Baltimors, MD 21244-1850
Need more information? Please visit the OIS website.

if the contractor considers anything contained hereln to be outside the current scope of the contract, or contrary to any of its terms and conditions, the contractor sholl
withhold performance on the part{s} in question and immediately notify the Contracting Officer in writing as to the specific discrepancies and any proposed corrective

HHS-0015689
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actions.

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW: This mformation has not been publicly disclosed and may be
privileged and confidential. 1t i3 for nternal government use only and must not be disseminated, distributed, or copied to persons not authorizad {0 recave he
idormation. Unamthorized disclosure may result in prosecution to the full extent of the law

From: Jayaprakash Thambusamy [mailto:jthambusamy@gssinc.com]

Sent: Monday, September 30, 2013 7:36 PM

To: Purcell, Timothy J. (CMS/0OIS); Bavani Murari; Rakhmatouline, Marat (CMS/CTR); Basavaraju, Venkat (CMS/QIS);
Girish Shetty; Minze Chien; CMS ETC_Consolidated Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish

amit.jasuja@oracle.com

.................. =

Subject:i NotResp ?erformance Testing - Update - 09/30/2013 6PM Update

Hi All,

Please find the performance status report for 09/30/2013 & PM.

SErvices scenario.

Marat/Venkat /Tim~ The (851 Response to the questions are below in Red.

Web .
. Elapse Projected
. Services : . . .
Iterati . . . . d Time | Succe | Failu | Error | registrati
Registration | Ramp Up Rate Start Time End Time -
on prmsmssnnnas {minut 55 re % ons per
| NotResp es) hour
10 User per 9/30/2013 1| 9/30/2013 14: 5.50
13 50| 5667 | 333
Second 3:17 PM 07:00 PM %
10 User per 9/30/2013 9/30/2013 0.56
12 46 | 4930 28
Second 9:32 10:18 %
NotResp
5 users per 9/29/2013 1.24
11 9/30/2013 0:15 30| 4938 62
second 11:45 %
5 users per 9/29/2013 9/29/2013 1.94
10 301 4903 97
second 11:00 11:30 %

HHS-0015690
CMS0012508



Obtained via FOIA by Judicial Watch, Inc.
Execute

Webservices
for 2 Step
Registration
of LOA#1

4 users per 9/29/2013 9/29/2013 0.13
NotResp 11| 2996 4 14,400
second 20:06 20:17 %

initial
registration
and
confirmation

)

Execute
Webservices
for 2 Step
Registration
of LOA#1

5 users per 9/29/2013 9/29/2013 23.38
NotResp 21 2271 693 18,000
( second 19:11 19:33 %

initial
registration
and
confirmation

)

Execute
Webservices
for 2 Step
Registration
of LOA#1

6 users per 9/29/2013 9/29/2013 1.81

16| 2933| 54 21,600
NotResp | | socond 18:05 18:21 %

initial
registration
and
confirmation

)

Execute
Webservices
for 2 Step
Registration
of LOA#1 3 users per 9/29/2013 9/29/2013 0.07

e 18 2998 2 10,800
second 17:04 17:22 %

initial
registration
and

HHS-0015691
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Execute
Webservices
for 2 Step
Registration
of LOA#1

NotResp

initial
registration
and
confirmation

)

3 users per
second

9/29/2013
16:20

9/29/2013
16:25

997

0.20
%

10,800

Execute
Webservices
for 2 Step
Registration
of LOA#1

NotResp

initial
registration
and
confirmation

)

2 Users Per
second

9/29/2013
15:35

9/29/2013
15:45

10

998

0.10
%

7,200

Execute
Webservices
for 2 Step
Registration
of LOA#1

initial
registration
and
confirmation

)

1 User Per
Second

9/29/2013
14:25

9/29/2013
14:59

34

915

0.22
%

3,600

Execute
Webservices
for 2 Step
Registration
of LOA#1

NotResp

1 User Per2
Seconds

9/29/2013
12:58

9/29/2013
13:46

48

912

0.00
%

1,800

HHS-0015692
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initial
registration
and
confirmation

)

Execute

Webservices

for 2 Step
Registration
of LOA#1
1! NotResp 1 User Per 2 9/29/2013 9/29/2013 47 208 1 0.11 1800
( Seconds 11:31 12:18 %
initial

registration
and
confirmation

)

Thanks

Javaprakash Thambusamy, PMP
QSs1 | www.gssinc.com
Testing Lead ~ CMSENOtr?es:iject

[ we— !

10440 Little Patuxent PRy |, Suite 1200
Columbia, MD 21044

b8 H{Miobite)
From: Purcell, Timothy J. (CMS/OIS) [mailto: Timothy.Purcell@CMS.hhs.gov]
Sent: Monday, September 30, 2013 4:00 PM
To: Jayaprakash Thambusamy; Bavani Murari; Rakhmatouline, Marat (CMS/CTR); Venkat Basavaraju; Girish Shetty;
Minze Chien; CMS ETC_Consolidated Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep
Pokala; Srinivas Bellamkonda; Mohan Aitham (aitham@gmail.com)

..............

JP,
Bavani,

Thanks for the update A few question from the team are below.

I re bulleted Marat’s question to numbers for ease of reference.

HHS-0015693
CMS0012511
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I have been asking to do #4 and #, When will we be Perf. Testing all the multiplgNotRespifunctionalities
at the same time?
This will help the report to Henry about whatiNotResphandle.

Also Venkat asked:
| am not sure how to translate rows 7, 8 and 9. What caused the error rate to go high in row 8. Isit possible to
list the box {weakest link among following NotResp utilization stats that contributed

to the error rate or stop command.

Thanks,
Timothy Purcell - timothy.ourcel@cms.hhs.gov + 410.786.0501 -
IT Specialist, Innovative Healthcare Delivery Systems Group (IHDSG), Office of Information Services {O1S), Centers for Medicare &

Medicaid Services {CMS)
7500 Security Blvd,, N2-14-23, Baltimore, MD 21244-1850

Need more information? Please visit the OIS website.
if the contractor considers anything contained herein to be outside the current scope of the contract, or controry to any of its terms and conditions, the contractor shall
withhold performaonce on the part(s} in question and immediately notify the Contracting Cfficer in writing as to the specific discrepancies ond any proposed corrective
actions.
INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:  This information has not been publicly disclosed and may be
privileged and confidential. 1t is for internal govermment vse ondy and oust not be di mnated, distributed, or copied fo persons not authorized to recoive the
information. Unauthorized disclosure reay result in prosseution fo the full extent of the law,

From: Rakhmatouline, Marat (CMS/CTR)

Sent: Monday, September 30, 2013 1:51 PM

To: Basavaraju, Venkat (CMS/OIS); 'Jayaprakash Thambusamy'; Richardson, Marc D. (CMS/QIS); Purcell, Timothy J.
(CMS/QIS); Girish Shetty; Minze Chien; CMS ETC_Consolidated Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala;

Cc:éf.‘.??ﬁ‘is_é- eam_Leads; Yuri Radams; Krishnamoorthi Ganesan; Michael Finkel; Bartley, Don L. (CMS/OIS); Burger,
Robert (CMS/0OIS); Jones, Carla D. (CMS/QIS); Mansaray, Sharlene (CMS/OIS); Wongus, Alethia C. (CMS/QIS); Nitin
Matta; Vignesh Srinivasan; CMS - ETC; Thompson, William L. (CMS/OIS); Boblitz, John R. (CMS/OIS); Michael Finkel;

Krishnamoorthi Ganesan; Kovilvenni Ramaswamy

ip,
Couple questions to these results {just to last run as example}:
1. s any reason you are reporting results only for one type of transactions {“Access URL” + "Login”} and not
mention “Click Links”. Error rate for these transactions related to access ‘Dummy” pages is 7%

{QS51}- At this point time of time we are concentrating on login logout transaction. We will be anslyzing on
the dummy pages and click links in our further scenarios.

2. Response time to access “Dummy” pages from 3.3 to 205.9 seconds with average 21 Sec. {(80% of all
responses are under 46.3 sec.} It includes more than 10 dummy pages, and all this response time spentin

control”?

HHS-0015694
CMS0012512
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[Q581]-The Response time we are reporting includes the time required to complete the transaction for all
the dummy pages 1-10. Between each dummy page we have 5 Sec of think time.

What happens at the end of the test, when “logout” response time jump to 1200 seconds {20 minutes 1 —
really reached timeout, never logout), Any investigation/insight on that behavior?

{QS51]-We are analyzing the logout behavior with NotResp tearm. We will update once we get

updates from the team.

Why scenario is scheduled in such way that maximum planned # users {5K) is never reached in parallel ~ first
users done before last are started. Maximum running VUsers reached only 3248,

[QSSI]-AtL this point of time, we are concentrating on login logout with iterations. We will be doing scenarios
with steady state later . With the steady state scenario, we will have the maximum number of VUsers at the

same time,

Can scenario be reorganized {with the same base script] to simulate natural end-user behavior {somebody
login, somebody logout, somebody scrolling through pages) and run scenario for at lzast 1 hour? it will
simulate more production oriented performance load instead of evervbody login, everybody iterate,
everybody logout {and first logout before last can start}

{551 We have a plan to run mix of scenarios to simulate natural end user behavior. We have requested

additional time to execute the scenarios.

Summary Report

User Hotes:

Running Vusers &.248

[} Hits per Second
Throughput
Transaction Summany

e 9,820.515,71%

¢ fhytesd secongdl: 5 3,933.5735

& 4sos4n

& 1EZ.124 Wi

g} Average Transaction Response Time

d: 51,857 Totsl Failed: 2,112 Tots! Stapped: 370

A 5 Stsf, @ 3 B0 Fercent  Pass

. . 4,44 199 355 9,183 3.29% £,343 17 24

ude Think Time) 2L.9vzi iznnggs 18903 25357 13704 xuis 47
2LE7T 20E.386 15.803 46,3357 18,704 1014 3T

116 4080 gy B
09532 4,820 14 S
2.953 4880 14 35
18,367 4,320 2R 42

Sarvice Lewsl Aoreement Lagend: 3 Pasg 52 Fail &% e Data

HITP Responses Summary

HHS-0015695
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Thanks,

Marat Rakhmatouline
CMS CITIC mci\heed Martin

_____________ ®X6) i(8B)
From: Basavaraju, Venkat (CMS/QIS)
Sent: Monday, September 30, 2013 12:35 PM
To: 'Jayaprakash Thambusamy'; Richardson, Marc D. (CMS/QIS); Purcell, Timothy J. (CMS/OIS); Girish Shetty; Minze
Chien' CMS ETC_ Consolidated Testing; Vass Paul A. (CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep Pokala;

Robelt (CMS/OIS), Jones, Carla D. (CMS/OIS), Mansaray, Shar!ene (CMS/OIS), Wongus, AIethna C. (CMS/OIS), N|t|n
Matta; Vignesh Srinivasan; CMS - ETC; Thompson, William L. (CMS/0IS); Boblitz, John R. (CMS/0IS); Michael Finkel;
Krlshnamoorthl Ganesan Kovilvenni Ramaswamy

Couple of guestions for clarification:

fam not sure how to translate rows 7, 8 and 8. What caused the error rate to go high in row 8. s it possible to list the

box {weakest link among following NotResp EutiEization stats that contributed to the error rate

or stop command,

to analyze further. We will get a some clarity on the weakest imk after our anaiysas.

enkat

From: Jayaprakash Thambusamy [mailto:jthambusamy@gssinc.com]

Sent: Monday, September 30, 2013 12:26 PM

To: Richardson, Marc D. (CMS/QIS); Purcell, Timothy J. (CMS/OIS); Girish Shetty; Minze Chien; Basavaraju, Venkat
(CMS/QIS); CMS ETC_Consolidated Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep
PokaIa Snnlvas BeIIamkonda Mohan Altham (althaqumatl com)

Robel’c (CMS/OIS) Jones Carla D. (CMS/OIS), Mansaray, Sharlene (CMS/0I1S); Wongus Alethla C. (CMS/0IS); N|t|n
Matta V|gnesh Srlnlvasan CMS ETC Thompson, William L. (CMS/0OIS); Boblitz, John R. (CMS/0IS); Michael Finkel;

Adl,

Please find the Performance Testing status as of 09/30/2013 12 PM.

We run ho?hg NotResp
% approximately, We are currentty wor kmo on h;qher number of VUsers for!

HHS-0015696
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Web _
: Elapse Projected
- Services : : 3 _
lterati _ . . . d Time | Succe | Failu | Error | registrati
Registration | Ramp Up Rate Start Time End Time .
on {minut 55 re % ons per
NotResp es) hour

_using 10 User per 9/30/2013 9/30/2013
12 : 46 | 4930 28 | 0.56%
NotRej(5K Second 9:32 10:18
VUsers)
NotResE Login
using iNotRespi | 5 users per 9/29/2013 | 9/30/2013
11 e - 30 | 4938 62 | 1.24%
(5000 second 11:45 0:15
VUsers)
iNotRespiL ogin
usingNotRespi | 5 users per 9/29/2013 |  9/29/2013
10 BNotResp: P 129 129/ 30| 4903 | 97| 1.94%
(5000 second 11:00 11:30
VUsers)
Execute

Webservices
for 2 Step
Registration

: | 4 users per 9/29/2013 9/29/2013
9 | NotResp ! 11 2996 4| 0.13% 14,400
second 20:06 20:17

initial
registration
and
confirmation

)

Execute
Webservices
for 2 Step

NotRe!
3 5 users per 9/29/2013 9/29/2013 23.38
21} 2271 693 18,000
second 19:11 19:33 %

initial

registration
and
confirmation

)

Execute
Webservices

for 2 Step

i ] 6 users per 9/29/2013 9/29/2013
7 | Registration 16| 2933 54| 1.81% 21,600
--------- 1| second 18:05 18:21
of LOA#1 NotR;

|
i
i
..................... Limimmi

initial

HHS-0015697
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and
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)
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Execute
Webservices
for 2 Step
Registration

of LOA#1iNotRe!

6|

NotResp i{

initial
registration
and
confirmation

)

(3 users per
second

9/29/2013
17:04

9/29/2013
17:22

18

2998

2| 0.07%

10,800

Execute
Webservices
for 2 Step
Registration

i NotResp

initial
registration
and
confirmation

)

[ 3 users per
second

9/29/2013
16:20

9/29/2013
16:25

997

2| 0.20%

10,800

Execute
Webservices
for 2 Step
Registration

initial
registration
and

confirmation

)

“2 Users Per
second

9/29/2013
15:35

9/29/2013
15:45

10

998

1| 0.10%

7,200

Execute
Webservices
for 2 Step
Registration

initial
registration
and

1 User Per
Second

9/29/2013
14:25

9/29/2013
14:59

34

915

2| 0.22%

3,600
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nc.

Execute
Webservices

for 2 Step
Registration

1 1 User Per 2
Seconds

initial
registration
and
confirmation

)

9/29/2013
12:58

9/29/2013
13:46

48

912

0.00%

1,800

Execute
Webservices
for 2 Step
Registration

of LoA#1NoIRe
: P11 User Per2
1 | NotResp {

. Seconds

initial
registration
and
confirmation

)

9/29/2013
11:31

9/29/2013
12:18

47

898

0.11%

1,800

Thanks
Javaprakash Thambusamy, PMP

10440 Little Patuxent Phwy , Suite 1200
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Columbia, MD 21044

{301) 977-7884 x 356(Work)

(b)(8) H{Mobile)

From: Richardson, Marc D. (CMS/OIS) [ mailto:Marc.Richardson@c¢ms.hhs.gov]

Sent: Sunday, September 29, 2013 7:29 PM

To: Jayaprakash Thambusamy; Timothy Purcell_con; Girish Shetty; Minze Chien; Venkat Basavaraju; CMS
ETC_Consolidated Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep Pokala; Srinivas
Bellamkonda; Mohan Aitham (aitham@gmail.com)

CoNotResp'Team_Leads; Yuri Radams; Krishnamoorthi Ganesan; Michael Finkel; Don Bartley; Robert Burger; Carla Jones;
Sharlene Mansaray; Alethia WongUS' Nitin Matta' Vignesh Srinivasan' CMS - ETC; Thompson, William L. (CMS/QIS);

Pasitive progress. Let’s keep it going team!

From: Jayaprakash Thambusamy [mailto:jthambusamy@gssinc.com]

Sent: Sunday, September 29, 2013 6:33 PM

To: Richardson, Marc D. (CMS/QIS); Purcell, Timothy J. (CMS/OIS); Girish Shetty; Minze Chien; Basavaraju, Venkat
(CMS/0IS); CMS ETC_Consolidated Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep
PokaIa Srlmvas Bellamkonda Mohan Altham (altham@qmatl com)

Robert (CMS/OIS_); Jones, Carla D. (CMS/OIS); Mansaray, Sharlene (CMS/OIS); Wongus, Alethia C. (CMS/QIS); Nitin
Matta; Vignesh Srinivasan; CMS - ETC; Thompson, William L. (CMS/0IS); Boblitz, John R. (CMS/QIS); Michael Finkel;
Krlshnamoorthl Ganesan

We executed the registration and confirmation web services scenario during the afternoon session with varying ramp
up rate. We are getting favorable results with less than 19 error rate. We continuing the testing with higher ramp
rate. We will provide the results later.

Projected
registrati
Web Elapsed ons
Services Time submitte
Iterati | Registrati {minut | Succe | Failu | Error d
on on Ramp Up Rate Start Time End Time es) ss re % per hour
Execute
Webservic
es for 2 9/29/2013 9/29/2013 18
Step 17:04 17:22
Registratio | 3 users per 0.067
6 | nof LOA#1 | second 2998 2 % 10,800
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NotResp

initial
registratio
n and
confirmati
on)

Obtained via FOI

A by Judicial Watch

nc.

Execute
Webservic
es for 2
Step
Registratio
n of LOA#1

NotResp

initial
registratio
n and
confirmati
on)

3 users per
second

9/29/2013
16:20

9/29/2013
16:25

997

0.200

10,800

Execute
Webservic
es for 2
Step
Registratio
n of LOA#1

NotResp

initial
registratio
n and
confirmati
on)

2 Users Per
second

9/29/2013
15:35

9/29/2013
15:45

10

998

0.100

7,200

Execute
Webservic
esfor 2
Step
Registratio
n of LOA#1

NotResp

initial
registratio
n and
confirmati
on)

1 User Per
Second

9/29/2013
14:25

9/29/2013
14:59

34

915

0.218

3,600
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Execute
Webservic
es for 2
Step
Registratio
n of LOA#1

NotResp

initial
registratio
n and
confirmati
2 | on)

1 User Per 2
Seconds

Obtained via FOI

9/29/2013
12:58

A by Judicial Watch

9/29/2013
13:46

nc.

483

0.000
912 0 %

1,800

Execute
Webservic
es for 2
Step
Registratio
n of LOA#1

NotResp

initial
registratio
n and
confirmati
1| on)

1 User Per 2
Seconds

9/29/2013
11:31

9/29/2013
12:18

47

0.111
898 1 %

1,800

Thanks

Jayaprakash Thambusamy, PMP

(551 | wwqusénc.mm

Columbia, MD 21044

isp.l
10440 Little Patuxent Pkwy , Suite 1200

Pm;e& ¥

{301) 977-7884 x 356(Work)

(b)(6) iMohile)

From: Jayaprakash Thambusamy
Sent: Sunday, September 29, 2013 2:26 PM
To: Marc Richardson; Timothy Purcell_con; Girish Shetty; Minze Chien; Venkat Basavaraju; CMS ETC_Consolidated

Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep Pokala; Srinivas Bellamkonda; Mchan
Aitham (aitham@gmail.com)

CC‘!NotRespTeam Leads; Yur| Radams; Krlshnamoorthn Ganesan Michael Finkel; Don Bartley; Robert Burger; Carla Jones;

HHS-0015702
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Marg,

Obtained via FOIA by Judicial Watch, Inc.

We will provide the next update by 6 PM Today.

Thanks

Jayvaprakash Thambusamy, PMP

Q@‘%I b www, qsaim l.()i"ﬂ

10440 thtie Patuxent Pkwy s f:aunte 1200
Columbia, MD 21044
{5{)1} 977-7884 x I58{Work}

(b)(6) {Mobsie}

From: Richardson, Marc D. (CMS/QIS) [mailto:Marc.Richardson@cms.hhs.gov]

Sent: Sunday, September 29, 2013 2:21 PM

To: Jayaprakash Thambusamy; Timothy Purcell_con; Girish Shetty; Minze Chien; Venkat Basavaraju; CMS
ETC_Consolidated Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep Pokala; Srinivas
Bellamkonda; Mohan Aitham (aitham@gmail.com)

Cc NotReSPTeam Leads Yur| Radams Knshnamoortm Ganesan Mlchael Finkel; Don Bartley; Robert Burger; Carla Jones;

_______

Importance High

When can we expect that next update. | need to tell my boss something in about 15 minutes.

From: Jayaprakash Thambusamy [mailto:jthambusamy@gssinc.com]

Sent: Sunday, September 29, 2013 1:17 PM

To: Purcell, Timothy J. (CMS/OIS); Girish Shetty; Minze Chien; Basavaraju, Venkat (CMS/0IS); Richardson, Marc D.
(CMS/QIS); CMS ETC_Consolidated Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep
PokaIa Srlmvas Bellamkonda Mohan Altham (altham@qmarl com)

Robert (CMS/OIS), Jones Carla D. (CMS/OIS), Mansaray, Sharlene (CMS/OIS), Wongus, Alethla C. (CMS/OIS), N|t|n
Matta; Vignesh Srinivasan; CMS - ETC; Thompson, William L. (CMS/0IS); Boblitz, John R. (CMS/QIS); Michael Finkel;
Krishnamoorthi Ganesan

We run thé NotResp ESc:enarios for login and Logout for 6000 VUsers yvesterday after noon .
The Team enoountered severai issues during the run and invobved CMS ETC Team last night to resolve the issues,

Today morning after we poafoa med an emiimmment shakedown testing, for 50 minutes we ran a 900 users web
services registration and confirmation test with the ramp up rate of 1 user for every 2 seconds. During this test
we observed 0.2 % error rate. We are currently re-running this test to confirm its results and establish them as
a baseling for the next test.

HHS-0015703
CMS0012521



Obtained via FOIA by Judicial Watch, Inc.
We will update the statistics spreadsheat with results and send it in the next update,

Thanks
Jayaprakash Thambusamy, PMP
QS8 | www.gssinc.com

10440 Little Patuxent Pkwy |, Suite 1200
Columbia, MD 21044
{301) 977-7884 x 356{Work}

(b)(6) i{Mobile)

From: Purcell, Timothy J. (CMS/OIS) [mailto:Timothy. Purcell@CMS.hhs.gov]

Sent: Saturday, September 28, 2013 2:35 PM

To: Girish Shetty; Minze Chien; Jayaprakash Thambusamy; Venkat Basavaraju; Marc Richardson; CMS ETC_Consolidated
Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep Pokala; Srinivas Bellamkonda; Mohan
Aitham (aitham®@gmail.com)

Importance: High

JP,
Girish,
Minze,

What is today’s update on this performance testing, we need updates 12pm and 6pm?
Has the plan changed?

Question below still needed as well.

Thanks,
; (b)(6) BB}
IT Speciafist, Inncvative Healthcare Delivery Systems Group (IHDSG), Office of Information Services (018}, Centers for Medicare &
Medicaid Services {CMS)
7500 Security Blvd., N2-14-23, Baltimore, MD 21244-1850
Need more information? Please visit the OIS website.

if the contractor considers anything contained herein to be outside the current scope of the contract, or contrary to any of its terms and conditions, the contractor shall

withhold performarnce on the part{s} in guestion and immediately notify the Contracting Officer in writing as to the specific discreponcies and any proposed corrective
actions.

INFORMATION NOT RELEASABLE TC THE PUBLIC UNLESS AUTHORIZED BY LAW.  This information has not been publicly diselosed and may be
privileged and confidontial. 1t is for internal povernment use only aad aust pot be disserainated, disteibuted, or copied 1o persons ned authorized to receive the
mfoomation. Unauthorized disclosire may result in prosecution {o the fisll extent of the law,

From: Purcell, Timothy J. (CMS/0IS)

Sent: Friday, September 27, 2013 9:03 PM

To: 'Jayaprakash Thambusamy'; Basavaraju, Venkat (CMS/QIS); Richardson, Marc D. (CMS/QIS); CMS ETC_Consolidated
Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep Pokala; Srinivas Bellamkonda; Mohan
Aitham (aitham@gmail.com)

HHS-0015704
CMS0012522



R Obtained via FOIA by Judicial Watch, Inc.
Cc:NotRespleam_Leads; Yuri Radams; Krishnamoorthi Ganesan (kganesan@gssinc.com); Michael Finkel
(mfinkel@qssinc.com) (mfinkel@gssinc.com); Bartley, Don L. (CMS/QIS); Basavaraju, Venkat (CMS/OIS); Burger, Robert
(CMS/0IS); Jones, Carla D. (CMS/QIS); Mansaray, Sharlene (CMS/OIS); Purcell, Timothy J. (CMS/CIS); Wongus, Alethia

C. (CMS/OIS); Nitin Matta (nmatta@gssinc.com); Minze Chien (MChien@gssinc.com); Vignesh Srinivasan; CMS - ETC;

Importance: High

QSSI Team,

Maybe missed at the Status meeting but I need to understand:
e What are the details?
e What are the details behind 65% failure rates?
e What are we doing to have more testing and more tuning?
e How are we going to support 10/1 with these type of failures? What is the plan to success here?

e Do we need a meeting tomorrow to discuss this?

(b)(5)

Any road blocks on this testing I expect phone call to my cell, home, and then to Marc.

Date Time gNotResé Heap|Vuser| Ramp Up| Total |[Failures| CPU | CPU | RAM | RAM Changes made
p il {GB) Rate no.of MAX | MAX | MAX | MAX
E {Sec/User| User @ @ @ @
Created NotResp
1(%) | 2(%) | (%) | (%)
26- |10:43-11:19 2 4 100 3 100 0% 8% | 6% |100% |100%
Sep
26- |13:27- 13:49 2 4 | 2500 10 1133 54% 8% 6% | 100% | 100%
Sep
26- |17:45- 18:01 2 4 | 2500 10 1001 60% 6% 4% | 95% | 100% |Reduced think time (
Sep 38 sec) and
executed
26- |18:31- 18:47 2 4 | 2500 10 1981 20% 7% 2% |100% | 100%
Sep
26- | 11:51:00- 2 4 |10000 10 0.00 100% 2% 1% |100% | 100% | Failed because of
Sep 12:04 service account
locked error.
27- 110:51-11:42 2 4 1000 10 3570 65% 100% | 100%
Sep

HHS-0015705
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Obtained via FOIA by Judicial Watch, Inc.
Thanks,
ﬁ?ﬁﬁiﬁ}f Purcell 7 timothy.purcell@cms.hhs.goy + 410.786.0501 «
IT Specialist, Innovative Healthcare Delivery Systems Group (IHDSG), Office of information Services {018}, Centers for Medicare &
Medicaid Services {CMS)
7500 Security Blvd,, N2-14-23, Baltimore, MD 212441850
Nesd more information? Please visit the OIS website.

if the contractor considers anything contained hereln to be outside the current scope of the contract, or contrary to any of its terms and conditions, the contractor shall
withhold performance on the part{s} in question and immediately notify the Contracting Officer in writing as to the specific discrepancies and any proposed corrective

i (b)) isB)

actions.

INFORMATION NOY RELEASABLE TO THE PUBLIC UNLESS AUTHORIZFED BY LAW,  This intormation has not been publicly disclosed and may be
privileged and confidential. It is for internal government ose only and must nol be dissamnated, disintbuted, or copied o persons not aulhorized to recetve the
information. Unauthorized disclosure meay result in prosecution fo the full extent of the law.

From: Jayaprakash Thambusamy [mailto:jthambusamy@gssinc.com]

Sent: Friday, September 27, 2013 2:20 PM

To: Basavaraju, Venkat (CMS/0IS); CMS - EIDM CMS Team; CMS ETC_Consolidated Testing; Richardson, Marc D.
(CMS/OIS); Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep Pokala; Srinivas Bellamkonda; Mohan
A|tha__r_n__ __(_gjtham@qmasl com)

Cc:i NotResTeam Leads; Yuri Radams
Subject RE:! | NotResp Performance Testing - Update - 09/26/2013

All,
Please find the updated report as of today noon{08/27/2013 12.00 PM)

We are concentrating web services scenario now with 1000 vUsers with 100 User per second. While running the

scenario, we are getting 35% success rate for 1000 VUsers with 10 User/Second rate.

The SAR Report for yesterday’s run is also attached.

Thanls
Javaprakash Thammsamy, PMP

10440 Little Paiuxem Pkwy . Suite 1200
Columbia , MD 21044

{301} 977-7884 x 356{Work)

. (b)(6) iMobile)

From: Basavaraju, Venkat (CMS/QIS) [mailto:Venkat.Basavaraju@cms.hhs.gov]
Sent: Friday, September 27, 2013 8: 17 AM

IPf QSSI -~ Thanks for the quick report.

HHS-0015706
CMS0012524
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Pwant to make it very clear that we need to focus on web services registration for 10/1 efforts as supposed to

registration via portal.

“enkat

From: Jayaprakash Thambusamy [mailto:jithambusamy@gssinc.com]
Sent: Friday, September 27, 2013 2:49 AM

To: CMSE NotRespiMS Team; CMS ETC_Consolidated Testing; Richardson, Marc D. (CMS/OIS); Vass, Paul A.(CMS/CTR)

Subject:i Notresp | Performance Testing - Update - 09/26/2013

Hi All,
Please find the attached report for performance testing status as of 09/26/2013
Highlights

1. For portal registration we had a success rate of around 40% for 2500 VUsers with 10 VUsers per second and 10 seconds
think time. Then we run the 3000 Registration with random think time. The success rate was 99% but request failed due to
Email Modification Error.

3.  We are having failures in web services registration and confirmation. The team is troubleshooting the issues.

Tomorrow’s Plan

1. Portal Registration Scenarios for 2K and 3K Users with varying ramp up rate to reach up to 30,000 User Registration.

ffor 50K Users based on the availability of ETC

2. Planning to create 50K Users using portal registration and runiL
Slots
3. Troubleshooting web services registration and confirmation failures.

Note: From today onwards, we will be sending the reports at 11 AM and 8 PM every day.

Thanks
Jayaprakash Thambusamy, PMP
QSSI | www.gssinc.com

10440 Little Patuxent Pkwy , Suite 1200
Columbia , MD 21044
(301) 977-7884 x 356(Work)

(b)) ___jMobile)
This electronic mail (including any attachments) may contain information that is privileged, confidential, and/or
otherwise protected from disclosure to anyone other than its intended recipient(s). Any dissemination or use of
this electronic email or its contents (including any attachments) by persons other than the intended recipient(s)
is strictly prohibited. If you have received this message in error, please notify the sender by reply email and
delete the original message (including any attachments) in its entirety.

HHS-0015707
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Message
From: Minze Chien [MChien@gssinc.com]
Sent: 9/30/2013 4:39:52 PM
To: Linares, George E. (CMS/OIS)' NotResp .
: NotResp !
cc: CMS - INOtReL\S Team | NotResp
! NotResp i
eamLeads@qssinc.com]; Michael Finkel [mfinkel@gssinc.com]
Subject: EPerformance Testing - Update - 09/30/2013
George,

Here is the latest report.
Thanks.

Minze

Minze V. Chien, Ph.D., CISSP

Technical Director, IAM Strategic Solutions
10025 Governor Warfield Parkway, Suite 401

Columbia, MD 21044 [ \
(301) 977-7884 x305 and x223 {0} 4___(B)(6)___ ¥pa

mehien@gssinc.com

CMMI ® Maturity Level 3 Rated
GSA Approved HSPD-12 System Integrator
Top 100 Diversity-Owned businesses in 2004 and 2005

From: Jayaprakash Thambusamy

Sent: Monday, September 30, 2013 12:26 PM

To: Marc Richardson; Timothy Purcell_con; Girish Shetty; Minze Chien; Venkat Basavaraju; CMS ETC_Consolidated
Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep Pokala; Srinivas Bellamkonda; Mohan

Sharlene Mansaray; Alethia Wongus; Nitin Matta; Vignesh Srinivasan; CMS - ETC; Thompson, William L. (CMS/OIS);
Boblitz, John R..(CMS/QIS); Michael Finkel; Krishnamoorthi Ganesan; Kovilvenni Ramaswamy

All,

Please find the Performance Testing status as of 09/30/2013 12 PM.

We run both NotResp iscenarios. The failure rate foi  NotResp  !less than 2% and web services is <1

% approximately. We are currently working on higher number of Visers fo NotResp

HHS-0015721
CMS0012526



Obtained via FOIA' by Judicial Watch, Inc.

Web .
: Elapse Projected
- Services : : 3 _
lterati _ . . . d Time | Succe | Failu | Error | registrati
Registration | Ramp Up Rate Start Time End Time .
on {minut 55 re % ons per
NotResp es) hour
10 User per 9/30/2013 9/30/2013
12 46 | 4930 28 | 0.56%
Second 9:32 10:18
1 5 users per 9/29/2013 9/30/2013 30 | 4938 6 | 1249
NotResP 1 second 11:45 0:15 e
5 users per 9/29/2013 9/29/2013
10 30| 4903 97 | 1.94%
second 11:00 11:30
Execute
Webservices
for 2 Step
Registration
4 4 users per 9/29/2013 9/29/2013
9 11} 2996 41 0.13% 14,400
T second 20:06 20:17
initial
registration
and
confirmation
)
Execute
Webservices
for 2 Step
Registration |
of LOA#1iNotRe!
g 5 users per 9/29/2013 9/29/2013 23.38
8 | NotResp ( 21 2271 693 18,000
oo second 19:11 19:33 %
initial
registration
and
confirmation
)
Execute
Webservices
for 2 Ste
i P 6 users per 9/29/2013 9/29/2013
7 | Registration 16| 2933 54| 1.81% 21,600
e 18:05 18:21

initial

J second
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registration

and
confirmation

)

Execute
Webservices

for 2 Step

Registrat_i_g_q____

of LOA#]NotRe!
3 users per 9/29/2013 9/29/2013
! NotResp { 18 | 2998 21 0.07% 10,800
I-.'-r.]-:t.?gl".m.; second 17:04 17:22

initi

registration
and
confirmation

)

Execute

Webservices
for 2 Step
Registration

3 users per 9/29/2013 9/29/2013
second 16:20 16:25

5 997 2| 0.20% 10,800
initial
registration
and
confirmation

)

Execute
Webservices
for 2 Step
Registration

y { 2 Users Per 9/29/2013 9/29/2013
! NotResp { 10 998 1| 0.10% 7,200
‘"':"'.'E""'! -------- - second 15:35 15:45

Initia

registration
and
confirmation

)

Execute

Webservices
for 2 Step
Registration

1 User Per 9/29/2013 9/29/2013

34 915 21 0.22% 3,600
Second 14:25 14:59

initial
registration
and

HHS-0015723
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confirmation

)

Obtained via FOIA

by Judicial Watch,

nc.

Execute
Webservices
for 2 Step
Registration

Reg
[ — ' 1 User Per 2

initial
registration
and

Seconds

confirmation

)

9/29/2013
12:58

9/29/2013
13:46

48

912

0.00%

1,800

Execute
Webservices
for 2 Step
Registration

...........

of LOA#1!NotRe!
...................... L s U 1 User Per 2

Seconds

e
registration
and

confirmation

)

9/29/2013
11:31

9/29/2013
12:18

47

898

0.11%

1,800

Thanks
Javaprakash Thambusamy, PMP

Testing Lead - CMSEN(;tRej Project

10440 Little Patuxent Phwy , Suite 1200

HHS-0015724
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Columbia, MD 21044

{301) 977-7884 x 356(Work)

From: Richardson, Marc D. (CMS/OIS) [ mailto:Marc.Richardson@c¢ms.hhs.gov]

Sent: Sunday, September 29, 2013 7:29 PM

To: Jayaprakash Thambusamy; Timothy Purcell_con; Girish Shetty; Minze Chien; Venkat Basavaraju; CMS
ETC_Consclidated Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep Pokala; Srinivas
Bellamkonda; Mohan Aitham (aitham@gmail.com)

Cc:iNotResiTeam_Leads; Yuri Radams; Krishnamoorthi Ganesan; Michael Finkel; Don Bartley; Robert Burger; Carla Jones;

[Shbatierthvbabuct

Sharlene Mansaray; Alethia Wongus; Nitin Matta; Vignesh Srinivasan; CMS - ETC; Thompson, William L. (CMS/QIS);
Boblitz, John R. (CMS/01S); Michael Finkel; Krishnamoorthi Ganesan

Pasitive progress. Let’s keep it going team!

From: Jayaprakash Thambusamy [mailto:jthambusamy@gssinc.com]

Sent: Sunday, September 29, 2013 6:33 PM

To: Richardson, Marc D. (CMS/QIS); Purcell, Timothy J. (CMS/OIS); Girish Shetty; Minze Chien; Basavaraju, Venkat
(CMS/QIS); CMS ETC_Consolidated Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep
Pokala; Srinivas Bellamkonda; Mohan Aitham (aitham@gmail.com)

Cc:EL_r:l_g_t_l_?_gf_;Team_Leads; Yuri Radams; Krishnamoorthi Ganesan; Michael Finkel; Bartley, Don L. (CMS/QIS); Burger,

Robert (CMS/OIS); Jones, Carla D. (CMS/0OIS); Mansaray, Sharlene (CMS/0IS); Wongus, Alethia C. (CMS/0IS); Nitin
Matta; Vignesh Srinivasan; CMS - ETC; Thompson, William L. (CMS/0IS); Boblitz, John R. (CMS/QIS); Michael Finkel;
Krishnamoorthi Ganesan

Subject: RE: NotResp Performance Testing - Update - 09/26/2013 **** Rigk 7?7?77 ****

All,

We executed the registration and confirmation web services scenario during the afternoon session with varying ramp
up rate. We are getting favorable results with less than 19 error rate. We continuing the testing with higher ramp
rate. We will provide the results later.

Projected
registrati
Web Elapsed ons
Services Time submitte
Iterati | Registrati {minut | Succe | Failu | Error d
on on Ramp Up Rate Start Time End Time es) ss re % per hour
Execute
Webservic
es for 2 9/29/2013 9/29/2013 18
Step 17:04 17:22
Registratio | 3 users per 0.067
6 | nof LOA#1 | second 2998 2 % 10,800
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CMS0012530



NotResp

initial
registratio
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confirmati
on)

Obtained via FOI

A by Judicial Watch

nc.

Execute
Webservic
es for 2
Step
Registratio
n of LOA#1

NotResp

initial
registratio
n and
confirmati
on)

3 users per
second

9/29/2013
16:20

9/29/2013
16:25

997

0.200

10,800

Execute
Webservic
es for 2
Step
Registratio
n of LOA#1

NotResp

initial
registratio
n and
confirmati
on)

2 Users Per
second

9/29/2013
15:35

9/29/2013
15:45

10

998

0.100

7,200

Execute
Webservic
esfor 2
Step
Registratio
n of LOA#1

initial
registratio
n and
confirmati
on)

1 User Per
Second

9/29/2013
14:25

9/29/2013
14:59

34

915

0.218

3,600
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nc.
Execute

Webservic
es for 2
Step
Registratio
n of LOA#1

9/29/2013 9/29/2013
NotResp ( 12:58 13:46

483

initial
registratio
n and
confirmati | 1 User Per 2 0.000
2 | on) Seconds 912 0 % 1,800

Execute
Webservic
es for 2
Step
Registratio
n of LOA#1

9/29/2013 9/29/2013

47
NotResp ( 11:31 12:18

initial
registratio
n and
confirmati | 1 User Per 2 0.111
1| on) Seconds 898 1 % 1,800

Tha

nks

Jayaprakash Thambusamy, PMP

0551 | www.gssinc.com

Testing Lead - CMéNotResi Project

[ IR

10440 Little Patuxent Pkwy , Suite 1200
Columbia, MD 21044
{301} 977-7884 x 356{Work)

(b)(6) H{Maobile)

From: Jayaprakash Thambusamy
Sent: Sunday, September 29, 2013 2:26 PM

To:

Marc Richardson; Timothy Purcell_con; Girish Shetty; Minze Chien; Venkat Basavaraju; CMS ETC_Consolidated

Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep Pokala; Srinivas Bellamkonda; Mchan

Aith

am (aitham@gmail.com)

Cc:

NotRespTeam_Leads; Yuri Radams; Krishnamoorthi Ganesan; Michael Finkel; Don Bartley; Robert Burger; Carla Jones;

Sha

rlene Mansaray; Alethia Wongus; Nitin Matta; Vignesh Srinivasan; CMS - ETC; Thompson, William L. (CMS/OIS);

HHS-0015727
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Marg,

We will provide the next update by 6 PM Today.

Thanks
Jayvaprakash Thambusamy, PMP
Q@‘%I b www, qseim‘ com

10440 thtie Patuxent Pkwy s f:aunte 1200

Columbia , MD 21044
(301) 977-7884 x 356{Work)
(b)(6) iMobile}

Obtained via FOIA by Judicial Watch, Inc.

From: Richardson, Marc D. (CMS/QIS) [mailto:Marc.Richardson@cms.hhs.gov]
Sent: Sunday, September 29, 2013 2:21 PM
To: Jayaprakash Thambusamy; Timothy Purcell_con; Girish Shetty; Minze Chien; Venkat Basavaraju; CMS

ETC_Consolidated Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep Pokala; Srinivas

Bellamkonda Mohan Aitham (aithaqumaiI com)

Shar!ene Mansaray, Alethla Wongus; N|t|n Matta; Vignesh Srlnlvasan CMS - EFC Thompson, William L. (CMS/OIS),
Boblitz, John R. {CMS/OIS); Michael Finkel; Krishnamoorthi Ganesan
Subject: RE; NotResp Performance Testing - Update - 09/26/2013 **** Rigk ??77? ****

Importance: High

When can we expect that next update.

I need to tell my boss something in about 15 minutes.

From: Jayaprakash Thambusamy [mailto:jthambusamy@gssinc.com]

Sent: Sunday, September 29, 2013 1:17 PM
To: Purcell, Timothy J. (CMS/OIS); Girish Shetty; Minze Chien; Basavaraju, Venkat (CMS/0IS); Richardson, Marc D.
(CMS/QIS); CMS ETC_Consolidated Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep
PokaIa Srlmvas Bellamkonda Mohan Altham (altham@qmarl com)

................

Robert (CMS/OIS), Jones Carla D. (CMS/OIS), Mansaray, Sharlene (CMS/OIS), Wongus, Alethla C. (CMS/OIS), N|t|n
Matta; Vignesh Srinivasan; CMS - ETC; Thompson, William L. (CMS/0IS); Boblitz, John R. (CMS/QIS); Michael Finkel;

Krlshnamoorthl Ganesan

1. Werunthe NotResp

Scenarios for login and Logout for 6000 VUsers vesterday after noon .

The Team enCOURTETET SEVETE] 55UES diring the run and involved CMS ETC Team last night to resolve the issues.

We are planning to rerun th

NotResp

today afternoon.

2. Today morning after we pertormed an environment shakedown testing, for 50 minutes we ran a 900 users web
services registration and confirmation test with the ramp up rate of 1 user for every 2 seconds. During this test
we observed 0.2 % error rate. We are currently re-running this test to confirm its results and establish them as

a baseline for the next test.
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Obtained via FOIA by Judicial Watch, Inc.
We will update the statistics spreadsheat with results and send it in the next update,

Thanks
Jayaprakash Thambusamy, PMP
Q‘%“il | www, qssinf com

...............

10440 i..m.ie: Paiuxem Pkwy , Suite 1200
Columbia, MD 21044
{301) 977-7884 X 356{Work}

b)) (Mobile)

From: Purcell, Timothy J. (CMS/OIS) [mailto:Timothy. Purcell@CMS.hhs.gov]

Sent: Saturday, September 28, 2013 2:35 PM

To: Girish Shetty; Minze Chien; Jayaprakash Thambusamy; Venkat Basavaraju; Marc Richardson; CMS ETC_Consolidated
Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep Pokala; Srinivas Bellamkonda; Mohan
Aitham (aitham@gmail.com)

CC‘NotRespTeam Leads; Yuri Radams; Krishnamoorthi Ganesan; Michael Finkel; Don Bartley; Robert Burger; Carla Jones;

Sharlene Mansaray, Alethia Wongus; Nitin Matta; Vignesh Srinivasan; CMS - ETC; Thompson, William L. (CMS/QIS);
Bobhtz John R (CMS/OIS), Michael kael Krishnamoorthi Ganesan

....................

Importance- ngh

JP,
Girish,
Minze,

What is today’s update on this performance testing, we need updates 12pm and 6pm?
Has the plan changed?

Question below still needed as well.

Thanks,
%@mﬁﬁy Prrcell 0 timothy.ourcell@cms.hhs.goy = 410.786.0501
IT Speciafist, Inncvative Healthcare Delivery Systems Group (IHDSG), Office of Information Services (018}, Centers for Medicare &

Medicaid Services {CMS)
7500 Security Blvd., N2-14-23, Baltimore, MD 21244-1850

Need more information? Please visit the OIS website.
if the contractor considers anything contained herein to be outside the current scope of the contract, or contrary to any of its terms and conditions, the contractor shall
withhold performarnce on the part{s} in guestion and immediately notify the Contracting Officer in writing as to the specific discreponcies and any proposed corrective

(b)(6) '{BB)

gctions.

INFORMATION NOT RELEASABLE TC THE PUBLIC UNLESS AUTHORIZED BY LAW.  This information has not been publicly diselosed and may be
privileged and confidontial. 1t is for internal povernment use only aad aust pot be disserainated, disteibuted, or copied 1o persons ned authorized to receive the
mformation. Unauthorized disclosure may remilt in prosecution o the full extent of the law.

From: Purcell, Timothy J. (CMS/0IS)

Sent: Friday, September 27, 2013 9:03 PM

To: 'Jayaprakash Thambusamy'; Basavaraju, Venkat (CMS/QIS); Richardson, Marc D. (CMS/QIS); CMS ETC_Consolidated
Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep Pokala; Srinivas Bellamkonda; Mohan
Aitham (aitham@gmail.com)
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............. Obtained via FOIA by Judicial Watch, Inc.
Cc:: [!_o;_t_[?_c_e_s_Team Leads; Yuri Radams; Krishnamoorthi Ganesan (kganesan@gssinc.com); Michael Finkel
(mfinkel@qssinc.com) (mfinkel@gssinc.com); Bartley, Don L. (CMS/QIS); Basavaraju, Venkat (CMS/OIS); Burger, Robert
(CMS/0IS); Jones, Carla D. (CMS/QIS); Mansaray, Sharlene (CMS/OIS); Purcell, Timothy J. (CMS/CIS); Wongus, Alethia

C. (CMS/OIS)' Nitin Matta (nmattanssinc com); Minze Chien (MChien@qssinc com); Vignesh Srinivasan; CMS - ETC;

Importance High

QSSI Team,

Maybe missed at the Status meeting but I need to understand:
e What are the details?
e What are the details behind 65% failure rates?
e What are we doing to have more testing and more tuning?
e How are we going to support 10/1 with these type of failures? What is the plan to success here?

e Do we need a meeting tomorrow to discuss this?

(b)(8)

Any road blocks on this testing I expect phone call to my cell, home, and then to Marc.

Date Time §NotRes Heap|Vuser| Ramp Up| Total |[Failures| CPU | CPU | RAM | RAM Changes made
Nodes| (GB) Rate no.of MAX | MAX | MAX | MAX
{Sec/User| User [ | | @ @ @ @
Created NotResp i
1(%) 1 20%) | 1) ] %)
26- |10:43-11:19) 2 4 100 3 100 0% 8% | 6% |100% |100%
Sep
26- |13:27- 13:49 2 4 | 2500 10 1133 54% 8% 6% | 100% | 100%
Sep
26- |17:45- 18:01 2 4 | 2500 10 1001 60% 6% 4% | 95% | 100% |Reduced think time (
Sep 38 sec) and
executed
26- |18:31- 18:47 2 4 | 2500 10 1981 20% 7% 2% |100% | 100%
Sep
26- | 11:51:00- 2 4 |10000 10 0.00 100% 2% 1% |100% | 100% | Failed because of
Sep 12:04 service account
locked error.
27- | 10:51-11:42 | 2 4 1000 10 3570 65% 100% | 100%
Sep
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Thanks,
ﬁ?ﬁﬁiﬁ}f Purcell 7 timothy.purcell@cms.hhs.goy 410,786 0501 «
IT Specialist, Innovative Healthcare Delivery Systems Group (IHDSG), Office of information Services {018}, Centers for Medicare &
Medicaid Services {CMS)
7500 Security Blvd,, N2-14-23, Baltimore, MD 212441850
Nesd more information? Please visit the OIS website.

if the contractor considers anything contained hereln to be outside the current scope of the contract, or contrary to any of its terms and conditions, the contractor shall
withhold performance on the part{s} in question and immediately notify the Contracting Officer in writing as to the specific discrepancies and any proposed corrective

actions.

INFORMATION NOY RELEASABLE TO THE PUBLIC UNLESS AUTHORIZFED BY LAW,  This intormation has not been publicly disclosed and may be
privileged and confidential. It is for internal government ose only and must nol be dissamnated, disintbuted, or copied o persons not aulhorized to recetve the
information. Unauthorized disclosure meay result in prosecution fo the full extent of the law.

From: Jayaprakash Thambusamy [mailto:jthambusamy@gssinc.com]
Sent: Friday, September 27, 2013 2: 20 PM

(CMS/OIS), Vass, Paul A.(CMS/CTR), Snmvasulu Anala; Sathlsh Muruglah, Sandeep Pokala; Srinivas Bellamkonda, Mohan
Aitham_(aitham@gmail.com)
Cc:i"‘°tRes Team Leads; Yuri Radams

Adl,

Please find the updated report as of today noon{08/27/2013 12.00 PM)

We are concentrating web services scenario now with 1000 vUsers with 100 User per second. While running the

scenario, we are getting 35% success rate for 1000 VUsers with 10 User/Second rate.

The SAR Report for yesterday’s run is also attached.

Thanls
Jayaprakash Thambusamy, PMP
QSSI | www, qss_sinﬁ com

10440 Little Paiuxent Pkwy . Suite 1200
Columbia , MD 21044
{301} 977-7884 x 356{Work)

(b)(6) {Mobile}

From: Basavaraju Venkat (CMS/OIS) [mailto:Venkat.Basavaraju@cms.hhs.gov]

IPf QSSI -~ Thanks for the quick report.

HHS-0015731
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Pwant to make it very clear that we need to focus on web services registration for 10/1 efforts as supposed to

registration via portal.

“enkat

From: Jayaprakash Thambusamy [maiItO'ithambusamv@qssinc.com]

Hi All,
Please find the attached report for performance testing status as of 09/26/2013
Highlights

1. For portal registration we had a success rate of around 40% for 2500 VUsers with 10 VUsers per second and 10 seconds
think time. Then we run the 3000 Registration with random think time. The success rate was 99% but request failed due to
Email Medification Error

3. Weare having fallures in web services registration and conﬂrmatlon. The team is troubleshooting the issues.

Tomorrow’s Plan

1. Portal Registration Scenarios for 2K and 3K Users with varying ramp up rate to reach up to 30,000 User Registration.

2. Planning to create 50K Users using portal registration and ruri  NotResp ifor 50K Users based on the availability of ETC
Slots | SRR ——
3. Troubleshooting web services registration and confirmation failures.

Note: From today onwards, we will be sending the reports at 11 AM and 8 PM every day.

Thanks

Jayaprakash Thambusamy, PMP

QSSI | www. qssinc.com_.,

10440 Little Patuxent Pkwy , Suite 1200
Columbia , MD 21044

(301) 977-7884 x 356(Work)

(b)(6) Mobile)

This electronic mail (including any attachments) may contain information that is privileged, confidential, and/or
otherwise protected from disclosure to anyone other than its intended recipient(s). Any dissemination or use of
this electronic email or its contents (including any attachments) by persons other than the intended recipient(s)
is strictly prohibited. If you have received this message in error, please notify the sender by reply email and
delete the original message (including any attachments) in its entirety.
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Message

Obtained via FOIA by Judicial Watch, Inc.

From:
Sent:
To:

CC:

Subject:

Hi All,

Jayaprakash Thambusamy [jthambusamy@gssinc.com]

9/30/2013

Purcell, Timothy J. (CMS/OISE

11:35:47 PM

NotResp

i
i
i

NotResp

i Bavani Murari [omurari@qssinc.com]; Rakhmatouline, Marat

(CMS/CTR)!

NotResp

NotResp

NotResp

| E—

iBasavaraju, Venkat (CMS/OIS); NotResp !
! Girish Shetty

NotResp

NotResp

‘Vass, Paul A.(CMS/CTR) |

NotResp

NotResp

i Srinivasulu Anala [sanala@qssinc.com]; Sathish Murugiah

[smurugiah@qssinc.com]; Sandeep Pokala [spokala@qssinc.com]; Srinivas Bellamkonda
[sbellamkonda@qssinc.com]; Mohan Aitham (aitham@gmail.com) [aitham@gmail.com]

[kganesan@gssinc.com]; Michael Finkel [mfinkel@gssinc.com]; Vignesh Srinivasan [vsrinivasan@qssinc.com]; CMS -

ETCi

NotResp

NotResp

NotResp

NotResp

!; Michael Fin

iBoblitz, John R. (CMS/OIS){ NotResp |

NotResp

Linares, George E. (CI\/IS/OIS)E

NotResp

NotResp

i
i
L

Please find the performance status report for 09/30/2013 6 PM.

We run the

NotResp

i pardha.reddy@oracle.com; amit.jasuja@oracle.com
,\',otResp i;Performance Testing - Update - 08/30/2013 6PM Update

for 6K Virtual Users . The failure rate is little higher than the scenario with lower number of

Vilsers. After that we run the scenario for 8K Users to compare the behavior, but there is an issue in sharing the Load

generators with other team. We stopped thé

SErVices scenario.

Marat/Venkat /Tim— The Q581 Response to the questions are below in Red.

ese.

s and concentrating on troubleshooting the issues in web

Web
. Elapse Projected
lterati Services d Time | Succe | Failu | Error | registrati
Registration | Ramp Up Rate Start Time End Time .
on {minut ss re % ons per
NotResp es) hour
10 User per 9/30/2013 1| 9/30/2013 14: 5.50
13 50| 5667 333
Second 3:17 PM 07:00 PM %

(6K VUsers)

HHS-0015733
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"usrng"'! 10 User per 9/30/2013 9/30/2013 0.56
12 NotRes, 46 | 4930 28
: 15K Second 9:32 10:18 %

VUsers)

NotRe§§L0gin

i
!
i -

5 users per 9/29/2013 1.24
9/30/2013 0:15 30| 4938 62

(5000 second 11:45 %
VUsers)

11

NotResp;I_ogin

singi i| 5 users per 9/29/2013 9/29/2013 1.94
10 | SINBiNotRespy) 2 USErS P 129/ 129/ 30| 4903 | 97

(5000 second 11:00 11:30 %
VUsers)

Execute
Webservices
for 2 Step
Registration
of LOA#1

4 users per 9/29/2013 9/29/2013 0.13
9 |i NotResp 11| 2996 4 14,400
second 20:06 20:17 %

initial
registration
and
confirmation

)

Execute
Webservices
for 2 Step
Registration
of LOA#1

5 users per 9/29/2013 9/29/2013 23.38
8 |i NotResp ( 21 2271 693 18,000

second 19:11 19:33 %

initial
registration
and
confirmation

)

Execute
Webservices
for 2 Step
Registration
of LOA#1 6 users per 9/29/2013 9/29/2013 1.81

7 16| 2933 54 21,600
second 18:05 18:21 %

NotResp

initial
registration
and

HHS-0015734
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confirmation

)

Obtained via FOI

A by Judicial Watch, Inc.

Execute
Webservices
for 2 Step
Registration
of LOA#1

NotResp

initial
registration
and
confirmation

)

3 users per
second

9/29/2013
17:04

9/29/2013
17:22

18

2998

0.07
%

10,800

Execute
Webservices
for 2 Step
Registration
of LOA#1

NotResp

initial
registration
and
confirmation

)

3 users per
second

9/29/2013
16:20

9/29/2013
16:25

997

0.20
%

10,800

Execute
Webservices
for 2 Step
Registration
of LOA#1

initial
registration
and
confirmation

)

2 Users Per
second

9/29/2013
15:35

9/29/2013
15:45

10

998

0.10
%

7,200

Execute
Webservices
for 2 Step
Registration
of LOA#1

: NotResp E

1 User Per
Second

9/29/2013
14:25

9/29/2013
14:59

34

915

0.22
%

3,600
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Obtained via FOIA by Judicial Watch, Inc.

E NotResp ,{
Ifriftié ........ -
registration
and
confirmation

)

Execute

Webservices
for 2 Step
Registration
of LOA#1

1 User Per 2 9/29/2013 9/29/2013 0.00
2 | NotResp 48 912 0 1,800
( Seconds 12:58 13:46 %

initial
registration
and
confirmation

)

Execute

Webservices
for 2 Step
Registration
of LOA#1

1 User Per2 9/29/2013 9/29/2013 0.11
1 || NotResp 47 898 1 1,800
( Seconds 11:31 12:18 %

initial
registration
and
confirmation

)

Thanks

Javaprakash Thambusamy, PMP

QSSH| www.gssinc.com_

Testing Lead — CMSNotRes Project
10440 Little Patuxent Pkwy |, Suite 1200
Columbia, MD 21044

{301) 977-7884 x 356{Work)

i (b)(6) {Mobile)

From: Purcell, Timothy J. (CMS/0IS) [mailto: Timothy.Purcell@CMS.hhs.gov]

Sent: Monday, September 30, 2013 4:00 PM

To: Jayaprakash Thambusamy; Bavani Murari; Rakhmatouline, Marat (CMS/CTR); Venkat Basavaraju; Girish Shetty;
Minze Chien; CMS ETC_Consolidated Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep
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Subject: RE: NotResp Performance Testlng Update - 09/26/2013 **** Rjgk 77777 ****

JP
Bavani,

3

Thanks for the update A few question from the team are below.

I re bulleted Marat’s question to numbers for ease of reference.
I am curious about #1,2 and 3, please explain how this impacts i NotRespsystem and customer experience?

I have been asking to do #4 and #, When will we be Perf. Testing all the multiple iyotrespfunctionalities
at the same time?

Also Venkat asked:
fam not sure how to translate rows 7, 8 and 9. What caused the error rate to go high in row 8. 15§t possible to

list the box {weakest link among foiiowingi NotResp a utilization stats that contributed

to the error rate or stop command.

Thanks,
Timothy Purcell = timothy purcell@cms.hhs.gov + 410.786.0501 (b)e) s
IT Specialist, Innovative Healthcare Delivery Systems Group (IHDSG), Office of information Services {013}, Centers for Medicare &
Medicaid Services {CMS)
7500 Security Blvd,, N2-14-23, Baltimore, MD 21244-1850
Need more information? Please visit the OIS website.

if the contractor considers anything contained herein to be outside the current scope of the contract, or contrary to any of its terms and conditions, the contractor shall
withhold performance on the part(s} in question and immediately notify the Contracting Officer in writing as to the specific discrepancies and any proposed corrective
actions.

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW: This mdbormation has not been publicly disclosed and may be
privifeged and confidential. Tt is for wtermal govenment use onfy and must not be dissonunated, distributed, or copied fo persons not athorized to receive the
information. Unauthorized disclosure may result in proscoution to the full extent of the law.

From: Rakhmatouline, Marat (CMS/CTR)

Sent: Monday, September 30, 2013 1:51 PM

To: Basavaraju, Venkat (CMS/QIS); 'Jayaprakash Thambusamy'; Richardson, Marc D. (CMS/OIS); Purcell, Timothy J.
(CMS/OIS); Girish Shetty; Minze Chien' CMS ETC_Consolidated Testing; Vass Pau! A, (CMS/CTR); Srinivasulu Anala;

Robert (CMS/OIS), Jones Carla D. (CMS/OIS), Mansaray, Sharlene (CMS/OIS), Wongus, Alethla C. (CMS/0I1S); N|t|n
Matta; Vignesh Srinivasan; CMS - ETC; Thompson, William L. (CMS/QIS); Boblitz, John R. (CMS/QIS); Michael Finkel;
Krishnamoorthi.Ganesan; Kovilvenni Ramaswamy

Subject: RE: NotResp erformance Testing - Update - 09/26/2013 **** Rigk 2?2777 *¥**
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P,
Couple guestions to these results {just to last run as example}:
1. s any reason you are reporting results only for one type of transactions {"Access URL” + "Login”} and not
mention “Click Links”. Error rate for these transactions related to access ‘Dummy” pages is 7%

{Q581]- At this point time of time we are concentrating on login logout transaction. We will be analyzing on

the dummy pages and click links in our further scenarios.

2. Response time to access “Dummy” pages from 3.3 1o 205.9 seconds with average 21 Sec. {80% of all
15es are under 46.3 sec.} It includes more than 10 dummy pages, and all this response time spentin
access control. §s it acceptable to add at least 2 second for each application page just for “access

control”?

[(581]-The Response time we are reporting includes the time required 1o complete the transaction for all
the dummy pages 1-10. Between each dummy page we have 5 Sec of think time.

What happens at the end of the test, when “logout” response time jump to 1200 seconds {20 minutes {1 —
really reached timeout, never logout). Any investigation/insight on that behavior?

[#5]

{QS51]-We are analyzing the logout behavior with: NotResp rearm. We will update once we get

updates from the team.

Why scenario is scheduled in such way that maximum plarned # users (5K} is never reached in parallel — first
users done before last are started, Maximum running VUsers reached only 3248,

[QSSH-AtL this point of time, we are concentrating on login logout with iterations. We will be doing scenarios
with steady state later . With the steady state scenario, we will have the maximum number of VUsers at the

same time.

4. Can scenario be reorganized {with the same base script) to simulate natural end-user behavior {somebody
login, somebody logout, somebody scrolling through pages) and run scenario for at lzast 1 hour? it will
simulate more production oriented performance load instead of everybhody login, everybody iterate,

everybody logout {and first logout before last can start}

{551 We have a plan to run mix of scenarios to simulate natural end user behavior. We have requested

additional time to execute the scenarios.
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oW ey

Fe B Yiew Graptir Repore ool

Summary Report IS

Usar Botes:

Statishos Surematy

Running Vusers 2,248
2] Hits per Second & 3,820.515,712
3 Throughput fibesisenondl S 3,533,975
<] Transaction Summary & asoosen

Lol Average Transaction Response Time

L3S

vy Totsl Pazsed: 51,857 Totsl Failed: 2,112 Tots! Steppeds 370

M GL8 GETIE y Suersge ©xsx  Fai Stop
E o5 e : :
& 1.925 4,44 £33.355 445 17 34
{dn rot ctude Think Time]
56 } by 3238 21,377 ansmoe 15,704 1014 47
a0 o
i & z.325 21377 205896 13,704 1014 47
U o
b e el 5998 a5,228 4330 5 1 B
& 4317 1,834 1.363.033 4,820 18 35
bt FiRchtes 1804 12000009 30:048 sk &ERnya 36
& 23 ILB2Z ZDE.I7E 2.332 18,3EF 4,330 2B 43
Service Lewel Agreamert Legand: ¥ pass 3 Fail i te Data

HITP Beaponses Summary

Thanks,
Marat Rekhmatouline
CMS CITIC Lockheead Martin

(b)(8) {BB}

From: Basavaraju, Venkat (CMS/QIS)

Sent: Monday, September 30, 2013 12:35 PM

To: Jayaprakash Thambusamy'; Richardson, Marc D. (CMS/QIS); Purcell, Timothy J. (CMS/OIS); Girish Shetty; Minze
Chien; CMS ETC_Consolidated Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep Pokala;
Srinivas Bellamkonda; Mohan Aitham (aitham@gmail.com)

Cc: NotRes siTeam_Leads; Yuri Radams; Krishnamoorthi Ganesan; Michael Finkel; Bartley, Don L. (CMS/0QIS); Burger,
Robert (CMS/QOIS); Jones, Carla D. (CMS/QIS); Mansaray, Sharlene (CMS/QIS); Wongus, Alethia C. (CMS/OIS); Nitin
Matta; Vignesh Srinivasan; CMS - ETC; Thompson, William L. (CMS/0IS); Boblitz, John R. (CMS/0IS); Michael Finkel;
Krishnamoorthi Ganesan; Kovilvenni Ramaswamy

Couple of questions for clarification:

fam not sure how to translate rows 7, 8 and 9. What caused the error rate to go high in row 8. s it possible to list the
hox {weakest link among faiinwingé NotResp Eutiiization stats that contributed to the error rate

or stop command.

1o analyze further. We will get a some clarity on the weakest link after our analysis.
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Yenkat

From: Jayaprakash Thambusamy [mailto:jthambusamy@gssinc.com]

Sent: Monday, September 30, 2013 12:26 PM

To: Richardson, Marc D. (CMS/OIS); Purcell, Timothy J. (CMS/OIS); Girish Shetty; Minze Chien; Basavaraju, Venkat
(CMS/0IS); CMS ETC_Consolidated Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep

Robert (CMS/QIS); Jones, Carla D. (CMS/QIS); Mansaray, Sharlene (CMS/QIS); Wongus, Alethia C. (CMS/QIS); Nitin
Matta; Vignesh Srinivasan; CMS - ETC; Thompson, William L. (CMS/0IS); Boblitz, John R. (CMS/OIS); Michael Finkel;

All,

Please find the Performance Testing status as of 08/30/2013 12 PM.

We run both NotResp

Web .
. Elapse Projected
Services

Iterati . . . . dTime | Succe | Failu | Error | registrati
Registration | Ramp Up Rate Start Time End Time .
on {minut 58 re % ons per

NotResp es) hour

using 10 User per 9/30/2013 9/30/2013
12 |, 46 | 4930 28 | 0.56%
NotRe{5K Second 9:32 10:18

using i 5 users per 9/29/2013 9/30/2013
&1 NotResp P 129/ /30/ 30| 4938 | 62| 1.24%

11 i
(5000 second 11:45 0:15

usingiNotResp! | 5 users per 9/29/2013 |  9/29/2013
10 | St 30 | 4903 97 | 1.94%
(5000 second 11:00 11:30

VUsers)

Execute
Webservices
for 2 Step
Registration | 4 users per 9/29/2013 9/29/2013

9 e - 11| 2996 4 0.13% 14,400
of LOA#1!NotR| second 20:06 20:17

initial

registration
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and

confirmation

)
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)
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confirmation

)

Thanks
Javaprakash Thambusamy, PMP
Q8SH ] www.gssinc.com

10440 Little Patuxent Pkwy , Suite 1200
Columbia , MD 21044
(301} 977-7884 x 356{Work)

(b)(6) | {Mobile}

From: Richardson, Marc D. (CMS/QIS) [ mailto:Marc.Richardson@cms.hhs.gov]

Sent: Sunday, September 29, 2013 7:29 PM

To: Jayaprakash Thambusamy; Timothy Purcell_con; Girish Shetty; Minze Chien; Venkat Basavaraju; CMS
ETC_Consolidated Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep Pokala; Srinivas

Sharlene Mansaray; Alethia Wongus; Nitin Matta; Vignesh Srinivasan; CMS - ETC; Thompson, William L. (CMS/QIS);
Boblitz, John R, (CMS/0IS); Michael Finkel; Krishnamoorthi Ganesan

Subject: RE:ELNotResp iPerformance Testing - Update - 09/26/2013 **** Rigk 7?7777 ootk

Positive progress. Let’s keep it going team!

From: Jayaprakash Thambusamy [mailto:jthambusamy@gssinc.com]

Sent: Sunday, September 29, 2013 6:33 PM

To: Richardson, Marc D. (CMS/OIS); Purcell, Timothy J. (CMS/OIS); Girish Shetty; Minze Chien; Basavaraju, Venkat
(CMS/QIS); CMS ETC_Consolidated Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep

..............

Robert (CMS/QIS); Jones, Carla D. (CMS/QIS); Mansaray, Sharlene (CMS/QIS); Wongus, Alethia C. (CMS/QIS); Nitin
Matta; Vignesh Srinivasan; CMS - ETC; Thompson, William L. (CMS/0IS); Boblitz, John R. (CMS/OIS); Michael Finkel;
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Krishnamoort
Subject: RE:

NotResp

All,

Please find the

n

NotResp

Obtained via FOIA by Judicial Watch, Inc.

Performance Testing Status as of 6 PM {08/28/2013) Today.

We executed the registration and confirmation web services scenario during the afternoon session with varying ramp

up rate. We are getting favorable results with less than 19 error rate, We continuing the testing with higher ramp

rate. We will provide the results later.
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registratio

n and
confirmati
on)

Thanks
Jayaprakash Thambusamy, PMP
QSSH | www.gssinc.com

Testing Lead - (:MSEH?EEEE Praoject
10440 Little Patuxent Pkwy , Suite 1200
Columbia , MD 21044

(301) 977-7884 x 356{Work)

(b)(6) 'Vobile)

From: Jayaprakash Thambusamy

Sent: Sunday, September 29, 2013 2:26 PM

To: Marc Richardson; Timothy Purcell_con; Girish Shetty; Minze Chien; Venkat Basavaraju; CMS ETC_Consolidated
Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep Pokala; Srinivas Bellamkonda; Mohan
Aitham (aitham@gmail.com)

Marg,
We will provide the next update by 6 PM Today.

Thanks
Jayaprakash Thambusamy, PMP
QS5 www.gssinc.com

Testing Lead ~ CM&@E@E%EP?‘O}«%@
10440 Little Patuxent Pkwy |, Suite 1200
Columbia , MD 21044

{301} 977-7884 x 356({Work)

(b)(8) Mobile)

From: Richardson, Marc D. (CMS/OIS) [ mailto:Marc.Richardson@cms.hhs.gov]

Sent: Sunday, September 29, 2013 2:21 PM

To: Jayaprakash Thambusamy; Timothy Purcell_con; Girish Shetty; Minze Chien; Venkat Basavaraju; CMS
ETC_Consolidated Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep Pokala; Srinivas

Cc:ENotReSPj'eam_Leads; Yuri Radams; Krishnamoorthi Ganesan; Michael Finkel; Don Bartley; Robert Burger; Carla Jones;

Importance: High

HHS-0015746
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When can we expect that next update. I need to tell my boss something in about 15 minutes.

From: Jayaprakash Thambusamy [mailto:jthambusamy@gssinc.com]

Sent: Sunday, September 29, 2013 1:17 PM

To: Purcell, Timothy J. (CMS/OIS); Girish Shetty; Minze Chien; Basavaraju, Venkat (CMS/0IS); Richardson, Marc D.
(CMS/0IS); CMS ETC_Consolidated Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep
Pokala; Srinivas Bellamkonda; Mohan Aitham (aitham@gmail.com)

CciNotRespTeam_Leads; Yuri Radams; Krishnamoorthi Ganesan; Michael Finkel; Bartley, Don L. (CMS/OIS); Burger,

Robert (CMS/QIS); Jones, Carla D. (CMS/QIS); Mansaray, Sharlene (CMS/QIS); Wongus, Alethia C. (CMS/QIS); Nitin
Matta; Vignesh Srinivasan; CMS - ETC; Thompson, William L. (CMS/0IS); Boblitz, John R. (CMS/QIS); Michael Finkel;
Krishnamoorthi.Ganesan

Subject: RE: | NotRespPerformance Testing - Update - 09/26/2013 *¥** Rigk 7?7?77 **x*

Hi Al

Please find the NotResp Performance Testing Status as of 12 PM {09/28/2013) Today.

1. Werunthe NotResp for login and Logout for 8000 VUsers vesterday after noon .

2. Today morning after we performed an environment shakedown testing, for 50 minutes we ran a 900 users web
services registration and confirmation test with the ramp up rate of 1 user for every 2 seconds. During this test
we ohserved 0.2 % error rate. We are currently re-running this test to confirm its results and establish them as
a baseline for the next test,

We will update the statistics spreadsheet with results and send it in the next update,

Thanks

Javaprakash Thambusamy, PMP

Q581 | www.gssine.com

Testing Lead — CMS EIDM Project
10440 Little Patuxent Phwy , Suite 1200
Columbia, MD 21044

{301} 977-7884 x 356{Work)
: (b)(6) ‘Mohile)

From: Purcell, Timothy J. (CMS/0OIS) [mailto: Timothy.Purcell @CMS.hhs.gov]

Sent: Saturday, September 28, 2013 2:35 PM

To: Girish Shetty; Minze Chien; Jayaprakash Thambusamy; Venkat Basavaraju; Marc Richardson; CMS ETC_Consolidated
Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep Pokala; Srinivas Bellamkonda; Mchan
Aitham (aitham@gmail.com)

CciNotRespTeam_Leads; Yuri Radams; Krishnamoorthi Ganesan; Michael Finkel; Don Bartley; Robert Burger; Carla Jones;

Importance: High

JP

3
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Girish,
Minze,

What is today’s update on this performance testing, we need updates 12pm and 6pm?
Has the plan changed?

Question below still needed as well.

Thanks,
_._._._._._._._._._._._._i; )
iT Specialist, Innovative Healthcare Delivery Systems Group (IHDSG), Office of information Services {018}, Centers for Medicare &
Medicaid Services {CMS)

500 Security Blvd,, N2-14-23, Baltimore, MD 21244-1850
MNead more information? Please visit the OIS website.

if the controctor considers anything contained herein to be outside the current scope of the contract, or contrary to any of its terms and conditions, the contractor shall

withhold performance on the part{s) in guestion and immediately notify the Contracting Officer in writing as to the specific discrepancies and any proposed corrective
actions.

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW.  Thiv ioformation bas not been publicly diselosed and may be
priviteged and confidendial. 1 is for internal government use only and must not be disserninated, distribnsted, or copied 1o persons not asthorized to reecive the
miormation. Unasthorized disclosure may result in prosecution fo the full extent of the law.

From: Purcell, Timothy J. (CMS/OIS)

Sent: Friday, September 27, 2013 9:03 PM

To: 'Jayaprakash Thambusamy'; Basavaraju, Venkat (CMS/QIS); Richardson, Marc D. (CMS/QIS); CMS ETC_Consolidated
Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep Pokala; Srinivas Bellamkonda; Mohan
Aitham_(aitham@gmail.com)

Cc:NotRespiTeam_Leads; Yuri Radams; Krishnamoorthi Ganesan (kganesan@gssinc.com); Michael Finkel
(mfinkel@gssinc.com) (mfinkel@gssinc.com); Bartley, Don L. (CMS/QIS); Basavaraju, Venkat (CMS/QIS); Burger, Robert
(CMS/QIS); Jones, Carla D. (CMS/QIS); Mansaray, Sharlene (CMS/QIS); Purcell, Timothy J. (CMS/CIS); Wongus, Alethia
C. (CMS/QIS); Nitin Matta (nmatta@gssinc.com); Minze Chien (MChien@gssinc.com); Vignesh Srinivasan; CMS - ETC;

QSSI Team,

Maybe missed at the Status meeting but I need to understand:
e What are the details?
e What are the details behind 65% failure rates?
e What are we doing to have more testing and more tuning?
e How are we going to support 10/1 with these type of failures? What is the plan to success here?

e Do we need a meeting tomorrow to discuss this?

(b)(5)

Any road blocks on this testing I expect phone call to my cell, home, and then to Marc.

HHS-0015748
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Date Time NotRes:Heap|Vuser | Ramp Up| Total |Failures| CPU | CPU | RAM | RAM Changes made
P {GB) Rate no.of MAX | MAX | MAX | MAX
{(Sec/User| User | | | @ | @ @ @
Created NotResp
1(%) | 2(%) | (%) | (%)
26- [10:43- 11:19 2 4 100 3 100 0% 8% 6% | 100% | 100%
Sep
26- [13:27-13:49 2 4 | 2500 10 1133 54% 8% 6% | 100% | 100%
Sep
26- |17:45- 18:01 2 4 | 2500 10 1001 60% 6% 4% | 95% | 100% |Reduced think time (
Sep 38 sec) and
executed
26- |18:31-18:47 2 4 | 2500 10 1981 20% 7% 2% |100% | 100%
Sep
26~ | 11:51:00- 2 4 {10000 10 0.00 100% 2% 1% |100% | 100% | Failed because of
Sep 12:04 service account
locked error.
27- 110:51-11:42 2 4 1000 10 3570 65% 100% | 100%
Sep
Thanks,
%W@ﬁé}g Pagrcell o timothy.purcell@cms.hhs.gov + 410.786.0501 I___"_ft_;l(_é_)_"____:{ﬁﬁ}

iT Speciafist, Innovative Healthcare Delivery Systems Group (IHDSG), Office of information Services {015}, Centers for Medicare &
Medicaid Services {CMS)
7500 Security Blvd,, N2-14-23, Baltimore, MD 21244-1850
Need more information? Please visit the OIS website.

if the contractor considers anything contained herein to be outside the current scope of the contract, or contrary to any of its terms and conditions, the contractor shalf

withhold performance on the part{s) in guestion and immediately notify the Contracting Officer in writing as to the specific discrepancies and any proposed corrective
actions.

INFORMATION NOT RELEASABLE TCO THE PUBLIC UNLESS AUTHORIZED BY LAW!.  This information has not been publicly diselosed and may be
privileged and confidential. 11 mternal government use only and must not be disseminated, disteibuted, or copied t© persons not avthorized fo receive the
idormation. Unamthorized disclosure may result in prosecution to the full extent of the law

From: Jayaprakash Thambusamy [mailto:jthambusamy@gssinc.com]
Sent: Friday, September 27, 2013 2:20 PM

(CMS/0IS); Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep Pokala; Srinivas Bellamkonda; Mohan
Aitham (aitham@gmail.com)

CCS;NotRespTeam__LeadS; Yuri Radams
Subject: RE:; NotResp _Performance Testing - Update - 09/26/2013

All,

Please find the updated report as of today noon{08/27/2013 12.00 PM)

HHS-0015749
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We are concentrating web services scenario now with 1000 vUsers with 100 User per second. While running the

scenario we had some issues in performance center which has been resolved with the help of ETC Team. For portal

scenario, we are gelting 35% success rate for 1000 YUsers with 10 User/Second rate.

The SAR Report for yesterday's run is also attached.

Thanks

Javaprakash Thambusamy, PMP

Testing Lead ~ CMS

NOtRes'Pm ject

10440 Little Patuxent F’ixwy, Suite 1200
Columbia, MD 21044
{301) 977-7884 x 356{Work)

NotResp i Mobile)

From: Basavaraju, Venkat (CMS/0IS) [mailto:Venkat. Basavaraju@cms.hhs.gov]

Sent: Friday, September 27, 2013 8:17 AM

To: Jayaprakash Thambusamy; CMS - NotResCMS Team; CMS ETC_Consolidated Testing; Marc Richardson; Vass, Paul
A (CMS/CT 3 p__i

Pwant to make it very clear that we need to focus on web services registration for 10/1 efforts as supposed to

registration via portal.

~Yenkat

From: Jayaprakash Thambusamy [mailto;jthambusamy@gssinc.com]

Sent Friday, September 27, 2013 2:49 AM

Please find the attached report for performance testing status as of 09/26/2013

Highlights

1.

For portal registration we had a success rate of around 40% for 2500 VUsers with 10 VUsers per second and 10 seconds
think time. Then we run the 3000 Registration with random think time. The success rate was 99% but request failed due to
Email Modification Error.

Fori  NotResp | the login failure is less than 1% for 2230 Logins.

We are having failures in web services registration and confirmation. The team is troubleshooting the issues.

HHS-0015750
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Tomorrow’s Plan

1. Portal Registration Scenarios for 2K and 3K Users with varying ramp_up rate to reach up to 30,000 User Registration.
2. Planning to create 50K Users using portal registration and run______lzl_gfﬁﬁg____"; for 50K Users based on the availability of ETC
Slots

3. Troubleshooting web services registration and confirmation failures.

Note: From today onwards, we will be sending the reports at 11 AM and 8 PM every day.

Thanks
Jayaprakash Thambusamy, PMP

10440 Little Patuxent Pkwy , Suite 1200
Columbia , MD 21044

This electronic mail (including any attachments) may contain information that is privileged, confidential, and/or
otherwise protected from disclosure to anyone other than its intended recipient(s). Any dissemination or use of
this electronic email or its contents (including any attachments) by persons other than the intended recipient(s)
is strictly prohibited. If you have received this message in error, please notify the sender by reply email and
delete the original message (including any attachments) in its entirety.
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Message
From: Fryer, Teresa M. (CMS/OIS)i NotResp
E NotResp :
Sent: 7973072013 1:31:45 PMi .
To: Schankweiler, Thomas W. (CMS/OIS)E NotResp
NotResp iMellor, Michael (CMS/OIS); NotResp
i NotResp : I
cc: Linares, George E. (CMS/OIS) NotResp
NotResp EOuterbridge, Monique (CMS/OIS)E NotResp
i NotResp i Grothe, Kirk A. (CMS/OIS) NotResp
i NotResp i
Subject: IRE: Moving Dev to TMRK Federal Multi-Tenant .
(b)(5)
Teresa

From: Schankweiler, Thomas W. (CMS/QIS)

Sent: Monday, September 30, 2013 9:15 AM

To: Fryer, Teresa M. (CMS/QIS); Mellor, Michael (CMS/QIS)

Cc: Linares, George E. (CMS/0IS); Outerbridge, Monique (CMS/QIS); Grothe, Kirk A. (CMS/0IS)
Subject: Moving Dev to TMRK Federal Multi-Tenant

Teresa,

(b)(5)

Regards,

Tom

HHS-0016149
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Message

From: Linares, George E. (CMS/OIS)E NotResp
E NotResp E

Sent: I 9/30/2013 4:51:32 PM

To: Trenkle, Tony (CMS/OIS) i NotResp
NotResp iOuterbridge, Monique (CMS/OIS) NotResp
: NotResp :

Subject: FW:: NotResp EPerformance Testing - Update - 09/30/2013

From: Minze Chien [mailto:MChien@gssinc.com]
Sent: Monday, September 30, 2013 12:40 PM
To: Lmares George E. (CMS/QIS)

Cc: CMS iNotResICMS Team;|"°7*** Feam_Leads; Michael Finkel

Sub]ect_l NotResp Performance Testing - Update - 09/30/2013

George,

Here is the latest report.
Thanks.

Minze

Minze V. Chien, Ph.D., CISSP

Technical Director, |AM Strategic Solutions
Qssl | www.gssinc.com

10025 Governor Warfield Parkway, Suite 401

Columbia, MD 21044

(301) 977-7884 x305 and x223 (0} /| (b)(B) 1M

mchien@gssinc.com

CMMI ® Maturity Level 3 Rated
GSA Approved HSPD-12 System Integrator
Top 100 Diversity-Owned businesses in 2004 and 2005

QST

From: Jayaprakash Thambusamy

Sent: Monday, September 30, 2013 12:26 PM

To: Marc Richardson; Timothy Purcell_con; Girish Shetty; Minze Chien; Venkat Basavaraju; CMS ETC_Consolidated
Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep Pokala; Srinivas Bellamkonda; Mohan
Altham (aitham@gmail. com)

All,

HHS-0018470
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Please find the Performance Testing status as of 09/30/2013 12 PM.

We run both "i‘;tpRsmd Web services scenarios. The failure rate fm‘é NotResp iless than 2% and web services is <1

% approximately. We are currently working on higher number of VUsers for

NotResp
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on : ''''''''''''''''''''' :
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12 g P 130/ /30/ 46 | 4930 28 | 0.56%
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Execute
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Execute
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Thanks

Jayaprakash Thambusamy, PMP

QS8 | www, qssmf cum

Testing Lead - CM‘? _____ P_._. ?rogect
10440 Little Patuxent Pkwy |, Suite 1200
Columbia, MD 21044

{301) 977-7884 x 356(Work)

(b)(6) ivobile)

From: Richardson, Marc D. (CMS/OIS) [ mailto:Marc.Richardson@cms.hhs.gov]

Sent: Sunday, September 29, 2013 7:29 PM

To: Jayaprakash Thambusamy; Timothy Purceli_con; Girish Shetty; Minze Chien; Venkat Basavaraju; CMS
ETC_Consolidated Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep Pokala; Srinivas
Bellamkonda Mohan Aitham (aithaqumail com)

Sharlene Mansaray, Aleth|a Wongus; N|t|n Matta; Vignesh Srlnlvasan CMS - EFC Thompson, William L. (CMS/OIS),
Boblitz John R (CMS/OIS), Michael Finkel Krishnamoorthi Ganesan

Pasitive progress. Let’s keep it going team!

From: Jayaprakash Thambusamy [mailto:jthambusamy@gssing.com]

Sent: Sunday, September 29, 2013 6:33 PM

To: Richardson, Marc D. (CMS/QIS); Purcell, Timothy J. (CMS/OIS); Girish Shetty; Minze Chien; Basavaraju, Venkat
(CMS/OIS); CMS ETC_Consolidated Testing; Vass Paul A, (CMS/CT R); Srinivasulu Anala; Sathish Murugiah; Sandeep

Robert (CMS/OIS) Jones Carla D. (CMS/OIS) Mansaray, Sharlene (CMS/QIS); Wongus Alethla C. (CMS/0IS); N|t|n
Matta; Vignesh Srinivasan; CMS - ETC; Thompson, William L. (CMS/OIS); Boblitz, John R. (CMS/OIS); Michael Finkel;
Krlshnamoorthl Ganesan

All,

Please find theiNotResp Performance Testing Status as of 6§ PM {09/29/2013) Today.

We executed the registration and confirmation web services scenario during the afternoon session with varying ramp
up rate. We are getting favorable results with less than 19 error rate. We continuing the testing with higher ramp
rate. We will provide the results later.

Projected
Web Elapsed registrati
Services Time ons
Iterati | Registrati {minut | Succe | Failu | Error | submitte
on on Ramp Up Rate Start Time End Time es) ss re % d
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nc.
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Thanks

Jayaprakash Thambusamy, PMP

QS8 | www.gssing.com

Testing Lead — CVIANOtReS! pyore o

10440 Little Patuxent Pkwy |, Suite 1200
Columbia, MD 21044

{301} 977-7884 x 356({Work)

(b)(6) {Mobile)

HHS-0018476
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From: Jayaprakash Thambusamy

Sent: Sunday, September 29, 2013 2:26 PM

To: Marc Richardson; Timothy Purcell_con; Girish Shetty; Minze Chien; Venkat Basavaraju; CMS ETC_Consolidated
Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep Pokala; Srinivas Bellamkonda; Mohan
Altham (altham@qmanl com)

Sharlene Mansaray, Alethia Wongus; N|t|n Matta; Vignesh Srlnlvasan, CMS - EFC, Thompson, William L. (CMS/OIS),
Boblitz John R (CMS/OIS), Michael Finkel Krishnamoorthi Ganesan

Marg,

We will provide the next update by 6 PM Today.

Thanks
Javaprakash Thambusamy, PMP
O‘%@I | wwew, qssinc com

10440 L;ttie Patux&nt Pkwy, Suite 1200
Columbia, MD 21044

{301) 977-7884 x 356(Work)
' (b)(6) Mobile)

From: Richardson, Marc D. (CMS/QIS) [ mailto:Marc.Richardson@c¢ms.hhs.gov]

Sent: Sunday, September 29, 2013 2:21 PM

To: Jayaprakash Thambusamy; Timothy Purcell_con; Girish Shetty; Minze Chien; Venkat Basavaraju; CMS
ETC_Consolidated Testing; Vass Pau! A, (CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep Pokala; Srinivas

Sharlene Mansaray, Alethla Wongus; N|t|n Matta; Vignesh Srlnlvasan CMS - EFC Thompson, William L. (CMS/OIS)
Boblitz, John R. (CMS/0IS); Michael Finkel; Krishnamoorthi Ganesan

Subject: RE! Notresp Performance Testing - Update - 09/26/2013 **#k Rigk 2?27?27 #kkk

ImportanceHigh

When can we expect that next update, | need to tell my boss something in about 15 minutes.

From: Jayaprakash Thambusamy [mailto:jthambusamy@gssinc.com]

Sent: Sunday, September 29, 2013 1:17 PM

To: Purcell, Timothy J. (CMS/OIS); Girish Shetty; Minze Chien; Basavaraju, Venkat (CMS/OIS); Richardson, Marc D.
(CMS/QIS); CMS ETC_Consolidated Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep
Pokala Snmvas Bellamkonda Mohan A|tham (althaqumaxI com)

Robert (CMS/OIS), Jones Carla D. (CMS/OIS), Mansaray, Sharlene (CMS/OIS), Wongus, Alethla C. (CMS/QIS); N|t|n
Matta; Vignesh Srinivasan; CMS - ETC; Thompson, William L. (CMS/0IS); Boblitz, John R. (CMS/0IS); Michael Finkel;
Krishnamoorthi Ganesan

Hi Al

HHS-0018477
CMS0012565



JRE— Obtained via FOIA by Judicial Watch, Inc.
Flease find the! NotResp ?er%‘ormance Testing Status as of 12 PM {08/28/2013) Today.

1. Werunthe .i NotResp EScenariog for login and Logout for 8000 YUsers yesterday after noon .
The Team encountered seve ral issues during the run and involved CMS ETC Team last night to resolve the issues.
We are planning to rerun the__ NOtResp Lo day aftarnoon.

2. Today morning after we performed an environment shakedown testing, for 50 minutes we ran a 900 users web
services registration and confirmation test with the ramp up rate of 1 user for every 2 seconds. During this test
we observed 0.2 % error rate. We are currently re-running this test to confirm its results and establish them as

a baseline for the next test.

We will update the statistics spreadshesat with results and send it in the next update,

Thanls
Jayaprakash Thambusamy, PMP
Q58! | www.gssinc.com

Testing Lead - CM&EEéEEé%EJr'aject
10440 Little Patuxent Pkwy |, Suite 1200
Columbia, MD 21044

{(301) 977-7884 x 356{Work)

(b)(6) i(Mobile)

From: Purcell, Timothy J. (CMS/OIS) [mailto: Timothy.Purcell@CMS.hhs.gov]

Sent: Saturday, September 28, 2013 2:35 PM

To: Girish Shetty; Minze Chien; Jayaprakash Thambusamy; Venkat Basavaraju; Marc Richardson; CMS ETC_Consolidated
Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep Pokala; Srinivas Bellamkonda; Mohan
Aitham (aitham@gmail.com)

CC:ElNotResiTeam_LeadS; Yuri Radams; Krishnamoorthi Ganesan; Michael Finkel; Don Bartley; Robert Burger; Carla Jones;
Sharlene Mansaray; Alethia Wongus; Nitin Matta; Vignesh Srinivasan; CMS - ETC; Thompson, William L. (CMS/OIS);
Boblitz, John R..(CMS/OIS); Michael Finkel; Krishnamoorthi Ganesan

Subject: RE:i NotResp Performance Testing - Update - 09/26/2013 **** Rigk 7?7777 ***x*

Importance: High

JP,
Girish,
Minze,

What is today’s update on this performance testing, we need updates 12pm and 6pm?
Has the plan changed?

Question below still needed as well.

Thanks,
Timothy Purcell > timothy.purcell@cms.hhs.goy + 410.786.0501
iT Specialist, Innovative Healthcare Delivery Systems Group (IHDSG), Office of information Services {01S), Centers for Medicare &

Medicaid Services {CMS)
7500 Security Blvd., N2-14-23, Baltimore, MD 212441850

MNeed more information? Please visit the OIS website.

HHS-0018478
CMS0012566



Obtained via FOIA by Judicial Watch, Inc.
if the contractor considers anything contained herein to be outside the current scope of the contract, or contrary to any of its terms and conditions, the contractor sholl

withhold performance on the part{s} in question and immediately notify the Contracting Officer in writing as to the specific discrepancies and any proposed corrective
actions.

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW.  Thiv ioformation bas not been publicly diselosed and may be
privitoged and confidential. 1 is for internal government use only and oust pot be disseminated, distribnsted, or copied 1o persons not asthorized to receive the
miormation. Unasthorized disclosure may result in prosecution fo the full extent of the law.

From: Purcell, Timothy J. (CMS/OIS)

Sent: Friday, September 27, 2013 9:03 PM

To: Jayaprakash Thambusamy'; Basavaraju, Venkat (CMS/QIS); Richardson, Marc D. (CMS/QIS); CMS ETC_Consolidated
Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep Pokala; Srinivas Bellamkonda; Mohan
Aitham (aitham@gmail.com)

(CMS/OIS); Jones, Carla D. (CMS/0OIS); Mansaray, Sharlene (CMS/0IS); Purcell, Timothy J. (CMS/OIS); Wongus, Alethia
C. (CMS/QIS); Nitin Matta (nmatta@gssinc.com); Minze Chien (MChien@gssinc.com); Vignesh Srinivasan; CMS - ETC;
Thompson, William L. (CMS/0IS); Boblitz, John R. (CMS/0IS) (John.Boblitz@cms.hhs.gov)

Importance: High

QSSI Team,

Maybe missed at the Status meeting but I need to understand:
e What are the details?
e What are the details behind 65% failure rates?
e What are we doing to have more testing and more tuning?
e How are we going to support 10/1 with these type of failures? What is the plan to success here?
e Do we need a meeting tomorrow to discuss this?

(b)(8)

Any road blocks on this testing I expect phone call to my cell, home, and then to Marc.

Date Time Heap|Vuser| Ramp Up| Total |[Failures| CPU | CPU | RAM | RAM Changes made

NotResH (GB) Rate | no.of MAX | MAX | MAX | MAX

{Sec/User| User @ @ @ @
Created : NotResp
1(%) | 2(%) | (%) | (%)
26- |10:43-11:19 2 4 100 3 100 0% 8% 6% |100% | 100%
Sep
26- [13:27- 13:49 2 4 | 2500 10 1133 54% 8% 6% | 100% | 100%
Sep
26- |17:45- 18:01 2 4 | 2500 10 1001 60% 6% | 4% | 95% | 100% |Reduced think time {
Sep 38 sec) and
executed

26- |18:31-18:47 2 4 2500 10 1981 20% 7% 2% |100% | 100%

HHS-0018479
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Sep
26- | 11:51:00- 2 4 110000 10 0.00 100% | 2% | 1% |100% | 100% | Failed because of
Sep 12:04 service account
locked error.
27- | 10:51-11:42 2 4 |1000 10 3570 65% 100% | 100%
Sep
Thanks,

{__b)e)_ies)
iT Speciaiist, Innovative Healthcare Delivery Systems Group (IHDSG), Office of information Services {015}, Centers for Medicare &
Medicaid Services {CMS)
7500 Security Blvd., N2-14-23, Baltimore, MD 21244-1850
Need more information? Please visit the OIS website.

if the contractor considers anything contained herein to be outside the current scope of the contract, or contrary to any of its terms and conditions, the contractor shall

withhold performance on the port{s} in guestion and immediately notify the Contracting Officer in writing as to the specific discreponcies and any proposed corrective
actions.

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:  This nfornation has not been publicly diselosed and may be
privileged and confidential. 1t i3 for nternal government use only and must not be dissenunated, distributed, or copted to persons uot athortzed (o recaive the
idormation. Unanthorized disclosure may result in prosecution to the full extent of the law

From: Jayaprakash Thambusamy [mailto:jthambusamy@agssing.com]
Sent: Friday, September 27, 2013 2:20 PM

To: Basavaraju, Venkat (CMS/0IS); CMS -i'LNot esﬁ:MS Team; CMS ETC_Consolidated Testing; Richardson, Marc D.

(CMS/0IS); Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep Pokala; Srinivas Bellamkonda; Mohan
Aitham (aitham@gmail.com)

Cc:gNotRes_Team_Leads; Yuri Radams
Subject: RE Notresp ferformance Testing - Update - 09/26/2013

All,
Please find the updated report as of today noon{D8/27/2013 12.00 PM)

We are concentrating web services scenario now with 1000 vUsers with 100 User per second. While running the
scenario we had some issues in performance center which has been resolved with the help of ETC Team. For portal
scenario, we are getting 35% success rate for 1000 Visers with 10 User/Second rate.

The SAR Report for yvesterday's run is also attached.

Thanks

Javaprakash Thambusamy, PMP

Q8SH ] www.gssinc.com

Testing Lead - CMS ﬁs{ﬁégﬁi’ra ject
10440 Little Patuxent Py , Suite 1200
Columbia , MD 21044

(301} 977-7884 x 356(Work)

(b)(6) H{Mobile)

HHS-0018480
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From: Basavaraju, Venkat (CMS/QIS) [mailto:Venkat.Basavaraju@cms.hhs.gov]

Sent: Friday, September 27, 2013 8 17 AM

IPf QSSE -~ Thanks for the quick report.

Pwant to make it very clear that we need to focus on web services registration for 10/1 efforts as supposed to
registration via portal.

“enkat

From: Jayaprakash Thambusamy [mailto:jthambusamy@gssinc.com]

Sent: Frlday, September 27,2013 2:49 AM

Hi All,
Please find the attached report for performance testing status as of 09/26/2013
Highlights

1. For portal registration we had a success rate of around 40% for 2500 VUsers with 10 VUsers per second and 10 seconds
think time. Then we run the 3000 Registration with random think time. The success rate was 99% but request failed due to
Email Modification Error

2. Foﬁl NotResp i i the login failure is less than 1% for 2230 Logins.

3.  We are having failures in web services registration and confirmation. The team is troubleshooting the issues.

Tomorrow’s Plan

1. Portal Registration Scenarios for 2K and 3K Users with varying ramp up rate to reach up to 30,000 User Registration.

2. Planning to create 50K Users using portal registration and runi  NotResp s for 50K Users based on the availability of ETC
siots T e
3. Troubleshooting web services registration and confirmation failures.

Note: From today onwards, we will be sending the reports at 11 AM and 8 PM every day.

Thanks
Jayaprakash Thambusamy, PMP
QSSI | www. qssinc com

10440 Little Patuxent Pkwy Suite 1200
Columbia , MD 21044

(301) 977-7884 x 356(Work)

E(Mobile)

HHS-0018481
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Obtained via FOIA by Judicial Watch, Inc. . .
This electronic mail (including any attachments) may contain information that is privileged, confidential, and/or

otherwise protected from disclosure to anyone other than its intended recipient(s). Any dissemination or use of
this electronic email or its contents (including any attachments) by persons other than the intended recipient(s)
is strictly prohibited. If you have received this message in error, please notify the sender by reply email and
delete the original message (including any attachments) in its entirety.
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Message
From: George Linares [george.linares@cms.hhs.gov]
Sent: 9/30/2013 8:43:14 PM
To: Mellor, Michael (CMS/OIS); NotResp
Linares, George E. (CMS/OIS) | NotResp
i NotResp E
Subject: I Conversation with Michael Mellor BB

Georgs Unares (634 PME:
Mellor I just sent an email about Idaho's wanting to see the Hub's ATO

i

HHS-0020113
CMS0012571
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Message

From: Outerbridge, Monique (CMS/OIS) NotResp
i NotResp i

Sent: 9/30/2013 5:48:22 PM _

To: Linares, George E. (CMS/OIS)E NotResp
NotResp E_fi:éﬁ'lz'l_é;_fgﬁy(;CMS/OIS NotResp
, NotResp :

Subject: RE:EL______r\l_g_t_lgﬁg____E Performance Testing - Update - 09/30/2013

Likely needs to grow...quickly.

From: Linares, George E. (CMS/QIS)
Sent: Monday, September 30, 2013 12:51 PM

From: Minze Chien [mailto:MChien@gssinc.com]
Sent: Monday, September 30, 2013 12:40 PM
To: Linares_,___(_;_g_prge E. (CMS/QIS)

Cc: CMS f-NotReE CMS Team; EIDM_Team_Leads; Michael Finkel
Subject:i NotResp Performance Testing - Update - 09/30/2013

George,

Here is the latest report.
Thanks.

Minze

Minze V. Chien, Ph.D,, CISSP

Technical Director, IAM Strategic Solutions
QSSI! | www.gssinc.com

10025 Governor Warfield Parkway, Suite 401

Columbia, MD 21044

(301) 977-7884 x305 and x223 {0} / (b)(s)‘(M}
mchien@gssinc.com

CMMI ® Maturity Level 3 Rated
GSA Approved HSPD-12 System Integrator
Top 100 Diversity-Owned businesses in 2004 and 2005

SSIA

From: Jayaprakash Thambusamy

Sent: Monday, September 30, 2013 12:26 PM

To: Marc Richardson; Timothy Purcell_con; Girish Shetty; Minze Chien; Venkat Basavaraju; CMS ETC_Consolidated
Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep Pokala; Srinivas Bellamkonda; Mohan

HHS-0097694
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Aitham (aitham@gmail.com)

Ccinotresp€am_Leads; Yuri Radams; Krishnamoorthi Ganesan; Michael Finkel; Don Bartley; Robert Burger; Carla Jones;

[ufuatint. il

Sharlene Mansaray; Alethia Wongus; Nitin Matta; Vignesh Srinivasan; CMS - ETC; Thompson, William L. (CMS/QIS);

Boblitz, John R.(CMS/OIS); Michael Finkel; Krishnamoorthi Ganesan; Kovilvenni Ramaswamy
Subject: RE

All,

NotResp

Please find the Performance Testing status as of 09/30/2013 12 PM.

% approximately, We are currently working on higher number of VUsers for

Obtained via FOIA by Judicial Watch, Inc.
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Thanks
Javaprakash Thambusamy, PMP
O5SH | www.gssinc.com

10440 Little Patuxent Phwy , Suite 1200
Columbia, MD 21044
{301) 977-7884 x 356{Work)

(b)(6) { Mobile)

From: Richardson, Marc D. (CMS/QIS) [mailto:Marc.Richardson@cms.hhs.gov]

Sent: Sunday, September 29, 2013 7:29 PM

To: Jayaprakash Thambusamy; Timothy Purcell_con; Girish Shetty; Minze Chien; Venkat Basavaraju; CMS
ETC_Consolidated Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep Pokala; Srinivas
Bellamkonda; Mohan Aitham (aitham@gmail.com)

CciNotRespTeam_Leads; Yuri Radams; Krishnamoorthi Ganesan; Michael Finkel; Don Bartley; Robert Burger; Carla Jones;

Sharlene Mansaray; Alethia Wongus; Nitin Matta; Vignesh Srinivasan; CMS - ETC; Thompson, William L. (CMS/QIS);

Positive progress. Let's keep it going team!

From: Jayaprakash Thambusamy [mailto:jithambusamy@gssinc.com]

Sent: Sunday, September 29, 2013 6:33 PM

To: Richardson, Marc D. (CMS/QIS); Purcell, Timothy J. (CMS/OIS); Girish Shetty; Minze Chien; Basavaraju, Venkat
(CMS/QIS); CMS ETC_Consolidated Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep
Pokala; Srinivas Bellamkonda; Mohan Aitham (aitham@gmail.com)

______________

Cc.‘iNotReSnTeam_Leads; Yuri Radams; Krishnamoorthi Ganesan; Michael Finkel; Bartley, Don L. (CMS/OIS); Burger,

Robert (CMS/OIS); Jones, Carla D. (CMS/QIS); Mansaray, Sharlene (CMS/QIS); Wongus, Alethia C. (CMS/OIS); Nitin
Matta; Vignesh Srinivasan; CMS - ETC; Thompson, William L. (CMS/QOIS); Boblitz, John R. (CMS/0IS); Michael Finkel;
Krishnamoorthi Ganesan

Subject: REi NotResp :Performance Testing - Update - 09/26/2013 **** Rjgk 2?7777 ****

All,

Please find the N°tResF’ Parformance Testing Status as of 6 PM {09/29/2013) Today.

We executed the registration and confirmation web services scenario during the afternoon session with varying ramp
up rate. We are getting favorable results with less than 1% error rate. We continuing the testing with higher ramp
rate. We will provide the results later.

HHS-0097698
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n of LOA#1

NotResp
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on)
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9/29/2013
15:35

9/29/2013
15:45
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0.100
%

7,200
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Execute
Webservic
es for 2
Step
Registratio
n of LOA#1

NotResp

initial
registratio
n and
confirmati
on)

1 User Per
Second

Obtained via FOI

9/29/2013
14:25

A by Judicial Watch

9/29/2013
14:59

nc.

34

915

0.218

3,600

Execute
Webservic
es for 2
Step
Registratio
n of LOA#1

NotResp

—

initial
registratio
n and
confirmati
on)

1 User Per 2
Seconds

9/29/2013
12:58

9/29/2013
13:46

48

912

0.000

1,800

Execute
Webservic
esfor 2
Step
Registratio
n of LOA#1

NotResp

initial
registratio
n and
confirmati
on)

1 User Per 2
Seconds

9/29/2013
11:31

9/29/2013
12:18

47

898

0.111

1,800

Thanks

Javaprakash Thambusamy, PMP

QS8 | www.gssine.com

10440 Little Patuxent Pkwy |, Suite 1200
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Obtained via FOIA by Judicial Watch, Inc.
Columbia, MD 21044

{301) 977-7884 x 356(Work)

(b)(6) Mobile)

From: Jayaprakash Thambusamy

Sent: Sunday, September 29, 2013 2:26 PM

To: Marc Richardson; Timothy Purcell_con; Girish Shetty; Minze Chien; Venkat Basavaraju; CMS ETC_Consolidated
Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep Pokala; Srinivas Bellamkonda; Mohan
Aitham (aitham@gmail.com)

Marg,
We will provide the next update by 6 PM Today.

Thanks
Jayaprakash Thambusamy, PMP
0551 | www.gssinc.com

Testing Lead — CMS INotRes?roject
10440 Little Patuxent Pkwy , Suite 1200
Columbia, MD 21044

{301) 977-7884 x 356(Work)

(b)(8) Mobile)

From: Richardson, Marc D. (CMS/OIS) [ mailto:Marc.Richardson@cms.hhs.gov]

Sent: Sunday, September 29, 2013 2:21 PM

To: Jayaprakash Thambusamy; Timothy Purcell_con; Girish Shetty; Minze Chien; Venkat Basavaraju; CMS
ETC_Consolidated Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep Pokala; Srinivas

..................

...................

Importance: High
When can we expect that next update. I need to tell my boss something in about 15 minutes.

From: Jayaprakash Thambusamy [mailto:jthambusamy@gssinc.com]

Sent: Sunday, September 29, 2013 1:17 PM

To: Purcell, Timothy J. (CMS/OIS); Girish Shetty; Minze Chien; Basavaraju, Venkat (CMS/0IS); Richardson, Marc D.
(CMS/0IS); CMS ETC_Consolidated Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep
Pokala; Srinivas Bellamkonda; Mohan Aitham (aitham@gmail.com)

Cc:iNotRes Team_Leads; Yuri Radams; Krishnamoorthi Ganesan; Michael Finkel; Bartley, Don L. (CMS/OIS); Burger,

Robert (CMS/QIS); Jones, Carla D. (CMS/QIS); Mansaray, Sharlene (CMS/QIS); Wongus, Alethia C. (CMS/OIS); Nitin
Matta; Vignesh Srinivasan; CMS - ETC; Thompson, William L. (CMS/0IS); Boblitz, John R. (CMS/0IS); Michael Finkel;

HHS-0097701
CMS0012579



Obtained via FOIA by Judicial Watch, Inc.
Krishnamoorthi Ganesan

1. Werun the\: NotResp Scenarios for login and Logout for 6000 Visers vesterday after noon
. The Team encountered several issues during the run and involred CMS ETC Team last night to resolve the

issues. We are planning to rerun thei  NotResp _today afternoon.

2. Today morning after we performed an environment shakedown testing, for 50 minutes we ran a 900 users web
services registration and confirmation test with the ramp up rate of 1 user for every 2 seconds. During this test
we observed 0.2 % error rate. We are currently re-running this test to confirm its results and establish them as

a baseline for the next test.

We will update the statistics spreadsheet with results and send it in the next update.

Thanks
Javaprakash Thambusamy, PMP
QSSH | wwwe.gssinge.com.

Testing Lead — CMS Noj[?esiiject

10440 Little Patuxent Pkwy , Suite 1200
Columbia , MD 21044
(301} 977-7884 x 356{Work)

(b)(6) Maobile)

From: Purcell, Timothy J. (CMS/0IS) [mailto: Timothy. Purcell@CMS.hhs.gov]

Sent: Saturday, September 28, 2013 2:35 PM

To: Girish Shetty; Minze Chien; Jayaprakash Thambusamy; Venkat Basavaraju; Marc Richardson; CMS ETC_Consolidated
Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep Pokala; Srinivas Bellamkonda; Mohan
Aitham (aitham@gmail.com)

Cc:?NOtRes Team_Leads; Yuri Radams; Krishnamoorthi Ganesan; Michael Finkel; Don Bartley; Robert Burger; Carla Jones;
Shariene Mansaray; Alethia Wongus; Nitin Matta; Vignesh Srinivasan; CMS - ETC; Thompson, William L. (CMS/OIS);
Boblitz, John R. (CMS/0OIS); Michael Finkel; Krishnamoorthi Ganesan

Subject: RE:ENotRespg Performance Testing - Update - 09/26/2013 **** Rigk 7?7777 ****

Importance: High

JP,
Girish,
Minze,

What is today’s update on this performance testing, we need updates 12pm and 6pm?
Has the plan changed?

Question below still needed as well.

HHS-0097702
CMS0012580



Obtained via FOIA by Judicial Watch, Inc.
Thanks,

I A A {68)
IT Specialist, Innovative Healthcare Delivery Systems Group (IHDSG), Office of information Services {018}, Centers for Medicare &
Medicaid Services {CMS)
7500 Security Blvd,, N2-14-23, Baltimore, MD 212441850
Nesd more information? Please visit the OIS website.

if the contractor considers anything contained herein to be outside the current scope of the contract, or contrary to any of its terms and conditions, the controctor shalf

withhold performance on the part{s} in guestion and immediately notify the Contracting Officer in writing as to the specific discrepancies and any proposed corrective
actions.

INFORMATION NOT RELEASABLE YO THE PUBLIC UNLESS AUTHORIZED BY LAY,  This information has not been publicly disclozed and may be
privileged and confidential. It

for internal government use only and must not be disseminatad, distributed, or copied o persons not avthorized to recoive the
information. Unauthorized disclosurs may result in prosecution fo the folf extent of the law.

From: Purcell, Timothy J. (CMS/OIS)

Sent: Friday, September 27, 2013 9:03 PM

To: 'Jayaprakash Thambusamy'; Basavaraju, Venkat (CMS/QOIS); Richardson, Marc D. (CMS/QIS); CMS ETC_Consolidated
Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep Pokala; Srinivas Bellamkonda; Mohan
Aitham (aitham@gmail.com)

(mfinkel@gssinc.com) (mfinkel@gssinc.com); Bartley, Don L. (CMS/QIS); Basavaraju, Venkat (CMS/OIS); Burger, Robert
(CMS/QIS); Jones, Carla D. (CMS/QIS); Mansaray, Sharlene (CMS/OIS); Purcell, Timothy J. (CMS/OIS); Wongus, Alethia
C. (CMS/OIS); Nitin Matta (nmatta@gssinc.com); Minze Chien (MChien@gssinc.com); Vignesh Srinivasan; CMS - ETC;
Thompson, William L. (CMS/0IS); Boblitz, John R. (CMS/0IS) (John.Boblitz@cms.hhs.gov)

Importance: High
QSSI Team,

Maybe missed at the Status meeting but I need to understand:

e  What are the details?

e  What are the details behind 65% failure rates?

e  What are we doing to have more testing and more tuning?

e How are we going to support 10/1 with these type of failures? What is the plan to success here?
e Do we need a meeting tomorrow to discuss this?

(b)(5)

Any road blocks on this testing I expect phone call to my cell, home, and then to Marc.

Date Time EHeap Vuser|Ramp Up| Total [Failures| CPU | CPU | RAM | RAM Changes made
NotRespi(gp) Rate no.of MAX | MAX | MAX | MAX
E {Sec/User| User @ @ @ @
Created NotResp
1{%) | 2(%) | (%) | (%)
26- [10:43- 11:19 2 4 100 3 100 0% 8% 6% | 100% | 100%
Sep
26- |13:27-13:49¢ 2 4 | 2500 10 1133 54% 8% | 6% |100% | 100%

HHS-0097703
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Obtained via FOIA by Judicial Watch, Inc.
Sep |
26- |17:45-18:01f 2 4 | 2500 10 1001 60% 6% | 4% | 95% | 100% |Reduced think time (
Sep 38 sec) and
executed
26- |18:31-18:47( 2 4 | 2500 10 1981 20% 7% | 2% |100% | 100%
Sep
26- | 11:51:00- 2 4 10000 10 0.00 100% | 2% | 1% |100% | 100% | Failed because of
Sep 12:04 service account
locked error.
27- | 10:51-11:42 2 4 |1000 10 3570 65% 100% | 100%
Sep
Thanks,

L be i)
IT Specialist, Innovative Healthcare Delivery Systems Group (IHDSG), Office of Information Services {O1S), Centers for Medicare &
Medicaid Services {CMS)
7500 Security Bhed,, N2-14-23, Baltimore, MD 21244-1850
Need more information? Please visit the OIS website.
if the contractor considers anything contained herein to be outside the current scope of the contract, or contrary to any of its terms and conditions, the contractor shall
withhold performance on the part(s} in question and immediately notify the Contracting Officer in writing as to the specific discrepancies and any proposed corrective

actions.

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:  This formation has not been publicly disclosed and may be
iviloged and condidential. 1t is for internal govarnoont use ondy and roust nod be dissaminated, distributed, or copied fo persons not authorized to receive the
information. Unauthorized disclosure meay result in prosseution fo the full extent of the law,

From: Jayaprakash Thambusamy [mailto:jthambusamy@gssing.com]
Sent: Friday, September 27, 2013 2:20 PM

(CMS/OIS); Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep Pokala; Srinivas Bellamkonda; Mohan
Aitham (aitham@gmail.com)

Cc: NotRespeam_Leads; Yuri Radams

All,
Please find the updated report as of today noon{08/27/2013 12.00 PM)}

We are concentrating web services scenario now with 1000 vUsers with 100 User per second. While running the
scenario we had some issues in performance center which has been resolved with the help of ETC Team. For portal
scenario, we are getting 35% success rate for 1000 VUsers with 10 User/Second rate.

The SAR Report for yesterday's run is also attached.

Thanks
Javaprakash Thambusamy, PMP
088 | www.gssinc.com

Testing Lead ~ CMSiNotRe! Project

HHS-0097704
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Obtained via FOIA by Judicial Watch, Inc.
10440 Little Patuxent Phwy , Suite 1200

Columbia , MD 21044
{301} 977-7884 x 358{Work)

(b)(6) H{Mobile)

From: Basavaraju, Venkat (CMS/QIS) [mailto:Venkat.Basavaraju@cms.hhs.gov]

Sent: Friday, September 27, 2013 8:17 AM

To: Jayaprakash Thambusamy; CMS - EIDM CMS Team; CMS ETC_Consolidated Testing; Marc Richardson; Vass, Paul
A.(CMS/CTR)

CciNotRes:i Team_Leads; Yuri Radams

P/ Q851 - Thanks for the guick report.

Pwant to make it very clear that we need to focus on web services registration for 10/1 efforts as supposed to
registration via portal.

~Yenkat

From: Jayaprakash Thambusamy [mailto:jthambusamy@gssing.com]

Subject:!

Please find the attached report for performance testing status as of 09/26/2013

Highlights

1. For portal registration we had a success rate of around 40% for 2500 VUsers with 10 VUsers per second and 10 seconds
think time. Then we run the 3000 Registration with random think time. The success rate was 99% but request failed due to

3.  We are having failures in web services registration and confirmation. The team is troubleshooting the issues.

Tomorrow’s Plan

1. Portal Registration Scenarios for 2K and 3K Users with varying ramp up rate to reach up to 30,000 User Registration.

2. Planning to create 50K Users using portal registration and run{ _NotResp __for 50K Users based on the availability of ETC
Slots
3. Troubleshooting web services registration and confirmation failures.

Note: From today onwards, we will be sending the reports at 11 AM and 8 PM every day.

Thanks
Jayaprakash Thambusamy, PMP
QSSI | www.gssinc.com

HHS-0097705
CMS0012583



Obtained via FOIA by Judicial Watch, Inc.

10440 Little Patuxent Pkwy , Suite 1200
Columbia , MD 21044
_{301) 977-7884 x 356{Work)

(b)(6) {(Mobile)

This electronic mail (including any attachments) may contain information that is privileged, confidential, and/or
otherwise protected from disclosure to anyone other than its intended recipient(s). Any dissemination or use of
this electronic email or its contents (including any attachments) by persons other than the intended recipient(s)
is strictly prohibited. If you have received this message in error, please notify the sender by reply email and
delete the original message (including any attachments) in its entirety.
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Obtained via FOIA by Judicial Watch, Inc.

Message
From: King, Jason C. (CMS/OIS)E NotResp
Sent: 9/30/2013 6:25:09 PM
To: Fryer, Teresa M. (CMS/OISk NotResp
NotResp ; Ashbaugh, Jason L. (CMS/0IS) NotResp
Subject: RE: RA for NotResp :

{ have a version from prior to the last set of updates they did. It looked like the only significant change between that

version and the version on your desk is the changed signature lines.

Jason King

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group (EISG)

Canters for Medicare & Medicald Services

PH: {410) 786-7578
http://www.cms.hhs.gov/informationsecurity/

Contact FISG at CISO@cms.hhs.gov

From: Fryer, Teresa M. (CMS/0IS)

Sent: Monday, September 30, 2013 2:20 PM

To: Ashbaugh, Jason L. (CMS/OIS); King, Jason C. (CMS/QIS)
Subject: RE: RA for{NotResp

Thanks. Twas asking fason King if he had an electronic copy.

Thanks!

Teresa

From: Ashbaugh, Jason L. (CMS/QIS)
Sent: Monday, September 30, 2013 2:19 PM
To: Fryer, Teresa M. (CMS/QIS); King, Jason C. (CMS/QIS)

Subject: RE: RA fori NotResp !

I don't have an electronic one, just what I'm recalling from the meeting.

(b)(5)

Thanks,

Jason L. Ashbaugh

CMS Computer Security Incident Response (CSIRT) - Lead
Enterprise Information Security Group (EISG)

Centers for Medicare & Medicaid Services

(w) 410.786.3017

(bb)i (b))

HHS-0123918
CMS0012585



Obtained via FOIA by Judicial Watch, Inc.

From: Fryer, Teresa M. (CMS/0IS)
Sent: Monday, September 30, 2013 2:16 PM
To: Ashbaugh, Jason L. (CMS/QIS); King, Jason C. (CMS/0IS)

Subject: RE: RA for | NotResp !

LI M

Is this your paragraph? Did we ever have an electronic copy of this RA?

From: Ashbaugh, Jason L. (CMS/QIS)
Sent: Monday, September 30, 2013 2:10 PM
To: King, Jason C. (CMS/QIS)

Sure:

(b)(5)

Jason Ashbaugh

From: King, Jason C. (CMS/QIS)
Sent: Monday, September 30, 2013 1:15 PM
To: Ashbaugh, Jason L. (CMS/OIS)

lason,

(b)(5)

Jason King

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group {EISG)

Centers for Medicare & Medicaid Services

PH: (410) 786-7578

HHS-0123919
CMS0012586



Obtained via FOIA by Judicial Watch, Inc.
http://www.cms.hhs.gov/informationsecurity/

Contact FISG at CISO@cms.hhs.gov

From: Ashbaugh, Jason L. (CMS/QIS)
Sent: Friday, September 27, 2013 12:26 PM
To: King, Jason C. (CMS/0IS)

Subject: RE: RA for: NotResp !

I stuck it on his desk, I'll point him at it when I see him again.

Thanks,

Jason L. Ashbaugh

CMS Computer Security Incident Response (CSIRT) - Lead
Enterprise Information Security Group (EISG)

Centers for Medicare & Medicaid Services

(w) 410.786.3017

(bb): (b)(6)

From: King, Jason C. (CMS/QIS)
Sent: Friday, September 27, 2013 12:16 PM
To: Ashbaugh, Jason L. (CMS/OIS)

(b)(8)

Jason King

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group (EISG)

Centers for Medicare & Medicaid Services

PH: (410) 786-7578
http://www.cms.hhs.gov/informationsecurity/

Contact EISG at CISO@cms.hhs.gov

From: Burger, Robert (CMS/QIS)

Sent: Friday, September 27, 2013 10:55 AM

To: King, Jason C. (CMS/OIS); Ashbaugh, Jason L. (CMS/OIS); Bartley, Don L. (CMS/QIS)
Cc: Gong, John (CMS/0OIS)
Subject: RAfoi  NotResp

Jason K and A,

Iplace the RA hardcopy (signed by EDCG and IHDSG) on Jason King’schair9/26. Canyouplease
review and assist usin getting Theresa’s signature asap.

Thank you.

HHS-0123920
CMS0012587



Bob Burger
Centers for Medicare & Medicaid Services
Office Of Information Services

Innovative Healthcare Delivery Systems Group
Division of Innovation and Shared Services Support

410.786.2125 (O) /L (b)(6)
robert.burger@cms.hhs.gov
7500 Security Blvd., N3-12-52

Baltimore, MD 21244-1850

Need more information? Visit the OIS website.

Obtained via FOIA by Judicial Watch, Inc.

if the contractor considers anything contained hereln to be outside the current scope of the contract, or contrary to any of its terms and conditions, the controctor shall
withhold performance on the part(s} in question and immediately notify the Contracting Officer in writing as to the specific discrepancies and any proposed corrective

actions.
INFORMATION NOT REY

priviteged and confidential. It s for inlernal eovernment use only and must uot be dig
information. Unanthorized disclosure may result in prosecution to the full extent of

¢ law

ABLE TO THE PUBLIC UNLESS AUTHORIZFED BY LAW, Thic information has not been publicly disclosed and may be
minated, distributed, or copied o persons not asthorized to recsive the

HHS-0123921
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Message
From: Ashbaugh, Jason L. (CMS/0OIS)!

i NotResp

i NotResp
Sent: 9/30/2013 6:19:19 PM
To: Fryer, Teresa M. (CMS/OIS) | NotResp

NotResp King, Jason C. (CMS/0IS)

Subject: RE: RA foriNotRes

............ )

I don't have an electronic one, just what I'm recalling from the meeting.

NotResp

(b)(5)

Thanks,

Jason L. Ashbaugh

CMS Computer Security Incident Response (CSIRT) - Lead
Enterprise Information Security Group (EISG)

Centers for Medicare & Medicaid Services

(w) 410.786.3017

From: Fryer, Teresa M. (CMS/0IS)
Sent: Monday, September 30, 2013 2:16 PM
To: Ashbaugh, Jason L. (CMS/QIS); King, Jason C. (CMS/OIS)

Subject: RE: RA for, NotResp :

ISP

is this your paragraph? Did we ever have an electronic copy of this RA?

From: Ashbaugh, Jason L. (CMS/OIS)

Sent: Monday, September 30, 2013 2:10 PM
To: King, Jason C. (CMS/OIS)

Cc: Fryer, Teresa M. (CMS/0IS)

Subject: RE: RA fori NotResp!

Sure:

T |

(b)(5)

HHS-0123924
CMS0012589
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NotResp

Jason Ashbaugh

From: King, Jason C. (CMS/QIS)

Sent: Monday, September 30, 2013 1:15 PM
To: Ashbaugh, Jason L. (CMS/QIS)

Cc: Fryer, Teresa M. (CMS/0IS)

Jason,

Can you throw together a quick paragraph on why putting BDC VAL on the Internet is bad for Teresa o use as her

comments to NotRespira?

Jason King

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group {EISG)

Centers for Medicare & Medicaid Services

PH: {410} 786-7578
http://www.cms.hhs.gov/informationsecurity/

Contact EiISG at CISO@cms.hhs.gov

From: Ashbaugh, Jason L. (CMS/QIS)
Sent: Friday, September 27, 2013 12:26 PM
To: King, Jason C. (CMS/OIS)

I stuck it on his desk, I'll point him at it when I see him again.
Thanks,

Jason L. Ashbaugh

CMS Computer Security Incident Response (CSIRT) - Lead
Enterprise Information Security Group (EISG)

Centers for Medicare & Medicaid Services

(w) 410.786.3017

(bb) (b)(8)

From: King, Jason C. (CMS/QIS)
Sent: Friday, September 27, 2013 12:16 PM

Subject: RE: RA for: NotResp :

(b)(5)

HHS-0123925
CMS0012590
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Jason King

Division of Information Security Policy and Compliance {DISPC)
Enterprise Information Security Group {EISG)

Centers for Medicare & Medicaid Services

PH: {410) 786-7578
http://www.cms.hhs.gov/informationsecurity/

Contact EISG at CISO@cms.hhs.gov

From: Burger, Robert (CMS/OIS)

Sent: Friday, September 27, 2013 10:55 AM

To: King, Jason C. (CMS/OIS); Ashbaugh, Jason L. (CMS/OIS); Bartley, Don L. (CMS/QIS)
Cc: Gong, John (CMS/0IS)

Jason K and A.,

Iplace the RA hardcopy (signed by EDCG and IHDSG) on Jason King’schair9/26. Canyouplease
review and assist usin getting Theresa’ssignature asap.

Thank you.

Bob Burger

Centers for Medicare & Medicaid Services

Office Of Information Services

Innovative Healthcare Delivery Systems Group
Division of Innovation and Shared Services Support

robert.burger@cms.hhs.gov
7500 Security Blvd., N3-12-52
Baltimore, MD 21244-1850

Need more information? Visit the OIS website.

if the contractor considers anything contained herein to be outside the current scope of the contract, or contrary to any of its terms and conditions, the contractor shall
withhold performance on the port{s} in question and immediately notify the Contracting Officer in writing os to the specific discrepancies and any proposed corrective
actions.

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIFED BY LAW: This information has not been publicly diselosed and may be
priviloged and condidential. It is for internal govermment use ondy and must not be dissenvinated, distributed, or cupied to persons not authorized to receive the
information. Unaothorized disclosure may resull in prosecution to the fall extent of the law.

HHS-0123926
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Message

From: Jayaprakash Thambusamy [jthambusamy@gssinc.com]

Sent: 10/1/2013 6:17:33 PM

To: Purcell, Timothy J. (CMS/OIS); NotResp

i NotResp iBavani Murari [bmurari@gssinc.com]; Rakhmatouline, Marat
(CMS/CTR); NotResp

i NotResp 'Basavaraju Venkat (CMS/OIS) NotResp
; NotResp -Gmsh Shetty

. [gshetty@gssinc.com]; Minze Chien [MChien@gssinc.com]; CMS ETC Consolidated Testing [NotResp' '
i NotResp i

| NotResp |} Vass, Paul A.(CMS/CTR) NotResp ;

i NotResp 'Srmwasulu Anala [sanala@qgssinc. com] Sathish Murugiah
[smurugiah@qssinc.com]; Sandeep Pokala [spokala@qssmc com]; Srinivas Bellamkonda
[sbellamkonda@qssmc com]; Mohan Aitham (aitham@gmail.com) [aitham@gmail.com]

CcC: -NotResp!Team Leads i - NotR: TeamLeads@qssmc com]; Yuri Radams [yradams@qssmc com] Krishnamoorthi Ganesan

ETC: : NotResp i

NotResp '

i NotReSP iBoblitz, John R. (CMS/OIS):. NotReSP i

i NotResp iMichael Finkel
[mfinkel@qssinc.com]; Krishnamoorthi Ganesan [kganesan@gssinc.com]; Kowlvenm Ramaswamy

.............

[kramaswamy@gqssinc.com]; Nitin Matta [nmatta@gqssinc.com]; CMS -NotReS.CMS Team- NotResp
: NotResp
Linares, George E. (CMS/OIS); NotResp i

i NotResp i pardha.reddy@oracle.com; amit.jasuja@oracle.com
Subject: RE! NotResp.Performance Testing - Update - 09/30/2013 6PM Update

E NotResp

Tirmn,

We h ave axecuted the scenarios to record the behavior for different ramp up rates and VUsers, We haven’t done any

further NotResp ;m analyze the increase in error rate. We will provide update on this after we analyze

the behavior,

Web Services Scenario

We are cur fmtiy workmy on fine tuning tha eyﬁstration and confirmation web services. We identified issues mi NotResp

Thanks
Jayaprakash Thambusamy, PMP
QSSI b wsanw . gssing. com

iProject
10440 Ltttie Patuxent Pkwy , Suite 1200
Columbia , MD 21044

HHS-0016129
CMS0012592



Obtained via FOIA by Judicial Watch, Inc.
(301} 977-7884 x 356{Work)

(b)(6) {Mobile)

From: Purcell, Timothy J. (CMS/OIS) [mailto: Timothy.Purcell@CMS.hhs.gov]

Sent: Monday, September 30, 2013 10:38 PM

To: Jayaprakash Thambusamy; Bavani Murari; Rakhmatouline, Marat (CMS/CTR); Venkat Basavaraju; Girish Shetty;
Minze Chien; CMS ETC_Consolidated Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep
Pokala; Srinivas Bellamkonda; Mohan Aitham (aitham@gmail.com)

JP’
Thanks for the report

The error rate for 6k (10/sec) was 10x that of the Sk (10/sec) error rate.

of Vilsers

So the number of user per sec seem to not reflect what I would think, more VUs/sec would increment the error
rate but for 5/sec to 10/sec the error rate went down and Yuri mentioned that was being looked at.

Also the increase in total VUs would have just increase error rate some but it was 10 fold.

Do we have any idea why this is happening.

Thanks,
%’?ﬁ@iﬁ}f Purcell o timothy.purcell@cms.hhs.gov + 410.786.0501 + 5: -------- (b)(s)  {88)

IT Specialist, Innovative Healthcare Delivery Systems Group (IHDSG), Office of Information Services {018}, Centers for Medicare &
Medicaid Services {CMS)
7500 Security Bhed,, N2-14-23, Baltimore, MD 21244-1350
Need more information? Please visit the OIS website,

If the contractor considers anything contained herein to be outside the current scope of the contract, or contrary to any of its terms and conditions, the contractor shall
withhold performance on the part(s} in question and immediately notify the Contracting Officer in writing os to the specific discrepancies and any proposed corrective
actions.

INFORMATION NOT RELEASABLE YO THE PUBLIC UNLESS AUTHORIZED BY LAW,  This oformation bas not been publicly disclosed and may be
priviteged and confidential. It is for internal government use only and must nol be dissemninated, distributed, or copied o persons not asthorized to resive the
information. Unauthorized disclosure may result in prosecution to the full extent of the law.

From: Jayaprakash Thambusamy [mailto:jithambusamy@gssinc.com]

Sent: Monday, September 30, 2013 7:36 PM

To: Purcell, Timothy J. (CMS/OIS); Bavani Murari; Rakhmatouline, Marat (CMS/CTR); Basavaraju, Venkat (CMS/QIS);
Girish Shetty; Minze Chien; CMS ETC_Consolidated Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish
Murugiah; Sandeep Pokala; Srinivas Bellamkonda; Mohan Aitham (aitham@gmail.com)

HHS-0016130
CMS0012593



amit.jasuia@oracle.com

Obtained via FOIA by Judicial Watch, Inc.

Subject:i NotResp ?erformance Testing - Update - 09/30/2013 6PM Update

Hi All,

Please find the performance status report for 09/30/2013 6 PM.

YUsers, After that we run the scenario for 8K Users to compare the behavior, but there is an issue in sharing the Load

generators with other team. We stopped the

SRIVICes

Marat/Venkat /Tim~ The (1851 Response to the questions are below in Red.

SCEnario.

NotResp

and concentrating on troubleshooting the issues in web

Web .
. Elapse Projected
. Services . . . .
Iterati . . . . dTime | Succe | Failu | Error | registrati
Registration | Ramp Up Rate Start Time End Time .
on {minut 55 re % ons per
NotResp es) hour
NotResilLogin
==y - | 10 User per 9/30/2013 1| 9/30/2013 14: 5.50
13 | usingiNotRespi 50| 5667 333
oo 11 Second 3:17 PM 07:00 PM %
(6K VUsers)
INotResp ogin
10 User per 9/30/2013 9/30/2013 0.56
46 | 4930 28
Second 9:32 10:18 %
5 users per 9/29/2013 1.24
9/30/2013 0:15 30| 4938 62
(5000 second 11:45 %
VUsers)
NotRespl ogin
using NotRes! | 5 users per 9/29/2013 9/29/2013 1.94
10 30| 4903 97
(5000 second 11:00 11:30 %
VUsers)
Execute
Webservices
for 2 Step
Registration
of LOA#1
4 users per 9/29/2013 9/29/2013 0.13
9 11| 2996 4 14,400
NotResp ( second 20:06 20:17 %
initial
registration
and
confirmation

HHS-0016131
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Obtained via FOI

A by Judicial Watch, Inc.

Execute
Webservices
for 2 Step
Registration
of LOA#1

NotResp (

initial
registration
and
confirmation

)

5 users per
second

9/29/2013
19:11

9/29/2013
19:33

21

2271

693

23.38
%

18,000

Execute
Webservices
for 2 Step
Registration
of LOA#1

NotResp

initial
registration
and
confirmation

)

6 users per
second

9/29/2013
18:05

9/29/2013
18:21

16

2933

54

1.81
%

21,600

Execute
Webservices
for 2 Step
Registration
of LOA#1

NotResp

initial
registration
and
confirmation

)

3 users per
second

9/29/2013
17:04

9/29/2013
17:22

18

2998

0.07
%

10,800

Execute
Webservices
for 2 Step
Registration

E NotResp

3 users per
second

9/29/2013
16:20

9/29/2013
16:25

997

0.20
%

10,800

HHS-0016132
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initial
registration
and
confirmation

)

Obtained via FOI

A by Judicial Watch, Inc.

Execute
Webservices
for 2 Step
Registration

initial
registration
and
confirmation

)

2 Users Per
second

9/29/2013
15:35

9/29/2013
15:45

10

998

0.10
%

7,200

Execute
Webservices
for 2 Step
Registration
of LOA#1

NotResp

initial
registration
and
confirmation

)

1 User Per
Second

9/29/2013
14:25

9/29/2013
14:5S

34

915

0.22
%

3,600

Execute
Webservices
for 2 Step
Registration
of LOA#1

NotResp

initial
registration
and
confirmation

)

1 User Per 2
Seconds

9/29/2013
12:58

9/29/2013
13:46

48

912

0.00
%

1,800

Execute
Webservices
for 2 Step
Registration

1 User Per 2
Seconds

9/29/2013
11:31

9/29/2013
12:18

47

898

0.11
%

1,800

HHS-0016133
CMS0012596



Obtained via FOIA by Judicial Watch, Inc.
of LOA#1

NotResp

initial
registration
and
confirmation

)

Thanks
Javaprakash Thambusamy, PMP

Testing Lead ~ CM 5N°t§ es Project

10440 Little Patuxent Pkwy , Suite 1200
Columbia , MD 21044
{301} 977-7884 » 356{Work)

(b)(6) ‘Mobile)

From: Purcell, Timothy J. (CMS/OIS) [mailto: Timothy. Purcell@CMS.hhs.gov]

Sent: Monday, September 30, 2013 4:00 PM

To: Jayaprakash Thambusamy; Bavani Murari; Rakhmatouline, Marat (CMS/CTR); Venkat Basavaraju; Girish Shetty;
Minze Chien; CMS ETC_Consolidated Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep

JP
Bavani,

2

Thanks for the update A few question from the team are below.

I re bulleted Marat’s question to numbers for ease of reference.
I am curious about #1,2 and 3, please explain how this impactsiNotRespisystem and customer experience?

at the same time?

This will help the report to Henry about what N°tpRes handle.

Also Venkat asked:
fam not sure how to translate rows 7, 8 and 9. What caused the error rate to go high in row 8. s it possible to

list the box {weakest link among foEie:;wng NotResp 3 utilization stats that contributed

to the error rate or stop command.

HHS-0016134
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Obtained via FOIA by Judicial Watch, Inc.

Thanks,
%ﬁ?ﬁ?ﬁy Pyreetl 0 timothy.purcell@cms.hhs.gov + 410.786.0501 -
IT Specialist, Innovative Healthcare Delivery Systems Group (IHDSG), Office of Information Services {015}, Centers for Medicare &

Medicaid Services {CMS)
7500 Security Blvd,, N2-14-23, Baltimore, MD 21244-185¢

Need more information? Please visit the OIS website.
If the contractor considers anything contained herein to be outside the current scope of the contract, or controry to any of its terms and conditions, the contractor shall
withhold performaonce on the part{s} in guestion and immediately notify the Contracting Officer in writing as to the specific discrepancies ond any proposed corrective

actions.

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:  This mformation hkas not been publicly disclosed and may be
privileged and confidential. It is for internal government vse ondy and raust not be dissenvnated, distributed, or copied fo pervons not authorized to recoive the
fnformation. Unauthorized diselosure may resolt in prossovtion fo the full extent of the faw.

From: Rakhmatouline, Marat (CMS/CTR)

Sent: Monday, September 30, 2013 1:51 PM

To: Basavaraju, Venkat (CMS/OIS); 'Jayaprakash Thambusamy'; Richardson, Marc D. (CMS/OIS); Purcell, Timothy J.
(CMS/QIS); Girish Shetty; Minze Chien; CMS ETC_Consolidated Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala;

Cci!‘i‘_’tﬁ??._iTeam_Leads; Yuri Radams; Krishnamoorthi Ganesan; Michael Finkel; Bartley, Don L. (CMS/OIS); Burger,
Robert (CMS/QIS); Jones, Carla D. (CMS/QIS); Mansaray, Sharlene (CMS/QIS); Wongus, Alethia C. (CMS/QIS); Nitin
Matta; Vignesh Srinivasan; CMS - ETC; Thompson, William L. (CMS/0IS); Boblitz, John R. (CMS/OIS); Michael Finkel;
Krishnamoorthi Ganesan; Kovilvenni Ramaswamy

P,
Couple questions to these results {just to {ast run as examplel:
1. s any reason you are reporting results only for one type of transactions {“Access URL” + "Login”) and not
mention “Click Links”. Error rate for these transactions related to access ‘Dummy” pages is 7%

1Q551]- At this point time of time we are concentrating on login logout transaction. We will be analyzing on
the dummy pages and click links in our further scenarios.

2. Response time to access “Dummy” pages from 3.3 to 205.9 seconds with average 21 Sec. {80% of all
responses are under 46.3 sec.} It includes more than 10 dummy pages, and all this response time spent in

control”?

{Q551]-The Response time we are reporting includes the time required to complete the transaction for all
the dummy pages 1-10. Between each dummy page we have 5 Sec of think time.

3. What happens at the end of the test, when “logout” response time jump to 1200 seconds {20 minutes [ -
really reached timeout, never logout). Any investigation/insight on that behavior?

[G5S1-We are analyzing the logout behavior with NotResp team. We will update once we get

updates from the team.

HHS-0016135
CMS0012598



Obtained via FOIA by Judicial Watch, Inc.
Why scenario is scheduled in such way that maximum planned # users (53K} is never reached in parallel — first

users done before last are started. Maximum running VUsers reached only 3248,

[QSSIT-At this point of time, we are concentrating on login logout with Herations. We will be doing scenarios
with steady state later . With the steady state scenario, we will have the maximum number of VUsers at the
same tme.

4. Can scenario be reorganized (with the same hase script] to simulate natural end-user behavior (somebody
login, somebody logout, somebody scrolling through pages) and run scenario for at least 1 hour? it will
simulate more production oriented performance load instead of everybody login, everybody iterate,
everybody logout {and first logout before last can start)

10551 We have a plan to run mix of scenarios to simulate natural end user behavior. We have requested
additional time to execute the scenarios.

Aindowe Helg:

s

e e View

P

ihraph Reporis Tooly

Summary Report |

ser Natas:

Statiehics Burmmary

Running Vusers 3,248
~{fia] HitS par Second 2,820,216,712

3,523,273

-Jsia} Throughput

450,542

152,128 Wigns MYYE R o o

o can define &

o gar sralyes ransactic

Total Passed: 31,887 Total Failed: 2,142 Tote! Stoppad: 370

Franenction N BRRA BErTwg i RuRerRee 3 5rd. 3 R Prroank  PRAR Fa SBren
: pi2: 1.9E5 4,34 133.355 B.18% F.283 G AT L7 34
nof nchude Think Time} - 2 _
& 2 23377 BO%.28E 1HB03 GELITT I TOH DA AT
ié 323 21377 203.296 16-303 S4E.3TT 13704 L0144 47
e B s BEZZY 4282 1156F 330 i a
f‘v‘ TR 1.202.033 30 24€ 2.95% %, 828 14 36
5 geptckaad B EEPLE AR B SRS 4,920 x4 2%
i&’ 23 13322 236 278 9,532 1B.ZEF &, 330 28 3
Service Lovel Agreament tegand: o Pass B Fail 2 Mo Data

HITP Bagponsas Sumweary

Thanks,
Marat Rekhmatouline
CMS CITIC Lockheed Martin

From: Basavaraju, Venkat (CMS/QIS)

Sent: Monday, September 30, 2013 12:35 PM

To: 'Jayaprakash Thambusamy'; Richardson, Marc D. (CMS/QIS); Purcell, Timothy J. (CMS/0IS); Girish Shetty; Minze
Chien; CMS ETC_Consolidated Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep Pokala;
Srinivas Bellamkonda; Mohan Aitham (aitham@gmail.com)

HHS-0016136
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i Obtained via FOIA by Judicial Watch, Inc.
PiTeam_Leads; Yuri Radams; Krishnamoorthi Ganesan; Michael Finkel; Bartley, Don L. (CMS/0IS); Burger,

Robert (CMS/OIS); Jones, Carla D. (CMS/QOIS); Mansaray, Sharlene (CMS/QOIS); Wongus, Alethia C. (CMS/OIS); Nitin
Matta; Vignesh Srinivasan; CMS - ETC; Thompson, William L. (CMS/OIS); Boblitz, John R. (CMS/OIS); Michael Finkel;

Couple of questions for clarification:

Fam not sure how to translate rows 7, 8 and 9. What caused the error rate to go high in row 8. Is it possible to Hist the

box {weakest link among following

aor stop comm and.

NotResp

i utilization stats that contributed to the error rate

o analyze further. We will get a some clarity on the weakest link after our analysis.

Venkat

From: Jayaprakash Thambusamy [mailto:jthambusamy@qssinc.com]
Sent: Monday, September 30, 2013 12:26 PM
To: Richardson, Marc¢ D. (CMS/QIS); Purcell, Timothy J. (CMS/0IS); Girish Shetty; Minze Chien; Basavaraju, Venkat
(CMS/0IS); CMS ETC_Consolidated Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep
Pokala; Srinivas Bellamkonda; Mohan Aitham (aitham@gmail.com)

Cc:ENotRespﬂ'eam_Leads; Yuri Radams; Krishnamoorthi Ganesan; Michael Finkel; Bartley, Don L. (CMS/0OIS); Burger,

| ES——

Robert (CMS/QOIS); Jones, Carla D. (CMS/QIS); Mansaray, Sharlene (CMS/QIS); Wongus, Alethia C. (CMS/QIS); Nitin
Matta; Vignesh Srinivasan; CMS - ETC; Thompson, William L. (CMS/0IS); Boblitz, John R. (CMS/0IS); Michael Finkel;
Krishnamoorthi Ganesan; Kovilvenni Ramaswamy

All,

Please find the Performance Testing status as of 09/30/2013 12 PM.

We run buthi NotResp iThe failure rate for NotResp ess than 2% and web services is <1
% approximately. We are currently working on higher number of VUsers for NotResp
Web .
. Elapse Projected
. Services . . i .
lterati . . . : d Time | Succe | Failu | Error | registrati
Registration | Ramp Up Rate Start Time End Time .
on prE——— {minut ss re % ons per
i NotResp es) hour
NotResp ogin
usin 10 User per 9/30/2013 9/30/2013
12 fpomee £. P 130/ /30/ 46 | 4930 28 | 0.56%
iNotRes5K Second 9:32 10:18
VUsers)

HHS-0016137
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11

5 users per
second

Obtained via FOIA

9/29/2013
11:45

by Judicial Watch, Inc.

9/30/2013
0:15

30

4938

62

1.24%

10

iNotRes! .
o esiLogin _
using iNotRespi

| R |

(5000
VUsers)

5 users per
second

9/29/2013
11:00

9/29/2013
11:30

30

4903

97

1.94%

Execute
Webservices
for 2 Step
Registration

af LOA#1iNotRe!

NotResp (

initial
registration
and
confirmation

)

‘4 users per
second

9/29/2013
20:06

9/29/2013
20:17

11

2996

0.13%

14,400

Execute
Webservices
for 2 Step

initial

registration
and
confirmation

)

5 users per
second

9/29/2013
19:11

9/29/2013
19:33

21

2271

693

23.38
%

18,000

Execute
Webservices
for 2 Step
Registration

| NotResp

"_i'ﬁ_i'fi-é_i ______ i
registration
and

confirmation

)

" 6 users per
second

9/29/2013
18:05

9/29/2013
18:21

16

2933

54

1.81%

21,600

Execute
Webservices
for 2 Step
Registration

3 users per
second

9/29/2013
17:04

9/29/2013
17:22

18

2998

0.07%

10,800

HHS-0016138
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gy Obtained via FOIA by Judicial Watch, Inc.

initial
registration
and
confirmation

)

Execute
Webservices
for 2 Step

Registrati_on

of LOA#1: NotR;

3 users per 9/29/2013 9/29/2013
NotResp i 5 997 21 0.20% 10,800
second 16:20 16:25

initial
registration
and
confirmation

)

Execute
Webservices
for 2 Step
Registration

of LOA#1iNotR}
g SR 3 Users Per 9/29/2013 9/29/2013
i NotResp { 10 998 1| 0.10% 7,200
L:_._::c.?._.l ________ second 15:35 15:45

initia

registration
and
confirmation

)

Execute
Webservices
for 2 Step
Registration

: : 1 User Per 9/29/2013 9/29/2013
i NotResp i 34 915 2| 0.22% 3,600
oo Second 14:25 14:59

initial
registration
and

confirmation

)

Execute
Webservices

for 2 Step
. . 1 User Per 2 9/29/2013 9/29/2013
Registration 48 912 0| 0.00% 1,800
——| Seconds 12:58 13:46
of LOA#1iNotRi

Lot

|_NotResp_i(
initial

HHS-0016139
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and

)

registration

confirmation

Obtained via FOIA

by Judicial Watch, Inc.

Execute
Webservices
for 2 Step
Registration
of LOA#11 NotR

|n|t|al

and

)

1 NotResp :(

registration

confirmation

1 User Per 2
Seconds

9/29/2013
11:31

9/29/2013
12:18

47

898

0.11%

1,800

Thanks

Javaprakash Thambusamy, PMP

QSSI b www, q&sinc com

10440 Little P&mxent ?E\wy, Suite 1200

Columbia , MD 21044
(301) 977-7884 x 356(Work)

From: Richardson, Marc D. (CMS/QIS) [ mailto:Marc.Richardson@cms.hhs.gov]

! { {Mobile)

Sent: Sunday, September 29, 2013 7:29 PM
To: Jayaprakash Thambusamy; Timothy Purcell_con; Girish Shetty; Minze Chien; Venkat Basavaraju; CMS
ETC_Consolidated Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep Pokala; Srinivas
Bellamkonda Mohan Aitham (aitham@qmail com)

Sharlene Mansaray, Alethla Wongus; N|t|n Matta; Vignesh Srlmvasan CMS - E’I’C Thompson, William L. (CMS/OIS),

HHS-0016140
CMS0012603



Obtained via FOIA by Judicial Watch, Inc.
Boblitz John R (CMS/OIS), Michael Finkel Krishnamoorthi Ganesan

Positive progress. Let's keep it going team!

From: Jayaprakash Thambusamy [mailto:jthambusamy@gssinc.com]

Sent: Sunday, September 29, 2013 6:33 PM

To: Richardson, Marc D. (CMS/QIS); Purcell, Timothy J. (CMS/OIS); Girish Shetty; Minze Chien; Basavaraju, Venkat
(CMS/QIS); CMS ETC_Consolidated Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep
Pokala Srmlvas Bellamkonda Mohan Altham (althaqumaul com)

Robert (CMS/OIS) Jones Carla D. (CMS/OIS), Mansaray, Sharlene (CMS/0IS); Wongus Alethla C. (CMS/0IS); N|t|n
Matta; Vignesh Srinivasan; CMS - ETC; Thompson, William L. (CMS/QIS); Boblitz, John R. (CMS/QIS); Michael Finkel;
Krishnamoorthi Ganesan

All,

Please find tha NotResp Performance Testing Status as of 6 PM {08/29/2013) Today.

We executed the registration and confirmation web services scenario during the afternoon session with varying ramp
up rate. We are getting favorable results with less than 1% error rate. We continuing the testing with higher ramp
rate. We will provide the results later.

Projected
registrati
Web Elapsed ons
Services Time submitte
Iterati | Registrati {minut | Succe | Failu | Error d
on on Ramp Up Rate Start Time End Time es) 55 re % per hour
Execute
Webservic
esfor 2
Step
Registratio
nof LOA#L 9/29/2013 9/29/2013 18
NotResp ( 17:04 17:22
initial
registratio
n and
confirmati | 3 users per 0.067
6 | on) second 2998 2 % 10,800
Execute . 9/29/2013 9/29/2013
Webservic | 3 users per 5 0.200
16:20 16:25
5] esfor2 second 997 2 % 10,800

HHS-0016141
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Step
Registratio
n of LOA#1

NotResp

initial
registratio
nand
confirmati
on)

Obtained via FOI

A by Judicial Watch

nc.

Execute
Webservic
es for 2
Step
Registratio
n of LOA#1

NotResp

initial
registratio
n and
confirmati
on)

2 Users Per
second

9/29/2013
15:35

9/29/2013
15:45

10

998

0.100

7,200

Execute
Webservic
es for 2
Step
Registratio
n of LOA#1

NotResp

e
registratio
n and

confirmati

on)

1 User Per
Second

9/29/2013
14:25

9/29/2013
14:59

34

915

0.218

3,600

Execute
Webservic
esfor 2
Step
Registratio
n of LOA#1

initial
registratio

1 User Per 2
Seconds

9/29/2013
12:58

9/29/2013
13:46

48

912

0.000

1,800

HHS-0016142
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Obtained via FOIA by Judicial Watch

nc.
n and

confirmati
on)

Execute
Webservic
esfor 2
Step
Registratio
n of LOA#1

9/29/2013 9/29/2013
NotResp 11:31 12:18

47

initial
registratio
n and
confirmati | 1 User Per 2 0.111
11| on) Seconds 898 1 % 1,800

Thanks
Javaprakash Thambusamy, PMP
0581 | www.gssine.com

10440 Little Patuxent Pkwy , Suite 1200
Columbia , MD 21044
{301} 877-7884 x 356{Work)

(b)(6) IMobile}

From: Jayaprakash Thambusamy

Sent: Sunday, September 29, 2013 2:26 PM

To: Marc Richardson; Timothy Purcell_con; Girish Shetty; Minze Chien; Venkat Basavaraju; CMS ETC_Consolidated
Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep Pokala; Srinivas Bellamkonda; Mohan
Aitham (aitham@gmail.com)

Sharlene Mansaray; Alethia Wongus; Nitin Matta; Vignesh Srinivasan; CMS - ETC; Thompson, William L. (CMS/QIS);
Boblitz, John R. (CMS/0IS); Michael Finkel; Krishnamoorthi Ganesan

Marg,

We will provide the next update by 6 PM Today.

Thanks
Javaprakash Thambusamy, PMP
Q8SH ] www.gssinc.com

............

10440 Little Patuxent Phwy , Suite 1200
Columbia, MD 21044

HHS-0016143
CMS0012606



Obtained via FOIA by Judicial Watch, Inc.
{301} 877-7884 x 356{Work}

L e (Mobile)

From: Richardson, Marc D. (CMS/QOIS) [mailto:Marc.Richardson@cms.hhs.gov]

Sent: Sunday, September 29, 2013 2:21 PM

To: Jayaprakash Thambusamy; Timothy Purcell_con; Girish Shetty; Minze Chien; Venkat Basavaraju; CMS

ETC_ Consolidated Testing; Vass Paul A. (CMS/CT R); Srinivasulu Anala; Sathish Murugiah; Sandeep Pokala; Srinivas

Importance High

When can we expect that next update, | need to tell my boss something in about 15 minutes.

From: Jayaprakash Thambusamy [mailto:jthambusamy@gssinc.com]

Sent: Sunday, September 29, 2013 1:17 PM

To: Purcell, Timothy J. (CMS/OIS); Girish Shetty; Minze Chien; Basavaraju, Venkat (CMS/OIS); Richardson, Marc D.
(CMS/QIS); CMS ETC_Consolidated Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep
Pokala Snmvas BeIIamkonda Mohan Altham (altham@qmall com)

Robert (CMS/OIS), Jones Carla D. (CMS/OIS), Mansaray, Sharlene (CMS/OIS), Wongus, Alethla C. (CMS/QIS); N|t|n
Matta; Vignesh Srinivasan; CMS - ETC; Thompson, William L. (CMS/OIS); Boblitz, John R. (CMS/QIS); Michael Finkel;
Krishnamoorthi Ganesan

..................

Hi All,

Please find theg NOtResp inarfnrmance Testing Status as of 12 PM {09/29/2013) Today.

1. Werun the NotResp : Scenariog for iocin and Logout for 6000 \IUsers yegterday after neon ,
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services rega;tratzon and confirmation test with the ramp up rate of 1 user for every 2 seconds. During this test
we observed 0.2 % error rate. We are currently re-running this test to confirm its results and establish them as
a baseline for the next test.

We will update the statistics spreadsheet with results and send it in the next update.

Thanks
Javaprakash Thambusamy, PMP
QS%ZI P www, qagénc com

10440 Ltttie Patuxent Pkwy s &uste 1200
Columbia , MD 21044
(301) 977-7884 x 356{Work)

: 1 {Mobile)

HHS-0016144
CMS0012607



Obtained via FOIA by Judicial Watch, Inc.

From: Purcell, Timothy J. (CMS/0IS) [mailto:Timothy.Purcell@CMS.hhs.gov]

Sent: Saturday, September 28, 2013 2:35 PM

To: Girish Shetty; Minze Chien; Jayaprakash Thambusamy; Venkat Basavaraju; Marc Richardson; CMS ETC_Consolidated
Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep Pokala; Srinivas Bellamkonda; Mohan
Aitham (aitham@qmail com)

Sharlene Mansaray, Alethla Wongus; N|t|n Matta; Vignesh Srmlvasan CMS - EFC, Thompson, William L. (CMS/OIS),
BOb|ItZ John R (CMS/OIS), Michael kael Krishnamoorthi Ganesan

Importance High

JP,
Girish,
Minze,

What is today’s update on this performance testing, we need updates 12pm and 6pm?
Has the plan changed?

Question below still needed as well.

Thanks,
Tmiﬁy Purcell 2 timothy.purcel@cms.bhs.gov " 410.786.0501 «F P{BR)
IT Specialist, Innovative Healthcare Delivery Systems Group (IHDSG), Office of information Services {018}, Centers for Medicare &
Medicaid Services {CMS)
500 Security Blvd,, N2-14-23, Baltimors, MD 31244-1850
Nead more information? Please visit the OIS website.

if the contractor considers anything contained hereln to be outside the current scope of the contract, or contrary to any of its terms and conditions, the contractor sholf

withhold performance on the part{s} in question and immediately notify the Contracting Officer in writing as to the specific discrepancies and any proposed corrective
actions.

INFORMATION NOY RELEASABLE TO THE PUBLIC UNLESS AUTHORIZFED BY LAW,  This information has not been publicly disclosed and may be
privileged and confidential. It is for internal government ose only and must nol be disseninated, distribnsted, or copied o persons not asthorized to reesive the
information. Unauthorized disclosure meay result in prosecution fo the full extent of the law.

From: Purcell, Timothy J. (CMS/0IS)

Sent: Friday, September 27, 2013 9:03 PM

To: 'Jayaprakash Thambusamy'; Basavaraju, Venkat (CMS/0OIS); Richardson, Marc D. (CMS/0OIS); CMS ETC_Consolidated
Testing; Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep Pokala; Srinivas Bellamkonda; Mohan
Aitham (aitham@qmail com)

(mﬂnkel@qssmc.com) (mﬁnke!@qssmc.com), Bartley, Don L. (CMS/QIS); Basavaraju, Venkat (CMS/0I1S); Burger, Robert
(CMS/QIS); Jones, Carla D. (CMS/QIS); Mansaray, Sharlene (CMS/QIS); Purcell, Timothy J. (CMS/OIS); Wongus, Alethia
C. (CMS/OIS); Nitin Matta (nmatta@gssinc.com); Minze Chien (MChien@gssinc.com); Vignesh Srinivasan; CMS - ETC;
Thompson William L. (CMS/OIS), Boblitz John R. (CMS/OIS) (John. Bobfitz@cms hhs.gov)

Importance High

QSSI Team,

HHS-0016145
CMS0012608



Obtained via FOIA by Judicial Watch, Inc.
Maybe missed at the Status meeting but I need to understand:

e What are the details?

e What are the details behind 65% failure rates?

e What are we doing to have more testing and more tuning?

e How are we going to support 10/1 with these type of failures? What is the plan to success here?

e Do we need a meeting tomorrow to discuss this?

(b)(8)

Any road blocks on this testing I expect phone call to my cell, home, and then to Marc.

Date Time Heap|Vuser| Ramp Up| Total |Failuresi CPU | CPU | RAM | RAM Changes made
NotResp: (GB) Rate no.of MAX | MAX | MAX | MAX
"""""""" 1 {Sec/User; User 1L.@ @ @ @
Created NotResp
T35 3% | ) ] %)
26- [10:43- 11:19 2 4 100 3 100 0% 8% 6% | 100% | 100%
Sep
26- |13:27- 13:49 2 4 | 2500 10 1133 54% 8% 6% | 100% | 100%
Sep
26- |17:45- 18:01 2 4 | 2500 10 1001 60% 6% 4% | 95% | 100% |Reduced think time (
Sep 38 sec) and
executed
26- |18:31- 18:47 2 4 | 2500 10 1981 20% 7% 2% |100% | 100%
Sep
26- | 11:51:00- 2 4 110000 10 0.00 100% 2% 1% |100% | 100% | Failed because of
Sep 12:04 service account
locked error.
27- 110:51-11:42 2 4 1000 10 3570 65% 100% | 100%
Sep
Thanks,

(b)) &g

Timotfy Purcell = imothypurcell@cms.hhs.gov + 410.786.0501
IT Specialist, Innovative Healthcare Delivery Systems Group (IHDSG), Office of Information Services {O1S), Centers for Medicare &
Medicaid Services {CMS)
7500 Security Blvd., N2-14-23, Baltimore, MD 21244-1850

MNeed more information? Please visit the OIS website.

if the contractor considers anything contained herein to be outside the current scope of the contract, or contrary to any of its terms and conditions, the contractor shal
withhold performance on the part(s} in question and immediately notify the Contracting Officer in writing os to the specific discrepancies and any proposed corrective
actions.

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:  This information has not been publicly disclosed and may be
iviloged and confidential. Tt is for internal goveroent use ondy and roust not be disseunated, disiributed, or copied fo persons not authorized to receive the
information. Unauthorized diselosure reay result in pros

coution fo the full oxtent of the faw.

HHS-0016146
CMS0012609



Obtained via FOIA by Judicial Watch, Inc.
From: Jayaprakash Thambusamy [mailto:jthambusamy@gssing.com]

Sent: Friday, September 27, 2013 2:20 PM

To: Basavaraju, Venkat (CMS/OIS); CMS - EIDM CMS Team; CMS ETC_Consolidated Testing; Richardson, Marc D.
(CMS/QIS); Vass, Paul A.(CMS/CTR); Srinivasulu Anala; Sathish Murugiah; Sandeep Pokala; Srinivas Bellamkonda; Mohan
Aitham (aitham@gmail.com)

All,
Please find the updated report as of today noon{08/27/2013 12.00 PM)

We are concentrating web services scenario now with 1000 vUsers with 100 User per second. While running the
scenario we had some issues in performance center which has been resolved with the help of ETC Team. For portal
scenario, we are getting 35% success rate for 1000 VUsers with 10 User/Second rate.

The SAR Report for yesterday’s run is also attached.

Thanks
Javaprakash Thambusamy, PMP
088 | www.gssinc.com

Testing Lead ~ CMSiﬂgt_ﬁffiiject
10440 Little Patuxent Phwy , Suite 1200
Columbia , MD 21044

{301) 977-7884 x 356{Work)

(b)(6) i Mobile)

From: Basavaraju, Venkat (CMS/QIS) [mailto:Venkat.Basavaraju@cms.hhs.gov]

-------------------------------

P/ Q851 - Thanks for the guick report.

Pwant to make it very clear that we need to focus on web services registration for 10/1 efforts as supposed to
registration via portal.

~Yenkat

From: Jayaprakash Thambusamy [mailto:jthambusamy@gssing.com]

HHS-0016147
CMS0012610



Obtained via FOIA by Judicial Watch, Inc.

Hi All,
Please find the attached report for performance testing status as of 09/26/2013
Highlights

1. For portal registration we had a success rate of around 40% for 2500 VUsers with 10 VUsers per second and 10 seconds
think time. Then we run the 3000 Registration with random think time. The success rate was 99% but request failed due to
Email Modification Error.

3.  We are having failures in web services registration and confirmation. The team is troubleshooting the issues.

Tomorrow’s Plan

1. Portal Registration Scenarios for 2K and 3K Users with varying ramp up rate to reach up to 30,000 User Registration.
2. Planning to create 50K Users using portal registration and runi__ NotResp _ifor 50K Users based on the availability of ETC
Slots

3. Troubleshooting web services registration and confirmation failures.

Note: From today cnwards, we will be sending the reports at 11 AM and 8 PM every day.

Thanks
Jayaprakash Thambusamy, PMP
QSSI | www.gssinc.com

Testing Lead — CMS! NotReProject

10440 Little Patuxent Pkwy , Suite 1200
Columbia , MD 21044
(301) 977-7884 x 356(Work)

i (Mobile)

This electronic mail (including any attachments) may contain information that is privileged, confidential, and/or
otherwise protected from disclosure to anyone other than its intended recipient(s). Any dissemination or use of
this electronic email or its contents (including any attachments) by persons other than the intended recipient(s)
is strictly prohibited. If you have received this message in error, please notify the sender by reply email and
delete the original message (including any attachments) in its entirety.

HHS-0016148
CMS0012611



Obtained via FOIA by Judicial Watch, Inc.
Appointment

From: Frank Gorton [frank.gorton@eglobaltech.com]
Sent: 10/1/2013 12:20:41 PM
To: Linares, George E. {CMS/OIS)i NotResp
NotResp {'Frank Gorton' [frank.gorton@eglobaltech.com]
Subject: FW: Post-Production Controls Meeting
Location: 10480 Little Patuxent Parkway Columbia, MD 21044
Start: 10/1/2013 1:00:00 PM
End: 10/1/2013 8:00:00 PM

Show Time As: Busy

Required Linares, George E. (CMS/OIS)
Attendees:

FYI

10-11:30 will be with the Ops teams, otherwise Paul and | and a few others meeting the rest of the day to scheme on
implementing controls and other issues.

Thanks..jack

From: Frank Gorton [mailto:frank.gorton@eglobaltech.com]
Sent: Monday, September 30, 2013 6:02 PM
To: Nebolsine, Samantha L. (CMS/OIS); Fletcher, John A. (CMS/0IS); Donohoe, Paul X. (CMS/OIS); Nick Mistry;
Grothe, Kirk A. (CMS/OIS); Thurston, Robert (CMS/CTR); Rhones, Rhonda D. (CMS/OIS); Bell, Amber J. (CMS/OL); Skinner,
Dennis R. (CMS/0IS); Cabral, Michael J. {CMS/OIS); Oh, Mark U. (CMS/OIS); jack fletcher@cms.hhs.qov; irafalovich@relis-
llc.com; Royle, Erick B. (CMS/OIS); O’Kussick, James J. (CMS/0IS); Couts, Todd (CMS/0IS); Thompson, Tyrone (CMS/OIS);
Rasheeda Abdul-Ghaffar; Courtney Gleason; Frank Gorton
Subject:Post-Production Controls Meeting

When: Tuesday, October 01, 2013 9:00 AM-4:00 PM (UTC-05:00) Eastern Time (US & Canada).

Where: 10480 Little Patuxent Parkway Columbia, MD 21044

Good Evening,

Please see the attached agenda for the meeting scheduled tomorrow from 9:00 to 4:00 at the QSSI Offices, as well as
eGlobalTech Offices in Columbia. The address for the location at 9:00 is listed below.

10480 Little Patuxent Parkway

Columbia, MD 21044

8" Floor conference

Room D

Frank Gorton, PMP
Program Manager

eGlobalTech | www.eglobaltech.com
10480 Little Patuxent Parkway

Suite 400, Columbia, MD 21044
Office: 443-539.2913

<<Agenda.pptx> <<Agenda.pptx>> >

HHS-0019955
CMS0012612
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Message

From: Trenkle, Tony (CMS/OIS)f NotResp
E NOtRESp :_ .............................

Sent: 10/1/2013 1:03:19 PM

To: Ekh, Jeannette [Jeannette.Ekh@bcbsfl.com]; Snyder, Michelle (CMS/OA) NotResp
E NotResp E !

CcC: 'Jeannette Ekh' [jeannette.ekh@gmail.com]

Subject: RE: Bi-weekly Call

Jeannette,

I hope that you have enjoyed your time off. Needless to say we are all busy with shutdown and
Marketplace work. I suggest that we keep it on the calendar. You and I can talk if Michelle is not
available.

Tony

————— original Message-----

From: Ekh, Jeannette [mailto:Jeannette.Ekh@bcbsf1.com]
Sent: Monday, September 30, 2013 6:12 PM

To: Snyder, Michelle (CMS/0A); Trenkle, Tony (CMS/0QIS)
Cc: 'Jeannette Ekh'

Subject: Bi-weekly call

Michelle and Tony,

I have been thinking about you, and the others, today as we enter into the "go-live" stage of
implementation. | (b)(6) i If
you would Tlike to talk this wednesday morning, as we had scheduled, please let me know. Otherwise, I will
not call into the web-ex Tine.

I've copied my personal email address, so feel free to "reply" to that email address, either way, any
time, for that matter. My guess is, you will both be very busy wednesday morning, so won't be able to
talk. Please know, though, that I can be available to talk almost any time in the future.

Good Tuck tomorrow!
Jeannette

New email addressi (b)(8) !

sent with Good (www.good.com)

Florida Blue is a trade name of Blue Cross and Blue Shield of Florida, Inc. Blue Cross and Blue Shield
of Florida, Inc., and its subsidiary and affiliate companies are not responsible for errors or omissions
in this e-mail message. Any personal comments made in this e-mail do not reflect the views of Blue Cross
Blue shield of Florida, Inc. The information contained in this document may be confidential and intended
solely for the use of the individual or entity to whom it is addressed. This document may contain
material that is privileged or protected from disclosure under applicable law. If you are not the
intended recipient or the individual responsible for delivering to the intended recipient, please (1) be
advised that any use, dissemination, forwarding, or copying of this document IS STRICTLY PROHIBITED; and
(2) notify sender immediately by telephone and destroy the document. THANK YOU.

HHS-0101558
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