CSR completes RIDP and application for
consumer

ESW scans or manually enters application
for consumer

State may interface with
FFM (Hub) to complete RIDP
for consumer

———mmme—p

SBM & Medicaid

Marketplace (FFM)

Issuers send
834

Consumer

Account transferred from FFM go to Medicaid/CHIP
Process varies with M/C if Assessment or Determination State

CE)

Medicaid

Marketplace (SBM}

State may use FFM (Huby}
for verifications




10/1 Open Enroliment
Session I: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer

Flun Compare & Plan Select
Enroliment & Direct Enrollment
Operational Reporting/Analytics
Appeals & SHOP

Business Process Step: Plan Compare and Plan Select

Summary: Compare eligible plans and select a plan for enrollment

mm<m.nm3w AO_‘ _‘:mbo_‘ external ﬁmq..nsm_‘mv _B_an.nmo_
=
3 | FFM Yes
< | DSH No
2 | MIDAS No
< | HIOS Yes Marketing names for issuers/plans are retrieved by FFM for Plan
m Compare. HIOS is the system of record.
& [ EIDM/RIDP No
RBIS No
Enterprise Portal No
Edge Server No
HC.gov No
LMI No
NAIC SERFF No
OPM No
States No
Federal No
Other (specify) No

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW: i
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.
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10/1 Open Enroliment
Session I: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer

Flun Compare & Plan Select
Enroliment & Direct Enrollment
Operational Reporting/Analytics
Appeals & SHOP

FFM

Plan Compare Yes Yes No (8/15) No (8/15)

Plan Select Yes Yes No (8/31) No (8/31)

Obtained via FOIA by Judicial Watch, Inc.

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW: .
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.

CEVHE QF IEGRR AU BHOCES
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10/1 Open Enroliment
Session I: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer

Flun Compare & Plan Select
Enroliment & Direct Enrollment
Operational Reporting/Analytics
Appeals & SHOP

Hub

Obtained via FOIA by Judicial Watch, Inc.

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.

CEVHE QF IEGRR AU BHOCES
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10/1 Open Enroliment
Session I: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer
Flun Compare & Plan Select
Enroliment & Direct Enrollment
Operational Reporting/Analytics

Appeals & SHOP

FFM-HIOS Yes Yes
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INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.
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10/1 Open Enroliment
Session I: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer

Flun Compare & Plan Select
Enroliment & Direct Enrollment
Operational Reporting/Analytics
Appeals & SHOP

FFM (Independent Testing)

Test Case Status

~450 Not Started

Defect Summary

Obtained via FOIA by Judicial Watch, Inc.

Test Data Status

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.

CEVHE QF IEGRR AU BHOCES
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10/1 Open Enroliment
Session I: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer

Flun Compare & Plan Select
Enroliment & Direct Enrollment
Operational Reporting/Analytics
Appeals & SHOP

UAT and External Testing

Test Case Status

Direct Enrollment 45 Not Started
Issuer

FFM Issuer 6 Not Started
SBM States 10 Not Started

Defect Summary

Obtained via FOIA by Judicial Watch, Inc.

Test Data Status

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.

CEVHE QF IEGRR AU BHOCES
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10/1 Open Enroliment
Session I: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer

Flun Compare & Plan Select
Enroliment & Direct Enrollment
Operational Reporting/Analytics
Appeals & SHOP
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INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.
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10/1 Open Enroliment
Session I: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer

Flun Compare & Plan Select
Enroliment & Direct Enrollment
Operational Reporting/Analytics
Al Is & SHOP

Scenario Handling
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vvarcry

AL

~ Describe what happens when . . .
+ Non Happy Path Scenarios (e.g.,
data sources are down. unable
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INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.

CMS001852



834

CSR completes RIDP and application for
consumer

Issuers send

ESW scans or manually enters application
for consumer

Consumer

Account transferred from FFM go to Medicaid/CHIP
Process varies with M/C if Assessment or Determination State

CE)

State may interface with
FFM (Hub) to complete RIDP
for consumer

———mmme—p

Marketplace (FFM)

Medicaid
State may use FFM (Huby}

for verifications

Marketplace (SBM}

SBM & Medicaid




10/1 Open Enroliment
Session I: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer

Plan Compare & Plan Select

Enroliment & Direct Enrollment

Operational Reporting/Analytics
Is &

Business Process Step: Enrolilment and Direct Enroliment

Summary: Interact with issuers to send/receive initial enroliments, cancelations,
terminations and enrollment changes as well as provide capabilities for issuers to
redirect consumers from their websites to the FFM for QHP/APTC eligibility
determination

m<mﬂm3m (or major external partners) Impacted

Obtained via FOIA by Judicial Watch, Inc.

Issuers receive and send enrollment transactions
through the DSH. DHS hosts Direct Enroliment
services used by issuers.

MIDAS No
HIOS No
EIDM/RIDP No
RBIS No
Enterprise Portal No
Edge Server No
HC.gov No
LMI No
NAIC SERFF No
OPM No
States No
Federal No
Issuer Websites Yes Consumers will be redirect to/from FFM from the
issuer’s website for Direct Enroliment
INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW: B

This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.
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10/1 Open Enroliment
Session I: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer

Plan Compare & Plan Select
Enroliment & Direct Enrollment
Operational Reporting/Analytics
Appeals & SHOP

Relevant Stakeholders & Users Volume (assumptions)
e DSH

e lIssuers * FFM Individ. Exchange Initial

Enrollments — 5,950,000

* FFM Individ. Exchange
Enrollment
Cancellations/Terminations/Up

dates/etc — 1,428,000

* FFM Average Applications/Hour
— 26,010

e Peak FFM Applications/Hour —
65,025

* Assuming 30 minutes per
average application, ~32K
concurrent users during peak

 Individual Consumers

Obtained via FOIA by Judicial Watch, Inc.

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW: LY
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.
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10/1 Open Enroliment
Session I: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer

Plan Compare & Plan Select
Enroliment & Direct Enrollment
Operational Reporting/Analytics
Appeals & SHOP

FFM

Enrolliment Yes Yes No (8/31) No (7/31)

Direct Enroliment Yes Yes No (7/31) No (7/31)

Obtained via FOIA by Judicial Watch, Inc.

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW: .
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.

CEVHE QF IEGRR AU BHOCES
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10/1 Open Enroliment
Session I: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer
Plan Compare & Plan Select
Enroliment & Direct Enrollment
Operational Reporting/Analytics

Fetch Eligibility Service (Refacto Y Y Y Y
Applicant (Direct) Enroliment Service | Y Y Y Y
(Refactor)
Exchange Enrollment Service Y Y Y Y
(Refactor)

Applicant Enrollment BSD Prior APTC Status and QHP Enroliment
"Double Dipping" - This service was

Fetch Eligibility BSD developed in release 6 sprint 16.
However, the details on the enrollment

Exchange Enroliment data store are not provided to

Obtained via FOIA by Judicial Watch, Inc.

complete development. CGI/CMS was
required to provide the EDS details by
5/31, so that QSSI can complete
development by end of June. Waiting
for EDS to refactor this service

Current Income - Integration testing
with Equifax is delayed; Hub is
working with Layer7 vendor and
Equifax to address the gateway policy
definition issue

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW: E
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.
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10/1 Open Enroliment
Session I: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer

Plan Compare & Plan Select
Enroliment & Direct Enrollment
Operational Reporting/Analytics
Appeals & SHOP

Hub

Hub: Exchange Enroliment Y Y Y Y

Hub: Direct (Applicant) Enroliment Y Y Y Y

Obtained via FOIA by Judicial Watch, Inc.

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.

CEVHE QF IEGRR AU BHOCES
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10/1 Open Enroliment
Session I: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer
Plan Compare & Plan Select
Enroliment & Direct Enrollment
Operational Reporting/Analytics

Appeals & SHOP

FFM-DSH Yes No (7/31)
FFM-lssuer Websites Yes No (7/31)

Integration testing of Direct enroliment and
Fetch Elibility services are in progress (in
DEV2 environment)
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INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.
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10/1 Open Enroliment
Session I: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer

Plan Compare & Plan Select
Enroliment & Direct Enrollment
Operational Reporting/Analytics
Appeals & SHOP

FFM (Independent Testing)

Test Case Status

~450 Not Started

Defect Summary

Obtained via FOIA by Judicial Watch, Inc.

Test Data Status

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.
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10/1 Open Enroliment
Session I: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer

Plan Compare & Plan Select
Enroliment & Direct Enrollment
Operational Reporting/Analytics

Hub (Independent Testing)

Test Case Status

H20 R6 - Internal Testing | Internal Testing Only

Only

H67 R6 — No Test Data, Internal Testing Only
Internal Testing Only

H68 R6 ~ No Test Data, Internal Testing Only

Internal Testing Only

Obtained via FOIA by Judicial Watch, Inc.

Test Data Status
* No test data developed for H67 (Fetch Eligibility) or H68 (Enrollment)

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.

]
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10/1 Open Enroliment
Session I: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer

Plan Compare & Plan Select
Enroliment & Direct Enrollment
Operational Reporting/Analytics
Appeals & SHOP

UAT and External Testing

Test Case Status

Direct Enrollment 45 Not Started
Issuer

FFM Issuer 6 Not Started
SBM States 10 Not Started

Defect Summary

Obtained via FOIA by Judicial Watch, Inc.

Test Data Status

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.

CEVHE QF IEGRR AU BHOCES
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10/1 Open Enroliment
Session I: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer

Plan Compare & Plan Select
Enroliment & Direct Enrollment
Operational Reporting/Analytics
Appeals & SHOP

Guidance ==
1. For Ul components, performa
1 5¢C
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INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW: E
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.
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Operational Reporting and Analytics
MMI/Executive reports from MIDAS
E&E day 1 metrics for CCIIO
SHOP PM related metrics

CMS001864



10/1 Open Enroliment
Session I: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer

Plan Compare & Plan Select

Enroliment & Direct Enrollment

Operational Reporting/dnalytics
Is &

Business Process Step: Reporting and Analytics

Summary: MIDAS will provide the analytics for all market place data.

For 10/1, the deliverables include, the Health Insurance Marketplace Management
Information Dashboard (HIMMID), E&E Day 1 metrics and SHOP PM metrics The metrics are
based on data from Plan Management, Enroliment, Enrollment Data store and DSH.

Inc.

w<mﬂm3m (or major external partners) Impacted

FFM Yes Data will be pulled into MIDAS from FFM.
Connectivity should be established

DSH Yes Data will be pulled into MIDAS from FFM.
Connectivity should be established

MIDAS Yes Reports will be generated from MIDAS

HIOS
EIDM/RIDP
RBIS

Enterprise Portal
Edge Server
HC.gov

LMI

NAIC SERFF

OPM

States

Federal

Other (specify)

Obtained via FOIA by Judicial Watch

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW: wn 7
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons

PPN el authorized to receive the information. Unauthorized disclosure may result in prosecution to the fullest extent of the law.
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10/1 Open Enroliment
Session I: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer

Plan Compare & Plan Select
Enroliment & Direct Enrollment
Operational Reporting/dnalytics
Appeals & SHOP

Relevant Stakeholders & Users

e Office of Enterprise
Management (OEM)

* Internal CCIIO business
users: HIMMID, E&E and
SHOP groups

Internal CMS CIISG users

Obtained via FOIA by Judicial Watch, Inc.
®

Volume

e To be determined

 Data volumes are directly
related to FFM and DSH
volumes

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.
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10/1 Open Enroliment
Session I: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer
Plan Compare & Plan Select
Enroliment & Direct Enrollment

Operational Reporting/dnalytics

NotResp

Obtained via FOIA by Judicial Watch, Inc.

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW: >
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.
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10/1 Open Enroliment
Session I: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer

Plan Compare & Plan Select
Enroliment & Direct Enrollment
Operational Reporting/dnalytics

MIDAS

Content Pump: Data pull from Y Y Y Y
FFM/DSH to MIDAS
Flattening of XML data Y Y In Progress N
MMI metrics/Dashboard N —haselining using Y N N
718/13 version
E&E day 1 metrics Y Y N N
SHOP PM metrics Y — initial Scope defined | N N N
but re-baselining with
source data availability

Obtained via FOIA by Judicial Watch, Inc.

BRD, Models, Master Maps are

They are checked into SVN

completed for Sprint 1 of MMI metrics.

]

Metrics from HIMMID group are yet to be
finalized — Baselining with 7/8/13 version

Misma

tch of data(XML) fron

n data definitions

(X8D); NotResp

Data Structures from Source systems are
yet to be finalized; There continue to be
significant differences between each version
of data definitions MIDAS receives from
FFM

Unavailable from source s

ystems; NotResp

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:
This information has not been publicly disclosed and may be privileged and confidential.
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.

It is for internal government use only and must not be disseminated, distributed, or copied to persons
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10/1 Open Enroliment
Session I: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer
Plan Compare & Plan Select
Enroliment & Direct Enrollment
Operational Reporting/dnalytics

Appeals & SHOP

N —issues in Prod Prime
N —issues in Prod Prime
N - Design TBD

FFM — MIDAS Integration
DSH — MIDAS integration
OEM — MIDAS integration
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INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.

CEVHE QF IEGRR AU BHOCES

CMS001869



10/1 Open Enroliment
Session I: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer

Plan Compare & Plan Select
Enroliment & Direct Enrollment
Operational Reporting/dnalytics
Appeals & SHOP

MIDAS

Test Case Status

Defect Summary

Obtained via FOIA by Judicial Watch, Inc.

Test Data Status

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.
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10/1 Open Enroliment
Session I: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer

Plan Compare & Plan Select
Enroliment & Direct Enrollment
Operational Reporting/dnalytics
Appeals & SHOP

UAT and External Testing

Test Case Status

Reporting - TBD
Analytics - TBD

Defect Summary

Obtained via FOIA by Judicial Watch, Inc.

Test Data Status

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.
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10/1 Open Enroliment
Session I: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer

Plan Compare & Plan Select
Enroliment & Direct Enrollment
Operational Reporting/dnalytics
Appeals & SHOP

Guidance
1. For Ul components,
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INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.
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10/1 Open Enroliment
Session I: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer

Plan Compare & Plan Select
Enroliment & Direct Enrollment
Operational Reporting/dnalytics

Scenario Handling

ey

L.

vvarcry

AL

- Describe what happens when ...
~ * Non Happy Path Scenarios (e.g.,

Obtained via FOIA byrdudiets

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:

not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.

]

This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
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CSR completes RIDP and application for
consumer

ESW scans or manually enters application
for consumer

Issuers send
834

Consumer

State may interface with
FFM (Hub) to complete RIDP
for consumer

———mmme—p

SBM & Medicaid

Marketplace (FFM)

Account transferred from FFM go to Medicaid/CHIP
Process varies with M/C if Assessment or Determination State

CE)

Medicaid

Marketplace (SBM}

State may use FFM (Huby}
for verifications




10/1 Open Enroliment
Session I: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer

Plan Compare & Plan Select

Enroliment & Direct Enrollment

Operational Reporting/Analytics
poeals & SHO

Business Process Step: Appeals and SHOP

Inc.

Summary: Functionality for Employers and Employees to complete an online
application and select a QHP for enrollment as well as capabilities for consumers
to appeal their eligibility determination(s)

mm<m.nm3w AO_‘ _‘:mbo_‘ external ﬁmq..nsm_‘mv _Bﬁmnﬂmo_
=
3 | FFM Yes Provide SHOP and appeal functionalities
< | DSH Yes Determine employee eligibility (e.g., Indian status)
m MIDAS Yes Report on application status and outcomes
< | HIOS Yes FFM will retrieve marketing names for issuers/plans
m from HIOS (system of record)
8 | EIDM/RIDP Yes Authentication of Employer/Employees
RBIS No
Enterprise Portal No
Edge Server No
HC.gov Yes Integration of content, headers, footers, notifications
through GovDelivery
LMI No
NAIC SERFF No
OPM No
States No
Federal Yes Verification information provided to FFM via the DSH
Other (specify) No

This information has not been publicly disclosed and may be privileged and confidential.

CEVHE QF IEGRR AU BHOCES

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:

21

F LA

It is for internal government use only and must not be disseminated, distributed, or copied to persons

“  not authorized to receive the information. Unauthorized disclosure may result in prosecution to the fullest extent of the law.
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10/1 Open Enroliment
Session I: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer

Plan Compare & Plan Select
Enroliment & Direct Enrollment
Operational Reporting/Analytics

Relevant Stakeholders & Users Volume (assumed for SHOP)
e Employers
 Employees  FFE SHOP. Exchange Initial
e |ssuers Enrollments -- 1,700,000

* FFE SHOP Exchange Enrollment
Cancellations/Terminations/Up
dates/etc — 408,000

* FFM Average Applications/Hour
- 7,431

* Peak FFM Applications/Hour —
15,606

Obtained via FOIA by Judicial Watch, Inc.

PR
INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW: e
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons

.M, not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.
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10/1 Open Enroliment
Session I: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer

Plan Compare & Plan Select
Enroliment & Direct Enrollment
Operational Reporting/Analytics
Appeals & SHOP

FFM

Appeals No No No (8/15)

SHOP Yes Yes No (9/15)

Obtained via FOIA by Judicial Watch, Inc.

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.
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10/1 Open Enroliment
Session I: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer

Plan Compare & Plan Select
Enroliment & Direct Enrollment
Operational Reporting/Analytics
Appeals & SHOP

Hub

Obtained via FOIA by Judicial Watch, Inc.

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.

CEVHE QF IEGRR AU BHOCES
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10/1 Open Enroliment
Session I: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer

Plan Compare & Plan Select
Enroliment & Direct Enrollment
Operational Reporting/Analytics
Appeals & SHOP

MIDAS

Obtained via FOIA by Judicial Watch, Inc.

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.

CEVHE QF IEGRR AU BHOCES
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10/1 Open Enroliment
Session I: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer

Plan Compare & Plan Select
Enroliment & Direct Enrollment
Operational Reporting/Analytics
Appeals & SHOP

HC.gov

Obtained via FOIA by Judicial Watch, Inc.

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.

CEVHE QF IEGRR AU BHOCES
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10/1 Open Enroliment
Session I: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer
Plan Compare & Plan Select
Enroliment & Direct Enrollment
Operational Reporting/Analytics

Appeals & SHOP

FFM-DSH Yes Yes
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INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.
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10/1 Open Enroliment
Session I: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer

Plan Compare & Plan Select
Enroliment & Direct Enrollment
Operational Reporting/Analytics
Appeals & SHOP

FFM (Independent Testing)

Test Case Status

Appeals TBD
SHOP - TBD

Defect Summary

Obtained via FOIA by Judicial Watch, Inc.

Test Data Status

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.

CEVHE QF IEGRR AU BHOCES
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10/1 Open Enroliment
Session I: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer

Plan Compare & Plan Select
Enroliment & Direct Enrollment
Operational Reporting/Analytics
Appeals & SHOP

Hub (Independent Testing)

Test Case Status

Defect Summary

Obtained via FOIA by Judicial Watch, Inc.

Test Data Status

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.

CEVHE QF IEGRR AU BHOCES
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10/1 Open Enroliment
Session I: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer

Plan Compare & Plan Select
Enroliment & Direct Enrollment
Operational Reporting/Analytics
Appeals & SHOP

MIDAS (Independent Testing)

Test Case Status

Defect Summary

Obtained via FOIA by Judicial Watch, Inc.

Test Data Status

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW: E :
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.

CEVHE QF IEGRR AU BHOCES
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10/1 Open Enroliment
Session I: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer

Plan Compare & Plan Select
Enroliment & Direct Enrollment
Operational Reporting/Analytics
Appeals & SHOP

HC.gov

Test Case Status

Defect Summary

Obtained via FOIA by Judicial Watch, Inc.

Test Data Status

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW: .
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.
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10/1 Open Enroliment
Session I: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer

Plan Compare & Plan Select
Enroliment & Direct Enrollment
Operational Reporting/Analytics
Appeals & SHOP

UAT and External Testing

Test Case Status

Appeals TBD
SHOP - TBD

Defect Summary

Obtained via FOIA by Judicial Watch, Inc.

Test Data Status

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW: E
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.

CEVHE QF IEGRR AU BHOCES
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10/1 Open Enroliment
Session I: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer

Plan Compare & Plan Select
Enroliment & Direct Enrollment
Operational Reporting/Analytics
Appeals & SHOP

Guidance =~
1. For Ul components, performa
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INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW: >
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.
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10/1 Open Enroliment
Session I: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer

Plan Compare & Plan Select
Enroliment & Direct Enrollment
Operational Reporting/Analytics

Scenario Handling
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INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:

not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.

This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
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Appendix — Architecture Overview

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:

it iR senees 0T authorized to receive the information. Unauthorized disclosure may result in prosecution to the fullest extent of the law.

This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated

P

. distributed, or copied to persons
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10/1 Open Enroliment
Session |: Readiness to Support Business Processes
fdy Secount and Application
Eligibility, Notices, Account Transfer

Plan Compare & Plan Select
Enrollment & Direct Enrollment
Cperational Reporting/Analytics
Appeals & SHOP

4 3 Individual Application Flow (Eligibility)

NotResp

Obtained via FOIA by Judicial Watch, Inc.

This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.
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10/1 Open Enroliment
Session |: Readiness to Support Business Processes
fdy Secount and Application
Eligibility, Notices, Account Transfer

Plan Compare & Plan Select
Enrollment & Direct Enrollment
Cperational Reporting/Analytics

NotResp

Obtained via FOIA by Judicial Watch, Inc.

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.
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10/1 Open Enroliment
Session |: Readiness to Support Business Processes
My Account and Application
Efigikility, Notices, Account Transfer

Plan Compare & Plan Select
Enrollment & Direct Enrollment
Cperational Reporting/Analytics
Appeals & SHOP

NotResp

Obtained via FOIA by Judicial Watch, Inc.

This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.
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10/1 Open Enroliment
Session |: Readiness to Support Business Processes
My Account and Application
Efigikility, Notices, Account Transfer

Plan Compare & Plan Select
Enrollment & Direct Enrollment
Cperational Reporting/Analytics
Appeals & SHOP
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NotResp
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This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.
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10/1 Open Enroliment
Session |: Readiness to Support Business Processes
My Account and Application
Efigikility, Notices, Account Transfer

Plan Compare & Plan Select
Enrollment & Direct Enrollment
Cperational Reporting/Analytics

Referrals from FEM to _Medicaid/CHIP

NotResp

Obtained via FOIA by Judicial Watch, Inc.

n
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INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW: E
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.
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10/1 Open Enroliment
Session |: Readiness to Support Business Processes
My Account and Application
Efigikility, Notices, Account Transfer

Plan Compare & Plan Select
Enrollment & Direct Enrollment
Cperational Reporting/Analytics

Referrals from Medicaid/CHIP to FFM

NotResp

Obtained via FOIA by Judicial Watch, Inc.

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW: -
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.
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10/1 Open Enroliment
Session |: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer

Plan Compare & Plan Select
Enroliment & Direct Enrollment
Cperational Reporting/Analytics
Appeals & SHOP

NotResp

Obtained via FOIA by Judicial Watch, Inc.

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW: .
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.
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10/1 Open Enroliment
Session |: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer

Plan Compare & Plan Select
Enroliment & Direct Enrollment
Cperational Reporting/Analytics
Appeals & SHOP

NotResp

Obtained via FOIA by Judicial Watch, Inc.

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.
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10/1 Open Enroliment
Session |: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer

Plan Compare & Plan Select
Enrollment & Direct Enrollment
Cperational Reporting/Analytics
Amnegls & SHOP

NotResp

Obtained via FOIA by Judicial Watch, Inc.

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:
This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be disseminated, distributed, or copied to persons
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.
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10/1 Open Enroliment
Session |: Readiness to Support Business Processes
fdy Secount and Application
Efigikility, Notices, Account Transfer
Plan Compare & Plan Select
Enrollment & Direct Enrollment
Cperational Reporting/Analytics
Appeals & SHOP

Obtained via FOIA by Judicial Watch, Inc.

NotResp

CEVHEOF IPORR AN BEOCES
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10/1 Open Enroliment
Session |: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer

Plan Compare & Plan Select
Enrollment & Direct Enrollment
Cperational Reporting/Analytics

Obtained via FOIA by Judicial Watch, Inc.

NotResp
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10/1 Open Enroliment
Session |: Readiness to Support Business Processes
My Account and Application
Eligibility, Notices, Account Transfer

Plan Compare & Plan Select

Enroliment & Direct Enrollment

Cperational Reporting/Analytics
Is & SHOP

Obtained via FOIA by Judicial Watch, Inc.

NotResp

Agents/

B
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10/1 Open Enroliment
Session |: Readiness to Support Business Processes
fdy Secount and Application
Eligibility, Notices, Account Transfer
Plan Compare & Plan Select
Enrollment & Direct Enrollment
Cperational Reporting/Analytics

NotResp

Obtained via FOIA by Judicial Watch, Inc.

TS T T UM TR—IS IO DaE T pU Ty VSO OSEU T T I3 Y D8 PN v ASUEU & U CUT I GRS TETEm. = TUIS TO MGl T YU vE T U USE BTy @ R T ST 00 O SSe i atet; Grs ToUTa; U CORIRG 10" PEMSU
not authorized to receive the informaticn. Unauthorized disclosure may result in prosecution to the fullest extent of the law.
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Obtained via FOIA by Judicial Watch, Inc.

Message
From: Schankweiler, Thomas W. (CNIS/OIS)E NotResp

: NotResp i
on behalf of  Schankweiler, Thomas W. (CMS/OIS)
Sent: 12/5/2013 6:01:17 PM
To: Alexander, David (CMS/OIS) NotResp
cc: :L NotResp :

| NotResp Wills, Theodora (CMS/OEM) _ NotResp

NotResp {Reinhold; Teslie A [CMS/OEM)
NotResp { Fryer, Teresa M. (CMS/OIS)

: NotResp :

Subject: ‘ RE: HHS Request: IT Response Plans for 2 Tickets

Leslie will need to handle that.

From: Alexander, David (CMS/0IS)

Sent: Thursday, December 05, 2013 12:59 PM

To: Schankweiler, Thomas W. (CMS/0IS)

Cc: Ambrosini, Ellen M. (CMS/OEM); Wills, Theodora (CMS/OEM); Reinhold, Leslie A. (CMS/OEM); Fryer, Teresa M.
(CMS/0IS)

Subject: RE: HHS Request: IT Response Plans for 2 Tickets

Tom — | hate to be a pain, but these need to be put into the template format {see attached).
Thanis

David Alexander, CISSP

410-786-3001

From: Schankweiler, Thomas W. (CMS/CIS)

Sent: Thursday, December 05, 2013 12:33 PM

To: Reinhold, Leslie A. (CMS/OEM); Fryer, Teresa M. (CMS/0IS)

Cc: Ambrosini, Ellen M. (CMS/OEM); Alexander, David (CMS/OIS); Wills, Theodora (CMS/OEM)
Subject: RE: HHS Request: IT Response Plans for 2 Tickets

All,

.............................

Data.healthcare.gov

11/19 - Socrata investigated their platform for any signs of malicious activity. First, the activity referred to is
the public user profile search APl which doesn't reveal any private user information that could be exploited.
Second, there is no connection or integration between Socrata platform user accounts

and healthcare.gov user accounts. They are completely separate. Third, Socrate has been

monitoring and there are no indications of any malicious activity targeting the Socrata platform
or data.healthcare.gov.

CMS001903



Obtained via FOIA by Judicial Watch, Inc.
Please close this as a False Positive -89

Thanks,

Tom

From: Schankweiler, Thomas W. (CMS/OIS)

Sent: Thursday, December 05, 2013 11:42 AM

To: Reinhold, Leslie A, (CMS/OEM); Fryer, Teresa M. (CMS/0QIS)

Cc: Ambrosini, Ellen M. (CMS/OEM); Alexander, David (CMS/QIS); Wills, Theodora (CMS/OEM)
Subject: RE: HHS Request: IT Response Plans for 2 Tickets

The one for Balaji is no the 25244, i that the healthcare.data.gov then | has sent you the threads on that from OC and
you were going to write it up.

From: Reinhold, Leslie A. (CMS/OEM)

Sent: Thursday, December 05, 2013 11:39 AM

To: Fryer, Teresa M. (CMS/0IS)

Cc: Ambrosini, Ellen M. (CMS/OEM); Alexander, David (CMS/CIS); Schankweiler, Thomas W. (CMS/OIS); Reinhold, Leslie
A. (CMS/OEM); Wills, Theodora (CMS/OEM)

Subject: Re: HHS Request: IT Response Plans for 2 Tickets

Tom it's on that printout we looked at on Tuesday it's the last 2, the NotResp rhat Balagi wrote up and

data.gov. | know we discussed the data.gov one. Write up what the deal'is with that if we are closing it let me know.

Thanks

On Dec 5, 2013, at 11:33 AM, "Fryer, Teresa M. (CMS/OIS)" <Teresa.Fryer@cms.hhs.gov> wrote:
Ellen,

What is #25244, Tom has indicated he does not know what this is and you have indicated that both tickets are for
Marketplace.

Teresa

From: Ambrosini, Ellen M. (CMS/QEM)

Sent: Wednesday, December 04, 2013 6:58 PM

To: Fryer, Teresa M. (CMS/OIS); Alexander, David (CMS/0IS); Schankweiler, Thomas W. (CMS/0IS)
Cc: Reinhold, Leslie A. (CMS/OEM); Wills, Theodora (CMS/OEM)

Subject: HHS Request: IT Response Plans for 2 Tickets

Importance: High

Good evening, Teresa-

We met with HHS today and they are requesting several HHS Response Plans on several tickets. Therefore, please
complete a Response Plan {template attached) for the below two IT tickets from the Marketplace:

CMS001904



Obtained via FOIA by Judicial Watch, Inc.

- NotResp | 34913 NotResp! # INCOODNN2589982 (see below for status)

- NotResp 25244, N/A NotResp kicket as this was entered by CMS IRT,

We will be preparing a Response Plan for several tickels covering an issue regarding potential Pl violations and will ask
you to review [ input the IT section, as necessary.

All of these plans are due to the Department before COB on Friday, December 6. We asked for an extension today and

saine Feabed that tha informatinn i resiiradd am Eridass
WES TOIG TNat The Inrormation 1S reguirad on Higay.

Please let me know if you have any gquestions.
Thank you,

Ellen M. Ambrosini
Acting Divector, Division of Privacy Policy
Privacy Policy Compliance Group, Office of E-Health Standards & Sevvices
Centers for Medicare & Medicaid Services
7500 Security Boulevard
Baltimore, Maryland 21244
410-780-6018

<image001.jpg>

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW!: This information has not been publicly disclosed and may be
priviteged and confidential. 1t is for internal government use only and must not be disseminated, distributed, or copied o persons not authorized
1o receive the information. Unauthorized disclosure may result in prosecution to the full extent of the law.

From: Schankweiler, Thomas W. (CMS/QIS)
Sent: Tuesday, December 03, 2013 1:02 PM
To: Reinhold, Leslie A. (CMS/OEM)
Subject: Fw: INC000002589982

From: Ramamoorthy, Balaji Manikandan (CGI Federal) [ mailte:balalimanikandan.ramamoorthy @cgifederal.com]

Sent: Tuesday, December 03, 2013 12:31 PM

To: Schankweiler, Thomas W. (CMS/QIS); Warren, Kevin (CMS/0OIS); Lyles, Darrin V. (CMS/QIS);
shanks@foregroundsecurity.com <sbanks@foregroundsecurity.com>

Cc: FFM Security Defects <FFMSecurityDefects@caifederal.com>; Martin, Rich (CGI Federal)
<Rich.Martin@cgifederal.com>; Promisel, Andrew L (CGI Federal) <andy.promisel@cgifederal.com>; Alford, Justin (CGI
Federal) <justin.alford@cgifederal.com>

Subject: INC000002589982

Hi Tom,

CMS001905



Obtained via FOIA by Judicial Watch, Inc.
As discussed here is the write up for the incident # INCO00002589982. Please forward it as necessary.

Issue:

An authenticated user can craft ai NotResp -the URL that provides the
EligibilityNotice.pdf. If the. NZE,RE on the system |s not truly Unique, thIS could pose a risk of disclosure to users. Once
logged into HealthCare.go v, a user could script a NotResp -the system to retrieve any user’s eligibility form.
Analysis:

A Proof of Concept was performed by the Marketplace Security Team where user A provided a URL to user B. User B
was able to see the EligibilityNotice.pdf for User A.

Resolution:
FFM security team have put a code fix in place that will check the meta data of the notices stored ini Notresp ind make

sure that it is associated with the user who is logged in before it could be downloaded by the user. The'meéta data for the
notice includes the NotResp  @and the username. The fix accounts for different roles such as

1. Consumers
2. Agents/Brokers
3. CCR’s

4. ESD workers.

The fix has been successfully tested in the lower environments for all these roles and the code has been promoted to the
production. The enforcement has not been turned on in production due to the following reasons.

obtaining the. W|th proper meta data.
2. The development team has to update the code to make sure that any new notice generation is populating the
proper meta data going forward.

Action Items
We don’t have an ETA for these 2 tasks listed above and when the enforcement can be turned on. | have copied Justin
Alford {(who leads the data cleanup team) and Andy Promisel (who leads the development efforts) in the email as well.

Please let me know if you need more information.

Thanks
Balaji M. Ramamoorthy
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Obtained via FOIA by Judicial Watch, Inc.

Message
From: Schankweiler, Thomas W. (CNIS/OIS)E NotResp
NotResp
on behalf of  Schankweiler, Thomas W. (CMS/OIS)
Sent: 12/5/2013 5:33:08 PM .
To: Reinhold, Leslie A. (CMS/OEM) i NotResp i .
L NotResp iFryer, Teresa M. (CMS/OIS) | NotResp
- NotResp i
cC: Ambrosini, Ellen M. (CMS/OEM} NotResp i
: NotResp iAlexander, David (CMS/OIS NotResp
] NotResp ‘Wills, Theodora (CMS/OEM} NotResp
i NotResp :
Subject: RE: HHS Request: IT Response Plans for 2 Tickets
All,

Here is the write up to close out 25244 in| NotResp

Data.healthcare.gov

11/19 - Socrata investigated their platform for any signs of malicious activity. First, the activity referred to is
the public user profile search APl which doesn't reveal any private user information that could be exploited.
Second, there is no connection or integration between Socrata platform user accounts

and healthcare.gov user accounts. They are completely separate. Third, Socrate has been

monitoring and there are no indications of any malicious activity targeting the Socrata platform
or data.healthcare.gov.

Please close this a3 a False Positive -99

Thanks,

Tom

From: Schankweiler, Thomas W. (CMS/CIS)

Sent: Thursday, December 05, 2013 11:42 AM

To: Reinhold, Leslie A. (CMS/OEM); Fryer, Teresa M. (CMS/0IS)

Cc: Ambrosini, Ellen M. (CMS/OEM); Alexander, David (CMS/OIS); Wills, Theodora (CMS/OEM)
Subject: RE: HHS Request: IT Response Plans for 2 Tickets

The one for Balaji is no the 25244, if that the healthcare.data.gov then | has sent you the threads on that from OC and
you were going to write it up.

From: Reinhold, Leslie A. (CMS/OEM)

Sent: Thursday, December 05, 2013 11:39 AM

To: Fryer, Teresa M. (CMS/0OIS)

Cc: Ambrosini, Ellen M. (CMS/OEM); Alexander, David (CMS/CIS); Schankweiler, Thomas W. (CMS/OIS); Reinhold, Leslie
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Obtained via FOIA by Judicial Watch, Inc.
A. (CMS/CEM); Wills, Theodora (CMS/OEM)

Subject: Re: HHS Request: IT Response Plans for 2 Tickets

Tom it's on that printout we looked at on Tuesday it's the last 2, thei NotResp ithat Balagi wrote up and

data.gov. | know we discussed the data.gov one. Write up what the deal is with that if we are closing it let me know.

Thanks

On Dec 5, 2013, at 11:33 AM, "Fryer, Teresa M. (CMS/OIS)" <Teresa.Fryer@cms.hhs.gov> wrote:

What is #25244, Tom has indicated he does not know what this is and you have indicated that both tickets are for
Marketplace.

Teresa

From: Ambrosini, Ellen M. (CMS/QEM)

Sent: Wednesday, December 04, 2013 6:58 PM

To: Fryer, Teresa M. (CMS/0IS); Alexander, David (CMS/0OIS); Schankweiler, Thomas W. (CMS/QIS)
Cc: Reinhold, Leslie A. (CMS/OEM); Wills, Theodora (CMS/OEM)

Subject: HHS Request: IT Response Plans for 2 Tickets

Importance: High

Good evening, Teresa-

We met with HHS today and they are requesting several HHS Response Plans on several tickets. Therefore, please
complete a Response Plan {template attached) for the below two IT tickets from the Marketplace:

- NotResp 24913,1 NotResp # INCOO0002589982 {see below for status)

- | NotResp # 25244, N/A NotResp ficket as this was entered by CMS IRT.

We will be preparing a Response Plan for several tickets covering an issue regarding potential Pi violations and will ask
you to review / input the 1T section, as necessary.

All of these plans are due to the Department before COB on Friday, December 6™, We asked for an extension today and
was told that the information is required on Friday.
Please let me know if you have any questions.,

Thank you,

Ellen M. Ambrosini
Acting Divector, Division of Privacy Policy
Privacy Policy Compliance Group, Office of E-Health Standavds & Sevvices
Centers for Medicare & Medicaid Services
7500 Security Boulevard
Baltimore, Mavyland 21244
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4310-786-6018

<image001.jpg>

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW: This information has not been publicly disclosed and may be
priviieged and confidential. 11 s for internal government use only and must not be disseminated, distributed, or copied to persons not authorized
1o receive the information. Unauthorized disclosure may result in prosecution to the full extent of the law.

From: Schankweiler, Thomas W. (CMS/QIS)
Sent: Tuesday, December 03, 2013 1:02 PM
To: Reinhold, Leslie A. (CMS/OEM)
Subject: Fw: INC000002589982

From: Ramamoorthy, Balaji Manikandan (CGI Federal) [ mailto:balajimanikandan.ramamoorthy@cgifederal.com]

Sent: Tuesday, December 03, 2013 12:31 PM

To: Schankweiler, Thomas W. (CMS/OQIS); Warren, Kevin (CMS/QIS); Lyles, Darrin V. (CMS/QIS);
shanks@foregroundsecurity.com <sbanks@foregroundsecurity.com>

Cc: FFM Security Defects <FFMSecurityDefects@cgifederal.com>; Martin, Rich (CGI Federal)
<Rich.Martin@cgifederal.com>; Promisel, Andrew L (CGI Federal) <andy.promisel@cgifederal.com>; Alford, Justin (CGI
Federal) <justin.alford @cgifederal.com>

Subject: INC000002589982

Hi Tom,

As discussed here is the write up for the incident # INCO00002589982. Please forward it as necessary.

Issue:
An authenticated user can craft a ; NotResp t the URL that provides the
- . NotRes| - : : : . .
EligibilityNotice.pdf. If the op ®*5n the system is not truly Unique, this could pose a risk of disclosure to users. Once
logged into HealthCare.gov, a user could script a NotResp the system to retrieve any user’s eligibility form.

Analysis:
A Proof of Concept was performed by the Marketplace Security Team where user A provided a URL to user B. User B
was able to see the EligibilityNotice.pdf for User A.

Resolution:

FFM security team have put a code fix in place that will check the meta data of the notices stored in; NotResp nd make

sure that it is associated with the user who is logged in before it could be downloaded by the user. TheTiéta data for the

notice includes the] ~ NotResp fand the username. The fix accounts for different roles such as

1. Consumers

2. Agents/Brokers
3. CCR’s

4. ESD workers.
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The fix has been successfully tested in the lower environments for all these roles and the code has been promoted to the
production. The enforcement has not been turned on in production due to the following reasons.

1. Currently the meta data is not populated for the notices stored i NotResp :All the existing notices have to be
updated for the meta data by the data cleanup team. This involveS€R&cKitig the! Notresp for all notices,

obtaining thei_ NotResp iand username and populatingit NotResp "yvith proper metaqata.

2. The development team has to update the code to make sure that any new notice generation is populating the
proper meta data going forward.

Action Items

We don’t have an ETA for these 2 tasks listed above and when the enforcement can be turned on. | have copied Justin
Alford (who leads the data cleanup team) and Andy Promisel (who leads the development efforts) in the email as well.

Please let me know if you need more information.

Thanks
Balaji M. Ramamoorthy
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Message
From: Schankweiler. Thomas W (CMS/OIS: ] N r-xf-li;;:) ----------------------------------
NotResp
on behalf of ~~Schankweiler, Thomas W. [CMS/OIS)
Sent: 12/3/2013 1:52:09 PM,
To: Youd, Hank (CMS/CTR)! NotResp .
i NotResp EWarren, Kevin (CMS/0OIS)
NotResp ;

i NotResp

cc: Villar, Manuel (CMS/CTR) | NotResp
NotResp

Subject: FW: Security ltems that Need Attention

Kevin and Hank,

We need to work on this in the afternoon.

Kevin you setup a meeting from noon-1pm please.

Hank, in preparation for the meeting | need a report {spreadsheet or something) of what these remedy incidents are and
if they are currently open or closed.

Thanks,

Tom

From: Couts, Todd (CMS/QIS)

Sent: Tuesday, November 26, 2013 3:48 PM

To: Schankweiler, Thomas W. (CMS/OIS); Kane, David (CMS/QIS); Michael Finkel

Cc: Warren, Kevin (CMS/OIS); Fletcher, John A. (CMS/QIS); Van, Hung B. (CMS/0IS); Grothe, Kirk A. (CMS/QIS); Lyles,
Darrin V. (CMS/0IS); 'Venky Natarajan' (vnatarajan@gssinc.com) (vnatarajian@qssinc.com);
lynn.goodrich@cgifederal.com; Thomas.Kirk@gss-cai.com; 'Ramamoorthy, Balaji Manikandan (CGI Federal)'
(balajimanikandan.ramamoorthy@cgifederal.com); Outerbridge, Monique (CMS/OIS)

Subject: Security Items that Need Attention

QS51 and CGI,

I am writing to highlight several security incidents that need your attention. As they are security issues,

.................... o

please considar the! NotResp iticket your authorization to act. I am only sending the! NotResp numbers to

avoid transmitting too much detail, By tomorrow, please communicate back to use their status {closed, in
grocess, ete) and at least 2 tentative date for resolution.

1. These are the two that Tom Schankweiler raised foday.
= INCOOQ0D2589982

s artf161265 INC2598675
2. Additionally, we identified several open tickets inj | N otResp
J /Y S ———

CMS001911



Obtained via FOIA by Judicial Watch, Inc.
2614253
2614255
2614297
2614289
2614303
2614304
2614305
2614307
2614309
2614310

2614311
2614313

B N oo T s e

2614316
2614317
2614318
2614319
2614320
2614321
2614322
2614323
2614324
2614325
2614326
2614328
2614329
2614330
2614331
2614332
2614327
2614333
2614334
2614335
2614336
2614337
2614338
2614339
2614340
2614341

2 & 2 & 2 & ® & 2 @ ® & 2 & 2 ® 2 & 2 & ® @ % @ & & % @ & & % @ % @ & @ % @

Todd Couts

Centars for Madicars & Meadicaid Services

Office of Information Services

301-492-5139 (office) |i (b)(6) imobile} | todd.couts1@cms.hhs.gov
7700 Wisconsin Ave Bethésdd MDY 70814 | Location: 9308

From: Schankweiler, Thomas W. (CMS/QIS)

Sent: Tuesday, November 26, 2013 12:41 PM

To: Couts, Todd (CMS/QIS); Kane, David (CMS/OIS); Michael Finkel
Cc: Warren, Kevin (CMS/OIS); Fletcher, John A. (CMS/QIS); Van, Hung B. (CMS/0IS); Grothe, Kirk A, (CMS/QIS); Lyles,
Darrin V. (CMS/0IS)

Subject: INC000002589982 Need details regarding NotResp

Todd,
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fwould like to escalate this ticket NCODOD02589982 as being high risk on the defect list. | know that a bunch of security

risk have recently appeared on the list but | wanted to let you know this one is considered high priority, In total we now
have two tickets that are considered high priority. Contact me if you have any questions.

Thanks,
Tom

From: Ramamoorthy, Balaji Manikandan (CGI Federal) [ mailto:balajimanikandan.ramamoocrthy@cgifederal.com]
Sent: Tuesday, November 26, 2013 10:52 AM

To: Schankweiler, Thomas W. (CMS/OIS); Willard, Adam (CMS/CTR)

Cc: Warren, Kevin (CMS/0IS); Quaintance, Eric (CGI Federal); Dhas, Navin (CGI Federal); Alford, Justin (CGI Federal);
Martin, Rich (CGI Federal)

Subject: RE: artf160711 / INCO00002589982 Need details regarding NotResp

Hi Tom,
We promoted the code fix into production. Apparently the security enforcement is turned off.

The NotRespEdmcuments {notices) that are saved are not having the proper meta data populated to turn on the

enforcernents. So in addition to the fix that has been rolled in the following actions needs to oocur.

1. Do amanual batch job to update the meta data for all the existing notices.
2. Have the developers fix the code so that any new notices that are saved has the proper metadats for
enforcement,

These 7 action items are being coordinated internally right now. We don’t have an ETA yel.

Thanks
Balaji M. Ramamuoorthy

From: Schankweiler, Thomas W. (CMS/OIS) [mailto:thomas.schankweiler@cms.hhs.gov]
Sent: Tuesday, November 26, 2013 10:42 AM

To: Ramamoorthy, Balaji Manikandan (CGI Federal); Willard, Adam (CMS/CTR)

Cc: Warren, Kevin (CMS/0IS); Quaintance, Eric (CGI Federal); Dhas, Navin (CGI Federal)
Subject: artf160711 / INCO00002589982 Need details regarding NotResp

Balaji, Adam, and Kevin

Fam looking for an update on this ticket. Can someone provide be a status of where we are with this item? Has it been
corrected? s the situation still ocourring?

Thanks,

Tom

From: Ramamoorthy, Balaji Manikandan (CGI Federal) [ mailto:balajimanikandan.ramameorthy @cgifederal.com]
Sent: Wednesday, November 06, 2013 12:39 PM
To: Willard, Adam (CMS/CTR)
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Cc: Warren, Kevin (CMS/0IS); Schankweiler, Thomas W. (CMS/0IS); Quaintance, Eric (CGI Federal); Dhas, Navin (CGI

Federal)
Subject: RE: Need details regarding NotResp
Hi Adam, T
There are multiple instances of | NotResp | we expmt' NotResp icuarantees for the unigueness afm%:N‘;ﬂqe' We did go

this route to see if there were duplicates.

So far the root cause has not been determinead for the notices. In this particular instance we did see that the username

WRre ciugej identical hetween the userl and user?. There was a gm:xm:mi character 9.

at the end !ar*;{‘f that was the nni\f

differencel. We are also looking into the; NotResp E to see how it behaves and whether it has to be tweaked,

Thanks
Balaji M. Ramamoorthy

From: Willard, Adam (CMS/CTR) [mailto:Adam. Willard@cms.hhs.gov]

Sent: Wednesday, November 06, 2013 12:05 PM

To: Ramamoorthy, Balaji Manikandan (CGI Federal)

Cc: Warren, Kevin (CMS/0IS); Schankweiler, Thomas W. (CMS/0IS); Quaintance, Eric (CGI Federal); Dhas, Navin (CGI
Federal)

Subject: RE: Need details regarding NotResp
NotRes | . . . . : ; NotRes
Isi p ijust 1instance or are there several instances in production? If there are multiple systems generating a P

there could be collisions.

What was the analysis from the Users who said they saw someone's Notice instead of theirs. Was there any check to see
. NotRes
if the " ior that user and the other user was the same?

Adam Willard (Contractor)
703-354-2229 x513 (Direct)
410-218-7352 (Mobile)

Adam.Willard@cms.hhs.gov

NG

Noft"
CMS } i Res - 5ecurlty Team

Centers for Medicare & Medicaid Services (CMS)

NotResp

et

From: Ramamoorthy, Balaji Manikandan (CGI Federal) [balajimanikandan.ramamoorthy @cgifederal.com]

Sent: Wednesday, November 06, 2013 11:47 AM

To: Willard, Adam (CMS/CTR)

Cc: Warren, Kevin (CMS/0IS); Schankweiler, Thomas W. (CMS/0IS); Quaintance, Eric (CGI Federal); Dhas, Navin (CGI
Federal)
Subject: RE: Need details regarding NotResp
Hi Adam,

The eligihility notices are stored ini NotResp ing the URVs for the notices are stored against the user record in

NotResp

ofR"
The' esp_ifor the PDF document itself is generated byi NotResp ! and it is sufficiently random.
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We did identify this issue internally and it is in the list of high priority items to be fixed. | will track down on the ETA for

the fix and et you know.

{agree that in the meantime to see if the rate control can be applied to this specific URL.

Thanks
Balaji M. Ramamoorthy

From: Willard, Adam (CMS/CTR) [mailto:Adam.Willard@cms.hhs.gov]
Sent: Wednesday, November 06, 2013 9:37 AM

To: Ramamoorthy, Balaji Manikandan (CGI Federal)

Cc: Warren, Kevin (CMS/0OIS); Schankweiler, Thomas W. (CMS/0OIS); Quaintance, Eric (CGI Federal)
Subject: Need details regarding NotResp

Importance: High

Balaji,

I noticed this morning that it is possible for anyone to run a NotResp healthcare.gov to obtain the results of
their eligibility.

I need to know where you are grabbing the file from NotResp ior something else). Is that system publicly accessible?

NotRe
Sp

We need to know if there is anyway to put in permission checking of the workspace url
GUIDs for a user.

against the list of possible

I sent Shima (! NotResp ) my eligibility URL and she was able to see my results in PDF format.

We are looking into a Rate Control for the NotResp it block or limit access to this screen if several attempts are made
over X period of time.

Adam Willard (Contractor)

703-354-2229 x513 (Direct)

410-218-7352 (Mobile)

Adam . Willard@cms.hhs.gov

INGtR?

Consumer Information & Insurance Systems Group (CIISG)
Centers for Medicare & Medicaid Services (CMS)

NotResp
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Message
From: Schankweiler, Thomas W. (CNIS/OISE NotResp
: NotResp :
on behalf of  Schankweiler, Thomas W. (CMS/OIS)
Sent: 12/5/2013 4:30:03 PM
To: Fryer, Teresa M. (CMS/OIS) NotResp :
NotResp Krbrosing, ENeR M [CMS/OEM) NotResp
, NotResp ;, Alexander, David (CMS/0IS NotResp

i NotResp i :
cc: Reinhold, Leslie A. (CMS/OEM) NotResp . ,

NotResp - Wills, Theodora (CMS/OEM) NotResp |

; NotResp :
Subject: RE: HHS Request: IT Response Plans for 2 Tickets
f don't know what 35244 so | have no commaent on it
NotResp i 2@913,7&3&'-&;—5'# INCORODDISS9982 {see helow for status)

Next milestone is to have obtain an update on 12/9.
Issue:
An authenticated user can craft NotResp against the URL that provides the
EligibilityNotice.pdf. If the. 'ZZLR on the system is not truly Unique, this could pose a risk of disclosure to users. Once
logged into HealthCare.gov, a user could script ag NotResp ;the system to retrieve any user’s eligibility form.
Analysis:

A Proof of Concept was performed by the Marketplace Security Team where user A provided a URL to user B. User B
was able to see the EligibilityNotice.pdf for User A.

Resolution:
FFM security team have put a code fix in place that will check the meta data of the notices stored ini NotResp ind make
sure that it is associated with the user who is logged in before it could be downloaded by the user. The meta data for the

notice includes the NotResp ''''''' ﬁ?nd the username. The fix accounts for different roles such as
1 Consumepst—mmrrmmmmme
Agents/Brokers

2.
3. CCR’s
4. ESD workers.

The fix has been successfully tested in the lower environments for all these roles and the code has been promoted to the
production. The enforcement has not been turned on in production due to the following reasons.

proper meta data going forward.
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From: Fryer, Teresa M. (CMS/QIS)

Sent: Wednesday, December 04, 2013 7:40 PM

To: Ambrosini, Ellen M. (CMS/OEM); Alexander, David (CMS/0IS); Schankweiler, Thomas W. (CMS/QIS)
Cc: Reinhold, Leslie A. (CMS/OEM); Wills, Theodora (CMS/OEM)

Subject: Re: HHS Request: IT Response Plans for 2 Tickets

Tom,
This is yours for action. Please copy David on your responses.
Teresa

From: Ambrosini, Ellen M. (CMS/OEM)

Sent: Wednesday, December 04, 2013 06:57 PM

To: Fryer, Teresa M. (CMS/QIS); Alexander, David (CMS/0IS); Schankweiler, Thomas W. (CMS/0IS)
Cc: Reinhold, Leslie A. (CMS/OEM); Wills, Theodora (CMS/OEM)

Subject: HHS Reqguest: IT Response Plans for 2 Tickets

Good evening, Teresa-

We met with HHS today and they are requesting several HHS Response Plans on several tickets. Therefore, please
complete a Response Plan template attached) for the below two 1T tickets from the Marketplace:

- i NotResp '24913,§Nomesp“§#awcoaaa&zﬁ,a%gz {see below for status)

- NotResp ¢ 25244, N/AE NotResp ;tic:ket as this was entered by CMS IRT.

We will be preparing a Response Plan for several tickets covering an issue regarding potential PH vicolations and will ask
you to review / input the IT section, as necessary.

All of these plans are due to the Department before COB on Friday, December 6", We asked for an extension today and
was told that the information is required on Friday.
Please let me know if you have any questions.

Thank you,

FEilen M. Ambrosini
Acting Divector, Division of Privacy Policy
Privacy Policy Compliance Group, Office of E-Heaith Standards & Services
Centers for Medicare & Medicaid Services
7500 Security Boulevard
Baltimore, Maryland 21244
410-786-6018
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INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY L&AW: This information has not been publicly disclosed and may be
privileged and confidential. 11 is for internal government use only and must not be disseminated, distributed, or copied 1o persons not authorized
o receive the information. Unauthorized disclosure may result in prosecution to the full extent of the law.

From: Schankweiler, Thomas W. (CMS/OIS)
Sent: Tuesday, December 03, 2013 1:02 PM
To: Reinhold, Leslie A. (CMS/OEM)
Subject: Fw: INC000002589982

From: Ramamoorthy, Balaji Manikandan (CGI Federal) [ mailto:balajimanikandan.ramamoorthy @cgifederal.com]

Sent: Tuesday, December 03, 2013 12:31 PM

To: Schankweiler, Thomas W. (CMS/OIS); Warren, Kevin (CMS/0IS); Lyles, Darrin V. (CMS/0IS);
shanks@foregroundsecurity.com <sbanks@foregroundsecurity.com>

Cc: FFM Security Defects <FFMSecurityDefects@cgifederal.com>; Martin, Rich (CGI Federal)
<Rich.Martin@cgifederal.com>; Promisel, Andrew L (CGI Federal) <andy.promisel@cgifederal.com>; Alford, Justin (CGI
Federal) <justin.alford @cgifederal.com>

Subject: INC000002589982

Hi Tom,

As discussed here is the write up for the incident # INCO0O0002589982. Please forward it as necessary.

Issue:

An authenticated user can craft ai NotResp against the URL that provides the
EligibilityNotice.pdf. If the NOtpRes n the system is not truly Unique, this could pose a risk of disclosure to users. Once
logged into HealthCare.gov, a user could script a| NotResp Ethe system to retrieve any user’s eligibility form.
Analysis:

A Proof of Concept was performed by the Marketplace Security Team where user A provided a URL to user B. User B
was able to see the EligibilityNotice.pdf for User A.

Resolution:
FFM security team have put a code fix in place that will check the meta data of the notices stored ir
sure that it is associated with the user who is logged in before it could be downloaded by the user. The meta data for the

NotResp | 4nd make

notice includes thel NotResp  :and the username. The fix accounts for different roles such as

Limimimemime et e e e

1. Consumers

2. Agents/Brokers
3. CCR’s

4. ESD workers.
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The fix has been successfully tested in the lower environments for all these roles and the code has been promoted to the
production. The enforcement has not been turned on in production due to the following reasons.

1. Currently the meta data is not populated for the notices stored in NotResp Al the existine, notices have to be
updated for the meta data by the data cleanup team. This involves checkmg the! NotResp for all notices,

obtaining thé NotResp -and username and populatlng NotResp Nlth proper nieta-aata.

2. The development team has to update the code to make sure that any new notice generation is populating the
proper meta data going forward.

Action Items

We don’t have an ETA for these 2 tasks listed above and when the enforcement can be turned on. | have copied Justin
Alford (who leads the data cleanup team) and Andy Promisel (who leads the development efforts) in the email as well.

Please let me know if you need more information.

Thanks
Balaji M. Ramamoorthy

CMS001919



Obtained via FOIA by Judicial Watch, Inc.

Message
From: Schankweiler, Thomas Wi NotResp
NotResp
Sent: 12/3/2013 6:01:51 PM . _
To: Reinhold, Leslie A. (CMS/OEM) | NotResp
NotResp
Subject: Fw: INC0O00002589982

From: Ramamoorthy, Balaji Manikandan (CGI Federal) [mailto:balajimanikandan.ramamoorthy@cgifederal.com]

Sent: Tuesday, December 03, 2013 12:31 PM

To: Schankweiler, Thomas W. (CMS/0IS); Warren, Kevin (CMS/OIS); Lyles, Darrin V. (CMS/OIS);
sbanks@foregroundsecurity.com <sbanks@foregroundsecurity.com>

Cc: FFM Security Defects <FFMSecurityDefects@cgifederal.com>; Martin, Rich (CGI Federal)
<Rich.Martin@cgifederal.com>; Promisel, Andrew L (CGI Federal) <andy.promisel@cgifederal.com>; Alford, Justin (CGI
Federal) <justin.alford@cgifederal.com>

Subject: INC000002589982

Hi Tom,
As discussed here is the write up for the incident # INCO00002589982. Please forward it as necessary.

Issue:

An authenticated user can craft ai NotResp lagainst the URL that provides the
EligibilityNotice.pdf. If the NztpRe on the system is not truly Unique, this could pose a risk of disclosure to users. Once
logged into HealthCare.gov, a user could script ag NotResp i the system to retrieve any user’s eligibility form.
Analysis:

A Proof of Concept was performed by the Marketplace Security Team where user A provided a URL to user B. User B
was able to see the EligibilityNotice.pdf for User A.

Resolution: o

FFM security team have put a code fix in place that will check the meta data of the notices stored m NotResp ind make
sure that it is associated with the user who is logged in before it could be downloaded by the user. The meta data for the
notice includes the NotResp  !and the username. The fix accounts for different roles such as

1. Consumers
2. Agents/Brokers
3. CCR’s

4. ESD workers.

The fix has been successfully tested in the lower environments for all these roles and the code has been promoted to the
production. The enforcement has not been turned on in production due to the following reasons.

1. Currently the meta data is not populated for the notices stored in ; NotResp || the existing notices have to be
updated for the meta data by the data cleanup team. This involves checking thei NotResp for all notices,

...................... '|
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2. The development team has to update the code to make sure that any new notice generation is populating the
proper meta data going forward.

Action Items
We don’t have an ETA for these 2 tasks listed above and when the enforcement can be turned on. | have copied Justin
Alford (who leads the data cleanup team) and Andy Promisel (who leads the development efforts) in the email as well.

Please let me know if you need more information.

Thanks

Balaji M. Ramamoorthy
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Message
From: Schankweiler, Thomas W. (CMS/OIS] NotResp
' NotResp :
on behalf of ' Schankweiler, Thomas W. (CMS/0IS)
Sent: 12/11/2013 7:05:43 PM .
To: Fender, Rebecca (CcMs/ccsQl NotResp
Lyles, Darrin V NotResp
NotResp ;fouts, Todd (CMS/OIS) NotResp
NotResp i
cC: _Grothe, Kirk A. (CMS/OIS) } NotResp._., ;
: NotResp iOuterbridge, Moniq-ue (CMS/0IS) NotResp
] NotResp i Couts, Todd (CMS/OISEI NotResp
1: NotResp
Michael Finkel [mfinkel@qssinc.com]
Subject: RE: Response Needed: Reactivation of Notice Link

Thanks much

From: Fender, Rebecca (CMS/CCSQ)

Sent: Wednesday, December 11, 2013 2:04 PM

To: Schankweiler, Thomas W. (CMS/OIS); Lyles, Darrin V. (CMS/QIS); Couts, Todd (CMS/0IS)

Cc: Grothe, Kirk A. (CMS/0IS); Outerbridge, Monique (CMS/OIS); Couts, Todd (CMS/QOIS); Michael Finkel
Subject: RE: Response Needed: Reactivation of Notice Link

Tom,

Wanted to provide 2 brief status update. We are working on the concerns with the links. | should have a more through
update by COB. | didn’t want us to lose track of this issue.

Becky

Becky Fender PMP®
CMS

Cell 443-517-7037
Office 410-786-1006

From: Schankweiler, Thomas W. (CMS/QIS)

Sent: Wednesday, December 04, 2013 2:48 PM

To: Fender, Rebecca (CMS/CCSQ); Lyles, Darrin V. (CMS/0IS); Outerbridge, Monique (CMS/01IS)

Cc: Grothe, Kirk A. (CMS/QIS); Outerbridge, Monique (CMS/0IS); Couts, Todd (CMS/0IS); Michael Finkel
Subject: RE: Response Needed: Reactivation of Notice Link

Beges,

{ cannot approve this at this time. ntil the! b Effx is fully implemented and proven to be working. See the lingering

issues that are listed below.

Hi Tom,
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As discussed here is the write up for the incident # INCO00002589982. Please forward it as necessary.

Issue:

An authenticated user can craft a' NotResp Ethe URL that provides the
EligibilityNotice.pdf. If theN°fRes' n the system is not truly Unique, this could pose a risk of disclosure to users. Once
logged into HealthCare.gov, a user could script NotResp the system to retrieve any user’s eligibility form.
Analysis:

A Proof of Concept was performed by the Marketplace Security Team where user A provided a URL to user B. User B
was able to see the EligibilityNotice.pdf for User A.

Resolution:
FFM security team have put a code fix in place that will check the meta data of the notices stored in} NotResp and make

sure that it is associated with the user who is logged in before it could be downloaded by the user. The meta data for the

1. Consumers

2. Agents/Brokers
3. CCR’s

4. ESD workers.

The fix has been successfully tested in the lower environments for all these roles and the code has been promoted to the
production. The enforcement has not been turned on in production due to the following reasons.

1. Currently the meta data is not populated for the notices stored in: NotResp i All the existing notices have to be
updated for the meta data by the data cleanup team. Th|s involves checkmg thei NotResp ifor all notices,

2. The development team has to update the code to make sure that any new notice generatlon is populating the
proper meta data going forward.

Action Items
We don’t have an ETA for these 2 tasks listed above and when the enforcement can be turned on. | have copied Justin
Alford {(who leads the data cleanup team) and Andy Promisel (who leads the development efforts) in the email as well.

Please let me know if you need more information.

Thanks
Balaji M. Ramamoorthy

From: Fender, Rebecca (CMS/CCSQ)

Sent: Wednesday, December 04, 2013 2:45 PM

To: Lyles, Darrin V. (CMS/0IS); Schankweiler, Thomas W. (CMS/0OIS); Outerbridge, Monique (CMS/QIS)
Subject: FW: Response Needed: Reactivation of Notice Link

Importance: High

Tom/Darrin we need approval on this ASAP,
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Becky Fender PMP®

Office 410-786-1006

From: Walker, Benjamin L. (CMS/CCIIO)

Sent: Wednesday, December 04, 2013 2:43 PM

To: Fender, Rebecca (CMS/CCSQ)

Subject: Fw: Response Needed: Reactivation of Notice Link
Importance: High

From: Mcveigh, Colin T. (CMS/CCIIO)

Sent: Tuesday, December 03, 2013 04:51 PM

To: Walker, Benjamin L. (CMS/CCIIO); Block, Lauren M. (CMS/CCIIO); Kane, Elizabeth M. (CMS/CCIIO); Camera, Ariella
A. (CMS/CCIIO); Schankweiler, Thomas W. (CMS/QIS)

Subject: RE: Response Needed: Reactivation of Notice Link

Tom please see below. We need direction from security/privacy and are trying to move this as quickly as possible.

Thanks!

Colin McVeigh
Center for Consumer Information and Insurance Oversight
301.492.4263

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:

This information has not boen publicly disclosed and may be privileged and confidential. It 1s for mternal government use only and must not be disseminated,
distributed, or copied o persons not authorized to recetve the information. Unauthorized disclosure may result in proseeution to the full extent of the law.

From: Mcveigh, Colin T. (CMS/CCIIO)

Sent: Tuesday, December 03, 2013 11:26 AM

To: Walker, Benjamin L. (CMS/CCIIO); Block, Lauren M. (CMS/CCIIO); Kane, Elizabeth M. (CMS/CCIIO); Camera, Ariella
A. (CMS/CCIIO); Schankweiler, Thomas W. (CMS/QIS)

Subject: RE: Response Needed: Reactivation of Notice Link

Hi Tom,

There is a privacy/security issue detailed below which we’d like you to weigh in on. At this point, we think the best
course of action is to reactive the notice link.

Thanks!

Colin McVeigh
Center for Consumer Information and Insurance Oversight
301.492.4263
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INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:

This information has not been publicly disclosed and may be privileged and confidential. H iz for intomal government use only and must not be disseminated,
distributed, or copted to persons not authorized 0 receive the information. Unavthorized disclosure may result in prosecution to the full extent of the law.

From: Walker, Benjamin L. (CMS/CCIIO)

Sent: Tuesday, December 03, 2013 10:29 AM

To: Mcveigh, Colin T. (CMS/CCIIO); Block, Lauren M. (CMS/CCIIO); Kane, Elizabeth M. (CMS/CCIIO); Camera, Ariella A.
(CMS/CCIIO)

Subject: Re: Response Needed: Reactivation of Notice Link

Psupport re-activating it | think Tom Schankweiler needs to weigh in.

From: Mcveigh, Colin T. (CMS/CCIIO)

Sent: Tuesday, December 03, 2013 10:17 AM

To: Block, Lauren M. (CMS/CCIIO); Walker, Benjamin L. (CMS/CCIIO); Kane, Elizabeth M. (CMS/CCIIO); Camera, Ariella
A. (CMS/CCIIO)

Subject: Response Needed: Reactivation of Notice Link

Hi all,

More than a month ago we received reports that consumers were seeing other consumer’s notices through a link on the
application that should have taken them to their own determination notice. After receiving those reports, CGl decided
to deactivate the problematic link.

Since then, a number of related fixes have been made although none directly addressing this particular notice issue.
Additionally, CGI has never been able to recreate this issue in lower environments because of the way those
environments are configured and how they are accessed internally. Qur CGl development lead (Stephen Wass) believes
that this issue is likely fixed at this point. However, since it was not something that could be reproduced here we cannot
be sure. At this point, CGIl needs CMS guidance regarding whether or not to reactivate the link.

Lauren, I’'m not sure who has the authority to make this call but | was hoping you might be able to push it in the right
direction. I've laid out some pros and cons regarding reactivating the link or keeping it inactive below.

Activating the Link

- Consumers can receive the link and their notice as designed.

- Developers believe it is likely resolved.

- Because we have not been able to reproduce the issue in lower environments, activating the link and then
listening for ‘noise’ on this issue may be the most effective way to determine whether it is fixed or not.

- The issue may not be fixed and privacy risks may surface.

Keeping Link Inactive
- This would negate privacy risks above.
- Consumers would lose one avenue through which they can learn about their determination.
- Since this defect has not been reproducible on our end, it will be difficult to confirm whether or not the defect is
actually fixed without actually activating the link in production.
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If anyone else has any other information to add to this issue please feel free.

Thanks!

Colin McVeigh
Center for Consumer Information and Insurance Oversight
301.492.4263

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:

This imformation has nol been publicly disclosed and may be privileged and confidential. ¥t 1s for internal government use only and must not be disseminated,
distributed, or copied fo persons not authorized to receive the information. Unauthorized disclosure may result in proseoution to the fall extent of the law.
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Message
From: Schankweiler, Thomas W. (CNIS/OIS)E NotResp
E NotResp :
on behalf of I Schankweiler, Thomas W. (CMS/0IS) '
Sent: 12/5/2013 4:41:45 PM
To: Reinhold, Leslie A. (CMS/OEM) NotResp
NotResp iFryer, Teresa M. (CMS/OIS)E NotResp
i NotResp I
cC: Ambrosini, Ellen M. (CMS/OEM}) NotResp
NotResp EAIexander, David (CMS/OIS); NotResp E
NotResp i Wills, Theodora (CNIS/OEI\“/E; NotResp E_
: NotResp '
Subject: RE: HHS Request: IT Response Plans for 2 Tickets

The one for Balaji is no the 25244, If that the healthcare.data.gov then has sent you the threads on that from QC and
YOou were going to write it up.

From: Reinhold, Leslie A. (CMS/OEM)

Sent: Thursday, December 05, 2013 11:39 AM

To: Fryer, Teresa M. (CMS/QIS)

Cc: Ambrosini, Ellen M. (CMS/OEM); Alexander, David (CMS/OIS); Schankweiler, Thomas W. (CMS/OIS); Reinhold, Leslie
A. (CMS/OEM); Wills, Theodora (CMS/OEM)

Subject: Re: HHS Request: IT Response Plans for 2 Tickets

Tom it's on that printout we looked at on Tuesday it's the last 2, thei NotResp f;hat Balagi wrote up and

data.gov. | know we discussed the data.gov one. Write up what the deal is with that if we are closing it let me know.
Thanks

On Dec 5, 2013, at 11:33 AM, "Fryer, Teresa M. (CMS/OIS)" <Teresa.Fryer@cms.hhs.gov> wrote:
Ellen,

What is #25244, Tom has indicated he does not know what this is and you have indicated that hoth tickets are for
Marketplace.

Teresa

From: Ambrosini, Ellen M. (CMS/OEM)

Sent: Wednesday, December 04, 2013 6:58 PM

To: Fryer, Teresa M. (CMS/QIS); Alexander, David (CMS/OIS); Schankweiler, Thomas W. (CMS/QIS)
Cc: Reinhold, Leslie A. (CMS/OEM); Wills, Theodora (CMS/OEM)

Subject: HHS Request: IT Response Plans for 2 Tickets

Importance: High

Good evening, Teresa-

We met with HHS today and they are requesting several HHS Response Plans on several tickets, Therefore, please
complete a Response Plan {template attached) for the below two IT tickets from the Marketplace:
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- NotResp i# 24913 NotResp it INCOOOON2589982 {see below for status)

- | NotResp |# 25244, NJA! NOIRESP Lickat a5 this was entered by CMS IRT.

R |

We will be preparing a Response Plan for several tickels covering an issue regarding potential Pl violations and will ask
you to review [ input the IT section, as necessary.

All of these plans are due to the Department before COB on Friday, December 6. We asked for an extension today and

saine Feabed that tha informatinn i resiiradd am Eridass
WES TOIG TNat The Inrormation 1S reguirad on Higay.

Please let me know if you have any gquestions.
Thank you,

Ellen M. Ambrosini
Acting Divector, Division of Privacy Policy
Privacy Policy Compliance Group, Office of E-Health Standards & Sevvices
Centers for Medicare & Medicaid Services
7500 Security Boulevard
Baltimore, Maryland 21244
410-780-6018

<image001.jpg>

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW!: This information has not been publicly disclosed and may be
priviteged and confidential. 1t is for internal government use only and must not be disseminated, distributed, or copied o persons not authorized
1o receive the information. Unauthorized disclosure may result in prosecution to the full extent of the law.

From: Schankweiler, Thomas W. (CMS/QIS)
Sent: Tuesday, December 03, 2013 1:02 PM
To: Reinhold, Leslie A. (CMS/OEM)
Subject: Fw: INC000002589982

From: Ramamoorthy, Balaji Manikandan (CGI Federal) [ mailte:balalimanikandan.ramamoorthy @cgifederal.com]

Sent: Tuesday, December 03, 2013 12:31 PM

To: Schankweiler, Thomas W. (CMS/QIS); Warren, Kevin (CMS/0OIS); Lyles, Darrin V. (CMS/QIS);
shanks@foregroundsecurity.com <sbanks@foregroundsecurity.com>

Cc: FFM Security Defects <FFMSecurityDefects@cgifederal.com>; Martin, Rich (CGI Federal)
<Rich.Martin@cgifederal.com>; Promisel, Andrew L (CGI Federal) <andy.promisel@cgifederal.com>; Alford, Justin (CGI
Federal) <justin.alford@cgifederal.com>

Subject: INC000002589982

Hi Tom,
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As discussed here is the write up for the incident # INCO00002589982. Please forward it as necessary.

Issue:
An authenticated user can craft a NotResp Egainst the URL that provides the

o . NotR . ; ; . .
EligibilityNotice.pdf. If the Zp ®on the system is not truly Unique, this could pose a risk of disclosure to users. Once
logged into HealthCare.gov, a user could script;] NotResp ithe system to retrieve any user’s eligibility form.
Analysis:

A Proof of Concept was performed by the Marketplace Security Team where user A provided a URL to user B. User B
was able to see the EligibilityNotice.pdf for User A.

Resolution:
FFM security team have put a code fix in place that will check the meta data of the notices stored ini NotResp and make

sure that it is associated with the user who is logged in before it could be downloaded by the user. The meta data for the

notice includes the: NotResp End the username. The fix accounts for different roles such as
L Consumers T .
2. Agents/Brokers
3. CCR’s
4. ESD workers.
The fix has been successfully tested in the lower environments for all these roles and the code has been promoted to the

production. The enforcement has not been turned on in production due to the following reasons.

updated for the meta data by the data cleanup team. This involves checking the NotResp ior all notices,

............................. I

2. The development team has to update the code to make sure that any new notice generation is populating the
proper meta data going forward.

Action Items
We don’t have an ETA for these 2 tasks listed above and when the enforcement can be turned on. | have copied Justin
Alford {(who leads the data cleanup team) and Andy Promisel (who leads the development efforts) in the email as well.

Please let me know if you need more information.

Thanks
Balaji M. Ramamoorthy
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Message
From: Schankweiler, Thomas W. (CNIS/OIS)E NotResp
: NotResp i
on behalf of  Schankweiler, Thomas W. (CMS/OIS)
Sent: 12/9/2013 7:27:47 PM .
To: Alexander, David (CMS/OIS} NotResp
Subject: FW: HHS Request: IT Response Plans for 2 Tickets
David,

Here you go, do vou need something further to complete the HHS form?

From: Schankweiler, Thomas W. (CMS/QIS)

Sent: Thursday, December 05, 2013 12:33 PM

To: Reinhold, Leslie A. (CMS/OEM); Fryer, Teresa M. (CMS/0QIS)

Cc: Ambrosini, Ellen M. (CMS/OEM); Alexander, David (CMS/OIS); Wills, Theodora (CMS/OEM)
Subject: RE: HHS Request: IT Response Plans for 2 Tickets

All,

Here is the write up to close out 25244 il \oiResp |

Data.healthcare.gov

11/19 - Socrata investigated their platform for any signs of malicious activity. First, the activity referred to is
the public user profile search APl which doesn't reveal any private user information that could be exploited.
Second, there is no connection or integration between Socrata platform user accounts

and healthcare.gov user accounts. They are completely separate. Third, Socrate has been

monitoring and there are no indications of any malicious activity targeting the Socrata platform
or data.healthcare.gov.

Please close this 35 a False Positive -89

Thanks,

Tom

From: Schankweiler, Thomas W. (CMS/QIS)

Sent: Thursday, December 05, 2013 11:42 AM

To: Reinhold, Leslie A. (CMS/OEM); Fryer, Teresa M. (CMS/0IS)

Cc: Ambrosini, Ellen M. (CMS/OEM); Alexander, David (CMS/OIS); Wills, Theodora (CMS/OEM)
Subject: RE: HHS Request: IT Response Plans for 2 Tickets

The one for Balaji is no the 25244, If that the healthcare.data.gov then | has sent you the threads on that from OC and
you were going to write it up.
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From: Reinhold, Leslie A. (CMS/OEM)

Sent: Thursday, December 05, 2013 11:39 AM

To: Fryer, Teresa M. (CMS/OIS)

Cc: Ambrosini, Ellen M. (CMS/OEM); Alexander, David (CMS/QIS); Schankweiler, Thomas W. (CMS/OIS); Reinhold, Leslie
A. (CMS/OEM); Wills, Theodora (CMS/OEM)

Subject: Re: HHS Request: IT Response Plans for 2 Tickets

Tom it's on that printout we looked at on Tuesday it's the last 2,i NotResp ithat Balagi wrote up and
data.gov. | know we discussed the data.gov one. Write up what the deal is with that if we are closing it let me know.

Thanks

On Dec 5, 2013, at 11:33 AM, "Fryer, Teresa M. (CMS/OIS)" <Teresa.Fryer@cms.hhs.gov> wrote:
Ellen,

What is #25244, Tom has indicated he does not know what this is and you have indicated that both tickets are for
Marketplace,

Teresa

From: Ambrosini, Ellen M. (CMS/OEM)

Sent: Wednesday, December 04, 2013 6:58 PM

To: Fryer, Teresa M. (CMS/QIS); Alexander, David (CMS/OIS); Schankweiler, Thomas W. (CMS/0IS)
Cc: Reinhold, Leslie A. (CMS/OEM); Wills, Theodora (CMS/OEM)

Subject: HHS Request: IT Response Plans for 2 Tickets

Importance: High

Good evening, Teresa-

We met with HHS today and they are requesting several HHS Response Plans on several tickets., Therefore, please
complete a Response Plan {template attached) for the below two T tickets from the Marketplace:

- ‘ 24913,; NotResp # INCOOOO02589982 (see below for status}
NotResp
- 25244, NJA | NotResp ficket as this was entered by CMS IRT.

We will be preparing a Response Plan for several tickets covering an issue regarding potential Pl violations and will ask
you to review / input the 1T section, as necessary.

All of these plans are due to the Department before COB on Friday, December 6. We asked for an extension today and
was told that the information is required on Friday,

Mease let me know if you have any guestions.

Thank you,

Filen M. Ambrosini

Acting Divector, Division oj Privacy Ze”(){icy
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Privacy Policy Compliance Group, Office of E-Health Standavds & Sevvices
Centers for Medicare & Medicaid Sevvices
r500 Security Roulevard
Baltimore, Maryland 21244
4I0-786-6018

<image001.jpg>

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW!: This information has not been publicly disclosed and may be
priviteged and confidential, 1Uis for internal government wse only and must not be disseminated, distributed, or copied to persons not authorized
1o receive the information. Unauthorized disclosure may result in prosecution to the full extent of the law.

From: Schankweiler, Thomas W. (CMS/QIS)
Sent: Tuesday, December 03, 2013 1:02 PM
To: Reinhold, Leslie A. (CMS/OEM)
Subject: Fw: INC000002589982

From: Ramamoorthy, Balaji Manikandan (CGI Federal) [mailto:balajimanikandan.ramamoorthy @cgifederal.com]

Sent: Tuesday, December 03, 2013 12:31 PM

To: Schankweiler, Thomas W. (CMS/OIS); Warren, Kevin (CMS/OIS); Lyles, Darrin V. (CMS/OIS);
sbanks@foregroundsecurity.com <sbanks@foregroundsecurity.com>

Cc: FFM Security Defects <FFMSecurityDefects@cgifederal.com>; Martin, Rich (CGI Federal)
<Rich.Martin@cgifederal.com>; Promisel, Andrew L (CGI Federal) <andy.promisel@cgifederal.com>; Alford, Justin (CGI
Federal) <justin.alford @cgifederal.com>

Subject: INC000002589982

Hi Tom,
As discussed here is the write up for the incident # INCO00002589982. Please forward it as necessary.

Issue:
An authenticated user can_ﬁ_[g?gc__ai NotResp ithe URL that provides the

'NofReT ; - - ' . .
EligibilityNotice.pdf. If thei sp bn the system is not truly Unique, this could pose a risk of disclosure to users. Once
logged into HealthCare.gov, a user could script ai NotResp ;the system to retrieve any user’s eligibility form.
Analysis:

A Proof of Concept was performed by the Marketplace Security Team where user A provided a URL to user B. User B
was able to see the EligibilityNotice.pdf for User A.

Resolution:
FFM security team have put a code fix in place that will check the meta data of the notices stored in; NotResp ind make

sure that it is associated with the user who is logged in before it could be downloaded by the user. The meta data for the

notice includes thei NotResp iand the username. The fix accounts for different roles such as
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Consumers

Agents/Brokers
CCR’s
ESD workers.

AN

The fix has been successfully tested in the lower environments for all these roles and the code has been promoted to the
production. The enforcement has not been turned on in production due to the following reasons.

1. Currently the meta data is not populated for the notices stored in; NotResp | All the existing notices have to be

.....................

2. The development team has to update the code to make sure that any new notice generation is populating the
proper meta data going forward.

Action Items
We don’t have an ETA for these 2 tasks listed above and when the enforcement can be turned on. | have copied Justin
Alford (who leads the data cleanup team) and Andy Promisel (who leads the development efforts) in the email as well.

Please let me know if you need more information.

Thanks
Balaji M. Ramamoorthy
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Message
From: i Schankweiler, Thomas W, ( CNIS/OIS}NotResp
: NotResp :
on behalf of I Schankweiler, Thomas W. (CMS/0IS)
Sent: 12/5/2013 4:36:50 PM . i
To: Fryer. Teresa M. (CMS/OIS NotResp i ,
NotResp Ambrosini, Ellen M. (CMS/OEM): NotResp
: NotResp iAlexander, David (CMS/OIS)E NotResp
I thResp i I .
cc: Reinhold, Leslie A. (CMS/OEM); NotResp L
NotResp Mills, Theodora (CMS/OEM) NotResp
I NotResp I :
Subject: RE: HHS Request: IT Response Plans for 2 Tickets
Ellen,

Last | had from Leslie on this is she was going to work with HHS to get more details as it is listed on a spreadsheet that
she sent me as an” IT Flaw was reported in healthcare.gov. This flaw {if exploited) allows anyone to access and edit
records in the health care system. “ Qther than that title, | have not information in what it is in reference too.

Tom

From: Fryer, Teresa M. (CMS/QIS)

Sent: Thursday, December 05, 2013 11:34 AM

To: Ambrosini, Ellen M. (CMS/OEM); Alexander, David (CMS/0IS); Schankweiler, Thomas W. (CMS/QIS)
Cc: Reinhold, Leslie A. (CMS/OEM); Wills, Theodora (CMS/OEM)

Subject: RE: HHS Request: IT Response Plans for 2 Tickets

Fllen,

What is #25244, Tom has indicated he does not know what this is and you have indicated that both tickets are for
Marketplace.

Teresa

From: Ambrosini, Ellen M. (CMS/OEM)

Sent: Wednesday, December 04, 2013 6:58 PM

To: Fryer, Teresa M. (CMS/QIS); Alexander, David (CMS/QIS); Schankweiler, Thomas W. (CMS/OIS)
Cc: Reinhold, Leslie A. (CMS/OEM); Wills, Theodora (CMS/OEM)

Subject: HHS Request: IT Response Plans for 2 Tickets

Importance: High

Good evening, Teresa-

We met with HHS today and they are requesting several HHS Response Plans on several tickets. Therefore, please
complete a Response Plan template attached) for the below two IT tickets from the Marketplace:

- NotResp '# 24913 Notresp # INCOO0002582982 (see below for status)
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~ NotResp | 25244, N,«’/-\E NotResp ?;icket as this was entered by CMS IRT.

| S

We will be preparing a Response Plan for several tickets covering an issue regarding potential PH viclations and will ask
you to review / input the IT section, as necessary.

All of these plans are due to the Department before COB on Friday, December 6%, We asked for an extension today and
was told that the information is required on Friday.
Please let me know if you have any gquestions.

Thank you,

Fllen M. Ambrosini
Acting Divector, Division of Privacy Policy
Privacy Policy Compliance Group, Office of E-Health Standards & Sevvices
Centers for Medicare & Medicaid Services
F500 Security Houlevard
Baltimore, Maryland 21244

410-786-6G18

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW: This information has not been publicly disclosad and may be
privileged and confidential. 11 is for internal government use only and must not be disseminated, distributed, or copied to persons not authorized
o receive the information. Unauthorized disclosure may result in prosecution 1o the full extent of the law.

From: Schankweiler, Thomas W. (CMS/QIS)
Sent: Tuesday, December 03, 2013 1:02 PM
To: Reinhold, Leslie A. (CMS/OEM)
Subject: Fw: INC000002589982

From: Ramamoorthy, Balaji Manikandan (CGI Federal) [ mailto:balajimanikandan.ramamoorthy@cgifederal.com]

Sent: Tuesday, December 03, 2013 12:31 PM

To: Schankweiler, Thomas W. (CMS/QIS); Warren, Kevin (CMS/QIS); Lyles, Darrin V. (CMS/OIS);
shanks@foregroundsecurity.com <shanks@foregroundsecurity.com>

Cc: FFM Security Defects <FFMSecurityDefects@cgifederal.com>; Martin, Rich (CGI Federal)
<Rich.Martin@cgifederal.com>; Promisel, Andrew L (CGI Federal) <andy.promisel@cgifederal.com>; Alford, Justin (CGI
Federal) <justin.alford @cgifederal.com>

Subject: INC000002589982
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Hi Tom,

As discussed here is the write up for the incident # INCO0O0002589982. Please forward it as necessary.

Issue:
An authenticated user can craft a NotResp the URL that provides the
EligibilityNotice.pdf. If the N‘;LRE on the system is not truly Unique, this could pose a risk of disclosure to users. Once

logged into HealthCare.gov, a user could script a : the system to retrieve any user’s eligibility form.

NotResp

Analysis:
A Proof of Concept was performed by the Marketplace Security Team where user A provided a URL to user B. User B
was able to see the EligibilityNotice.pdf for User A.

Resolution:

1. Consumers
Agents/Brokers
CCR’s

ESD workers.

AW

The fix has been successfully tested in the lower environments for all these roles and the code has been promoted to the
production. The enforcement has not been turned on in production due to the following reasons.

1. Currently the meta data is not populated for the notices stored ini NotResp iAll the existing notices have to be

2. The development team has to update the code to make sure that any new notice generatlon is populating the
proper meta data going forward.

Action ltems

We don’t have an ETA for these 2 tasks listed above and when the enforcement can be turned on. | have copied Justin
Alford (who leads the data cleanup team) and Andy Promisel (who leads the development efforts) in the email as well.

Please let me know if you need more information.

Thanks
Balaji M. Ramamoorthy
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Message
From: Schankweiler, Thomas W. (CNIS/OIS)? NotResp
NotResp
on behalf of  Schankweiler, Thomas W. (CMS/OIS)
Sent: 12/4/2013 7:48:12 PM
To: Fender, Rebecca (CMS/CCSQ) NotResp
Lyles, Darrin V. (CMS/OIS! NotResp
NotResp EOuterbridge, Monique (CMS/OIS NotResp
NotResp !
cc: Grothe, Kirk A. (CMS/OIS) ! NotResp
| NotResp i Quterbridge, Monique (CMS/OIS)E NotResp
NotResp  Couts, Todd (CMS/QIS) | NotResp g
NotResp i
Michael Finkel [mfinkel@qssinc.com]
Subject: RE: Response Needed: Reactivation of Notice Link
Becea,

{ cannot approve this at this time. ntil the N°;)Res§ﬁx is fully implemented and proven to be working. See the lingering

issues that are listed below.

Hi Tom,
As discussed here is the write up for the incident # INCO00002589982. Please forward it as necessary.

Issue:
An authenticated user can craft a NotResp the URL that provides the

T . i NotR - - . . .
EligibilityNotice.pdf. If theiL___fRf_s_n the system is not truly Unique, this could pose a risk of disclosure to users. Once
logged into HealthCare.gov, a user could script a NotResp E‘che system to retrieve any user’s eligibility form.
Analysis:

A Proof of Concept was performed by the Marketplace Security Team where user A provided a URL to user B. User B
was able to see the EligibilityNotice.pdf for User A.

Resolution:

1. Consumers
2. Agents/Brokers
3. CCR’s

4. ESD workers.

The fix has been successfully tested in the lower environments for all these roles and the code has been promoted to the
production. The enforcement has not been turned on in production due to the following reasons.
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1. Currently the meta data is not populated for the notices stored in! NotResp | Al| the existing notices have to be

updated for the meta data by the data cleanup team. Th|s mvolves checkmg the NotResp for all notices,

2. The development team has to update the code to make sure that any new notice generatlon is populating the
proper meta data going forward.

Action Items
We don’t have an ETA for these 2 tasks listed above and when the enforcement can be turned on. | have copied Justin
Alford (who leads the data cleanup team) and Andy Promisel (who leads the development efforts) in the email as well.

Please let me know if you need more information.

Thanks
Balaji M. Ramamoorthy

From: Fender, Rebecca (CMS/CCSQ)

Sent: Wednesday, December 04, 2013 2:45 PM

To: Lyles, Darrin V. (CMS/CIS); Schankweiler, Thomas W. (CMS/OIS); Outerbridge, Monique (CMS/OIS)
Subject: FW: Response Needed: Reactivation of Notice Link

Importance: High

Tom/Darrin we need approval on this ASAP,

Becky Fender PMP®
CMS

Cell | (b)(6)
Office 410-786-1006

From: Walker, Benjamin L. (CMS/CCIIO)

Sent: Wednesday, December 04, 2013 2:43 PM

To: Fender, Rebecca (CMS/CCSQ)

Subject: Fw: Response Needed: Reactivation of Notice Link
Importance: High

From: Mcveigh, Colin T. (CMS/CCIIO)

Sent: Tuesday, December 03, 2013 04:51 PM

To: Walker, Benjamin L. (CMS/CCIIO); Block, Lauren M. (CMS/CCIIO); Kane, Elizabeth M. (CMS/CCIIO); Camera, Ariella
A. (CMS/CCIIO); Schankweiler, Thomas W. (CMS/QIS)

Subject: RE: Response Needed: Reactivation of Notice Link

Tom please see below. We need direction from security/privacy and are trying to move this as quickly as possible,

Thanks!
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Obtained via FOIA by Judicial Watch, Inc.
Colin McVeigh

Center for Consumer Information and Insurance Oversight
301.492.4263

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:

‘This information has not been publicly disclosed snd may be privileged and confidential. B is for intomal government use only and must not be disseminated,
distributed, or copted 1o persons not authorized to recaive the information. Unaothorized disclosure may result in prosecution o the full exient of the law.

From: Mcveigh, Colin T. (CMS/CCIIO)

Sent: Tuesday, December 03, 2013 11:26 AM

To: Walker, Benjamin L. (CMS/CCIIO); Block, Lauren M. (CMS/CCIIO); Kane, Elizabeth M. (CMS/CCIIO); Camera, Ariella
A. (CMS/CCIIO); Schankweiler, Thomas W. (CMS/QIS)

Subject: RE: Response Needed: Reactivation of Notice Link

Hi Tom,

There is a privacy/security issue detailed below which we'd like yvou to weigh in on. At this point, we think the best
caurse of action is to reactive the notice link.

Thanks!

Colin McVeigh
Center for Consumer Information and Insurance Oversight
301.492.4263

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:

This information has not been publicly disclosed and may be privileged and confidential. It 1s for miernal goveroment use only and must not be disseminated,
distributed, or copied o persons not authorized to receive the information. Unauthornized disclosure may result in prosecution to the full extent of the faw.

From: Walker, Benjamin L. (CMS/CCIIO)

Sent: Tuesday, December 03, 2013 10:29 AM

To: Mcveigh, Colin T. (CMS/CCIIO); Block, Lauren M. (CMS/CCIIO); Kane, Elizabeth M. (CMS/CCIIO); Camera, Ariella A.
(CMS/CCIIO)

Subject: Re: Response Needed: Reactivation of Notice Link

i support re-activating it | think Tom Schankweiler needs to weigh in.

From: Mcveigh, Colin T. (CMS/CCIIO)

Sent: Tuesday, December 03, 2013 10:17 AM

To: Block, Lauren M. (CMS/CCIIO); Walker, Benjamin L. (CMS/CCIIO); Kane, Elizabeth M. (CMS/CCIIO); Camera, Ariella
A. (CMS/CCIIO)

Subject: Response Needed: Reactivation of Notice Link

Hi all,
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Obtained via FOIA by Judicial Watch, Inc.
More than a month ago we received reports that consumers were seeing other consumer’s notices through a link on the

application that should have taken them to their own determination notice. After receiving those reports, CGl decided
to deactivate the problematic link.

Since then, a number of related fixes have been made although none directly addressing this particular notice issue.
Additionally, CGI has never been able to recreate this issue in lower environments because of the way those
environments are configured and how they are accessed internally. Our CGl development lead (Stephen Wass) believes
that this issue is likely fixed at this point. However, since it was not something that could be reproduced here we cannot
be sure. At this point, CGl needs CMS guidance regarding whether or not to reactivate the link.

Lauren, I’'m not sure who has the authority to make this call but | was hoping you might be able to push it in the right
direction. I've laid out some pros and cons regarding reactivating the link or keeping it inactive below.

Activating the Link

- Consumers can receive the link and their notice as designed.

- Developers believe it is likely resolved.

- Because we have not been able to reproduce the issue in lower environments, activating the link and then
listening for ‘noise’ on this issue may be the most effective way to determine whether it is fixed or not.

- The issue may not be fixed and privacy risks may surface.

Keeping Link Inactive

- This would negate privacy risks above.

- Consumers would lose one avenue through which they can learn about their determination.

- Since this defect has not been reproducible on our end, it will be difficult to confirm whether or not the defect is
actually fixed without actually activating the link in production.

If anyone else has any other information to add to this issue please feel free.

Thanks!

Colin McVeigh
Center for Consumer Information and Insurance Oversight
301.492.4263

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:

This information has nol been publiely disclosed and may be privileged and confidential. It 1s for mternal government use only and must not be disseminated,
distributed, or copied 1o persons not authorized to receive the information. Unauthorized disclosure may result in prosccution to the full extent of the law.
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Message
From: Schankweiler, Thomas W. (CNIS/OIS); NotResp
: NotResp i
on behalf of  Schankweiler, Thomas W. (CMS/OIS)
Sent: 12/9/2013 7:52:04 PM _
To: Alexander, David (CMS/OISE NotResp
Subject: RE: HHS Request: IT Responlse Plans for 2 Tickets

They don’t want to take any ownership in this process and it is getling a bit annoving. Of course | also sat in Ellen’s
office last week for an hour with Leslie and they both agreed that Leslie would do this. Now they are reversing
caurse. Not cool.

Tom

From: Alexander, David (CMS/0IS)

Sent: Monday, December 09, 2013 2:37 PM

To: Schankweiler, Thomas W. (CMS/OIS)

Subject: RE: HHS Request: IT Response Plans for 2 Tickets

Thanks, 1 didn’t think there was more beyond what you sent previously. | see the other thread going... 'm hoping Privacy
will be able to push back on HHS before | have to escalate up through Teresa,

Thanks

David Alexander, CISSP

410-786-3001

From: Schankweiler, Thomas W. (CMS/QIS)

Sent: Monday, December 09, 2013 2:28 PM

To: Alexander, David (CMS/0IS)

Subject: FW: HHS Request: IT Response Plans for 2 Tickets

David,

Here you go, do you need something further to complete the HHS form?
From: Schankweiler, Thomas W. (CMS/QIS)

Sent: Thursday, December 05, 2013 12:33 PM

To: Reinhold, Leslie A. (CMS/OEM); Fryer, Teresa M. (CMS/0IS)

Cc: Ambrosini, Ellen M. (CMS/OEM); Alexander, David (CMS/OIS); Wills, Theodora (CMS/OEM)

Subject: RE: HHS Request: IT Response Plans for 2 Tickets

AL,

Here is the write up to close out 25244 ini NotResp |
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Data.healthcare.gov

11/19 - Socrata investigated their platform for any signs of malicious activity. First, the activity referred to is
the public user profile search APl which doesn't reveal any private user information that could be exploited.
Second, there is no connection or integration between Socrata platform user accounts

and healthcare.gov user accounts. They are completely separate. Third, Socrate has been

monitoring and there are no indications of any malicious activity targeting the Socrata platform
or data.healthcare.gov.

Mlease close this as a False Positive -99

Thanks,

Tom

From: Schankweiler, Thomas W. (CMS/QIS)

Sent: Thursday, December 05, 2013 11:42 AM

To: Reinhold, Leslie A. (CMS/OEM); Fryer, Teresa M. (CMS/0IS)

Cc: Ambrosini, Ellen M. (CMS/OEM); Alexander, David (CMS/OIS); Wills, Theodora (CMS/OEM)
Subject: RE: HHS Request: IT Response Plans for 2 Tickets

The one for Balaji is no the 25244, If that the healthcare.data.gov then has sent you the threads on that from OC and
YOu were going to write it up.

From: Reinhold, Leslie A. (CMS/OEM)

Sent: Thursday, December 05, 2013 11:39 AM

To: Fryer, Teresa M. (CMS/0IS)

Cc: Ambrosini, Ellen M. (CMS/OEM); Alexander, David (CMS/OIS); Schankweiler, Thomas W. (CMS/0IS); Reinhold, Leslie
A. (CMS/OEM); Wills, Theodora (CMS/OEM)

Subject: Re: HHS Request: IT Response Plans for 2 Tickets

Tom it's on that printout we looked at on Tuesday it's the last 2, the NotResp that Balagi wrote up and

data.gov. | know we discussed the data.gov one. Write up what the deal is with that if we are closing it let me know.

Thanks

On Dec 5, 2013, at 11:33 AM, "Fryer, Teresa M. (CMS/OIS)" <Teresa.Fryer@cms.hhs.gov> wrote:
Ellen,

What is #25244, Tom has indicated he does not know what this is and you have indicated that both tickets are for
Marketplace.

Teresa

From: Ambrosini, Ellen M. (CMS/OEM)
Sent: Wednesday, December 04, 2013 6:58 PM
To: Fryer, Teresa M. (CMS/QIS); Alexander, David (CMS/OIS); Schankweiler, Thomas W. (CMS/0IS)
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Cc: Reinhold, Leslie A. (CMS/OEM); Wills, Theodora (CMS/OEM)

Subject: HHS Request: IT Response Plans for 2 Tickets
Importance: High

Good evening, Teresa-

We met with HHS today and they are requesting several HHS Response Plans on several tickets. Therefore, please
complete a Response Plan {template attached) for the below two IT tickets from the Marketplace:

- t 24013, | NotResp i# INCODOD02589982 (see below for status)

NotResp

We will be preparing a Response Plan for several tickets covering an issue regarding potential PH violations and will ask
you to review / input the {T section, as necessary.

All of these plans are due to the Department before COB on Friday, December 6", We asked for an extension today and
was told that the information is required on Friday.
Please let me know if you have any questions.

Thank you,

Fllen M. Ambrosini
Acting Divector, Division of Privacy Policy
Privacy Policy Compliance Group, Office of E-Health Standards & Services
Centers for Medicare & Medicaid Seyvices
F500 Security Roulevard
Baltimore, Maryiand ziz44
A430-786-6018

<image001.jpg>

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW: This information has not been publicly disclosed and may be
priviteged and confidential. 1t is for imternal government use only and must not be disseminated, distributed, or copied to persons not authorized
o receive the information. Unauthorized disclosure may result in prosecution 1o the full extent of the law,

From: Schankweiler, Thomas W. (CMS/QIS)
Sent: Tuesday, December 03, 2013 1:02 PM
To: Reinhold, Leslie A. (CMS/OEM)
Subject: Fw: INC000002589982
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From: Ramamoorthy, Balaji Manikandan (CGI Federal) [ mailto:balajimanikandan.ramamoorthy@cgifederal.com]

Sent: Tuesday, December 03, 2013 12:31 PM

To: Schankweiler, Thomas W. (CMS/0OIS); Warren, Kevin (CMS/QIS); Lyles, Darrin V. (CMS/OIS);
shanks@foregroundsecurity.com <shanks@foregroundsecurity.com>

Cc: FFM Security Defects <FFMSecurityDefects@cgifederal.com>; Martin, Rich (CGI Federal)
<Rich.Martin@cgifederal.com>; Promisel, Andrew L (CGI Federal) <andy.promisel@cgifederal.com>; Alford, Justin (CGI
Federal) <justin.alford @cgifederal.com>

Subject: INC000002589982

Hi Tom,
As discussed here is the write up for the incident # INCO00002589982. Please forward it as necessary.

Issue:

An authenticated user can craft ai NotResp ithe URL that provides the
EligibilityNotice.pdf. If the.wffepn the system is not truly Unique, this could pose a risk of disclosure to users. Once
logged into HealthCare.gov, a user could script ai NotResp i the system to retrieve any user’s eligibility form.
Analysis:

A Proof of Concept was performed by the Marketplace Security Team where user A provided a URL to user B. User B
was able to see the EligibilityNotice.pdf for User A.

Resolution'

notice includes the i _______ N otRespand the username. The fix accounts for different roles such as

1. Consumers

2. Agents/Brokers
3. CCR’s

4. ESD workers.

The fix has been successfully tested in the lower environments for all these roles and the code has been promoted to the
production. The enforcement has not been turned on in production due to the following reasons.

obtaining the! _ NotResp !and username and populating NotResp with proper meta data

2. The development team has to update the code to make sure that any new notice generation is populating the
proper meta data going forward.

Action Items
We don’t have an ETA for these 2 tasks listed above and when the enforcement can be turned on. | have copied Justin
Alford (who leads the data cleanup team) and Andy Promisel (who leads the development efforts) in the email as well.

Please let me know if you need more information.

Thanks
Balaji M. Ramamoorthy
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This space intentionally left blank.
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Message
From: __Schankweiler, Thomas W. (CNIS/OIS)E NotResp
: NotResp i
on behalf of  Schankweiler, Thomas W. (CMS/OIS)
Sent: 11/3/2013 9:15:40 PM
To: CMS - Marketplace Security Team NotResp
: NotResp i
cc: ‘ Reinhold, Leslie A. (CMS/OEM): NotResp L
| NotResp iWills, Theodora {CMS/OEM NotResp i
NotResp i Elky, Mark (CMS/OIS) | NotResp
Marantan, James
NotResp i
Subject: FW: question from CNN about Heritage report

To the analyst on duty.

Please open a ticket with the information listed below, populate it as a3 CAT-1 with Pl implications. If you follow the
article you will see which citizen reported the incident. Once completed be sure it goes to the CMS IT service desk.

Thanks,

Tom

From: Quterbridge, Monique (CMS/0IS)

Sent: Sunday, November 03, 2013 3:50 PM

To: Nelson, David J. (CMS/OEM); Bradley, Tasha (CMS/OC); Grothe, Kirk A. (CMS/QIS); Oh, Mark U. (CMS/QIS);
Schankweiler, Thomas W. (CMS/0IS); 'greg.gershman.health@gmail.com’

Cc: Unruh, Patti (CMS/0C)

Subject: RE: question from CNN about Heritage report

CGI just informed us of this problem this afternoon. They are working on a fix now and could be deployed to production
in 2 hours. Will keep you posted

From: Bradley, Tasha (CMS/OC)

Sent: Sunday, November 03, 2013 3:02 PM

To: Nelson, David J. (CMS/OEM); Outerbridge, Monique (CMS/OIS); Grothe, Kirk A. (CMS/OIS); Oh, Mark U. (CMS/0IS);
Schankweiler, Thomas W. (CMS/OIS); 'greg.gershman.health@gmail.com'

Cc: Unruh, Patti (CMS/QC)

Subject: Fw: question from CNN about Heritage report

Hi all- sorry for the Sunday afterncon email. CNN is working on a story based on a Heritage report that a user received
another user's eligibility determination.

is this possible?

if this does happen, what is the procedure to address this?
Are there security measures in place to handle a situation like this?

CMS001946
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Is the team aware of any instances that this has occurred?

http://blog.heritage.org/2013/11/02/exclusive-healthcare-gov-users-warn-of-security-risk-breach-of-privacy/

From: Bataille, Julie (CMS/QOC)

Sent: Sunday, November 03, 2013 02:22 PM

To: Bradley, Tasha (CMS/0C)

Subject: Fw: question from CNN about Heritage report

Can u pls take

From: Wallace, Gregory [mailto:gregory.wallace@turner.com]
Sent: Sunday, November 03, 2013 02:16 PM

To: Bataille, Julie (CMS/OC); Cook, Brian T. (CMS/0C)
Subject: question from CNN about Heritage report

Good afternoon,

Checking in for your comment on this Heritage post that a user’s information was presented
to a different user on HealthCare.gov.

Is this an issue CMS teams are aware of and working on, and are there other instances of this
happening?

hitp://blog.heritage.orqg/2013/11/02/exclusive-healthcare-gov-users-warn-of-security-risk-
breach-of-privacy/

Thank you,
Greg Wallace

CNN
202-738-3113
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Message
From: , Schankweiler, Thomas W. (CNIS/OIS)E NotResp
: NotResp i
on behalf of  Schankweiler, Thomas W. (CMS/OIS)
Sent: 11/3/2013 9:10:53 PM .
To: _..Quterbridge, Monigue (CMS/OIS) NotResp i
! NotResp Nelson, David J. (CMS/OEM} NotResp |
P NoiResn { Bradlev, Tasha (CMS/OCI I MotResp |
A s ——r o] NOResp |
NotResp :Dh, Mark U.
i NotResp
‘greg.gershman.health@gmail.com' [greg.gershman.health@gmail.com]
cc: Unruh, Patti (CMS/OC} NotResp
Subject: RE: question from CNN about Heritage report

Il have the Security Marketplace Team open a ticket on this as a Pl Category-1 incident. I'll need to know if CGlcan
determine if anyone else has letters posted in their acoounts that are not theirs? Do we have a root cause on why this
happenaed, Was there any other exposure.

=

fam still waiting on someone from CGl to get back with me regarding the final analysis on the PH exposure td NotResp
the other CNN article. Balaji | think had the lead on that.

Tom

From: Quterbridge, Monique (CMS/QIS)

Sent: Sunday, November 03, 2013 3:57 PM

To: Schankweiler, Thomas W. (CMS/OIS); Nelson, David J. (CMS/OEM); Bradley, Tasha (CMS/0OC); Grothe, Kirk A.
(CMS/OIS); Oh, Mark U. (CMS/01S); 'greg.gershman.health@gmail.com’

Cc: Unruh, Patti (CMS/0C)

Subject: RE: question from CNN about Heritage report

They were but they are proposing an interim fix until a permanent one can be provided. I just advised Kirk it should be
reported as an incident.

From: Schankweiler, Thomas W. (CMS/QIS)

Sent: Sunday, November 03, 2013 3:51 PM

To: Outerbridge, Monique (CMS/0IS); Nelson, David J. (CMS/OEM); Bradley, Tasha (CMS/OC); Grothe, Kirk A.
(CMS/QIS); Oh, Mark U. (CMS/0OIS); 'greg.gershman.health@gmail.com’

Cc: Unruh, Patti (CMS/0C)

Subject: RE: question from CNN about Heritage report

Iread this e-mail just within the last hour. | need to read the new article. Was CGI able to duplicate this problem? {am
assuming so since they are putting a fix in place.

Tom

From: Quterbridge, Monique (CMS/OIS)
Sent: Sunday, November 03, 2013 3:50 PM
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To: Nelson, David J. (CMS/OEM); Bradley, Tasha (CMS/OC); Grothe, Kirk A. (CMS/QIS); Oh, Mark U. (CMS/OIS);

Schankweiler, Thomas W. (CMS/QIS); 'greg.gershman.health@gmail.com'
Cc: Unruh, Patti (CMS/0C)
Subject: RE: question from CNN about Heritage report

CGI just informed us of this problem this afternoon. They are working on a fix now and could be deployed to production
in 2 hours. Will keep you posted.

From: Nelson, David J. (CMS/OEM)

Sent: Sunday, November 03, 2013 3:48 PM

To: Bradley, Tasha (CMS/QC); Outerbridge, Monique (CMS/QIS); Grothe, Kirk A. (CMS/QIS); Oh, Mark U. (CMS/OIS);
Schankweiler, Thomas W. (CMS/OIS); 'greg.gershman.health@gmail.com’

Cc: Unruh, Patti (CMS/0C)

Subject: RE: question from CNN about Heritage report

Pam just hearing about this following your note. | am hoping Tom is in the loop.

From: Bradley, Tasha (CMS/OC)

Sent: Sunday, November 03, 2013 3:02 PM

To: Nelson, David J. (CMS/OEM); Outerbridge, Monique (CMS/OIS); Grothe, Kirk A. (CMS/OIS); Oh, Mark U. (CMS/QIS);
Schankweiler, Thomas W. (CMS/0IS); 'greg.gershman.health@gmail.com'

Cc: Unruh, Patti (CMS/0C)

Subject: Fw: question from CNN about Heritage report

Hi all- sorry for the Sunday afternoon email. CNN is working o a story based on a Heritage report that a user received
another user's eligibility determination.

I5 this possible?

if this does happen, what is the procedure to address this?

Are there security measures in place to handle a situation like this?
Is the team aware of any instances that this has occurred?

http://blog.heritage.org/2013/11/02/exclusive-healthcare-gov-users-warn-of-security-risk-breach-of-privacy/

From: Bataille, Julie (CMS/0C)

Sent: Sunday, November 03, 2013 02:22 PM

To: Bradley, Tasha (CMS/OC)

Subject: Fw: question from CNN about Heritage report

Can u pls take

From: Wallace, Gregory [mailto:gregory.wallace@turner.com]
Sent: Sunday, November 03, 2013 02:16 PM

To: Bataille, Julie (CMS/OC); Cook, Brian T. (CMS/OC)
Subject: question from CNN about Heritage report

Good afternoon,
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Checking in for your comment on this Heritage post that a user’s information was presented

to a different user on HealthCare.gov.

Is this an issue CMS teams are aware of and working on, and are there other instances of this
happening?

hitp://blog.heritage.org/2013/11/02/exclusive-healthcare-gov-users-warn-of-security-risk-
breach-of-privacy/

Thank you,
Greg Wallace

CNN
202-738-3113
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Message
From: Schankweiler, Thomas W. (CMS/OIS NotResp
i NotResp i
on behalf of  Schankweiler, Thomas W. (CMS/OIS)
Sent: 10/31/2013 12:43:31 AM
To: Stevenson, Corey B. (CMS/OISE NotResp i
' NotResp iCharest, Kevin (OS/ASA/OCIO/OIS) NotResp
i NotResp I
CC: I Chao, Henry (CMS/OISé I NotResp ;:ryer, Teresa
M. (CMS/OIS); NotResp '
' NotResp ;l'_O_Gféil'bridge, Monique (CMS/OIS) NotResp
NotResp iCarter, Daniel (CMS/0C)
NotResp | Newton, Paul (CMS/OIS) NotResp
NotResp
Subject: RE:i NotResp | closed

{put Kevin in touch with Mike Smith from Akamai, so hopefully they can talk tomorrow.
Tom

From: Stevenson, Corey B. (CMS/QIS)

Sent: Wednesday, October 30, 2013 8:31 PM

To: Charest, Kevin (OS/ASA/OCIO/OIS); Schankweiler, Thomas W. (CMS/0IS)

Cc: Chao, Henry (CMS/QIS); Fryer, Teresa M. (CMS/OIS); Outerbridge, Monique (CMS/OIS); Carter, Daniel (CMS/0C);
Newton, Paul (CMS/QIS)

Kevin,

Akamai can arrange for someone that has clearance on their security team to talk to whomever if that is what would be
required, they are just desperately trying to determine the risl/impact on their systems right now since they signed the
keys, Please advise

Corey B. Stevenson
Director
Enterprise Data Center Group {(EDCG)
Office of Information Services {015}
Centers for Medicare & Medicaid Services {CMVS)
e Blackberry impaired typing.

From: Charest, Kevin (OS/ASA/OCIO/QIS)

Sent: Wednesday, October 30, 2013 07:48 PM

To: Schankweiler, Thomas W. (CMS/QOIS)

Cc: Chao, Henry (CMS/0OIS); Fryer, Teresa M. (CMS/OIS); Stevenson, Corey B. (CMS/0OIS); Outerbridge, Monique
(CMS/OIS) o,
Subject: Re! NotResp } closed
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Thanks Tom. We will send you the ticket tomorrow.

Kevin

Sent from my iPad

On Oct 30, 2013, at 6:36 PM, "Schankweiler, Thomas W. (CMS/OIS)" <thomas.schankweiler@cms.hhs.gov> wrote:

Kevin,

NotResp for the following sites have been changed and will be propagated at midnight tonight.

CMS.gov

cms.hhs.gov
cuidadodesalud.gov

healthcare.gov
insurekidsnow.gov
medicaide.gov
medicare.gov

mimedicare.gov
mymedicare.gov

L ooNow ke wN

if you have any questions feel free to contact me. Also could you please send me the incident tracking number for this

avent.

Thanks,

Tom Schankweiler, CISSP

Information Security Officer, CCIIO

CMS\OIS\CHISG

Consumer Information and Insurance Systems Group
410-786-5956 (Balt. Office, N2-13-22)

301-875-1536 (Mobile)
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Message
From: Schankweiler, Thomas W. (CMS/OIS) T N otResp
NotResp - J
Sent: T11/1/3013 12:56:32 AM
To: Unruh, Patti (CMS/OC)! NotResp
Lyles, Darrin V. (CMS/OIS) i NotResp
' NotResp :
cc: Outerbridge, Monique (CMS/OIS) | NotResp
i NotResp iGrothe, Kirk (HHS/OCIO} NotResp
i NotResp I i
Subject: RE: CNN request: Healthcare.gov sending your info to 3rd parties
Patti,

Sorry for the delay in answering this one... hope I am not to late.

CMS has reviewed the report by Mr. Simo and we are actively researching to determine if any individual data may have
been exposed. As noted in the CNN article, the data was encrypted so the risk is low that a compromise has

occurred. CMS has contacted NotResp and several adjustments have been made to fully resolve

the security risk identified. CMS 7§ ¢ommitted to safeguarding the privacy and security of all individuals and we are
responding to all legitimate risks identified by any security professional or vendor that reports a security bug.

Tom

From: Unruh, Patti (CMS/0QC)

Sent: Thursday, October 31, 2013 3:35 PM

To: Schankweiler, Thomas W. (CMS/0IS); Lyles, Darrin V. (CMS/0IS)

Subject: FW: CNN request: Healthcare.gov sending your info to 3rd parties

Hi.sorry P'm back, CRN and The Verge are asking us abt this...Here's an excerpt from The Verge...and CNN's similar
request is at the bottom... tried reading our privacy policy but wasn’t sure | could address the charges here...do you
have time to talk today?

http://www theverge.com/2013/10/31/5047932/healthcare-gov-transferring-private-user-information-third-

parties Security researcher Ben Simo noticed that Healthcare gov was sending his user name and password reset
code to third party partners including the analytics services Pingdom, DoubleClick, and Google Analytics.

The risk to users is low since the information is encrypted as it is sent, and those pariners are all repuiable
companies. However, the oversight may constitute a violation of the site's own privacy policy, which says, "No
personally identifiable information is collected by these tools”

Facebook and Myspace were fined by the Federal Trade Commission (FTC) for sirmilar infractions last year.

"WE DON'T WANT AND DON'T USE THIS TYPE OF DATA”

What's more, there is no need {0 send user names or password resel codes to third parties. "We don't want and
don't use this type of data,” a representative for Google, which owns DoubleClick and Google Analytics, says in an
ernail to The Verge. "Thanks for raising this — we're looking into it.”

From: Peters, Joanne (OS/ASPA)

Sent: Thursday, October 31, 2013 2:19 PM

To: Sandoe, Emma (CMS/QC); Bradley, Tasha (CMS/OC); Unruh, Patti (CMS/0C)
Subject: FW: CNN request: Healthcare.gov sending your info to 3rd parties
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From: Pagliery, Jose [mailto:Jose.Pagliery@turner.com]

Sent: Thursday, October 31, 2013 11:37 AM

To: Peters, Joanne (OS/ASPA)

Subject: CNN request: Healthcare.gov sending your info to 3rd parties

Joanne,

I'm writing a story about background programs running on Healthcare.gov. The site is sending information from users'
computers to Google subsidiary Doubleclick, Optimizely, Pingdom and Chartbeat.

Most of these are routine programs for private sites. But in the case of Doubleclick, it typically works with advertisements.

Here are my questions:
e Why is Healthcare.gov sending these third party companies a user's information?
¢ What information is it sending them?
o What is Doubleclick doing on behalf of the federal government for Healthcare.gov? What about Optimizely?
Pingdom? Chartbeat?
e Is Doubleclick recording a user's behavior on Healthcare.gov? If so, what is it recording? Is it using that to
provide targeted advertisements?
My deadline for this story is today at 4 p.m. Please let me know if you have any questions.

Sincerely,

JOSE PAGLIERY

STAPE REPORTER | CNNMONEY.COM

1 TIME WARNER CENTER | NEw Yory, NY 10019
OFFCE: (212) 275-70667

CREL (b)(8)

TWITIER: @JOSE _PAGLIERY

EMAIL: JOSE.PAGLIERY@CNN.COM | WER: WWW.MONEY.CNN.COM
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Message
From: Schankweiler, Thomas W. (CMS/OI§ NotResp
NotResp
on behalf of  Schankweiler, Thomas W. (CMS/OIS)
Sent: 11/26/2013 5:47:16 PM
To: Fender, Rebecca (CMS/CCSQ)E NotResp
i NotResp i
NotResp i Basavaraju, Venkat (CMS/OIS) NotResp
i NotResp i
cc: Grothe, Kirk A. (CMS/OIS): NotResp
: NotResp Dh, Mark U. (CMS/OIS)E NotResp E
NotResp iVan, Hung B. (CMS/OIS)i  NotResp |
NotResp IMargush, Doug C..
i NotResp iCouts, Todd
ACMS/QIS) | NotResp : .
NotResp ! Lyles, Darrin V. (CMS/OIS)
(Darrin.Lyles@cms.hhs.gov) [ NotResp
NotResp iFletcher, John A. (CMS/OIS) NotResp
'L ________ NotResp i
Subject: RE: NotResp

Rebecca and Monigue,

Fam inclined to say yves we need this fix put in piace The ﬁx is intended to resolve a seripus issue where data, which is

privacy mcadems, andhas a pubé;c: view to it. We shauﬁd have a quick meeting about this so CMS can make a final
determination. Mavybe it could come down, if needed, during this weekend to allow for the test?

Also | am not sure why testing can only be done in prod? Can’t another set of self-signed certificates be issued to
address this? or is it the case where there is not a matching environment to perform the testing in?

Tom

From: Fender, Rebecca (CMS/CCSQ)

Sent: Tuesday, November 26, 2013 10:52 AM

To: Schankweiler, Thomas W. (CMS/OIS); Outerbridge, Monigue (CMS/QIS); Basavaraju, Venkat (CMS/0IS)
Subject: FW:! NotResp .
Importance. High

Hi Tom and Monigue,

NotRes

{ have sericus concerns about this “fix”. Every time we do wmﬁth;ﬂg_\f_\gﬁh the URL we are down for days at p We
- ) ! NotRe |
can oniy test this in PROD due to the| NotResp fhat goes o Zp € and gets passed to N°f Lan you alt et me

{NoiRes nd any downta “mz th@y incur due to a CGl ik,

pressure and focus on p

Becky
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Becky Fender PMP®

ChMS
Cell NotResp
Office 410-786-1006

From: Fender, Rebecca (CMS/CCSQ)

Sent: Tuesday, November 26, 2013 10:48 AM
To: 'O'Mara, Katyanne J (CGI Federal)'; Minze Chien; Venky Natarajan; Basavaraju, Venkat (CMS/OIS); Niranjan
Santhamoorthy; greg.greshman.health@gmail.com; Nitin Matta; Girish Shetty; Sundar, Raj N (CGI Federal); Thangavelu,
Raja (Non-Member); Ivan Vinogradov; Ramamoorthy, Balaji Manikandan (CGI Federal); Anbu, Bala (Non-Member);
Cecilio, Sal (CGI Federal); Roche, Jacqueline R. (CMS/CCIIO)

Subject: RE NotResp

i still do not feel that this is urgent and must happen as a priority. Fwill discuss with Tom and Monigue. I do agree it
should happen but | know this will take us down for several days and that simply can't happen at this time. There is NQO

way to test this other than in prod due to the "L‘;tpR assertion of their federated login.

Becky Fender PMP®
ChS

Celld  NotResp

Office 410-786-1006

From: O'Mara, Katyanne J (CGI Federal) [ mailto:katyanne.omara @cgifederal.com]

Sent: Tuesday, November 26, 2013 10:45 AM

To: Fender, Rebecca (CMS/CCSQ); Minze Chien; Venky Natarajan; Basavaraju, Venkat (CMS/QIS); Niranjan
Santhamoorthy; greg.greshman.health@gmail.com; Nitin Matta; Girish Shetty; Sundar, Raj N (CGI Federal); Thangavelu,
Raja (Non-Member); Ivan Vinogradov; Ramamoorthy, Balaji Manikandan (CGI Federal); Anbu, Bala (Non-Member);
Cecilio, Sal (CGI Federal); Roche, Jacqueline R. (CMS/CCIIO)

Subject: RE: NotResp

Hi Backy,
funderstand your concern,
Befect numbers are in ! NOR! ari¥161121 / artf161124 and this is part of the List of 65, it is N3 which again was identified

esp )
to better secura the 5es3iBns for both  NotResp i {f vou have further concerns/questions please reach out to Tom

Shankweiler.

NotR ) . L
To Test: Go through normal process as an] esp while someone from our security team is in the backend ensures that

new sessions go to Layer 7 and L7 clears out old sessions {ie. When a

new sessions when they search and choose another application to work on or when they click the “Create Application”
link.

Soumya, Manisha, Eddie and others, even Shaina can be part of the front end testing and Balaji will be assigning
someone from his security team to work with us in a coordinated testing effort tomaorrow to confirm that the sessions

are being created and cleared appropriately.

Qur Ops and Security team have completed their tasks. Sal will complete his tasks today. 1 just need confirmation from

NotRes

p ream that they made their change. We will be ready for the coordinated test tomorrow.
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P will update the document | sent out with this information.

{hope thm ANsSwers ynur guestions and alleviates your concerns regardma e&tmg This is about Cimmg the anp c:m

______ p_._._._}

secure.

Thanks,
KO

Katy O'Mara | Manager | Health and Compliante Group | CGI Federal

W: 703-227-6411 | C: {___NotResp | www.cgi.com

From: Fender, Rebecca (CMS/CCSQ) [ mailto:Rebecca.Fender@cms.hhs.gov]

Sent: Tuesday, November 26, 2013 9:58 AM

To: O'Mara, Katyanne J (CGI Federal); Minze Chien; Venky Natarajan; Venkat.Basavaraju; Niranjan Santhamoorthy;
greg.greshman.health@gmail.com; Nitin Matta; Girish Shetty; Sundar, Raj N (CGI Federal); Thangavelu, Raja (Non-
Member); Ivan Vinogradov; Ramamoorthy, Balaji Manikandan (CGI Federal); Anbu, Bala (Non-Member); Cecilio, Sal (CGI
Federal); Roche, Jacqueline R. (CMS/CCIIO)
Subject: RE: NotResp

Pwill try to call in later but have a conflicting meeting with NPC and {eadership about the notices issues. Sorry. {really
do NOT want to move forward with this until T understand how we plan to test and why this is such a rush as well as how

it was discovered. As we know from past experience changes like this can keep | NotRes ‘iown for days and we cannot
P
afford thatat thistime, e

Becky Fender PMP®
CMS
Cell 4 NotResp

Office 410-786-1006

From: O'Mara, Katyanne ] (CGI Federal) [mailto:katyanne.omara@cgifederal.com]

Sent: Monday, November 25, 2013 4:20 PM

To: O'Mara, Katyanne J (CGI Federal); Minze Chien; Venky Natarajan; Basavaraju, Venkat (CMS/OIS); Niranjan
Santhamoorthy; greg.greshman.health@gmail.com; Nitin Matta; Girish Shetty; Sundar, Raj N (CGI Federal); Thangavelu,
Raja (Non-Member); Ivan Vinogradov; Ramamoorthy, Balaji Manikandan (CGI Federal); Anbu, Bala (Non-Member);
Cecilio, Sal (CGI Federal); Fender, Rebecca (CMS/CCSQ), Roche, Jacqueline R. (CMS/CCIIO)

Subject: NotResp

When: Tuesday, November 26, 2013 10:00 AM 10:30 AM (UTC-05:00) Eastern Time (US & Canada).

Where: dial: (b)(6)

Hi Everyone,
I’d like to get an update on the tasks below and ensure we are on target for completion for tomorrow afternoon for
testing to begin tomorrow night or Wednesday morning in Test 2.
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NotResp

NotResp

N°t’$es Team Tasks
1 Currentiyﬁiﬁﬁ}s protecting the URL htt 5:)

policy to protect the following URL pattern. https:
2. All the header variables remains the same. {NO CHANGES REQUIRED)

NotResp
FFM Ops Team Tasks
Not
1. Add the following Resiules for the English
p
NotResp

2. Restart thei___[‘{_?_tfff_g__ifor the English

FFM Security Team Tasks
1. Create a dummy policy fo NotResp
2. Create alayer? policy for
3. Read information fmm the HTTP headers set by the NotResp
4. Invalidate the e_xistm;zi NotResp T '
5. Recreate a new NotResp
6. Redirect to the individual application
7. Create a new flow and show the difference from the existing flow.

Application Team Tasks
1. Doapingto httpszz NotResp

session active from the main g:; nage, (Please get the guidance from leremy)
2. Currently in the NotResp

an

NotResp

and clicks on the link, it takes the user to the

NotResp

L instead do a

...............

NotResp

iever‘y 10 or 15 minutes to keep the

to

NotRes
p
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nl Wa
he

NotResp

ch, nc.

NotResp

should be
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Message
From: Schankweiler, Thomas W. (CMS/OIS) E NotResp
E NotResp :
on behalf of ISchankweiIer, Thomas W. (CMS/0IS) I
Sent: 11/26/2013 10:17:13 PM .
To: Reinhold, Leslie A. (CMS/OEM) [ NotResp
Subject: FW: ESW Session Management Checkin

From: Schankweiler, Thomas W. (CMS/QIS)
Sent: Tuesday, November 26, 2013 12:47 PM
To: Fender, Rebecca (CMS/CCSQ); Outerbridge, Monique (CMS/0IS); Basavaraju, Venkat (CMS/0IS)

Cc: Grothe, Kirk A, (CMS/0IS); Oh, Mark U. (CMS/0IS); Van, Hung B. (CMS/0IS); Margush, Doug C. (CMS/QIS); Couts,
Todd (CMS/OIS); Lyles, Darrin V. (CMS/QIS) (Darrm Lyles@cms.hhs.gov); Fletcher, John A, (CMS/0IS)

Subject: RE: NotResp '

Rebecca and Moniqus,

fam inclined to say ves we neead this fix put in piace The ‘a‘ax is intended to resolve a serious issue where data, which is

privacy incides “m, and has a pubéac view to it. We shc}uid hdve a quncE\ meeting about this so CMS can make a final
determination. Mavbe it could come down, if needed, during this weekend to allow for the test?

Also | am not sure why testing can only be done in prod? Can't another set of self-signed certificates be issued to
address this? or is it the case where there is not a matching environment to perform the testing in?

Tom

From: Fender, Rebecca (CMS/CCSQ)

Sent: Tuesday, November 26, 2013 10:52 AM

To: Schankweiler, Thomas W. (CMS/QIS); Outerbndge Monique (CMS/0IS); Basavaraju, Venkat (CMS/QIS)
Subject: FW: NotResp

Importance: Hign ’

Hi Tom and Monigque,

| have seripus concerns about this “fix”. Every time we do s@mathmg with the URL we are dewn for days at'

___________________ p___i
can only test this in PROD due to the federated oK

. g50- .that goes to | and gets passed to 'Res Canyou aii fet me
know if you feel we need to take the risk of N

LSP
being down for a few days? Trust me when | say there is lots of

._._§D._._.

pressure and focus on N°tpRes nd any downtime they incur due to a G fix,

Becky

Becky Fender PMP®
ChS

Cell (b))
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Office 410-786-1006

From: Fender, Rebecca (CMS/CCSQ)

Sent: Tuesday, November 26, 2013 10:48 AM
To: 'O'Mara, Katyanne ] (CGI Federal)'; Minze Chien; Venky Natarajan; Basavaraju, Venkat (CMS/0IS); Niranjan
Santhamoorthy; greg.greshman.health@gmail.com; Nitin Matta; Girish Shetty; Sundar, Raj N (CGI Federal); Thangavelu,
Raja (Non-Member); Ivan Vinogradov; Ramamoorthy, Balaji Manikandan (CGI Federal); Anbu, Bala (Non-Member);
Cecilio, Sal (CGI Federal); Roche, Jacgueline R. (CMS/CCIIO)

Subject: RE: NotResp

{still do not feel that this is urgent and must happen as a priovity. D will discuss with Tom and Monique. P do agree it
should happen but | know this will take us down for several days and that simply can’t happen at this time, There is NO

way to test this other than in prod due to the NotRe secertinn of their federated login.
sp

Becky Fender PMP®
ChS

Celli (b)(6)
Office 410-786-1006

From: O'Mara, Katyanne J (CGI Federal) [ mailto:katvyanne.omara@cgifederal.com]

Sent: Tuesday, November 26, 2013 10:45 AM

To: Fender, Rebecca (CMS/CCSQ); Minze Chien; Venky Natarajan; Basavaraju, Venkat (CMS/QOIS); Niranjan
Santhamoorthy; greg.greshman.health@gmail.com; Nitin Matta; Girish Shetty; Sundar, Raj N (CGI Federal); Thangavelu,
Raja (Non-Member); Ivan Vinogradov; Ramamoorthy, Balaji Manikandan (CGI Federal); Anbu, Bala (Non-Member);
Cecilio, Sal (CGI Federal); Roche, Jacqueline R. (CMS/CCIIO)

Subject: RE (b)(6) |

Hi Becky,
{understand yvour concern.

Defect numbers are inVOReE arif161121 J artf161124 and this is part of the List of 65, it is N3 which again was identified

sp
to better secure the sessions for b(}th Nm'am:f g:;

If you have further concerns/questions please reach out to Tom

Shankweller.

'NGEK';
To Test: Go through normal process as ani

NEYR
new sessions go to Layer 7 and L7 clears out old sessions {fe. When ani 'duse s a completed application) and creates
new sessions when they search and choose another application to wark on or when they click the “Create Application”

while someone from our security team is in the backend ensures that

link.
Soumya, Manisha, Eddie and others, even Shaina can be part of the front end testing and Balafl will be assigning
someone from his security team to work with us in a coordinated testing effort tomorrow to confirm that the sessions

are being created and cleared appropriately.

Cur Ops and Security team have completed their tasks. Sal will complete his tasks today. | just need confirmation from

NotRe team that they made their change. We will be ready for the coordinated test tomorrow.
sp

P will update the document | sent out with this information.
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{ hope this answers your questions and alleviates your concerns regarding testing. This is about closing the loop on open

sessions, not changing your workflow or affecting your current workflow it's about making your current sessions more
secure.

Thanks,
KO

Katy O'Mara | Manager | Health and Compliance Group | CGl Federal
W 7032276411 | & (b)(6) | www.cgi.com

From: Fender, Rebecca (CMS/CCSQ) [mailto:Rebecca.Fender@cems.hhs.gov]

Sent: Tuesday, November 26, 2013 9:58 AM

To: O'Mara, Katyanne J (CGI Federal); Minze Chien; Venky Natarajan; Venkat.Basavaraju; Niranjan Santhamoorthy;
greg.greshman.health@gmail.com; Nitin Matta; Girish Shetty; Sundar, Raj N (CGI Federal); Thangavelu, Raja (Non-
Member); Ivan Vinogradov; Ramamoorthy, Balaji Manikandan (CGI Federal); Anbu, Bala (Non-Member); Cecilio, Sal (CGI
Federal); Roche, Jacqueline R. (CMS/CCIIO)

Subject: RE: ESW Session Management Checkin

Pwill try to call in later but have a conflicting meeting with NPC and leadership about the notices issues, Sorry. |really
do NOT want to move forward with this until F understand how we plan to test and why this is such a rush as well as how

it was discovered. As we know from past experience changes like this can keep i NotRes Hown for days and we cannot
s e p
afford that at this time.

Becky Fender PMP®
RS

Ceﬁii (b)(8)
Office 410-786-1006

From: O'Mara, Katyanne J (CGI Federal) [ mailto:katyanne.omara@cgifederal.com]

Sent: Monday, November 25, 2013 4:20 PM

To: O'Mara, Katyanne J (CGI Federal); Minze Chien; Venky Natarajan; Basavaraju, Venkat (CMS/QIS); Niranjan
Santhamoorthy; greg.greshman.health@gmail.com; Nitin Matta; Girish Shetty; Sundar, Raj N (CGI Federal); Thangavelu,
Raja (Non-Member); Ivan Vinogradov; Ramamoorthy, Balaji Manikandan (CGI Federal); Anbu, Bala (Non-Member);
Cecilio, Sal (CGI Federal); Fender, Rebecca (CMS/CCSQ), Roche, Jacqueline R. (CMS/CCIIO)

Subject: | NotResp

When: Tuesday, November 26, 2013 10:00 AM 10 30 AM (UTC-05:00) Eastern Time (US & Canada).

Where: dlal

Hi Everyone,
I'd like to get an update on the tasks below and ensure we are on target for completion for tomorrow afternoon for
testing to begin tomorrow night or Wednesday morning in Test 2.

Detailled Technical Action items:
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EChangethe

EIDM Team Tasks
. i NOIRE™! . !
Currentlyl__sn s protecting thei NotResp
policy to protect the following U NotResp ;

All the header variables remains the same. (NO CHANGES REQUIRED)

NotResp

FFM Ops Team Tasks

NotResp

FFM Security Team Tasks

Create a dummy policy fo NotResp
Create a iayu? poiicy for

Redarect to the md vidual appﬁzcatwn
Create 3 new flow and show the difference from the existing flow.

Application Team Tasks

Doa piﬁg "E'o https:// NotResp

'NotRes’
avery i0or 15 minutes to keep thei p i

NotResp

Epag»’e whean the E—IRN?S:E'WOYkGY searches for

iand clicks on the link, it takes the user to the

{ . NotResp " NotResp
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ch,.lnc

httgs:[{j

NotResp

NotResp

!fhe

NotResp

Parameter should be
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Message
From: . Schankweiler, Thomas W. (CNIS/OIS)E . NotResp
: NotResp :
on behalf of  Schankweiler, Thomas W. (CMS/OIS)
Sent: 11/26/2013 10:18:43 PM . :
To: Outerbridge, Monique (CMS/OIS) | NotResp
NotResp Basavaraju, Venkat (CMS/OIS): NotResp
NotResp , Fender, Rebecca (CMS/CCSQ) [, NotResp
i NotResp : T "
cC: Grothe, Kirk A. (CMS/OIS) [ NotResp
E NotResp EOh, Mark U. (CMS/OIS) E NotResp E
NotResp Van, Hing B. (GVS/OIS) | NotResp |
B NotResp Hung.Van.CMIS]: Marsush. Doue C.
(CMS/OIS} NotResp i Couts, Todd
(CMS/oIs) [} NotResp ;
NotResp i; Lyles, Darrin V. (CMS/0IS)
(Darrin.Lyles@cms.hhs.gov) i NotResp
i NotResp i Fletcher, John A. (CMS/OIS} NotResp
i NotResp i
Subject: RE: . NotResp i

Did this get resolved today? | can participate in a call later tonight.
Tom

From: Schankweiler, Thomas W. (CMS/CIS)
Sent: Tuesday, November 26, 2013 12:47 PM
To: Fender, Rebecca (CMS/CCSQ); Outerbridge, Monique (CMS/0IS); Basavaraju, Venkat (CMS/0IS)

Cc: Grothe, Kirk A. (CMS/0IS); Oh, Mark U. (CMS/0IS); Van, Hung B. (CMS/QIS); Margush, Doug C. (CMS/0IS); Couts,
Todd (CMS/OIS); Lyles, Darrin V. (CMS/OIS) (Darrin.Lyles@cms.hhs.gov); Fletcher, John A. (CMS/0IS)

Subject: RE: NotResp

Rebecca and Monigue,

fam inclined to say yes we neead this fix put in place. The fix is intended o resolve a serious issue where data, which is

privacy incidents, and has a public view to it. We should have a guick meeting about this 5o CMS can make a final
determination. Mavbe it could come down, if needed, during this weekend to allow for the test?

Also | am not sure why testing can only be done in prod? Car't another set of self-signed certificates be issued to
address this? or is it the case where there is not 3 matching environment to perform the testing in?

Tom
From: Fender, Rebecca (CMS/CCSQ)

Sent: Tuesday, November 26, 2013 10:52 AM
To: Schankweiler, Thomas W. (CMS/0IS); Outerbridge, Monique (CMS/OIS); Basavaraju, Venkat (CMS/OIS)
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Subject: FW NotResp
Importance: High

Hi Tom and Monigue,

. g e . tRe ;
P have seripus concerns about this “fix”, Every t Lag do Samethmg with the URL we are dawn for days at Zp e;. We
ofRa T o ORISR MM A AR W A e ey ek s J

G ot
can oniy test this in PROD due to the fedarated sp rhat goes to E ______ : nd gets passed m Resi Can you aH et me

NotRes i, nd any d()wm.;mee t.hey incur due to a CGI fix.

pressure and focus on b

Becky

Becky Fender PMP®
CAIS

Cell 443-517-7037
Office 410-786-1006

From: Fender, Rebecca (CMS/CCSQ)

Sent: Tuesday, November 26, 2013 10:48 AM

To: 'O'Mara, Katyanne J (CGI Federal)'; Minze Chien; Venky Natarajan; Basavaraju, Venkat (CMS/QIS); Niranjan
Santhamoorthy; greg.greshman.health@gmail.com; Nitin Matta; Girish Shetty; Sundar, Raj N (CGI Federal); Thangavelu,
Raja (Non-Member); Ivan Vinogradov; Ramamoorthy, Balaji Manikandan (CGI Federal); Anbu, Bala (Non-Member);
Cecilio, Sal (CGI Federal); Roche, Jacqueline R. (CMS/CCIIO)

Subject: RE: | NotResp

i still do not feel that this is urgent and must happen as a priovity, | will discuss with Tom and Monigque. tdo agree it
should happen but | know this will take us down for several days and that simply can’t happen at this time. There is NO
way to test this other than in prod due to the ‘T‘Z‘;t:" assertion of their federated login.

Becky Fender PMP®
CRAIS

Cell 443-517-7037
Office 410-786-1006

From: O'Mara, Katyanne J (CGI Federal) [mailto:katyanne.omara @cgifederal.com]

Sent: Tuesday, November 26, 2013 10:45 AM

To: Fender, Rebecca (CMS/CCSQ); Minze Chien; Venky Natarajan; Basavaraju, Venkat (CMS/QIS); Niranjan
Santhamoorthy; greg.greshman.health@gmail.com; Nitin Matta; Girish Shetty; Sundar, Raj N (CGI Federal); Thangavelu,
Raja (Non-Member); Ivan Vinogradov; Ramamoorthy, Balaji Manikandan (CGI Federal); Anbu, Bala (Non-Member);
Cecilio, Sal (CGI Federal); Roche, Jacqueline R. (CMS/CCIIO)

Subject: RE: NotResp

Hi Backy,
{understand your concern.
Defect numbers are in NotR artf161121 / artf161124 and this is part of the List of 65, it is N3 which again was identified

esp
1o better secure the sessions for bothi E:;_ e | Not
Res

if you have further concerns/questions please reach out to Tom

Shankweiler.
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new sessions when they search and choose another appiamtmn to wmk on or when they click the “Create Application”
link.

Soumya, Manisha, Eddie and others, even Shaina can be part of the front end testing and Balaji will be assigning
someons from his security team to work with us in a coordinated testing effort tomorrow to confirm that the sessions
are being created and cleared appropriately.

Cur Ops and Security team have completed their tasks. Sal will complete his tasks today. 1 just need confirmation from
INOWRES roam that they made their change. We will be ready for the coordinated test tomorrow.

ISR ¢ B

{will update the document | sent out with this information.

{ hope this answers your guestions and alleviates your concerns regarding testing. This is about closing the loop on open
sessions, not changing vour workflow or affecting vour current workflow it's about making vour current sessions more
secure,

Thanks,
kO

From: Fender, Rebecca (CMS/CCSQ) [mailto:Rebecca.Fender@cms.hhs.gov]

Sent: Tuesday, November 26, 2013 9:58 AM

To: O'Mara, Katyanne J (CGI Federal); Minze Chien; Venky Natarajan; Venkat.Basavaraju; Niranjan Santhamoorthy;
greqg.greshman.health@gmail.com; Nitin Matta; Girish Shetty; Sundar, Raj N (CGI Federal); Thangavelu, Raja (Non-
Member); Ivan Vinogradov; Ramamoorthy, Balaji Manikandan (CGI Federal); Anbu, Bala (Non-Member); Cecilio, Sal (CGI
Federal); Roche, Jacqueline R. (CMS/CCIIO)

Subject: RE: : NotResp :

Pwill try to call in later but have a conflicting meeting with NPC and leadership about the notices issues. Sorry. {really
do NOT want to move forward with this untif | understand how we pfan to test aﬂd why this is such a rush as well as how

afford that at this time.

Becky Fender PMP®
CMS

Cell! (b)(6)
Office 410-786-1006

From: O'Mara, Katyanne J (CGI Federal) [ mailto: katyanne.omara@cgifederal.com]
Sent: Monday, November 25, 2013 4:20 PM
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To: O'Mara, Katyanne J (CGI Federal); Minze Chien; Venky Natarajan; Basavaraju, Venkat (CMS/OIS); Niranjan

Santhamoorthy; greg.greshman.health@gmail.com; Nitin Matta; Girish Shetty; Sundar, Raj N (CGI Federal); Thangavelu,
Raja (Non-Member); Ivan Vinogradov; Ramamoorthy, Balaji Manikandan (CGI Federal); Anbu, Bala (Non-Member);
Cecilio, Sal (CGI Federal); Fender, Rebecca (CMS/CCSQ); Roche, Jacqueline R. (CMS/CCIIO)

Subject: | NotResp !

When: Tuesday, November 26, 2013 10:00 AM 10:30 AM (UTC-05:00) Eastern Time (US & Canada).

Where: dial:i (b)(6) :

Hi Everyone,
I'd like to get an update on the tasks below and ensure we are on target for completion for tomorrow afternoon for
testing to begin tomorrow night or Wednesday morning in Test 2.

Detalled Technical Action items:

INGERE
i sp {eam"ﬁ”&sk&

1. Lurrentigﬁl SR iz protecting the URL! NotResp ; Change the

policy to thesﬁ: the following URL pattern. | NotResp
2. All the header variables remains the same. {NQO CHANGES REQUIRED)

NotResp

FFM Ops Team Tasks

1. Add the following RP rules for the English

NotResp
2. Restart the NOtRESPer the English
FFM Security Team Tasks
1. Create a dummy policy for NotResp
2. Create a layer7 policy for /

3. Read information from the HTTP headers set by thei N°LR webgate
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invalidate the exist
Recreate a newi  NotResp |

Redirect to the individual app@écatimn
Create a new flow and show the difference from the existing flow.

Application Team Tasks

Do aping to httgs:[& NotResp Eevery 18 or 15 minutes to keep theiNotResp
session active from the maif Not | page. {Please get the guidance from Jeremy)
Currently in the | NotResp
an NotResp ind clicks on the link, it takes the user to the IndividualApp. Instead do a] NotResp ito
https:/} NotResp | The NotResp Parameter should be
NotResp
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Message
From: Schankweiler, Thomas W. (CMS/0IS) NotResp
NotResp
Sent: 11/26/2013 11:56:58 PM
To: Fender, Rebecca (CMS/CCSQ) NotResp
NotResp iOuterbridge, Monique (CMS/OIS NotResp
NotResp iBasavaraju, Venkat (CMS/OIS)i ________ N OtReSP
: NotResp !
cc: Grothe, Kirk A. (CMS/OIS} NotResp L
NotResp {0h, Mark U. (CMS/OIS)! NotResp
NotResp iVan, Hung B. (CMS/OIS) | NotResp |
E NotResp Margush,
Doug C. (CMS/OIS); NotResp :
_Couts, Todd (CMS/OIS): NotResp I
NotResp Lyles, Darrin V. (CMS/OIS) | NotResp
NotResp iFletcher,
John A. (CMS/0IS) NotResp
Subject: RE: ___________________________ NotResp I

Here is my concern. This change will also effect the way consumers pull data. If we launch and we get a drove of people
show up on the 30th and their are presengﬁ%twgh exposure of PII, we will have a very bad situation on our hands. So
now we are faced with the possibility that: "¢, could be down for days, when it MUST be up, and the possibility of
exposing PII and experiencing a new round of political attacks.

I think if we coordinate decisively that we can all make this work. It would mean identifying a roll-back plan, and

implementing the changes on Friday morning, testing by{ ™ u . i and rolling-back quickly if it is not successful. Iam not

sure what all would need to happen to make this happen, but T'think we need to launch on the 30th with a reduced risk
of PII exposure; that should be the goal.

T'll be on the 9pm call, and hope maybe we can talk about this near the conclusion of the call.

Thanks,

Tom

From: Fender, Rebecca (CMS/CCSQ)

Sent: Tuesday, November 26, 2013 6:28 PM

To: Schankweiler, Thomas W. (CMS/0IS); Outerbridge, Monique (CMS/0IS); Basavaraju, Venkat (CMS/0IS)

Cc: Grothe, Kirk A. (CMS/0IS); Oh, Mark U. (CMS/0IS); Van, Hung B. (CMS/QIS); Margush, Doug C. (CMS/0IS); Couts,
Todd (CMS/QIS); Lyles, Darrin V. (CMS/OIS); Fletcher, John A. (CMS/QIS)

Subject: RE: | NotResp
Hi All, ' '

{just had a quick call with Tom. | am attaching a document | asked CGlto put together a few days ago when this first
came to my attention. Again, | agree this neads to take place and is very important but each time we do something

made. We need to make sure our timing is coordinated{across all contractors), we have appropriate resources available,

a roliback plan and possibly do it after hours/early morning. Whatever timing is decided, we need to make sure all
'NGtRes

RES o . .
p___down) and not doing it {exposing Pi}. I'm not sure something

and our immediate push to clear |NotRe boprdinates well with this effort. 1 will leave it to the group to

leadership understands the risks to doing it {taking
th

prior to the 30
make recommendations to leadership on timing and priorities.
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NotR . . g g s - . . . .
Defect numbers are In Zp ® artf161121 / artf161124 and this is part of the List of 65, it is N3 which again was identified

to better secure the sessions for bothi  NotResp | If you have further concerns/guestions please reach out to Tom

Schankweiler.

'NGIRT . : . I

Ta Test: Go through normal process as ar esp. awhile someone from ourp secyrity team is in the backend ensures that
. : sty | sy P - b p o — NotR
new sessions go to Layer 7 and L7 clears out old sessions {fe. When an esp
new sassions when they search and choose another application to work on or when they click the “Create Application”

link.

{oses a completed application} and creates

Let me know if you have questions.

Becky

Becky Fender PMP®
CMS
Cell (b)(6)

Office 410-786-1006

From: Schankweiler, Thomas W. (CMS/QIS)

Sent: Tuesday, November 26, 2013 5:19 PM

To: Outerbridge, Monique (CMS/0IS); Basavaraju, Venkat (CMS/QIS); Fender, Rebecca (CMS/CCSQ)

Cc: Grothe, Kirk A. (CMS/0IS); Oh, Mark U. (CMS/0IS); Van, Hung B. (CMS/QIS); Margush, Doug C. (CMS/0IS); Couts,
Todd (CMS/0IS); Lyles, Darrin V. (CMS/QIS); Fletcher, John A. (CMS/0IS)

Subject: RE: NotResp

Did this get resolved today? | can participate in a call later tonight.
Tom

From: Schankweiler, Thomas W. (CMS/QIS)
Sent: Tuesday, November 26, 2013 12:47 PM
To: Fender, Rebecca (CMS/CCSQ); Outerbridge, Monique (CMS/OIS); Basavaraju, Venkat (CMS/OIS)

Cc: Grothe, Kirk A. (CMS/0IS); Oh, Mark U. (CMS/0IS); Van, Hung B. (CMS/QIS); Margush, Doug C. (CMS/0IS); Couts,
Todd (CMS/OIS); Lyles, Darrin V. (CMS/QIS) (Darrin.Lyles@cms.hhs.gov); Fletcher, John A. (CMS/0IS)

Subject: RE:! NotResp i

Rebecca and Monigue,

{am inclined to say yes we need this fix put in place. The fix is intended to resolve a serious issue where data, which is

privacy incidents, and has a public view to it. We should have a guick meeting about this so CMS can make a final
determination. Maybe it could come down, if needed, during this weekend to allow for the test?

Also 1 am not sure why testing can only be done in prod? Can't another set of self-signed certificates be issued to
address this? or is it the case where there is not 3 matching environment to perform the testing in?
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Tom

From: Fender, Rebecca (CMS/CCSQ)

Sent: Tuesday, November 26, 2013 10:52 AM

To: Schankweiler, Thomas W. (CMS/0IS); Outerbndge Monique (CMS/0IS); Basavaraju, Venkat (CMS/QIS)
Subject: FW:! NotResp

Importance: ngh

Hi Tom and Monigue,

Phave serious concerns about this “fix”. Every time we do something with the URL we are down for days at SERCO. We

NotR NotR
OIS g gets passed 1§ egp | Canyou all let me

can uniy test this in PROD due to the NotResp %hdt goes to

p
hemg down for a few days? Trust me when | say there is lots of

pressure and focus on N‘;tpRe and any dcwntsme they incur due to a CGl i,

Becky

Becky Fender PMP®
EMS .................................

Ceii (b)(8)
Gfﬂce 410-786- 1@66

From: Fender, Rebecca (CMS/CCSQ)

Sent: Tuesday, November 26, 2013 10:48 AM

To: 'O'Mara, Katyanne J (CGI Federal)'; Minze Chien; Venky Natarajan; Basavaraju, Venkat (CMS/0IS); Niranjan
Santhamoorthy; greg.greshman.health@gmail.com; Nitin Matta; Girish Shetty; Sundar, Raj N (CGI Federal); Thangavelu,
Raja (Non-Member); Ivan Vinogradov; Ramamoorthy, Balaji Manikandan (CGI Federal); Anbu, Bala (Non-Member);
Cecilio, Sal (CGI Federal); Roche, Jacqueline R. (CMS/CCIIO)

Subject:

NotResp

I still do not feel that this is urgent and must happen as a priority. D will discuss with Tom and Monique. 1 do agree it

should happen but | know this will take us down for several days and that simply can’t happen at this time. Thereis NO
i"NotR™!

way to test this other than in prod due to the asgertmn of their federated login.

Becky Fender PMP®
CMs

cell| (b))
Office 410-786-1006

From: O'Mara, Katyanne J (CGI Federal) [ mailto:katyanne.omara@cgifederal.com]

Sent: Tuesday, November 26, 2013 10:45 AM

To: Fender, Rebecca (CMS/CCSQ); Minze Chien; Venky Natarajan; Basavaraju, Venkat (CMS/OIS); Niranjan
Santhamoorthy; greg.greshman.health@gmail.com; Nitin Matta; Girish Shetty; Sundar, Raj N (CGI Federal); Thangavelu,
Raja (Non-Member); Ivan Vinogradov; Ramamoorthy, Balaji Manikandan (CGI Federal); Anbu, Bala (Non-Member);
Cecilio, Sal (CGI Federal); Roche, Jacqueline R. (CMS/CCIIO)

Subject: RE: NotResp

Hi Becky,
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funderstand yvour concern.

Defect numbers are in/VOIR

Partfis1121 7 artf161124 and this is part of the List of 65, it is N3 which again was identified

L.-€S0. R

to better secure the sessions for both!  NotResp if you have further concerns/guestions please reach out to Tom

Shankweiler.

NotR

To Test: Go through normal process as an| esp

while someone from ourseg

srity team is in the backend ensures that

NotRe

new sessions go to Layer 7 and L7 clears out old sessions {fe. Whenan gp

{oses a completed application} and creates

new sessions when they search and choose another application to work on or when they click the “Create Application”

link.

Soumya, Manisha, Fddie and others, even Shaina can be part of the front end testing and Balaji will be assigning

someone from his security team to work with us in 3 coordinated testing effort tomorrow to confirm that the sessions

are being created and cleared appropriately.

Qur Ops and Security team have completed their tasks. Sal will complete his tasks today. | just need confirmation from

| NOtRe

i-.-SP_._

Pwill update the document | sent out with this information.

team that they made their change. We will be ready for the coordinated test tomorrow.

{hope this answers your guestions and alleviates vour concerns regarding testing. This is about dosing the loop on open

sassions, not changing yvour workflow or affecting your current workflow it's about making your current sessions more

sgcure.

Thanks,

KQ

Katy OMara | Manager | Health and Compliance Group | CGl Federal

W: 703-227-6411 | C: {(0)6) || www.cgi.com

From: Fender, Rebecca (CMS/CCSQ) [ mailto:Rebecca.Fender@cms.hhs.gov]

Sent: Tuesday, November 26, 2013 9:58 AM
To: O'Mara, Katyanne ] (CGI Federal); Minze Chien; Venky Natarajan; Venkat.Basavaraju; Niranjan Santhamoorthy;
greg.greshman.health@gmail.com; Nitin Matta; Girish Shetty; Sundar, Raj N (CGI Federal); Thangavelu, Raja (Non-

Member); Ivan Vinogradov; Ramamoorthy, Balaji Manikandan (CGI Federal); Anbu, Bala (Non-Member); Cecilio, Sal (CGI
Federal); Roche, Jacqueline R. (CMS/CCIIO)

Subject: RE: |

NotResp

Pwill try to call in later but have a conflicting meeting with NPC and leadership about the notices issues. Sorry. | really

do NOT want to move forward with this until | understand how we plan to test and why this is such a rush as well as how

it was discovered. As we know from past experience changes like this can keep

afford that at this time.

Becky Fender PMP®

ChiS

Cell

(b)(6)

[ NOIRES .
i down for days and we cannot
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Office 410-786-1006

From: O'Mara, Katyanne J (CGI Federal) [mailto:katvanne,omara@cgifederal.com]

Sent: Monday, November 25, 2013 4:20 PM

To: O'Mara, Katyanne J (CGI Federal); Minze Chien; Venky Natarajan; Basavaraju, Venkat (CMS/OIS); Niranjan
Santhamoorthy; greg.greshman.health@gmail.com; Nitin Matta; Girish Shetty; Sundar, Raj N (CGI Federal); Thangavelu,
Raja (Non-Member); Ivan Vinogradov; Ramamoorthy, Balaji Manikandan (CGI Federal); Anbu, Bala (Non-Member);
Cecilio, Sal (CGI Federal); Fender, Rebecca (CMS/CCSQ), Roche, Jacqueline R. (CMS/CCIIO)

Sub]ect NotResp

When: Tuesday, November 26, 2013 10:00 AM 10:30 AM (UTC-05:00) Eastern Time (US & Canada).

Where: dial: (b)(8)

Hi Everyone,
I'd like to get an update on the tasks below and ensure we are on target for completion for tomorrow afternoon for
testing to begin tomorrow night or Wednesday morning in Test 2.

Detalled Technical Action items:

EIDM Teamn Tasks

Cmmntiy ____SD_____..% protecting the URL htips (,{ _ NotResp _ E(Ihange the
policy to protect the following URL pattern. https:// NotResp ’

All the header variables remains the same. {NO CHANGES REQUIRED)

NotResp

FFM Ops Team Tasﬁm
Add the faiiowmglmﬁuim for the English

NotResp
Restart the] NotResp ! for the English
FFM Security Team Tasks
Create a dummy policy for /marketplace NotResp
Create a layer? policy for /marketplacel NotResp
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Read information from the HTTP headers set by the NOReS yobante

; P
invalidate the existing NotResp

Recreate a ﬁewé NotResp
Redirect to the Individual application
Create a new flow and show the difference from the existing flow.

Application Team Tasks
[o g ping to https:[é NotResp

! NotResp ion active from the mair Nﬁ‘;‘: sage. {Please get the guidance from Jeremy}

Not

Eevery 10 or 15 minutes to keep the

worker searches

Currently in ti NotResp ipage when thel Res
foran!  NotResp  iand clicks on the link, it takes the user to th NotResp  ilristead do al NotResp ito
https:/i NotResp The NotResp | Parameter should be

: NotResp E
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Message
From: Schankweiler, Thomas W. (CNIS/OIS)E NotResp
i NotResp i
Sent: 11/27/2013 2:04:16 AM
To: Quterbridge, Monique (CMS/OISE NOtRESP
NotResp Fender Rebecca (CNIS/CCSQ) [ NotResp
NotResp i; Basavaraju, Venkat (CMS/OIS) : NotResp
; AR N et
cc: Grothe, Kirk A. (CMS/0IS) | NotResp |
' NotResp iOh, Mark U. (CMS/OIS) | NotResp
NotResp iVan, Hung B. (CMS/OIS){ NotResp |
i NotResp EMargush,
Doug C. (CMS/OIS): NotResp i
Couts, Todd (CMS/OIS)i NotResp o
i NotResp Lyles Darrin V. (CMS/OIS) NotResp
: NotResp “Fietcher,
John A, (CMS/OIS) [/ NotResp i
Subject: RE: r\llotResp

when do you want to have it? I am out of the office on Wed, Friday. But can be available to discuss. Just worried about
timing at this point. I can hang after the call if people want.

Tom

From: Quterbridge, Monique (CMS/0OIS)
Sent: Tuesday, November 26, 2013 7:57 PM

To: Schankweiler, Thomas W. (CMS/OIS); Fender, Rebecca (CMS/CCSQ); Basavaraju, Venkat (CMS/OIS)
Cc: Grothe, Kirk A. (CMS/0IS); Oh, Mark U. (CMS/0IS); Van, Hung B. (CMS/0IS); Margush, Doug C. (CMS/QIS); Couts,
Todd (CMS/OIS); Lyles, Darrin V. (CMS/QIS); Fletcher John A. (CMS/OIS)

Subject: Rei NotResp

That's not really what that call is for and I'd ke to keep it separate. Let's have a call to figure this out but it should not be

part of the Go / No Go.

We need to get this resolved. PH security breaches take priority.

Monigue Outerbridge

Director

Consumer Information and Insurance Systems Group
Office of Information Services, CMS

301-492-4376

410-786-5308 (Alr, Office)

From: Schankweiler, Thomas W. (CMS/0IS)
Sent: Tuesday, November 26, 2013 06:56 PM

To: Fender, Rebecca (CMS/CCSQ); Outerbridge, Monique (CMS/0IS); Basavaraju, Venkat (CMS/0IS)
Cc: Grothe, Kirk A. (CMS/QIS); Oh, Mark U. (CMS/0IS); Van, Hung B. (CMS/QIS); Margush, Doug C. (CMS/0IS); Couts,
Todd (CMS/OIS); Lyles, Darrin V. (CMS/QIS); F!etcher John A. (CMS/QIS)

Subject: RE NotResp
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Here is my concern. This change will also effect the way consumers pull data. If we launch and we get a drove of people
show up on the 30th and their are presented W|th exposure of PII, we will have a very bad situation on our hands. So
now we are faced with the possibility that esn. .could be down for days, when it MUST be up, and the possibility of
exposing PII and experiencing a new round of political attacks.

I think if we coordinate decisively that we can all make this work. It would mean identifying a roll-back plan, and
implementing the changes on Friday morning, testing by! NOWe  and rolling-back quickly if it is not successful. Iam not
sure what all would need to happen to make this happen, But Tthink we need to launch on the 30th with a reduced risk
of PII exposure; that should be the goal.

I'll be on the 9pm call, and hope maybe we can talk about this near the conclusion of the call.
Thanks,

Tom

From: Fender, Rebecca (CMS/CCSQ)

Sent: Tuesday, November 26, 2013 6:28 PM

To: Schankweiler, Thomas W. (CMS/OIS); Outerbridge, Monique (CMS/OIS); Basavaraju, Venkat (CMS/0IS)

Cc: Grothe, Kirk A. (CMS/QIS); Oh, Mark U. (CMS/0IS); Van, Hung B. (CMS/0IS); Margush, Doug C. (CMS/QIS); Couts,
Todd (CMS/OIS); Lyles, Darrin V. (CMS/0IS); Fletcher John A. (CMS/0IS)

Subject: RE NotResp
Hi All

{just had a quick call with Tom. | am attaching a document | asked CGl to put together a few days ago when this first
came to my attention. Again, | agree this needs o take piace aﬂd ss very important but each time we do gamethmg

with URLs/Servers or Logins we are down for many days w;th s ; in fact we were down today due to changes NotResp | ;

made. We need to make sure our timing is coordmated{acmgg all contractors), we have appropriate resources available,
a roliback plan and possibly do it after hours/early mnmmg Whatever timing is decided, we nesd to make sure all

N"tR’
leadership understands the risks to doing it (takmg- down} and not doing it {exposing PH}. I'm not sure something

Nt fR R
prior to the 30" and our immediate push to clear | Zp mmdmatea well with this effort. will leave it to the group to

make recommendations to leadership on timing and priorities.

"NOIR;

Defect numbers are m. artﬂ@iﬂz}_ / artf161124 and this is part of the List of 65, it is N3 which again was identified

o better secure the sessions for both ! i NotResp ' Ef you have further concerns/questions please reach out to Tom

Schankweiler,

. NotR R . ..
To Test: Go through normal process as an esp while someone from our sec ursty team is in the backend ensures that

new sessions go to Layer 7 and L7 clears out old sessions (ie. When an .Nes .ciases a completed application) and creates

new sessions when they search and choose another application to work on or when they click the “Create Application”
link.

Let me know if you have questions.
Becky
Becky Fender PMP®

Cell (b)e) |

Office 410-786-1006
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From: Schankweiler, Thomas W. (CMS/QIS)

Sent: Tuesday, November 26, 2013 5:19 PM

To: Outerbridge, Monique (CMS/0IS); Basavaraju, Venkat (CMS/QIS); Fender, Rebecca (CMS/CCSQ)

Cc: Grothe, Kirk A. (CMS/0IS); Oh, Mark U. (CMS/0IS); Van, Hung B. (CMS/QIS); Margush, Doug C. (CMS/0IS); Couts,
Todd (CMS/OIS), Lyles, Darrin V. (CMS/QIS); Fletcher, John A. (CMS/0IS)

Subject: RE: | NotResp

Did this get resolved today? | can participate in a call later tonight.

Tom

From: Schankweiler, Thomas W. (CMS/QIS)

Sent: Tuesday, November 26, 2013 12:47 PM

To: Fender, Rebecca (CMS/CCSQ); Outerbridge, Monique (CMS/OIS); Basavaraju, Venkat (CMS/OIS)

Cc: Grothe, Kirk A. (CMS/0IS); Oh, Mark U. (CMS/0IS); Van, Hung B. (CMS/QIS); Margush, Doug C. (CMS/0IS); Couts,
Todd (CMS/OIS), Lyles, Darrin V. (CMS/QOIS) (Darrln Lyles@cms.hhs.gov); Fletcher, John A. (CMS/QIS)

Subject: RE NotResp

Rebecca and Monigue,

fam indined to say ves we nead this fix put in piace The ﬁx is intended to resolve a serious issue where data, which is

...................

privacy znucﬁemta, andhasa pubisc view 1o it. We ahouid have a quuck meeting about this so CMS can make a final
determination. Maybe it could come down, if needed, during this weekend to allow for the test?

Also | am not sure why testing can only be done in prod? Can't another set of self-signed certificates be issued to
address this? oris it the case where there is not g matching environment to perform the testing in?

Tom

From: Fender, Rebecca (CMS/CCSQ)

Sent: Tuesday, November 26, 2013 10:52 AM

To: Schankweiler, Thomas W. (CMS/QIS); Outerbrldge Monigque (CMS/QIS); Basavaraju, Venkat (CMS/0OIS)
Subject: FW:! NotResp

Importance: Hngh

Hi Tom and Monigue,

{ have serious concerns about this “fix”. Every time we do Somethmg w;th the URL we are ciown fm days ati {NOWE e

NOTRC b Dbkl bt sn..}
can only test this in PROD due to the 'a‘edgrated esn. i i that goes to |

.................

NotRes
know if you feel we need to take the risk o’f _____ p__ hemg down for a few days"‘ Trust me wheﬁ | say there is lots of
NotRe !.
sp

pressure and focus on and any dcwnt;me they incur due to a LGl fix

Becky

Becky Fender PMP®
CAS
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Cel! (b)(6) :
Office 410-786-1006

From: Fender, Rebecca (CMS/CCSQ)

Sent: Tuesday, November 26, 2013 10:48 AM

To: 'O'Mara, Katyanne ] (CGI Federal)'; Minze Chien; Venky Natarajan; Basavaraju, Venkat (CMS/QIS); Niranjan
Santhamoorthy; greg.greshman.health@gmail.com; Nitin Matta; Girish Shetty; Sundar, Raj N (CGI Federal); Thangavelu,
Raja (Non-Member); Ivan Vinogradov; Ramamoorthy, Balaji Manikandan (CGI Federal); Anbu, Bala (Non-Member);
Cecilio, Sal (CGI Federal); Roche, Jacqueline R. (CMS/CCIIO)

Subject: RE: NotResp i

{ still do not feel that this is urgent and must happen as a priority. Fwill discuss with Tom and Monigque. | do agree it

should happen but | know this will take us down for several days and that simply can’t happen at this time. There is NO
NotRe
sp

way to test this other than in prod due to the assertion of their federated login.

Becky Fender PMP®

Office 410-786-1006

From: O'Mara, Katyanne J (CGI Federal) [ mailto:katvanne.omara@cgifederal.com]

Sent: Tuesday, November 26, 2013 10:45 AM

To: Fender, Rebecca (CMS/CCSQ); Minze Chien; Venky Natarajan; Basavaraju, Venkat (CMS/QIS); Niranjan
Santhamoorthy; greg.greshman.health@gmail.com; Nitin Matta; Girish Shetty; Sundar, Raj N (CGI Federal); Thangavelu,
Raja (Non-Member); Ivan Vinogradov; Ramamoorthy, Balaji Manikandan (CGI Federal); Anbu, Bala (Non-Member);
Cecilio, Sal (CGI_Eederal):_Roche. Jacaueline R._(CMS/CCIIO)

Subject: RE: NotResp

Hi Backy,
understand your rc;mvwn
Defect numbers areini o esn £ KL artf161121 / artflﬁll% and this is part of the List of 65, it is N3 which again was identitied

to better secure the sessions for both!  NotResp ;. if you have further concerns/questions please reach out to Tom

Shankweller.

i"Not™
Ta Test: Go through normal process as an ! Res. | fwhile someone from our security team is in the backend ensures that
EN‘O[R

new sessions go to Layer 7 and L7 cears out aid sessions {ie. When an {oses a completed application) and creates

new sessions when they search and choose another application to work on or when they click the “Create Application”
link.

Soumya, Manisha, Eddie and others, even Shaina can be part of the front end testing and Balajl will be assigning
someone from his security team to work with us in a coordinated testing effort tomorrow to confirm that the sessions

are being created and cleared appropriately.

Om Qp% and %mrity team have mmpiewd their tasks. Sal will mmpiei@ his tasks today. |just need confirmation from

P will update the document | sent out with this information.
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{ hope this answers your questions and alleviates your concerns regarding testing. This is about closing the loop on open
sessions, not changing your workflow or affecting your current workflow it's about making your current sessions more
secure.

Thanks,
KO

Katy O'Mara | Manager | Health and Compliance Group | CGl Federal

W 703.227.6411 1 ¢ EL__________(_I_>_)_(_§) _________ i www.cgi.com

From: Fender, Rebecca (CMS/CCSQ) [mailto:Rebecca.Fender@cms.hhs.gov]

Sent: Tuesday, November 26, 2013 9:58 AM

To: O'Mara, Katyanne J (CGI Federal); Minze Chien; Venky Natarajan; Venkat.Basavaraju; Niranjan Santhamoorthy;
greg.greshman.health@gmail.com; Nitin Matta; Girish Shetty; Sundar, Raj N (CGI Federal); Thangavelu, Raja (Non-
Member); Ivan Vinogradov; Ramamoorthy, Balaji Manikandan (CGI Federal); Anbu, Bala (Non-Member); Cecilio, Sal (CGI
Federal); Roche, Jacqueline R. (CMS/CCIIO)

Subject: RE:! NotResp

Pwill try to call in later but have a conflicting mesting with NPC and leadership about the notices issues. Sorry. | really
do NOT want to move forward with this until | understand how we plan to test and why this is such a rush as well as how

down for days and we cannot

it was discovered. As we know from past experience changes like this can keep
afford that at this time,

Becky Fender PMP®
CrAS

Cell (b)(6)
Office 410-786-1006

From: O'Mara, Katyanne J (CGI Federal) [mailto: katyanne.omara@cgifederal.com]

Sent: Monday, November 25, 2013 4:20 PM

To: O'Mara, Katyanne J (CGI Federal); Minze Chien; Venky Natarajan; Basavaraju, Venkat (CMS/QIS); Niranjan
Santhamoorthy; greg.greshman.health@gmail.com; Nitin Matta; Girish Shetty; Sundar, Raj N (CGI Federal); Thangavelu,
Raja (Non-Member); Ivan Vinogradov; Ramamoorthy, Balaji Manikandan (CGI Federal); Anbu, Bala (Non-Member);
Cecilio, Sal (CGI Federal); Fender, Rebecca (CMS/CCSQ), Roche, Jacqueline R. (CMS/CCIIO)

Subject:! NotResp

When: Tuesday, November 26, 2013 10:00 AM 10 30 AM (UTC-05:00) Eastern Time (US & Canada).

Where (b)(8) :

Hi Everyone,
I’d like to get an update on the tasks below and ensure we are on target for completion for tomorrow afternoon for
testing to begin tomorrow night or Wednesday morning in Test 2.

Detailed Technical Action Rems:

CMS001980
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{_._Sl n_._.j’g‘”eam Taﬁkg I

1. CurrentlyiNoR lis nrotecting the URL https:/} NotResp iChange the

policy to protect the following URL pattern. https:/ NotResp
2. All the header variables remains the same. (NO CHANGES REQUIRED)

NotResp

FFM Ops Team Tasks

1.  Add the following RP rules for the English
NotResp

2. Restartthe! NotResp for the English

FFM Security Team Tasks
1. Create a dummy policy fm';

! NotR
2. Create a layer? policy for;‘; omesk
3. Read information from the HTTP headers set by the "L‘;LR wehgate
4. Invalidate the existing FFM | NotResp |
i-._._.-._._.-.i

5. Recreate a new FFM i NotResp
&. Redirect to the individual application
7. Create a new flow and show the difference from the existing flow.

Application Team Tasks
1. Do a ping to https://t NotResp svery 10 or 15 minutes to keep the

ENGLR—esisesgmn active from the main'y “page. {Please get the guidance from Jeremy)
2. Currently in the | NotResp inage when the

forari  NotResp iand clicks on the link, it takes the user to thel  NotResp  nstead do a # NotResp § 1o

https:/i NotResp

NotResp
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Message
From: Schankweiler, Thomas W. (CMS/OIS) | NotResp
i NotResp i
on behalf of  Schankweiler, Thomas W. (CMS/OIS)
Sent: 11/26/2013 9:46:36 PM
To: Couts, Todd (CMS/OIS), NotResp
NotResp
cc: Warren, Kevin {CMS/OIS)! NotResp : _ _
i NotResp iFletcher, John A. (CMS/OIS) NotResp
] NotResp iVan, Hung B. (CMS/OIS) [ NotResp '
: NotResp i Grothe, Kirk A.
i NotResp i
NotResp éLyles, Darrin V. (CMS/OIS)E NotResp

NotResp Venky Natarajan’

NotResp mfﬁn.goodrich@cgifederal.com;
Thomas.Kirk@gss-cgi.com; 'Ramamoorthy, Balaji Manikandan (CGI Federal)'
(balajimanikandan.ramamoorthy@cgifederal.com) [balajimanikandan.ramamoorthy@cgifederal.com]; Outerbridge,
Monique (CMS/OIS); NotResp i

Subject: RE: Security Items that Need Attention
Flag: Follow up

We are working through the list to see if any of the others need to be escalated, there are folks working on them in

zeneral to make sure that they are being worked and updated. Please do help us with getting the priorities addressed.

Thanks,

Tom

From: Couts, Todd (CMS/OIS)
Sent: Tuesday, November 26, 2013 3:48 PM

To: Schankweiler, Thomas W. (CMS/0IS); Kane, David (CMS/QIS); Michael Finkel
Cc: Warren, Kevin (CMS/0IS); Fletcher, John A. (CMS/QIS); Van, Hung B. (CMS/QIS); Grothe, Kirk A. (CMS/0IS); Lyles,
Darrin V. (CMS/0IS); 'Venky Natarajan' (vnatarajan@gssinc.com) (vnatarajan@gssinc.com);
lynn.goodrich@cgifederal.com; Thomas.Kirk@gss-cgi.com; 'Ramamoorthy, Balaji Manikandan (CGI Federal)'
(balajimanikandan.ramamoorthy@cgifederal.com); Quterbridge, Monique (CMS/0IS)

Subject: Security Items that Need Attention

Q@S5I and CGI,

I am writing {o highlight several security incidents that need vour attention. As they are security issues,

please consider thc—:«zi NotResp ifickel your authorization to act. I am only sending the

NotResp

numbers to

avold transmitting too much detail, By tomorrow, please communicate back to use their status (closed, in

process, etc) and at least a tentative date for resolution.

1. These are the two that Tom Schankweiler raised today.

« INCO00OO02589982
« artf161265 INC2598675
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2. Additionally, we identified several open tickets in NotResp
2614246
2614253
2614255
2614287
2614299
2614303
2614304
2614305
2614307
2614309
2614310
2614311
2614313
2614316
2614317
2614318
2614319
2614320
2614321
2614322
2614323
2614324
2614325
2614326
2614328
2614329
26143340
2614331
2614332
2614327
2614333
2614334
2614335
2614336
2614337
2614338
2614339
2614340
2614341

& 2 & 2 % @ 2 ¥ & & 2 ® @ % @ % @ 2 & @ % ¥ % @ ® % ¥ & @ % 2 2 @& 2 & B % B B

Todd Couts
Centars for Madicare & Madicaid Services
Office of Information Services

7700 Wisconsin Ave Bethesda MD 20814 | Location: 9308

From: Schankweiler, Thomas W. (CMS/QIS)

Sent: Tuesday, November 26, 2013 12:41 PM

To: Couts, Todd (CMS/OIS); Kane, David (CMS/QIS); Michael Finkel
Cc: Warren, Kevin (CMS/0OIS); Fletcher, John A. (CMS/OIS); Van, Hung B. (CMS/OIS); Grothe, Kirk A. (CMS/0IS); Lyles,
Darrin V. (CMS/OIS)
Subject: INCO00002589982 Need details regarding NotResp

Todd,
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fwould like to escalate this ticket NCODOD02589982 as being high risk on the defect list. | know that a bunch of security

risk have recently appeared on the list but | wanted to let you know this one is considered high priority. In total we now
have two tickets that are considered high priority. Contact me if you have any questions.

Thanks,
Tom

From: Ramamoorthy, Balaji Manikandan (CGI Federal) [ mailto:balajimanikandan.ramamoocrthy@cgifederal.com]
Sent: Tuesday, November 26, 2013 10:52 AM

To: Schankweiler, Thomas W. (CMS/OIS); Willard, Adam (CMS/CTR)

Cc: Warren, Kevin (CMS/0IS); Quaintance, Eric (CGI Federal); Dhas, Navin (CGI Federal); Alford, Justin (CGI Federal);
Martin, Rich (CGI Federal)

Subject: RE: artf160711 / INCO00002589982 Need details regarding| NotResp

Hi Tom,
We promoted the code fix into production. Apparently the security enforcement s turned off.

anforcements. So in addition to the fix that has been rolled in the following actions needs to occur.

1. Do a manual batch job to update the meta data for all the existing notices.
2. Have the developers fix the code so that any new notices that are saved has the proper metadata for
enforcement.

These 2 action items are being coordinated internally right now. We don't have an ETA yet,

Thanks
Balajl M. Ramamoorthy

From: Schankweiler, Thomas W. (CMS/QIS) [mailto:thomas.schankweiler@cms.hhs.gov]
Sent: Tuesday, November 26, 2013 10:42 AM

To: Ramamoorthy, Balaji Manikandan (CGI Federal); Willard, Adam (CMS/CTR)

Cc: Warren, Kevin (CMS/0IS); Quaintance, Eric (CGI Federal); Dhas, Navin (CGI Federal)
Subject: artf160711 / INC0O00002589982 Need details regardingi NotResp

Balaji, Adam, and Kevin

L am looking for an update on this ticket. Can someone provide be a status of where we are with this item? Has it been
corrected? s the situation still ocourring?

Thanks,

Tom

From: Ramamoorthy, Balaji Manikandan (CGI Federal) [ mailto:balaiimanikandan.ramamoorthy @cgifederal.com]
Sent: Wednesday, November 06, 2013 12:39 PM
To: Willard, Adam (CMS/CTR)
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Cc: Warren, Kevin (CMS/0IS); Schankweiler, Thomas W. (CMS/0IS); Quaintance, Eric (CGI Federal); Dhas, Navin (CGI

Federal)
Subject: RE: Need details regarding; NotResp :

Hi Adam,

.................. NotRe
............................... sp
this route to see if there were dupm ai@%

We did go

So far the root cause has not been determined for the notices. In this particular instance we did see that the username

were closely identical between the userl and user?, There was a special character - at the end {and that was the only
difference). We are also looking into the NotResp 1o see how it behaves and whether it has 1o be tweaked.
Thanks

Balaji M. Ramamoorthy

From: Willard, Adam (CMS/CTR) [mailto:Adam. Willard@cms.hhs.gov]
Sent: Wednesday, November 06, 2013 12:05 PM

To: Ramamoorthy, Balaji Manikandan (CGI Federal)

Cc: Warren, Kevin (CMS/0IS); Schankweiler, Thomas W. (CMS/0IS); Quaintance, Eric (CGI Federal); Dhas, Navin (CGI
Federal) .

Subject: RE: Need details regarding: NotResp

there could be collisions.

What was the analysis from the Users who said they saw someone's Notice instead of theirs. Was there any check to see

if the.lT;fE ifor that user and the other user was the same?

Adam Willard (Contractor)

(b)(6) (Mobile)

Adam.Willard@cms.hhs.gov

INGtR
CME _egp_Becurity Team
Consumer Information & Insurance Systems Group (CIISG)
Centers for Medicare & Medicaid Services (CMS)

NotResp

From: Ramamoorthy, Balaji Manikandan (CGI Federal) [balajimanikandan.ramamoorthy @cgifederal.com]

Sent: Wednesday, November 06, 2013 11:47 AM

To: Willard, Adam (CMS/CTR)

Cc: Warren, Kevin (CMS/0IS); Schankweiler, Thomas W. (CMS/0IS); Quaintance, Eric (CGI Federal); Dhas, Navin (CGI
Federal)

Subject: RE: Need details regarding NotResp

Hi Adam,
The eligibility notices are stored in NotResp jand ih@: EztpR for the notices are stored against the user record in
NotResp

The N(;LRE ‘or the POF document itself is generated by i NotResp ind it is sufficiently random.
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We did identify this issue internally and it is in the list of high priority items to be fixed. P will track down on the ETA for

the fix and et you know.
{agree that in the meantime to see if the rate control can be applied to this specific URL.

Thanks
Balaji M. Ramamoorthy

From: Willard, Adam (CMS/CTR) [mailto:Adam.Willard@cms.hhs.gov]

Sent: Wednesday, November 06, 2013 9:37 AM

To: Ramamoorthy, Balaji Manikandan (CGI Federal)

Cc: Warren, Kevin (CMS/0OIS); Schankweiler, Thomas W. (CMS/OIS); Quaintance, Eric (CGI Federal)
Subject: Need details regarding NotResp

Importance: High

Balaji,

I noticed this morning that it is possible for anyone to run a NotResp Ehealthcare.gov to obtain the results of
their eligibility.

NotRe

________________ < sp against the list of possible

I sent Shima ! NotResp 3 my eligibility URL and she was able to see my results in PDF format.

over X period of time.

Adam Willard (Contractor)
(~-2032354-2229.%x513 (Direct)
i (b)(6) Mobile)
TTAgERWHEF @oms.hhs.gov

Consumer Information & Insurance Systems Group (CIISG)
Centers for Medicare & Medicaid Services (CMS)

NotResp
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Message
From: Schankweiler, Thomas W. (CNIS/OIS)E NotResp
: NotResp :
on behalf of - Schankweiler, Thomas W. (CMS/0IS)
Sent: 11/26/2013 5:40:53 PM
To: Couts, Todd (CMS/OIS)! NotResp
NotResp Kane, David (CMS/0IS)
I (David.Kane@cms.hhs.gov); NotResp
E NotResp : \ ,
cc: “Warren, Kevin [CMS/OIS) (Kevin.Warren@c'ms.hhs.gov)i NotResp , ; _
NotResp iFletcher, John A. (CMS/OIS) § NotResp
NotResp : Van, Hung B. (CMS/OIS) NotResp |
NotResp iGrothe, Kirk A.
__lems/ois NotResp E
NotResp i Lyles, Darrin V. (CMS/OIS) (Darrin.Lyles@cms.hhs.gov)
: NotResp E
BCC: Burke, Sheila M. (CMS/OIS); NotResp
Subject: INCO00002589982 Need details regarding: NotResp
Todd,

P would like to escalate this ticket NCOOOD02589982 as being high risk on the defect list. | know that a bunch of security
risk have recently appeared on the list but | wanted to et you know this one is considered high priority. In total we now
have two tickets that are considered high priority. Contact me if you have any questions.

Thanks,
Tom

From: Ramamoorthy, Balaji Manikandan (CGI Federal) [ mailto:balajimanikandan.ramamoorthy@cgifederal.com]
Sent: Tuesday, November 26, 2013 10:52 AM

To: Schankweiler, Thomas W. (CMS/OIS); Willard, Adam (CMS/CTR)

Cc: Warren, Kevin (CMS/0IS); Quaintance, Eric (CGI Federal); Dhas, Navin (CGI Federal); Alford, Justin (CGI Federal);
Martin, Rich (CGI Federal)
Subject: RE: artf160711 / INC000002589982 Need details regarding NotResp

Hi Tom,
We promoted the code fix into production. Apparently the security enforcement s turned off.

The NotResp nncuments {notices) that are saved are not having the proper meta data populated to turn on the
enforcements. So in addition to the fix that has been rolled in the following actions needs to ocour.

1. Do a manual batch job to update the meta data for all the existing notices.
2. Have the developers fix the code so that any new notices that are saved has the proper metadata for
enforcement.

These 2 action items are being coordinated internally right now. We don't have an ETA yet.
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Thanks

Balaji M. Ramamoorthy

From: Schankweiler, Thomas W. (CMS/QIS) [mailto:thomas.schankweiler@cms.hhs.gov]
Sent: Tuesday, November 26, 2013 10:42 AM

To: Ramamoorthy, Balaji Manikandan (CGI Federal); Willard, Adam (CMS/CTR)

Cc: Warren, Kevin (CMS/0IS); Quaintance, Eric (CGI Federal); Dhas, Navin (CGI Federal)
Subject: artf160711 / INC0O00002589982 Need details regarding NotResp

Balaji, Adam, and Kevin

Lam looking for an update on this ticket. Can someone provide be a status of where we are with this tem? Has it been
corrected? s the situation still occurring?

Thanks,

Tom

From: Ramamoorthy, Balaji Manikandan (CGI Federal) [ mailto:balajimanikandan.ramamoorthy@cgifederal.com]

Sent: Wednesday, November 06, 2013 12:39 PM

To: Willard, Adam (CMS/CTR)

Cc: Warren, Kevin (CMS/0IS); Schankweiler, Thomas W. (CMS/0IS); Quaintance, Eric (CGI Federal); Dhas, Navin (CGI
Federal)

Subject: RE: Need details regarding NotResp
Hi Adam, e
There are multiple instances of |NotResp i, e expecti NotResp tuarantees for the unigueness across NZ:ORE We did go

this route to see if there were duplicates.

So far the root cause has not been determined for the notices. In this particular instance we did see that the username

were closely identical between the userl and user?. There was a special character - at the end {and that was the only
difference). We are also looking into the NotResp 1o see how it behaves and whether it has to be tweaked.

Thanis
Balaji M. Ramamoorthy

From: Willard, Adam (CMS/CTR) [mailto:Adam. Willard@cms.hhs.gov]

Sent: Wednesday, November 06, 2013 12:05 PM

To: Ramamoorthy, Balaji Manikandan (CGI Federal)

Cc: Warren, Kevin (CMS/0IS); Schankweiler, Thomas W. (CMS/0OIS); Quaintance, Eric (CGI Federal); Dhas, Navin (CGI
Federal)

Subject: RE: Need details regarding NotResp
Is{NotRespijust 1 instance or are there several instances in production? If there are multiple systems generating a Fgfj
thére could be collisions.

What was the analysis from the Users who said they saw someone's Notice instead of theirs. Was there any check to see

if the NZ:DRG for that user and the other user was the same?
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Adam Willard (Contractor)

_________ (_t?l(?i)_._._._._dMoblle)
Adam Willard@cms.hhs.gov

Consumer Informatlon & Insurance Systems Group (CIISG)
Centers for Medicare & Medicaid Services (CMS)

NotResp

e PR Y -

rrum Kdﬂld[ﬂU()rLﬂy, Ddld_]l |va i d daﬂ
Sent: Wednesday, November 06, 2013 1
To: Willard, Adam (CMS/CTR)

Cc: Warren, Kevin (CMS/0IS); Schankweiler, Thomas W. (CMS/0IS); Quaintance, Eric (CGI Federal); Dhas, Navin (CGI
Federal) _

Subject: RE: Need details regardmg NotResp

Hi Adam,

The eligibility notices are stored in | NotResp ind the URVs for the notices are stored against the user record in

The NotRe

sp oy the PDF document itself is generated byl NotResp 3nd it is sufficiently random.

We did identify this issue internally and it is in the list of high priority items to be fixed. | will track down on the ETA for
the fix and let you know.

{ agree that in the meantime to see if the rate control can be applied to this specific URL.

Thanks
Balaji M. Ramamoorthy

From: Willard, Adam (CMS/CTR) [mailto:Adam. Willard@cms.hhs.gov]

Sent: Wednesday, November 06, 2013 9:37 AM

To: Ramamoorthy, Balaji Manikandan (CGI Federal)

Cc: Warren, Kevin (CMS/0IS); Schankweiler, Thomas W. (CMS/OIS), Quaintance, Eric (CGI Federal)
Subject: Need details regarding NotResp ;
Importance: High

Balaji,

I noticed this morning that it is possible for anyone to run a NotResp healthcare.gov to obtain the results of
their eligibility.

I need to know where you are grabbing the file from! NotResp  something else). Is that system publicly accessible?

NotR
esp

against the list of possible

I sent Shima NotResp my eligibility URL and she was able to see my results in PDF format.
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We are looking into a Rate Control for the  NotResp 5 block or limit access to this screen if several attempts are made

over X period of time.
Adam Willard (Contractor)
703-354-2229 x513 (Direct)
410-218-7352 (Mobile)

NOtR';
CMS og Becurity Team
Consumer Information & Insurance Systems Group (CIISG)

Centers for Medicare & Medicaid Services (CMS)

NotResp

CMS001990



Obtained via FOIA by Judicial Watch, Inc.

Message

From:

on behalf of “TS¢hankweiler, Thomas W. {CMS/015)

Sent:
To:

CcC:

Subject:

Schankweiler, Thomas W. (CNIS/OIS)E NotResp

NotResp

11/13/2013 1:59:01 PM

NotResp !, Marantan, James (CMS/OIS) NotResp
. NotResp Linares, George E. (CMS/OIS)! NotResp :
NotResp ! Fryer, Teresa M. (CMS/OT4 NotResp
b NotResp iFeuerberg, Lisa A.(CMS/OIS)

NotResp :

Cappelletti, John Danilo [john.cappelletti@noblis.org]
RE: HROB report for 11/7. draft as of 11/12, 5:15

{ am looking at the 12c.doc version that was sent out password protected.

Updates:

®

P. 3, last par. Change FFM contractors to Data Center contractors
P4, AZ- change action to “Researching”

e pdtable 1 affected hosts, populate with data from Nov 8% scan report = NotResp

e nbG-— iNgfe Scans. “Due to prioritization of work activities, CMS s focused during this first quarter on break-fix
activities to ensure the marketplace is fully functional end to end. Refinements Lo improve E_NBIRE_S_' coresis
reviewed weekly. Future reports will describe any specific actions that are targeted for remeaiatioT

e P&, infrastructure Risk remains low. The security team is now focusing attention on cleanup of redundant
firewall rules which will improve performance of the border firewall devices. No update to compliance at this
time. Also may want to note that Red Seal data only changes twice a month.

e P7. "Asaresult 18 Category 5 [should be 6 not 5] incidents have been closed or reassigned as Category
1.«

e P7. The first purple can stay; the second purple can be deleted, there were no new PII events during this
week. (for the next week we may want to ask OESS to contribute a comment about their pending
enhancements to the PII reporting process.

e P8 section 2.4 recommend removing “formerly known as a Security Test and Evaluation (ST&E),” it
adds no value to the report.

e P.9Ihave no feedback on the purple section

e P.10 remove from Acronym list CEO,: NotResp ST&E because they don’t
appear in the body of the report. i !

Regards,
Tom

From: Steiner, Chip [mailto:frank.steiner@noblis.org]

Sent: Wednesday, November 13, 2013 5:54 AM

To: Marantan, James (CMS/QIS); Linares, George E. (CMS/0QIS); Fryer, Teresa M. (CMS/0IS); Feuerberg, Lisa
A.(CMS/0IS); Schankweiler, Thomas W. (CMS/OIS)

Cc: Cappelletti, John Danilo

Subject: RE: HROB report for 11/7. draft as of 11/12, 5:15

We'll make these updates this morning and send out a revised copy for the morning call.
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From: Marantan, James (CMS/OIS) [James.Marantan@cms.hhs.gov]

Sent: Tuesday, November 12, 2013 9:40 PM

To: Linares, George E. (CMS/QIS); Fryer, Teresa M. (CMS/QIS); Feuerberg, Lisa A.(CMS/QIS); Schankweiler, Thomas W.
(CMS/0IS)

Cc: Steiner, Chip

Subject: RE: HROB report for 11/7. draft as of 11/12, 5:15

A2 - This issue is still open based on our analysis. Additional information regarding this vulnerability was sent earlier this
morning.

A3-A5 - Tom's team has access to NotResp and Incident Management tickets and I believe he has been providing
the updates to those sections. He should have more insight as to what has changed or has not changed in the
environment.

From: Linares, George E. (CMS/OIS)

Sent: Tuesday, November 12, 2013 9:34 PM

To: Fryer, Teresa M. (CMS/0IS); Feuerberg, Lisa A.(CMS/0OIS); Schankweiler, Thomas W. (CMS/0IS); Marantan, James
(CMS/QIS)

Cc: 'frank.steiner@nobilis.org'

Subject: Re: HROB report for 11/7. draft as of 11/12, 5:15

You are correct, the monitor is happening for all systems regardless of FFM. The only thing that we are saying is that for
the weekly reporting purposes, we are focusing on ffm only. The decision memo clearly states the boundaries to ffm,
eke, fm and pm and for sca purposes that's the system boundary as well. So would be staying consistent there. We can
review the decision memo and discuss this further, but | am just going with what's on the decision memo as to what the
boundaries and scope for reporting purposes.

The report as is becoming extremely difficult to manage as well as getting all the information timely.

George Linares

Office of Information Services
Centers for Medicare & Medicaid Services

From: Fryer, Teresa M. (CMS/OIS)

Sent: Tuesday, November 12, 2013 09:17 PM

To: Linares, George E. (CMS/QIS); Feuerberg, Lisa A.(CMS/QOIS); Schankweiler, Thomas W. (CMS/0IS); Marantan, James
(CMS/0IS)

Cc: Steiner, Chip <frank.steiner@noblis.org>

Subject: RE: HROB report for 11/7. draft as of 11/12, 5:15

Stating for the record that we did not agree that only www . healthcare.gov/marketplace and
https://www.cuidadodesalud.gov should be included in the report. As stated previously all external web facing

marketplace servers are being scanned and if vulnerabilities found, could lead to FFM systems being exploited. The
action was to "Monitor and perform weekly testing of all border devices, including internet facing web servers". It did
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not specifically state only the healthcare.gov website. All the sites being scanned are FFM related systems, so to state

they were non-FFM systems is incorrect.

Teresa

Teresa Fryer, CISSP, HCISPP, CIPP/G

Chief Information Security Officer and

Director, Enterprise Information Security Group (EISG)
Centers for Medicare & Medicaid Services

Office of information Services (OiS)

7500 Security Blvd, N1-26-18

Baltimore, MD 21244

410-786-2614 (W)

e (o)
teresa.fryer@cms.hhs.gov

From: Linares, George E. (CMS/0OIS)

Sent: Tuesday, November 12, 2013 8:42 PM

To: Cappelletti, John Danilo; Feuerberg, Lisa A.(CMS/QIS); Schankweiler, Thomas W. (CMS/0IS); Marantan, James
(CMS/OIS); Fryer, Teresa M. (CMS/0IS)

Cc: Steiner, Chip

Subject: RE: HROB report for 11/7. draft as of 11/12, 5:15

Here are my comments

e Please add Acting to my title

e Page 4 Results - Remove Table 1 and change paragraph something like this and add caveat of s follows: During
this reporting period, penetration testing of Internet-facing Web servers identified no vulnerabilities within FFM.
However, during the prior reporting period one High and several Moderate vulnerabilities that were determined
to be potentially exploitable were identified for non-FFM systems. In addition, five low... ... Starting with this
reporting period, only FFM related vulnerabilities will be included.

e A2 - please add caveat, that since this is data center metrics that some non-ffm systems have been included
e A6 -leaveitasis

James and Teresa, comments A2-AS require your input

Thanks

From: Cappelletti, John Danilo [john.cappelletti@noblis.org]

Sent: Tuesday, November 12, 2013 5:18 PM

To: Feuerberg, Lisa A.(CMS/OIS); Linares, George E. (CMS/QIS); Schankweiler, Thomas W. (CMS/0IS); Marantan, James
(CMS/OIS); Fryer, Teresa M. (CMS/0IS)

Cc: Steiner, Chip; Cappelletti, John Danilo

Subject: [WARNING : MESSAGE ENCRYPTED] HROB report for 11/7. draft as of 11/12, 5:15

{isa, et al.:
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This version has a number of updates, as discussed and presented further below. The following two sections are in most

need of refinement / additional information:

¢ Section 2.3 Continuous Monitoring

s Section 2.2 Border Testing

s Executive summary once the above are refined
Updates include:

s Refined the assets being tested and monitored to only those pertaining to FFM per our discussion today. These
specifically include www . healthcare gov/marketplace and https:/fwww . cuidadodesalud.gov. And the five

mentinoed FFM systems.

s Updated the vulnerabilities listed in Table 5 per the email from Hank,

NotR

¢ included some of the updates from Corey i esp

s  Added specific dates to SCA testing.

migration,

Lisa, we'll give you a call to discuss the needed additional information.

Regards,
John

PS: we have our documentation specialist cleaning up the acronym list presently

CMS001994



Obtained via FOIA by Judicial Watch, Inc.

Message
From: Schankweiler, Thomas W. (CMS/OIS, NotResp i
E NotResp E I
on behalf of  Schankweiler, Thomas W. (CMS/OIS)
Sent: 6/7/2013 11:55:26 AM
To: Lyles, Darrin V. (CMS/OIS) (Darrin.Lyles@cms.hhs.gov)@ NotResp
E NotResp E
cc: ‘Brackett, Stacie D [CMS/ECITON NotResp i
E NotResp E
Subject: U EW Private Blan Data Finder / HealthCare.gov !

FYI, 1in regards to healthcare.gov and plan finder

>-—--- original Message-----

>From: Mellor, Michael (CMS/01IS)

>Sent: Friday, June 07, 2013 7:40 AM

>To: Chao, Henry (CMS/0IS); Trenkle, Tony (CMS/0IS)

>Cc: Fryer, Teresa M. (CMS/0IS); Schankweiler, Thomas W. (CMS/0IS);
>Outerbridge, Monique (CMS/0IS); Grothe, Kirk A. (CMS/0IS); Linares, George

>E. (CMS/0IS); Schreibman, Frank (CMS/0IS); Marantan, James (CMS/0IS)

>Subject: Re: Private Plan Data Finder / HealthCare.gov

>

>Henry - I will be in meetings all day today in DC. Frank Schreibman is the acting
>EISG director today and he can assist your staff with this. James Marantan is
>also available. Let us know how we can help.

>
>
>Sent from my Wireless Device
>
>———-- original Message -----

>From: Chao, Henry (CMS/0IS)

>Sent: Thursday, June 06, 2013 11:04 PM

>To: Booth, Jon G. (CMS/0C); Trenkle, Tony (CMS/0IS)

>Cc: Wallace, Mary H. (CMS/0C); Fryer, Teresa M. (CMS/0IS); Mellor, Michael
>(CMs/01S); Schankweiler, Thomas W. (CMS/0IS); Outerbridge, Monique
>(CMS/0IS); Grothe, Kirk A. (CMS/QIS); Kerr, James T. (CMS/CMHPO); Snyder,
>Michelle (CMS/0A); Bowen, Marianne (CMS/0A); Serio, Lois M. (CMS/QPE);
>Armstead, Andrea E. (CMS/OA); Linares, George E. (CMS/0IS)

>Subject: Re: Private Plan Data Finder / HealthCare.gov

>

>Tony,

>

>Jon and I talked this evening and will work closely with EISG to make sure the
>least risk option that is politically acceptable is chosen.

>

>I think if we can meet with Jon tomorrow and document the issue and briefly
>outline the options (there are only about 2 feasible options given the
>impending rollout of the Marketplace Portal/hc.gov) we can quickly come to
>agreement and start work even as early as tomorrow evening.

>

>Thanks.

>

>Henry Chao

>Deputy Chief Information officer and Deputy Director Office of Information
>Services Centers for Medicare & Medicaid Services

>7500 Security Blvd

>Baltimore, MD 21244

>301-492-4100 (Pri)

410-786-1800_(ATt)
(b)(6) BB)
Smemm—— original Message -----

>From: Booth, Jon G. (CMS/0C)

>Sent: Thursday, June 06, 2013 10:47 PM

>To: Trenkle, Tony (CMS/0IS)

>Cc: Chao, Henry (CMS/0IS); wallace, Mary H. (CMS/0C); Fryer, Teresa M.
>(CMS/01S)
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>Subject: Private Plan Data Finder / HealthCare.gov

>

>Tony,

>

>We've been working with CCIIO on what has become an urgent issue. When

>we relaunch healthcare.gov on June 21, the current private plan finder
>currently hosted at finder.healthcare.gov was slated to be shutdown. On that
>date, we were going to transition to hosting the plan data on
>data.healthcare.gov. However, based on recent meetings with CCIIO staff and
>leadership, we have learned that this won't work and that without a web
>application front-end, the private plan data (particularly the plan rates) will not
>be available. This means we will be out of compliance with the statutes
>governing public access to this data.

>

>We are scrambling to come up with a solution to keep this plan data online.
>Here is our proposed short-term solution, at a high Tlevel:

>- take over the current plan finder application from ASPA; migrate the current
>code base from ASPA to CMS

>- run this application "as is" with no modifications other than changing the
>header and footer to match the new healthcare.gov

>- 1in parallel, begin rewriting a system toc CMS standards (see below) that
>would take the place of the ASPA code - we would run this rewrite through

>the XLC process

>- launch the cMS-developed plan finder tool and retire the ASPA system

>

>A few notes on the above:

>- we are investigating the feasibility of hosting this in Terremark - it appears
>that this is a possibility ey

>- the current ASPA system is written in-___ﬂfﬂ§§2 ________ i - our rewrite of the

>- the ASPA system does have a current ATO and has undergone an SCA

>- this is a low volume system and will be even lower when we relaunch on the
>21st - we need to keep this system online but will not be promoting 1its
>availability

>

>The other alternatives we have explored are:

>- posting only the plan data with no rates (not politically acceptable; does not
>meet legal requirements)

>- having ASPA continue to host the plan finder (not affordable - ASPA has
>indicated that they would charge ¢MS several million dollars for this support)
>- having CGI, under 0OC's contract, host the ASPA code in their Fedramp
>certified cloud data center on a temporary basis

>

>I am happy to provide additional details on this and to provide this as a formal
>proposal.

>

>I know this is short notice, but would you have any time to meet on this
>tomorrow? In order to meet the transition deadline of 6/21, we need to begin
>work on the interim solution this weekend.

>

>I apologize for the late notice on this. Your guidance is greatly appreciated.
>

>Thanks,

>

>Jon
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Message
From: Schankweiler, Thomas W. (CNIS/OISE NotResp
E NotResp E
on behalf of Schankweiler, Thomas W. (CMS/0IS)
Sent: 6/18/2013 11:27:13 AM . _
To: _England-Gordon, John E. (CMS/QIS). NotResp :
. NotResp Jun, Eva T. [ejun@mitre.org]
cC: -..Nebolsine, Samantha L. (CMS/OIS) § NotResp ...~ | i
: NotResp :
Subject: Agreements Discussions

Attachments: QHP New Master Agreement 05022013.docx; Preamble + Regulation text CLEAN 05072013.docx; Policy FAQs 4-25-
13.docx; 10 Task 5_Privacy_Webinar_Slides_05 03 2013_FINAL.pptx;
index_health_reform_section_exchanges_reg_summary_chart.pdf;
FFE_Direct_Enrollment_API Spec V1 3 20130510.docx; DSH_INT Requester Onboarding.docx; agent-broker-5-1-
2013.pdf; Agent-broker FAQ_Master_041713.docx; 2013 0515_Web-broker Agreement_final.pdf

Eva, John, and Samantha,

Attached is my one note file

Agreements Discussions

Staff

The team working on the security/privacy legal framework, and the agreements consists of:
Peter Nakahata, CCIIO
Julia Cassidy Esq., CCIIO
Karen Mandelbaum, CCIIO
Donna Fickett, Mitre
Maribel Franey, OEM (part-time)
Tom Schankweiler, OIS/CIISG
John Gordon, OIS/CIISG (part time)
Eva Jun, MITRE
Aaron Wesolowski (part time)
Rogelyn Mclean, Esq., HHS OS/OGC - Primary (out on maternity leave)
Egan, Lynn Esq. HHS/OGC — covering for Rogelyn
Burke, Sherry Lynn Esg. HHS/OGC — covering for Rogelyn
Laura Schattschneider, Esq., HHS OGC (part-time)

For QHP Issuer agreement discussion the following people are involved
Beth Parish, CCIIO
Rochel Schnur, CCIIO
Joy Kraybill, CCIIO
Larraine Doo, CMS/OEM
Kevin Stewart, CMS/OEM
Theo Willis, CMS/OEM
Ellen Ambrosini, CMS/OEM
Jessica Slater, CMS/OEM
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Link to CClIO Regulations
http://www.cciio.cms.gov/resources/regulations/index.htmi

Exchange Final Rule (Summary Chart) provided by NAIC via their website

<<index_health reform section exchanges reg summary chart.pdf>>

(New Preamble Text) provided by Karen on 5/9
<<Preamble + Regulation text CLEAN 05072013 .docx>>

(b)(5)

CMS001998



Qbtained.via.FOIA hy Judicial \I\Infr-h, Inc

(b)(5)

155.280 - Allows for collection of Oversight and Monitoring documents
(at a minimum the third-party assessment report against MARS-E)
PRA=150K to develop and submit this document...

This decision needs to go into our ﬂ\'lergig_ht and MQnithing gnidanrp

155.26(b) Functions have to be laid out in the agreement

PART A- Draft Markup
<<QHP New Master Agreement 05022013 .docx>>

QHP Issuers Training Slides -
Plan Management - they submit their product and get validation from DOI
Later phases the QHP will get information regarding e&e; plus they can do direct enrollment
Issuers will have a lot of data!
Below is a [I0 Task-5...]Privacy presentation to issuers to be delivered next week, deck was provided by Karen on
5/9
<<IO Task 5 Privacy Webinar Slides 0503 2013 FINAL pptx>>

Web Broker Agreement (e-health, multiple plans multiple states etc.. .clearing house)
Web brokers will be using their own systems to retrieve data

Final agreement, released May 13, 2013
<<2013 0515_Web-broker Agreement final pdf>>

FFE Direct Enroliment API
<<FFE Direct Enrollment API Spec V1 3 20130510.docx>>

Enroliment Request document
<<DSH_INT Requester Onboarding docx>>

Agent/Broker -a/b has to work through a QHP Issuer, here the Issuer appoints (appointment) an a/b to assist with e&e.
a/b FAQ
<<Agent-broker FAQ Master 041713 .docx>>
<<Policy FAQs 4-25-13.docx>>

Roles of the Agent Broker {collected on 5/9 from Julia Cassidy)
<<agent-broker-5-1-2013 pdf>>

A/B training - BAH training
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1. CMS provides the BAH training (including test, questions); then they attest that they comply

2. Must get an appointment from the issuer, to ensure licensure with the state, and they will confirm they are
licensed to sell in the state. That information is kept at the ISSUER website, CMS has delegated that
trust. Unique number is then issued a number from CMS. {go see the enrollment process).

Navigator Agreement -
Will be under grant agreements - 155.260 b(2) policy affects the community.
These links may not work anymore. Contact Joy Kraybill

CAC Agreements
Number of Non-Exchange Agreements (NEA)- [Updated list on 6/17/2013]

1. Issuers Agent/Brokers
o Health Plans and QHP's
2. Web Broker Individual {(and Traditional?)
o  Web-Brokers - TPA to get a hub partner ID (coming in through the API/EDI)
o Services Individual and Shop Markets
o TPA only?
3. Navigator, and In-person assistors (both get grant money)
Person needs to sign a consent form
No data is held beyond that session other than the consent form
Supposed to be face-to-face, or over the phone
Helps an individual enroll, but they do not help the individual select a plan
Required terms and conditions they will need to be put into their grant information
e Grant language needs to be in alignment in the
Required to take training, including a check box to note
o Reasonable expectation to perform business, such as basic contact information for the purpose of setting up
an initial appointment only, not for follow up
4. CAC and side-by-side assistor (volunteers)

c 0 0 ¢ ©

O

Individual A/B look and feel

Creating a Common Appendix - From 6/17 meeting
1. Issuer A/B NEA, only
o For QHP Health Plans
o Mars-E by reference, only first 3 volumes
2. Web Brokers
o Traditional and individual A/B
©  Web-Broker Trading Partner Agreement (Appendix)
3. Navigator
o  For people under grants
o Implement Principles of MARS-E, reference specific controls?
4. Assistors
o Certified Application Councilor, no grant money, just training
o For people not under grants, side by side assistance, may use community computers
o Issue a Manual not an agreement?

5/9 mtg - Actions
Karen - A placeholder is in the PRA = 150K

Question: What are the functions of the QHP issuer?
Tom - Get functions of the QHP issuers? (get from Mark Oh)

CMS002000



Obtained via FOIA by Judicial Watch, Inc.
See Kristi's list for the web-broker (functions, need to talk with Mark Oh)

How to write this (Section B) : General statement then a table [Function|Element]. This agreement assists applicants in
completing (XXX) and contemplate they a/b may receive this information for the purpose of ... and the issuer is

Function - data elements (including not limited to) - purpose is limited.

Karen - to provide Tom a hardcopy of the 155 document

Training -

QHP Issuer Training - Focus on Security, as the current for Privacy.

BAH has done the compliance training (IT, Compliance, and legal)

FAQ Conflicts: with 155, stating the information collected does not need to just be limited to ACA. (wide verbiage) - (for
efficient use of the exchange) - Revised use of 155.260!

Issuer is prohibited from using this for any other purpose.

Karen - Will update the Notices with a Privacy Statement (due next week to CCIiO), and will add a note to check
healthcare.gov for more information on CMS Security and Privacy protections
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DEPARTMENT OF HEALTH & HUMAN SERVICES
Centers for Medicare & Medicaid Services

Center for Consumer Information and Insurance Oversight
200 Independence Avenue SW “ CENTERS FINE MEDICARE & METHCAID SERVICES

Washington, DC 20201 CENTER FOR CONSLMER INFORMATION
& IHSURANCE DVERSIGHT

AGREEMENT BETWEEN
WEB-BROKERS AND
THE CENTERS FOR MEDICARE & MEDICAID SERVICES (“CMS”)

THIS WEB-BROKER AGREEMENT (“AGREEMENT?”) IS ENTERED INTO by and between THE
CENTERS FOR MEDICARE & MEDICAID SERVICES (“CMS”), as the party responsible for the
management and oversight of the Federally-facilitated Exchange (“FFE”) and the CMS Data Services
Hub (“Hub”), and an agent or broker that uses a non-FFE internet web site to assist Consumers,
Applicants, and Enrollees in applying for advance payments of premium tax credits (“APTCs™) and cost-
sharing reductions (“CSRs”) for Qualified Health Plans (“QHPs™), and/or in completing enrollment in
QHPs offered in the individual market through the FFE (hereinafter referred to as “Web-broker™).

1. Purpose and Scope.

a. Web-brokers may assist Consumers, Applicants and Enrollees in: (1) applying for health
care coverage under a QHP offered through the FFE; (2) applying for APTCs and CSRs;
and/or (3) completing enrollment in a QHP through its web site for individual market
coverage. An enrollment through the FFE is achieved if the Web-broker either directs a
Consumer, Applicant, or Enrollee to file an application with the FFE, or ensures that a
Consumer, Applicant, or Enrollee receives an eligibility determination for coverage through
the FFE website.

b. To facilitate the enrollment process, CMS will provide centralized and standardized business
and technical services (“Hub Web Services™) to Web-brokers that will enable Web-brokers to
establish a secure connection with the Hub.

¢. Should a Web-broker choose to provide enrollment services using CMS” Hub Web Services,
the Web-broker’s access to the Hub and use of Hub Web Services are subject to the terms of
this Agreement.

2. Definitions.'

a. Agent or broker: Has the meaning set forth in 45 CFR 155.20.

b. CMS Data Services Hub (“Hub”). As defined for the purposes of this Agreement, the federal
service managed by CMS to transmit data between federal and state entities that administer
Insurance Affordability Programs (e.g., a statc Medicaid agency, a state children’s health
insurance program (CHIP), a state basic health program (BHP), or an Exchange) to interface
with federal agency partners, including, but not limited to the Internal Revenue Service,
Social Security Administration, and Department of Homeland Security

c. CMS Data Services Hub Web Services (“Hub Web Services”). As defined for the purposes
of this Agreement, business and technical services made available by CMS to enable the
determination of certain eligibility and enrollment data through the FFE website, including
the collection of personal and financial information necessary for Consumer, Applicant or

! Terms in this paragraph are defined pursuant to federal regulations, and are subject to change through future
rulemaking.
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Enrollee account creations, QHP application submissions, and Insurance Affordability
Program eligibility determinations.

d. Consumer or Applicant: As defined for the purposes of this Agreement, a person who, for
himself or herself, or on behalf of another individual, seeks from the Web-broker information
related to eligibility for FFE participation or coverage under a QHP or other Insurance
Affordability Program, or whom the Web-broker assists in applying for FFE participation,
health care coverage under a QHP, applying for APTCs and CSRs, and/or completing
enrollment in a QHP through its web site for individual market coverage.

¢. Enrollee: As defined for the purposes of this Agreement, an individual enrolled in a QHP or

other Insurance Affordability Program.

Federally-facilitated Exchange ("FFE”). As defined for the purposes of this Agreement, an

Exchange established by HHS and operated by CMS under Section 1321(c)(1) of the

Affordable Care Act for individual market coverage.

g. Insurance Affordability Program: Has the meaning set forth in 45 CFR 155.300.

h. Minimum Acceptable Risk Standards—Exchanges (“MARS-E*):*> As defined for the
purposes of this Agreement, a CMS-published suite of documents that define the security
standards required pursuant to 45 CFR 155.260 and 45 CFR 155.270, for any Exchange,
individual, or entity gaining access to information submitted to an Exchange or through an
Exchange using a direct, system-~to-system connection to the CMS Hub.

1. Personally identifiable information (“PII”). Has the meaning contained in OMB

Memoranda M-07-16 and M-10-22 — “information that can be used to distinguish or trace an

individual’s identity, either alone or when combined with other personal or identifying

information that is linked or linkable to a specific individual.”

Qualified Health Plan (QHP). Has the meaning set forth in 45 CFR 155.20.

Web-broker: An agent or broker that uses a non-FFE internct web site to assist Consumers,

Applicants, and Enrollees in the QHP selection and enrollment process as described in 45

CFR 155.220(c).

=

e

3. Terms and Conditions.

a. Term. The term of this Agreement begins on the dates signed by the Web-broker and CMS,
and ends September 30, 2014, after which this Agreement may be renewed for a subsequent
period subject to CMS” discretion.

b. Authoritv. CMS enters into this Agreement pursuant to its authority under 45 CFR 155.220
and the CMS System of Records Notice, “CMS Health Insurance Exchanges System (HIX),
CMS System No. 09-70-0560” (the SORN).> Under the terms of the SORN, Routine Use No.
8, CMS will provide PII to Web-brokers for the purpose of filing applications for coverage
under QHPs and other Insurance Affordability Programs, when relevant and necessary to
determine eligibility to enroll in a QHP or in another Insurance Affordability Program.

¢. Compliance with Agreement. Web-broker acknowledges and agrees that its relationship with
the FFE is contingent upon compliance with the terms of this Agreement and any applicable
existing and future laws, statutes, and regulations as of their effective dates, including but not
limited to the following;:

1. All applicable state laws related to agents and brokers in each state in which Web-
broker operates, including but not limited to:

1. Maintaining valid licensure in every state that Web-broker offers QHPs
through the FFE;

2 Available at http://www.cciio.cms.gov/resources/regulations/index. html
> 78 Federal Register 8538, March 6, 2013.
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2. Ensuring Web-brokers™ employees, contractors, agents, or representatives
who assist Consumers, Applicants, and Enrollees with QHP ¢nrollment in a
particular state are licensed in that state;

3. Compliance with state laws related to appointments, as a condition of
enrolling Consumers, Applicants, and Enrollees in QHPs through the FFE.

The Affordable Care Act and all applicable current and future regulations and
guidance, including

1. Requirements sct forth in 45 CFR 155.220(c)(3);

2. Registration and training requirements set forth in 45 CFR 155.220(d) for

Woh hralkor and WMok _henlrnre’ amnlavona that agqig 4+ { Angiimorg Annlicantg
vV CO-OTOKCT ana vvCo-OroKCrs CimipioycCes that assist Consum CIS, Appiuldaiins

and Enrollees in eligibility applications or enrollment in QHPs through the
FFE;

3. All other applicable federal laws, including the Health Insurance Portability
and Accountability Act (HIPAA), Section 6103(b)(2) of the Internal Revenue
Code, the Federal Privacy Act, and the Federal Information Security
Management Act;

4. Ensuring Web-brokers™ employees, contractors, agents, or representatives
that may access data and PII Web-broker receives from the Hub, comply
with minimum FFE privacy and security standards pursuant to 45 CFR
155.260; and

5. In accordance with future regulations and guidance, prominently displaying
language that notifies Consumers, Applicants, and Enrollees that Web-broker
has entered into this Agreement with CMS, and has agreed to conform to
web site display, privacy, and security standards of the FFE.

Amendment of Agreement. Web-broker acknowledges that during the term of this

Agreement, CMS may amend this Agreement to incorporate any additional standards
required by statute and any regulations or policies implementing or interpreting such statutory
provisions. Notwithstanding the foregoing, should there be any conflict or inconsistency
between the standards and obligations in this Agreement and any statutory, regulatory, or
sub-regulatory guidance released by CMS, Web-broker must comply with the statutory,
regulatory, and sub-regulatory standards released by CMS.

FFE Privacy and Security Policy. Web-broker agrees that as a condition of this Agreement, it

will implement and comply with all existing and future privacy and security standards
adopted by the FFE, and any sub-regulatory guidance issued or published by CMS as it
relates to those privacy and security requirements.

1.

Web-broker agrees that, as a condition of this Agreement, it will require its
employees, contractors, agents or representatives who collect PII from Consumers,
Applicants, or Enrollees, to use, disclose or gain access to P provided by the FFE
through the Hub, or otherwise assist Consumers, Applicants, or Enrollees, with
obtaining eligibility determinations or enrolling in Insurance Affordability Programs,
to comply with FFE or CMS privacy and security standards and any privacy and
security standards that Web-broker must or may implement to comply with the terms
and conditions of this Agreement, including but not limited to:
1. Proper and timely destruction of PII;
2. Record-keeping requirements for PII collection, creation, use, and disclosure;
3. Sufficient training in all FFE and CMS privacy and security standards for
Web-broker’s employees, contractors, agents or representatives, who may
come into contact with PII or other information provided by a Consumer, an
Applicant, or an Enrollee or from the Hub; and

(98]
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4. Appropriate actions against any employee, contractor, agent or representative
who fails to comply with the applicable privacy and security standards.

Security and Technical Standards. Web-broker agrees to comply with all current and
future FFE and CMS technical, security, management, and control requirements,
including but not limited to MARS-E requirements associated with the
implementation and usage of information exchanged through the Hub.

Data Received. Subject to the terms and conditions of this agreement and applicable
laws, in performing the tasks contemplated under this Agreement, Web-broker may
collect and/or access the following data and PII of an applicant, including but not
limited to:

Category

Description’

Personally
Identifiable
Information

APTC percentage and amount applied

Auto disenrollment information

Applicant Name

Applicant Address

Applicant Birthdate

Applicant Telephone number

Applicant Email

Applicant spoken and written language preference

Applicant Medicaid Eligibility indicator, start and end dates

Applicant Children’s Health Insurance Program cligibility indicator, start and end dates
Applicant QHP eligibility indicator, start and end dates

Applicant APTC percentage and amount applied eligibility indicator, start and end dates
Applicant Maximum APTC amount

Applicant CSR eligibility indicator, start and end dates

Applicant CSR level

Applicant QHP cligibility status change

Applicant APTC cligibility status change

Applicant CSR ecligibility status change

Applicant Initial or Annual Open Enrollment Indicator, start and end dates
Applicant Special Enrollment Period eligibility indicator and reason code
Contact Name

Contact Address

Contact Birthdate

Contact Telephone number

Contact Email

Contact spoken and written language preference

Enrollment group history (past six months)

Enrollment type period

FFE Applicant ID

FFE Member ID

Issuer Member ID

Net premium amount

Premium Amount, start and end dates

Special enrollment period reason

Subscriber Indicator and relationship to subscriber

Tobacco use indicator and last date of tobacco use

Affordable Care
Act Program Data

Any QHP data provided to the Web-broker by the FFE, including benefit, rate factors,
premium, cost-sharing, service arca, and quality rating data

* Consistent with section 1411(b)(1) of the Affordable Care Act, the applicant information fields listed in this table
also includes the personally identifiable information of other individuals on whose behalf an applicant seeks

coverage.
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iv. Permissible Uses and Disclosures. Web-broker shall use or disclose the data/PII it
receives from Consumers, Applicants, Enrollees, or the Hub, only to perform the
specific functions expressly authorized in this Agreement, including:

1. Display of all QHPs available through the FFE;
2. Support the selection of a QHP and the enrollment in a QHP;

3. Facilitation of the application for and the receipt of APTCs, and the
collection of standardized attestations acknowledging the receipt of the
APTC determination, if applicable;

4. Inform Consumers, Applicants, or Enroliees of eligibility for Medicaid or
Children’s Health Insurance Program (CHIP);

5. Transmission of information about the Consumer, Applicant, or Enrollee’s

decisions regarding QHP enrollment and/or CSR and APTC information
from the Web-broker’s web site to the FFE;

6. Facilitation of payment of the initial premium amount;
7. Support of an Enrollee’s ability to disenroll from a QHP;

8. Facilitation of an Enrollee’s ability to report changes in eligibility status to
the FFE;

9. Maintenance of an electronic record of information related to health care
coverage enrollment activity on the Web-broker’s web site for a period of 10
years.

v. Restrictions on Use. Pursuant to 1411(g), Web-broker agrees that it, and any of its
employees, contractors, agents or representatives to whom it discloses the data/PII it
receives from the Consumers, Applicants, or Enrollees, or the Hub, may use such
information only for the purposes of, and to the extent necessary, in verifying the
eligibility of Consumers, Applicants, or Enrollees to enroll in a QHP, or for
Consumers, Applicants, or Enrollees to claim an APTC or CSR or obtain the amount
of the APTC or CSR. Web-broker shall implement and use appropriate safeguards to
protect the data/PII from misuse or inappropriate disclosure and to prevent any use or
disclosure of the data/PII other than as provided for in this Agreement, or as
otherwise required by law or regulation.

vi. Civil Penalties for Unauthorized Use or Disclosure of Information. If Web-broker
knowingly and willfully uses or discloses any Consumer’s, Applicant’s, or Enrollee’s
PIL, including citizenship or immigration status, social security number, or personal
income information, for purposes not authorized by a law, regulation, or this
Agreement, in violation of section 1411(g) of the Affordable Care Act, Web-broker
may be subject to a civil penalty of not more than $25,000 per person or entity, per
use or disclosure, in addition to other penalties that may be prescribed by law.

vii. Survival. Web-broker’s duty to protect and maintain the privacy and security of PII
under this Agreement shall survive the termination of this Agreement.

f.  Compensation. CMS will not compensate Web-broker for any service it provides to
Consumers, Applicants, and Enrollees in the FFE.

4. Termination.

a. Right to Termination without Cause. Web-broker may terminate this Agreement at any time,
without cause, by complying with the termination standards adopted by the FFE.

CMS002006



Obtained via FOIA by Judicial Watch, Inc.

b. Termination with Cause. At its sole discretion, CMS may revoke Web-broker’s access to the
Hub or terminate this Agreement and Web-broker’s relationship with the FFE, with or
without notice, at any time, in accordance with the standards adopted by the FFE, if CMS
determines that Web-broker materially breached any term of this Agreement or applicable
laws, including but not limited to potential unlawful use or disclosure of PII, or to protect the
security and integrity of the Hub or other FFE-related information systems.

¢.  Opportunity to Cure. Upon notice of revocation or termination from CMS, Web-broker
agrees to correct any breach of this Agreement through good-faith negotiation with, and to
the satisfaction of CMS, in accordance with the standards adopted by the FFE.

d. Reconsideration of Revocation or Termination. Web-broker shall comply with the standards
adopted by the FFE when requesting reconsideration or appeal of any action taken by CMS to
revoke access to the Hub or terminate this Agreement.

Representations and Warranties. Web-broker agrees that by utilizing the Hub, it accepts risks
associated with the sharing of information and data between CMS and Web-broker, and shall not hold
CMS responsible for any resulting damages or losses. CMS does not provide any warranty or
guarantee regarding the timeliness, accuracy, efficacy, or technology capabilities of any transactions
involving the Hub.
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Appendix A: Web-broker Best Practices for the FFE Individual Market

CMS acknowledges that Web-brokers will provide a critical service in assisting Consumers, Applicants,
or Enrollees’ in obtaining healthcare coverage through Qualified Health Plans (“QHPs”), with applying
for advance payments of premium tax credit (“APTCs”) and cost-sharing reductions (“CSRs”) for
Qualified Health Plans (“QHPs™), and/or completing enrollment in QHPs through the FFE. Accordingly,
CMS has identified the following best practices applicable to Web-brokers and Web-broker’s employees,
agents, contractors, and representatives assisting Consumers, Applicants, or Enrollees with individual
market coverage through the FFE:

L.

10.

Offer a QHP plan sclection process on Web-broker’s web site that does not display sponsored
links or paid advertising related to health insurance products for the FFE individual market;

Offer non-QHP health plans or non-QHP ancillary products on a separate web page from the
QHP web pages (notwithstanding the fact that Consumers, Applicants, or Enrollees may search
for non-QHP health plans in a separate page of Web-broker’s web site other than QHP web

pages);

If the web-broker is not appointed by every QHP issuer offering a QHP in a state, prominently
display language that notifies Consumers, Applicants, or Enrollees that the Web-broker is not
appointed with every QHP displayed on its web site;

If a Consumer, Applicant, or Enrollee expresses desire to enroll in a QHP for which Web-broker
is not appointed by the QHP issuer as required by state law, direct them to the FFE;

Communicate to Consumers, Applicants, or Enrollees that they are not required to receive
assistance from the Web-broker to enroll in a QHP, and that they can receive information about
all available QHPs through the FFE;

Act in the best interest of Consumers, Applicants, or Enrollees when presenting QHP options
based upon the preferences and needs of the Consumers, Applicants, or Enrollees, regardless of
the compensation or appointment relationship between the Web-broker and issuers;

Refrain from steering a Consumer, Applicant, or Enrollee to a particular QHP based on financial
or other non-financial factors that do not reflect Consumer, Applicant, or Enrollee preferences;

Assist all members of a family, including individuals who are ultimately determined eligible for
Medicaid or the Children’s Health Insurance Program (CHIP), and refer individuals who are
determined eligible for Medicaid or CHIP to the appropriate resources;

If Web-broker or Web-broker’s employees’ licenses are revoked by state licensing entity, notify
CMS of the license revocation in a timely manner;
If Web-broker elects to terminate its relationship with the FFE without cause, either notify the

Consumers, Applicants, or Enrollees as of the date of the termination notice or complete the
assistance for the Consumers, Applicants, or Enrollees.

* These terms have the meaning set forth in the “Definitions” section of the “Agreement between Web-Brokers and
the Centers for Medicare and Medicaid.”
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This “Agreement between Web-Brokers and the Centers for Medicare & Medicaid Services”
has been signed by:

FOR THE WEB-BROKER

The undersigned is an official of Web-broker who is authorized to represent and bind the
Web-broker for purposes of this Agreement.

Name and Title of Senior Official Date

Entity Name

Entity Address
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This “Agreement between Web-Brokers and the Centers for Medicare & Medicaid Services” has
been signed by:

FOR THE CENTERS FOR MEDICARE & MEDICAID SERVICES (CMS)

The undersigned are officials of CMS who are authorized to represent CMS for purposes of this
Agreement.

James Kerr Date
Acting Deputy Director, Operations

Center for Consumer Information & Insurance Oversight

Centers for Medicare & Medicaid Services

Tony Trenkle Date
Director and CMS Chief Information Officer

Office of Information Services

Centers for Medicare & Medicaid Services
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DEPARTMENT OF HEALTH & HUMAN SERVICES Centers for Medicare & Medicaid Services

200 Independence Avenue SW
Washington, DC 20201

Date: INSERT DATE

From: Center for Consumer Information and Insurance Oversight

Title: Affordable Insurance Exchanges Guidance

Subject: Role of Agents, Brokers, and Web-brokers in Affordable Insurance Exchanges

Consumers who access health insurance coverage through an Exchange will be able to receive
assistance from a variety of sources, including in-person, online, and telephone support. Agents
and brokers, including web-brokers, will also play a role in educating consumers about
Exchanges and insurance affordability programs, and in helping consumers receive eligibility
determinations, compare plans, and enroll in coverage. In particular, CMS anticipates that agents
and brokers will play a critical role in helping qualified employers and employees enroll in
coverage through the Small Business Health Options Programs (SHOP).

Section I of this document provides a high-level overview of the role of agents and brokers,
including web-brokers, in Federally-facilitated and State Partnership Marketplaces. In section II,
we address common questions raised by states and other stakeholders on the role of agents and
brokers, including web-brokers, in all Marketplaces — including State-based Marketplaces.

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:

This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be
disseminated, distributed, or copied to persons not authorized to receive the information. Unauthorized disclosure may result in prosecution to
the full extent of the law.
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L. Role of Agents, Brokers, and Web-brokers in Federally-facilitated and State Partnership
Marketplaces

Where permitted under state law, CMS will work with agents and brokers to assist consumers in
completing the eligibility application, comparing and selecting QHPs, and submitting
enrollments through the Marketplace.
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based pathway, in which the agent or broker can use an issuer’s website to assist the consumer,
or a Marketplace pathway, in which the agent or broker can assist the consumer on the
Marketplace website. In either pathway, the Marketplace will transmit an agent or broker’s
identifying information to the appropriate issuer to facilitate payment as part of the official
enrollment transaction; in addition, both pathways will support initial enrollment and changes
during the coverage year, including changes that impact eligibility. More information about each

pathway is included below.
Pre-registration with the Marketplace

In states where an FFM or SPM is operating, all agents and brokers will need to register with
CMS before assisting consumers. We expect that an online registration process administered by
CMS will begin in late summer 2013, prior to open enrollment. The registration process will
consist of three steps:

(1) First, the agent or broker will confirm his or her identity by answering a number of
simple questions online.

(2) Second, the agent or broker will complete a Marketplace-specific online training course.

(3) Third, the agent or broker will agree to comply with existing federal and state privacy and
security policies when working with consumers in the Marketplace.

Once an agent or broker has completed these three steps, he or she will receive an active FFM
user ID. This user ID is the agent or broker’s unique identifier in the Marketplace, and is
essential for facilitating compensation by an issuer.

Agents and brokers, including web-brokers, will need to comply with applicable Marketplace
privacy and security standards. CMS expects to issue additional guidance in this area in the
future.

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:

This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be
disseminated, distributed, or copied to persons not authorized to receive the information. Unauthorized disclosure may result in prosecution to
the full extent of the law.
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Issuer-based Pathway for Assisting Consumers

Today, many agents and brokers use issuer websites and other resources to assist consumers. The
issuer-based pathway builds on these existing processes to allow an agent or broker to assist
consumers in the Marketplace. This pathway will be available to agents and brokers who are
assisting individual consumers in 2014,

Agents and brokers will need to establish relationships with issuers before accessing this
pathway. CMS expects that this process will include licensure verification, registration
verification, and other elements at the discretion of the issuer and consistent with state law.
Agents and brokers should provide copies of their training certificates and FFM user IDs to
issuers as part of the appointment process.

To initiate this pathway, the agent or broker will log on to the issuer’s agent website. Once the
consumer determines that he or she would like to apply for coverage through the Marketplace,
the agent or broker will be securely redirected from the issuer’s agent website to the Marketplace
website to complete the eligibility application. As part of this discussion with the consumer,
CMS expects that the agent or broker will inform the consumer that he or she may visit the
Marketplace website, where additional plan choices are available. The agent or broker will use
his or her CMS FFM user ID to access the Marketplace website.

Once the agent or broker has completed the application with the consumer and received the
consumer’s eligibility determination from the Marketplace, the agent or broker will be securely
redirected to the issuer’s agent website to assist the consumer with plan comparison, plan
selection, and enrollment. The agent or broker’s identifying information will be included on the
official enrollment record sent to the issuer.

Marketplace Pathway for Assisting Consumers

The Marketplace pathway will allow an agent or broker to assist consumers directly on the
Marketplace website. This pathway will be available to agents and brokers who are assisting
individual consumers, qualified employers, and employees in 2014.

In this pathway, the consumer, employer, or employee will log directly into his or her own
Marketplace account. The agent or broker may assist the consumer in creating his or her account
if needed, but the consumer must create his or her own Marketplace username and password.

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:

This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be
disseminated, distributed, or copied to persons not authorized to receive the information. Unauthorized disclosure may result in prosecution to
the full extent of the law.

CMS002013



Obtained via FOIA by Judicial Watch, Inc.
{PAGE \* MERGEFORMAT }

After the consumer has created a username and password, the agent or broker and the consumer
will work together to complete the eligibility application. The consumer will be prompted to
enter the agent or broker’s FFM user ID and national producer number (NPN) on the application
to indicate that the agent or broker assisted the consumer.

After the consumer receives an eligibility determination, the agent or broker can assist the
consumer in comparing QHPs on the Marketplace website and submitting the consumer’s
selection. As with the eligibility application, the consumer will enter the agent or broker’s FFM
user ID and NPN as part of the enrollment transaction to indicate that the agent or broker assisted
the consumer with plan selection and enrollment.

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:

This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be
disseminated, distributed, or copied to persons not authorized to receive the information. Unauthorized disclosure may result in prosecution to
the full extent of the law.
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II. Questions and Answers

The following questions and answers provide additional detail and clarification on the role of
agents and brokers in all Marketplaces, including State-based Marketplaces.

1. Can a State-based Marketplace (SBM) establish a commission schedule or pay commissions?
How will FFMs and SPMs address compensation?’

Nothing in the Exchange regulation prohibits a state from establishing laws, regulations and
standards for issuer compensation of agents or brokers, including for enrolling individuals
through that state’s Marketplace. Accordingly, SBMs may establish parameters for
compensating agents and brokers, including direct compensation from the Marketplace, or
allowing issuers to pay commissions. Where issuers pay commissions to agents or brokers,
we encourage SBMs to consider providing information to issuers to facilitate these
transactions (e.g., by providing the agent or broker’s national producer number or state
license number).

FFMs, including SPMs, will not establish a commission schedule or pay commissions
directly to agents or brokers. As is the case in the market today, we expect that the amount
and terms of any commission would be negotiated by the issuer and the agent or broker.
However, we note that HHS has established a QHP certification standard for issuers seeking
certification in FFMs and Federally-facilitated SHOP (FF-SHOP) that would require the
QHP issuer to pay the same agent and broker compensation for enrollment through the
Marketplace and for enrollment in similar health plans offered outside the Marketplace.”
CMS will evaluate this approach in the future. As described in Section I of this document,
FFMs and SPMs will transmit agent and broker identifying information to issuers to facilitate
payment.’

2. May a state participating in a State Partnership Marketplace modify processes and
infrastructure for agents and brokers, including for training and registration?

For Federally-facilitated Marketplaces and State Partnership Marketplaces, CMS will be
responsible for registering agents and brokers and conducting Exchange-related training.

! Compensation includes commissions, fees, or other incentives as established in the relevant agreement between an
issuer and an agent or broker.

* HHS Notice of Benefit and Payment Parameters (78 F.R. 15410 — 15541). Available at:
http://www.gpo.gov/fdsys/pkg/FR-2013-03-11/pdf/2013-04902 pdf.

® Agents and brokers who are acting as Navigators may not receive compensation from issuers.
INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:

This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be
disseminated, distributed, or copied to persons not authorized to receive the information. Unauthorized disclosure may result in prosecution to
the full extent of the law.
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Upon completion of the registration and training, agents and brokers will complete a privacy
and security attestation and obtain a FFM user ID.

States will continue to license and regulate agents and brokers, including those who assist
consumers in the Marketplace. States will also continue to establish licensure and continuing
education requirements for agents and brokers, and may require additional state-specific
training as a condition of licensure. However, the FFM will not be able to accommodate
state-specific training requirements for 2014.

3. When assisting qualified individuals enrolling through a Marketplace, must an agent or
broker display all QHPs? Must an agent or broker be able to enroll individuals in all QHPs?

With the exception of web-brokers, the Exchange regulation does not require agents and
brokers to display all QHPs or to facilitate enrollment into all QHPs (see 45 C.F.R.
§155.220)." SBMs have discretion to implement policies that would require agents and
brokers to display all QHPs. For example, SBMs may establish additional requirements for
QHP issuers under state law or as part of the SBM’s QHP certification process, consistent
with the Exchange final rule. SBMs may also consider providing information on agent and
broker relationships with issuers, including issuer appointment and compensation
arrangements, to consumers.

In FFMs and SPMs, CMS will not require agents and brokers to facilitate enrollment into all
available QHPs. All agents and brokers must comply with applicable state laws, regulations,
and Exchange requirements, including standards related to relationships or appointments
with issuers.’

4. What happens if an individual working with an agent or broker is determined to be eligible
Jor Medicaid or CHIP?

We expect that agents and brokers who are approached by individuals and families looking
for assistance with Marketplace enrollment will work with all consumers, including
individuals who are ultimately determined to be eligible for Medicaid or CHIP. Any
individual who is working with a registered agent or broker and is determined by a
Marketplace to be eligible for Medicaid or CHIP will receive an appropriate notice of

* As noted in the response to question 12 in this document, web-brokers must display and facilitate enrollment into
all QHPs available in an Exchange because they are acting as an alternate portal for selecting a QHP.

® CMS has also issued Minimum Acceptable Risk Standards for Exchanges (MARS-E) requirements. The MARS-E
baseline was established in a collaboration with the Internal Review Service and other key stakeholders, and is based
on the National Institute of Standards and Technology Special Publication 800-53 (NIST SP 800-53) and IRS

Publication 107.
INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:

This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be
disseminated, distributed, or copied to persons not authorized to receive the information. Unauthorized disclosure may result in prosecution to
the full extent of the law.
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assessment or determination of Medicaid/CHIP eligibility from the Marketplace.® In such
cases, we expect that the agent or broker would refer the individual to state Medicaid agency.
We anticipate that agent and broker training will provide information on where to direct
Medicaid or CHIP-eligible clients.

5. How will agents and brokers work with qualified employers in FI-SHOPs?

Agents and brokers who are assisted qualified small employers in enrolling through an FF-
SHOP will use the Marketplace pathway described in Section I of this document. With the
introduction of employee choice — in which employees of a single qualified employer may
select QHPs offered by different carriers —in 2015, CMS believes that the Marketplace
pathway is more appropriate for agents and brokers who are working with customers in FF-
SHOPs. [Note to reviewers: this response subject to change. CCHO is finalizing the
agent/broker solution for SHOP].

6. Towhat extent can agents and brokers continue communicating with consumers after they
have been enrolled in a QHP through a Marketplace?

Agents and brokers (including web-brokers) may continue to communicate with qualified
individuals after they have enrolled in a QHP, to the extent that such communications
comply with applicable state law and regulations and the QHP issuer’s agreement with the
agent or broker. Such communication also must comply with the privacy and security
standards adopted by the Marketplace pursuant to 45 C.F.R. §155.260, which limit how an
agent or broker may use any information gained as part of providing assistance and services
to a qualified individual. CMS expects to issue additional guidance on privacy and security
requirements for non-Marketplace entities in the future. With respect to the FF-SHOP, HHS
expects that agents and brokers will be in continual contact with employers both before and
after enrollment, as they will serve as a primary contact for customer service issues for
employers.

7. How will FFMs oversee agent and broker activity?

Agents and brokers, including web-brokers, seeking to enroll qualified individuals through a
Marketplace, including an FFM or State Partnership Marketplace, must be licensed as an
agent or broker by the state and adhere to all applicable state law. We expect that states will
maintain their current roles overseeing agents and brokers in their insurance markets. FFMs
will work with state departments of insurance to coordinate oversight activities related to

® For more information on Medicaid and CHIP eligibility assessments versus determinations, please see XXX.
INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:

This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be
disseminated, distributed, or copied to persons not authorized to receive the information. Unauthorized disclosure may result in prosecution to
the full extent of the law.
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agents and brokers. For example, CMS expects to refer information on potential misconduct
to state regulators.

We note that agents and brokers would also need to adhere to any agreements they have
executed with specific QHP issuers. We do not expect FFMs to have a role in connection
with such agreements, provided that they do not violate applicable laws, regulations, and

requirements.

INFORMATION NOT RELEASABLE TO THE PUBLIC UNLESS AUTHORIZED BY LAW:

This information has not been publicly disclosed and may be privileged and confidential. It is for internal government use only and must not be
disseminated, distributed, or copied to persons not authorized to receive the information. Unauthorized disclosure may result in prosecution to
the full extent of the law.
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Date: May 1, 2013

From: Center for Consumer Information and Insurance Oversight

Title: Health Insurance Marketplace Guidance

Subject: Role of Agents, Brokers, and Web-brokers in Health Insurance Marketplaces

Consumers who access health insurance coverage through an Affordable Insurance Exchange, or
Health Insurance Marketplace, will be able to receive assistance in a variety of ways, including
in-person, online, and through telephone support. Agents and brokers, including web-brokers, are
among those who will play a role in educating consumers about Marketplaces and insurance
affordability programs, and in helping consumers receive eligibility determinations, compare
plans, and enroll in coverage. In particular, CMS anticipates that agents and brokers will play a
critical role in helping qualified employers and employees enroll in coverage through the Small
Business Health Options Programs (SHOPs).

Section I of this document provides a high-level overview of the role of agents and brokers,
including web-brokers, in Federally-facilitated Marketplaces and State Partnership Marketplaces.
In section II, we address common questions raised by states and other stakeholders on the role of
agents and brokers in all Marketplaces — including State-based Marketplaces. In section II1, we
address questions specific to web-brokers. Finally, the Appendix includes process flows for both
pathways.
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I. Role of Agents and Brokers in Federally-facilitated and State Partnership Marketplaces

Where permitted under state law, CMS will work with agents and brokers to assist consumers in
completing the eligibility application, comparing and selecting qualified health plans (QHPs),
and enrolling consumers through the Marketplace.

Agents and brokers intending to work with consumers in Federally-facilitated and State
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pathway, through which an agent or broker uses an issuer’s website to assist the consumer; or (b)
a Marketplace pathway, through which an agent or broker assists the consumer using the
Marketplace website. As explained in more detail below, both pathways will transmit to the
Marketplace an agent’s or broker’s identifying information to the appropriate issuer to facilitate
the issuer’s payment to the agent or broker for each enrollment transaction. In addition, either
pathway will allow an agent or broker to assist a qualified individuals and/or employers and
employees with initial enrollment and changes during the coverage year, including changes that
impact eligibility (e.g., adding a dependent). More information about each pathway is included
below.
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A.  Registration with the Marketplace

In states where a Federally-facilitated or State Partnership Marketplace is operating, all agents
and brokers must register with CMS so that they may assist qualified individuals for individual
Marketplace coverage.! We expect that an online registration process administered by CMS will
begin in the summer of 2013, prior to open enrollment. In completing the registration process,
the agent or broker will:

(1) Confirm his or her identity by answering a number of simple questions online.
(2) Complete a Marketplace-specific online training course.

(3) Agree to comply with federal and state laws, rules, standards and policies, including
those related to privacy and security policies, as a condition of working with consumers
in the Marketplace.

Once an agent or broker has completed these three steps, he or she will receive an active
Federally-facilitated Marketplace user ID. This user ID is the agent or broker’s unique identifier
in the Marketplace, and it, along with the agent’s or broker’s national producer number (NPN),
will be essential for the agent or broker to receive compensation from an issuer.

' CMS also encourages agents and brokers working exclusively in SHOPs to register and complete training.
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B. Issuer-based Pathway for Assisting Consumers

Many agents and brokers already use issuer websites to assist consumers, and will be able to
continue using issuer websites to work with consumers in the Federally-facilitated Marketplaces.
This issuer-based pathway will be available to agents and brokers who are assisting individual
consumers starting in the fall of 2013.

As is the case today, agents and brokers will be appointed by issuers; issuers will check the
agent’s or broker’s licensure status and will verify an agent or broker’s registration with the
Federally-facilitated or State Partnership Marketplace. Agents and brokers will provide copies of
their Federally-facilitated Marketplace training certificates and user IDs to issuers as part of the
appointment process.

An agent or broker initiates this pathway by logging on to the issuer’s website. Once the
consumer determines that he or she would like to apply for coverage through the Federally-
facilitated Marketplace, the agent or broker will be securely redirected from the issuer’s agent
website to the Marketplace website to complete the eligibility application, using his or her
Federally-facilitated Marketplace user ID to access the Marketplace website. The agent or broker
will be prompted to enter his or her Federally-facilitated Marketplace user ID and NPN as part of
the eligibility application. As part of the discussion with the consumer, CMS expects that the
agent or broker will inform the consumer that the agent or broker will provide information for
certain QHPs with which he or she has a business relationship, but that the consumer could
directly access the Federally-facilitated Marketplace website, where additional QHP information
and choices are available.

Once the agent or broker has completed the application with the consumer and received the
consumer’s eligibility determination from the Federally-facilitated Marketplace, the agent or
broker will be securely redirected to the issuer’s website to assist the consumer with plan
comparison, plan selection, and enrollment. The agent’s or broker’s identifying information will
be included in the official Federally-facilitated Marketplace enrollment record sent to the issuer.

C. Marketplace Pathway for Assisting Consumers

An agent or broker will also be able to assist consumers directly on the Federally-facilitated
Marketplace website using the Marketplace pathway. In fall 2013, agents and brokers will be
able to use this pathway to help enroll qualified individuals with individual Marketplace options,
as well as qualified employers and employees with SHOP options.

In the Marketplace pathway, the consumer, employer, or employee will log directly into his or

her own Marketplace account. The agent or broker may assist the consumer in creating his or her
account if needed, but the consumer or a legally authorized representative must create his or her
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own Marketplace username and password and should not share this information with third
parties, including agents and brokers.

The agent or broker will then work with the consumer to complete the eligibility application. The
consumer will be prompted to enter the agent or broker’s Federally-facilitated Marketplace user
ID and NPN on the application to indicate that the agent or broker assisted the consumer.

After the consumer receives an eligibility determination, the agent or broker can assist the
consumer in comparing QHPs on the Marketplace website and submitting the consumer’s
selection. All plan choices will be displayed. As with the eligibility application, the consumer
will enter the agent’s or broker’s Federally-facilitated Marketplace user ID and NPN as part of
the enrollment transaction to indicate that the agent or broker assisted the consumer with plan
selection and enrollment.

To the extent permitted by a state, starting with the initial open enrollment period beginning in
October 2013, CMS intends to work with web-brokers that meet all applicable requirements to
provide an alternate option to help consumers select QHPs online. Please see section I for
more information about web-brokers in the Federally-facilitated Marketplace.
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II. Questions and Answers

The following questions and answers provide additional detail and clarification on the role of
agents and brokers in all Marketplaces, including State-based Marketplaces.

1.

2.

Can a State-based Marketplace establish a commission schedule or pay commissions? How
will Federally-facilitated Marketplaces, including State Partnership Marketplaces, address
compensation?’

Nothing in the Exchange final rule prohibits a state from establishing laws, regulations and
standards for issuer compensation of agents or brokers, including for enrolling individuals
through that state’s Marketplace. Accordingly, State-based Marketplaces may establish
parameters for compensating agents and brokers, by direct compensation from the
Marketplace, or by having issuers pay commissions. If issuers will be paying commissions to
agents or brokers, we encourage State-based Marketplaces to consider providing information
to issuers to facilitate these transactions (e.g., by providing the agent or broker’s national
producer number or state license number).

Federally-facilitated Marketplaces, including State Partnership Marketplaces, will not
establish a commission schedule or pay commissions directly to agents or brokers. As is the
case in the market today, we expect that the amount and terms of any commission would be
negotiated by the issuer and the agent or broker. However, we note that HHS has established
a QHP certification standard for issuers seeking certification in Federally-facilitated
Marketplaces and Federally-facilitated SHOPs (FF-SHOPs) that would require QHP issuers
to pay the same agent and broker compensation for enrollment through the Federally-
facilitated Marketplaces and FF-SHOPs and for enrollment in similar health plans offered
outside the Federally-facilitated Marketplaces and FF-SHOPs.> CMS will re-evaluate this
approach in the future. As described in Section I of this document, Federally-facilitated
Marketplaces and State Partnership Marketplaces will transmit agent and broker identifying
information to issuers to facilitate payment.*

May a state participating in a State Partnership Marketplace modify processes and
infrastructure for agents and brokers, including for training and registration?

For Federally-facilitated Marketplaces, including State Partnership Marketplaces, CMS will be
responsible for registering agents and brokers and conducting Marketplace-related training.

2 Compensation includes commissions, fees, or other incentives as established in the relevant agreement between an
issuer and an agent or broker.

* HHS Notice of Benefit and Payment Parameters (78 F.R. 15410 — 15541). Available at:
http:/fwww.gpo.gov/fdsys/pke/FR-2013-03-11/pdf/2013-04902 pdf.

* Agents and brokers who are acting as Navigators may not receive compensation from issuers.
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Upon completion of the registration and training, agents and brokers will complete a privacy
and security agreement and obtain a Federally-facilitated Marketplace user ID.

States will continue to license and regulate agents and brokers, including those who assist
consumers in the Marketplace. States will also continue to establish licensure and continuing
education requirements for agents and brokers, and may require additional state-specific
training as a condition of licensure. However, the Federally-facilitated Marketplace training will
not include state-specific training requirements in 2014.

3. When assisting qualified individuals enrolling through a Marketplace, must an agent or
broker display all QHPs? Must an agent or broker be able to enroll individuals in all QHPs?

With the exception of web-brokers, the Exchange final rule does not require agents and
brokers to display all QHPs or to facilitate enrollment into all QHPs (see 45 C.F.R.
§155.220).° State-based Marketplaces have discretion to implement policies that would
require agents and brokers to display all QHPs. For example, State-based Marketplaces may
establish additional requirements for QHP issuers under state law or as part of the State-
based Marketplace QHP certification process, consistent with the Exchange final rule. State-
based Marketplaces may also provide information to consumers on agent and broker
relationships with issuers, including issuer appointment and compensation arrangements.

In Federally-facilitated Marketplaces, including State Partnership Marketplaces, CMS will
not require agents and brokers to facilitate enrollment into all available QHPs.® If the agent or
broker is using the Marketplace pathway to assist consumers, all QHP choices will be
displayed. All agents and brokers must comply with applicable state laws, regulations, and
Marketplace requirements, including standards related to relationships or appointments with
issuers.”

4. What happens if an individual working with an agent or broker is determined 1o be eligible
Jor Mediicaid or CHIP?

We expect that agents and brokers who are approached by individuals and families looking
for assistance with Marketplace enrollment will work with all consumers, including
individuals who are ultimately determined to be eligible for Medicaid or CHIP. Any
individual who is working with a registered agent or broker and is determined by a

> As noted in the response to question 11 in this document, web-brokers must display all QHPs available in a
Marketplace.

® Agents and brokers who are acting as Navigators would be required to facilitate enrollment into all available
QHPs.

7 CMS has also issued Minimum Acceptable Risk Standards for Exchanges (MARS-E) requirements. The MARS-E
bascline was established in a collaboration with the Internal Review Service and other key stakeholders, and is based
on the National Institute of Standards and Technology Special Publication 800-53 (NIST SP 800-53) and IRS
Publication 107,
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Marketplace to be eligible for Medicaid or CHIP will receive an appropriate notice of
assessment or determination of Medicaid/CHIP eligibility from the Marketplace. In such
cases, we expect that the agent or broker would refer the individual to state agency. We
anticipate that agent and broker training will provide information on where to direct
Medicaid or CHIP-eligible individuals.

5. How will agents and brokers work with qualified employers in FI'-SHOPs?

Agents and brokers who assist qualified small employers in enrolling through an FF-SHOP
will use the Marketplace pathway, except that agents and brokers will not be required to
obtain a Federally-facilitated Marketplace user ID. As in the Marketplace pathway for
consumers shopping for individual coverage, the SHOP application will include a field in
which the employer or agent/broker can enter a Federally-facilitated Marketplace user ID (if
applicable) and/or NPN. This information will be transmitted to the QHP issuer selected by
the employer as part of the group enrollment.

6. Towhat extent can agents and brokers continue communicating with consumers after they
have been enrolled in a QHP through a Marketplace?

Agents and brokers (including web-brokers) may continue to communicate with qualified
individuals after they have enrolled in a QHP, to the extent that such communications
comply with applicable laws and regulations. Such communication also must comply with
the privacy and security standards adopted by the Marketplace pursuant to 45 C.F.R.
§155.260, which limit how an agent or broker may use any information gained as part of
providing assistance and services to a qualified individual. CMS expects to issue additional
rulemaking on privacy and security requirements for non-Marketplace entities. With respect
to the FF-SHOP, CMS expects that agents and brokers will be in continual contact with
employers both before and after enrollment, as they will serve as a primary contact for
customer service issues for employers.
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I11. Additional Guidance for Web-brokers

45 CFR. 155.220(c)(3) establishes requirements that would apply when consumers in the
Health Insurance Marketplaces for individual health insurance products select a QHP through an
agent’s or broker’s website. CMS refers to such agents or brokers who enroll consumers through
public-facing websites as “web-brokers.” We expect web-brokers to provide another option for
consumers seeking to enroll in QHPs through the Marketplaces for individual products,
alongside traditional agents and brokers who will also be assisting consumers enroll through the
Marketplace.

CMS recognizes that many consumers currently purchase insurance online from web-brokers.
This guidance answers common questions about the role of web-brokers in Marketplaces.

7. Can State-based Marketplaces work with web-brokers?

Yes. In addition to operating its own Marketplace website, a State-based Marketplace can
work with web-brokers to provide an alternate plan selection option for consumers. States
may allow web-brokers to use their websites to provide consumer information for comparing
and selecting QHPs, subject to the standards specified in 45 C.F.R. 155.220(¢) for individual
market QHPs.

State-based Marketplaces must continue to perform eligibility determination functions as set
forth in subpart D of part 155 of the Exchange final rule and transmit enrollment information
to QHP issuers for all individuals enrolling through the Marketplace — including those who
enroll through the Marketplace with the assistance of web-brokers — as described in 45
C.F.R. 155.400.

8. Will Federally-facilitated Marketplaces offer the web-broker option?

Yes. To the extent permitted by a state, beginning in October 2013, CMS intends to work
with web-brokers that meet all applicable requirements to provide an alternate option to help
consumers select QHPs online. Web-brokers will provide an additional channel for
Federally-facilitated Marketplaces to reach consumers and to help them enroll in QHPs.
CMS is developing the capability to support integration between the web-broker’s website
and the Federally-facilitated Marketplace’s website using secure redirect and application
programming interface mechanisms. The application programming interface will allow a
qualified individual to initiate his or her shopping experience on the web-broker’s website,
connect securely to the Federally-facilitated Marketplace website to complete the eligibility
application and determination process, and return securely to the web-broker’s site to
compare plans and select a QHP.
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9. How will web-brokers working with Federally-facilitated Marketplaces obtain consumer and
QHP data?

In Federally-facilitated Marketplaces, the application programming interface will facilitate
the secure transmission of key eligibility and enrollment information between the
Marketplace and the web-broker.

CMS will make available to web-brokers QHP data, including premium information,
provided by issuers to CMS. CMS will provide further technical guidance on how QHP data
will be conveyed to web-brokers. Web-brokers will also receive consumer-specific
eligibility information via a secure redirect from the Marketplace. These data will include
contact information for the application filer and the individual or family’s eligibility
determination, including information on the maximum advance payment of premium tax
credit (APTC) and cost-sharing reductions for which the individual or family 1s eligible.

After the consumer selects a QHP and the APTC amount has been determined, the web-
broker will transmit the individual or family’s QHP selection, including the applicable
premium, APTC amount that will be applied to the premium, and broker identifier, back to
the Marketplace.

The Marketplace, as the system of record for all eligibility and enrollment transactions, will
convey all enrollment information to appropriate QHP issuers, including information
identifying the web-broker in order to facilitate compensation by the issuer. Individuals
determined eligible for Medicaid and CHIP will be referred by the Marketplace to the
appropriate state agency.

Given the sensitive nature of personally identifiable information, web-broker websites will be
required to comply with all existing and future privacy and security standards established by
HHS pursuant to 45 C.F.R. 155.260, related to the use and handling of personally identifiable
information obtained during the enrollment process, regardless of whether the enrollment is
completed. These security standards will also require authentication of consumers to prevent
unauthorized access to sensitive information.

10. Under 45 C.F.R §155.220(c)(3)(iv), web-brokers must display all QHPs available through a
Marketplace. Is the Federally-facilitated Marketplace establishing standards for
appointments with issuers?

Web-brokers must display all QHPs available through a Marketplace, irrespective of
compensation or appointment arrangements. Web-brokers must comply with all applicable
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state law, including state law related to appointments, as a condition of enrolling individuals
through the Marketplace. If a consumer intends to enroll in a QHP for which the web-broker
does not hold an appointment, the web-broker should direct the consumer to the Federally-
facilitated Marketplace.

11. In the Federally-facilitated Marketplace, will web-brokers be able to modify the display of
QHPs presented on their websites? What consumer protections must web-brokers keep in
mind?

In Federally-facilitated Marketplaces, CMS expects that the sort order of or sorting algorithm
tor QHPs will not steer a consumer to a particular QHP based upon financial consideration to
the web-broker. CMS also expects that a web-broker will disclose to the consumer the
specific source and nature of web-broker compensation and that the compensation does not
affect the display of QHP options or the premiums charged. CMS expects that consumers
will not be charged a separate transaction or service fee for shopping or enrolling in a QHP
through a web-broker’s services or website.

Web-brokers also may offer additional tools or decision support that the consumer can use to
navigate or refine the display of QHPs. In addition, CMS expects web-brokers to display
QHPs separately from non-QHPs, and offer a QHP plan selection experience that is free from
advertisements or information for other health insurance-related products and sponsored links
advertising health insurance-related products (e.g., an advertisement for a QHP issuer). Once
a consumer has completed QHP plan selection and enrollment, the web-broker may offer the
consumer the ability to search for additional products or services if desired. CMS expects
that such offers will be made in a section of the web-broker’s website that is separate from
the QHP display.

A web-broker must adhere to the website disclosure and display standards specified in 45
C.FR. 155.205(b)(1) and (c). In particular, we expect a web-broker to make available
quality information on each QHP offered through a Marketplace easily accessible to
consumers, including consumers with disabilities and limited English proficiency.

CMS also expects the web-broker to prominently display language explaining to consumers
that the web-broker has entered into an agreement with CMS and has agreed to conform to
website display and security standards in 45 C.F.R. 155.220(c)(3) and 155.260. Such
language will also explain that the web-broker’s website is distinct from the Federally-
facilitated Marketplace website, and that consumers may opt to use the Federally-facilitated
Marketplace website at any time. CMS will provide standard language that a web-broker
may use on its website for this purpose in future guidance.
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Appendix: Process Flows for Agent/Broker Pathways
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1 Introduction

1.1 Purpose

The Affordable Care Act (ACA) lays out a vision for a streamlined eligibility and enrollment

process, with supporting business and data activities designed to return accurate results with

minimal administrative complexity. This system will be consumer-centric, with minimal burden
on the consumer, and eligibility determinations will be made in a single online session whenever
possible.

Achieving this vision requires a high level of coordination among Federal and State partners,
including the development of interoperable Information Technology architecture and the
integration of existing supporting business services. To that end, the Centers for Medicare and
Medicaid Services (CMS) is working to establish a Data Services Hub (DSH) or “the Hub” that
will provide centralized, standardized and reliable services to the Exchanges, Medicaid and
CHIP programs which will minimize administrative burden and IT costs for Exchanges and
Federal / state agencies by avoiding the development of multiple new point-to-point interfaces at
each Federal / state agency partner.

The expectation is that the Federally Facilitated Exchanges (FFEs), State-Based Exchanges
(SBEs), and Trusted Data Source (TDS) will integrate with the Hub to provide services to verify
an applicant’s eligibility, and ultimately enrolloing him/her under a qualified health plan,
Medicaid, CHIP, APTC, or CSR.

The Hub logical data model leverages CMS Enterprise Canonical Data Model (ECDM) and the
National Information Exchange Model (NIEM). The Hub expects Requestors to send CMS
ECDM compliant messages.
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1.2 Scope

This document is a technical guide to establish a connection with the Hub web Services in the
testing and production environment.

1.3 Intended Audience

The current version of this document is inte
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development team. The partner agencies that want to access the Hub web services are referred as
Requestors in this document.

1.4 Referenced Documents

The table below identifies all artifacts referenced while developing this document.

TABLE 1: REFERENCED DOCUMENTS

DocUMENT NAME
DSH - On Boarding Summary.pptx 02/27/2013

1.5 Acronym List

The table below defines the acronyms used in this document.

TABLE 2: ACRONYM LiIST

Acronvm | DerINiTION

ACA Affordable Care Act
APTC Advance Payments on the Premium Tax Credit
BHP Basic Health Program

CHIP Children’s Health Insurance Program

CMS Centers for Medicare & Medicaid Services
CSR Cost-Sharing Reduction

DSH Data Services Hub

ESI Employer Sponsored Insurance

FFE Federally Facilitated Exchange

HHS U.S. Department of Health and Human Services

ID Identification

MEC Minimum Essential Coverage
QHP Qualified Health Plan

SBE State-Based Exchanges

SSN Social Security Number

DS Trusted Data Source

VHA Veterans Health Administration
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2 Onboarding Prerequisites

There are certain pre-requiquisites that Requestors need to complete for accessing the Hub web
services. The prerequisites are as follows:

e Access to the CMS Service Catalog
e Generate a Local Certificate (for the testing environment)

e Request a Hub Partner ID

e Configuring NotResp ror the testing environment)

The prerequisites are explained in the following sections. It’s recommended to read the entire
document before performing the steps mentioned.

21 Access to the CMS Service Catalog

The CMS Service Catalog is the primary tool for Requestor development to access the following
information:

e Business Service Definitions (BSDs) / Interface Control Document (ICDs)

frrmrm————————m

® NotResp Bst Scenarios

e Service End Points
e Web Service Description Language (WSDL)

In the production environment the Hub will provide required authorization for the services to
each partner. This will be configured at the Hub gateway.

2.1.1 Gaining CMS Service Catalog access

To get access to the CMS Service Catalog the requestor development team needs to place
a request for a Service Repository account id by:

a. Completing the Service Catalog User application form located at:

https:/ NotResp
or .
hitps E NotResp

b. Sending the completed application to the following email address:
NotResp qssinc.com

Note:
i.  Accessis limited to CMS designated partner agencies and their contractors

ii.  CMS permits two Service Repository account IDs per State. However, when
a State has many different IT vendors, then two additional account IDs per IT
vendor are allowed.
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2.1.2 Opening CMS Service Catalog

The user logs in to the CMS Service Catalog using the ID. The user can navigate to the Asset
Catalog (Service list) as shown in the following figure:

FIGURE 1 - HOME PAGE FOR THE USER

Welcome to OCME B304 Repository.
What oo vouw want o do next?

i

Silenany aE R

On selecting the Asset Catalog link the system displays the list of assets as shown in the
following figure:

FIGURE 2 - ASSET CATALOG VIEW

ER 31 Renedy L3

March 2013 {PAGE }
Use or disclosure of data contained on this sheet is subject to restriction.

CMS002038



Obtained via FOIA by Judicial Watch, Inc. Data Services Hub (DSH)
Technical Document

2.2 Generate a Local Certificate

The Requestor will use Local Certificates in the testing environment and CA signed certificates
in the production environment.

The steps to generate the local certificate are as follows:

a. Type NotResp in the
command prompt window.

The alias guidelines are as follows:

® QSSI:E NotResp E

® CGI;E NotResp E

e CMSUAT; __ NotResp !

e SBE states: NotResp

e Medicaid; NotResp

o Other Testers: Conta¢  NotResp  (@qssinc.com to obtain an alias

b. When prompted, select a password for your certificate. Be sure to avoid personal passwords.
c. Inthe First and Last name field, enter the Organization name (ex: QSSI)

d. Enter the name of your organization unit (ex: FFE, SBE, DSH, Medicaid, CHIP etc.).

e. Enter the city, state, and country.

£ Enter “yes” to import certificate into keystore

g. Press ENTER.

FIGURE 3 - THE COMMAND PROMPT WINDOW AFTER GENERATING THE LOCAL CERTIFICATE

NotResp
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Note:
i.  Thisis a one-time setup at an organization level.

it.  If the Requestor has a trusted CA issued certificate, then skip the Local Certificate and
Export Local Certificate steps.

iii.  The generated local certificate will be stored in the current working directory. Be sure
to make a note of this location.

iv.  Email a copy of the local certificate to the DSH team.

2.2.1 Export Local Certificate

The steps to export the local certificate as a .cer File are as follows:

Important! Use the alias guidelines from the Generate Local Certificate slide.

1. Type NotResp in the
commiand prompt window:

2. When prompted, enter the password that was used while generating the local certificate.

"'OMMAND PROMPT WINDOW AFTER EXPORTING THE LOCAL CERTIFICATE

FIGURE 4 - THE

NotResp

Note:

i.  Thisis a one-time setup at an organization level.
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2.3 Request a Hub Partner ID

The Hub is a single interface for all Marketplace partners, including the FFM, SBMs, State
Partnership Marketplaces (SPMs), trusted data sources (TDSs), and Medicaid/CHIP agencies.
TDSs include the Social Security Administration (SSA), the Department of Homeland Security
(DHS), the Internal Revenue Service (IRS), CMS, the Veterans Health Administration (VHA),
the Department of Defense (DOD), the Office of Personnel Management (OPM), Peace Corps,
and others. The Hub allows multiple organizations to exchange data that must be transferred and

stored in order to conduct Marketplace transactions. The Hub issues Partner ID for each partner.
The Hub uses the Partner ID to correlate the messages with the Requestor.

To request the Hub Partner ID the Requestor has to send an email with the following information
to the DSHSecurity group ____NotResp _ f)gssinc.com):

- Name

- Organization Name (e.g., QSSI)

- Organization Unit (e.g., DSH, FFE, and SBE)
- Email address

- Phone number

- Attach the certificate file.

copy thé NmpRes er file to} "L‘;‘R}.D(t and attach th N°:DR°S txt file.

............

Within 2 business days the DSHSecurity group provides the following information to the
Requestor on an email:
o User ID to be used in the WSSE header
o A zip file as an attachment with:
* The Primary and Secondary VeriSign certificates
* The public key for the DSH Gateway
o End points secured by th¢ NotRe: Gateway on the Terremark Environment. This
is used in thi Notresp test: =

A second email will follow with the password to be used along with the User ID in the WSSE
header.

After unzipping the attached zip file, save the 3 certificates to the folder from where the
commands will run.

The User ID, password, and Certificates are used to build the keystore and configure soapUL

In case the Requestor development team encounters problems with the security certificate steps,
they can contact QSSTa;  Notresp  i@qssinc.com.

2.4 Configuring  NotResp

In the test environment Requestors uses thei NotResp dr connectivity testing with Hub whereas in
production connectivity will be between the Hiib diid the Requestor application.
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e Share the Securlty Information within the Organization

e Conﬁgure NotResp Outgomg Security

e Configure Ceystore/Certificates
NotResp

P Canfignre Moot Roamiiegt Pranertiag

- UL EUL G 3 UOL l\b\.iblbbl- i UPUI LIUD

o Configurei NotResp © AdC  NotResp  Header

2.4.1 WS Security Standards

The required security standards to access DSH Secure Web service (for both the testing and
production environments) are as follows:

a. WS Security 1.1 — The standard components oﬁ NotResp are:
= Standard XML schemas;
=  Timestamps;

= [Username Token‘

b. Password Hashmg Algorlthm NotResp
c. | NotResp {for services implemented in Sprint 3 (e.g. SSA verification) — These
services will be redesigned as composite services to use;  NotResp
d; | NotResp Startine. Snrint. 4 this.will he the standard for all DSH services.
NotResp JserName NotResp

24.2 Assumptlons

Assumptions for conﬁgurmg NotResp HSH Web services for security testing are as follows:

a. The development team has experience in using; NotResp r NotResp
b. The NOReSP yroiect (for ex. VerifySSN) is already present in the tester’s workspace.
c. Windows 2007 is the operating system.
d. nstalled on the tester’s machine.
NotResp . .
e. and: NotResp 1 gre set in the PATH variable.
) NotR
f. The development team is familiar using; NotResp {ements in the Op **header message
W1th1n' NotResp
g. Initial security testing will be done in the Terremark DEV environment (shared
cloud).Data Element Definitions.
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h. The 3 unzipped certs from the hub + (Requestor) local cert + (Requestor) keystore, are
stored in the same directory.

2.4.3 Recommendations

The list of recommendations before running the DSH Secure Web service tests are as follows:

a. One-time setup activities are needed at the Re nesto organizational leyel. This should be
performed by a technician who is familiar witk “g,™ | command prompi NotResp iand
security performs these tasks.

b. The Requestor organization should make an effort to resolve the setup issues by
contacting experts within the organization prior to contacting the DSHSecurity group.

c. Use the same current working directory for all command prompt items.

2.4.4 Importing Certificates

The following steps are one time setup for the Requestor organization:

Importing the Primary VeriSign Certificate to Local Keystore

The steps to import the primary VeriSign certificate to the local key store are as follows:

a. TVDE NotResp
NotResp Hint: Copy/Paste the comimand w/0 ™ "in the command prompt window. )

b. When prompted, enter a password (that was created for the local certificate)

FIGURE 5 - THE COMMAND PROMPT WINDOW AFTER IMPORTING THE PRIMARY VERISIGN CERTIFICATE

NotResp

Importing the Secondary VeriSign Certificate to Local Keystore

The steps to import the secondary VeriSign certificate into the local keystore are as follows:

2. Typel NotResp
i NotResp i (Hint: Copy/Paste the command w70 ™ 7 in the’command prompt window )

b. When prompted, enter a password.
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FIGURE 6 - THE COMMAND PROMPT WINDOW AFTER IMPORTING THE SECONDARY VERISIGN CERTIFICATE

NotResp

Importing the DSH Gateway Certificate to Local Keystore

The steps to import the DSH Gateway certificate into the local keystore are as follows:
a. TVD&E NotResp
NotResp (Hint: Copy/Paste the command w/0 ~ ~ in the command prompt window. )

b. When prompted, enter a password.

FIGURE 7 - THE COMMAND PROMPT WINDOW AFTER IMPORTING THE DSH GATEWAY CERTIFICATE

NotResp

For easier configuration the following measures are recommended:
* Use the same password that was created for the local certificate.
» Ensure that the current working directory has the three unzipped certificates.
* The local keystore will hold all the trusted certificates.

* The keystore will be stored in the current working directory. Make a note of this location.

e« Thi NotResp file.
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» The password created for the keystore file.
* The user id and password received from the DSHSecurity group.

* The endpoint received from the DSHSecurity group.

2.4.5 Configure "°ReP for Outgoing Security

Note: The steps are shown with the help of SSN composite service.

a. Double-click the Verify SSN project (i.e NotResp i

b. Clicldi ________ NotResp iConfiguration and select the Outgoing: NotResp :Configuration
tab.

c. Click the “+” sign under the Outg01n< NotResp  Configuration tab to add Outgoing
Configuration. ~ beeseeeeeeseeennd

d. Enter a name for configuration (e g., Outgoing).

The steps to configure the username ané NotResp intry are as follows:

a. Click the “+“sign on the bottom right tab to add the N°tpRes entry.

b. Select the user name from the drop-down and click UK

c. Enter the user name and password received from the DSHSecurity group email.

Note: Seleg NotResp or the Password Type.

The steps to configure Timestam: NotResp 2ntry are as follows:

a. Click the “+” sign on the bottom right tab to add anothe N‘;‘pRe entry.

b. Select Timestamp from the drop-down and click OK.
c. Enter 1500 in the Time to Live box.

Note: Th NotResp {ool should be configured to include the outgoing elements in the hLthR Header.
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FIGURE 8 - THE TABS AND AREAS USED IN CONFIGURING SOAPUI FOR THE OUTGOING SECURITY

NotResp

24.6 Confi__guré NotResp fOr Keystores/Certificates

......... | IR

The steps to confi gurs NotResp ffor keystore/certificates are as follows:

L —

a. Click on the Keystores/Certificates tab.

b. Click the “+” sign under the Outgoingi NotResp  Configuration tab.

c. Navigate to the folder with the keystore file, and select;  NotResp

d. When prompted, enter the password created while generating theg """" NotResp """ iile.

NotResp

2.4.7 Configure NotResp [est Request Properties

The steps to configure thi NotResp | test request properties are as follows:

a. Double-click the Test Step to open a Request/Response window on the right side.
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b. Clickthi  NotResp

roperties tab on the bottom right side.

c. Scroll down to select the SSL Keystore property and keystore.jks from the drop-down.

FIGURE 10 - TESTREQUEST PROPERTIES TAB

NotResp

2.4.8 Configure

NotResp

=ndpoint

The steps to configure th NotResp

follows:

endpoint to use the DSH Gateway endpoint area are as

a. Click the endpoint drop-down and select Add New Endpoint.

b. Enter the endpoint from the DSHSecurity group email, and click OK.

FIGURE 11 - ENDPOINT DROP DOWN

2.4.9 Configur

NotResp

to Add NotResp

The steps to configur¢ NotResp

March 2013
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a. Select the Request tab, right click, select Outgoini NotResp then select Apply Outgoing.

FIGURE 12 - REQUEST TAB

NotResp

Note: This will insert the NotResp tag in thei NotResp ieader.

b. Press Alt+F to reformat the newly inserted information to make it readable.
¢. Run the test.

2.4.1 | NotResp Gacyrity Test

Submit the NotResp! request to receive a response from the Hub.

FIGURE 13 - REQUEST AND RESPONSE

NotResp

March 2013 {PAGE }
Use or disclosure of data contained on this sheet is subject to restriction.

CMS002048



Obtained via FOIA by Judicial Watch, Inc. Data Services Hub (DSH)
Technical Document

AR 2 SRVEAS s
EFHT 53% HOFDRMATRIN JERVCES

Guidelines to retest thei NotResp

security are as follows:

a. Thei NotResp ! feature uses a timestamp that expires every 1500 seconds. It was set up

._iNotRes .
n; T nmestamp configuration.
b. Refreshthi NotResp iinformation if you want to re-test the same service after 1500
seconds.
c. Right-click Request. select Outgoing: e hnd select Remove All Outgoing NotRes This
g quest.select Outgoing! going  p

will remove alf __ NotResp  ‘informatioii™™™
d. _Right-click Request, select Outgoingz NotRes iand select Apply Outgoing. This will add

Ao Pt 2

| NotResp nformation.
e. Press Alt+F to auto format the newly inserted information.
f. Run the test.

NotRe
sp

FIGURE 14 - REMOVE ALL OUTGOING WSS

NotResp

2.5 Customer Support

The Requestors can contact QSSI ati  NotResp {(@qssinc.com in case they encounter problems
accessing the DSH web services.
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In the production environment the Exchange Operations Support Center (XOSC) is the central
hub for providing help desk support for all Marketplace stakeholders. The XOSC help desk is

responsible for operational inquires and support resolution for the FFM, MIDAS, Hub,i__r:l_g_t_l_'\fgfg_}
HIOS,% NotResp E and RBIS.

The help desk performs the following functions:

e Notify customers or service outages or disruptions: Notifications are also sent for all
scheduled and unscheduled service outages one week prior to outage with the exception
of an emergency change request.

e Log and manage trouble tickets identified by users: The XOSC will facilitate the
resolution of trouble tickets through established reporting protocols and escalation
procedures.

Methods of Contact

The XOSC operates the help desk from Monday to Friday from 9 a.m. until 5 p.m. (EST). To
contact the help desk via phone, use: 1-855-CMS-1515 (1-855-267-1515). For evenings,
—-weekends_or government holidays, you can initiate a request through email:

NotResp pcms.hhs.gov.
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1. Introduction

This document presents the specifications for the Direct Enrollment Application Programming
Interface (API) exposed by the Federally Facilitated Marketplace' (FFM) to Web Broker and
Issuer websites (collectively referred to as partner websites in this document).

roach to implementine the FFM

0
proalil WO LN PICILTL S the Privi

Direct Enrollment API. The document identifies and prov1des an overview of various points of
integration between partner websites and the FFM - User Interface Integration as well as web
services integration. Future versions will enhance the content of this document with more
specific business rules and integration specifications.

The nurnose of the document is to
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Consumers shopping for Health Insurance for themselves and/or their household members would
have the choice of enrolling into a Qualified Health Plan (QHP) by accessing the FFM website
directly or by shopping via a partner website. The API described in this document would
facilitate integration between partner websites and the FFM to support consumers shopping/
enrolling in Qualified Health Plans (QHPs) through partner websites.

The FFM will support two models for Partner websites to integrate their consumer shopping
experience with the FFM:

e Direct Enrollment API: Under this model, partner websites will use User Interface
Services and Web Services provided by the FFM to implement a consumer’s eligibility
determination and plan shopping functions.

e Lead Generation API: Under this model, partner websites will provide educational
content and do pre-selling of their plans before transferring the consumer to the FFM
website. The consumer will complete all functions including eligibility determination,
plan shopping and enrollment on the FFM. However, the partner website will be able
specify Issuer/Plan filters that the FFM would apply as part of the consumer’s plan
shopping. This model is offered as an alternative to the Direct Enrollment API to support
Issuers that may not be ready to implement the full Direct Enrollment APL

Determining Eligibility - Background Information

Consumers seeking to enroll in coverage through the Exchange need to submit an application to
the FFM for determining eligibility for QHP and, if interested, for advance payment of premium
tax credit (APTC) and cost-sharing reductions (CSRs). If determined eligible, the consumer can
enroll into a QHP through the FFM. The eligibility determination process includes collection and
verification of demographic and income information and verification of information from federal
data sources such as the Social Security Administration (SSA) and Internal Revenue Service
(IRS). As part of the application process, for individuals seeking financial assistance the FFM
would also determine/assess household member’s eligibility for Medicaid or CHIP. Individuals
eligible for Medicaid or CHIP would not be eligible for financial assistance on the exchange and
would be transferred by the FFM to the appropriate state agency for enrollment in Medicaid or
CHIP.

! For purposes of this document, the term “Federally-facilitated Marketplace” also includes State Partnership
Marketplaces.
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IRS regulations prohibit third party sites (such as those of Web Brokers and Issuers) from
accessing Federal Tax Information (FTI). This restricts the ability to seamlessly integrate the
eligibility application (even using web service calls to the FFM) as part of the shopping
experience on a partner website. Also, the process for determining eligibility for Medicaid,
CHIP, APTC, and CSR involves a complex Ul workflow that is best implemented by the FFM.
Consequently, a consumer trying to enroll in a QHP through a partner website would need to be
transferred to the FFM to submit an eligibility application.

Direct Enrollment

In the direct enrollment process model, the consumer will be redirected to the FFM website to
complete their eligibility application. Upon receiving an eligibility determination, the consumer
would be transferred back to the partner website to continue plan shopping and selection for
individuals eligible for a QHP, with or without financial assistance. It is worth noting that any
individual(s) in the application determined eligible for Medicaid or CHIP would not be
processed by the partner website.

Upon completion of plan shopping and selection in the direct enrollment model, the partner
website would submit enrollment requests to the FFM through a web service invocation. The
enrollment requests would be processed by the FFM and sent to the QHP Issuer. Section 1.3
New Consumer Process Flow Diagram illustrates the process flow for a consumer shopping for
QHPs through a partner website.

The FFM Direct Enrollment API will provide partner websites access to FFM eligibility and
enrollment business services through a combination of secure transfers of the consumer to and
from the FFM website and web services. The secure transfer of the consumer between the FFM
and the partner website would be used for submission of the eligibility application (for initial
eligibility determinations as well as changes in circumstance). The plan shopping experience
including submission of the plan selection would be implemented by the partner website using
their own shopping and rating tools.

The endpoints for web services will be managed by the Federal Data Services Hub (DSH). The
DSH will also manage Trading Partner Agreements, onboarding, and monitoring of the partner
websites.

Lead Generation

The Lead Generation model is offered as an alternative to the Direct Enrollment API for Partner
websites that will not be able to implement plan shopping and enrollment functions integrated
with the FFM. Under this model, once transferred to the FFM, the consumer will remain on the
FFM website for all functions including eligibility determination, plan shopping, and selection.
The Lead Generation model will use a subset of the Direct Enrollment API services, namely the
User Interface transfers. A partner website can transition to the full Direct Enrollment API when
they are ready to implement web services integration with FFM.

Agents/ Brokers

Both the Direct Enrollment API and the Lead Generation API would also include support for
licensed Agents and Brokers associated with the partner website. Agents and Brokers can use the
API services to assist consumers with eligibility determination and enrollment. Please see section
3.2.2 Agents and Brokers for more information.

Document Organization
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The remainder of this document is organized as follows:

e Section 2 - Key Considerations
e Section 3 - API Interaction Model
e Section 4 - API Interaction Scenarios
e Section 5 - API Interfaces
e Section 6 - User Interface Integration
e Section 7 - Web Services Integration
e Appendix A - Code Values/ Descriptions
e Appendix B - Key Interaction Scenarios
Section 2 - Key Considerations lists the considerations driving the design of this APL

Section 3 - API Interaction Model illustrates the high level end-to-end interactions involving the
partner website, the Federal Data Services Hub and the FFM.

Section 4 - API Interaction Scenarios lists the primary business scenarios that drive the
interaction between the partner website and the FFM. Appendix B - Key Interaction Scenarios
includes the sequence of activities, on the FFM as well as the partner website, corresponding to
each of these scenarios. It is to be noted that other more complex scenarios can be addressed as
combinations of these primary scenarios. For simplicity, the FFM and DSH have been treated as
a single entity while presenting the sequence of activities.

Section 5 - API Interfaces lists the various interfaces/services to be provided by the FFM to
support the interactions described in Section 4. For each interface a brief description is included
along with the inputs and outputs for that interface.

Section 6 - User Interface Integration provides details on the interface between the partner
website and the FFM to securely transfer the consumer to the FFM and back to the partner
website.

Section 7 - Web Services Integration provides details on the web services that would be
exposed by the FFM for partner websites to perform the plan shopping and selection process.

Appendix A includes lists of values for codes used in the interfaces along with their descriptions.

Appendix B includes the sequence of activities on the FFM as well as the partner website to
complete the consumer’s experience in each of the key scenarios identified in Section 4.

1.1. Intended Audience

The target audience for this technical specifications document is the business/technical
stakeholders of the partner websites.

1.2. Key Terms

The key terms used in this document are:

e Web Broker - A web-based entity licensed by a State as a broker and providing a website that
consumers can use to shop for plans offered by multiple issuers, an in compliance with 45
C.F.R. 155.220(c)(3) for individual market QHPs.
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e Issuer - An entity licensed by the State as an insurance producer that offers a QHP in
accordance with a certification from an Exchange.

e Agent/Broker - A person licensed by the State as an agent, broker; may be independent,
members of a brokerage or an employee of an issuer or a web-broker.

e Partner - Collectively, Web Brokers and Issuers are being referred to as partners.

e Applicant - An individual who wishes to apply or has applied for eligibility to enroll in a
QHP.

e Consumer - A person who has engaged a Web Broker or Issuer seeking to enroll
himself/herself and/or other applicants that they are associated with in a QHP. In relation to
the applicants, the Consumer must be someone who is an adult who is in the applicant’s
household, as defined in 42 CFR 435.603(f), or family, as defined in section 36B(d)(1) of the
Code, or if the applicant is a minor or incapacitated, someone acting responsibly for an
applicant.
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1.3. New Consumer Process Flow Diagram

Figure 1 provides the Web Broker/Issuer new consumer process flow using the Direct Enrollment APL

Figure 1 - Web Broker/Issuer - Direct Enrollment API Process Flow
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2.

Key Considerations

The following is a list of key considerations:

I

(8]

10.

IRS regulations prohibit third party sites (such as Web Brokers and Issuer portals)
from accessing Federal Tax Information (FTI). This restricts third parties’ ability to
verify income information that is integral to eligibility determination for Financial
Assistance. Also, the eligibility determination process includes a complex
orchestration of workflow/ business rules for Medicaid/CHIP eligibility (including
state specific options) and QHP, APTC and CSR eligibility. These were the key
drivers for the design approach that involves transferring the consumer to the FFM for
completing the eligibility determination process.

Consumers can make both initial plan selection and changes through the partner
websites using the direct enrollment process flow. Changes include changes in
demographics, membership (add/remove members) and disenrollments.

The API interactions will include Web services as well as User Interface Integration
with the FFM.

The User Interface Integration would involve secure transfer of the consumer to the
FFM and back to the Issuer.

The consumer workflow would involve one transfer of the consumer to the FFM. The
transfer would be for the consumer to create an account (or login to a previously
created account) and fill out and submit an eligibility application.

Agents and Brokers would use the same workflow within the FFM as a consumer.
However, there would be additional steps for Agents and Brokers for registering a
consumer with the FFM or to associate with a consumer that is already registered with
the FFM.

The interactions from Web Brokers and Issuers will largely be similar and supported
by the same set of services exposed by the FFM. Variations in interactions will be
realized through appropriate composition and parameterization of the API calls.
Partner websites will use the FFM Household/Eligibility web service to retrieve
demographic and eligibility information on the applicants. The partner websites will
also use the FFM enrollment web service to submit requests for initial enrollment,
changes and disenrollments. The QHP shopping experience including plan
search/compare, rating and plan selection will be supported by the partner websites
using their own tools. HHS would provide Web Brokers a Public Use File (PUF)
including information of QHPs to use as part of the plan shopping experience on their
web sites.

For a consumer shopping directly on the partner website, the consumers will be
required to maintain two accounts (User ID and Password), one on the partner website
and the second on the FFM. Every time a consumer is transferred to the FFM, they
would need to sign-in with their FFE User ID and Password. For a consumer shopping
indirectly via a broker or agent, the consumer may have an FFM user ID and password
(if they previously registered with the FFM), but is not required to have FFM web
credentials.

The partner website will send the Information Exchange System ID (assigned by the
DSH during onboarding of the partner) as part of all requests to the FFM (Transfer to
the FFM as well as Web Service calls).
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11.

12.

13.

14.

15.

16.

17.

18.

The partner website will assign a unique Partner Assigned Consumer ID for each
consumer and send that as part of all requests to the FFM API. The FFM will in turn
assign an FFE Assigned Consumer ID and send to the partner website (along with the
Partner Assigned Consumer ID) when the consumer is transferred back to the partner
website.

The partner website will send the FFE Assigned Consumer ID in all web service
requests to the FFM.

For the direct enrollment interaction model, when the consumer completes the
eligibility workflow on the FFM website, the FFM will transfer the consumer back to
the return URL provided by the partner website as part of the transfer to the FFM. The
consumer will also be returned to the same URL in cases of exceptions such as failure
to create an account, failed Remote Identity Proofing (RIDP) or inability to provide
information required for eligibility determination. An exception code will be returned
to the partner website to indicate the type of exception.

For the lead generation interaction model, when the consumer completes the plan
shopping workflow on the FFM, the FFM will transfer the consumer back to the return
URL provided by the partner website as part of the transfer to the FFM.

FFM will send all notices relating to eligibility directly to the consumer.

If a verification issue results during the application process, the FFM will interact
directly with the consumer (notices/other forms of contact) to resolve the issue.

All consumer appeals will be handled by the FFM with the consumer directly
interacting with the FFM Appeals process.

The Direct Enrollment API will not support enrollments into catastrophic plans.
Consumers seeking to enroll one or more members of their household in a catastrophic
plan would need to enroll directly on the FFM.
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3. API Interaction Model

3.1. System Context

The FFM APIs for partner websites will support two types of interactions:

e Secure Transfer of Consumer to the FFM and Back - the consumer would be transferred to
the FFM website to complete the eligibility workflow and then returned to the partner
website

e Web Services - the partner website will invoke one or more web services exposed by the
FFM

Figure 2 - FFM API Consumer Interaction Model illustrates the interactions of the consumer
with the FFM and the partner website and also the interactions of the partner website with the
FFM through the DSH.

Figure 2 - FFM API Consumer Interaction Model
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The Secure Transfer interactions will occur directly between the FFM and the partner website.
The return URL would be sent by the partner website as part of the transfer request to the FFM
and will be used by the FFM to navigate the consumer back after they complete their tasks on the
FFM. The FFM will send any notifications related to eligibility determination directly to the
consumer via online notifications or mail. The partner website will be able to retrieve the
eligibility information by invoking an FFM Web Service.
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The web services interactions between the FFM and partner websites will be routed through the
Federal Data Services Hub (DSH). The FFM will manage the business process aspects of the
web services and expose coarse grained business services that can be consumed by partner
websites. The DSH will host the web services end points for all the FFM web services. The DSH
will manage Trading Partner Agreements including onboarding of these partners. The DSH will
also manage the security aspects of the web services.

All FFM web services will employ a standard Web Service Header that includes identifying
information for the transaction with a custom payload for each type of transaction supported. The
DSH will pass through the requests and responses by invoking the corresponding FFM services.
The DSH will perform minimal inspection/actions and focusing on the authentication, auditing
and monitoring functions of the interactions.

3.2. User Types Supported

The Direct Enrollment API and the Lead Generation Model are intended to support Consumers,
Agents and Brokers who shop for and enroll into QHPs through a partner website. Since the
interaction model includes Ul Integration these users need to be registered on both the FFM as
well as the partner website. This section describes the registration requirements for these users.

3.2.1. Consumers

3.2.1.1. Registration

This process applies to a consumer on the Individual Market trying to complete their plan
shopping and enrollment activities through a partner website.

On the FFM, consumers would be registered similar to any consumer that directly accesses the
FFM. The consumer would have to go through the CMS Enterprise Identity Management
(EIDM) workflow that includes Remote Identity Proofing (RIDP) and setup of a User ID and
password. Other requirements include setting up Security Questions (for Password Resets) as
well as Assister Authorization Questions (similar to security questions, except these will be used
to confirm the consumer’s authorization for an Agent or Broker to work on their behalf). The
same consumer credentials on the FFM apply regardless of whether the consumer accesses the
FFM directly or through a partner website.

Partner websites have the choice of registering new consumers before redirecting them to the
FFM or perform this function when they return from the FFM. With either model, duplicate data
entry by consumer can be minimized by using contact information captured by one system being
passed on to the other. Since, the partner website would be handling and presenting sensitive
personal information received from the FFM via web services, the partner website’s registration
process would need to comply with Security standards provided by CMS. More details on this
will be included in a future version of this document.

3.2.1.2. System Access and Workflow

Consumers registered with a partner website need to login to the partner website prior to
accessing information from the FFM, either via redirect or behind the scenes via web services.
Depending on the consumer’s application status, they may need to be redirected to the FFM or
continue on the partner website. If a consumer has not completed their application for eligibility
determination or has returned to report a change in circumstance, the consumer would be
redirected to the FFM to complete that process. In those situations, on reaching the FFM, the
consumer would need to login using their FFM credentials. In all other interactions, the
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consumer would stay entirely on the partner website. The partner website would obtain the
current eligibility status of the consumer’s household from the FFM using a web service call and
guide the consumer through the plan shopping or enrollment process on their website.

Consumers already registered with the FFM, directly or through a partner website, who try to
access the FFM through a different partner website would need to be redirected to the FFM and
Login with their FFM credentials to establish the link between their FFM application and their
partner website account. These consumers can be registered either prior to accessing the FFM or
after they return from the FFM. As part of establishing the link, the partner website and the FFM
would exchange their respective identifiers for the consumer (Partner Assigned Consumer ID
and FFE Assigned Consumer ID) to be used in all subsequent interactions.

3.2.2. Agents and Brokers

3.2.2.1. Registration

This process applies to Agents and Brokers supporting consumers in the Individual Market. A
pre-requisite for these users (based on current policy) is that they should be licensed Agents or
Brokers appointed by the Issuer with whom they are enrolling their customer. Users under this
category would need to register with the FFM and satisfy the requirements of NIST Level 3
authentication requirements. This process would include Remote Identity proofing, completion
of training and certification before the account is activated. These users will also need to be
registered by the partner website through which they access the FFM. As part of their
registration, the partner website would need to validate licensure and appointment information of
the agent or broker.

3.2.2.2. System Access and Workflow

Agents and Brokers will start at a partner website and be redirected to the FFM for completing
the application for eligibility determination for their consumer. On the FFM, they would land on
an Agent/Broker home page where they can look up their consumer, if they already exist on the
FFM or start a new application for the consumer for new FFM consumers. Depending on the
final security model, there may be a need for the Agents and Brokers to login to the FFM using
their FFM credentials when they are redirected to the FFM (final details will be provided in a
future version of the document). When an Agent of Broker tries to look up an existing FFM
consumer, they would need to provide responses (obtained from the consumer) to Assister
Authorization Questions for the FFM to validate that the Agent or Broker has the consumer’s
authorization to access their account. On successful authorization, the FFM will associate the
Agent or Broker with the consumer. Once the association is established the Agent/ Broker will
be able to access the consumers account till the consumer explicitly removes the association or
associates with a different Agent or Broker. For new FFM consumers, the Agent or Broker
would need to take the consumer through Remote Identity Proofing to establish the association.

Once an Agent or Broker has been associated with a consumer, they can register the consumer
with the FFM (if not already registered on the FFM) and complete their application for
eligibility. A key difference in this registration process from that of the consumer accessing the
Partner Website/FFM is that logon credentials would not be established for the consumer. In
such cases, the consumer will need to register with the FFM (if not already done) and the FFM
will associate their Logon credentials with the application created by the Agent or Broker.

The eligibility determination workflow for Agents and Brokers will be similar to that of
consumers. The Agent or Broker will be redirected back to the partner website when they
complete the eligibility determination process. On the partner website Agents and Brokers will
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use the shopping and enrollment tools of that website. The submission of enrollment transaction
to the FFM will be performed by the partner website using the FFM Enrollment Web Service.
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4. API Interaction Scenarios

Interactions between the partner website and the FFM will occur in a variety of business
scenarios related to the consumer’s situation with a corresponding list of steps/activities
performed at either end. The interactions may vary depending on the type of partner website
(Web Broker or Issuer) invoking the APL It is to be noted that the same set of FFM API will be
used in each of these scenarios. Details of FFM API supporting these interactions are included in

Crrntrnze & A DY FVeatonufienoo
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Table 1 lists various business scenarios in which the FFM API will be invoked by a partner
website. The sequence of steps/activities for each scenario is included in Appendix B - Key

Interaction Scenarios.

Table 1 - API Interaction Scenarios

Scenario Dcscn’ tion

Scenarto #Ia New FFM
Consumer: New FFM
consumer through partner
website for eligibility
determination

IEN Consumer and/or apphcants arc not enrolled in a QHP

Consumer starts shopping for health insurance at the partner website
and requests to enroll in a QHP (with or without financial assistance)

3. The partner website transfers the consumer to the FFM website for

eligibility determination

4. After completion of eligibility determination by the FFM, consumer

is transferred back to the partner website for comparing plans and
selecting/enrolling in a plan

5. On completion of plan selection, the partner website will call a FFM

web service to submit the enrollment request

Scenario #1b - New FFM
Consumer (Agent/Broker
Initiated Direct
Enrollment): New FFM
consumer through partner
website for eligibility
determination with
assistance of an agent/broker

1. Consumer and/or applicants may or may not be enrolled in a QHP

(the scenario example, steps through when the consumer and/or
applicants are not enrolled in a QHP)

2. Consumer starts shopping for health insurance at the partner website

via an agent/broker and requests to enroll in a QHP (with or without
financial assistance)

3. The partner website transfers the agent/broker to the FFM website for

eligibility determination of the consumer

4. After completion of eligibility determination by the FFM,

agent/broker is transferred back to the partner website for comparing
plans and selecting/enrolling in a plan

5. On completion of plan selection, the partner website will call a FFM

web service to submit the enrollment request
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Consumer and/or appliéml‘gs may or may not be enrolled in a QHP

Scenario #1c - New FFM (the scenario example, steps through when the consumer and/or
Consumer (Consumer applicants are not enrolled in a QHP)
initiated lead gencration): 2. Consumer starts shopping for health insurance at the partner website
New FFM consumer through and requests to enroll in a QHP (with or without financial assistance)
partner website for eligibility | 3. The partner website transfers the consumer to the FFM website for
determination (lead eligibility determination
generation) 4. After completion of eligibility determination by the FFM, FFM
guides the consumer through comparing plans and selecting/enrolling
in a plan (partner may have supplied a default filter for the plan
results)
5. On completion of plan selection, FFM processes the enrollment
selection and will transfer the consumer back to the partner website if
a return URL is supplied and if the consumer wishes to do so.
Scenario #2 - Returning 1. Consumer and/or applicants are not enrolled in a QHP
FFM Consumer: Existing 2. During a prior session consumer started shopping for health insurance
FFE consumer returning at the partner website and requested to enroll in a QHP. Consumer
through partner website for was transferred to the FFE for eligibility determination but did not
eligibility determination. complete the eligibility determination process. This process also
applies to consumers who started shopping at the FFE and decided to
go a partner website or those who started at one partner website and
subsequently moved to a different partner website.
3. Consumer is now returning to continue the application for eligibility
determination and shopping for health coverage
4. The partner website transfers the consumer to the FFE website for
eligibility determination
5. After completion of eligibility determination by the FFE, consumer is
transferred back to the partner website for comparing plans and
selecting/enrolling in a plan
6. On completion of plan selection, the partner website will call a FFE
web service to submit the enrollment request
1. Consumer and/or applicants are enrolled in a QHP on the exchange
Scenario #3 - Reporting 2. Consumer is now reporting changes such as:
Changes Impacting e Houschold income
Eligibility: Existing FFM ¢ Membership (add or remove members)
consumer returning through e Residency
partner website to report e Demographic information (for one or more members)
changes that impact 3. The change impacts their eligibility for financial assistance and may
eligibility also require/allow the consumer to change QHPs
Scenario #4 - Reporting 1. Consumer and/or applicants are enrolled in a QHP on the exchange
changes not impacting 2. Consumer is now reporting changes such as:
eligibility: Existing FFM e Houschold income
consumer returning through e Demographic information (for one or more members)
partner website to report e Residency
changes that do not impact 3. The change does not impact their eligibility for financial assistance

eligibility

and does not require/allow the consumer to change QHPs
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u Scenario Description ‘

1. Consumer and/or applicants are enrolled in a QHP on the exchange
through a previous interaction from the partner website

2. Consumer is now reporting changes to their household information

3. One or more members of the consumer’s houschold lose eligibility
for QHP or APTC/CSR due to one or more of the following and may
be subject to auto disenrollment unless the consumer takes action:

e Change in lawful presence status

Change in residency status

Change in incarceration status

Change in household income

Gained employer sponsored health coverage

Gained eligibility for other public assistance for health coverage

(Medicaid, CHIP, Medicare ¢tc.)

4. Consumer may choose to continue QHP enrollment for impacted
members without APTC/CSR or voluntarily terminate QHP
enrollment for them. The exception to this is loss of eligibility for
QHP, in which case the members impacted will always be disenrolled
by the FFM

Note: Disenrollment transactions can be performed only from a partner

website associated with the issuer of the QHP policy.

Scenario #6 - FFM Initiated

Disenrollment:
Disenrollment initiated by
FFM due to other events.

1. Consumer and/or applicants are enrolled in a QHP on the exchange
through a previous interaction from the partner website

2. FFM re-determines eligibility for APTC/CSR due to one of the
following
e  Expiry of period of reasonable opportunity to resolve a

verification issue
e Periodic data match

3. One or more members of the consumer’s houschold lose eligibility
for APTC/CSR due to one of the following and may be subject to
auto disenrollment unless the consumer takes action:

e Lost eligibility for APTC/CSR due to unresolved inconsistencies

e Lost eligibility based on new information obtained through
periodic data match

e Gained eligibility for other public assistance for health coverage
(Medicaid, CHIP, Medicare etc.)

4. Consumer may choose to continue QHP enrollment for impacted
members without APTC/CSR or voluntarily terminate QHP
enrollment for them.

Note: Disenrollment transactions can be performed only from a partner

website associated with the issuer of the QHP policy.

Scenario #7 - Voluntary
Disenrollment by
Consumer: Voluntary
Disenrollment by FFM
consumer through partner
website

1. Consumer and/or applicants are enrolled in a QHP on the exchange
through a previous interaction from the partner website

2. Consumer is voluntarily disenrolling from the QHP.

Note: Disenrollment transactions can be performed only from a partner

website associated with the issuer of the QHP policy.
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5. API Interfaces

This section provides a list of all Interfaces supported by the FFM API to facilitate consumer
interactions through partner websites.

Section 5.1- List of API Interfaces - UI Integration lists the Interfaces supported by the FFM
API to support the secure transfer of a consumer to the FFM website and back to the partner
website. The information structure (data elements) for the request and response for each of these
interfaces is included in Section 6.3 - UI Integration Specification. The Ul integration interfaces
will be utilized by partner websites implementing the Direct Enrollment API as well as those
implementing the Lead Generation Model.

Section 5.2 - List of Interfaces - Web Services lists the web services exposed by the FFM API to
the partner website to support plan shopping, selection and submission of enrollment
information. The information structure (data elements) for the request and response for each of
these web services is included in Section 7.3 - Web Service Specifications. The Web Services
interfaces are applicable to partner websites using the Direct Enrollment API only.

5.1. List of API Interfaces - Ul Integration

Table 2 provides a list of API interfaces for Ul integration.
Table 2 - List of API Interfaces

HTTP.WB.FFE.01 | Transfer Consumer to | This interface will facilitate secure transfer of the
FFM consumer from the Partner Website to the FFM to
complete the application for eligibility or for reporting
changes in circumstances. This interaction will also
establish a link between the consumer’s accounts on the
Partner Website and the FFM.

HTTP.FFEWB.01 | Transfer Consumer This interface will facilitate secure transfer of the
back to Web consumer back to the Partner Website from the FFM.
Broker/Issuer The interface will be used in the following contexts:

e Completed Eligibility Application

e Voluntary return by consumer to partner website

e Return to partner website due to an exception

The FFM will transfer the consumer to a Return URL
provided by the partner website while transferring the
consumer to the FFM.,

5.2. List of Interfaces - Web Services

Table 3 provides a list of APl interfaces for web services.
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Table 3 - List of API Interfaces

Fetch Hbusehz)ld/
Eligibility Details

Returns détaﬂs of all apphéants in the householdﬁ

requesting coverage along with their eligibility for

financial assistance. Information returned will include:

e Houschold contact information

e List of household members that are applicants and
their demographic/ eligibility information. Eligibility
information would include details on the members
cligibility for Medicaid, CHIP, Premium Tax Credits
and CSR

e Enrollment information for the household.

WS.WB FFE.02

Submit Enrollment/
Change/ Disenrollment
Transaction

Process a new enrollment, an enrollment change or
termination/cancellation of an enrollment. This service
will accept and process the submitted request. Processed
requests will be transmitted to the Issuer as x12-834
enrollment transactions.
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6. User Interface Integration

6.1. Overview

As described in earlier sections, the Partner Websites will need to redirect the end-user
(consumer or agent/broker) securely to the FFM Website to conduct eligibility determination. At
the end of the eligibility determination, the end-user will be redirected back to the Partner Site
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This section and following subsections describe in detail how the following two transfers will be
conducted:

e HTTP WB.FFE.O1 - Secure Inbound Redirect from Partner Website to FFM
e HTTP FFE WB.01 - Secure Outbound Redirect from FFM to Partner Website

Please note that several information parameters will be securely transferred between the Partner
site and FFM and vice versa using HTTP POST during each of the redirects. These narameters
are outlined in detail in sections 6.3.1.1 and 6.3.2.1 respectively. In additioni NotResp JTTP

information during these transfers. Further details on the security considerations and the NotResp
assertions are also provided in the sections below.

6.2. Technical Implementation

6.2.1. Connectivity Pre-requisites

Before any partner website can interact with the FFM, the partner website would need to
complete onboarding requirements with the Federal Data Services Hub (DSH). The companion
document titled “Federal Data Services Hub (DSH) - Requester Onboarding Summary
Document” outlines the protocol for interacting with the DSH including onboarding
requirements.

The partner website would also need to comply with security requirements governing access to
Federal Systems. This would include signing a Data Use Agreement with CMS to become an
official partner.

6.2.2. Secure Transfer of Consumer between FFM and Partner Sites

Based on the item # 1 in Section 2 - Key Considerations, a user coming to the Partner Website
needs to be transferred to the FFM website securely for eligibility determination purposes. Once
the user completes their function on the FFM website they would be securely transferred back to
the partner website.

To achieve this secure transfer, the following security considerations and corresponding
provisions are proposed to be put in place for inbound transfer to the FFM and outbound transfer
back to the partner website.

6.2.2.1. Securing Inbound Redirect from Partner Website to FFM
(HTTP.WB.FFE.01)

Table 4 provides an overview of the security considerations and provisions required to secure the
inbound http re-direct from Partner Website to FFM.
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Table 4 - HTTP.WB.FFE.01 Security Considerations

__ Security Provision
Leverage HTTPS protocol to
transfer the user from the
partner website to the FFM
website

FFM needs to authenticate and
validate that the secure transfer
request is coming from an
authorized partner website
FFM needs to securely receive
parameters from the partner
website related to the end-user
and their purpose (eligibility,
attestation, ctc.) and make sure
their integrity is not
compromised

The nartner website sends a
NotResp using

HTTP POST binding that
contains the Information
Exchange System ID issued to
them during the onboarding
process and a series of
attributes related to the user

partner and accepts the secure
inbound transfer.

More details on what the

NotResp Eshould

contain are included in section
6.3.1 below.

provides a standards
compliant way to authenticate
the partner website as well as
securely receive additional
attributes in an extensible
way. This is achieved by
validating the digital signature

of the! NotResp

6.2.2.2. Securing Outbound HTTP Redirect from FFM to Partner Site
(HTTP.FFE.WB.01)

Table S provides an overview of the security considerations and provisions required to secure the
inbound http re-direct from Partner Website to FFM.

Table S - HTTP.FFE.WB.01 Security Considerations

_ Security Provision

_ Additional Notes

Security Consideration
e Protect any data being
transferred from FFM Website
site to the Partner site -
specifically the FFM Assigned
Consumer to be used for
subsequent web service
requests

Leverage HTTPS protocol to
transfer the user from FFM
site to the Partner Site

On completion of application
submission or another event
necessitating return of the
consumer to the partner
website, FFM will re-direct
the consumer to a Return URL
for the Partner Website that
was sent to the FFM as part of
transferring the consumer to
the FFM.

The Return URL will be
included in the transfer to the
FFM from the partner
website.
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e The Partner site needs to
validate that the http redirect is
coming from the FFM website

e FFM needs to securely deliver
parameters to the Partner site
and make sure that the integrity
is not compromised

bly Facilitated Marketplace (FFM)

Obtained via FOIA by Judicial Watch, Inc.

rovisio
NotResp

| NotResp iysing the HTTP
POST binding that contains
the FFE Assigned Consumer
ID that the Partner site can use
for subsequent web service
access

o_The Partner site validates the

: NotResp 5 from FFM

"“and accepts the hitp redirect.

FFM sends &

e More details on what the
E NotResp :;hould
““Contain are listed i section

6.3.2 below.
o | NotResp JTTP post binding
provides a standards
compliant way to authenticate
FFM as well as securely
receive additional attributes in

an extensible way.

6.2.3. Web Services Interaction between Partner Site and FFM

Please refer to the companion document “Federal Data Services Hub (DSH) - Requester
Onboarding Summary Document” for information on web services interactions with the FFM.
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Federally Facilitated Marketplace (FFM)
6.3. Ul Integration Specification

6.3.1. Transfer User from Partner Website to FFM (HTTP.WB.FFE.(01)

This secure transfer interface will transfer the user (the consumer or the agent/broker) from the Partner Website to the FFM for
account creation and eligibility determination. This will establish a link between the consumer’s accounts on the Partner Website and
the FFM. The same transfer mechanism will be used by Partner websites using the Direct Enrollment API as well as those using the
Lead Generation model. The transfers for the lead generation model will require additional fields listed in the table below to apply
appropriate filters for the consumer.

6.3.1.1. Transfer User from Partner Website to FFM (HTTP.WB.FFE.01) - Request

Table 6 provides the data elements for the request from a partner website to transfer a user to the FFM.

Table 6 - Transfer User from Partner Website to FFM - Request

Response
NotResp Response format R String
NotResp
statusCode format R String
NotResp NotResp
Contains Success or Failure
| NotResp |
Core
Attributes
R This should be the Information String
NotResp Exchange System ID issued to the
partner website during the Data
: Services Hub onboarding process
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ﬂoaoﬁm:% Facilitated zm%o%_moo QLJE/\C

i NotResp m:v_mo%osm:a_mﬁo:

_H<Ho~ od

ds:Signature R

String

NotResp

NotResp

SAML Extended Attributes

Consumer
Identifiers

State Exchange Code R

Code indicating the specific state
instance of the FFM on which the
consumer will submit the application/
changes.

2 Character ma:o >c¢8<5ao=

String

Partner Assigned Consumer ID R

Website for the consumer mOa
interactions with the FFM.

String

FFE Assigned Consumer ID C

Unique Identifier assigned by the FFM
for the consumer’s eligibility
determination interaction with the
FFM. Required to indicate a returning
user.

String NotResp

Transfer
Informatio
n

User Type R

Type of the user logged on to the
partner website

Consumer

Partner Call Center Rep

Agent

Broker

String
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FFE User ID

User ID of the current user on the
FFM. Only applicable when User Type
is Partner Call Center Rep, Agent or
Broker.

Transfer Type

Direct Enrollment or Lead Generation

Direct Enrollment - the FFM will
redirect the user back to the Partner
website after the eligibility
determination to continue plan
shopping on the Partner website.

Lead Generation - the FFM will
redirect the user back to the Partner
website after plan shopping/
enrollment.

Obtained via FOIA by Judicial Watch, Inc.

Return URL

Partner Website URL to which the
current user will be securely
transferred back after their interaction
with the FFM.

Required for Transfer Type of direct
enrollment, optional for lead
generation.

Keep Alive URL

Partner Website URL which the FFM
will periodically ping to prevent the
current user’s session on the partner
website from expiring.

NotResp

Lead
Generation

Additional attributes to facilitate plan
shopping and enrollment submission in
the lead generation process model
where the applicant will remain on the
FFM for plan shopping.
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NPN

National Producer Number to be
associated with any enrollments
submitted as part of the current transfer
session.

Optional if Transfer Type 1s Lead
Generation.

Not applicable for direct enrollment
since the NPN to be submitted with the
enrollment transaction will be passed
as part of the enrollment submission to
FFM via the web service.

Number

Plan Results Filter

A list of up to 10 Issuer/ QHP IDs for
the FFM to filter plan results by. The
IDs will need to be specified as a
comma separated list.

Note: The consumer will still have the
ability to reset the filter if they wish
view all plans available on the FFM.

String

Contact Information (Optional. Applicable only

for New Consumer)

Obtained via FOIA by Judicial Watch, Inc.

Contact
Name

Optional contact name information
collected by the partner that can be
used to pre-populate the registration
form for a new consumer.

First Name

First name of the contact person

String

Middle Name

Middle name of the contact person

String

Last Name

Last name of the contact person

String

Suffix Name

QIO OO

Suffix of the contact person:
Jr.

Sr.

1

11

v

String

NotResp
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Person
Address

by the partner that can be used to pre-
populate the registration form for a
New consumer.

Otno:& ma&mmmm:wonsmnos oo:.womoa.”,

Street Name 1

Street address

String

Street Name 2

Apt/suite/etc. number

String

City Name

Name of City

String

State

State Code

String

QOO0

Zip Code

Zip Code

String

Demograp
hic
Informatio
n

Optional demographic information
collected by the partner that can be
used to pre-populate the registration
form for a new consumer.

SSN 0]

Social Security Number of the contact
person.

Must be 9 digits, numeric. First digit
cannot be 0. First three digits cannot
be between 900 and 999. All digits
may not be the same. 4th and 5th and
last 4 digits cannot be zeroes.

String

Birth Date 0

Date of Birth of contact person

Must be a valid date, year must be >
1912 and <= current year. Entered in
YYYY-MM-DD format. Cannot be
greater than current date.

Date

Email Address 6]

Email address of the contact person.

String

Phone Number 0

Primary phone number of the contact
person.

String

Sample — NotResp : Prgtocol Responses

For the sample, User Type is Consumer and Transfer Type is Direct Enrollment.

NotResp
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Federallv Facilitated Marketnlace (FFM)

NotResp

W T
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Federallv Facilitated_Marketnlace (FEND

NotResp
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Federally Facilitated Marketplace (FFM)

NotResp
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Federallv Facilitated Marketolace (FFM)

NotResp

6.3.1.2. Response

If the NotResp is invalid, then an error message will be displayed to the user.

For Consumers, if the! NotResp is valid, the user will be displayed the FFM Registration/Login Page. If the user has previously
registered with the FFM, the user can login and they will be directed to last step in the eligibility application they were at during their
prior interaction with the FFM. If they had previously completed the eligibility determination process, they will be taken to their My
Account page. If the Consumer is new to the FFM, the Consumer can register with FFM to begin the application process.
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Federally Facilitated Marketplace (FFM)

For agents and brokers, if the NotResp iis valid then the user will be displayed the FFM Login Page to login using their FFM
credentials. Once logged in, the agent/broker will be directed to the Agent/Broker landing page to begin registration of the consumer
with the FFM and to establish the consumer’s consent to work on their behalf. If the agent/broker is returning to assist a consumer
already associated with the, the partner website will pass the FFE Assigned Consumer ID as part of the transfer. This would allow the
agent/broker to skip the consumer registration step since the FFM would be able to validate that the agent/broker is associated with the
consumer.
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! NotResp Protocol

Federally Facilitated Marketplace (FFM)

6.3.2. Transfer User Back to Partner Website (HTTP.FFE.WB.01)

This HTTP redirect interface will transfer the user (the consumer or the agent/broker) from the FFM to the partner website after
completion of the eligibility determination process. This interface will also be_used in other situations such as on the user’s intent to

return or exceptions such as failure to create an FFM account due to failure i NotResp : The FFM will transfer the user to the Return
URL provided by the partner website while transferring the user to the FFM. The same transfer mechanism will be used for users
returning as part of the Direct Enrollment API as well as the Lead Generation Model. The difference between the transfers under these
two models is that under the Direct Enrollment API, the consumer will be transferred back after eligibility determination, whereas in

the case of Lead Generation, the consumer will be transferred back after they complete plan shopping/ enrollment.

6.3.2.1. Transfer User Back to Partner Website (HTTP.FFE.WB.01) - Request

Table 7 provides the data elements for the FFM request to transfer a user back to the partner website.

Table 7 - Transfer User Back to Partner Website - Request

Response

| NotResp Response R String

fOTimal

NotResp

R String

Contains Success or Failure
NotResp i("ppe
Attributes
R FFM String NotResp
NotResp
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NotResp i
SubjectConfirmation
Method
ds:Signature NotResp NotResp
Digital
Signatur
e
Partner/
Consumer
Identification
Information Exchange Unique Identifier assigned to the String
System ID Partner Website by the Federal Data
Services Hub as part of the on
boarding process for the partner
State Exchange Code Code indicating the specific state String
instance of the FFM on which the
consumer will submit the application/
changes.
2 Character State Abbreviation
followed by a digit. The last position
will always be ‘0. NotResp
Partner Assigned Unique Identifier assigned by Partner | String
Consumer ID Website for the consumer for
interacting with the FFM.
FFE Assigned Unique Identifier assigned by the String
Consumer ID FFM for the consumer’s eligibility
determination interaction.
Transfer
Information
User Tvpe Type of the user logged on to the String
partner website
e Consumer
e Partner Call Center Rep
e Agent
e Broker
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FFE User ID C User ID of the current user on the
FFM

Only applicable when User Type is
Partner Call Center Rep, Agent or
Broker.

Transfer Type R Type of Transfer to the FFM

e Completed Eligibility Application

e  Exception on eligibility
application

e User inttiated return

String

Exception Reason C Code indicating the type of exception

that occurred on the FFM.

e Consumer failed Identity
Proofing.

e Application in Pend Status.

e  Application not completed.

e System Unavailable. Retry later.

e Data Sources Unavailable. Retry
later.

Will be set when Transfer Type is

‘Exception on eligibility application’.

String

NotResp

Sample { “°***P | Protocol Responses

For Sample 1, User Type is consumer and Transfer Type is Completed Eligibility Application.

NotResp
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NotResp
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Federally Facilitated Marketplace (FFM)

NotResp
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Federallv Facilitated Marketnlace (FFM)

NotResp
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Federally Facilitated Marketplace (FFM)
For Sample 2, User Type is consumer and Transfer Type is Exception on Eligibility Application.

NotResp
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Federally Facilitated Marketplace (FFM)

NotResp
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Federallv Facilitated Marketnlace (FEM)

NotResp

6.3.2.2. Response

None
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Federally Facilitated Marketplace (FFM)

7.  Web Services Integration

7.1. Overview

This section applies only to partner websites utilizing the Direct Enrollment APL The Direct
Enrollment API would include two web services exposed by the FFM:

e WS WB FFE.01] - Fetch Household/Eligibility Details
e WS . WB.FFE.O2 - Submit Enrollment/Change/Disenrollment Transaction

The “Fetch Household/Eligibility Details” web service would allow the partner website to query
the FFM and fetch information on the household and eligibility information for members of the
household. The response would also include current enrollment status of members in the
household and any Enrollment Periods available for members to enroll and change plans. This
information can be used by the partner website to tailor the plan shopping/ enrollment
maintenance experience of the consumer.

The Submit Enrollment/Change/Disenrollment web service would allow the partner website to
submit new enrollment and change transactions to the FFM for processing. The FFM will be the
system of record for QHP enrollments and all enrollment-related transactions need to be
processed on the FFM. The normal FFM enrollment workflow including sending x12-834
transactions to the Issuer would be executed when this web service is invoked.

7.2. Technical Implementation

The Web Services Interactions between Partner site and FFM will be brokered through the CMS
Data Services Hub. The web services interaction will need to include the FFE Assigned
Consumer ID that is 1ssued at the completion of eligibility determination by the user that was
transferred to the FFM website from the partner website.

All web services will be brokered through the CMS Data Services Hub and follow the same
messaging standards established by the Hub Please refer to the companion document “Federal
Data Services Hub (DSH) - Requester Onboarding Summary Document” for information on web
services interactions with the FFM.
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7.3. Web Service Specifications

This section of the document presents details on web services exposed by the FFM. The
following details are included for each web service

e Service Description: An overview of the service along with information on correct usage.

e Key Business Rules/Constraints: Business rules and constraints to be accounted for when
using the web service as part of the process orchestration on the partner website

e Request: Information model for the web service request. Includes a list of data elements
organized under structures of Segments and Data Element Groups. Information on the data
elements include a description in the given context, data type, length, and optionality. Data
Element Groups are a logical grouping of related data elements. A segment is collection of
Data Element Groups.

7.3.1. Fetch Household/ Eligibility Details (WS.WB.FFE.01)

7.3.1.1. Service Description

This FFM Web service s a query service that will return details of the consumer’s household
along with information on their eligibility for financial assistance. Information returned by this
service will include:

e Contact Person Information: The contact person on the eligibility application (also referred to

as the application filer) will be the same individual referred to as the consumer in the direct
enrollment context. The web service will return the Name, Address, Birth Date, Telephone
and contact preferences for the contact person.

e Applicant Information: An applicant is a member of the household listed on the application
that is seeking health insurance coverage. There could be one or more applicants on the
eligibility application and the web service will return information relating each of those
applicants. The Applicant Information returned will include:

- Identifying Information
- Name, Address, and demographic information
- Relationship to other applicants in the household

- Eligibility Information: Information on eligibility for QHP with or without APTC/CSR,
eligibility for Medicaid and CHIP. Eligibility Information will be included for the prior six
months and any period in the future. Changes in eligibility will be communicated via
distinct snapshots of eligibility details for the applicant over the prior six months onward.

- Eligibility for Enrollment Periods: Details on whether the applicant is currently eligible for
an Initial/Annual Enrollment Period and/or a Special Enrollment Period. The start and end
dates associated with the enrollment periods will also be included.

- Enrollment Information: Provides enrollment history over the prior six months and any
periods in the future. Enrollment history will be organized as enrollment groups (Issuer
Policy) and a list of members included in the enrollment group/policy.

» Information on an enrollment group will include an Issuer ID, Assigned QHP ID, Issuer
Policy Number, FFE Assigned Policy Number and Start and End dates of the policy.
Please note that the Issuer Policy Number, Issuer ID and Plan ID will not be included if a
consumer were to shop through a partner’s website where the partner is not associated
with the Issuer of the policy.
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« Information on members of the enrollment group will include

-~ Identifying Information - FFE Assigned Applicant ID (a unique ID for a household
member within the application), Issuer Assigned Member ID, FFE Assigned Member
ID (a unique ID for the member within the context of that specific Issuer)

- Subscriber information/relationship to subscriber

- Start and end date of the member on the enrollment group including information on
enrollment period used

- Smoking status

- Information on any pending auto disenrollments

7.3.1.2. Key Business Rules/ Constraints (TBD)

e Partner Assigned Consumer ID - This is a unique ID assigned by the Partner to the consumer
which the FFM will pass back to the Partner when responding to requests from the Partner.
The FFM expects the Partner to enforce uniqueness on this ID so FFM will not be enforcing
uniqueness of the ID within FFM.

which subsequently become the primary identifier for the partner to use in retrlevmg the
consumer’s information. The FFE Assigned Consumer is only unique within the context of
the given partner within a given exchange.

e Enrollment History - The exchange will only provide the full enrollment history details for
enrollment in QHPs where the partner is affiliated with the Issuer of the QHP. For enrollment
history of other QHPs where the partner is not affiliated with the QHP’s Issuer, the exchange
will only provide information regarding the covered timeframe.
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Federally Facilitated Marketplace (FFM)

7.3.1.3.

Fetch Household/ Eligibility Details (WS.WB.FFE.01) - Request

Table 8 provides the data elements for the partner’s request to retrieve current eligibility, eligibility history and enrollment history for

members of the consumer’s household.

Table 8 - Fetch Household/ Eligibility Details - Request

artner/
Consumer
Info

Information Exchange System | R
ID

Unique Identifier assigned to the
Partner Website by the Federal Data
Services Hub as part of the onboarding
process for the partner

String

User Type R

Type of the user logged on to the
partner website

e Consumer

e Partner Call Center Rep

e Agent

e Broker

String

NotResp —|

State Exchange Code R

Code indicating the specific state
instance of the FFM on which
eligibility was determined.

2 Character State Abbreviation
followed by a digit. The last position
will always be ‘0.

String

Partner Assigned Consumer ID | R

Unique Identifier assigned by Partner
Website for the consumer for
interacting with the FFM.

String

FFE Assigned Consumer 1D R

Unique Identifier assigned by the FFM
for the consumer’s eligibility
determination interaction.

String
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Federally Facilitated zm%o%_moo QLJE/\C

Partner’s assertion on the identity of

Identity the user on behalf of whom the web
Assertion service call is made.
Required when User is an Agent or a
Broker. |
FFE User ID C User ID of the user accessing FFM. String

Only applicable when User Type is
Partner Call Center Rep, Agent or
Broker.

First Name R First name of the user accessing the String
FFM
Middle Name 0 Middle name of user accessing the String
FFM
Last Name R Last name of the user accessing the String
FFM

NotResp

7.3.1.4. Fetch Household/Eligibility Details (WS.WB.FFE.01) - Response
Table 9 provides data elements for the Fetch Household/Eligibility Details response.

Table 9 - Fetch Household/Eligibility Details - Response

Partner/
Consumer Info
Information Exchange | R Unique Identifier assigned to the String NotResp
System ID Partner Website by the Federal Data
Services Hub as part of the
onboarding process for the partner
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ﬂoaoﬁm:% Facilitated zm%o%_moo (FFM)
inr c&%oi\m_ _a |

State Exchange Code Code indicating the specific state
instance of the FFM on which
eligibility was determined.
2 Character State Abbreviation
followed by a digit. The last position
will always be “0’. |
Partner Assigned R Unique Identifier assigned by Partner | String
Consumer ID Website for the consumer for
interacting with the FFM. |
FFE Assigned R Unique Identifier assigned by the String
Consumer ID FFM for the consumer’s eligibility
determination interaction with the
given partner. |
Contact Person Information
Contact Person
Name 1
First Name R First name of the contact person String NotResp |
Middle Name 0 Middle name of the contact person String
Last Name R Last name of the contact person String
Suffix Name 0 Suffix of the contact person: String
e Jr.
e Sr.
o II
o [II
o [V |
Contact Person May include Home address and
Address Mailing Address, if different. Home
address will be included by default. If
the contact person does not have a
fixed address, only Mailing address
will be included. 3
Address Type Name R Name of Address Type String
Home
Mailing
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Hmﬁ@om ZWSE 1

Street address

person. Will be used as the primary
email for notifications.

R
Street Name 2 0 Apt/suite/etc. number
City Name R Name of City
State R State Code
Zip Code R Zip Code
Contact Person Demographic information for the
Demographic contact person on the application.
Information
SSN 0 Social Security Number of the contact | String
person.
Birth Date R Date of Birth of the contact person. Date
Telephone Telephone numbers of the contact
Number Group person.
May be multiple instances of
Telephone Number Group
Telephone Priority R Indicates if the phone number is String
Type preferred or secondary
e Preferred
e Secondary
Phone Number R Phone Number to reach the contact. String
No alpha or symbols allowed.
Telephone Type Name | R Type of phone to be used for contact: | String
e Home
e Mobile
e Work
e Friend
e Emplover
Extension 0O Extension of the telephone number. Integer
Numeric up to 6 digits
Email O Email address provided by the contact | String

NotResp
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Federally Facilitated Marketplace (FFM)
Feich Household/Elig

Preferences for the household contact,
including language preferences and
contact preferences
Contact Method Type R Method the application filer would String
like to receive notices and
notifications:
e US Mail
e Electronic with Text Notification
e Electronic with Email
Notification
Notification Cell Phone | C, required if Cell phone number used to receive String
Contact Method text notifications
Type = Text No alpha or symbols allowed
Notification Email C, required if Email address used to receive String NotResp
Address Contact Method electronic notifications
Type = Email Must contain “@~, may not contain
spaces or start/end with a hyphen or
contain two hyphens together.
Cannot exceed po. tharacters.
Spoken Language R Single selection of preferred spoken String
language:
e English
Spanish
Vietnamese
Tagalog
Russian
Portuguese
Other

Preferences
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ﬂoaoﬁm:% Facilitated zm%o%_moo (FFM)
inr c&%oi\m_ _a |

Written Language Single-selection of preferred written
language:
e English
e Spanish
e Vietnamese
e Tagalog
e Russian
e Portuguese
e Other
Application Type
Requesting Financial R True - Applicants are seeking Boolean
Assistance financial Assistance
False ~ Applicants are not seeking
financial assistance
Applicant Information (Will repeat for each applicant, i.e., household member who is seeking health insurance coverage. Household members on
the application not secking health insurance coverage will not be included.)
Applicant
Identity
FFE Assigned R Unique identifier for the applicant Integer
Applicant ID within the household. Only unique for
that application, not a generally
unique ID across the system.
Assigned by the FFM.
SSN 0] Social security number of Applicant. | String NotResp
No Dashes.
Applicant Name Name of the applicant
First Name R First name of the Applicant String
Middle Name 0 Middle name of the Applicant String
Last Name R Last name of the Applicant String
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Suffix Name
o Jr
e Sr.
e I
o I
o |V
Applicant Demographic information of
Demographic applicant
Info
Birth Date Date of birth of the Applicant. Date
yyyy-mm-dd
Must be a valid date, year must be >
1912 and <= current year. Entered in
YYYY-MM-DD format. Cannot be NotResp
greater than current date.
Sex Name Name of person’s sex: String
- Male
- Female
Marital Status Marital Status of the applicant String
Y - Married
N - Single
Student Status Student Status of the Applicant String
Y - Full Time Student
N - Not a Student
Applicant May include multiple addresses, if
Address different. Home address will be
included by default. If the applicant
does not have a fixed address, only
Mailing address will be included.
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Name of Address Aﬁvﬁo ?EEWF may

apply to a single address)
Home

Mailing

Residency
Temporary

Intend to Reside

Street Name 1

Street address of the address.
PO Box is not permitted if address
tvpe is Home.

Required if not intend to reside
address

String

Street Name 2

Apt/suite/etc. number of the address.

String

City

City of the address.

String

State

State Code (abbreviation) of the
address.

String

Zip Code

Zip Code of the address.

String

County Name

Name of County using standard FIPS
name.

Will be included if Zip Code spans
multiple counties.

String

County Code

County Code
Will be included if Zip Code spans
multiple counties.

String

NotResp

{ STYLEREF

"Doc Name" \* MERGEFORMAT } Version 1.3/May 10, 2013

{ PAGE \* Arabic \* MERGEFORMAT }

CMS002105



Obtained via FOIA by Judicial Watch, Inc.

| \A.E&R.E:
Eligibility

H.”H:moi:mnoc on %o Q_uo wm mom:roma

coverage that the applicant is eligible
for. This will include information on
eligibility for Medicaid, CHIP, or

QHP with or without APTC and CSR.

There may be multiple instances of
this information to provide snapshots
of the applicant’s eligibility over a
period of time. The cligibility
snapshots will reflect changes in the
applicant’s eligibility over the prior
six months and the future.

Eligibility Change
Effective Date

Snapshot date or the Date on which
there was a change to the applicant’s
cligibility for health insurance
coverage.

Date

Medicaid Eligibility
Indicator

Indicator for whether the applicant is
eligible for Medicaid

N - The applicant is not eligible for
Medicaid

Y - The applicant is eligible for
Medicaid

String

Medicaid Eligibility
Start Date

Start Date for eligibility for Medicaid.

Will be included if Medicaid
Eligibility Indicatoris ‘Y’

Date

Medicaid Eligibility
End Date

End Date for eligibility for Medicaid.
Will be mcluded, if available and
Medicaid Eligibility Indicator is ‘Y.

Date

CHIP Eligibility
Indicator

Indicator for whether the applicant is
eligible for CHIP

N - The applicant is not eligible for
CHIP

Y - The applicant is eligible for CHIP

String

NotResp
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ﬂoaoﬁm:% Facilitated zm%o%_moo QLJE/\C

CHIP Eligibility Start C Start Date for eligibility for CHIP. Date
Date Will be included if CHIP Eligibility
Indicatoris “Y’.
CHIP Eligibility End C End Date for eligibility for CHIP. Date
Date Will be included, if available and
CHIP Eligibility Indicator is “Y".
QHP Eligibility R Indicator for whether the applicant is | String
Indicator cligible for QHP
N - The applicant is not eligible for
QHP
Y - The applicant is eligible for QHP
QHP Eligibility Start C Start Date for eligibility for QHP. Date
Date Will be included if QHP Eligibility
Indicatoris Y.
QHP Eligibility End C End Date for eligibility for QHP. Date
Date Will be included, if available and
QHP Eligibility Indicatoris ‘Y’.
APTC Eligibility R Indicator for whether the applicant is | String
Indicator cligible for APTC
N - The applicant is not eligible for
APTC
Y - The applicant is eligible for
APTC
APTC Eligibility Start | C Start Date for eligibility for APTC. Date
Date Will be included if APTC Eligibility
Indicatoris Y".
APTC Eligibility End C End Date for eligibility for APTC. Date
Date Will be included, if available and
APTC Eligibility Indicator is Y.
Monthly APTC C Prorated Maximum APTC Amount Amount
Amount for the applicant. Will be included if
APTC Eligibility Indicator is ‘Y.

NotResp
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ﬂoaoﬁm:% Facilitated zm%o%_moo (FFM)
inr c&%oi\m_ _a |

OmW W:m:&:@ R H.”H:mwomﬁg for ET@EQ .wro applicant is

Indicator eligible for CSR

“N” - The applicant is not eligible for

CSR

“Y” - The applicant is eligible for

CSR -
CSR Eligibility Start C Start Date for eligibility for CSR. Date
Date Will be included if CSR Eligibility

Indicatoris “Y’. |
CSR Eligibility End C End Date for eligibility for CSR. Date
Date Will be included if available and if

CSR Eligibility Indicatoris “Y’. ]
CSR Level C CSR Level applicable to the String

applicant. NotResp

Will be included if CSR Eligibility
Indicatoris Y’.

02 - Open to Members of Federally
Recognized Tribes below 300%FPL
03 - Open to Members of Federally
Recognized Tribes above 300%FPL
04 - 73% AV Level Silver Plan CSR
05 - 87% AV Level Silver Plan CSR
06 - 94% AV Level Silver Plan CSR

QHP Eligibility Status | C Indicator for any changes in QHP String
Change Eligibility status since the prior

eligibility snapshot.

e No Change

e New Applicant for QHP

e QGained Eligibility for QHP
e Lost Eligibility for QHP
Will be included after initial
eligibility is determined for
subsequent eligibility changes.
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Federally Facilitated Marketplace (

»LU‘HO mw_m_d___ﬁ%
Change

FFM)

etch Household/Eligibili

Status

Indicator for any o_wwbm@m in APTC

Eligibility status since the prior
eligibility snapshot.

e No Change

e Gained Eligibility for APTC
Lost Eligibility for APTC

e Change in APTC Amount
Will be included after initial
eligibility is determined for
subsequent eligibility changes .

Change

CSR Eligibility Status

Indicator for any changes in APTC
Eligibility status since the prior
eligibility snapshot.

e No Change

e Gained Eligibility for CSR
Lost Eligibility for CSR

e Change in CSR Level

Will be included after initial
eligibility is determined for
subsequent eligibility changes.

String

NotResp

Enrollment
Period

Indicator

IEP/AEP Eligibility

Indicator for whether the applicant is
eligible for an Initial Enrollment
Period (IEP) or Annual Enrollment
Period (AEP).

Y - Eligible for IEP/AEP

N - Not Eligible for IEP/AEP

Boolean
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IEP/AEP Type

.ﬂg&owﬁg for Ewﬁ,viwﬂrom ﬁro

enrollment period is an IEP or an
AEP.

I -Inttial Enrollment Period

A -Annual Enrollment Period
Will be included if “IEP/AEP
Eligibility Indicator” is “Y".

IEP/AEP Start Date

Date from which IEP/AEP is
available.

Will be included if “IEP/AEP
Eligibility Indicator” is “Y’.

Date

IEP/AEP End Date

Date until which IEP/AEP is
available.

yyyy-mm-dd.

Will be included if “IEP/AEP
Eligibility Indicator” is ‘Y.

Date

IEP/AEP Earliest QHP
Effective Date

Earliest date the applicant’s
enrollment in a QHP can become
effective.

yyyy-mm-dd.

Will be included if “IEP/AEP
Eligibility Indicator” is ‘Y.

Date

IEP/AEP Latest QHP
Effective Date

Latest date the applicant’s enrollment
in a QHP can become effective.
yyyy-mm-dd.

Will be included if “IEP/AEP
Eligibility Indicator” is “Y".

Date

SEP Eligibility
Indicator

Indicates whether the applicant is
eligible for a Special Enrollment
Period.

Y - Eligible for SEP

N - Not eligible for SEP

String

NotResp
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Reason why SEP was granted.

See Appendix A.2 SEP Reason Code
for alist of SEP reasons.

Will be included if “SEP Eligibility
Indicator” is Y.

SEP Start Date

Date from which SEP is available.
yyyy-mm-dd.

Will be included if “SEP Eligibility
Indicator” is Y.

Date

SEP End Date

Date until which the SEP is available.
yyyy-mm-dd.

Will be included if “SEP Eligibility
Indicator” 1s “Y".

Date

SEP Earliest QHP
Effective Date

Earliest date the applicant’s
enrollment in a QHP can become
effective.

yyyy-mm-dd.

Will be included if “SEP Eligibility
Indicator” is “Y’.

Date

SEP Latest QHP
Effective Date

Latest date the applicant’s enrollment
in a QHP can become effective.
yyyy-mm-dd.

Will be included if “SEP Eligibility
Indicator” is Y.

Date

NotResp

Relationship to Other Applicants (repeat for each applicant besides the currently selected applicant)

The FFE Assigned Applicant ID for each of the other household members in conjunction with a corresponding relationship code will communicate

the relationships between this applicant and the rest of the household. This information will be used by the partner website for composing

enrollment groups.

Relationship to
Other Applicants
Information |
FFE Assigned The FFE Assigned Applicant ID for Integer NotResp
Applicant ID another applicant within the
household
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ﬂoaoﬁm:% Facilitated zm%o%_moo (FFM)
inr c&%oi\m_ _a |

Wo_mﬁosm_:c to R 1:6 relationship om 90 household Wasm

m NotResp
Applicant (CMS is member to the applicant. See
continuing to work on Relationship Codes for the list of
final set of values for values.
this list)

Other Person Infermation (Will repeat for person on the application besides the application contact and the applicants whose names needs to be
provided to the partner for gathering APTC attestation. The other persons are persons who are tax filers and are not the application contact and are
not applicants [houschold members secking coverage])

Other Person
Name

First name of the other person String
Middle name of the other person String
Last name of the other person String NotResp
Suffix of the other person String
o Jr.
Sr.
I

1
v

First Name
Middle Name
Last Name
Suffix Name

O ® O~

Existing Enrollment Information
This existing policy information set of data elements will repeat to include information on all policies in the prior six months and any prospective

policies.
Enrollment Includes information on a group of
Group applicants enrolled in a health
Information insurance plan together. This
corresponds to a policy issued by an
Issuer under which one or more
application members are enrolled. -
FFE Assigned Policy R Unique ID assigned by the FFM for String NotResp
Number the policy. I
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Issuer Policy Number

H.”Gmﬁs_w ID mmmwmsom c% the Issuer for

the policy.

Will only be included if the partner is
associated with the Issuer of the
policy.

Start Date

Effective date on which coverage
commenced under the policy. In case
of a cancelled enrollment, this will be
the date on which the policy would
had commenced.

Date

End Date

Effective date on which coverage
under the policy ended.

Required when Enrollment Status is
Terminated.

Date

Enrollment Status

Status of the enrollment:
e Pending Effectuation
e (Cancelled

e Effectuated

e Terminated

String

Issuer ID

Issuer of the Policy.

Will only be included if the partner is
associated with the Issuer of the
policy.

String

Assigned QHP ID

Assigned QHP ID for the policy.
Will only be included if the partner is
associated with the Issuer of the
policy.

String

NotResp
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Premium
Information

1:6 details of the _un.womica

information for the enrollment group
for a time period within the
Enrollment Group Start Date and the
Enrollment Group End Date. There
may be multiple instances of
Premium information for an
enrollment group.

Will only be included if the partner is
associated with the Issuer of the
policy

Premium Start Date C

Date from which the premium
information is applicable.

Will only be included if the partner is
associated with the Issuer of the
policy

Date

Premium End Date O

Date till which the premium
information is applicable

Date

NotResp

Total Premium Amount | C

Total premium amount for the
enrollment group

Will only be included if the partner is
associated with the Issuer of the
policy

Amount

Maximum Enrollment C
Group Eligible APTC

For the enrollment group, the
maximum allowed APTC amount for
all applicants eligible to receive
APTC, as determined in eligibility.
Will only be included if the partner is
associated with the Issuer of the
policy

Amount
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APTC Elected % C

H.”_uwwooa of the Bmxwdma APTC

elected by the consumer to apply
towards premium costs.

Will not be sent if the % is not the
same for all individuals or if this is
not applicable because the applicants
were not secking financial assistance.

Double

APTC Applied Amount | C

Total amount of APTC clected by the
consumer for the enrollment group.
Will not be sent if APTC is not
applicable (i.e., no financial
assistance application)

Will only be included if the partner is
associated with the Issuer of the
policy

Amount

Total Individual C
Responsibility Amount

Net premium amount (after applying
the APTC amount elected) that will
be paid by the consumer.

Will only be included if the partner is
associated with the Issuer of the
policy

Amount

Member
Information

Information on a household member
included in the policy. This group of
information will repeat for each
member in the policy. It is to be noted
that members may be added or
removed from a policy at different
points in time within the start and end
dates of the policy.
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Eum %mmwmswa

Applicant ID

.,Gmﬁs_w identifier for an applicant

member within the household
corresponding to the member of the
policy. Only unique for that
application, not a generally unique ID
across the system. Assigned by the
FFM.

[ Inte ger

Start Date

Date on which coverage started for

this household member on this policy.

Date

End Date

Date on which coverage ended for

this household member on this policy.

Date

FFE Assigned Member
ID

Unique ID assigned to each member
enrolled with an Issuer. This ID is
unique for an individual within the
context of an Issuer.

Will only be included if the partner is
associated with the Issuer of the
policy.

String

Issuer Assigned
Member ID

Unique ID assigned by the Issuer of
the policy for the member.

Will only be included if the partner is
associated with the Issuer of the
policy

String

Subscriber Indicator

Y -Yes
N -No

String

Relationship to
Subscriber

Code indicating the relationship of
this member to the subscriber.

See Appendix A.1 Relationship
Codes for list of valid values.

String

Tobacco Use Indicator

Indicator to whether the member
currently uses Tobacco products or
has used Tobacco products in the
past.

N - Not a Tobacco user

Y - Yes, a Tobacco user

Boolean

NotResp
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ﬂoaoﬁm:% Facilitated zm%o%_moo (FFM)
inr c&%oi\m_ _a |

—Lmﬁ mmﬁ of %o_umom,o

Use

Last date on which the applicant used

tobacco products. This will be
required when Tobacco Use Indicator
is ‘Y.

) Uwﬁo

Enrollment Period
Type

Indicator for Enrollment Period Type
used for the enrollment

I - Initial Enrollment Period

A- Annual Enrollment Period

S - Special Enrollment Period

String

Special Enrollment
Reason Code

Reason for Special Enrollment
Period.

Will be included “Enrollment Period
Type Indicator” is °S’.

See Appendix A.2 SEP Reason Code
for a list of values.

String

Cancelation/Terminatio
n Reason Code

Maintenance type code corresponding
to the reason for disenrollment.

See Appendix Maintenance Reason
Codes for a list of valid values.

Will be included when “Enrollment
Status™ is ‘Cancelled’ or
‘Terminated’.

String

Auto Disenrollment
Pending Indicator

Y -Yes
N -No

Boolean

Auto Disenrollment
Reason

Will be included when “Auto
Disenrollment Pending Indicator™ is
Y.

e Loss of APTC Eligibility due to
gaining Medicaid/CHIP
Eligibility

e [oss of Eligibility for APTC/CSR
due to other eligibility criteria
including Income and household
size

String

NotResp
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ﬂoaoﬁm:% Facilitated zm%o%_moo (FFM)
inr c&%oi\m_ _a |

V:.,Ho gmogo:&ﬁo:m C
Effective Date

First date on which health insurance

coverage will become unavailable
under this policy.

Will be included when “Auto
Disenrollment Pending Indicator™ is
Y.

Indi

Application Contact

cator

Auto Disenrollment C Date on which auto disenrollment will
Scheduled Date be processed.

Will be included when “Auto

Disenrollment Pending Indicator” is

Y.
Auto Disenrollment C Indicator to whether the application Boolean
Cancelled by contact has indicated their intent to

continue the enrollment without
APTC/CSR and hence cancelled the
auto disenrollment

e Y -Yes

¢ N-No

Will be included when “Auto
Disenrollment Pending Indicator” is
Y.

NotResp

Auto Disenrollment C
Cancelled Date

Date on which Application Filer
indicated their intent to continue the
enrollment without APTC/CSR.
Will be included when “Auto
Disenroliment Pending Indicator” is
Y’ and if response to “Auto
Disenrollment Cancelled by
Application Filer Indicator” is °Y’.
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Federally Facilitated Marketplace (FFM)
7.3.2. Submit Enrollment/Change/Disenroliment Transaction (WS.WB.FFE.02)

7.3.2.1. Service Description

This FFM web service will process an enrollment request from the partner website. The request could be a new enrollment or changes
to existing enrollments, including terminations/cancellations. The request may include information on one or more enrollment groups
for the given household. The FFM will validate the information in the request against information on the application (including
eligibility). FFM will also validate the premium computation, APTC applied and CSR Level prior to processing the enrollments. If
information on any of the enrollment groups fails validation checks the entire request will be rejected. Requests that pass all validation
checks will be processed by the FFM and enrollment details communicated to the Issuer via x12-834 transaction.

7.3.2.2. Key Business Rules/Constraints

The key business rules and constraints are:

e Applying APTC - As part of the Fetch Eligibility service, the Exchange will provide the maximum APTC that can be applied
based on their eligibility at an individual level. The APTC to be applied to the enrollment selection is then further adjusted as
follows:

e The partner will gather from the consumer a single percentage of the APTC to be used which then needs to be applied
to every applicant’s individual APTC amount. For example: Person A and Person B are applicants with individual
APTC amounts of $100 and $60 respectively. The consumer wants to only use 50% of the APTC. The individual
APTC amounts would be reduced for Person A and Person B to $50 and $30, respectively.

e Once the applicants are grouped into enrollment groups, the amount of APTC to be applied to the policy is the lesser of
either the summed individual APTC amounts after applying rule 1 above or the summed EHB portion of the premium
for the enrollment group. Continuing with the example above, if Person A and B enroll together in a plan where the
EHB portion of the premium is $90, the APTC applied to the policy will be $80 ($50 + $30). If instead the EHB
portion of the premium was $70, the APTC applied to the policy would be $70.

Obtained via FOIA by Judicial Watch, Inc.

e Obtaining APTC Attestation — As part of the Fetch Eligibility service, the FFM would have provided the names of the persons
who may be the tax filer since the tax filer(s) may be the application contact, applicants or other persons provided by FFM. The
partner will need to have the consumer select the tax filers from the persons provided and for each person the consumer selects as
a tax filer, provide an APTC attestation for the person. When the FFM receives the attestation information, the FFM will validate
that the persons which have attestations match the tax filers on the application. A change is planned for a future version to indicate
which persons are tax filers and allow partners to collect attestations for the specific people identified as tax filers.

e Assigning CSR level - If an enrollment group includes individuals that are eligible for different CSR Levels, the CSR level applied
to the enrollment group as a whole would be the least beneficial CSR level that a member in the enrollment group is eligible for.
The following is a list of CSR levels that could apply to various members of a household. More detailed information on
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Federally Facilitated Marketplace (FFM)
appropriate application of a CSR level for an enrollment group will be included in future versions of this document.

(Variant = 01) Individuals not eligible for CSRs

(Variant = 03) Individuals who are Indians enrolled in a QHP that are furnished an item or service directly by the
Indian Health Service, an Indian Tribe, Tribal Organization, or Urban Indian Organization or through referral under
contract health services shall have no cost-sharing imposed under the plan for such item or service.

(Variant = 04) Individuals who are expected to have a household income greater than 200 percent of FPL and less than
or equal to 250 percent of FPL for the benefit year.

(Variant = 05) Individuals who are expected to have a household income greater than 150 percent of the FPL and less
than or equal to 200 percent of the FPL for the benefit year and for which coverage is requested.

(Variant = 06) Individuals who are expected to have a household income greater than or equal to 100 percent of FPL
and less than or equal to 150 percent of FPL for the benefit year for which the coverage is requested, or an individual
who is eligible for APTC under the special rule for non-citizens who are lawfully present and who are ineligible for
Medicaid by reason of immigration status, that have a household income less than 100 percent of FPL for the benefit
year for which coverage 1s requested.

(Variant = 02) Individuals who are Indians that are eligible for CSRs under the general requirements and have a
household income that does not exceed 300 percent of FPL

Note: This rule does not preclude qualified individuals with different levels of eligibility for CSRs from enrolling in
separate policies to secure the highest CSRs for which they are respectively eligible.

e Applying Enrollment Periods

Rules surrounding Enrollment Periods will be included in a future version of this document.

e Submitting Initial Enrollments

While submitting Initial Enrollments, the request shall include information at the policy level as well as member level
information on all members to be included in the enrollment group.

If members to be included in an enrollment group are currently enrolled (either under a plan offered by an Issuer
associated with the partner website or otherwise), the request shall only include information on the new enrollment
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Federally Facilitated Marketplace (FFM)

group. As part of processing the enrollment request, the FFM will automatically terminate the coverage of the members

from their prior enrollment.

While processing an initial enrollment request, the FFM will validate that all members of the household determined
eligible for APTC will be enrolled after processing the request. This could include situations when all members of the
household are enrolling together (as part of one or more enrollment groups) or part of the household is changing plans,
either as an entire enrollment group or splitting or merging enrollment groups

e Enrollment/Policy changes

A partner website may help any consumer through submitting eligibility changes. However, a partner website may
allow enrollment/policy changes (change in membership as well as other changes to the policy) only if all enrollments
associated with the consumer’s application were submitted through the partner website. The FFM would address the
enrollment changes directly resulting from eligibility changes such as those resulting from periodic redeterminations.
While submitting changes to existing policies, the request will include information at the policy level and specific
members for whom the changes apply. If there are no member specific changes, member level information need not be
included.

e Situations involving Auto Disenrollment

When a partner is enrolling applicants that are switching from one QHP to another QHP, the partner will only submit
the enrollment for the new QHP and the Exchange will submit the cancelation/termination for the previously selected
QHP.

Partner may only submit consumer voluntary termination for enrollments in QHPs where the partner is affiliated with
the QHP’s Issuer.

When a partner submits a change for a consumer that results in applicants being auto-disenrolled due to eligibility
changes, the exchange will initiate the auto-disenrollment. The below situations detail when the exchange will initiate
auto-disenrollment:

e Applicant that is currently in a QHP gains Medicaid or CHIP eligibility which also means the person is no
longer eligible for APTC and CSR. The exchange will transfer the applicant to Medicaid or CHIP and set a
clock to terminate the applicant’s QHP coverage unless the consumer responds prior to the clock expiring to
keep the applicant in the QHP coverage without financial assistance.

e Applicant that loses QHP eligibility will be terminated from QHP per the termination date rules defined in CFR

155.430.

e Voluntary Disenrollments

Rules surrounding Voluntary disenrollments will be specified in a future version of this document.

e Premium, APTC and CSR
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Federally Facilitated Marketplace (FFM)

e The FFM will calculate the Premium amount for each enrollment group/policy, apply the applicable APTC amount and
compare with the information sent as part of the request. If the amounts do not match, the request will be rejected along
with the correct amounts. The same check applies to the CSR level for each enrollment group/policy.

7.3.2.3. Submit Enrollment/Change/Disenrollment Transaction (WS.WB.FFE.02) - Request

Table 10 provides the data elements to be included in a request to initiate enrollment, change enrollment or disenroll one or members
of the consumer’s household.

Table 10 - Submit Enrollment/Change/Disenrollment Transaction - Request

w,@.m_:;@nﬁﬁg

QEE:M.:@V‘

, Partner/ Consumer Identification

Information Exchange | R Unique Identifier assigned to the String
System ID Partner Website by the Federal Data

Services Hub as part of the

onboarding process for the partner |
User Type R Type of the user logged on to the String

partner website

e Consumer

e Partner Call Center Rep
¢ Agent

e Broker

State Exchange Code R Code indicating the specific state String NotResp
instance of the FFM on which
cligibility was determined.

2 Character State Abbreviation
followed by a digit. The last position
will always be ‘0.

Partner Assigned R Unique Identifier assigned by Partner | String
Consumer ID Website for the consumer for
interacting with the FFM. |
FFE Assigned R Unique Identifier assigned by the String
Consumer ID FFM for the consumer’s eligibility

determination interaction. , :
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User Identity
Assertion

M) _

Partner’s assertion on the identity of

the user on behalf of whom the web
service call is made.

Required when User is an Agent or a
Broker.

FFE User ID C User ID of the user submitting the String
enrollment to FFM.
Only applicable when User Type is
Partner Call Center Rep, Agent or
Broker. .
First Name R First name of the user accessing the String
FFM -
Middle Name 0 Middle name of user accessing the String
FFM |
Last Name R Last name of the user accessing the String
FFM |
Agent/ Broker Information
Agent/ Broker
Identification NotResp ]
Agent Or Broker R Indicator for whether the information | String
Indicator relates to an Agent or Broker
e Agent
e Broker -
National Producer R National Producer Number of Agent/ | String
Number Broker -
Agent/ Broker First R First name of the Agent/ Broker to be | String
Name associated with the enrollment
transaction -
Agent/ Broker Middle | O Middle name of the Agent/ Brokerto | String
Name be associated with the enrollment
transaction |
Agent/ Broker Last R Last name of the Agent/ Broker to be | String
Name associated with the enrollment
transaction | |
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>m05\ Broker ZmEo

Suffix

ZmEm suffix of mrwwwwgﬁ\ Broker ﬁm

action (
Descriptio

be associated with the enrollment
transaction

NotResp

w

APTC Attestation (Will repeat for person on
to the partner for gathering APTC attestation).

the application besides the application contact and the applicants whose name needs to be provided

enrollment changes where there is an
APTC Applied Amount on any of the
enrollment group/policy.

At least one attestation is required if
any applicant APTC eligible as of the
Action Effective Date.

Attestation
Information
First Name R First name of the other person String
Middle Name 0 Middle name of the other person String NotResp
Last Name R Last name of the other person String
Suffix Name 0 Suffix of the other person String
o Jr
e Sr.
e I
o [II
e IV
APTC Attestation C Applicable for initial enrollment and | Boolean

Enroliment Group/Policy Information
Information identifying an enrollment group/policy and the actions to be performed on the enrollment group/policy. This group will repeat for
each enrollment group/policy on which one or more actions need to be performed.

Enrollment
Group /Policy
Identification
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FFE \Wmmwm:_wa wm:o%
Number

H.”Gmﬁso ID mmmbmsom v< the FEM for

action (
Descriptio

the policy covering the enrollment
group. Required for all enrollment
transactions except initial
enrollments. Optional on initial
enrollments.

Issuer Policy Number

Unique ID assigned by the Issuer for
the policy covering the enrollment
group.

Will be required for all transactions
except initial enrollments. Optional
for initial enrollments.

String

Start Date

Effective date on which coverage will
commence under the policy.

Date

End Date

Effective date on which coverage
under the existing policy will end.
Required for disenrollment and
cancellation. Not applicable for new
enrollments or enrollment changes.

Date

Issuer ID

Issuer ID for the Policy.

String

Assigned Plan ID

Assigned QHP ID for the policy.

String

Transaction Type

Transaction Type

e E - Enrollment (Initial
Enrollment/ New Policy)

e (- Change (Add/Remove a
member, change in Premium,
APTC/CSR)

e D - Disenrollment (Terminating a
Policy)

o X - Cancellation (Cancelling a
policy before it becomes
effective)

String

NotResp

{ STYLEREF "Doc Name" \* MERGEFORMAT } Version 1.3/May 10, 2013

{ PAGE \* Arabic \* MERGEFORMAT }

CMS002125



Obtained via FOIA by Judicial Watch, Inc.

Member Actions (For each applicant seeking he
Information on a member of the enrollment group/policy for whom one or more actions need to be performed. This set of data elements will be
repeated for each member in the enrollment group/policy with an action necessary. In case of a new enrollment group , all members of the
enrollment group will be included.
Member
Identifier B
FFE Assigned R Unique identifier for the applicant Integer
Applicant ID within the housechold returned by the
FFM. ]
Issuer Assigned C Unique ID assigned by the Issuer of String
Member ID the policy for the member. NotResp
Required all transactions except initial
enrollments.
Optional on initial enrollments. N
FFE Assigned Member | C Unique ID assigned to each member String
ID enrolled with an Issuer. This ID is
unique for an individual within the
context of an Issuer.
Will be required all transactions
except initial enrollments.
Optional on initial enrollments (would
only be applicable on initial
enrollments if the member is enrolling
in a QHP with the same Issuer).
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Wsmmmncom Indicator

H.”Emwomﬂg for Er@ﬁmma?@ applicant is

the subscriber.

Y -Yes

N - No

Only one Applicant per enrollment
group within the request can be the
subscriber (Y). All other applicants in
the enrollment group will need to
have N.

For initial enrollments one applicant
within the enrollment is required to be
the Subscriber. Subscriber indicator is
not applicable on other transaction
tvpes.

Boolean

Relationship to R
Subscriber

Code indicating the relationship of
this member to the subscriber.

See Appendix A.1 Relationship Codes
for list of valid values.

String

Tobacco Use Indicator | C

Indicator to whether the member
currently uses Tobacco products or
has used Tobacco products in the past.
N - Not a Tobacco user

Y - Yes, a Tobacco user

Required on initial enrollment for all
applicants in the enrollment group.
Also required for new members to an
existing enrollment group on an
enrollment change.

String

Last date of Tobacco C
Use

Last date on which the applicant used
tobacco products.

Required when “Tobacco Use
Indicator™ is Y™,

Date

NotResp
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xmnw,ﬂo_wao:ﬁ ﬁwnma
Type

H.”mHWozaoE period No mo used for ﬁrm

RO,

Descriptio

applicant in case of addition to the
enrollment group.

I - Initial Enrollment Period

A - Annual Enrollment Period

S - Special Enrollment Period

Required on initial enrollment for all
applicants in the enrollment group.
Also required for new members to an
existing enrollment group on an
enrollment change.

Type Code

Maintenance type of action
corresponding to the action being
performed on the member.

See Maintenance Type Codes
(Member Level) for a list of valid
values.

String

Reason Code

Maintenance reason code
corresponding to the action being
performed on the member.

See Appendix A .4 Maintenance
Reason Codes for a list of valid values

String

Action Effective Date

Effective Date for the action.
yyyy-mm-dd

Date

Premium
Information

Rating Area

Identifies a specific geographic rating
arca as defined by a State

Integer

Total Premium Amount

Total premium amount for the
enrollment group/policy.

Amount

NotResp
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>_u1_;0 mwwmﬁom %

.ﬂw@wom:ﬁ of the :mmwwaszw >WHO

clected by the consumer to apply
towards premium costs.

Required if any member of the
enrollment group/policy is APTC
eligible as of the Action Effective
Date.

Double

APTC Applied Amount | C

Total amount of APTC applied to the
enrollment group/policy.

Required if any member of the
enrollment group/policy is APTC
eligible as of the Action Effective
Date.

Amount

Total Individual R
Responsibility Amount

Net premium amount (after applying
the APTC amount applied) that will
be paid by the consumer for the
enrollment group/policy.

Amount

CSR Level Applicable | R

Cost Sharing Reduction Level
applicable to the enrollment
group/policy. Please note that if
members of the enrollment
group/policy are eligible for different
CSR levels, the least beneficial CSR
Level will be applied to the
enrollment group/policy.

String

NotResp

7.3.2.4.

Table 11 provides the data elements for FFM’s response to a partner’s enrollment submission request.

Submit Enrollment/Change/Disenrollment Transaction (WS.WB.FFE.02) - Response
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Federally Facilitated Marketplace (FFM)
Table 11 - Submit Enrollment/Change/Disenrollment Transaction - Response

1».4.:&.\ Oo=m=5o_.,.5o=amnmao=

Information Exchange R Unique Identifier assigned to the String
System 1D Partner Website by the Federal Data

Services Hub as part of the

onboarding process for the partner
State Exchange Code R Code indicating the specific state String

instance of the FFM on which
cligibility was determined.

2 Character State Abbreviation
followed by a digit. The last position
will always be ‘0.

NotResp

Partner Assigned R Unique Identifier assigned by Partner | String
Consumer ID Website for the consumer for

interacting with the FFM.
FFE Assigned Consumer | R Unique Identifier assigned by the String
ID FFM for the consumer’s eligibility

determination interaction.

Enrollment Group/Policy Information

Information identifving an enrollment group/ policy (the enrollment group would be issued as a policy upon acceptance of the enrollment group by
the FFM) and the actions performed on the enrollment group/policy. This group will repeat for each enrollment group/policy on which one or
more actions were performed.

Enrollment
Group/Policy
Identification |
FFE Assigned Policy R Unique ID assigned by the FFM for String NotResp
Number the policy covering the enrollment
group.
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Issuer Hw.o:o% Number C

H.”Cmﬁcw ID wmmbmsom v< the Issuer for

the policy covering the enrollment
group.

Optional for initial enrollment
transactions, required for all other
enrollment transaction types.

Note: Pending clarification: If Issuer
Policy Number is not allowed on the
834 mitial enrollment transaction, it
will not be accepted by the direct
enrollment service for initial
enrollments.

NotResp

Start

Date

Effective date on which coverage will
commence under the policy.

Date

End Date

Effective date on which coverage
under the policy will end.

Date

Issuer ID

Issuer ID for the Policy.

String

Plan

~m QO W

ID

Assigned QHP ID for the policy.

String

Transaction
Information

Transaction Type R

e E - Enrollment (Initial
Enrollment/ New Policy)

e (- Change (Add/Remove a
member, change in Premium,
APTC/CSR)

e D - Disenrollment (Terminating a
Policy)

e X - Cancellation (Cancelling a
policy before it becomes
effective)

String
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Code

Transaction Response

Code indicating .momovﬁmsoo of the

transaction or reason for the failure of

the transaction (if applicable)

e Transaction accepted as submitted

¢ User not permitted to perform
enrollment transactions for the
consumer’s applicants

e  Subscriber not specified

More than one subscriber in an

enrollment group

Invalid Issuer ID

Invalid Plan ID

Invalid Issuer/Plan combination

Invalid Member Information

Incorrect Premium Amount

e Incorrect APTC Amount

e Elected APTC Exceeds EHB
Portion of QHP Premium

¢ Invalid CSR Level for enrollment
group/policy

e Incorrect CSR Level for
enrollment group/policy

NotResp

Payment Transaction ID | C

Unique Identifier returned by the
FFM to the partner website on
successful submission of the
enrollment for enrollment into a QHP
that accepts online payment. The
payment transaction ID should be
submitted by the partner to the Issuer
if payment is made online so that the
Issuer can correlate the online
payment submission with the x12-834
enrollment transaction sent by the
FFM.

String
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Corrected
Premium
Information

MJMBEE and OmWH.”Fwozdmaos as

calculated by the FFM. If there are
discrepancies between these
calculations and those sent by the
Issuer, the transaction will be rejected
for the Issuer to resubmit with
corrected information.

A Partner website has the choice of
collecting payment information from
the consumer before or after making
the Enrollment web service request.
However, they should not process the
payment till the enrollment
transaction has been successfully
accepted by the FFM.

Rating Area C

Identifies a specific geographic rating
area as defined by a State.

Required when FFM when FFM data
validation of the partner enrollment
submission determined a correction is
needed for this data element.

NotResp

Integer

Total Premium Amount | C

Total premium amount for the
enrollment group.

Required when FFM when FFM data
validation of the partner enrollment
submission determined a correction is
needed for this data element.

Amount
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"APTC Applicd Amount

wﬁoﬁm_x amount of >vwﬁ0 o”_woﬁom by the

consumer for the policy.

Required when FFM when FFM data
validation of the partner enrollment
submission determined a correction is
needed for this data element.

.>:.,~o_.==

Total Individual C
Responsibility Amount

Net premium amount (after applying
the APTC amount elected) that will
be paid by the consumer.

Required when FFM when FFM data
validation of the partner enrollment
submission determined a correction is
needed for this data element.

Amount

Applicable CSR Level C

e 01 - Exchange variant (no CSR)

e 02 - Open to Members of Federally
Recognized Tribes below
300%FPL

¢ 03 - Open to Members of Federally
Recognized Tribes above
300%FPL

e 04 -73% AV Level Silver Plan
CSR

e 05-87% AV Level Silver Plan
CSR

e 06 -94% AV Level Silver Plan
CSR

Required when FFM when FFM data
validation of the partner enrollment
submission determined a correction is
needed for this data element.

String

NotRe

sp
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Information on a member of the enrollment group for whom one or more actions were performed. This group will be repeated for each member in
the enrollment group with an action.

Member
Identification
FFE Assigned Applicant | R Unique identifier for the applicant Integer
ID within the household returned by the
FFM. -
Issuer Assigned Member | C Required on all transactions except String
ID initial enrollment, optional otherwise. |
FFE Assigned Member | C Required on all transactions except String
ID initial enrollment, optional otherwise. |
Action Details
Type Code R Maintenance type of action String
corresponding to the action being
performed on the member. See NotResp
Appendix A.3 Maintenance Type
Codes (Member Level) for a list of
valid codes. |
Reason Code R Maintenance reason code String
corresponding to the action being
performed on the member.
See Appendix A .4 Maintenance
Reason Codes for a list of valid codes |
Action Effective Date R Effective Date for the action. Date
vyyy-mm-dd |
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Federally Facilitated Marketplac

¢ (FFM)

t Enrollmen

Action Response Code R

No Error

Member not on Application

No Available Enrollment Period
Invalid Enrollment Period
Invalid Effective date for
Enrollment Period

Invalid Relationship

Invalid Maintenance Reason
Code

Invalid Tobacco Use Indicator

NotResp

{ STYLEREF

"Doc Name" \¥* MERGEFORMAT } Version 1.3/May

10, 2013

{ PAGE

\* Arabic \* MERGEFORMAT }

CMS002136



Obtained via FOIA by Judicial Watch, Inc.

Federally Facilitated Marketplace (FFM)

Appendix A. Code Values/ Descriptions

A.1 Relationship Codes

Table 12 provides a list of relationship codes, code values, and descriptions.

Table 12 - Relationship Codes

Spouse

Father or Mother

Grandfather or Grandmother

Grandson or Granddaughter

Uncle or Aunt

Nephew or Niece

Cousin

Adopted Child

Foster Child

Son-in-law or Daughter-in-law

Brother-in-law or Sister-in-law

Mother-in-law or Father-in-law

Brother or Sister

Ward

NotResp | Stepparent

Stepson or Stepdaughter

Self

Child

Sponsored Dependent

Dependent of a Minor Dependent

Ex-spouse

Guardian

Court Appointed Guardian

Collateral Dependent

Life Partner

Annultant

Trustee

Other Relationship

Other Relative

A.2 SEP Reason Code

Table 13 provides a list of SEP reason codes and descriptions.
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Table 13 - SEP Reason Codes

Termination of Benefits

Marriage

Birth

Adoption
Newly Eligible
Exchange Error
Digsatisfied with medical care/services rendered
Financial Change

Change of Location

Exceptional Circumstance
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Federally Facilitated Marketplace (FFM)
A.3 Maintenance Type Codes (Member Level)

Table 14 provides a list of member level maintenance type codes and descriptions.

[Py ya—
NOLRESp

Table 14 - Member Level Maintenance Type Codes

Change

Addition

Py | PR

F QPN 1 PUORRLS T SR
LAllCoiidiion O 1 CIinndaLon

Reinstatement

Cancel Pending Auto Disenrollment due to loss of APTC/CSR
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A.4 Maintenance Reason Codes

Table 15 provides a list of maintenance reason codes and descriptions.

Table 15 - Maintenance Reason Codes

Adoption

Strike

Termination of Benefits

Consolidation Omnibus Budget Reconciliation Act (COBRA)

Consolidation Omnibus Budget Reconciliation Act (COBRA) Premium Paid

Voluntary Withdrawal

NotResp | Plan Change

Change in Identifying Data Elements

Initial Enrollment

Benefit Selection

Re-enrollment

Change of Location

Non Payvment

No Reason Given

Member Benefit Selection
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Appendix B. Key Interaction Scenarios

B.1 Scenario #1a - New FFM Consumer (Consumer initiated direct
enrollment)

Figure 3 - New FFM Consumer illustrates the consumer workflow between the partner
website and the FFM.

Figure 3 - New FFM Consumer

ay

tssuer / Web Broker Website

Select . Gubanit

Secure Redisert Secure Redicert NotResp

NotResp

HYTPWR.FFES HITRFFEONEOT

Federally Facilitated Barketplace
R;DP
B.1.1 Scenario Overview

This scenario applies to a new consumer shopping for health insurance on a partner website. As
part of the shopping experience, if the consumer decides to shop for a QHP for their health
coverage, the partner website will transfer the consumer to the FFM website for determination of
eligibility for QHP, with or without financial assistance. After completion of eligibility
determination by the FFM, the consumer will be transferred back to the partner website to
complete their plan shopping, ultimately resulting in an enrollment under a QHP. The partner
website will use its own tools to guide the consumer through QHP shopping and enrollment. The
partner website will present the consumer various views of QHPs matching their needs,
including information on benefits covered and premium costs. The QHP information presented
will reflect Cost Sharing Reductions (CSR) and Advance Premium Tax Credit (APTC) the
consumer is eligible for. When the consumer is ready to enroll into a QHP, the partner website
will capture enrollment attestations, including those for APTC, and submit an enrollment
transaction to the FFM by invoking a web service on the FFM. The partner website may collect
payment for the initial premium either prior to submission of the enrollment transaction or after
successful submission. The FFM will process the enrollment transaction and generate an x12-
834 transaction to notify the Issuer.
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Federally Facilitated Marketplace (FFM)
B.1.2 Sequence of Activities

On Partner Website

1)
2)

3)

4)

3)

Consumer starts their shopping for Health Insurance Coverage

If consumer already has an account with the partner website they would

login using their credentials for the partner website. Otherwise, consumer

may create an Account on the partner website. Note: Depending on the
partner website, the account creation step may be performed upfront or
after the consumer is transferred back to the partner website after eligibility
determination by FFM.

Consumer indicates intent to enroll in a QHP, with or without financial

assistance for their Health Insurance Coverage

Partner website will generate a unique ID for the Consumer referred to as

Partner Assigned Consumer ID.

Partner website will transfer the consumer to the FFM website for

submitting the eligibility application. Information passed to the FFM would

include:

a. Information Exchange System ID - A Unique Identifier assigned to the
partner website as part of their onboarding by the Federal Data Services
Hub.

b. Partner Assigned Consumer ID.

c. Consumer’s Contact Information (Optional). If sent, this information
will be used to prefill the FFM registration page. This is applicable only
to new FFM consumers. The information will be discarded by the FFM
for returning consumers.

d. Return URL - partner website URL to which the consumer will be
transferred by FFM on completion of eligibility determination or on
consumer’s intent to return

e. Keep-alive URL - partner website URL that the FFM website will ping
periodically to keep the partner website session of the consumer active.
This is optional and the ping will be performed only if the Keep-alive
URL is sent to the FFM as part of the transfer.

On FFM

6)
7)

8)

Consumer does not already have an account with the FFM.

Consumer will create an account on the FFM. The account creation process

on the FFM would involve the standard CMS Enterprise Identity

Management (EIDM) workflow including Remote Identity Proofing

(RIDP)

FFM will associate the Consumer’s FFM account with the partner website

e Note 1: A consumer’s FFM account may be associated with multiple
Partner Websites if they visit the FFM through those websites.

e Note 2: Each partner website will provide the FFM its own Partner
Assigned Consumer ID

e Note 3: The FFM will generate a separate FFE Assigned Consumer ID
for each partner website

e Note 4: The consumer may disassociate their account from a partner
website through the My Account functionality of the FFM

e Note 5: Consumer may choose to return to the FFM directly and
perform their entire shopping on the FFM, including enrollment
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9)

10)
11)

12)

13)

14)

Consumer fills out an application for QHP enrollment with or without a
request for financial assistance. The following information will be collected
a. Household information - List of household members (Applicants and
Non-Applicants) with demographic information
b. The following information will be collected only if the consumer
requested financial assistance
1. Tax filing status and tax household information
ii. Other demographic information required for Medicaid/CHIP
eligibility
iil. Income information
iv. Information on other health coverage
FFM will generate the FFE Assigned Consumer ID for the consumer
FFM will verify information entered by consumer with internal and
external data sources
FFM will determine eligibility for QHP for each member of the household
seeking health insurance coverage
If consumer requested financial assistance, FFM will determine eligibility
for Medicaid, CHIP and APTC/CSR
a. For each applicant eligible for Medicaid or CHIP
i.  FFM will perform an account transfer for the applicant to the
State Medicaid/CHIP agency
b. For applicants not eligible for Medicaid/CHIP, but eligible for APTC
and/or CSR
1. FFM will calculate Maximum APTC and CSR level
FFM will transfer the consumer to the Return URL provided by the partner
website. The Partner Assigned Consumer ID and FFE Assigned Consumer
ID will be sent to the partner website as part of the transfer.

On Partner Website

15)

16)

17)

18)

Partner website will invoke the FFM Household/Eligibility web service
using the FFE Assigned Consumer ID
FFM Household/Eligibility Service will return the following information:
a. Application Contact Information
b. List of members and demographic Information required for plan
shopping and enrollment. This will only include members requesting
health insurance coverage (including those referred to Medicaid/CHIP)
c. Eligibility information for each member of the household
1. Eligibility for Medicaid/CHIP
ii. Eligibility for APTC including Maximum Monthly APTC
iii. Eligibility for CSR and CSR Level
iv. Eligibility for Enrollment Period - Initial Enrollment Period (IEP),
Annual Enrollment Period (AEP) or Special Enrollment Period
(SEP).
d. Enrollment status of members of the household (applicable if a member
is enrolled through a different application on the FFM).
The following steps will be performed only if the consumer has submitted
their eligibility application on the FFM and determination of eligibility has
been completed.
For members transferred by FFM to Medicaid/CHIP, partner website will
notify consumer and stop processing.
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19)

20)

21)

22)
23)

24)
25)

26)

27)

For members not eligible for Medicaid/CHIP or QHP, partner website will
notify consumer and may guide them through their commercial plan
shopping experience (non-QHPs). There will be no further interaction with
the FFM for those applicants.

The remaining steps on the partner website apply only if one or more

members are eligible for QHP, with or without eligibility for APTC and/or

CSR and also eligible for an enrollment period (IEP, AEP or SEP).

e Note: Based on eligibility for an enrollment period of a household
member, other members enrolled in a QHP with that member may also
be eligible to change plans.

Consumer goes through shopping experience for QHPs

a. Partner website will allow consumer to form enrollment Groups within
the household including one or more members in each enrollment
group. Multiple enrollment groups would allow members of the
household to enroll in different QHPs more suitable to their respective
needs. Multiple enrollment groups will also be necessary in situations
where a QHP would not accept all members in a single enrollment

group (policy) based on residency or their relationship to the subscriber.

b. Consumer may specify criteria including Plan Metal level, and
premium cost to search and compare plans

At the end of the QHP shopping experience, the consumer will select a

QHP for each of the enrollment groups

Consumer will complete attestations required for enrollment including

those for APTC and CSR

Consumer submits the enrollment request

Partner website will invoke a FFM Enrollment web service to submit the

enrollment request. FFM will validate and process the enrollment

transaction. If the transaction fails validation checks, FFM will return an

exception. Otherwise, FFM will return an enrollment transaction ID.

For successful enrollment transactions, partner website may collect

payment information for the initial premium.

Partner website may guide consumer through other product shopping

options

On FFM (No consumer interaction)

28)
29)

FFM will complete processing of the QHP enrollment transaction(s)

For each enrollment group, FFM will generate an x12-834 transaction for

initial enrollment and transmit to the Issuer of the QHP

e Note 1: The Agent/Broker information sent by the partner website as
part of the enrollment transaction will be listed as the agent/broker on
the x12-834 transaction for compensation purposes

e Note 2: If a consumer returns to the FFM directly and performs their
enrollment on the FFM, none of the partner websites through which
they had previously visited the FFM will be included on the x12-834
transaction
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B.2 Scenario #1b - New FFM Consumer (Agent/Broker Initiated
Direct Enrollment)

Figure 3 - New FFM Consumer illustrates the agent/broker assisted workflow between the
partner website and the FFM.
Figure 4 - New FFM Consumer (Agent/Broker Initiated Direct Enrollment)
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B.2.1 Scenario Overview

This scenario applies to a new consumer shopping for health insurance on a partner website via
an agent/broker. Prior to being able to assist consumer, agents/brokers would have to completed
registration with the FFM, depicted above in the “CMS Enterprise Portal — Agent/Broker
Registration” section. Outside of the FFM, agents/brokers would also need to establish access to
partner website tools as agent/brokers. See Section 3.2.2.1 Registration for more details on
agent/broker prerequisites for assisting FFM consumers.

As part of the agent/broker assisted shopping experience, if the consumer decides to shop for a
QHP for their health coverage, the partner website will transfer the agent/broker to the FFM
website for determination of eligibility for QHP for the consumer, with or without financial
assistance. After completion of eligibility determination by the FFM, the agent/broker will be
transferred back to the partner website to complete the consumer’s plan shopping, ultimately
resulting in an enrollment under a QHP. The partner website will use its own tools to guide the
agent/broker through QHP shopping and enrollment. The agent/broker, using the partner website,
will present the consumer various views of QHPs matching their needs, including information on
benefits covered and premium costs. The QHP information presented will reflect Cost Sharing
Reductions (CSR) and Advance Premium Tax Credit (APTC) the consumer is eligible for. When
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the consumer is ready to enroll into a QHP, the agent/broker will use the partner website to
capture enrollment attestations, including those for APTC, and submit an enrollment transaction

to the FFM by invoking a web service on the FFM. The agent/broker may use the partner website
to collect payment for the initial premium either prior to submission of the enrollment transaction

or after successful submission, according to the partner’s procedures. The FFM will process the

enrollment transaction and generate an x12-834 transaction to notify the Issuer.

B.2.2 Sequence of Activities

A Y ¥

On Partner Website
1) Agent/Broker starts the shopping for Health Insurance Coverage for a
consumer on the partner website.

2)  Consumer indicates intent to enroll in a QHP, with or without financial
assistance for their Health Insurance Coverage

3)  Partner website will generate a unique ID for the Consumer referred to as
Partner Assigned Consumer ID.

4)  Partner website will transfer the agent/broker to the FFM website for
submitting the consumer’s eligibility application. Information passed to the
FFM would include:

a.

o

On FFM

Information Exchange System ID - A Unique Identifier assigned to the
partner website as part of their onboarding by the Federal Data Services
Hub.

FFM User ID - The agent/broker’s user ID assigned by the FFM.
Partner Assigned Consumer ID.

Consumer’s Contact Information (Optional). If sent, this information
will be used to prefill the FFM registration page. This is applicable only
to new FFM consumers. The information will be discarded by the FFM
for returning consumers.

Return URL - partner website URL to which the agent/broker will be
transferred by FFM on completion of eligibility determination or on
agent/broker’s intent to return.

Keep-alive URL - partner website URL that the FFM website will ping
periodically to keep the partner website session of the agent/broker
active. This 1s optional and the ping will be performed only if the Keep-
alive URL is sent to the FFM as part of the transfer.

5)  Consumer does not already have an account with the FFM.
6)  Agent/broker will create an account on the FFM for the consumer as the
first step in the application process which would involve a portion of the

standard CMS_Enternnise. Identitse M anagement (EIDN[) workflow for

NotResp [ote: the account creation performed by

the agent/broker will exclude creation of an online User ID and password
for the consumer which the consumer would need to perform themselves
on the FFM directly.

7)  FFM will associate the Consumer’s FFM account with the partner website

Note 1: A consumer’s FFM account may be associated with multiple
Partner Websites if they visit the FFM through those websites.

Note 2: Each partner website will provide the FFM its own Partner
Assigned Consumer ID
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8)

9
10)

11)

12)

13)

e Note 3: The FFM will generate a separate FFE Assigned Consumer ID
tor each partner website
e Note 4: The consumer may disassociate their account from a partner
website through the My Account functionality of the FFM
e Note 5: Consumer may choose to return to the FFM directly and
perform their entire shopping on the FFM, including enrollment. If the
consumer were to choose to do so, the consumer would need to register
themselves with the FFM for the purposes of establishing a User ID and
password via the standard CMS EIDM workflow including!NotRespDnce
the consumer established their direct online access to the FFM, the
consumer would be able to see the information they had submitted to
the FFM via the agent/broker.
Working with the consumer, the agent/broker completes an application for
QHP enrollment with or without a request for financial assistance. The
following information will be collected
a. Household information - List of household members (Applicants and
Non-Applicants) with demographic information
b. The following information will be collected only if the consumer
requested financial assistance
i. Tax filing status and tax household information
ii. Other demographic information required for Medicaid/CHIP
eligibility
iii. Income information
iv. Information on other health coverage
FFM will generate the FFE Assigned Consumer ID for the consumer
FFM will verify information entered by consumer with internal and
external data sources
FFM will determine eligibility for QHP for each member of the household
seeking health insurance coverage
If consumer requested financial assistance, FFM will determine eligibility
for Medicaid, CHIP and APTC/CSR
a. For each applicant eligible for Medicaid or CHIP
1. FFM will perform an account transfer for the applicant to the
State Medicaid/CHIP agency
b. For applicants not eligible for Medicaid/CHIP, but eligible for APTC
and/or CSR
i.  FFM will calculate Maximum APTC and CSR level
FFM will transfer the agent/broker to the Return URL provided by the
partner website. The Partner Assigned Consumer ID and FFE Assigned
Consumer ID will be sent to the partner website as part of the transfer.

On Partner Website

14)

15)

Partner website will invoke the FFM Household/Eligibility web service

using the FFE Assigned Consumer ID

FFM Household/Eligibility Service will return the following information:

a. Application Contact Information

b. List of members and demographic Information required for plan
shopping and enrollment. This will only include members requesting
health insurance coverage (including those referred to Medicaid/CHIP)

c. Eligibility information for each member of the household
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16)

17)

18)

19)

20)

21)
22)

23)
24)

25)

26)

1. Eligibility for Medicaid/CHIP
ii. Eligibility for APTC including Maximum Monthly APTC
iii. Eligibility for CSR and CSR Level
iv. Eligibility for Enrollment Period - Initial Enrollment Period (IEP),
Annual Enrollment Period (AEP) or Special Enrollment Period
(SEP).

d. Enrollment status of members of the household (applicable if a member
is enrolled through a different application on the FFM).

The following steps will be performed only if the consumer eligibility

application has been submitted on the FFM and determination of eligibiiity

has been completed.

For members transferred by FFM to Medicaid/CHIP, partner website will

notify consumer and stop processing.

For members not eligible for Medicaid/CHIP or QHP, partner website will

notify consumer and may guide them through their commercial plan

shopping experience (non-QHPs). There will be no further interaction with
the FFM for those applicants.

The remaining steps on the partner website apply only if one or more

members are eligible for QHP, with or without eligibility for APTC and/or

CSR and also eligible for an enrollment period (IEP, AEP or SEP).

e Note: Based on eligibility for an enrollment period of a household
member, other members enrolled in a QHP with that member may also
be eligible to change plans.

Agent/broker assists the consumer goes through shopping experience for

QHPs

a. Partner website will allow forming enrollment groups within the
household including one or more members in each enrollment group.
Multiple enrollment groups would allow members of the household to
enroll in different QHPs more suitable to their respective needs.
Multiple enrollment groups will also be necessary in situations where a
QHP would not accept all members in a single enrollment group
(policy) based on residency or their relationship to the subscriber.

b. Working with the agent/broker, the Consumer may specify criteria
including Plan Metal level, and premium cost to search and compare
plans

At the end of the QHP shopping experience, the agent/broker will gather

the consumer selections of a QHP for each of the enrollment groups

Agent/broker gathers from the consumer the attestations required for

enrollment including those for APTC and CSR

Agent/broker submits the enrollment request

Partner website will invoke a FFM Enrollment web service to submit the

enrollment request. FFM will validate and process the enrollment

transaction. If the transaction fails validation checks, FFM will return an

exception. Otherwise, FFM will return an enrollment transaction ID.

For successful enrollment transactions, partner website may collect

payment information for the initial premium.

Partner website may guide consumer through other product shopping

options

On FFM (No consumer interaction)
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27) FFM will complete processing of the QHP enrollment transaction(s)
28) For each enrollment group, FFM will generate an x12-834 transaction for
initial enrollment and transmit to the Issuer of the QHP
e Note 1: The Agent/Broker information sent by the partner website as
part of the enrollment transaction will be listed as the agent/broker on
the x12-834 transaction for compensation purposes
e Note 2: If a consumer returns to the FFM directly and performs their
enrollment on the FFM, none of the partner websites through which
they had previously visited the FFM will be included on the x12-834
transaction
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B.3 Scenario #1¢ - New FFM Consumer (Consumer initiated lead
generation)

Figure 3 - New FFM Consumer illustrates the consumer workflow between the partner
website and the FFM 1n the lead generation model.

Figure 5 - New FFM Consumer (Lead Generation)
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B.3.1 Scenario Overview

This scenario applies to consumers shopping for health insurance on a partner website. As part of
the shopping experience, if the consumer decides to shop for a QHP for their health coverage, the
partner website will transfer the consumer to the FFM website for determination of eligibility for
QHP, with or without financial assistance. If the partner website is choosing to do lead
generation rather than direct enrollment, after completion of eligibility determination by the
FFM, the consumer will not be transferred back to the partner website to complete their plan
shopping. The FFM rather than the partner website will guide the consumer through QHP
shopping and enrollment including capturing enrollment attestations, and generating an x12-834
transaction to notify the Issuer. If the partner website supplied a filter for the Issuers/plans to
display, FFM will default the plan results to be filtered accordingly, but the consumer will have
the choice to remove the filter. If the partner website supplied a return URL as part of the lead
generation, the FFM will transfer the consumer back to the partner website after enrollment
submission.

B.3.2 Sequence of Activities

On Partner Website
1) Consumer starts their shopping for Health Insurance Coverage
2)  If consumer already has an account with the partner website they would
login using their credentials for the partner website. Otherwise, consumer
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may create an Account on the partner website. Note: Depending on the
partner website, the account creation step may be performed upfront or
after the consumer is transferred back to the partner website after
enrollment by FFM.

3) Consumer indicates intent to enroll in a QHP, with or without financial
assistance for their Health Insurance Coverage

4)  Partner website will generate a unique ID for the Consumer referred to as
Partner Assigned Consumer ID.

5)  Partner website will transfer the consumer to the FFM website for
submitting the eligibility appiication and enroiiment. Information passed to
the FFM would include:

a. Information Exchange System ID - A Unique Identifier assigned to the
partner website as part of their onboarding by the Federal Data Services
Hub.

b. Partner Assigned Consumer ID.

c. Consumer’s Contact Information (Optional). If sent, this information
will be used to prefill the FFM registration page. This is applicable only
to new FFM consumers. The information will be discarded by the FFM
for returning consumers.

d. Return URL - partner website URL to which the consumer will be
transferred by FFM on completion of eligibility determination or on
consumer’s intent to return

e. Keep-alive URL - partner website URL that the FFM website will ping
periodically to keep the partner website session of the consumer active.
This is optional and the ping will be performed only if the Keep-alive
URL is sent to the FFM as part of the transfer.

f. NPN — The national producer number to be submitted with the resulting
enrollment(s) where the consumer selected to enroll in plan that meets
the Plan Results Filter criteria.

g Plan Results Filter — The default filter of up to ten Issuer IDs or QHP
IDs to filter the plan results in FFM for the consumer.

On FFM

6) Consumer does not already have an account with the FFM.

7)  Consumer will create an account on the FFM. The account creation process
on the FFM would involve the standard CMS Enterprise Identity
Management (EIDM) workflow including Remote Identity Proofing
(RIDP)

8) FFM will associate the Consumer’s FFM account with the partner website

e Note 1: A consumer’s FFM account may be associated with multiple
Partner Websites if they visit the FFM through those websites.

e Note 2: Each partner website will provide the FFM its own Partner
Assigned Consumer ID

e Note 3: The FFM will generate a separate FFE Assigned Consumer ID
for each partner website

e Note 4: The consumer may disassociate their account from a partner
website through the My Account functionality of the FFM

e Note 5: Consumer may choose to return to the FFM directly and
perform their entire shopping on the FFM, including enrollment
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9)

10)
11)

12)

13)

14)

15)

16)

Consumer fills out an application for QHP enrollment with or without a
request for financial assistance. The following information will be collected
a. Household information - List of household members (Applicants and
Non-Applicants) with demographic information
b. The following information will be collected only if the consumer
requested financial assistance
i. Tax filing status and tax household information
ii. Other demographic information required for Medicaid/CHIP
eligibility
iil. Income information
iv. Information on other health coverage
FFM will generate the FFE Assigned Consumer ID for the consumer
FFM will verify information entered by consumer with internal and
external data sources
FFM will determine eligibility for QHP for each member of the household
seeking health insurance coverage
If consumer requested financial assistance, FFM will determine eligibility
for Medicaid, CHIP and APTC/CSR
a. For each applicant eligible for Medicaid or CHIP
i.  FFM will perform an account transfer for the applicant to the
State Medicaid/CHIP agency
b. For applicants not eligible for Medicaid/CHIP, but eligible for APTC
and/or CSR
1. FFM will calculate Maximum APTC and CSR level
Consumer goes through shopping experience for QHPs, with the plan
results default filtered by the filter provided by the partner, if applicable. If
no plan results are returned due to the filter or if the consumer voluntarily
chooses to do so, the filter can be removed on the FFM to allow the
consumer to view all plans on the FFM that their household members can
choose.
If partner website provided a return URL, FFM transfers the consumer
back to the partner website. The Partner Assigned Consumer ID and FFE
Assigned Consumer ID will be sent to the partner website as part of the
transfer.

On the Partner Website
17) Partner website may guide consumer through other product shopping options

18)

On FFM (No consumer interaction)
19) FFM will complete processing of the QHP enrollment transaction(s)
20) For each enrollment group, FFM will generate an x12-834 transaction for

initial enrollment and transmit to the Issuer of the QHP

e Note 1: The Agent/Broker information sent by the partner website as
part of the enrollment transaction will be listed as the agent/broker on
the x12-834 transaction for compensation purposes

e Note 2: If a consumer returns to the FFM directly and performs their
enrollment on the FFM, none of the partner websites through which
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they had previously visited the FFM will be included on the x12-834
transaction
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B.4 Scenario #2 - Returning FFM Consumer

Figure 6 - Returning FFM Consumer illustrates the interaction between the Partner
Website and the FFM under this scenario.

Figure 6 - Returning FFM Consumer
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B.4.1 Scenario Overview

This scenario is an extension of Scenario #1. This applies if in Scenario #1, the consumer stops
prior to enrollment and returns later to continue shopping. This also applies to other previously
registered FFM consumers (either directly on the FFM or through another partner website)
accessing the partner website. The consumer may continue their eligibility application from the
last step during their previous interaction with the FFM website. The partner website will reuse
the previously generated Partner Assigned Consumer ID (if the consumer previously registered
with them) or generate a new Partner Assigned Consumer ID. The Partner Assigned Consumer
ID along with the FFE Assigned Consumer ID (if available) will be used in all interactions with
the FFM.

B.4.2  Sequence of Activities

The sequence of activities will be the same as for Scenario #1 with the following considerations

On Partner Website

e [f the consumer returns to the same partner website, account creation would
have been completed in the prior session. The consumer will need to login
using their credentials for the partner website.

e [f the consumer goes to a different partner website or initially registered on
the FFM and goes to a partner website, they would need to create an
account on the partner website. The partner website would generate a
Partner Assigned Consumer ID. The consumer would also need to login to
the FFM (regardless of if they already completed eligibility application on
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the FFM or not) to complete the association between the partner website
and the FFM.

Partner Assigned Consumer ID and FFE Assigned Consumer ID (if
available) will be used in interactions with the FFM

Consumer will resume the process at the last step they were at during the
prior session but will be able move to prior steps subject to workflow rules
of the partner website

Consumer will be able to retrieve QHPs or QHP lists saved during a
previous session on the partner website

On FFM

Account creation would have been completed in the prior session. The
consumer will login using their credentials for the FFM. There will not be a

need for the EIDM: N°:°Res sworkflow.

ity

interacted with the FFM for this consumer, FFM will generate a FFE
Assigned Consumer ID for this consumer/ partner website.

Partner Assigned Consumer ID and FFE Assigned Consumer ID will be
used in interactions with the partner website

Consumer will resume the process at the last step they were at during the
prior session, but can move to prior steps subject to the application
workflow rules of the FFM

Consumer may also return directly to the FFM and continue/complete their
entire shopping experience on the FFM
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B.5 Scenario #3 - Reporting Changes Impacting Eligibility

Figure 7 - Reporting Changes Impacting Eligibility illustrates the interaction between the
Partner Website and FFM under this scenario.

Figure 7 - Reporting Changes Impacting Eligibility
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B.5.1 Scenario Overview

In this scenario, a consumer with a household previously enrolled in a QHP with or without
APTC/CSR returns to report changes in their household membership, income or other
demographic information. The changes impact their eligibility for QHP or APTC/CSR. The
changes in eligibility may allow the consumer to add a new member, or change enrollments of
one or more members to a new QHP that is more favorable to their current eligibility.

B.5.2 Sequence of Activities

On Partner Website

1)  Consumer and/or members of their household are enrolled in a QHP.

2)  Consumer may or may not have an account on the partner website. If they
do not have an account on the partner website, they would create one.
Otherwise, they would login using their credentials for the partner website.

3) Consumer indicates intent to report changes to demographic/household
information for an FFM enrollment

4)  Partner website transfers consumer to the FFM website. Information passed
to the FFM includes:

a. Information Exchange System ID
b. Partner Assigned Consumer ID
c. FFE Assigned Consumer ID
d. Return URL
e. Keep-alive URL

On FFM

5)  Consumer already has an account with the FFM and will login using FFM

credentials
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6) Consumer reviews their account/application details on the FFM and enters
changes where applicable. Changes could include:
Contact Information
Addition or removal of household members
Change in request for financial assistance
Changes in household income
Changes in availability of other health coverage (employer sponsored
or other public programs)
f. Residency changes
g Other Demographic changes
7)  FFM will verify information entered by consumer with internal and
external data sources
8) FFM will determine eligibility for Medicaid, CHIP and APTC/CSR (if
consumer requested financial assistance)
a. For each applicant eligible for Medicaid or CHIP and not previously
transferred to the state agency
1. FFM will perform an account transfer for the applicant to the State
Medicaid/CHIP agency
b. For applicants not eligible for Medicaid/CHIP, but eligible for APTC
and/or CSR
i. FFM calculates Maximum APTC and CSR level
9) FFM transfers consumer to the Return URL provided by partner website
and passes back the Partner Assigned Consumer ID and FFE Assigned
Consumer ID

o0 o

On Partner Website
10) Partner website invokes the FFM Household/Eligibility web service using
the FFE Assigned Consumer ID
11) partner website receives following information from the FFM Household/
Eligibility web service
a. Application Contact Information
b. List of members and demographic Information required for plan
shopping and enrollment. This will only include members requesting
health insurance coverage (including those referred to Medicaid/CHIP)
c. Eligibility information for each member of the household including the
eligibility history for the past 6 months
1. Eligibility for Medicaid/CHIP
1. Eligibility for APTC including Maximum Monthly APTC
iii.  Eligibility for CSR and CSR Level
iv. Eligibility for Enrollment Period - Initial Enrollment Period
(IEP), Annual Enrollment Period (AEP) or Special Enrollment
Period (SEP).
v. Flagindicating if a member has gained or lost eligibility for
QHP and or APTC/CSR
d. Enrollment status of members of the household including enrollments
in the prior 6 months and prospective enrollment.
12) For members transferred by FFM to Medicaid/CHIP during current
interaction,
a. Partner website will notify consumer on eligibility for Medicaid or
CHIP and ineligibility for APTC/CSR.
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14)

15)

16)

17)

18)

19)
20)

21)

22)

b. If the member is newly added, partner website will stop processing
applicant
e The consumer may still be able to enroll the member in a QHP

without APTC or CSR

c. If the member is already enrolled in a QHP, the partner website will
follow the process outlined in Scenario #5 - Reporting changes leading
to Disenrollment.

Members previously eligible for APTC/CSR but lost eligibility due to

changes reported during the current interaction, will be handled per process

outiined in Scenario #5 - Reporting changes leading to Disenroliment

For members not eligible for any financial assistance (Medicaid/CHIP,

APTC and CSR), partner website may present the following options to the

consumer

a. Add member to a QHP enrollment (based on SEP) without APTC or
CSR

b. Shop for non-exchange plans offered by the partner website.

The remaining steps on the partner website apply only if one or more

members are eligible for a QHP, with or without eligibility for APTC

and/or CSR and also eligible for an enrollment period (IEP, AEP or SEP).

e Note: Based on eligibility for an enrollment period of a household
member, other members enrolled in a QHP with that member may also
be eligible to change plans.

Consumer goes through shopping experience for QHPs

a. Partner website will allow consumer to add a new member to an
existing enrollment Group or reorganize enrollment groups (including
creating new enrollment groups) with one or more members in each
enrollment group.

b. Consumer may specify criteria including Plan Metal level, and
premium cost to search and compare plans

At the end of the QHP shopping experience, the consumer may select a

new QHP for an existing enrollment group that includes members eligible

for an enrollment period or select a QHP for new enrollment groups.

Consumer will complete attestations required for enrollment including

those for APTC and CSR

Consumer submits the enrollment request

Partner website will invoke the FFM Enrollment web service to submit the

enrollment request. FFM will validate and process the enrollment

transaction. If the transaction fails validation checks, FFM will return an

exception. Otherwise, FFM will return the enrollment transaction ID.

Partner website may collect the initial premium for any new enrollment

groups or enrollment groups that have changed QHPs.

Partner website may guide consumer through other product shopping

options

On FFM (No Consumer Interaction)

23)

For any existing enrollment groups that a member is added to or removed

from

a. FFM will process QHP enrollment change transaction to add/remove
members
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b.

FFM will generate x12-834 enrollment change transaction and transmit
to the Issuer of the policy

24) For any existing enrollment groups from which all members have be
removed

a.

b.

FFM will process a QHP disenrollment from the QHP (policy level)
FFM will generate an x12-834 cancellation/termination transaction for
the QHP and transmit to the Issuer of the policy

25) For any existing enrollment groups for which the plan has been changed.

a.
b.

c.
d.

FFM will process a QHP disenrollment from the old QHP (policy level)
FFM will generate an x12-834 canceliation/termination transaction for
the old QHP and transmit to the Issuer of the policy

FFM will process a QHP Initial Enrollment from the new QHP

FFM will generate an x12-834 initial enrollment transaction for the new

QHP and transmit to the Issuer of the policy

26) For any new enrollment groups

a.
b.

FFM will process QHP enrollment into the new QHP
FFM will generate an x12-834 initial enrollment transaction for new
QHP and transmit to Issuer

27) In all the above cases where FFM generates an x12-834 transaction

Note 1: The Agent/Broker information sent by the partner website as
part of the enrollment transaction will be listed as the agent/broker on
the x12-834 transaction for compensation purposes

Note 2: If a consumer returns to the FFM directly and performs their
enrollment on the FFM, none of the partner websites through which
they had previously visited the FFM will be included on the x12-834
transaction
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