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UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

JUDICIAL WATCH, INC.
Plaintiff,

V. Civil Action No. 17-cv-205 (CRC)

U.S. DEPARTMENT OF STATE,

Defendant.

PLAINTIFF’S STATUS REPORT

Plaintiff Judicial Watch, Inc. (*Judicial Watch”), through undersigned counsel, submits
the following Status Report to the Court. The parties were not able to reach an agreement over
the production schedule of the remaining records to be produced in this case and as Defendant,
through counsel, advised that it does not intend to file a joint status report with Plaintiff, Plaintiff
submits this report individually with its proposed document production schedule, consistent with
the parties’ joint status report filed on March 28, 2017 (ECF 9).

1. Pursuant to the Court’s minute order entered on March 15, 2017, the parties
submitted to the Court a joint status report on March 28, 2017 with an initial production schedule
of federal records at issue in this case.! (ECF 9).

2. At the time of the parties’ filing of the joint status report, the State Department, by
counsel, represented that it had not completed processing its search for responsive records and

asked for an additional 10 weeks to complete processing the search and provide an estimated

! At issue in this lawsuit is Plaintiff’s request under the Freedom of Information Act

(“FOIA”) for federal records about the processing and search for records of a previous FOIA
request Plaintiff submitted to Defendant on May 13, 2014. (FOIA Request No. F-2014-08848)
(“underlying FOIA request”). More specifically, Plaintiff seeks records about when the State
Department knew in the underlying FOIA request that its response to the Court and Plaintiff
about the completeness of its search and production did not include any of Secretary Clinton’s
emails. See Joint Status Report, March 28, 2017, § 1, n. 1 (ECF No. 9).
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time frame for when it could complete its production of all non-exempt responsive records.
Additionally, agency counsel represented that the State Department would produce records in
two intervals during that time frame, an initial document production would be made on May 5,
2017 and a second document production to be made on June 5, 2017. Plaintiff did not object.

3. Consistent with the March 28, 2017 joint status report, the State Department
produced responsive records on May 5, 2017 and June 5, 2017. The State Department’s two
productions included a total of 22 documents released in full. During the course of
approximately 10 weeks, Defendant processed and reviewed only 108 documents in response to
Plaintiff’s FOIA request (as 86 documents were withheld in full) — an average of 10 documents
per week or 4 documents per business day. See EX. 1.

4. On May 26, 2017, agency counsel informed undersigned counsel that the State
Department’s “searches have uncovered in excess of 3,100 potentially responsive documents.”
Upon Plaintiff’s request, again through counsel, the State Department disclosed on June 1, 2017
that the documents consist of approximately 51,329 potentially responsive pages.

5. Since May 26, 2017, the parties conferred through counsel to possibly reach an
agreement for the production schedule of the remaining responsive documents, however, the
State Department’s proposals far exceed any reasonable schedule for the parties to be able to
reach an agreement. Therefore, Plaintiff submits its individual status report herein.

6. On May 26, 2017, the State Department initially proposed to process 300 pages of
potentially responsive documents per month. A production schedule consistent with Defendant’s
initial proposal would carry out the rolling production of responsive documents by more than an
additional 30 months — December 2019. On June 1, 2017, the State Department revised its

proposal to process 200 potentially responsive documents per month. This amended proposal

-2-
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too however, would extend the rolling production over an additional 16 months — October 2018.
The State Department did not cite to any reason for the undue delay in processing Plaintiff’s
FOIA request or the ability to suddenly process the records in half the time it initially proposed.

7. Plaintiff submitted the FOIA request at issue more than six (6) months ago.
Compt.at § 5. The State Department’s failures to produce any records prior to Plaintiff’s filing of
this lawsuit or to demonstrate even a reasonable effort in processing and producing responsive
records since the Court’s minute order that was entered on March 15, 2017 are evidence of
Defendant’s slow dragging strategy in this case. Supra, | 3.

8. Plaintiff seeks records about potential agency wrongdoing, which goes to the
heart of the public’s right to know under FOIA, making the State Department’s processing of
responsive records in a timely manner imperative in this case.

9. Considering the critical issues surrounding this case and the records sought
herein, Plaintiff respectfully submits that the Court order the State Department to produce all
non-exempt responsive records in three monthly productions, with a final production on or
before September 30, 2017. Ten months since Plaintiff’s FOIA request is more than sufficient
time for the State Department to complete its production of all responsive, non-exempt records in
this case. Therefore, Plaintiff proposes that the Court order the State Department to complete its
production of all non-exempt responsive records according to the following schedule:

July 5, 2017 Defendant’s 3rd monthly document production

August 5, 2017 Defendant’s 4th monthly document production

September 5, 2017  Defendant’s 5th monthly document production

September 30, 2017 Defendant’s final document production
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10. Plaintiff also recommends that the parties submit a joint status report within
fifteen (15) days of the State Department’s final document production with a status and
recommendations for further proceedings. Accordingly, Plaintiff also proposes that the Court
order the parties to file a joint status report on or before October 15, 2017 with a status of the

case and further proceedings.

Dated: June 5, 2017 Respectfully submitted,
JUDICIAL WATCH, INC.

/s/ Ramona R. Cotca

Ramona R. Cotca, D.C. Bar No. 501159
Judicial Watch, Inc.

425 Third Street, SW, Suite 800
Washington, DC 20024

(202) 646-5172
rcotca@judicialwatch.org

Counsel for Plaintiff
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Obtained by Judicial Watch, Inc. via Feiﬁited States Department Of State

Washington, D.C. 20520

May 5, 2017

Case No.: F-2016-17249
Segments: IPS-0001L, IPS-
0002, IPS-0004, IPS-0005,
IPS-0006, S/ES-0001

Ms. Ramona R. Cotca
Judicial Watch, Inc.

425 Third Street S.W.,
Suite 800

Washington, D.C. 20024

Dear Ms. Cotca:

I refer to your request dated December 2, 2016, seeking the release of certain Department of
State material under the Freedom of Information Act (the “FOIA™), 5 U.S.C. § 552. The
Department has reviewed 71 documents responsive to your request and determined that 18 may
be released in full and 53 must be withheld in full. All released material is enclosed. The review
of potentially responsive documents for your request remains ongoing.

An enclosure explains the FOIA exemptions and other grounds for withholding material. Where
we have made excisions, the applicable exemptions are marked on each document. All non-
exempt material that is reasonably segregable from the exempt material has been released. The
Department withheld the 53 documents in full under FOIA Exemptions 5 and 6, 5 U.S.C. §§
552(b)(5) and (b)(6).

If you have any questions, you may contact Department of Justice Senior Counsel Robert Prince
at Robert.Prince@usdoj.gov or (202) 305-2654. Please refer to the case number, F-2016-17249,
and the civil action number, 1:17-cv-000205, in all correspondence about this case.

Sincerely,

Jlal 0 Wadmar fe

Eric F. Stein, Director
Office of Information Programs and Services
Enclosure: As stated



Obtained by Judicial Watch, Inc. via FOIA

The Freedom of Information Act (5 USC 552)

FOIA Exemptions

(b}1) Information specifically zuthorized by an exccutive order to be kept secret in the interest of
national defense or foreign policy. Executive Order 13526 includes the following
classification categorics:

1.4(a) Military plans, systems, or operations

1.4(b) Forcign government information

i.4(c) Intelligence activities, sources or methods, or cryptology

1.4(d) Foreign relations or foreign activitics of the US, including confidential sources

1.4(¢) Scientific, technological, or cconomic matiers relating to national security,
including defense against transnational terrorism

1.4(f) U.S. Government programs for safeguarding nuclear materials or facilitics

1.4(g) Vulnerabilities or capabilitics of systems, installztions, infrastructures, projects,
plans, or protection services relating to US national security, including defense
against transnational terrorism

1.4(h) Weapons of mass destruction

(bX2) Related solely to the intemnz] personnel rules and practices of an agency

(bX3) Specifically exempted from disclosure by statute (other than 5 USC 552), for example:

ARMSEXP Arms Export Control Act, 50a USC 2411(c)
CIA PERS/ORG Central Intelligence Agency Act of 1949, 50 USC 403(g)
EXPORT CONTROL  Export Administration Act of 1979, 50 USC App. Sec. 2411(c)
FS ACT Forcign Service Act of 1980, 22 USC 4004

INA Immigration and Nationality Act, 8 USC 1202(F), Sec. 222()
IRAN Iran Claims Scittlcment Act, Public Law 99-99, Sec. 505

(bX4) Trade secrets and confidential commercial or financial information

(bXS) [Interagency or inua-ﬁgcncy communications forming part of the deliberative process,
atlorney-client privilege, or attorney work product

(bX6) Personal privacy information

(bX7) Law enforcement information whose disclosure would:
"(A) interfere with enforcement proceedings

(B) deprive a person of a fair trial

(C) constitute an unwarranted invasion of personal privacy

(D) disclose confidential sources

(E) disclose investigation techniques -

(F) endanger life or physical safety of an individual
(bX8) Prepared by or for a government agency regulating or supervising financial institutions
(X9) Geological and gcophysical information and data, including maps, concerning wells

Other Grounds for Withholding

NR Material not responsive to a FOIA request excised with the agreement of the requester
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UNITED STATES DISTRICT COURT .
FOR THE DISTRICT OF COLUMBIA  [RELEASE IN FULL

JUDICIAL WATCH §
§
Plaintiff, §
§ .
v § No. 1:14-cv-01242.RCL ,
. § :
U.S. Department of Stafe, § |
§ i
Defendant. § |

DECLARATION OF JOHN F, HACKETT
REGARDING EXEMPTIONS TAKTN IN RESPONSIVE DOCUMENTS

Pursuant to 28 U.S.C. § 1746,1, iohn F. Hackett, declare and state as [ollows:

i I'am the Director of the Office of Information Programs and. Services (“IPS")of
the United Statcs Deparniment of State (tie *Department™). In ;his capacity, | am the Depampcm
of"ﬁcinl‘ immediately responsible forresponding to requests for records under the Freedom of
Information Act {the “FOIA™), 5 U.S.C.-§ 552, the Privacy Act of 1974, 5 U.S.C. § 552a, and
other applicable records access provisions. 1 have been employed by the Dcpanme.:m in this -
capacity since June 2015. Prior to assuming this role, | served as the Acting Dircctor of [PS
since April 2014 and Deputy Director since April 2013. As the [PS Director, [ am authorized to
classify and declassify national security information. [ make the following siatcments based

" upon ﬁy personal k-nowledge, which in lurn is based on a personal review of the records in the
casc file cstablished for processing the subject request and-upon information fumished to me in
the course of my official dutics. [ am-familiar with the efforts of Department personne! to
process the subject request, ahd ] am in charge of coordinating the agency’s seurch and recovery

efforts with respect io that request.

UNCLASSIFIED U.S. Department of State Case No. F-2016-17249 Doc No. C06276776 Date: 05/04/2017
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2, The corc responsibilities of IPS include: (1) responding to records access requests

made by the public (including under the FOIA, the Privacy Act, and the mandatory

declassification review requireincits of the Executive Order.governing classified national
security information), by members of Congress, by other govemment agencies, and those made
pursuant to judicial process such as subpocnas, court orders and discovery requests; (2) records
management; {3) privacy protection; (4) nationa) security classificalion management-and
declassificarion review; (5) corporate records archives management; (6) research; (7) operation
and management of the Department’s library; and (8) technplogy applications that support these'
activities.

3. This declaration explains the Department's scarch for records responsive.to the
"FOIA request at issue inl this- litigation.

[. ADMINISTRATIVE PROCESSING OF PLAINTIFF'S
REQUEST AND THE SEARCH FOR RESTONSIVE DOCUMENTS

4, By letter dated May 13, 2014, Judicial Watch (“Plaintiff") submiited a FOIA
request 10 the Departinent requesting that “the Office of the Secretary producc'thc following,
within'twenty (20} business days:

| _ 1) Copies of any updates and/or talking poinis given 10
Ambassador Rice by the White House or any federal agency
concerning, regarding, or related to the September 11 2012 autack
on the U.S. consulatc in Benghuzi, Libya.

2) Any and all-records or commuaications concerning, regurding,
or relating to talking points or updates on the Benghaxi attack
iven 1o Ambassador Rice by the White House or any federal
agency.

UNCLASSIFIED U.S. Department of State Case No. F-2016-17249 ‘Doc No. C06276776 Date: 05/04/2017
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See Ex. A (Plaintiff's FOIA request, F-2014-08848)."

5. In correspondence with counsel for the Department, Plaintiff further clarified that
its request docs not seck all records relating 10 the attacks of September 11, 2012 in Benghazi,
but rather only “alking points and updates to those talking points, not general intelligence
updates about the Benghazi attacks (unless those updaies were sent in furtherance of developing
or updating talking points).” See Ex. 3 (Email from Ramona Cotca, Sep. 4, 2014) (confirming
scope of request).

6. When the Department receives a FOIA request, IPS cvaluates the request to
determine which offices, overseas pasts, or other records sysiems within the Department may
reasonably be expected to contain the records requested. This determination is-based an the
description of the records requested and requires a familiarily with the holdings of the
Department’s reeords systems, applicabic records-disposition schedules, and the substantive and
functional mandates of numerous Department offices and Forcign Service posts and missions.

'
Faelors such ns the nature, scope, and complexity of the request itscif are also relevant,

7. Each office within the Department, as well as cach Foreign Service post and
mission, maintaing files concerning toreign policy and other functional matters related to the
daily operntions of that office, post, or 'missinn. These files consist generalty of working copies

of documents, information copics of documents maintained in the Central Fot€ign Policy

' This request was identically worded to a request previously made by the PlaintifT and direcied toward the United
Stes Mission 10 the United Nations ("USUN/W™), This previous request was the subject of related litigation, 1:13-
cv-00951, which the parties seuled after the Deparunent produced 93 documents wotaling 1,439 pages responsive.to
that request. Sve Ex. C at V-(udicial Warch v, Stare, (D.0.C. 13-951). FOIA Request Letter (Dkt No. 8-1)).

" UNCLASSIFIED U.S. Department of State Case No. F-2016-17249 Doc No. C06276776 Date: 05/04/2017
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Records collcction, and other documents prepared by or fumished to the office in connection
with the pcrfonnnncg: ofits official dutics, as wel] as:electronic copies of documents and e-mail
MOSSECS.

8. ‘Plaintiff’s request specified that it sought records only from the Office of the
Secretary. Thercfore, the Department tasked only the Executive Scerctaniat to search for agency
records responsive to Plaintifl’s avowed construction of its request that were generated between
Septerber 11, 2012, and September 23, 2014, the day that the search was conducted.?

The Execotive Secrctariat (*S/ES™)

9, The Office of the Executive Secretariat Staff (“S/ES-S™) is responsible for
coordination of the work of the Department internally, serving as the liaison between the
Department’s burcaus and the offices of the Secretary, the Deputy Secrelary, and the Under
Secretaries. [tis responsible for coordinating scarch responses for the Office of the Secretary of
'Sta.te ('$™), the Office of the Deputy Secretary of State (*D"), the Ofﬁfte of Policy Planning
(“S/P™), the CMice of the Under Scerciary for Political AfTairs {(“P"}, and the Counselor of the.
Depaﬁmem C".

10.  On September 9. 2014, a Management Analyst who was knowlcdgeable of both
the request and S/ES-$ records'systems conducted a search of S/ES-S electronic records systems

reasonably likely 10 contain responsive records, These systems include the Secretariut Tracking

? The immediate Office of the Sceretary is comprised of the Seercary's Chief of Staff, the Counselor of the
Department, Deputy Chicl of StafT, the Secrctary’s seeretary, the Exeeutive Assistant, spevial assistants, the
Secretary’s scheduler, stafT assisiant, and personal assistents. This staff handles all of the day-to-dsy matters of the
Secretary, including mectings at the Depariment, functions in Washington and throughoUt the couniry, and travel
sround the world.

UNCLASSIFIED U.S. Department of State Case No. F-2016-17249 Doc No. C06276776 Date: 05/04/2017
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and Retrieval System (“STARS™),! the Secretarint Telegram Processing System ("STePS™,’ the

Cable Archiving Refrieval System (“CARS™,’ and the Top Secret files (“TS™). These systems’ -

search capabilities are wildcard-based, meuning that common variations of the keywords being
searched would be reirieved (e.g., o search for “dircetive” would produce “directive’s™).

11.  On Seplember 23, in furlherance ofthis'procetss. S/ES-S ulso searched the
state.gov email accounts of three individuals—Cheryl Mills (Counsclor and Chief of Staff to
former Secretary Clinton), Jacob Sullivan (Deputy Chief of Staff for Policy to former Secretary
Clinton), and Huma Abedin (Deputy Chief of Staff for Operations 10 former Secretary
Cliﬁton)—-wilhin the Office of the Secretary. These individuals were selected by members of the
Office of the Sccretary based on their understanding of which staff members within the Office of
the Secretary during former Sceretary Clinton™s lemu'e.work-ed on issucs related to the Benghazi
attacks and whose records may therefore reasonably be cxpecied to contain responsive records.

12.  Tor hoth ihe databases and the email records, S/ES used. the search terms .
“Ambassador” or “Rice” or “USUN/W™ or “September 11, 20127 or “anack™ or “Benghazi™ or

“Libya” or “wlking points” or “TPs"™ or “updates.”

* STARS is an aulomated system used 10 frack, contral, and reeord documents contdining substantive fareign policy
information passing 1o, from, and through the offices of ihe Secrewry of State, the Deputy Secretary of Sate, dnd
. other Departnicnt principal officers. Grigina) documents are indexed, scanned, and stored us imuges in STARS.
' Informutlon in STARS vovers the period 1988 o the present.

USTePSis designed to distribute cables among the Departmeni's principals.

i * CARS is designed 10 provido eecess to 2 contemporary portien of the Department’s telegram archivedeemed to be
of general interest.

UNCLASSIFIED U.S. Department of State Case No. F-2016-17249 Doc No. C06276776 Date: 05/04/2017
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13.  During searches of the email rccords, as well as the $TePs and CARS databases,
the search terms were applied to each document, as well as auachments that contain searchable
text. During the search of STARS, the s¢arch terms wwere applied to a descriptive abstract
atached 10 cach document. Each STARS abstract wus creaicd by @ Technical Infurmation
Specialist when the document was added to the database; this abstract is dsigneq to capture the
subject maner of the retated document. For decuments fror the tise period relevam to the
FOIA request, the abstmc.t_s are the only portions of the STARS database whose text may be
scarched. Similarly, duiing the TS scarch, the search terins werce applied to an index of TS files.
Each TS index entry, along with key words and a topic-description, was added by a Management
Analyst into the index. This index, rather than the full text of the TS files themselves, can be
scarched.

14, The use of “or® between the search terms indicales thal this.was a disjunctive
search; the terms listed would have:retrieved any doc.'.umehts that corit;u'n (for email, STePS,
CARS records), or-whose abstracts or indexes contain (for STARS and TS records), tbe word
~Ambassador,” for exanple, even if the doqumcm', abstract; or index contained nonc of the other
scarch terms. These searches were completed on September 23, 2014, and retumed & number of
records, w]\ich.\'\'crc then reviewed for responsiveness,

15.  Inaddition, to guard-against the pessibility that a particular docuwnent was’
overlooked, the Management Analyst also reviewed each of ihe documents that were produced to
Plaintiff from USUN/W, rather thari the Office of the ﬁccrcmry. in the related litigation described

in footnotc | abave. The Manngement Analyst examined each sender or recipient. of each

UNCLASSIFIED U.S. Department of State Case No. F-2016-17249 Doc No. C06276776 Date: 05/04/2017
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document produced in that litigation; documents with a récipient or sender who was in the Office
of the Sccretary a1 the time-the email was sent were treated-as responsive.
16.  As aresult of the searches of ema‘il records, database records, and records
I produced in the prior related litigation-as described in'tiis paragreph, the Manugement Analyst
found four documents responsive 1o Plaintff's FolA request, all of which had been previously
produced to Plaintiff in 1he related litigation described.in fosinote 1. By letter dated November
11, 2014, the Department released one document in full and three documents in pant. See Ex. D
(Letier of Nov. .t2, 2014). ‘
17.  Afier the searches-in this case had been completed and the four responsive
documents delivered 1o the Plain6iff, the Department recei-v'et;.l appraximately 55,000 pages 6f
. hard copy emails and atlachmenls 1o emails, arranged in chronological order, from former
Secretary Clinton. These records were provided by her in response to an earlict request from
the Department of State that; if former Secretarics.ortheir repraseniatives were “gware or [were
to] become owarc in the future of a federal record, such as an email sent or received on a
personal email account while serving a5.Secretary of State, that acopy of this record be made
available to the Deparment.” See Ex. E (Text of Letter to Former Secretaries of State
Conceming the Federal Records Act of 1950). The Deputy Directory of S/ES-S applied the:
same search tenns described above, see § 12, to two PDFs containing scanncd images of a sulbset

of these documents, specifically, the documents that were sent or received on or afler September

. $ Former Secretary Clinton did not use.s state.gov cmail account.

UNCLASSIFIED U.S. Department of State Case No. F-2016-17249 Doc No. C06276776 Date: 05/04/2017




Obtained by Judicial Watch, Inc. via FOIA
UNCLASSIFIED U.S. Department of State Case No. F-2016-17249 Doc No. C06276776 Date: 05/04/2017

Case 1:14-¢v-01242-RCL Document 18-2 Filed 07/07/15 Page 8 of 40

11, 2012, through the end of formef Secretary Clinton's tenure on January 31, 2013, For each
PDF, the Deputy Director entered a search term individually into the Find command in Addbe
Reader and navipated to each oceurrence of the search term in the PDF. The Deputy Dirccior
reviewed for responsiveness-each individual document'that c;mtained an occurrence of the search
term, This process was repeated for each search term listed above in Paragraph 12: No
responsive records were found.

18.  Earlier this year, the Department sent letters to Ms. Mills, Mr. Sulliva;n, and Ms.
Abedin, whose state.gov accounts were searched in fes;'aonse 1o-this FOLA request. In those
letters, the Department asked those individuals to make available to the Department any federal
records that |he;,; may have in their possession, such as emails concemning official government
business scnt or received on a personal email account while serving in their official capacities
with the Department, if there is.any re::son'.lo believe that those records may not otherwise be
preserved in the Departmenit’s recordkeeping sysiem.

19.  All three individuals have responded.to thosce letters, {hrough counsel, to inform
the Department that they have beéun the process of searching for and providing the Department
documents in their posscssion that may potentially bé federal records. That process is ongoing.

20, OnJune 26, 26 13, counsel for Ms. Mills and counsel for Mr. Sullivan provid‘ed
i the Deparuncat with a number of documents in res'ponsc-lo the letters, An attomey in the

Depariment’s Office of the-Legal Adviser bas reviewed l'hese. newly received documents and
discovered one responsive document among those that had been provided by Mr. Sulliven, a

.

two-message email chain that mentioned the talking points in the course of a larper discussion,

A

UNCLASSiFIED U.S. Department of State Case No. F-2016-17248 Doc No. C06276776 Date: 05/04/2017
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which it has determined should be withheld in full pursoant 1o FOIA Exemption 5. See §925-27,
infra. ’

21, Theeurlier méss‘nge io that emdil. chain is a forward of an email that was'sesit lo,
among other people, former Secrctary Clinton. A Depuriment attomney hus determingd that it
was among the 55,000 pages provided to.the Department by former Secretery Clinton. This
earlier message had been reviewed by StafF in the Office of the Secretary during the process
desuribed above in Prragraplh 17 bit deemed quucsponslivc because the references 1o “talking
points” contained therein appeared:1o be-about a separate set-of Lalking points being developed
within the Ofﬁcc' of the Secretary for ﬁrtu.re use. Jt wasnot clear from the face of the earlier
message that one of the references to “talking points” whs to those that had been given to
Ambassador Rice. A Depaniment altomey has d‘eicrmihcél thut.the copy of the carlier message
included in the document teceived fram M. Sullivan is identical to the copy received from.

— former Sccrctar.y_ Clinton, FIowcvcr, the-lnier message in the email chain, which was not sent to
* former Seerctary Clinton, made it clear that one portion of the carlier message had, indeed, been
discussing the talking points given to Ambassador Rico.

[I. EXEMPTIONS CLAIMED.

FOIA FExemption S—Deliberative Process Privilege

22, 5U.8.C. §552(b)(5) states that the FOIA does not apply t0:

infer-agency Or intra-agency memorandz or letiers which would not be available
by law to a party other than an agency in litigaton with the agency....

23, Exemplion3, 3 U.S.C. § 552(b)(5), proteets from disclosure information that'is

normally privileged in the civil discovery contexl, includiﬁg information that is protected by the

UNCLASSIFIED U.S. Department of State Case No. F-2016-17249 Doc No. C06276776 Date: 05/04/2017
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deliberative process. The deliberative process privilege protects the confidentiality of candid
views and advice of U.S. Government officials in their pre-decisional deliberations related to
policy formulation and administrative direcfion.

24, For example, certnin informution withheld in Lhis case rellueis drafis of materials
being prepared lor senior Department officials, logether with suggested revisions being offered
by Depariment employees.” Disclosice of material containing such deliberations or material on
which such deliberutions are based could reasonably be expeeted.to chill {he open and frank
exchange of ideas and recommendaiions in which pcpanmerlt olficials arc involved. 1t would
severely hamper the ability of responsible Department officials to formulate and carry out
executive branch, programs. Information in one document in this case, as detailed below, hds
been withheld on. the basis of this excnption. Discloslure of this information, which is pre-
decision;al and deliberative, and-contains selecled factual, material intcrtwined with opinion,
would inhibit candid inicmal discussion and ihe expression of recommendations arid juﬁgments
regarding current: problems and prefcrred coursos of action by Department personnc] with respect
to mater;als being prepared for senior Department officials. Thg withheld information is,

' accordingly, exempt from refease under Exemption 5, 5 U.S.C. § 552(b)(5) pursuant to the
deliberative process privilege.

FOIA Exemption i—Dlersonal Privaey

i 25. - 5U.S.C. § 552 (b)(6) staies thet the FOIA does not apply 10

? Four documcyix were withheld in port pursuant to various FOIA exemptions. Counsel far PlaintifT has confirmed
viz email that Plalntif¥ is not challenging any of the redactions in the documents produced to it. Ex. F (Email from
Ramona Cotca, Junc |35, 2015}, Therefore, this decleration onfy-addresses the exemptions that apply to the
document that was provided by Mr. Sullivan on June 36, 2015, which has been withheld in full,

10
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personnel and medical files and similar files the disclosure of which would
constitute a clearly unwarranted invasion of personal privacy...”

| 26.  Courts have interpreled the language of Exemption 6 broadly to encompass all
personal information that applies to an individual, without regard to whether it was located ina
particular iype of file. The Depurtment withheld only-the domain names in the persong] emuail
addresses ol Jacob Sullivan, Cheryi Mills, and Bhilippe ﬁeina under Excmplion 6.

27.  Inasmuch as the information v..vilhheld is personal to an individual, there is clearly
a privacy intcrest iuv;:)ivcd. lam required, thercfore, to detcnmipc whcthc.r there cxists any
public interest in disclosure and to weight any such interest against the exient of the invasion of
privacy.

28.  In United Siates Department of Justice v. Reporters Commmeg Jor Freedom of
the Press, 489 U.S. 749 (1989), the Supreme Court laid down two rules for determining public
interest in disclosure of information involving a privacy interest: (1) whether disclosure would
serve the “core purpose™ for which Congress enacted the FOIA, i.c., to show “what the
govermment is up 10,” und {2) that public interest means the intercst of the public in geneml,"norl
particular interests of the' pbrson or grdup :::eeking the.information. Accordingly, the identity of
the requester as well as the purpose for shich the information'is Eoughl is irrelevant in making
the disclosure detennination.

29.  Asforallof the inﬁ:rumtibn_wilhhcld pursuant to Exemption 6, | have concluded
that (1} disclosure ot the information withheld waould result ina clearly unwarranted invasion of
personal privacy; and (2) disclosure of the information would not scrve the “core purpose” of the

FOIA, i.e., it would not disclose information about “what the govemment is up to.”

1
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.Accordingly, I have determined that the privacy interests clcarly outweigh any public-interest in

disclosure of the wil.hhe{d information. -

Document Deseription

30.  Document 03831334, whic.h is discussed above, sce 74 20-21, is a three-page
intra-agency email éxchange consisting ofttwo'mcssages. The earlier message is from Jacob
Sullivan to former Secrctary Clinton’s non-state.gov einail address and Cheryl Mills (who is.
listed on the “Cc” aclidrcss‘line) and has the subject “Key Points.™ Tt was sent on Seplember 29,
2012 at 11:09 AM: The laic message is from Cheryl Mills to Jake Sullivan and Philippe Reines
(Deputy Assistant Secretary of State for Sqaregic Communications and Senior Conimunications
Advisor to Sceretary Clinton) and has the subject “Fwd: REVISED Key Points.” It was sent on
September 29, 2012 at 1:18'PM. The bodics of the messages consist. of drafis, composed by -
advis_ors to former Secretary Clinton, of a proposed future'communication from the former
Secretary to a member of the U.S. Senate conceming various issues ré.lmed 10 the attacks of
September 11, 2012 in Benghazi, A portion of gach draft consisted of a summm;y of the talking
points that had been sent to Ambassador Rice (although, as explained above, see {{ 20:21, the
Department did not realize that the carlier message included a reference to those talking points'
until the Depariment received and reviewed lhe:- second mess;agc in the email chain), The

Depariment has withheld the email chain in full under FOIA Exemption 5 pursuanl to the
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deliberative process privilege and the domain names associated with'the private email addresses
of Ms. Mills, Mr. Sullivan, and Mr. Reines under Exemption 6.2

31.  Asnon-final drafis, the-bodies of these messages consist in their entirety of
information that is pre-decisionz| and deliberative-in nature. Release of this material could -
reasonably be cxpected 10 chill the frank deliborations that ocour when senior staff are prépnn'ng
points or other draft remarks for use by'senior Depantment officials m addressing a matter of
public conlroversy. Tl'}t‘. maletial is therefore exerh'pl"under FOIA Exemption 5,5 U.S.C.
§ 552(b)(5) pursuant to the deliberative process privilege.

32.  Inasmuch as tHe-infdnnatioﬁ withbield under Exemption 6 in the email chain

identifies a specific.individual, a personal privacy interest exists in the information. Therefore, !

am now required'to determine wheiher there cxists.any.public interest in disclosued and, ifa
public interest is implicated, to weigh any.such interest against the privaey interest to determirie |
. whether disclosure wonld constitute a clearly unwarranted invasion of personal privacy.
33, Anyindividual, inclading a U.S. Govcmmcnl:cmploy,'ec, has a privacy interest.in
his or her personal cmailaddress because the release of this information‘could fesull in
. " Hharassment or unwanted atiention. Moreover, the relcase qf the domain name of a personal
email address would not shed light on govemment operations. The domain names of the
personal email addresses in the emait chain are therefore excmpt under FOIA Exemption 6,

5US.C. § 552(b)(6).

* The Dopartnent does not scek to protect ihe non-staic.gov email address of former Scerctary Clinton
(“hdr22@clinonemail.com®), which is in the earlier email in the email chain.

13
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34, The Deparment conduc;ed a line-by-line review of the email chain and
determined that there was no reasonably segregable, non-exempt matenal that could-be released,
other than the information disclosed in the preceding two.pan;graphs.

CONCLUSION
‘ 35.  In summary, the Department conducted.a thorough search of al! Department
records systems.wiiliin the Ofﬁcé:ofghq Secretary lhatwere reasonably likely 1o ,mainéin!
records responsive to Plainitiff®s FOIA request and locdted five responsive documents, one of
which it refeased in full; three of ihich it feleased inf par, and onciof which it withheld in:full.
‘ ¥
| declare under penalty oF‘i:erj_ur-y that the foregoing is truc:and correct to the best.of my

knowledge.

Exceuted this 2 day of July 2015, Washingion, D.C.

QN V_#

Joln F. Hackcu

14
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NO DISCERNIBLE CLASSIFICATION

Grulkowski, Bryan A

!

From: Jaramillo, Edgar E

Sent: Wednesday, July 09, 2014 6:19 PM [RELEASE IN FULL]

To: Wasser, Jonathon D; Finney, Clarence N -

Cc: Jaramillo, Edgar E '

Subject: Freedom of Information Act Request F-2014-08848 (Requester: Bailey, Kate) - ACTION
: REQUIRED

Attachments: - [Untitled}.pdf

THIS IS AN ACTION MESSAGE
To SESCR: B

Please be advised that your office/bureau has been tasked to conduct a search of official State Department records in
response to a Freedom of Information Act Request F-2014-08848 submitted by Bailey, Kate. A tasker consisting of a
copy of the transmittal form (DS-1748) the request Letter and related material is attached.

Please forward this search tasker to all individuals in your office/bureau that may have records responsive to this
request. The attached DS-1748 form also provides instructions on how to conduct a search. After completing the
search, the Researcher should complete all applicable sections of the form, sign and date the DS-1748, and attach it to
copies of any responsive documents found. The completed package should be forwarded in paper format to your
bureau’s FOIA Point-of-Contact, if forwarded to you, or the IPS FOIA Analyst mentioned below. If you have any
questions, please contact £dgar Jaramillo at extension 48472,

Edgar E. Jaramillo | A/GISAPSICRIEAN | Phone: 202.261 8472 cx 48472 | Fax- 202.261.8588 |
Europe, South Central Asia, Africa & Near Eastern Affars | FOIA Office yw fola smtegoy

Please consider the environment belore printng this emall

.

This email is UNCLASSIFIED.

Grulkowskl, Bryan A . NQ DISCERNIBLE CLASSIFICATION
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) UNCLASSIFIED WHEN SEPARATED FROM ATTACHMENTS
,@ U.S Department of State :
Wiy SEARCH TASKER [RELEASE IN FULL]

f—

The Department has a statulory responsibiiity to reply to FOIA requests !{\ a limely manner, Failure to do So could rasull in litipation agains! the Department.

Case Number

L~2a(7- %33 " 2 ief . U [

Dale Tasked (mm-dd-yyyy)

3/9/1Y

Response Dus to rs a{ {nm-dd-yyyy) | Office Taskad with Ssarch

. sescl

Qther Bureaus/Offices Recelving Request

Telephona Number Room

Plaase contact the Analyst if you reach the fee limit.

Admnistratve/Clerical | GS 1-8, FS 98-8 $21.00 per hour
Professional GS8-13,F56-3 $41.00 per howr
Execulive GS 14- SES, 552-SFS[ $76.00 per hour

DYes DNo

FROM lyst Name Office
{;‘qﬁf )/?ﬂ AGIS/PS! EAY Itz 79/3 SA2
Expeditious Prefidling? Litigation a:ttgn'l . RBWWW
’ aws Media, Other
Oves [One | Jves {Jno. Scientlc or Educaional ) COmmercil (Specify)
Depariment’s Seaich and Review Fees Fes Waiver?

Amoun!| Requesler Agreed 10 Pay
{Fae Limil)

NOTE - Please contact the Analyst If you reach the fae limit.

D Privacy Rafe;ral

2

Time Pertod Searched (mm-dd yyyy)
Beginning Date Ending Date

B

Casa Type
[C) mandatary Review FOIA [-] FoA Referral

D Other (Dascnprion}

Contracl Number {If 3 Requesi for

a Contract)

6, Please complete the form in lls entirety even If no responsive documents are located.

chronoioglca1 order, and forvard them to Ihe analysl at the above office. Send all responsive documents, regardless of classificaion or sensilivity,
Please do not make any excisions to the documents - unlass you have delegated REVIEW authority.

2 Please provide (he Lol and Box number for any retired fles responsive to this request. Il relirement manlfests (Form DS-693) are nol avallable in
your office, please call the analyst as sacn as possible.

3. Fillln the {ollowing boxes a& a record of this search. PLEASE NOTE- The cut-off dale for retrieving documents responsive 1o the search Is the
Emelrame spacified by the requester o Ine date the search Is Initlated by your office,

4, Include all e-mails and any altachments,

5, Contacl the Analysi if you have questions about the search or documents retrieved. Provide additional commenis in the Comments field on page

7. For the Preferred Format of Transmission of Responsive Records, ses the Guidance. Send one copy of records in ane format only to the
Anarysl named above The Search Otﬁce musl clear the chosan formal with the Analysi, unless sending paper copies (IPS's Preferred Format).

R S e S R

Number of Documents Relleved

Numbear of Pages Retrieved

Relired Records Manlfes| Number (Plaase provide for IPS lo search if Relired Records ere available.)

Does yout search cover the date range specified in (he request?
Oves Ome Il not, why?

Please ksl all the search terms and/er keywords you used in the search,

Please lisl the search lerms andfor keywords that were succassiul,

[:] Electronic L__] Paper

Type(s) of Records Searches Names of Fila Syslems or Syslems of Records or Dalobases Searched

Eleclronic Fites - Did you search; (Check all that apply.)

Unclassiliod| Classified

NIA

E-mails

Archived E-mails

Paper Fltes - How are your paper files organized?

Word Documenis/Spraadsheols

Shared Dalabases and Drives

| Cither (Spacily)

Electronic Fites - How are your electronlc files organized?

[

Page 1.0f 2
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Searcher Comments (7o bo Gomplalad by Searci Oliice) T T T e T
‘Anatyst Comanents (Ta be Complatad by Anclysf) T T

Sarch Timc

i attes! to ihe accuracy of the search perormed for [nis request.

Swgnatere Date rmm-dd-yyyy)

The Office of lnl‘mmahon Programs and Services {NGFSIIPS) conrdlnales lha Depaﬂménl‘s processlng of dnwmem requesls made under (he
Freedom of Information Act {FOIA), {5 U.5.C. §552). IPS, tocated in SA-2, Identifies and tasks bureaus, offices and posts to conducl searchas, The
FOIA imposes shorl deadlines loi responses to requests. Please make every efior 1o comply with the DUE DATE. The FOIA requester can challenge
{he imetiness of responses, the adequacy of searches, and the propriety of withholdings (hrough an adminisirative appeal process andfor by filing suil
in redeml court. It you have quashuns please call Of emall Ihe IPs analy51 named on the lasker

1. The SEARCH TASKER summarizes the searcn requirements, leltyour search to lhe sumeci ancl Ilme frame sel forth in lhe raques!ar s latler
which Is attached o (he tasker. The cul-oH dale for retrieving responsive documents Is the imeframe spedified in the tetier or Lhe date you initiate
the searchil a timeframe is nol specified. When your search is compiate, fill In the SEARCH sectlon of the lasker. *Saarch ime* should not
include ime spenl copying,

2. Aside rom exceptions noted below, provide all responsive documents, regardiess of originsting agancy, and regardless of whether you believe
that the documents shoukd be withheld bezause of their sensitivity. Do nol provide document orlginals - provide copies only, sorted in chronclogical
order,

3. Top Secrel, Reslrictad Dala and Codeword (SC/) Documents: Handle ang transpart information according to Depanment Procedures. For mare
information, contacl the Bureau of Diplomalic Security’s Office of Information Securty, review 12 FAM 5005, and .this Department Notice.

& Cables - Do noi provide copies of cables, uiless: {a) Ihey bear maiginal notes: (U} are channel cablgs; (¢} are classified Top Secret; (d) were
originaled by other agencles; ar (¢) are post-lo-post cables. (IFS will retrisve other ralevant DOS cables from the sfectronic archwes, }

5. Computer Fites - You musl search for relevan! e-malls, memes, letiers, elc. from your office’s computer files. include all g-malls, mcludmg all of
the e-mall attachments.

§. Website - |l you have responsive material on your website, please gravide the web address.

7. Retired Records - Il responsive malenal has bean refired, please provide 2 copy of your bureau/ office’s relred file manilest {form D35-693).
Indizate an the manifest which fles may contaln responsive matedal, IPS will reliieve Ihe necessary boxes and conduct he search,

2. The FOIA generally does nof require [hal federal agencies create documenis lorrespond lo requests. However, if the request is for Inlormation that
exisis in electronic fborm, wa are required to compile thal Information ina way responsive 1o lhe request i It would not be unduly burdensome.

9, The tasker and responsive dacuments should be relurned through the dasmgnaled FOIA contac! officer for your bureau. {Officas in HST end SA-1
may call or email the 1PS analyst lo arrenge possible hand dalivery or pickup.) |l more (han ane office within the bureau has responsive
documents, the FOIA contact officer should compile search dalails as found on the Search Tasker from around thelr atfice. The FOIA contact
officer will then coordinate the entire respanse for the bureau and return it ©o'IPS as one package. ' a parlicular office within the bureau needs -
more ime, the contact officer should send what is available and notily [PS of the pending seaich, The FOIA contaci officer should record requests
as they are received and completed in a dalabase or log book so thal all requests and scgmanls thereof are recorded and racked.

10, Formalof Responsive Matesial: Paper (pnnt oul and physically send) is (he preferred 1ormal for responding to Lhe Search Tasker. Ona case hy
case basis, you may conlacl the Case Analyst o discuss the possibility of using electronic formal, The decision Lo lorward records electronicatly 15
baaed on Lhe quanluty of records 1nr.aleu or lhe formas m vmich lhe mquaster requesmd lhe records if ll can be accommodaled

The FO!A allows the Departmcns to walhhuld classmod matenal as deﬂned inE.Q. 14526 as arncnded as well as other sensitive mlorma’uun thal !alls
under one of ihe nine FOIA “exemptions,” 5 U.5.C. §552 {b). The documenis are subjecled to a two-level review by officers (relired FSOs) who are
familiar with the pertinent subject matler andlor geographic area, as well as the FOIA cxemptons and in accordance wilh sensilivity guidelines worked
oul with the bureaus. .In addiion, pruposed dectassificalion ol potentially sensilive miaterial loss than five years old will normally be cleared with Ihe
offices. and reviewers will consull with offices regarding older informalion deemed possibly 581 sensifive. You are encouraged lo registor yowr .

concerns aboul the sensivity of the malerial provided in a cover memo of email, Doing so will speed up the review and reduce the need for -
consuliation.
D5-1748 b Page 2.0l 2
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. o F-20lu- 088y
e, Judicial SRR
Watch

Becanse no one
is abiove the law!

[RELEASE IN FULL)

My 13,2014

VIA CERTIFIED MAIL

Office of Information 'rograms and Services
AIGIS/IPS/RL.

U. 8. Deparument of State

Washington, 1. C. 20522-8100

Re: Freedom of Information Act Request

Dear Freedom of Information Officer:

Pursuant 1o the Frecdom of Information Act (FOIA), 5 (J.S.C. § 552, Judicial
Watch, Inc. hereby requests that Office of the Secretary of State produce the following
within twenty (20) busincss days:

1) Copies of any updates and/or talking points given to Ambassador Rice by the
White Housc or any federal agency concerning, regarding, or related Lo the
September 11 2012 attack on the 1).S. consulate in Benghazi, Libya.

2) Any and all records or communications concerning, regarding, or relating to
talking points or updates on the Benghazi attack given to Ambassador Rice by
the White Housc or any federal agency.

We call your-attention to President Obama’s Jahuary 21, 2009 Memorandum
concerning the Freedom of Information Act, in which he stales:

All agencies should adopt a presumption in favor of”
disclosurc, in order to renew their commitment to the
principles embodied in FOIA. .. The presumption of

) dlsclmure should be-applied to all decisions involving
FOIA.

The memo further provides that “The Freedom of Information Act should be
administered with a clear presumption: In the casc of doubt, openness prevails.”

Nevertheless, if any responsive record or portion thercof is claimed to be exempt
from production under FOIA, please provide sufficient identifying.information with
respect to cach allegedly exempt record or portion thereof to allow us to assess the
propriety of the claimed exemption. Vaughn v. Rosen, 484 F.2d 820 (D.C. Cir. 1973),

! Freedom of Information Act, Pres. Mem, of January 21,2009, 74 Fed. Reg. 4683,

425 Flnrd Sk SWC Suite 508, Washingron, DC 20024 < 1ol (202) 646-5172 or 1-X8K-5931.8442
FAX: (202) 646-3199 . Email: infierJudicial Watch.org « www Judicial Watehoorg B 77 Ay

UNCLASSIFIED U.S. Department of State Case No. F-2016-17249 Doc No. C06288069 Date: 05/04/2017




Obtained by Judicial Watch, Inc. via FOIA
" UNCLASSIFIED U.S. Department of State Case No. F-2016- 17249 Doc No. C06288069 Date 05/04/2017

Department of State
May 13, 2014
Page2of3

cert. denied, 415 U.S: 977 (1974). In addition, any reasonably scgregable ponidn of 2
responsive record must be provided, after redaction of any allegedly exempt material, 5
U.S.C. § 552(b).

FFor purposcs of this request, the term “record” shall mean: (1) any written,
printed, or typed material of any kind, including without limitation all correspondence.
memoranda, notes, messages, letlers, cards, lacsimiles, papers, forms, telephone
messages, diaries, schedules, calendars, chronological data, minutes, books, reports.
charts, lists, ledgers, invoices, worksheets, receipts, returns, computer printouts, printed
maltcr, prospectuses, statements, checks, statistics, surveys, aftidaviis, conlracts,
agreements, transcripts, inagazine or newspaper articles, or press releases; (2) any
cleetranically, magnetically, or mechanically stored material of any kind, including
without limitation all electronic mail or e-mail; (3) any audio, aural, visual, or video
records, recordings, or representations of any kind; (4) any graphic materials and data
compilations from which information can be obtained; and (5) any materials using other
means of preserving thought or expression.

Judicial Watch also hereby requests a waiver of both search and duplication [ces
pursuant 10 5 U.S.C. §§ 552(a)(4)(A)ii)([1) and (a)}{4)(A)(iii). Judicial Watch is entitled
to a waiver of search fees under 5 U.S.C. § 352(a)(4)(A)(i)(11) becausc it is a member of
the news media. Cf National Security Archive v, Department of Defense, 880 ¥.2d 1381,
1387 (D.C. Cir. 1989)(defining news media within FOIA context). Judicial Watch has
also been recognized as a member of the news media in other FOIA litigation. See, e.g.,
Judicial Watch, Inc. v. U).S. Department of Justice, 133 F. Supp.2d 52 (D.D.C. 2000),
and, Judicial Waich, Inc. v. Department of Defense, 2006 U.S. Dist. LEXIS 44003, *1
(D.D.C. June 28, 2006). Judicial Watch regularly obtains information about the
operations and aclivities of government through FOIA and other means, uses its editorial
skills to turn this information into distinct works, and publishes and disserminates these
works 10 the public. It intends to do likewise with the records it receives in response to
this request. '

Judicial Watch also is entitled to a complete watver ol both scarch fees und
duplication fees pursuant to 5 U.S.C. § 5352(u)(4)(A)(iii). Under this provision, records:

shall be furnished without any charge or a1 a charge
reduccd below the fees established under clause (i) if
disclosure of the information is in the public interest
because it is likely to contribute significantly 1o public
understanding of the opcrations or activities of government
and is not primarily in the commercial interest of the
requesler.

5US.C. § 552()(@)Aiii).
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- In addition. if records are not produced within twenty (20) business days, Judicial
Watch is entitled to a complete waiver of search and duplication fces under Section 6(b)
of the OPEN Government Actof 2007, which amended FOIA at 5 U.S.C. §
{adAY(viil).

Judicial Watch is a 301(c)(3), not-for=profit, educational organization, and, by
definition, it has no commercial purpose. Judictal Watch exists to educate the public
about the operations and activitics of government, as well as 1o increase public
understanding ubout the importance of cthics and the rule of law in government. The
particular records requested herein are sought as part of Judicial Watch’s ongoing cfforts
to document the operations and activities of the federal government and 1o educate the
public about these operations and activities. Once-Judicial Watch obtains the redlested
records. it intends to analyze them and disseminate the results of its analysis, as well as
the records themselves, as o special written report. Judicial Watch will also educate the
public via radio programs. Judicial Watch’s website, and/or newsletter, amonyg other
outlets. It ulso will make the records nvailable to other members of the media or
researchers upon request. Judicial Waich has a proven ability to disseminate information
obtained through FOIA 1o the public, as demonstrated by its long-standing and
continuing public outreach clforts.

Given these circumstances, Judicial Watch is entitled 1o a public inlerest fee
waiver of both search costs and duplication costs. Nonetheless, in the event our request
for a waiver of scarch and/or duplication casts is denied, Judicial Walch is willing (o pay
up to $350.00 in scarch and/or duplication costs. Judicial Watch requests that it be
contacted before any such costs are incurred, in order to prioritize search and duplication

“efforts.

In an effort 10 Macilitate record production within the statutory time limit, Judicial
Watch is willing to aceept documents in electronic format (e.g. e-mail, .pdfs). When
necessary, Judicial Watch will also accept the “rolling production” of documents.

I you do not understand this request or any portion thereol, or if you feel you
require clarification ol this request or any portion thereof, pleasc contact us immediately
at 202-646-5172 or kbailey@judiciulwatch.org. We look forward to receiving the
requested documents and a waiver of both scarch and duplication costs within lwenty
(20) business days. Thank you for your cooperation.

Sincerely,

Tt buly

Kate Bailey
Judicial Watch

UNCLASSIFIED U.S. Departmeﬁt of State Case No. F-2016-17249 Doc No. C06288069 Date: 05/04/2017
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NO DISCERNIBLE CLASSIFICATION

Grulkowski, Bryan A .,

From: Jaramillo, Edgar E

Sent: Woednesday, July 09, 2014 6: 23 PM

To: Wasser, Jonathon D; Finney, Clarence N

Cc: Jaramillo, Edgar E

Subject: CORRECTION: Freedom of Information Act Request F-2014-08848 (Requester: Balley,
Kate) - ACTION REQUIRED

Attachments: [(Untitled].pdf

[RELEASE IN FULL|

THIS IS AN ACTION MESSAGE

To SESCR:

Please be advised that your office/bureau has been tasked to conduct a search of official State Department records in
response to a Freedom of Information Act Request F-2014-08848 submitted by Bailey, Kate. A tasker consisting of a
copy of the transmittal form (D$-1748) the request Letter and related material is attached. '

Please forward this search tasker to all individuals in your office/bureau that may have records responsive to this
request. The attached DS-1748 form also provides instructions on how to conduct a search. After completing the
search, the Researcher should complete all applicable sections of the form, sign and date the D5-1748, and attach it to
copies of any responsive documents found. The completed package should be forwarded in paper format to your
bureau's FOIA Point-of-Contact, if forwarded to you, or the IPS FOIA Analyst mentioned below. If you have any
questions, please contact Edgar Jaramillo at extension 48472,

Edgar . Jaramilla | AZGIS/IPS/CR/EAN | Phanc: 202.261.8472 cx 48472 | Fax: 202.261 8588 |
Europe. South Central Asia, Africa & Near Eastern Affairs | FOIA Office www.fola smtegov

Please consider che environment before printng this emall

This email is UNCLASSIFIED.

Grulkowskl, Bryan A NO DISCERNIBLE CLASSIFICATION

UNCLASSIFIED U.S. Department of State Case No. F-2016-17249 Doc No. C06288085 Date: 05/04/2017
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{INCLASSIFIED WHEN SEPARATED FROM ATTACHMENTS
A : U.S. Department of Stale (RELEASE IN FULL]
s SEARCH TASKER

The Cepariment has 8 stailory responsiblilly lo reply Lo FO!IA requesis In o limely manner. Fallure lo do so could resull in liligation against the Department.

Case Numbar Requesle ami k 4' Date Tasked {mm-dd-yyyy)
L-20l4-08318 | Yley 4 3/a/l'1
Response Due o rs B{ (mm-dd-yyyy) Ofice Taskad wilh Search Othar Bureaus/Offices Receiving Request

: sescl
FROM  Apalysl Name : Office Telophone Number Room
ﬁ‘qzl/ —j}/?ﬂ 'K; wcisnrs/ €AY qi¢3I2- 223 saa

Expedilious Mafidling? Lfigation Action? Regx&r}egow
Oves (O e [ o sé’l"éis?ﬁi';‘f Educational (] Commered [} %g:;uy)

Depaftment's Search and Review Fees ) Fee Waiver? Amounl Requester Agreed lo Pay

Plaase contact the Analyst If you reach the foe limil. (Fee Limii)

AdminsstratverGlenical] GS 1-8, FS 9-6 $21.00perhourl [ ] ves [} o

Professianal GS 913, FS 63 $41.00 per hour

Executve GS 14- SES, #52-SFS| $76.00 per hour | NOTE - Plaase contact the Analyst if you reach the fee limlt.

| Case Type Centract Number (if 3 Request for
[[] Mandatory Review FOIA [[] FOA Relamrat a Contract)

SNy N S b R LA S
1. Please saarch your files for documents responsive 8 att
chronological order, and forward them 1o the analyst al the above office. Send all responsive documenls, regerdless ol classification or sensitivity.
Please do not make any exclsions to the documents - unless you have dalegated REVIEW authority.

2. Please provide the Lot and Box number for any relired filas responsive te this request. [ refirement manifests (Form DS-693) are ol available in
your office, please call the analyst as soon as posslble,

3. Filtin the following boxes as a record of this search. PLEASE NOTE. The cut-off date for retneving documents responsive lo the search Is the
umetrame spacified by he requester or the date the search is initialed by your office.
4. inctude ali e-malts and any attachments.

Contact the Analyst if you have queslions abou! the search or documents retrieved. Provide addilional comments in the Commenis field on page
2!

6. Pizase complete the form in its entirety even if no responsive documents are located.

o

7. For the Preferred Format of Transmisston of Responsive Records, see the Guidance. Send one copy of recotds in one format only to the
Analyst named above. The Search Office musl clear the chosan jormat with the Analyst, unless sending paper copies (IPS's Prefarred Format).

R e T R A e S R DR

PDasg
eriod Searched (mm-dd-yyyy) Number of Documents Relneved Number of Pages Retrieved

Time P
Beginning Date Ending Date

Relired Records Manilest Number (Plaase provids for IPS lo search if Relired Records are evallable.)

Does your search cover the dale range specified in the request?
D Yes D No i not, why?

Flease i3 all the search lerms andfor keywords you used in the search. | Please Rst the search lerms and/or keywords thal were successiul.

Typa(s) of Records Searches Names of File Systems or Systems of Records or Databases Searched
[:] Electronic D Paper
Eleconic Files - DId you search’ {Chack alf that apply.) Paper Files - How are your paper files organized?
B |Unclassitiod| Classified NiA
E-mails
Archived E-mails
Word Oocuments/Spreadsheats Electronic Files - How are your electronic files organized?
Shaied Databases and Drives
Other (Spaeily) ]

Paget1of 2
UNCLASSIFIED U.S. Department of State Case No. F-2016-17249 Doc No. C06288086 Date: 05/04/2017
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searcher Comnients (76 ba Compiatod by Search OHice)

Analysi Comments (7o be Compiaiod by Anulysi}

Search Tlm

1 3tlest 6 the acewacy of (e search perioimed for this request

Signalure Date (mm'dd yyyy)

R GO IR

The Office of infermatlon Programs and Sewlces (AIGJSIIPS) conrdmales 1ha Departments processlng oldocumen! requests mada ynder the
Freedom of Information Act (FOIA), (5 U.5.C. §552). IPS, localed In SA-2, idenlifies.and lasks bureaus, offices and posts to conduc searches. Tha
FOIA imposes shorl deadiines for responses to requests. Please-make every elfort (o comply with the DUE DATE. The FOIA requester can challenge
Ihe timeliness of responses, lhe adequacy of searches, and the propriety of withholdings Ihraugh an administrative appeal process and/or by filing sult
in lederal courl Il you have Questmns please call or emall lhe IPS analysl named on the tasker

1, The SEARCH TASKER summarizes lhe search requiramenis Limil your search lo 1he sublect and llme frame sel fonh n lha requester's letier
which 1s attached to the tasker. The cul-off date for retrieving responsive documents Is the imeframe spedified in the letter or the date you initiate
the search if 3 imeframe is nol specified. When your search Is complete, filt in the SEARCH section of he tasker. "Searchrtime should not
nclude fime spen! copying.

2. Aside from exceplions noted below, provide all responsive documenls, regardless of originaling agancy, and regérdlass of whether you believa
[hat the documents should be withheld because of thawr sensitivity, Do na! provide document originals - pro\ride copies only, sorted in chronologicat
nrder

3 Top Sacrel, Resingied Data and Codeword (SC/) Documents: Handle and ransporl information according to Depanimeni Procedures. For more
informalion. confact the Bureau of Diplomalic Securty's Office of Information Security, review 12 FAM 5005, and this Departrient Notice.

4, Cablos - Do nol provide copies of cables, unless: (a) they bear marginal nales; (b) are channel cables: {¢) are classified Top Secrel; (d} viere
onginaled by other agencles; or (e) are post-lo-post cables. (IPS vail reineve other raigvant DOS cables from the elecironic archives.)

(5]

Compuler Flles - You must search ot relevant e-mails, memos, letlers, elc. from your office’s computer files. Includ all e-malls, including all of
the e-mail altachments.

6. Websito - If you have responsive material on your websile, psease provide the web address.

7. Retired Records - If respansive malerial has been retired, please provide a copy of your bureau/ office’s retired file manifest {form D§-693).
Indicate on Ike manilesl which files may conialn rasponsive material. IPS will relrieve the necessary boxes and conduct the search.

8. The FOIA generally doas not require that federal agencies create documents to respond to requests. Howaver, if the request is for information thal
exisls in elecironic form, we are required {o compite that informalionin 3 way responsive Lo the request il it would nol be unduly burdensome.

9. The tasker and responsive documants should be returned Lhrough the designated FOIA contaet officer lor your bureau, (Offices in HST and SA-1
may calf or email the I1PS analys! lo atrange possible hand dalivery or pickup.} i more than one office within the bureau has responsive
documents, the FOIA contact officer should compite search detalls as found on the Search Tasker from around their office. The FOIA conlact
officer will then coordinata lhe enlire respanse for the bureaw and ratum It 1o IPS as ane package. If a parlicular office within the bureau needs
mote lime, the contact officer should send what is available and nolify IP5 of the pending search, The FOIA contael officer shoutd record requests
as thay are receved and compleled in 3 database o1 log book so that all requesls and segments thereol are recorded and tracked.

10. Formalof Responsive Matenal: Paper {print out and physically sendjis he preferred lormal for responding lo the Search Tasker. On.a case by
case hasis, you may contac! the Case Analyst W dlscuss the possibllity of using electronic format. The decision to forward records electronically Is
baseﬁ on the quanury of records locaied or the format m which lhe requestgr requesled the remrds If Itean be accommudalsd

The FOU\ a1luws the Depariment {0 withhold clns.nﬁed malenal as derncd in E.Q, 13526, as amended as woll o5 other sensilive, lnformal:on that ralls
under one of the ning FOIA “axemptions,” 5 U.5.C §552 (b). The documenis are subjecled to-8 two-level review by officers (rotirad #50s) who are.
familiar with the pestinent subjact matter and/or geographic area, as well as e FOIA exemplions and in accordance with sensitivily guidelines worked
oul wilh lhe bureaus, in addition, proposed declassification of potentially senslive malerial loss than fivo yours old will normally be cleared with the
offices. and reviewers will consull with offices regarding otder Informalion deemed possibly still sensitive. You are encouraged 1n registar your
concarns aboul the sensitivity of the matenial provided in 8 cover memo ur amall. Dolng so will speed up the roview and reduce the need far
consultation,

0S-1748 ' Page 20t 2
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i May 13,2014

VIA CERTIFIED MAIL

Office of Information Programs and Services
AGIS/IPS/RL

U, 8. Department of State

Washington, D. C. 20522-8100 [RELEASE IN FULL

Re:_Freedom of Infermation Act Request

Dear Freedom of Information OfTicer:

Pursuant to the Frecdom of Information Act (FOIA), 5 U.S.C. § 552, Judicial
. Waich, Inc. hereby requests that Officc of the Secrctary of State producc the following
:l within twenty (20) busincss days:

1) Copies of any updatcs and/or talking points given to Ambassador Ricc by the
White House or any federal agency conceming, regarding, or related to the
September 11 2012 attack on the U.S. consulate in Benghazi, Libya.

2) Any and all records or communications concerning, regarding, or relating to
talking points or updates on'the Benghazi attack given to Ambassador Rice by
the White House or any federal agency.

\ : We call your atiention to President Obama’s January 21, 2009 Memorandum
concerning the Freedom of Information Act, in which he statcs:

All agencies should adopt a presumption in favor of
disclosure, in order to renew their commitment to the
principtes embodied in FOIA... The presumption of
discloslure should be applicd 1o alt decisions involving
FOIA.

I The memo lurther provides that “Ihe Frecdom of lnformation Ac( should be
administered with a clear presumption: In the case of doubt, openness prevails.”

Nevertheless, if any responsive record or portion thercof is claimed to be exempt
from production under FOIA, please provide sufficient identifying information with
respect o euch alleged!y exempt record or portion thercof to allow us to asscss the
propriety of the claimed exemption. Vaughn v. Rosen, 484 F.2d 820 (D.C. Cir. 1973),

' Freedom of Information Act, Pres, Mem, of January 21, 2009, 74 Ved. Reg. 4683.

225 Third 81, SW.L Suite K00, Weshington, 10 20024 Clel: (202) 646-53172 or [-R888-593-8442

FAX: (2027 646-3199 = Lmail: infoedudicial Watchorg ¢ www Judicial Watch.org fong 2% ey
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Department of State -
May 13, 2014
Page 2 uf3

cert, denied. 415 U.8. 977 (1974). In addition, any reasunably segregable portion of a
rc';pomivc record must be provided, afier redaction of any allegedly exempt material. 5
U.S.C. § 552(b).

For purposes of this request, the term “record™ shall mean: (1) any written,
printed, or typed material of any kind, including without limitation all correspondence,
memoranda, notes, messages, letiers, cards, facsimiles, papers, forms. lelephone
messages, diarics, schedules, calendars, chronological data, minutes, books, reports,
charts. lists, ledgers, invoices, worksheets, receipts, returns, computer printouts, printed
matter, prospectuses, statements, checks, statistics, surveys, af {idavits, contracts,
agreements, transcripts, magavine or newspaper articles, or press releases; (2) any
clectronically, magnetically, or mechanicalty stored matcrial of any kind, including
without limitation all electronic mail or ¢-mail; (3) any audio, aural, visual, or video
records, recordings, or representations of any kind; (4) any graphic materials and data
compilations from which information can be obiained; and (5) any materials using other
mcans of preserving thought or expression.

Judicial Watch also hercby requests a waiver of both search and duplication fecs
pursuant to 5 U.S.C. §§ 552(a)(4)(A)(i)(1]) and (a)(4)(A)(iii). Judicial Watch is entitled
10 a waiver of search fees under 5 U.S.C. § 552(a)(d)(A)(ii)(1]) because it is o member of
the news media. Cf National Security Archive v. Depariment of Defense, 880 ¥.2d 1381,
1387 (D.C. Cir. 1989)(defining news media within FOIA context). Judicial Watch has
also been rccognized as a member of the news mediu in other FOIA litigation. See, ¢.g.,
Judicial Watch, Inc. v. U.S. Department of Justice, 133 F. Supp.2d 52 (D.D.C. 2000),
and, Judicial Waich, Inc. v. Department of Defense, 2006 U.S. Dist. LEXIS 44003, *1
(D.D.C. Junc 28, 2006). Judicial Watch regutarly obtains information about the
operations und activitics of government through FOLA and other means, uses its cditorial
skills to turn this information into distinct works, and publishes and disseminates these
works 1o the public. It intends 10 do likcwise with the rceords it reccives in responsc to
this request.

Judicial Watch also is entitled to a complete waiver of both scarch lees.and
duplication fees pursuant to 5 U.S.C. § 552(a)(4)(A)iii). Under this provision, records:

shall be furnished without any charge or at a charge
reduced below the [ees established under clause (i) if
disclosure of the information is in the public interest
becaus it is likely to coniribute signilicantly to public
understanding of the operations or activities ol governtment
and is not primarily in the commercial interest of the
requesier.

5U.8.C. § 552()(d)(A)Gi).
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In addition. if records are not produced within twenty (20) business days. Judicial
Waich is entitled to a complele waiver of search and duplication fees under Scction 6(b)
of the OPEN Government Act of 2007, which amended l‘OlA at5 US.C. §

(a)(@)(A)(viir).

Judicial Wateh is a 301{c)(3), not-for-profit, cducational organization, and, by
definition, it has no commercial purpose. Judicial Watch exists to educate the public
about the operations and aclivities ol government, as well as to increase public
understanding about the importance of ethics and the rule of law in government. ‘The
particular records requested herein are sought as part of Judicial Watch’s ongoing efforts
to document the yperations and activities of the federal government and to educatc the
public about these vperations and activities. Once Judicial Watch obtains the requested
records, it intends to analyzc (them and disseminate the results of its analysis, as well as
the records themselves, as a special written report. Judicial Watch will also educate the
public via radio programs. Judicial Watch's website, and/or newslctier, among other
outlets. 1t also will make the records available to other members of the media or
researchers upon request. Judicial Watch has u proven ability to disseminate information
obtained through FOIA lo the public, as demonstrated by its long-standing and
continuing public outreach efTorts.

Given these circumstances, Judicial Watch is entitled to a public intercsl fee
waiver of both search costs and duplication costs. Nonctheless, in the event our request
for 2 waiver of search and/or duplication costs is denied, Judicial Walch is willing 10 pay
up to $350.00 in search and/or duplication costs. Judicial Watch requests that it be
¢ontacted before any such costs are incurred, in order to prioritize search and duplication
etforts.

In 2n efforl 1o facilitate record production within the statutory time limit, Judicial
Walch is willing to accept documents in electronic format (e.g. e-mail, .pdfs). When
necessary, Judicial Watch will also accept the “rolling production” ol documents.

IF you do not understand this request or any portion thereof, or if’ you-fee! you
requirc clarification of this request or any porlion thercof, please contact us immediately
at 202-646-5172 or kbailey@judicialwatch.org. We look forward to receiving the
requested documents and a waiver of both search and duplication costs within twenty
(20} business days. Thank you for your cooperation.

Sincercely.

e o

Kate Bailcy
Judicial Watch

UNCLASSIFIED U.S. Department of State Case No. F-2016-17249 Doc No. C06288082 Date: 05/04/2017
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Jaramillo, Edgar E
=2

From: Jaramillo, Edgar €

Sent: Tuesday, July 08, 2014 11:17 AM
To: Logg, Cristina A

Subject; RE: F-2012-38774

Ok. Thank you.

S [RELEASE IN FULL]
This email is UNCLASSIFIED.

i —
From: Logg, Cristina A
Sent: Tuesday, July 08, 2014 10:00 AM
To: Jaramiilo, Edgar £
Subject: RE: F-2012-38774

| never tasked S/ES-CR in F-2012-38774. I only tasked USUN/NY.

Thank you,
Cristina

This email is UNCLASSIFIED.

From: Jaramillo, Edgar E

Sent: Monday, July 07, 2014 5:30 PM
To: Logg, Cristina A

Subject: F-2012-38774

Cristina,

| have received case # F-2014-08848 very similar to your case above regarding Benghazi. Did you receive any documents
from SESCR regarding these requests?

Edzar B, Jaramillo

Freedom of Informalion Act Offlice

AJGIS/TPS/CR/EAN

Europe, South Central Asia, Africa & Near Eastern Affairs
202-201-8472

This email is UNCLASSIFIED.
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May 13, 2014 [RELEASE IN FULL)

‘ : VIA CERTIFIED MATL
Office of Information Programs and Services
A/GISAIPSMRL
U. 5. Department ol State
Washington, D. C. 20522-8100

Re: F‘reedo:_q of Information Act Request

Dear Freecdom of Information Qfficer:

Pursuant to the Freedom of information Act (FOLA), 5 U.S.C. § 552, Judiciel
Watch, Inc. hereby requests that Office of the Secretary of State produce the following
within twenty (20) business days:

1) Copies of any updates and/or talking points given to Ambassador Rice by the
White House or any federal agency conceming, regarding, or related to the
September 11 2012 attack oa the U.S. consulate in Benghazi, Libya.

2) Any and all records or communications conceming, regarding, or relating to
talking points of updates on the Beaghaxi attack given to Ambassader Rice by
the White House or any federal agency.

We call your atreation to President Obama’s Janvary 21, 2009 Memorandum
conceming the Freedom of [nformation Act, in which he states:’

All agencies should adopt a presumption in favor of
disclosure, in order to renew their commiitment to the
principles embodied in FOIA... The presumption of
disclosure should be applied to all decisions involving
FOIA.'

The memo-further provides that “The Freedom of Information Act should be
administered. with a clear presumption: In the case of doubt; openness prevails.”

-4
Nevertheless, if any responsive'record or portion thereof is claimed to be exempt
from production under FOIA, please provide sufficient identifying: information.with
respect to each allegedly exempt record or portion thereof 1o allow us to assess the
[ propricty of the claimed exemption. Vuughn v. Rosen, 434 F, 2d 820 (D.C. Cir: 1973),

! Freedom of Information AcL Pres. Mém. of January 25, 2009, 74 Fed_ Reg. 4683.

425 Third 5L, S\V, Suite 800, Washinglon, DC 20024 «Tel: {202) 646-5172 or [-838-593 8442
FAX: (202) 646-5199 » Emuril: infogJudicialWatch.org + www JudicialWaich.org MY 2% o
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cert. denied, 415 U.S. 977 (1974). In addition, any reasonably segregable portion of a .
responsive record must be provided; after red.acnon of any allegedly exempt material. §
u.s.C. § ssz(b) -

For purposes of this request, the term “record" shall mean: (1) any written,
printed, or typed material of any kind, including without limitation all correspondence,
memoranda, notes, messages, letters, cards, facsimiles, papers, forms, telephone
messages, diaries, schedules, calendars, chronologica! data, minutes, books, reports,
charts, lists, ledgers, invoices, worksheets, receipts, returns, computer printouts, printed
matter, prospectuses, statements, checks, statistics, surveys, affidavits, contracts,
agreements, transcripts, magazine or newspaper articles, or press releases; (2) any
electronically, magneticatly, or mechsnically stored material of any kind, including
without limitation all electronic mail or e-mail; (3) any audio, sural, visua), or video
records, recordings, or representations of any kind; (4) any graphic materials and data
compilations from which information can be obtained; and.(5) any materials using other
means of presetving thought or expression.

Judicial Watch also hereby requests a waiver of both search and duplication fees
_ pursuant to § U.S.C. §§ 552(2)(4)}A)(ii)(IN) and (a}(4)(A)(iii). Judicial Watch is entitled
’ to a waiver of search fees under 5 U.S.C. § 552(a)(4)(A)(ii)(1l) because it is a member of
3 the news media, Cf. National Security Archive v. Department of Defense, 880 F.2d 1381,
: 1387 (D.C. Cir, 1989)(defining news media within FOIA context). Judicial Watch has
also been recognized as a member of the news media in other FOIA litigation. See, e.g.,
Judiclal Watch, Inc. v. U.S. Deparment of Justice, 133 F. Supp2d 52 (D.D.C. 2000);
and, Judicial Watch, Inc. v. Department of Defense, 2006 U.S. Dist. LEXIS 44003, *1
(D.D.C. June 28, 2006). Judicial Watchregularly obiains information about the
operations and activities of government through FOIA and other means, uses its editorial
skills to turn this information into distinct works, and publishcs and disseminates these
works 1o the public. Jt intends to do likewise-with the records.it receives in.respoase to
this request.

. Judicial Watch also is entitled to a complcie waiver of both search fees and
duplication fees pursuant to 5 U.S.C. § 552(a)(4)(A)(iii). Under this provision, records:

shall be furnished without any charge-or at a charge
reduced below the fees cstablished under clause (i) if
disclosure of the lnformauun is in the public interest
because it is likely to conmbute significantly to public
understanding of the operations or activities of government
and is not primarily in the commercial interest of the
requester.

5 U.S.C..§ 552(a)(4)(A)ii).
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In addition, if records arc not produced within twenty (20) business days, Judicial
Watch is entitled to a complete waiver of scarch and duplication fees under Section 6(b)
of the OPEN Government Act of 2007, which-amended FO[A st § US.C. §
(a)(4}(A)(viii).

Judicial Watch iy a 501(c)}3), not-for-profit, educational organization, and, by
definition, it has no commercial purposc. Judicial Watch exists to educate the public
about the operations and activities of government, as well as to increase public
linderstanding about the.importance of ethics.and the rule of law in government. The
particular records requested hereio are sought as part of Judicial Waich’s ongoing efforts
to document the operations and activities of the federal government and 10 educate the
public about these operations and-activities. Once Judicial Watch obtains the requested
records, it intends 1o analyze them and disscminate the results of its analysis, as-wéll as
the records themselves, as o spécial writien report. Judicial Wetch will also educate the
public via radio programs, Judicial Watch's website, and/or ncwsletter, among other
outlets. It also will make the records avatlable to other members of the media or
rescarchers upon request. Judicial Watch fias a proven ability to disseminate information
obtained through FOLA to the public, as demonstrated by its long-standing and
continuing public outreach efforts.

Given these circumstances, Judicial Watch is entitled to a public intcrest fee
waiver of both search cosis'and duplication costs. Nonetheless, in the event our request
for a waiver of search and/or duplication costs is denied, Judicial Watch'is willing to. pay
up to $350.00 in scarch and/or-duplication costs. Judicial Watch requests that it be
contacted before any such costs arc incurred, in order to prioritize search and duplication
efforts,

In an effort to facilitate. record p:oducfi,en within the statutory time limit, Judicial
Watch is willing to accept documents in eléctronic forinat (e.g, e-mail, .pdfs). When
necessary, Judicial Watch will also accept the “rolling production” of documents.

If you-do not undersiand this request or any portion thercof, or if you feel you
require clarification of this request or any portion-thereof, please contact us immediately
© 81202-646-5172 or kbailey@judicialwatch.org. We look forward to receiving the
requested documents and a waiver of both search and duplication costs within twenty
~ (20) business days. Thank you for your cooperarion.

Sincerely,

el

Kale Bailcy.
Judicial Watch

. LI
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Bocause 1o one
‘t9 ubove the luw!

May 13, 2014 [RELEASE IN FULL|

VIA CERTIFIED MATL

Office of Information Programs and Services
A/GISMTRS/RL

"U. 8. Department of State

Washington, D. C. 20522:8100

Re: Freedom of Infermation Act Request

-~ Dear Freedom of Information Officer:

Pursuant to the Freedom of Information Act (FOIA), 5 U:S.C. § 552, Judicial
Watch, Inc. hereby requests that Office of the Secrelary of State produce the foljowing
wil.hin tweaty {20} business days:

1) Copiés of anyupdates end/or talking points given to Ambassador Rice by the
White House or any federal agency conceming, regarding, or related to the
September 11 2012 attack on the U.S. consulate in Benghazi, Libya.

2) Any and all records or communications concerning, regarding, or relating to
1alking points or updates on the Bengbazi attack.given to Ambassador Rice by
the White House or eny federal agency.

We call your attention to President Obawma’s January 21, 2009 Memorandum
concerning the Freedom of Information Act, in which he states:

All agencies should adopt a presumption in favor of
disclosure, in order to renew their commitment to the
principles embodied in FOIA. .. The presumption of
disclosure should be applied to all decisions involviog
FOIA'

The memo further provides that “The Freedom of Information Act.should be
administered with a clear presurnption: In the case of doubt, openness prevails,”

Nevertheless, if any responsive record or portion thereof is claimed to be exempt
from production under FOIA, please provide sufficient identifying mformation with
respect to each allegedly exempt record or portion thereof to gllow us to assess the
propricty of the claimed exemption. Vaughn v.. Rasen, 484 F.2d 820 (D.C. Cir> 1973),

! Freedom of Information Act Pres. Mem. of January 21, 2009, 74 Fed. Reg, 4683,

425 Third 5L, SW, Suite 800, Washingtun, DC 20024 +°Tel: (202} 646-5172 or 1-888-593-R442
FAX: (202) 646-5199 ¢ Emuil: infogludicinl Waich.org « wwwJudicial Watch.org KA 20 o
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cerl, denied, 415 U.S. $77 (1974). In addition, any reasonably segregable portion of a
responsive record must be provided, after redaction of any allegedly exempt material. 5
U.S.C. § 552(b).

For purposes of this request, the term “record"” shall niean: (1) any written,
printed, or typed material of any kind, including without limitation all correspondence,
memorands, notes, messages, lemters, cards, facsimiles, papers, forms, telephone
messages, diaries, schedules, calendars, chronological data, minutes, books, reports,
charts, lists, ledgers, invoices, worksheets, receipts, returns, computer printouts, printed
matter, prospectuses, statements, checks, statistics, surveys, affidavits, contracts,
agreements, GANSCTipts, magazine or.newspaper articles, or press rcleases; (2) any
electronically, magnetically, or mechanically stored material of any kind, including
without {imitation all electronic mail or e-mail; (3) any audio, aural, visual, or video
records, recordings, or representations of any.kind; (4) any graphic materials and data
compilations from which information can be obtained; and (5) any matcrials using other,
means of preserving thought or expression. '

Judicial Watch also hereby requests a waiver of both search and duplication fees
pursuant to 5 U.S.C. §§ 552(a)(4{ A)(ii)(II) and (8)(4)(A)(iiD). Judicial Watch is entitled
to a waiver of search fees under 5 U.5.C, § 552(a)(4)(A)(i1)(LJ) because it is a member of
the news media. Cf. National Security Archive v. Department of Defense, 880 F.2d 1381,
1387 (D.C. Cir. 1989)(defining news media within FOIA context). Judicial Watch has
also been recognized &s a member of the news media in other FOIA litigation. See, e g,
Judiclal Waich, Inc. v. U.S. Department of Justice, 133 F. Supp.2d 52 (D.D.C. 2000);
and, Judicial Watch, Inc. v. Department of Defense, 2006 U.S. Dist. LEXIS 44003, 1
(D.D.C. June 28, 2006). Judicial Watch regularly obtains information about the
operations and activities of government through FOLA and other means, uses its editorial
skills to turn this information inte distinct works, and publishes and disseminates these
works to the public. It intends to do likewise with the records it receives in response to
this request.

Judicial Watch also is entitled to a complete waiver of both search fees and
duplication fees pursuantto 5 US.C. § 552(8)(4)(A)(iii). Under this provision, records:

shall be furnished without any cherge or at a charge
reduced below the fees cstablished under clause (i) if
disclosure of the information is in the public interest
‘because it is likely to contribute significantly to public
understanding of the operations or activities of government
and is not primarily in the commercial interest of the
requester.

$ U.S.C. § 552(a)(4)(A)iii}.
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_ ) In addition, if records arc not produced within twenty (20) business days, Judicial
| Watch is entitled to 2 complete waiver of scarch and duplication fees under Section 6(b)

, of the OPEN Govemnment Act of 2007, which amended FOlA'at 5 US.C. §

| ' (@) (A (viii).

i Judicial Watch is a 501(¢)(3), pot-for-profit, educational organization, and, by

\ definition, it has-no commerciai purpose. Judicial Watch exists to educate the-public

about the operations and activities of government, as well as to jncrease public

understanding about the:importance ofethics and the rule-of law in government. The
particular records requested herein are sought as part of Judicial Watch's ongoing cfforts
to documcnt the operations and-aclivities of the federal govemment and to educate the
public about these operations and activitics. Once Judicial Watch obtains the requested
records, it intends to analyze them and disseminate the results of its-analysis, as well as
the records themselves, as a spccial written report. Judicial Watch will also educate the
public via radic programs, Judicial Watch's website, and/or ncwsletier, among other
outlets. It also will make the records available to other members of the media or
rescarchers upon request. Judicial Waich has a proven ability to disseminate information
obtained through.FOLA to the public,-as demonstrated by its long-standing and
continuing public outreach efforts.

Given these circumnstances, Judicial Watch is eatitled to a public interest fee
waiver of both search cosis and duplication costs. Nonetheless, in the event our request
for a waiver of search and/or duplication costs is denied, Sudiciel Wetch is willing to. pay
upto $350.00'in search and/or-duplication costs. Judicial Watch requests that it be

. contacted before any such costs are incuired, in order to prioritizé search and duplication
| efforts.

In an effort to facilitate record production within the statutory time limit, Judicial
Walch is willing to accept documents in-electronic format (e.g, e-mail, .pdfs). When
necessary, Judicial Watch will also accept thie “rolling production” of documents.

If you do not understand this request or ady portion thercof, ér if you fecl you
require clarification of this request or any portion thereof, please contact us immediately
at 202-646-5172 or kbailey@judicivlwatch.org. We look forward to receiving the
requested documents and a waiver of both search and duplication costs within twenty
{20} business days. Thank you for your cooperation.

Sincerely,

st

Kate Bailey
Judicial Watch

L YL e e . e e
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NO DISCERNIBLE CLASSIFICATION

Grulkowski, Bryan A

From: Weetman, Susan C u .

Sent: ) Wednesday, August 06, 2014 12:48 PM - [RELEASE IN FULL]
To: IPS-FOIA Litigation-DL; Hackett, John

Cc: Bair, James P; Davis, Jonathan E; Smilansky, Gene

Subject: - New FOIA lawsuit: Judicial Watch v. Dep't of State (D.D.C. 14-cv-01242-RCL)
Attachments: ' summons FOIA Judicial Watch v US Dept of State civil act no 14-1242 RCL.PDF

Attached is another FOIA-lawsuit filed agalnst the Department filed by Judiciat Watch. This case is nearly identical to the

JW 8 talking points case that Cristina was handlmg, except here JW is asking for records from the Office of the Secretary
and the earlier one asked for records from the US Mission to the UN.

Monica will be handling this case for IPS and Jamie for L/M.

Susan

Susan C. Weetman

Chief, Litigation and Appeals Branch
Programs and Policies Division

Office of information Programs and Services
U.S. Department of State .
A/GIS/IPS/PP/LA

202-261-8420

weetmansc@state.qov

SBU
This email is UNCLASSIFIED.

Grulkowskl, Bryan A . NO DISCERNIBLE CLASSIFICATION 1
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T nieslto the acouracy of the search perdormed far this request.

Signature Date (mm-dd-yyyy)
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The Office of Information Programs and Services (A/GISAPS) coordinates the Dapariment’s processing of documant requests made under the
Freedam of information Act (FOIA], (5 U.5.C. §552;. IPS, lotatad In SA-2, Identifies and tasks bureaus, offices and posls lo conduct searches. The
FOIA imposes short deadlines for responees ip requests. Please make every effort lo comply with the DUE DATE. The FOIA reguester can challenge
tha timeliness of responses, the adequacy of searches, and (he propriety of wilaholdings through an adminisirative appeat process endfor by fling sull
It fedaral court. If you have questions. piease call or ematl tha IPS analyst named on 1he laskar.

e PR A TIC AL CUIDELINES Mt

RS TTT T

-k : ‘.m?‘:f?%fﬁ?‘ e 3 & R R % L A L R kL

1. The SEARCH TASKER summarizes the search requirsments. Limil your search to tha sublect and time framo st forth in the requestar’s letler
which is attached to the tasker. The cul-off caie for retripving responsive documents is the timeframe specified in the letter or the date you inltiate
{ho search If a imeframe is not spocified. When your search is complets, fill in the SEARCH section of the tasker. "Search lime” should niot
Include time spa copying.

2. Aside from exceptions noled balow, provide alt responsive documents, regardless of originating agency, and regardiess of whetier you balieve
tha! the documsnts should be withheld because of thair sensilivity. Do nol provide documant originals - provide copies only. sorted in chronologica
order.

4, Top Secret, Restricted Dala and Codaward (SCI} Documents: Handie and transport information acconding to Depariment Procedures. For more
information, contact the Bureay of Digiomatic Security's Offica of Information Security, raview 12 FAM 500s, and this Depariment Notice.

4. Cables - Do not provido copies.of cables, unless: (a) they bear margingl hotes: {b) are channel cables: (¢} are classified Tap Secrel. {d} vere
originalac by offver agencies: of (e) 2re post-lo-post cables, (1°S will relripve athar refavant DOS cables from the electronic archives:)

5. Computer Files - You must search for relavant e-mails, memos, letters, etc. fram your cfiice’s compuiter files. Inciude afl ewmails, including all of
the e-mall attachments.

&. Wabsie - If you have responsive matarial on your websits, please provide the web address.

7. Refired Records - f responsive material has baen relired, please provide a copy of your bureaus office’s relired file manifest (form DS-693).
indicate on the manifest which fites may comlain responsive material. IPS will retriove the necessary baxes and conduct the search.

8. The FOIA generally does nol require that federal agencies create documents respond 1o requasts. However, if the request is for information that
exisis In elecironic form, we are raquired o compile that information in a way rasponsivo to the request il it would not be unduiy burdensome,

6. Thotasker and responsive documents shaulc be returned rgugh the designated FOLA contact aflicer for your bureau. {Offices in HST and SA-1
may call or email e IPS analyst lo arrangs rossibla hand defivery or pickup.) If more than one office within the bureau has responsive
documenis, the FOIA contact officer should complie search details as found on the Search Tasker from araund thelr office. The FOIA contact
officer will then conrdinate fie entire rasponse for the bureau and rem it to 1PS a5 one package. If a particular office wilhin the bureau nseds
mare time, the contact officer shauld send what [s avallable and notify IPS of Ine pending search. The FOIA contact officer should record requests
as they are recalved and completed in a daiabase or log baok so that all requests and segments thereof are recorded and fracked.

50, Formalof Responsive Malesial: Paper (orint oul and physically send)is the prafemed fonmal for responding to the Search Tasker. Cnacase by |
case basis. you may contad! the Case Analyst o discuss he possibility of using elecironic format. The decislon {o forward records electronically is
Hasad on (he quantily of recorls localed or the formal in which the requester requested the records, If it can be accommodated. ﬂ’J

e A G A AP RS, A B RG UhL oTRRS  apds A E Saek b A e i
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Tha FOIA allows the Department to withhold classified matenal as deflnod in E.O. 13526, as a ended, as well as olher sensilive information that falls

under ona of e ning FOIA "exemplons,” 5 U.5.C. §552 (b). Tho documents are subljected lo a two-leve! review by otficars {refired FSOs) who are

famitiar wilh the pertinont subjecl matier andiar geographic area, as weil as e FOIA axemplions and In accordance with sensitivity guidelines warked
out with the hureaus. 1n addition, proposed declassification of poteniially sensitive material less than five years old will normally be cleisred with ths.
offices, and reviewers will cansult with officus 1egarding older information desmed possibly still sensitive. You are encouraged to registar your
concerns about the sensilivity of the material pravided in 2 cover mama or emalk. Doing so wil speed up the review and reduse the neod for

consuiation,
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Because no one
isabove the law!

May 13,2014

VIA CERTIFIED MAIL

Office of Information P[‘ng‘dl’l"b and:Services
AGIS/IPS/RL.

U S Depar’mcut of ‘S'tate

fR'e_a: Freedom of Information Act Request
Dear Freedom of Tnformation. Officer:

Pursuant tg the:Fréedom.of Informauon ALL(FOIA), 5 U8 Ci§ 552, Judicial
Waich, Inc. hereby requests that Office-of the Secretary of State produce the following
within twenty (20 business days:.

‘1) Copiés of any updatés:and/or talking points given:io. Ambassador Rice by the:
White House ot any fedétal. -agencycorcerning, regarding, Or-related to the-
Séptember 11.2012 attackon'the U'S. consulate in. Bcnghazx Libya.

2) Any-and. all records or commiinications concumng, regardmg, or-rélating to
talking points-or. updates on-the’ Bengham attack given to:Anibassador.Rice by
the Whité House-or any federal agency.

We call your atierition 10, President. Obama’s. January-21, 2009 \riemorandum
cnnccrmng the. Fre.cdom of information Act, in which:hc statés:

All agenties: shoulcl adopta: presumpt:on in favor of
dlbdosure Jin-order toirenew. their commttment A%s) the
prmcap!cs emhodicd in: FOIA.. . The prcsumpnon of:
dlsclosurc should:be apphcd 1o alk dccmons involving -
FOIA.!

The. memo:further provides thet- “The Freedom.of Information. Act shouid be:
administered with: ‘a.clar presumption; In the case of doubt, openness: prevalls 4.

Nevertheiuss, if aniy respofisive record or portionythereof is-claimed to.be cxempt
from production under FOLA, please provide sufficient identifying information with
‘espect to eachiallegedly: exempt record or. pomon thereof to:allow s to assess the
jpropnety of the claimed- cxempt:on Vdughn.v. Rosen, 484 T:2d'820. {®. C. Cir. 1973)

Y Freedomof e_!_nfom)an‘qn Acl.;l{r_es. Merm.of Jafiusry 21, 2009; 74 Féd. Reg.:4683.

425 Thirdd $1,, SW, Siic 800, Washipgror, DO 20024 «1ck:10202) 64635172 6r-1-588:593-8442°
FAX:{202) 646-5199 ¢ Enil: info@udiciul Waichiorg ¢ Wwhidicial Watch.org BAE 20 oo
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‘Departmen _t';df::St'a'tc'
May 13, 2014

cert: demed 415 U S. 977 (1974)' 'ln'»addmon’- an a:rc.asonably saycg,able pomon of d .

rds; fu smn]es papels {'Orms tc.iephone
hr no!ogmal data mmums books repons

",and lh not, pnmanly i 1he commc.rcml n ercﬂ of lhe
Jequester.

S USE§ asv(a)(4)(A)(m)
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D_t_:_p_a riment of State-
"May. 13,2014
i”-a_g_e 3":0_["3 '

Infaddilion, if fécdrds are not: produced within; t“enty (')O) bu‘;mess days; Judicial
Watch is: enutkd ito a.complete wuwcr of: carch ;and:duplics tion:fed Cunder: Section. 6(b)
of the: OPEN Governmient Act 6f "’007 which:amended FOTA at'5:USIG: §
(N AYviii):

Judicial Wateh isa- 301(;.)(3 nut-for profit, ediicational. organization; and, by
definition; it-has-no: commercial puipose: Judicial Wit eh:existsito ‘edutate thepublic.
-about the; opu rations and activities ofig goveriiment, as: well 4§ 1o increase publm
undustandmg abotit Ah¢iimportance OfEthick; and the rule: of Iaw iy eovemmcnt "[ hc
particular records; requésted: idic¢ia
"to décumentithe ¢

the records themselvc:, us-a. v.;

public via radio programs; Judicial’ Wdtcm‘ 3 ind/or ncw(icncr amoing other
outlets. It a]-_-.n will ke ‘thie m.ords avaulable to othcr memberb of lhe medla or
resuarchcrb upon quuLst.- b d.l '

‘contmumg pubhc oumach efforts

Gwen theqe 4} cummances Judicial Wateh'ig enlitledito 4 pubhc interest fee:
waiver-of Gt séarch costsand duphcatlon cosls Nonetheless A lhe everitiour’ requcst
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Tf-yonj do not: undemumd this fequestor-any: poition theréaf, or if you. feci you.
requue clarification-of. thls requestor any-portion.thereof; please tontact us :mmedtateiy
at 202-646-3172.or kbdilcv@Jud:cmlwatchﬁ.org We:look:fétward to receiving the-
requésted da¢linignts and-a wé h:gearch:and; duphcauon costs:within: twen‘(y
_(20} business days. “Thank: you or-y.oul-coopemtlon
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[RELEASE IN FULL) UNITED STATES DISER C 90451 m

JUDICIAL WATCH, INC.
Plaintiff,
v.
U:S. DEPARTMENT OF STATE,

' Defendant.

SECOND DECLARATION e

Pursuant 10 28 US.C. § 1746, 1, John F. Hasr ol Soutre ey

L. [ am the Diventns ~f ke AER. 0 0 : ' 87 of
the United St : office
of the Departr, ’ ' / of
Information A | . .and
other applicab. his
capacity since PS
since March 2( : 12013.
I make the folls ' :d upon

information furisnea to me in the course of my official duties. 1am familiar with the efforts of
Department personnel to process .{he subject FOIA request, and [ am in charge of coordinating
the agency's search and processing efforts with respect to those requests.

2. The purpose of this declaration is to address two issues raised for the first time in
Plaintiff’s reply in supplort of its motion for discovery pursuant to Rule 56(d) (“Plaintiff’s

Reply”) (ECF No. 30): (1) an email purporting to list gaps in the email collection received from

| UNCLASSIFIED U.S. Department of State Case No. F-2016-17249 Doc No. C06299754 Date: 05]04/2017
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‘UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

JUDICIAL WATCH, INC. |
Piaintiff, ) : .

v. | Civil Action No. 14-cv-1242 (RCL)
U.S. DEPARTMENT OF STATE, "

[RELEASE IN FULL]

Defendant.

SECOND DECLARATION OF JOHN F, HACKETT

Pursuant to 28 U.S.C..§ 1746, 1, John F. Hackett, declare and state as follows:

1..  Iam'the Director of the Office of Information Programs and Services (“1PS”) of
the United States Department of State (the “Department”). In this capacity, I o.versee the office
of the Department responsible for responding to rqu.Jests for records under the Freedom of
Information-Act (the “FOIA"),' 5U.8.C. § 552, the Privacy Act of 1974, 5 U.S.C. § 552a, and
other applicable records access provisfons. I have been employed by the Department in thjs
capac;,ity since June 2015. Prior to.'assuming this role, I served as the Acting Director c;f [PS
since March 2014, and previous to that, I served as the Deputy Director of IPS since April 2013.
I make the following statements based upon my personal knowledge, which in turn is based upon
information furnished to me in th; course of my official duties. I am familiar with the efforts of
Department personnel to process the subject FOIA request, and I am in charge of coordinating
the agency’s search and p;ocessing efforts with respect to those rec;{uests.

2. The purpose of this declaration is to address two issues raised for the first time in
Plaintiff's reply in support of i;s motion for discovery pursuant to Rule 56(d) (f‘Plaintiff’s

Reply™) (ECF No. 30): (1) an email purporting to list gaps in the email collection received from
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former Secretary of State Hillary Clinton (the Clinton emails) and (2) media reports of so-called
“new” emails from former Secretary Clinton’s clintonemail.com account related to the attacks on
September 11, 2012 in Benghazi, Libya. I make these statements based on knowledge provided

to me in the course of my official duties.

Alleged Gaps in Emails Provided by Former Secretary Clinton
3 Plaintiff’s Reply includes an email Plaintiff obtained from the Department via a

separate FOIA request. (ECF No. 31-1). This email contains, among other things, the following
text: |

Gaps: ...

Dec. 30, 2012 - Feb. 1, 2013 (Sent Messages)

Id at3. ms email was created by Eric Stein, Deputy to the Deputy Assistant Secretary of
Global Information Services, on April 15,2015. The list of gaps was a preliminary assessment
basea on an examination of paper copies of the Clinton emails. Once the Clinton emz{ils were
scanned into the Department’s.FOIA system and metadata for each document was entered
(including the daté the email was sent or received), it became apparent that this preliminary
assessment was incorrect. T'he Clinton ema'ils contain numerous sent messages—at least 243—
from December 30, 2012 through January 31, 2013.2 Those sent messages were included in the

two PDFs containing scanned images of a subset of the Clinton emails that were searched for

' The email discusses two other time periods, both of which ended on or before April 12,
2009, and thus are not relevant to Plaintiff’s FOIA request, which seeks records related to talking
points about the attacks on September 11, 2012 in Benghazi, Libya.

2 Former Secretary Clinton’s last day in office was February 1, 2013. Her successor,

John Kerry, was sworn in the same day.

Leopoldv. US. Dep't of State
1:15-¢v-123-RC
Third Hackett Declaration
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records responsive to the FOIA request at issue in this case, as described in my previous
declaration attached to the Department’s Motion for Summary Judgrnem (ECF No. 19- -2).2

Media Reports of So-called “New” Clinton Emails Related to the Benghazi Attacks

4. - Plaintiff's Reply also links to a news story reporting that the Department recently found “a
handful of new emails™ relating to the September 11, 2012 attacks in Benghazi that ha;d not
previously been discldsed to Congress. The Bureau of Legislative Affairs provided 925
documents to the Select Committee on Benghazi on Septeniber 25, 2015, Among these

_ documents were emails to or from former Secretary Clinton. I have been informed that ail such
emails produced to the Select Committee on Benghazi on September 25 are contained in thé
approximately 55,000 pages of emails former Secretary Clinton provided to the Department in
December 2014. Those emails provided to the Committee on Septel.nber 25 that were dated
between September 11, 2012 and January 31, 2013 were all included in the two PDFs containing
scanned images; of a subset of the Clinton emails that were searched for records responsive to the
FOIA request at issue in this case, as described in my previous declaration attached. Seen. 3,

supra. None of the emails were deemed responsive to the FOIA request.’

3 In that declaration, I stated that the “two PDFs contain[ed) scanned images of a subset
of these documents, specifically, the documents that were sent or received on or after September
11, 2012, through the end of former Secretary Clinton's tenure on January 31 2013.” First
Hackett Decl. § 17.

* Justin Fishel, “State Dept. Discovers New Benghazi Emails from Clinton’s Private
Account,” ABC News (Sep. 25, 2015), available at http://ait had benews.go.com/Politics/state-

dept-discovers-benghazi-emails-clintons-privateaccount/story?id=34047897 (last accessed on
Oct. 2, 2015).

5 The congressional request discussed in the news report was much broader than Plaintiff's
FOIA request. The FOIA request does not seek all records related to the Benghazi attacks, but
only thosé related to talking points about the attack. In contrast, the Congressional request was
much broader, including, amongst other requests, any and all documents related to the attacks and
two years’ of email from ten current and former employees related to Libya.
3
Leopold v. US. Dep't of State
1:15-cv-123-RC
Third Hackett Declaration
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* ¥ e

I declare under penalty of perjury that the foregoing is true and correct to the best of my
knowledge. f'k '

Executed this / L{ ! ¢ dayof October 2015 Washington, D.C.

QA?&M -

John F. Hackett

Leopoldv. U.S: Dep't of State
1:15-ev-123-RC
Third Hackett Declaration
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United States Department of State

Washington, D.C. 20520

[RELEASE IN FULL)
April 26,2016
Case No. F-2014-08848

Ms. Kate Bailey

Judicial Watch

425 Third St. SW, Suite 800
Washington, DC 20024

Dear Ms. Bailey:

I refer to our letter dated April 18, 2016, regarding the release of certain
Department of State records under the Freedom of Information Act (the
“FOIA”), 5 U.S.C. § 552. The April 18, 2016 letter contained an
administrative error, stating that “the Department had determined that one
document that had previously been withheld in full in our letter dated
November 12, 2014 may be released in part.” That letter should have read that
“the Department had determined that one document that had previously been
withheld in full may be released in part.” Paragraphs 20, 21 and 30 of the
Declaration of John H. Hackett (ECF No. 19-2), attached to State’s motion for
summary judgment, explain how the Department came into possession of this
document in June 2015 and determined that it was responsive to your FOIA
request.

We have completed the processing of your request. If you have any questions,
your attorney may contact senior counsel Robert Prince at (202) 305-3654 or
Robert Prince@USDQJ.gov. Please refer to the case number shown above and .
the civil action number 1:14-cv-1242 in all correspondence about this case.

Smcerely,

Sl 0 a)aﬁ}m&nﬁf

Eric F..Stein, Acting Co-Director
Office of Information Programs and Services
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United States Departmeﬁt of State
Washington, D.C. 20520

[RELEASE INFULL MAY 2 8 26!4

Dear Requester,

RE: Records ﬁ'om the Office of the Secretary of State regarding any updates and/or
talking points given to Ambassador Rice by the White House or any federal agency regardmg the
September 11 2012 attack on the U.S. consulate in Benghazl L1bya

“This is in response to your request dated 5/13/2014. We have assigned Case Control Number
F-2014-08848 and wil! begin the processing of your request based upon the information
provided in'your communication.

The cut-off date is the date the search is initiated unless you have provided a specific timeframe.

We have considered your request for a fee waiver. Based upon the information provided in your
letter, your request for a fee waiver has been granted; therefore, your request will be processed at
no charge to you.

Unusual circumstances (including the number and location of Department components involved

in responding to your request, the volume of requested records, etc.) may arise that would require
additional time to process your request.

We will notify you as soon as responsive_ material has been retrieved and reviewed.

Should you have any questions, you may call our FOIA Requester Service Center at (202) 261-
8484 or send an email to FOlAstatus@state.gov. Please refer to the Case Control Number in any
communication.

Sincerely, | (ﬁﬁ }/\

Requester Communications Branch
Office of Information Programs and Services

Office of Information Programs and Services . -~ Inquiries:
U.S. Department of State, S4-2 ] Phone: 1.202-261-8484
Washington, DC 20522-8100 FAX: 1-202-261-8579
Website: www.foia.state gov E-mail: FOLAStatus@state.gov
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Fee Waiver Decision Form

Case No. _F-2014-08848_ Requester: _Kate Bailey

Recommendation: . ) [RELEASE IN FULL]
Is a fee waiver warranted? Yes X No

ReP Officer: (L2 (initials) Date:  MAY 28 2014

2 . . .
Concurrence Regarding Fee Waiver Recommendation:

RC Cleargr: ﬂ '7 ﬁ .Agree _é_ Disagree B Date MAY 28 2014
RC Branch Chief (denials Ohl.y): Agree ___ Disagree : Date
Fee Waiver Appeals
RC Branch Chief : ' RL Division Chief
Approval: _ - Approval:
'Denial: Denial:

Date: : Date:

UNCLASSIFIED U.S. Department of State Case No. F-2016-17249 Doc No. 06299792 Date: 05/04/2017
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United States Department of State

Washington, D.C. 20520

June 5, 2017

Case No.: F-2016-17249
Segments: IPS-0010
IPS-0010IC2

Ms. Ramona R. Cotca
Judicial Watch, Inc.

425 Third Street S.W.,
Suite 800

Washington, D.C. 20024

Dear Ms. Cotca:

I refer to our letter dated May 5, 2017, seeking the release of certain Department of State
material under the Freedom of Information Act (the “FOIA™), 5 U.S.C. § 552. The Department
has reviewed 37 documents responsive to your request and determined that 4 may be released in
full and 33 must be withheld in full. All released material is enclosed. The review of potentially
responsive documents for your request remains ongoing.

An enclosure explains the FOIA exemptions and other grounds for withholding material. Where
we have made excisions, the applicable exemptions are marked on each document. All non-
exempt material that is reasonably segregable from the exempt material has been released. The
Department withheld the 33 documents in full under FOIA Exemptions 5 and 6, 5 U.S.C. §§
552(b)(5) and (b)(6).

If you have any questions, you may contact Department of Justice Senior Counsel Robert Prince
at Robert.Prince@usdoj.gov or (202) 305-2654. Please refer to the case number, F-2016-17249,
and the civil action number, 1:17-cv-000205, in all correspondence about this case.

Sincerely,

Susaq O Wk Dris~ B0

Eric F. Stein, Director
Office of Information Programs and Services
Enclosure: As stated



The Freedom of Information Act (5 USC 552)

FOIA Exemptions

(bX1)  Isformaton specifically zuthorized by an executive order 1o be kept secret in the interest of
national defense or foreign policy. Executive Order 13526 includes the following
classification catzgories:

1.4(a) Military plans, systems, or operations

.4(b) Foreign government information

i.4(c) Intelligence activities, sources or methods, or cryptology

1.4(d) Foreign relations or foreign activities of the US, including confidential sources

1.4(¢) Scientific, technological, or cconomic matters relating to national security,
including defense against transnational terrorism

1.4(1) U.S. Government programs for safeguarding nuclear materials or facilities

1.4(g) Vulnerabilitics or capabilitics of systems, installations, infrastructures, projects,
plans, or protection services relating to US national sceurity, including defense
against transnational terrorism

1.4¢(h) Weapons of mass destruction

(bX2) Related solely to the internal personnel rules and practices of an agency

(bX3) Specifically exempted from disclosure by statute (other than § USC 552), for example:

ARMSEXP Arms Export Control Act, 50a USC 2411(c)

CI1A PERS/ORG Centra! Intelligence Agency Act of 1949, 50 USC 403(g)
EXPORT CONTROL  Export Administration Act of 1979, 50 USC App. Sec. 2411(c)
FS ACT Foreign Service Act of 1980,22 USC 4004

INA Immigration and Nationality Act, 8 USC 1202(f), Sec. 222(1)
IRAN iran Claims Scitlement Act, Public Law 99-99, Sec. 505

(bX4) Trade secrets and confidential commercial or financial information

(bX5) Interapency or intra-agency communications forming part of the deliberative process,
attorney-client privilege, or attorney work product

(bX6) Personal privacy information
(bX7) Law enforcement information whose disclosure would:
(A) interfere with enforcement proceedings
(B) deprive a person of a fair trial
(C) constitute an unwarranted invasion of personal privacy
(D) disclose confidential sources
(E) disclose investigation techniques
{(F) endanger life or physical safety of an individual
(bX8) Prepared by or for a government agency regulating or supervising financia! institutions
(bX®) Geological and geophysical information and data, including maps, conceming wells
Other Grounds for Withholding

NR Material not responsive 1o a FOIA request excised with the agreement of the requester
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UNITED STATES DISTRICYT COURT
FOR THE DISTRICT OF COLUMBIA
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JUDICIAL WATCH §
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§
¥ § No., §114-ev-§1242-RCLL
§
1.8, Depariment of State, §
§
Defendant. §

DECLARATION OF JOHNF, HACKETT
REGARDING EXEMPTIONS TAKEN IN RESPONSIVE DOCUMENTS

Pursuant to 28 11.8.C. § 1746, I, John ¥. Hackett, declare and state as follows:

1. T am the Director of the Office of Information Programs and Services (“iPS”) of
the United States Department of State (the “Department™). in this capacity, | am the Department

official immediately responsible for responding to requests for records under the Freedom of
Information Act {the "FOIA™), S US.C. § 352, the Privacy Act of 1974, 5 U.S.C. § 5524, and
other applicable records access provisions. 1 have been employed by the Department in this
capacity since June 2015, Prior to assuming this role, Iserved as the Acting Director of IPS
since April 2014 and Deputy Director since April 2013, As the IPS Director, | am authorized to
classify and declassify national security information. [ make the following statements based
upen my personal knowledge, which in tusn is based on a personal review of the records in the
case file estabiished for processing the subject request and upon information furnished to me in
the course of my official duties, [ em familiar with the efforts of Department personnel to
process the subject request, and { am in charge of coordinating the agency’s search and recovery

cfforts with respect to that request,

UNCLASSIFIED U.S. Department of State Case No. F-2016-17249 Doc No. C06296880 Date: 06/02/2017
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2, The .corc responsibiiities of IPS include: (1) responding to records access requests
made by the public {including under the FOIA. the Privacy Act, and the mandatory
declassification review requirements of the Exccutive Order governing classified national
security information), by members of Congress, by other government agencies, and those made
pursuant o jucicial process such as subpoenas, court orders and discovery reguests: {2) records
management; (3} privacy protection; {4) national security classification management and
declassification review; {5} corporate records archives management; (6) research; (7) operation
and management of the Department’s library; and {8) technology applications that support these
aclivities.

3, This declaration explains the Department’s search for records responsive to the

FOIA request at issue in this litigation.

{. ADMINISTRATIVE PROCESSING OF PLAINTIFIS
REQUEST AND THE SEARCH FOR RESPONSIVE BOCUMENTS

4. By letter dated May 13, 2014, Judicial Watch (“Plaintift™) submitted a FOIA
request to the Departmient requesting that “the Office of the Secretary produce the following
within tweniy (20) business days:

13 Copies of any updates and/or talking points given to
Ambassador Rice by the White House or any federal agency
concerning, regarding, or related to the September 11 2012 attack
onihe 1J.8. consulate in Benghazi, Libya.

23 Any and all records or communications concerning, regarding.
or refating to talking points or updates on the Benghazi aftack
given to Ambassador Rice by the White House or any federal
agency.

3

Judicial Watch v, US. Dep’t of State
Draft Hackett Declaration

Mo, 1:14-0v-01242

April 29,2015
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See Ex. A (Plainti{f’ s FOIA reguest, 1-2014-08848).

5 In correspondence with counsel for the Department, Plainiiff further clarified that
its request does not seck all records relating to the attacks of September 11, 2012 in Benghazi,
but rather only *fatking points and updates to those taiking points. not general inteiligence
updates about the Benghazi attacks (uniess those updates were sent in furtherance of developing
or updating taiking poinis).” See Ex. B (Email from Ramona Cotca, Sep. 4, 2014) (confirming
scope of request).

6. When the Department receives a FOIA request, IPS evaluates the request to
determine which offices, overseas posts, or other records systems within the Depariment may
reasonably be expected 1o contain the records requested. This determination is based on the
description of the records requested and requires a familiarity with the holdings of the
Department’s records systems, applicable records disposition schedules, and the substantive and
functional mandates of numerous Department offices and Foreign Service posts and missions.
Factors such as thé nature, scope, and complexity of the request itself are also relevant.

[ Each office within the Departiment, as well as cach Foreign Service post and
mission, maintains files concerning foreign policy and other functional matters related to the
daily operations of that office, post, or mission. These [iles consist generaily of working copies

of documents, information copies of documents maintained in the Central Foreign Policy

" 'This request was identically worded to a request previously made by the Plaintifl and directed toward the Un ited
States Mission to the United Nations (“USUN/W?). This previous request was the subject of refated litigation, 1:113-
cv-009351, which the partics settled zfter the Department produced 98 documents totaling 1,439 pages respoasive to
that request. See Eix, C at | (Judicial Watch v. State, (2.D.C. 13-951), FOIA Request Letter (Dkt No. 8-1}).

3 Judicial Warch v, U.S. Dep't of State
Draft Hackett Declaration

Na. id-ov-01242

Aprit 29, 2015
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Records collection, and other documents prepared by or furnished to the office in connection
with the performence of its official duties, as well as electronic copies of documents and e-mail
Inessages.

&. PlaintifT’s request specified that it sought records only from the Office of the
Secretary. Therafore, the Department tasked only the Executive Secretariat to search for agency

records responsive lo Plaimtil’s avowed construction of its request that were generated between

September 11, 2012, and September 23, 2014, the day that the search was conducted.”
The Executive Secretariat (“S/ESY)
9. The Office of the Executive Secretariat Staft {(“S/ES-8") is responsibie for

coordination of the work of the Department internally, serving as the liaison between the

Department's bureaus and the offices of the Secretary, the Deputy Secretary, and the Under
Secretaries. It is responsible for coordinating search responses for the Office of the Secretary of
State (#8™), the Office of the Deputy Sccretary of State (“D™), the Office of Policy Planning
(“8$/P), the Office of the Under Secretary for Political Affairs (“P"), and the Counselor of the
Department ("C").

i0.  Onp September 9, 2014, 2 Management Analyst who was knowledgeabie of both

the request and S/ES-S records systems conducted 2 scarch of S/ES-8 electronic records systems

reasonably likely to contain responsive records. These systems inciude the Secretariat Tracking

? The immediate Office of the Secretary is comprised of the Secretary's Chief of Staff, the Counselor of the
Department, Deputy Chief of Staff, the Secretary’s secrefary, the Executive Assistant, specidl assistants, the
Secretary’s scheduler, staff assistant, and personal assistants, This staffl handies all of the day-to-day matters of the
Secretary, inchuding meetings at the Department, functions in Washingion and throughout the country, and travel
around the worid.

4 Judicial Watchv. U.S. Dep't of State
{Iraft Hackett Declaration

No. i ld-ov-01242

Aprif 29, 2015
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and Retrieval System {“STARS™.” the Secretariat Telegram Processing System (*STePS™,! the
Cable Archiving Retrieval System (“CARS™)," and the Top Secret files (“TS”}. These systems’
search capabilitics are wildcard-based, meaning that common variations of the keywords being
searched would be retrieved (e.g., a search for “directive” would produce “directive’s™).

11, On September 23, in furtherance of this process, S/S-8 also searched the
state.gov email zecounts of three individuals—-Cheryl Mills (Counselor and Chief of Staff to
former Secretary Clinton). Jacob Sullivan (Deputy Chief of Staff for Policy to former Secretary

“Hinton}, and Huma Abedin (Deputy Chief of Staff for Operations to former Secretary

Office of the Secretary based on their understanding of which staff members within the Office of
é 4

x

the Secretary during former Secretary Clinton’s tenure worked on issues related (o the Benghazi

attacks and whose records may therefore regsonably be expected to contain responsive records.
12.  For both the databases and the email records, 8/ES used the search terms
“Ambassador” or “Rice” or “USUN/W™ or “September 11, 20127 or “attack™ or “Benghazi”™ or

“Libya” or “talking points” or “TPs” or “updates.”

* STARS is an astomaied sysiem used to rack, conirol, and record documents containing substantive foreign policy
information passing o, from. and through the offices of the Secretary of State, the Deputy Seeretary of State, and
other Department principal officers. Oviginal documents are indexed, scanned, and stored a5 images in STARS.
information in STARS covers the period 1588 (o the present.

* STePS is desigred to distribute cables among the Department’s principals.

* CARS is designed to provide access to a contemporary pertion of the Department’s telegram archive deemed to be
of peneral interest.

h

Judiciel Watch v, 1.5, Dep’t of State
Draft Hackett Declaration

No. §ii4-cv-01242

April 24, 20615
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13, During searches of the email records, as wel as the STePs and CARS databases,
the search terms were applied to each document, as well as attachments that contain searchable
text. During the search of STARS, the search terms were applied to a descriptive absiract
attached to each document. Each STARS abstract was created by a Technical Information
Specialist when the document was added to the database; this abstract is designed to capture the
subject matter of the related document. For documents from the time period relevant fo the
FOIA request, the abstracts are the only portions of the STARS database whose text may be
searched. Similarly, during the TS search, the search terms were applied to an index of TS files.
Fach TS index entry, elong with key words and a topic description, was added by a Management
Analyst into the index. This index, rather than the full text of the I'S files themselves, can be
searched.

14, The use of “or” between the search terms indicates that this was a disjunctive
search; the terms listed would have retrieved any documents that contain (for ematl, STePS,
CARS records), or whose abstracts or indexes contain {(for STARS and TS records), the word
“Armbassador.” for example, even if the document, abstract, or index contained none of the other
search terms. These searches were completed on September 23, 2014, and returned a number of
records, which were then reviewed for responsiveness.

15,  In addition, to guard against the possibility that a particular document was
overiooked, the Management Analyst also reviewed cach of the documents that were produced to
Plaintiff from USUN/W, rather than the Office of the Secretary, in the related litigation deseribed
int foetnote T above. The Management Analyst examined cach sender or recipient of each

6 Judicial Watch v. US. Dep’t of State
Draft Hackett Declaration
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document produced in that litigation; documents with a recipient or sender who was in the Office
of the Secretary at the time the email was sent were treated as responsive.

16, Asaresult of the searches of email records, database records, and records
produced in the prior related litigation as described in this paragraph, the Management Analyst
found four documenis responsive to Plaintiff’s FOIA request, all of which had been previously
produced to Plainti{f in the related litigation described in footnote 1. By letter dated November
11, 2014, the Department released one document in fuif and three documents in part. See Ex. D)
{Letter of Nov, 12, 2014),

{7.  After the scarches in this case had been completed and the four responsive
documents delivered to the Plaintff, the Department received approximately 55,000 pages of
ard copy emails and attachments to emails, arranged in chronoclogical order, from former
Secretary Clintor.® These records were provided by her in response to an earlier request from
the Department of State that, if former Secretaries or their representatives were “awaze or |were
ic] become aware in the future of a federal record, such as an email sent or received on a
personal email account while serving as Secretary of State, that & copy of this record be made
available to the Department.” See Ex. E (Text of Letter to Former Secretaries of State
Concerning the Federal Records Act of 1950). The Deputy Director of S/ES-S applied the same
search terms deseribed above, see § 12, to two PDEs containing scanned images of a subset of

these documents, specifically, the documents that were sent or received on or after September

* Former Secretery Clinton did not use & state.gov email account,

7 Judicial Watch v. US. Rep’tof Stute
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11, 2012, thrcugh the end of former Secretary Clinton's tenure on January 31, 2013. For each
PDF, the Beputy Director entered a search term individually into the Find command in Adobe
Reader and navigated to each occurrence of the search term in the PDF. The Deputy Director
reviewed for responsiveness each individual document that contained an occurrence of the search
term. This pracess was repeated for cach search term listed above in Paragraph 12, No
responsive records were found.

18,  Earlier this year, the Department sent letiers to Ms. Miils, Mr. Sullivan, and Ms.
Abedin, whose state.gov sccounts were searched in response to this FOTA reguest. In those
ietters, the Department asked those individuals to make available to the Department any federal
records that they may have in their possession, such as emails concerning official government
business sent or received on a personal email account while serving in their official capacities
with the Department, if there is any reason to believe that those records may not otherwise be
preserved in the Diepartiment’s recordkeeping system.

19. Al three individuals have responded to those letters, through counsel, o inform
the Department that they have begun the process of searching for and providing the Department
documents in their possession that may potentially be federal records. That process is ongoing.

20, On June 26, 2015, counsel for Ms. Mills and counsel for Mr. Suliivan provided
the Department with a number of documents in response to the letters. An attorney in the
Department’s Office of the Legal Adviser has reviewed these newly received documents and
discovered one responsive docament among those that had been provided by Mr. Sullivan, a
two-message email chain that mentioned the talking points in the course of a larger discussion,

8 Judicial Watch v, U.S. Dep 't of Stare
Drafi Hackett Declaration
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which it has determined must be withheld in full pursuant to FOIA Exemption 5. See 97 25-27,
infra.

1. The earlier message in that email chain is a forward of an email that was sent to,
among other people, former Secretary Clinton. A Department altorney has determined that it
was among the 55,000 pages provided to the Department by former Secretary Clinton. This
carlier message had been reviewed by Staff in the Office of the Secretary during the process
described above in Paragraph 17 but deemed unresponsive because the references to “talking
points” contained therein appeared to be gbout a separate set of talking points being developed
within the Office of the Secretery for future use. It was not clear from the face of the earlier
message that one of the references o “talking points™ was to those that had been given to
Ambassador Rice. A Department attorney has determined that the copy of the earlier message
included in the document received from Mr, Sullivan is identical to the copy received from
former Secretary Clinton. However, the later message in the email chain, which was not sent to
former Secretary Clinton, made it clear that one portion of the earlier message had, indeed, been
discussing the talking points given to Ambassador Rice.

il. EXEMPTIONS CLAIMED

FOIA Exemption S—Deliberative Process Privilege

22 U.S.C. § 552(bX(5) states that the FOIA does not apply to:

inter-agency or intra-agency memoranda or letters which would not be available
by law to a party other than an agency in litigation with the agency ...

2

£

Exemption 5, 5 U.S.C. § 5532(b)(5), protects from disclosure information that is

normally privileged in the civil discovery context, including information that is protected by the

9 Judicial Watch v, ULS. Dep’t of Stute
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deliberative process. The deliberative process priviiege protects the confidentiality of candid
views and advice of U.S. Government officials in their pre-decisional deliberations related to
policy i“ormuiation. and administrative direction.

24, F{Sr.cxamp-‘ge', certain information withheld in this case reflects drafts of materials
being prepared for senior Depariment officials, together with suggested revisions being offered
by Department empliovees. Disclosure of material containing such deliberations or material on
which such deliberations are based could reasonably be expected to chili {he open and frank
exchange of ideas and recommendations in which Department officials are involved, Tt would
severely hamper the ability of responsible Department officials to formulate and carry out
executive branch programs. Information in one document in this case, as detailed below, has
been withheld on the basis of this exemption.” Disclosure of this information, which is pre-
decisional and deliberative, and contains selected factnal material intertwined with opinion,
would inhibit candid internal discussion and the expression of recommendations and judgments
regarding current problems and preferred courses of action by Department persoanel with respect
1o materials being prepared for senior Departiment officials. The withheld information s,
accordingly, exempt from release under Exemption S, S U.S.C. § 552(0){5) pursuant 1o the
deliberative process privilege.

FOEA Exemption 6—Personsal Privacy

25, 3ULS8.C. § 552 (bX6) states that the FOIA does not apply to

? Four documents were withheld i part pursuant to various FOIA exemptions. Counsel for Plaintiff has confinmed

via email that Plainiiif is not challenging any of the redactions in the doczments produced to it. Ex. F (Email from
Ramona Cotea, June 1§, 20135).

10 Judicial Watch v, US. Oep’t of State
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personnel and medical files and similar files the disclosure of which would
constitute a clearly tnwarranted invasion of personal privacy...”

26, Courts have interpreted the language of Exemption 6 broadly 1o encompass all
personal information that applies to an individual, without regard to whether it was located in a
paiticular type of file. The Department withheld only the domain names in the personal email
atdresses of Jacob Sullivan, Cheryl Miils and Philippe Reines under Exemption 6.

27.  Inssmuch as the information withheld is personal to an individual, there is clearly
a privacy interest involved. [ am required, therefore, 1o determine whether there exists any
public interest in disclosure and to weight any such interest against the extent of the invasion of
privacy.

28,  In United States Department of Justice v. Reporters Committee for Freedom of
the Press, 489 U.S. 749 (1989}, the Supreme Court laid down two rules for determining public
interest in disclosure of information involving a privacy inierest: {1) whether disclosure wouid
serve the “core purpose™ for which Congress enacted the FOIA, i.e., to show “what the
government is up t6,” and (2) that public interest means the interest of the public in general, not
particular interests of the person or group seeking the information. Accordingly, the identity of
the requester as weil as the purpose for which the information is sought is trrelevant in making
the disclosure determination.

29, As for all of the information withheld pursuant to Exemption 6, I have concluded
that (1) disclosure of the information withheld would result in a clearly unwarranted invasion of
personal privacy; and (2) disclosure of the information would not serve the “core purpose” of the

FOIA, Le., it would not disclose information about “what the government is up to.”

i dudicial Weatch v, U8 Dep 't of State
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Accordingly, I have determined that the privacy interests clearly outweigh any public interest in
disclesure of the withheld information.

Docuament Deseription

30. Document C03831334 which is discussed above, see §5 20-21, is a three-page
intra~-agency email exchange consisting of two messages. The earlier message is from Jacob
Suilivan to former Secretary Clinton and Chery! Mills (who is listed on the "Cc¢™ address line)
and has the subject “Key Points.” It was sent on September 29, 2012 at 11:09 AM. The later
message is from Cheryl Mills to Jake Sullivan and Philippe Reines (Deputy Assistant Secretary
of State for Strategic Communications and Senior Communications Advisor to Secretary
Clinton) and has the subject “Pwd: REVISED Key Points.” 1t was sent on September 29, 2012
at 1:18 PM. The bodies of the messages consist of drafts, composed by advisors to former
Secretary Clinton, of a proposed future communication from the former Secretary to @ member
of the 11.8. Scnate concerning various issues refated to the attacks of September 11, 2012 1n
Benghazi. A portion of each drafl consisted of a summary of the taiking points that had been
sent to Ambassador Rice (although, as explained above, see §94 20-21, the Department did vot
realize that the carlier message included a reference to those talking points until the Department
received and reviewed the second message in the email chain). The Department has withheld the
email chain in full under FOLA Exemption 3 pursuant to the deliberative process privilege and

the domain nemes associated with the private email addresses of Ms. Mills, Mr. Sullivan, and

Mr. Reines under Eixenption 6.

12 Judicial Watch v. 1.8, Dep 't of State
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31, As non-final drafls, the bodies of these messages consist in their entirety of
information that is pre-decisional and deliberative in nature. Release of this material could
reasonably be expected to chill the frank deliberations that occur when senior staff are preparing
points or other draft remarks for use by senior Department officials in addressing a matter of
public controversy. The material is therefore exempt under FOIA Exemption 5, 5 U.S.C.

& 552(b)(5) pursuant to the deliberative process privilege.

32.  Inasmuch gs the information withheld under Exemption 6 in the email chain
identifies a specific individual, a personal privacy interest exists in the information. Therefore, !
am now required to determine whether there exists any public interest in disclosure and, if'a
public interest is implicated. to weigh any such interest against the privacy interest to determine
whether disclosure would constitute a clearly unwarranted invasion of personal privacy.

33, Anyindividual, including a 1.8, Government employee, has a privacy interest in
his or her personal email address because the release of this information couid resuit in
harassment or unwanted atteniion. Moreover, the release of the domain name of a personal
email address wouid not shed light on governument operations. The domain names of the
personal email addresses in the email chain are therefore exempt under FOTA Exemption 6, 5
LLS.C. § 552(b)(6).

34,  The Department conducted a line-by-line review of the email chain and
determined that there was no reasonably segregabie, non-exempt material that could be released,

other than the information disclosed in the preceding two paragraphs.

13 Judicial Watch v, 108 Dep't of State
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CONCLUSION

35.  insummary, the Department conducted a thorough search of all Department
records systems within the Office of the Secretary that were reasonably likely to maintain
records responsive to Plaintiff's FOIA request and located five responsive documents, one of
which it released in full, three of which it released in part, and one of which it withheld in full.

¥E¥

1 declare under penalty of perjury that the foregoing is true and correct to the best of my

knowledge.

)

Executed this ¢

14 Judivial Weten v, US. Dep’t of State
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Hackett, John </O=SBUSTATE/OU=EXCHANGE ADMINISTRATIVE

From: GROUP (FYDIBOHF23SPDLT)/CN=RECIPIENTS/CN=HACKETT,
JOHN35D>

Sent: Tuesday, July 7, 2015 12:57 PM

To: Finnegan, Karen M <FinneganKM@state.gov>

Subject: RE: JW (Talking Points)

Please stop by at 1:05pm | am eating. John RELEASE IN FULL]

From: Finnegan, Karen M

Sent: Tuesday, July 07, 2015 12:51 PM
To: Hackett, John

Subject: JW (Talking Points)

John: Let me know if you'd like a readout on my meeting relating to this case. Karen

Karen M. Finnegan

Chief, Programs and Policies Division

U.S. Department of State

Office of Information Programs and Services
A/GIS/IPS

Washington, D.C.

(202) 663-2946 (direct)

SBU
This email is UNCLASSIFIED.
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Hackett, John </O=SBUSTATE/OU=EXCHANGE ADMINISTRATIVE

From: GROUP (FYDIBOHF23SPDLT)/CN=RECIPIENTS/CN=HACKETT,
JOHN35D>

Sent: Monday, January 12, 2015 2:45 PM

To: Weetman, Susan C <WeetmanSC@state.gov>

Subject: RE: Request Letters for JW TPs and Notes

Thanks. John

-
This email is UNCLASSIFIED. [RELEASE IN FULL]

From: Weetman, Susan C

Sent: Monday, January 12, 2015 2:34 PM

To: Hackett, John

Subject: Request Letters for JW TPs and Notes

John,

The request letters for JW Talking Points and Notes cases are attached. Please let me know if you need anything
more.

Susan

Susan C. Weetman

Chief, Litigation and Appeals Branch
Programs and Policies Division

Office of Information Programs and Services
U.S. Department of State

A/GIS/IPS/PP/LA

202-261-8420

weetmansc@state.gov

This email is UNCLASSIFIED.

UNCLASSIFIED U.S. Department of State Case No. F-2016-17249 Doc No. C06296921 Date: 06/02/2017




UNCLASSIFIED U.S. Department of State Case No. F-2016-17249 Doc No. C06296924 Date: 06/02/2017

UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLIUMBIA ;:
n. RELEASE IN FULL|

JUDICIAL WATCH, INC.

Plaintiff.
V. Civil Action No. 14-cv-1242 (RCL)

U.S. DEPARTMENT OF STATE,

Defendant.

SECOND DECLARATION OF JOHN F. HACKETT

Pursuant to 28 11.5.C. § 1746, [, John F. Hackett, declare and state as follows:

L. I am the Director of the Office of Information Programs and Services ("IPS7) of i
the United States Department of State (the “Department™). In this capacity, I oversee the office
of the Department responsible for responding to requests for records under the Frecdom of
Information Act (the “FOIA™, 5 U.8.C. § 532, the Privacy Act of 1974, S U.S.C. § 552a, and
other applicable records access provisions. 1have been empioyed by the Department in this
capacity since June 2015, Prior to assuming this role, 1 served as the Acting Director of IPS
since March 2014, and previous to that, I served as the Deputy Director of IPS since April 2013,
T make the following statements based upon my personal knowledge, which in turn is based u;mfé
information furnished to me in the course of my official duties. [ am familiar with the efforts of
Department personnel to process the subject FOIA request, and [ am in charge of coordinating
the agency’s search and processing efforts with respect W those requests.

p The purpose of this declaration is to address two issues raised for the first time in
Plaintiff's reply in support of its motion for discovery pursuant 10 Rule 56(d) (“Plaintiff’s

Reply™) (ECF No. 30): (1) an email purporting to list gaps in the email collection received from

UNCLASSIFIED U.S. Department of State Case No. F-2016-17249 Doc No. C06296924 Date:7061012/2017
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former Secretary of Swate Hillary Clinton (the Clinton: emails) and (2) media reports of so-cailed
“new™ emails from former Secretary Clinton’s clintonemail.com account related to the attacks on
September 11, 2012 in Benghazi, Libya. 1 make these statements based on knowledge provided
to me in the course of my official duties.

Alieged Gaps in Emails Provided by Former Seeretary Clinton

3. Plaintiff"s Reply includes an email Plaintiff obtained from the Department via a
separate FOIA request. (ECF No. 31-1). This emai! contains, among other things, the fcliowingé
{ext:

(raps:

i)m 30,2012 - Feb. 1,2013 (Sent Messages)’

{d. at 3. This email was craated by Liric Stein, Deputy to the Deputy Assistant Secretary of
Global Information Services, on April 15, 2015, The list of gaps was a preliminary assessment
based onan examination of paper copies of the Clinton emails. Once the Clinton emails were
scanned into the Department’s FOIA system and metadata for each document was entered
(including the date the email was sent or received), it became apparent that this preliminary
assessment was incorrect, The Clinton emails comain numerous sent messages—at least ey

from December 30, 2012 through Januvary 31, 2 2013.2 Those sent messages were included in the

two PDFs containing scanned images of a subset of the Clinton emails that were searched for

! The emaii discusses two other time periods, both of which ended on or before April 12,
2009, and thus are not relevant to Plaint rff“ FOIA request. which secks records related to mlkmg
points about the atlacks on September 11, 2012 in Benghazi, Libya,

2 < . . 4 . Sy -~
“ Former Sseretary Clinton's last day in office was February 1. 2013, Her successor,
Johs Kerry, was sworn in the same day.

2

Leapoldv. U/, S Dep't of State
1:15-cv-123-RC
Third §-L:::.k¢.u Declaration
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records responsive to the FOIA request at issue 1n this case, as described in my previous
declaration attached to the Department’s Motion for Summary Judgment (ECY No. | 19:2).

Media Reports of So-calied “New” Clinton Emails Related to the Benshayri Attacks

4. Plaintifl’s Reply also tinks to a news story reporting that the Department recently fouad ® :}.
handful of new emails™ relating to the September 11, 2012 attacks in Benghazi that had not
previously been disclosed to Congress. The Bureau of Legislative Affairs provided 225
documents to the Select Committee on Benghazi on September 25, 2015, Among these
documents were emails to or from former Secretary Clinton. 1have been informed that all sue
emails prodiiced fo the Select Committee on Benghazi on September 23 are contained in the
approximately 53,000 pages of emails former Secretary Clinton provided to the Departiment n
December 2014, Those emails provided to the Committee on September 25 that were date
between Septernber 11, 2012 and January 31, 2013 wese all included in the two PDEs Lonm.nmg |
scanned images of a subset of the Clinton emails that were scarched for records responsive tht.
FOIA request at issae in this case, as described in my previous declaration attached. See a. 3,

supra. Nome of the emails were deemed responsive to the FOIA request.”

% 1h that declaration, | stated that the “two PDFs contain[ed] scanned images of a subset
of these documents, specifically, the documents that were sent or received on or afl er Septcmber
11. 2012, through the end of former Secretary Clinton's tenure on January 31, 2013." First
Hackett Decl. f 7.

* Fmﬁf} Fiﬂi‘ “Sta"e }cpt Discov 4& \ew Buzgﬁmn Ematils fr{)m C Lnton 1'11valc

Oct. 2,201 5)

3 The congressional request discussed in the news report was much broader than i’;amu‘f‘ 5
FOIA request. The FOIA request does not seek all records related to the Benghazi attac cks, but
only those related to talking points about the attack. In contrast, the Congressional requesi was
muach broader, including, amongst other requests, any and all documents related to the attacks ckl"(l
two years® of email from ten current and formey employees related 1o Libya.

3
Leapoldv. U8 Dep'tof S’cr!ﬂ
£:15-cv-123-RE
Third Hackett Declaration
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{ declare under penalty of perjury that the foregoing is truc and correct to the best of my’

knowiedge. )
) %; P
Lxecutedthis ¢ § day of October 2015, Washington, D.C.

'l_’,.,r*"m”m ‘} ,‘,...w*} S A
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f John F. Hackent

Leopold v. 128, Dep't _()J"Stafz_'e
E:15-¢v-123-RC
Third Hackett: Declaration
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(bx1)

(bX2)
(bX3)

(bX4)
(®X3)

(bX6)
®X7)

(6X8)
(bXS)

NR

The Freedom of Information Act (5 USC 552)

FOIA Exemptions

Information specifically authorized by an exccutive order 1o be kept secret in the interest of
national defense or foreign policy. Executive Order 13526 includes the following
classification categories:

I.4(a) Military plans, systems, or operations

1.4(b) Forcign government information

i.4(c) Intelligence activities, sources or methods, or cryptology

1.4(d) Forcign relations or foreign activities of the US, including confidential sources

1.4(e) Scientific, technological, or ecconomic matters relating to national security,
including defense against transnational terrorism

1.4() U.S. Government programs for safeguarding nuclear materials or {acilities

1.4(g) Vulnerabilities or capabilities of systems, installations, infrastructures, projects,
plans, or protection services relating to US national sccurity, including defense
against transnational terrorism

1.4(h) Weapons of mass destruction

Related solely to the intemnal personnel rules and practices of an agency

Specifically exempted from disclosure by statute (other than 5 USC 552), for example:

ARMSEXP Arms Export Control Act, 50a USC 2411(c)

CIA PERS/ORG Central Intelligence Agency Act of 1949, 50 USC 403(g)
EXPORT CONTROIL  Export Administration Act of 1979, 50 USC App. See. 2411(c)
FS ACT Forcign Service Act of 1980, 22 USC 4004

INA Immigration and Nationality Act, 8 USC 1202(f), Sec. 2220
IRAN Iran Claims Sctilement Act, Public Law 99-99, Sec. 505

Trade secrets and confidential commercial or financial information

Interagency or intra-agency communications forming part of the deliberative process,
attorney-client privilege, or attorney work product

Personal privacy information
Law enforcement information whose disclosure would:
(A) interfere with enforcement proceedings
(B) deprive a person of a fair trial
(C) constitute an unwarranted invasion of personal privacy
(D) disclose confidential sources
(E) disclose investigation techniques
(F) endanger life or physical safety of an individual
Prepared by or for a government agency regulating or supervising financial institutions
Geological and geophysical information and data, including maps, concerning wells

Otber Grounds for Withholding

Material not responsive to 2 FOIA request excised with the agreement of the requester
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