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OVERSIGHT OF THE STATE DEPARTMENT

Thursday, July 7, 2016

HOUSE OF REPRESENTATIVES,

COMMITTEE ON OVERSIGHT AND GOVERNMENT REFORM,

WASHINGTON, D.C.

The committee met, pursuant to call, at 10:04 a.m., in Room
2154, Rayburn House Office Building, Hon. Jason Chaffetz [chair-
man of the committee] presiding.

Present: Representatives Chaffetz, Mica, Duncan, Jordan,
Walberg, Amash, Gosar, DesJarlais, Gowdy, Farenthold, Lummis,
Massie, Meadows, DeSantis, Mulvaney, Buck, Walker, Blum, Hice,
Russell, Carter, Grothman, Hurd, Palmer, Cummings, Maloney,
Norton, Clay, Lynch, Cooper, Connolly, Cartwright, Duckworth,
Kelly, Lawrence, Lieu, Watson Coleman, Plaskett, DeSaulnier,
Boyle, Welch, and Lujan Grisham.

Chairman CHAFFETZ. The Committee on Oversight and Govern-
ment Reform will come to order.

Without objection, the chair is authorized to declare a recess at
any time.

I want to thank Director Comey for being here and doing so on
short notice. I have the greatest admiration for the FBI. My grand-
father was a career FBI agent.

I have got to tell you, I am here because we are mystified and
confused by the fact pattern that you laid out and the conclusions
that you reached. It seems that there are two standards, and there
is no consequence for these types of activities and dealing in a care-
less way with classified information. It seems to a lot of us that the
average Joe, the average American, that if they had done what you
laid out in your statement, that they’d be in handcuffs and they
might be on their way to jail, and they probably should, and I
think there is a legitimate concern that there is a double standard.
If your name isn’t Clinton or you're not part of the powerful elite,
that Lady Justice will act differently. It is a concern that Lady Jus-
tice will take off that blindfold and come to a different conclusion.

Hillary Clinton created this mess. It wasn’t Republicans. It
wasn’t anybody else. She made a very conscious decision. On the
very day that she started her Senate confirmation, she set up and
got a domain name and set up a system to avoid and bypass the
safety, security, and the protocol of the State Department.

Classified information is classified for a reason. It is classified be-
cause if it were to get out into the public, there are nefarious ac-
tors, nation-states, others that want to do harm to this country,
and there are people who put their lives on the line protecting and
serving our country, and when those communications are not se-

(1)
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cure, it puts their lives at jeopardy. This classified information is
entrusted to very few, but there is such a duty and an obligation
to protect that, to fall on your sword to protect that, and yet there
doesn’t seem to be any consequence.

You know, I was talking to Trey Gowdy, and he made a really
good point with us yesterday. Mr. Gowdy said, you know, in your
statement, Mr. Director, you mentioned that there was no prece-
dent for this, but we believe that you have set a precedent, and it’s
a dangerous one. The precedent is if you sloppily deal with classi-
fied information, if you are cavalier about it—and it wasn’t just an
innocent mistake; this went on for years—that there is going to be
no consequence.

We are a different nation in the United States of America. We
are self-critical. Most nations would never do this, but we do it in
the spirit of making ourselves better. There will be all kinds of ac-
cusations about political this and political that. I have defended
your integrity every step of the way. You are the definitive voice.
I stand by that, but I am mystified, and I am confused, because you
listen to your fact pattern and come to the conclusion that there
is no consequence, I don’t know how to explain that. We will have
constituents ask us. Theyll get mad. They will pound the—you
know, theyre frustrated. They have seen this happen time and
time again. I don’t know how to explain it, and I hope that,
through this hearing, we can stick to the facts and understand this,
because there does seem to be two standards. There does seem to
be no consequence, and I want to understand that, and I want to
be able to explain that to the person that’s sitting at home, and
that is why we are here.

And so I yield back.

I now recognize the ranking member, Mr. Cummings.

Mr. CUMMINGS. Director Comey, thank you for being here today.
I want to begin by commending you and the public servants at the
FBI for the independent investigation you conducted. You had a
thankless task. No matter what recommendation you made, you
were sure to be criticized. There is no question that you were ex-
tremely thorough. In fact, some may even say you went too far in
yol;lr investigation. But, of course, that was your job; that is your
job.

Secretary Clinton has acknowledged that she made a mistake in
using a personal email account, and you explained on Tuesday that
she and her colleagues at the State Department were extremely
careless with their emails, but after conducting this exhaustive re-
view, you determined that no reasonable prosecutor would bring a
case based on this evidence, and you and the career staff rec-
ommended against prosecution. Based on the previous cases you
examined, if prosecutors had gone forward, they would have been
holding the Secretary to a different standard from everyone else.

Amazingly—amazingly—some Republicans who were praising
you just days ago for your independence, for your integnity, and
your honesty instantly turned against you because your rec-
ommendation conflicted with the predetermined outcome they
wanted. In their eyes, you had one job and one job only: to pros-
ecute Hillary Clinton.
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But you refused to do so, so now you are being summoned here
to answer for your alleged transgressions, and in a sense, Mr. Di-
rector, you are on trial.

Contrary to the claims of your critics, there is absolutely no evi-
dence that you made your recommendation for political reasons, no
evidence that you were bribed or coerced or influenced, no evidence
that you came to your conclusion based upon anything but the facts
and the law. I firmly believe that your decision was not based on
convenience but on conviction.

Today, House Republicans are doing what they always do, using
taxpayers’ money to continue investigating claims that have al-
ready been debunked just to keep them in the headlines one more
day. When they hear a political siren, they rush toward it over and
over again, even if the evidence is not there. Exhibit A, Majority
Leader Kevin McCarthy, who admitted on national television that
Republicans established the Benghazi Select Committee to bring
down Secretary Clinton’s poll numbers. I didn’t say that; McCarthy
said it. The fact was confirmed by a Republican staffer on that
committee who reported that he was fired in part for not going
along with the hyper focus on Secretary Clinton.

I give House Republicans credit. They certainly are not shy about
what they are doing. They have turned political investigations into
an art form.

If our concerns here today are with the proper treatment of clas-
sified information, then we should start with the review of our pre-
vious hearing on General David Petraeus, who pled guilty last year
to intentionally and knowingly compromising ﬁighl classified in-
formation. The problem is, Mr. Director, we never ﬁad that hear-
ing. This committee ignored that breach of national security be-
cause it did not match the political goals of the House Republicans.

If our concerns today were with finally addressing a broken clas-
sification system in which security levels are arbitrarily changed
up and down, that would have been a legitimate goal, that would
have been a valuable addition to reforming and improving our gov-
ernment. After all, we are the Government Reform Committee.

We could have held hearings here on Zika, the Zika virus, pre-
venting gun massacres like the one in Orlando, or a host of other
topics that could actually save people’s lives, but that is not why
we are here. That is not why our chairman called this emergency
hearing 48 hours after you made your recommendation.

Everyone knows what this committee is doing. Honestly, I would
not be surprised—and I say this with all seriousness—I would not
be surprised if, tomorrow, Republicans set up a new committee to
s;l)end $7 million plus on why the FBI failed to prosecute Hillary
Clinton.

Director Comey, let me conclude with this request. Even with all
that I have said, I believe that there is a critical role for you today.
I have listened carefully to the coverage on this issue, and I have
heard people say as recently as this morning, 3 hours ago, that
they were mystified by your decision. As a matter of fact, the chair-
man repeated it a minute ago. And so there is a perceived gap be-
tween the things you said on Tuesday and your recommendation.
There is a gap, Mr. Director. So, in this moment—and this is a crit-
ical moment—I beg you to fill the gap, because when the gap is not
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filled by you, it will be filled by others. Share with us, the Amer-
ican people, your process and your thinking; explain how you exam-
ined the evidence, the law, and the precedents; describe in clear
terms how you and your team, career professionals, arrived at this
decision. If you can do that today, if you can do that, that could
go a long way toward people understanding your decision.

Finally, I want to make it clear that I condemn these completely
unwarranted political attacks against you. They have attacked you
personally. They have attacked your integrity. They have impugned
your professionalism. And they have even suggested that you were
somehow bought and paid for because you mage your recommenda-
tion based upon the law and the facts.

I know you are used to working in the world of politics, but these
attacks have been beyond the pale. So you do not deserve this.
Your family does not deserve it. And the highly skilled and dedi-
cated agents of the FBI do not deserve it.

I honor your professionalism and your service to our country.
And, again, even if it takes till hell freezes over, I beg you to close
the gap, tell us what happened between what you found and your
decision so that not only the members of this panel and this Con-
gress will understand but so that Americans will understand. And
if you do that, if you do that, then it will be all worth it today.

With that, I yield back.

Mr. Mica. Mr. Chairman

Chairman CHAFFETZ. I think—hold on one second, with your in-
dulgence.

To the ranking member, of which I have the greatest respect, you
asked for a hearing on General Petraeus and how that was dealt
with; you got it. We will have one in this Oversight Committee.
And the record will reflect that, in the Judiciary Committee, I re-
peatedly questioned Attorney General Holder, I repeatedly ques-
tioned the FBI Director about the disposition of that case, probably
more than any Member in the House or Senate. And if you want
a hearing, we will do that.

Mr. Cummings. Will the gentlemen yield?

Chairman CHAFFETZ. Yes.

Mr. CUMMINGS. Thank you.

Chairman CHAFFETZ. Number two, you complained that we
haven’t done a hearing on Zika. The Oversight and Government
Reform Committee, I believe, was the very first committee to actu-
ally do a hearing on Zika. That was chaired by Mr. Mica, and I am
proud of the fact that we did a Zika hearing, and we did it first.

Mr. CuMMINGS. Will the gentleman yield?

Chairman CHAFFETZ. Sure.

Mr. CuMMINGS. Can we have another one, because the problem
is still there——

Chairman CHAFFETZ. Absolutely.

Mr. CUMMINGS. —big time.

Chairman CHAFFETZ. Absolutely.

Mr. MicA. Mr. Chairman, I would ask for a unanimous consent
request that we put the date of the hearing in the record at this
time that I chaired—thank you—on Zika.

Chairman CHAFFETZ. Absolutely.

[The information follows:]
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The Subcommittee on Transportation and Public Assets held a
hearing on February 24, 2016, titled, “The Zika Virus: Coordination
of a Multi- Agency Response.”

Chairman CHAFFETZ. And the ranking member knows that we
have held multiple hearings on the criminal justice and criminal
Jjustice reform. You asked for it. You are passionate about it. And
we did do that as well. So to suggest we haven't addressed some
of those issues, I think, is inaccurate.

Mr. CUMMINGS. I don’t think I did that, Mr. Chairman, but,
again, as late as yesterday, with the problem in Minnesota with an
African American man being killed, I would like to have some hear-
ings still on the criminal justice system. Thank you.

Chairman CHAFFETZ. Thank you.

Mr. CUMMINGS. Thank you very much.

Chairman CHAFFETZ. Without objection. I am going to work with
you on that——

Mr. CUMMINGS. Thank you.

Chairman CHAFFETZ. —as I have every step of the way.

Mr. CUMMINGS. Thank you, Mr. Chairman. I appreciate it.

Chairman CHAFFETZ. Without objection, the chair is authorized
to declare a recess at any time. We will hold the record open for
5 legislative days for any members who would like to submit a
written statement.

We will now recognize our distinguished witness for our first
panel. I am pleased to welcome the Honorable James Comey, the
Director of the Federal Bureau of Investigations.

We welcome Director Comey, and thank you for being here.

Pursuant to committee rules, all witnesses are to be sworn before
they testify. If you will please rise and raise and right hand.

Do you solemnly swear or affirm that the testimony you are
about to give is the truth, the whole truth, and nothing but the
truth.

Mr. CoMEY. I do.

Chairman CHAFFETZ. Thank you.

Let the record reflect that the witness answered in the affirma-
tive.

Mr. Comey, the floor is yours. You can take as long or as short
as you would like. If you have any written statement that you
would like to submit afterwards, we are happy to do that as well,
and it will be made part of the record. The time is now yours.

Director Comey, you are recognized.

STATEMENT OF THE HONORABLE JAMES COMEY

Mr. CoMEY. Thank you, Mr. Chairman, Mr. Cummings, members
of the committee. I am proud to be here today representing the peo-
ple of the FBI, who did this investigation, as they do all their work,
in a competent, honest, and independent way. I believe this inves-
tigation was conducted consistent with the highest traditions of the
FBI. Our folks did it in an apolitical and professional way, includ-
ing our recommendation as to the appropriate resclution of this
case.

As I said in my statement on Tuesday, I expected there would
be significant public debate about this recommendation, and I am
a big fan of transparency, so I welcome the conversation we are
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going to have here today. And I do think a whole lot of folks have
questions about, so why did we reach the conclusion we did, and
what was our thinking? And I hope very much to get an oppor-
tunity to address that and to explain it. And I hope, at the end of
day, people can disagree, can agree, but they will at least under-
stand that the decision was made and the recommendation was
made the way you would want it to be: by people who didn’t give
a hoot about politics but who cared about, what are the facts, what
is the law, and how have similar people, all people, been treated
in the past?

Maybe I could just say a few words at the beginning that would
help frame how we think about this. There are two things that
matter in a criminal investigation of a subject: What did the person
do? And when they did that thing, what were they thinking?

When you look at the hundred years plus of the Justice Depart-
ment’s investigation and prosecution of the mishandling of classi-
fied information, those two questions are obviously present: What
did the person do? Did they mishandle classified information? And
when they did it, did they know they were doing something that
was unlawful? That has been the characteristic of every charged
criminal case involving the mishandling of classified information. I
am happy to go through the cases in particular.

In our system of law, there’s a thing called mens rea. It’s impor-
tant to know what you did, but when you did it, this Latin phrase
“mens rea” means, what were you thinking? And we don’'t want to
put people in jail unless we prove that they knew they were doing
something they shouldn’t do. That is the characteristic of all the
prosecutions involving mishandling of classified information.

There is a statute that was passed in 1917 that, on its face,
makes it a crime, a felony, for someone to engage in gross neg-
ligence. So that would appear to say: Well, maybe in that cir-
cumstance, you don’t need to prove they knew they were doing
something that was unlawful; maybe it’s enough to prove that they
were just really, really careless, beyond a reasonable doubt.

At the time Congress passed that statute in 1917, there was a
lot of concern in the House and the Senate about whether that was
going to violate the American tradition of requiring that, before
you're going to lock somebody up, you prove they knew they were
doing something wrong, and so there was a lot of concern about it.
The statute was passed. As best I can tell, the Department of Jus-
tice has used it once in the 99 years since, reflecting that same con-
cern. I know, from 30 years with the Department of Justice, they
have grave concerns about whether it’'s appropriate to prosecute
somebody for gross negligence, which is why they've done it once
that I know of in a case involving espionage.

And so when I look at the facts we gathered here, as I said, I
see evidence of great carelessness, but I do not see evidence that
is sufficient to establish that Secretary Clinton or those with whom
she was corresponding both talked about classified information on
email and knew, when they did it, they were doing something that
was against the law, right?

So, given that assessment of the facts and my understanding of
the law, my conclusion was and remains no reasonable prosecutor
would bring this case. No reasonable prosecutor would bring the
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second case in a hundred years focused on gross negligence. And
so I know that’s been a source of some confusion for folks. That’s
just the way it is. I know the Department of Justice. I know no rea-
sonable prosecutor would bring this case. I know a lot of my former
friends are out there saying they would. I wonder where they were
the last 40 years, because I'd like to see the cases they brought on
gross negligence. Nobody would; nobody did.

So my judgment was the appropriate resolution of this case was
not witf‘ll a criminal prosecution. As I said, folks can disagree about
that, but I hope they know that view, not just my view but of my
team, was honestly held, fairly investigated, and communicated
with unusual transparency, because we know folks care about it.

So I look forward to this conversation. I look forward to answer-
ing as many questions as I possibly can. I'll stay as long as you
need me to stay, because I believe transparency matters tremen-
dously. And I thank you for the opportunity.

Chairman CHAFFETZ. Thank you, Director. I'm going to recognize
myself here.

Physically, where were Hillary Clinton’s servers?

Mr. CoMEY. The operational server was in the basement of her
home in New York. The reason I'm answering it that way is be-
cause sometimes, after they were decommissioned, they were
moved to other facilities, storage facilities, but the live device was
always in the basement. ;

Chagrman CHAFFETZ. Was that an authorized or unauthorized lo-
cation?

Mr. CoMEY. It was an unauthorized location for the transmitting
of classified information.

Chairman CHAFFETZ. Is it reasonable or unreasonable to expect
Hillary Clinton would receive and send classified information?

Mr. COMEY. As Secretary of State? Reasonable that the Secretary
of State would encounter classified information in the course of the
Secretary’s work.

Chairman CHAFFETZ. Via email?

Mr. COMEY. Sure, depending upon the nature of the system. To
communicate classified information, it would have to be a classi-
fied-rated email system.

Chairman CHAFFETZ. But you did find more than 100 emails that
were classified that had gone through that server, correct?

Mr. CoMEY. Right. Through an unclassified server, correct.

Chairman CHAFFETZ. Yes. So Hillary Clinton did come to possess
documents and materials containing classified information via
email on these unsecured servers, correct?

Mr. CoMEY. That is correct.

Chairman CHAFFETZ. Did Hillary Clinton lie?

Mr. CoMEY. To the FBI? We have no basis to conclude she lied
to the FBI.

Chairman CHAFFETZ. Did she lie to the public?

Mr. CoMEY. That’s a question I'm not qualified to answer. I can
speak about what she said to the FBL

Chairman CHAFFETZ. Did Hillary Clinton lie under oath?

Mr. CoMEY. To the—not to the FBI, not in the case we were
working.
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Chairman CHAFFETZ. Did you review the documents where Con-
gressman Jim Jordan asked her specifically, and she said, quote,
“There was nothing marked classified on my emails, either sent or
received,” end quote?

Mr. CoMEY. I don’t remember reviewing that particular testi-
mony. I'm aware of that being said, though.

Chairman CHAFFETZ. Did the FBI investigate her statements
under oath on this topic?

Mr. CoMEY. Not to my knowledge. I don’t think there has been
a referral from Congress.

Chairman CHAFFETZ. Do you need a referral from Congress to in-
vestigate her statements under oath?

Mr. CoMEY. Sure do.

Chairman CHAFFETZ. You'll have one. You'll have one in the next
few hours.

Did Hillary Clinton break the law?

Mr. CoMEY. In connection with her use of the email server, my
jud%’lment is that she did not.

Chairman CHAFFETZ. Did you—you'’re just not able to prosecute
it, or did Hillary Clinton break the law?

Mr. CoMEY. Well, I don’t want to give an overly lawyerly answer,
but the question I always look at is, is there evidence that would
establish beyond a reasonable doubt that somebody engaged in con-
duct that violated a criminal statute? And my judgment here is
there is not. :

Chairman CHAFFETZ. The FBI does background checks. If Hillary
Clinton applied for the job at the FBI, would the FBI give Hillary
Clinton a security clearance?

Mr. CoMEY. I don’t want to answer a hypothetical. The FBI has
a robust process in which we adjudicate the suitability of people for
employment in the Bureau.

Chairman CHAFFETZ. Given the fact pattern you laid out less
than 48 hours ago, would a person who had dealt with classified
information like that, would that person be granted a security
clearance at the FBI?

Mr. CoMEY. It would be a very important consideration in the
suitability determination.

Chairman CHAFFETZ. You're kind of making my point, Director.
The point being, because I injected the word “Hillary Clinton,” you
gave me a different answer, but if I came up to you and said that
this person was extremely careless with classified information; the
exposure to hostile actors; had used—despite warnings—created
unnecessary burdens and exposure; if they said that they had one
device and you found out that they had multiple devices; if there
had been email chains with somebody like Jake Sullivan asking for
classification changes, you're telling me that the FBI would grant
a security clearance to that person?

Mr. CoMEY. I'm not—I hope I'm giving a consistent—I'm not say-
ing what the answer would be. I'm saying that would be an impor-
tant consideration in a suitability determination for anybody.

Chairman CHAFFETZ. And just—personally, I just think that
sounds like a bit of a political answer, because I can’t imagine that
the FBI would grant a security clearance to somebody with that
fact pattern. Do you agree or disagree with that?
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Mr. CoMEY. I'll say what I said before: again, it’s very hard to
answer in a hypothetical. I'll repeat it. It would be a very impor-
tant consideration in a suitability determination.

Chairman CHAFFETZ. Did Hillary Clinton do anything wrong?

Mr. CoMEY. What do you mean by “wrong”?

Chairman CHAFFETZ. | think it’s self-evident.

Mr. CoMEY. Well, I'm a lawyer. I'm an investigator. And I'm—
I hope—a normal human being.

Chairman CHAFFETZ. Do you really believe there should be no
consequence for Hillary Clinton in how she dealt with this?

Mr. CoMEY. Well, I didn't say—I hope folks remember what I
said on Tuesday. I didn’t say there’'s no consequence for someone
who violates the rules regarding the handling of classified informa-
tion. There are often very severe consequences in the FBI involving
their employment, involving their pay, involving their clearances.
That's what I said on Tuesday. Amf I hope folks walk away under-
standing that, just because someone’s not prosecuted for mis-
handling classified information, that doesn’t mean, if you work in
the FBI, there aren’t consequences for it.

Chairman CHAFFETZ. So if Hillary Clinton or if anybody had
worked at the FBI, under this fact pattern, what would you do to
that person?

Mr. CoMEY. There would be a security review and an adjudica- '

tion of their suitability, and a range of discipline could be imposed
from termination to reprimand and, in between, suspensions, loss
of clearance. So you could be walked out or you could—depending
upon the nature of the facts, you could be reprimanded, but there
is a robust process to handle that.

Chairman CHAFFETZ. I've gone past my time.

I yield back.

I now recognize the ranking member, Mr. Cummings.

Mr. CUMMINGS. Thank you very much.

Director Comey—and I want to thank you very much for being
here today, especially on such short notice. You and your staff
should be commended for the thorough and dedicated review you
conducted. Unfortunately, some of my colleagues are now attacking
you personally because your final recommendation conflicted with
their preconceived political outcome in this case.

Some have tried to argue that this case is far worse than the
case of General David Petraeus, who was convicted in 2015 of
knowingly and intentionally compromising highly classified infor-
mation. In fact, one very vocal politician we all know said this, and
I quote: “If she isn’t indicted, the only reason is because the Demo-
crats are protecting her. She is being protected 100 percent, be-
cause you look at David—General Petraeus, you look at all the
other people that did a fraction of what she did, but she has much
worse judgment than he had, and she’s getting away with it, and
it’s unfair to him,” end of quote.

Director Comey, you were the Director of the FBI when General
Petraeus pled guilty. Is that right?

Mr. COMEY. Yes.

Mr. CuMMINGS. If I understand that case correctly, General
Petraeus kept highly classified information in eight personal note-
books at his private residence. Is that correct?
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Mr. CoMEY. That is correct.

Mr. CUMMINGS. According to the filings in that case, this note-
book included the identities of covert officers. They also included
war strategév, intelligence capabilities, diplomatic discussions,
quotes and deliberative discussions from high-level National Secu-
rity Council meetings and discussions with the President. General
Petraeus shared his information with his lover and then biog-
rapher. He was caught on audiotape telling her, and I quote, “I
mean, they are highly classified, some of them. They don’t have it
on—on it, but, I mean, there’s code word stuff in there,” end of
quote.

Director Comey, what did General Petraeus mean when he said
he intentionally shared, quote, “code word” information with her?
What does that mean?

Mr. CoMEY. The Petraeus case, to my mind, illustrates perfectly
the kind of cases the Department of Justice is willing to prosecute.
Even there, they prosecuted him for a misdemeanor. In that case,
you had vast quantities of highly classified information, including
special—sensitive compartmented information—that’s the reference
to code words—a vast quantity of it, not only shared with someone
without authority to have it, but we found it in a search warrant
hidden under the insulation in his attic, and then he lied to us
about it during the investigation.

So you have obstruction of justice. You have intentional mis-
conduct and a vast quantity of information. He admitted he knew
that was the wrong thing to do. That is a perfect illustration of the
kind of cases that get prosecuted. In my mind, it illustrates, impor-
tantly, the distinction to this case.

Mr. CuMMINGS. And General Petraeus did not admit to these
facts when the FBI investigators first interviewed him. Did he?

Mr. CoMEY. No. He lied about it.

Mr. CUMMINGS. But he did admit to these facts in a plea agree-
ment. Is that correct?

Mr. COMEY. Yes.

Mr. CUMMINGS. Here’s what the Department filing said about
General Petraeus, and I quote: “The acts taken by defendant David
Howell Petraeus were in all respects knowing and deliberate and
were not committed by mistake, accident, or other innocent rea-
son,” end of quote.

Is that an accurate summary, in your view, Director Comey?

Mr. CoMEY. Yes. It actually leaves out an important part of the
case, which is the obstruction of justice.

Mr. CUMMINGS. Was he charged with obstruction of justice?

Mr. CoMEY. No.

Mr. CUMMINGS. And why not?

Mr. COMEY. A decision made by the leadership of the Depart-
ment of Justice not to insist upon a plea to that felony.

Mr. CUMMINGS. So the question is, do you agree with the claim
that General Petraeus, and I quote, “got in trouble for far less,” end
of quote?

Mr. CoMEY. No.

Mr. CUMMINGS. Do you agree with that statement?

Mr. CoMEY. No. It'’s the reverse.

Mr. CUMMINGS. And what do you mean by that?
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Mr. CoMEY. His conduct, to me, illustrates the categories of be-
havior that mark the prosecutions that are actually brought: clear-
ly intentional conduct, knew what he was doing was a violation of
the law, huge amounts of information that, even if you couldn’t
prove he knew it, it raises the inference that he did it—right—an
effort to obstruct justice. That combination of things makes it wor-
thy of a prosecution, a misdemeanor prosecution but a prosecution
nonetheless.

Mr. CUMMINGS. Sitting here today, do you stand by the FBI’s rec-
ommendation to prosecute General Petraeus?

Mr. CoMEY. Oh, yeah.

. Mr. CuMMINGS. Do you stand by the FBI's recommendation not
to prosecute Hillary Clinton?

Mr. COMEY. Yes.

Mr. CUMMINGS. Director Comey, how many times have you testi-
Ifzed Eefore Congress about the General Petraeus case? Do you

now?

Mr. CoMEY. I don’t think I've ever testified—I don’t think I've
testified about it at all. I don’t think so.

Mr. CuMMINGS. With that, I would yield back.

Chairman CHAFFETZ. I have to check the record, but I believe I
asked you a question about it at the time, but maybe not.

Mr. CoMEY. You could have. That’s why I was——

Chairman CHAFFETZ. Yeah, yeah.

Mr. COMEY. —squinching my face. It could have been at a Judici-
ary Committee hearing I was asked about it.

Chairman CHAFFETZ. Yeah.

We'll now recognize the gentleman from South Carolina, Mr.
Gowdy, for 5 minutes.

Mr. GowDY. Good morning, Director Comey. Secretary Clinton
said she never sent or received any classified information over her
private email. Was that true?

Mr. CoMEY. Our investigation found that there was classified in-
formation sent——

Mr. GowDpy. So it was not true?

Mr. CoMEY. Right. That's what I said.

Mr. Gowpy. Okay. Well, I'm looking for a little shorter answer
so you and I are not here quite as long.

Secretary Clinton said there was nothing marked classified on
her emails either sent or received. Was that true?

Mr. CoMEY. That’s not true. There were a small number of por-
tion markings on, I think, three of the documents.

Mr. GowDY. Secretary Clinton said: I did not email any classified
material to anyone on my email. There is no classified material.

Was that true?

Mr. CoMEY. No. There was classified material emailed.

Mr. GowDY. Secretary Clinton said she used just one device. Was
that true?

Mr. CoMEY. She used multiple devices during the 4 years of her
term as Secretary of State.

Mr. GowDy. Secretary Clinton said all work-related emails were
returned to the State Department. Was that true?

Mr. CoMEY. No. We found work-related emails, thousands, that
were not returned.
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Mr. Gowby. Secretary Clinton said neither she nor anyone else
deleged work-related emails from her personal account. Was that
true?

Mr. CoMEY. That's a harder one to answer. We found traces of
work-related emails on devices or in slack space, whether they
were deleted or whether when a server was changed out, some-
thing happened to them. There’s no doubt that there were work-
related emails that were removed electronically from the email sys-
tem.

Mr. Gowpy. Secretary Clinton said her lawyers read every one
of the emails and were overly inclusive. Did her lawyers read the
email content individually?

Mr. CoMEY. No.

Mr. Gowpy. Well, in the interests of time and because I have a
plane to catch tomorrow afternoon, I'm not going to go through any
more of the false statements, but I am going to ask you to put on
your old hat.

False exculpatory statements, they are used for what?

Mr. CoMEY. Well, either for a substantive prosecution or for evi-
dence of intent in a criminal prosecution.

Mr. Gowpy. Exactly. Intent and consciousness of guilt, right? Is
that right?

Mr. CoMEY. Right.

Mr. Gowpy. Consciousness of guilt and intent.

Mr. CoMEY. Uh-huh. -

Mr. GowDyY. In your old job, you would prove intent, as you just
referenced, by showing the jury evidence of a complex scheme that
was designed for the very purpose of concealing the public record,
and you would be arguing, in addition to concealment, the destruc-
tion that you and I just talked about or certainly the failure to pre-
serve, you would argue all of that under the heading of content—
you would also—intent.

You would also be arguing the pervasiveness of the scheme,
when it started, when it ended, and the number of emails, whether
they were originally classified or up classified. You would argue all
of that under the heading of intent.

You would also probably, under common scheme or plan, argue
the burn bags of daily calendar entries or the missing daily cal-
endar entries as a common scheme or plan to conceal.

Two days ago, Director, you said a reasonable person in her posi-
tion should have known a private email was no place to send and
receive classified information. You'’re right. An average person does
know not to do that. This is no average person. This 1s a former
First Lady, a former United States Senator, and a former Secretary
of State that the President now contends is the most competent,
qualified person to be president since Jefferson. He didn’t say that
in 2008, but he says it now. She affirmatively rejected efforts to
give her a State.gov account, she kept these private emails for al-
most 2 years, and only turned them over to Congress because we
found out she had a private email account.

So you have a rogue email system set up before she took the oath
of office, thousands of what we now know to be classified emails,
some of which were classified at the time, one of her more frequent
email comrades was, in fact, hacked, and you don’t know whether
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or not she was, and this scheme took place over a long period of
time and resulted in the destruction of public records, and yet you
say there is insufficient evidence of intent. You say she was ex-
tremely careless but not intentionally so.

You and I both know intent is really difficult to prove. Very rare-
ly do defendants announce: On this day, I intend to break this
criminal code section. Just to put everyone on notice, I am going
to break the law on this date. '

It never happens that way. You have to do it with circumstantial
evidence, or if youre Congress and you realize how difficult it is
to prove specific intent, you will formulate a statute that allows for
gross negligence.

My time is out, but this is really important. You mentioned
there’s no precedent for criminal prosecution. My fear is there still
isn’t. There’s nothing to keep a future Secretary of State or Presi-
dent from this exact same email scheme or their staff. And my real
fear is this—it's what the chairman touched upon—this double
track justice system that is, rightly or wrongly, perceived in this
‘country that if you are a private in the Army and you email your-
self classified information, you will be kicked out, but if you are
Hillary Clinton and you seek a promotion to Commander in Chief,
you will not be.

So what I hope you can do today is help the average—the reason-
able person you made reference to, the reasonable person under-
stand why she appears to be treated differently than the rest of us
would be.

With that, I would yield back.

Chairman CHAFFETZ. We'll now recognize the gentlewoman from
New York, Mrs. Maloney.

Mrs. MALONEY. Director, thank you for your years of public serv-
ice. You have distinguished yourself as the assistant U.S. attorney
for both the Southern District of New York and the Eastern Dis-
trict of Virginia. That’s why you were appointed by President Bush
to be the Deputy Attorney General at the Department of Justice
and why President Obama appointed you as the Director of the FBI
in 2013.

Despite your impeccable reputation for independence and integ-
rity, Republicans have turned on you with a vengeance imme-
diately after you announced your recommendation not to pursue
criminal charges against Secretary Clinton. Let me give you some
examples. Representative Turner said, and I quote: “The investiga-
tion by the FBI is steeped in political bias,” end quote.

Was your investigation steeped in political bias, yes or no?

Mr. CoMEY. No. It was steeped in no kind of bias.

Mrs. MALONEY. Thank you. The Speaker of the House, Paul
Ryan, was even more critical. He accused you of not applying the
law equally. He said your recommendation shows, and I quote, “the
Clintons are living above the law. They're being held to a different
set of standards. That is clearly what this looks like,” end quote.

How do you respond to his accusations that you held the Clintons
to a different set of standards than anyone else? Did you hold them
to a different standard or the same standard?
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Mr. CoMEY. It’s just not—it’s just not accurate. We try very hard
to apply the same standard whether you're rich or poor, white or
black, old or young, famous or not known at all.

I just hope folks will take the time to understand the other cases,
because there’s a lot of confusion out there about what the facts
were of the other cases that I understand lead good people, reason-
able people, to have questions.

Mrs. MALONEY. Senator Cruz also criticized you. He said that
there are, and I quote, “serious concerns about the integrity of Di-
rector Comey’s decision.” He stated that you, quote, you “had re-
written a clearly worded Federal criminal statute.”

Did you rewrite the law in any way or rewrite any statute?

Mr. CoMEY. No.

Mrs. MALONEY. Now, I hesitate, I truly hesitate to mention the
next one, but Donald Trump took these conspiracy theories to a to-
tally new level. He said, and I quote: “It was no accident that
charges were not recommended against Hillary the exact same day
as President Obama campaigned with her for the first time.”

So did you plan the timing of your announcement to help Sec-
retary Clinton’s campaign event on Tuesday?

Mr. CoMEY. No. The timing was entirely my own. Nobody knew
I was going to do it, including the press. I'm very proud of the way
the FBI—nobody leaked that. We didn't coordinate it, didn’t tell.
Just not a consideration.

Mrs. MALONEY. Thank you. Mr. Trump also claimed that Sec-
retary Clinton bribed the Attorney General with an extension of
her job and I guess this somehow affected your decision.

I know it’s a ridiculous question, but I have to ask it. Did you
make your decision because of some kind of bribe to the Attorney
General?

Mr. CoMEY. No.

Mrs. MALONEY. I tell you, are you surprised, as I am, by the in-
tensity of the attacks from the GOP on you after having made a
decision, a thoughtful decision, an independent decision with the
professional staff of the FBI?

Mr. COoMEY. I'm not surprised by the intense interest and debate.
I predicted it. I think it’s important that we talk about these
things. They inevitably become focused on individual people. That’s
okay. We'll just continue to have the conversation.

Mrs. MALONEY. I believe that what we're seeing today is that if
the GOP does not like the results of an investigation or how it
turns out—and we saw they originally were lauding you—the
minute you made your announcement, they’re now attacking you,
the same people. And now I predict they’ll be calling for more hear-
ings, more investigations, all at the expense of the taxpayer, and
they do this instead of working on what the American people really
care about. They want Congress to focus on jobs, the environment,
Homeland Security, the security of our Nation, affordable childcare,
affordable college educations, and an economy that works and helps
all people.

I thank you for performing your job with distinction and the long
history of your whole profession of integrity and independence. And
thank you very much. My time has expired.

Chairman CHAFFETZ. I thank the gentlewoman.
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We’ll now recognize the gentleman from Ohio, Mr. Jordan, for 5
minutes.

Mr. JOoRDAN. Thank you, Mr. Chairman.

Director, thank you for being with us. On Tuesday, you said any
reasonable person in Secretary Clinton’s position should have
known that an unclassified system was no place for these conversa-
tions. You said on Tuesday some of her emails bore classified mark-
ings, and you also said on Tuesday there were potential violations
of the appropriate statutes.

Now, I know a bunch of prosecutors back home would look at
that fact pattern, look at that evidence, you even referenced in your
opening statement, some of your prosecutor—friends in the pros-
ecution business have been on TV and said they would have looked
at that same evidence and they would have taken it to a grand
jury, but on Tuesday, you said and, today, in your opening state-
ment, you said no reasonable prosecutor would bring such a case.
And then in your statement Tuesday, you cite factors that helped
you make that decision and make that statement, and one of the
factors you said was consider the context of a person’s actions.

Now, typically, when I hear “context” in the course of a criminal
investigation, it's from the defense side, not the prosecution side;
it's at the end of the case, after there’s been a trial and a guilty
verdict; and it'’s during the sentencing phase, mitigating cir-
cumstances. That’s the context we typically think about, but you
said it on the front end. You said “consider the context of the per-
son’s actions,” and so I'm curious, what does “consider the context”
mean? Because a lot of Americans are thinking just what the chair-
man talked about in his opening statement, that there are two
standards, one for we the people and one for the politically con-
nected. A lot of folks I get the privilege of representing back in
Ohio think that when you said “consider the context,” they think
that’'s what Mr. Gowdy just talked about, the fact that she’s a
former First Lady, former Secretary of State, former Senator, major
party’s nominee for the highest office in the land, and, oh, by the
way, her husband just met with the individual you work with at
an airport in Arizona 5 days ago.

So you said none of that influenced your decision, but tell us
what “consider the context” means.

Mr. CoMmEY. Yeah. Thank you, Mr. Jordan. What I was trying to
capture is the fact that the exercise of prosecutorial discretion is
always a judgment call, it is in every single case, and among the
things you consider are, what was this person’s background? What
was the circumstances of the offense? Were they drunk? Were they
inflamed by passion? Was it somebody who had a sufficient level
of education and training and experience that we can infer certain
things from that, to consider the entire circumstances of the per-
son's offense conduct and background? I did not mean to consider
political context.

Mr. JorDAN. Okay. The entire circumstances, and Mr. Gowdy
just talked about this scheme, remember what she did, right? She
sets up this unique server arrangement. She alone controls it. On
that server, on that email system are her personal emails, her
work-related emails, Clinton Foundation information, and, now we
know, classified information. This gets discovered. We find out this
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arrangement exists. Then what happens? Her lawyers, her legal
team decides which ones we get and which ones they get to keep.
They made the sort on front end. And then we found out the ones
that they kept and didn’t give to us, didn’t give to the American
people, didn’t give to Congress, the ones they kept, they destroyed
them. And you don’t have to take my word. I'll take what you said
on Tuesday. They deleted all emails that they did not return to the
State Department, and the lawyers cleaned their devices in such a
way as to preclude complete forensic recovery. Now, that sounds
like a fancy way of saying they hid the evidence, right? And you
just told Mr. Gowdy thousands of emails fell into those categories.
Eow, that seems to me to provide some context to what took place
ere.

Did Secretary Clinton's legal team—excuse me. Let me ask it
this way. Did Secretary Clinton know her legal team deleted those
emails that they kept from us?

Mr. CoMEY. I don’t believe so.

Mr. JORDAN. Did Secretary Clinton approve those emails being
deleted?

Mr. CoMEY. I don’t think there was any specific instruction or
conversation between the Secretary and her lawyers about that.

Mr. JORDAN. Did you ask that question?

Mr. CoMEY. Yes.

Mr. JORDAN. Did Secretary Clinton know that her lawyers
cleaned devices in such a way as to preclude complete forensic re-
covery?

Mr. CoMEY. I don'’t believe that she did.

Mr. JORDAN. Did you ask that question?

Mr. COMEY. Yes.

Mr. JORDAN. Do you see how someone could view the context of
what she did? Set up a private system. She alone controlled it. She
kept everything on i1t. We now know from Ms. Abedin’s deposition
that they did it for that very reason, so no one could see what was
there, based on the deposition Ms. Abedin gave. And then when
they got caught, they deleted what they had and they scrubbed
their devices.

Is that part of the context in evaluating this decision?

Mr. CoMEY. Sure. Sure. And understand what inferences can be
drawn from that collection of facts, of course.

Mr. JORDAN. All right.

Mr. Chairman, I yield back.

Chairman CHAFFETZ. I thank the gentleman.

I'll now recognize the gentlewoman from the District of Colum-
bia, Ms. Norton, for 5 minutes.

Ms. NorTON. Thank you, Mr. Chairman.

Director Comey, I appreciate your conduct of this investigation in
a nonpartisan way, in keeping with the sterling reputation, which
has led Presidents of both parties to appoint you to highly placed
law enforcement positions in our Federal Government.

I want to say for the record that this hearing, where you call the
prosecutor—and Mr. Comey stands in the place of the prosecutor,
because the Attorney General has accepted entirely the FBI's rec-
ommendations—where you call the prosecutor to give account for
the decision to prosecute or not a particular individual raises seri-
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ous questions of separation of powers. And, particularly, when
you're questioning the prosecutor’s decision with respect to the de-
cision to prosecute or not a particular individual, it raises serious
bill of attainder constitutional questions.

These hearings are so often accusatory that they yield no guid-
ance as to how to conduct business in the future, and that’s the
way it looks. It looks as though that is how this hearing is going.

Now, of course, now, everyone understands in the abstract why
it is important for security reasons to use official government
mail—or email rather than private accounts—private email if secu-
rity matters are involved. Now, that’s a very broad, wide propo-
sition.

Now, there are no rules, so far as I know, requiring Members of
Congress to use their—as to how they use their official email ac-
counts, whether involving security or not. The chairman of this
committee lists his personal account, for example, on his business
card. 'm—no one says that’s wrong. I don’t know if it's wrong or
right, because there’s no guidance. Federal agency employees,

embers of Congress often have secure information or at least sen-
sitive information that shouldn’t be made public. Some of our Mem-
bers are on the Intelligence Committee or the defense committee or
even this committee and may have such matters. Some of these
matters may concern national security issues, and—I don’t know—
if something as sensitive as the itinerary if you're %‘oing on a codel
as to the route you are taking and where you will be, all of that
could be on peop{e’s personal emails.

Of course, this is the legislative branch, and I spoke of the sepa-
ration of powers, and I'm not indicating that there should be a gov-
ernmentwide sense that is ordained from on high, but there ought
to be rules that everybody understands, especially after the Clinton
episode, about the use of personal email. So I'd like your insight
for guidance as far as other Federal employees are concerned or
even Members of Congress and their staff, because I think we could
learn from this episode.

So, strictly from a security standpoint, do you believe that Fed-
eral employees, staff, even Members of Congress, should attempt
guidance on the issue of the use of personal emails versus some of-
ficial form of communication? What should we learn from the proc-
ess the Secretary has gone through? I'm sure there will be ques-
tions about how there was even confusion, for example, in the State
Department, but what should we learn when it comes to our own
use of email or the use of Federal employees on this question?

Mr. CoMmEY. Can I answer, Mr. Chairman?

Chairman CHAFFETZ. Sure.

Mr. CoMmEY. The most important thing to learn is that an unclas-
sified email system is no case for an email conversation about clas-
sified matters. And by that I mean either sending a document as
an attachment over unclassified email that is classified or having
a conversation about something that is a classified subject on an
unclassified email system. That's the focus of the concern. That’s
the focus of this investigation. That it was also a personal email
adds to the concern about the case because of the security
vulnerabilities associated with a personal system, but the root of
the problem is people using unclassified systems to conduct busi-
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ness that is classified. And so all of us should have access to, if we
have access to classified information, classified communication sys-
tems. The FBI has three levels: unclassified system, a secret sys-
tem, and a top secret system. You can email on all three, but you
need to make sure you don’t email on the unclass system, even if
that’s a government classified system, about matters that are clas-
sified. That's the important lesson learned. Everybody ought to be
aware of it. Everybody ought to be trained on it. We spend a lot
of time training on it in the FBI to make sure folks are sensitive
to the need to move a classified discussion, even if it doesn’t involve
sending a document, to the appropriate forum.

Ms. NORTON. Members of Congress included?

Mr. COMEY. Of course.

Ms. NORTON. Thank you, Mr. Chairman.

Chairman CHAFFETZ. We'lll now recognize the gentleman from
Florida, Mr. DeSantis, for 5 minutes.

Mr. DESANTIS. Director, and the reason why that’s so important
is because if top secret information is compromised, that could
damage our national security, correct?

Mr. COMEY. Yes, by definition.

Mr. DESANTIS. And American lives are at stake in some in-
stances, correct?

Mr. COMEY. Yes.

Mr. DESANTIS. You mentioned a lot of people were upset that
" there were no consequences for Secretary Clinton, but in your
statement, you did point out that administrative and security con-
sequences would be appropriate if someone demonstrated extreme
carelessness for classified information.

So those consequences, that would include potentially termi-
nation of Federal employment?

Mr. CoMEY. Correct.

Mr. DESANTIS. It could include revocation of security clearance?

Mr. COMEY. Yes.

Mr. DESANTIS. And it could include ineligibility for future em-
ployment in national security positions, correct?

Mr. COMEY. It could.

Mr. DESANTIS. Now, would you as the FBI Director allow some-
one in the employ of your agency to work in a national security ca-
Eacity if that person had demonstrated extreme carelessness in

andling top secret info?

Mr. COMEY. The best answer to that is we would look very close-
ly at that in a suitability determination. It’s hard to answer in the
abstract “yes” in all cases, “no” in all cases, but it would be a very
important suitability scrub.

Mr. DESANTIS. So there would be instances where someone could
be extremely careless but still maintain confidence? I mean, we
have a lot of people who are very competent in this country who
would love to work for your agency, but yet it would be—poten-
tially you would allow somebody to be extremely careless and con-
tinue on?

Mr. CoMEY. That’s the trouble with answering a hypothetical. 1
could imagine if it was a long time ago, and it was a small amount
of conduct or something. That's why it’s hard to say other than it
would be a very important part of the——
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Mr. DESANTIS. Let’s just put it this way. Would being extremely
careless in handling top secret information expose an employee of
the FBI to potential termination?

Mr. CoMEY. Yes.

Mr. DESANTIS. Why shouldn’t U.S. officials use mobile devices
when traveling to foreign countries, especially if they're discussing
classified or sensitive information?

Mr. COMEY. Because the mobile device will transmit its signal
across networks that are likely controlled or at least accessed by
that hostile power.

Mr. DESANTIS. And that’s the guidance that the FBI gives all of-
ficials when they’re traveling overseas. That’s still good guidance,
correct?

Mr. CoMEY. That’s good guidance.

Mr. DESANTIS. How did top secret information end up on the pri-
vate server? Because your statement addressed Secretary Clinton.
You did not address any of her aides in your statement. Attorney
General Lynch exonerated everybody. That information just didn’t
get there on its own, so how did it get there? Were you able to de-
termine that?

Mr. CoMEY. Yes. By people talking about a top secret subject in
an email communication.

Mr. DESANTIS. So it was—

Mr. COMEY. It’s not about forwarding a top secret document; it’s
about having a conversation about a matter that is top secret.

Mr. DESANTIS. And those were things that were originated by
Secretary Clinton’s aides and then sent to her, which would obwvi-
ously be in her server, but it was also included Secretary Clinton
originating those emails, correct?

Mr. CoMEY. That’s correct. In most circumstances, it initiated
with aides starting a conversation. In the one involving top secret
information, Secretary Clinton, though, also not only received but
also sent emails that talked about the same subject.

Mr. DESANTIS. And of that top secret information that you found,
would somebody who was sophisticated in those matters, should it
have been obvious to them that that was very sensitive informa-
tion?

Mr. COMEY. Yes.

Mr. DESANTIS. So I guess my issue about knowledge of what
you’re doing is in order for Secretary Clinton to have access to top
secret/SCI information, didn’t she have to sign a form with the
State Department acknowledging her duties and responsibilities
under the law to safeguard this information?

Mr. CoMEY. Yes. Anybody who gets access to SCI, sensitive com-
partmented information, would sign what’s called a read-in form
that lays that out. I'm sure Members of Congress have seen the
same thing.

Mr. DESANTIS. And it stresses in that document and other train-
ing people would get that there are certain requirements to han-
dling certain levels of information. For example, a top secret docu-
ment, that can’t even be on your secret system at the FBI, correct?

Mr. CoMEY. Correct.
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Mr. DESANTIS. So you have to follow certain guidelines. And I
guess my question is, is she’s a very sophisticated person. She did
execute that document, correct?

Mr. COMEY. Yes.

Mr. DESANTIS. And her aides who were getting the classified in-
formation, they executed similar documents to get a security clear-
ance, correct?

Mr. CoMEY. I believe so.

Mr. DESANTIS. And she knowingly clearly set up her own private
server in order to—well, actually, let me ask you that. Was the rea-
son she set up her own private server, in your judgment, because
sh(i,; lwgnted to shield communications from Congress and from the
public?

Mr. CoMEY. I can’t say that. Our best information is that she set
it up as a matter of convenience. It was an already existing system
that her husband had, and she decided to have a domain on that
system.

Mr. DESANTIS. So the question is, is very sophisticated—this is
information that clearly anybody who had knowledge of security in-
formation would know that it would be classified—but I'm having
a little bit of trouble to see, how would you not then know that that
was something that was inappropriate to do?

Mr. CoMEY. Well, I just want to take one of your assumptions
about sophistication. I don’t think that our investigation estab-
lished that she was actually particularly sophisticated with respect
to classified information and the levels and the treatment, and so
far as we can tell—

Mr. DESANTIS. Isn't she an original classification authority,
though?

Mr. CoMEY. Yes, sir. Yes, sir.

Mr. DESANTIS. Good grief. Well, I appreciate you coming. And I
yield back the balance of my time.

Chairman CHAFFETZ. I thank the gentleman. I ask unanimous
consent to enter into the record two documents that Mr. DeSantis
referred to. One is the Sensitive Compartmented Information Non-
disclosure Agreement. The other one is the Classified Information
Nondisclosure Agreement. Both signed by Hillary Rodham Clinton.
Without objection, so ordered.

Chairman CHAFFETZ. I now recognize the gentleman from Mis-
souri, Mr. Clay, for 5 minutes.

Mr. Cray. Thank you, Mr. Chairman. And thank you, Director
Comey, for being here today and for the professionals whom you
lead at the FBI. Two years ago after my urgent request to then-
former Attorney General Eric Holder for an expedited Justice De-
partment investigation into the tragic death of Michael Brown in
Ferguson, Missouri, I witnessed firsthand the diligence, profes-
sionalism, and absolute integrity of your investigators. And I have
no doubt that was the case in this matter as well. I did not think
it was possible for the majority to exceed their unprecedented arro-
gant abuse of official channels and Federal funds that we have wit-
nessed over the past 2 years as they have engaged in a partisan
political witch hunt at taxpayer expense against Secretary Clinton.

But I was wrong. This proceeding is just a sequel to that very
bad act. And the taxpayers will get the bill. It is a new low, and
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it violates both House rules and the rules of this committee. So
with apologies to you and the FBI for this blatantly partisan pro-
ceeding, let me return to the facts of this case as you have clearly
outlined them.

First question: Did Secretary Clinton or any member of her staff
intentionally violate Federal law?

Mr. CoMmEY. We did not develop clear evidence of that.

Mr. CLAY. Did Secretary Clinton or any member of her staff at-
tempt to obstruct your investigation? :

Mr. CoMEY. We did not develop evidence of that.

Mr. CLAY. In your opinion, do the mistakes Secretary Clinton has
already apologized for and expressed regret for rise to a level that
would be worthy of Federal prosecution?

Mr. CoMEY. As I said Tuesday, our judgment, not just mine, but
the team’s judgment at the FBI, is that the Justice Department
would not bring such a case. No Justice Department under any—
whether Republican or Democrat administration.

Mr. CLAY. Thank you for that response. I know the FBI pays par-
ticular attention to groups by training agents and local law enforce-
ment officers and participating in local hate crime working groups.
Is that right?

Mr. CoMEY. Yes, sir.

Mr. CLAY. Some of these organizations seem relatively harmless.
But others appear to be very dangerous and growing. Some even
promote genocide in their postings and rhetoric online. In your ex-
perience, how dangerous are these groups and have they incited vi-
olence in the past?

Mr. CoMEY. I think too hard to answer, Congressman, in the ab-
stract. There are some groups that are dangerous. There are some
groups that are exercising important protection—protected speech
under the First Amendment.

Mr. CLAY. Okay. Let me ask a more direct question. A gentleman
named Andrew Anglin is the editor of a Web site called The Daily
Stormer that is dedicated to the supremacy of the white race as
well as attacking Jews, Muslims, and others. The Web site features
numerous posts with the hashtag “white genocide” to protest what
they contend is an effort to eliminate the white race. Are you famil-
iar with this movement?

Mr. COMEY. I'm not.

Mr. CLAY. Okay. Well, this hashtag has been promoted all over
social media by a growing number 0% white supremacists. For ex-
amﬂle, one Nazi sympathizer tweeted repeatedly using the handle
@whitegenocidetm. Are you concerned as some groups are increas-
ing their followers in this way, particularly if some of those fol-
lowers in this way, particularly if some of those followers could be-
come violent?

Mr. CoMEY. I don’t know the particular enough to comment, Con-
gressman. We are always concerned when people go beyond pro-
tected speech, which we do not investigate, to moving towards acts
of violence. And so our duty is to figure out when have people
walked outside the First Amendment protection and are looking to
kill folks or hurt folks. But I don’t know enough to comment on the
particular.
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Mr. CLAY. I see. Well, one of my biggest concerns is that certain
public figures are actually promoting these dangerous groups even
further. And as you may know, one of our most vocal candidates
for President retweeted @whitegenocidetm. Three weeks later, he
did it again. Two days after that, he retweeted a different user
whose image also included the term “white genocide,” and that’s
not even all of them. Director Comey, don’t these actions make it
easier for these racist groups to recruit even more supporters?

Mr. CoMEY. I don't think I’'m in a position to answer that in an
intelligent way sitting here.

Mr. CLAY. Well, I appreciate you trying. And thank you, Mr. Di-
rector, for your exceptional and principled service to our country.
I yield back.

Chairman CHAFFETZ. Thank you. We'll now recognize the gentle-
woman from Wyoming, Mrs. Lummis, for 5 minutes.

Mrs. LumMis. Welcome, Director. And thank you so much for
being here. My phone has been ringing off the hook in my Wash-
ington office, in my Wyoming office, from constituents who don’t
understand how this conclusion was reached. So I appreciate your
being here to help walk us through it. And here’s the issue that
the people that are calling me from Wyoming are having. They
have access to this statute. It's Title 18 U.S. Code 1924. And I'm
going to read you this statute. It says, “Whoever being an officer,
employee, contractor, or consultant to the United States and by vir-
tue of his office employment, position, or contract becomes pos-
sessed of documents or materials containing classified information
of the United States knowingly removes such documents or mate-
rials without authority and with the intent to retain such docu-
ments or materials at an unauthorized location shall be fined
under this title or imprisoned for not more than one year or both.”

Armed with that information, they’re wondering how Hillary
Clinton, who is also an attorney, and attorneys are frequently held
to a higher standard of knowledge of the law, how this could not
have come to her attention. She was the Secretary of State. Of
course, the Secretary of State is going to become possessed of clas-
sified materials. Of course she was an attorney. She practiced with
a prominent Arkansas law firm, the Rose Law Firm. She knew
from her White House days with her husband, the President, that
classified materials can be very dangerous if they get into the
wrong hands.

She had to have known about this statute because she had to
have been briefed when she took over the job as the Secretary of
State. So how, given that body of knowledge and experience, could
this have happened in a way that could have potentially provided
access by hackers to confidential information?

Mr. CoMEY. No, it’s a good question, a reasonable question. The
protection we have as Americans is that the government in gen-
eral, and in that statute in particular, has to prove before they can
prosecute any of us, that we did this thing that’s forbidden by the
law, and that when we did it, we knew we were doing something
that was unlawful. We don’t have to know the code number, but
that we knew we were doing something that was unlawful. That’s
the protection we have. And it’'s one I've worked for very hard.
When I was in the private sector, I did a lot of work with the
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Chamber of Commerce to stop the criminalization of negligence in
the United States.

Mrs. LumMis. May I interrupt and suggest that this statute says
“knowingly removes such documents or materials without authority
and with the intent to retain such documents or materials at an
unauthorized location.” The intent here in the statute is to retain
the documents at an unauthorized location. It’s not intent to pass
them on to a terrorist, or to someone out in Internetland. It's just
the intent to retain the documents or materials at an unauthorized
location.

Mr. CoMEY. It’s more than that, though. You’d have to show that
and prove criminal intent, both by law, that's the way the judge
would instruct a jury, and practice at the Department of Justice.
They have reserved that statute, even though it’s just a mis-
demeanor, for people who clearly knew they were breaking the law.
And that’s the challenge. So should have known, must have known,
had to know, does not get you there. You must prove beyond a rea-
sonable doubt that they knew they were engaged in something that
was unlawful.

Mrs. Lummis. Okay. Then

Mr. CoMEY. That's the challenge.

Mrs. LuMMis. Then may I turn to her attorneys. Did all of Sec-
retary Clinton’s attorneys have the requisite clearances at the time
they received all of her emails, especially those that were classified
at the time they were sent?

Mr. CoMEY. No.

Mrs. LuMMIS. They destroyed, as has been noted, 30,000 emails
of Secretary Clinton’s. Do you have 100 percent confidence that
none of the 30,000 emails destroyed by Secretary Clinton’s attor-
neys was marked as classified?

Mr. CoMEY. I don’t have 100 percent confidence. I'm reasonably
confident some of them were classified. There were only three in
the entire batch we found that bore any markings that indicated
they were classified. So that’s less likely. But surely, it’s a reason-
able assumption that some of the ones they deleted contained clas-
sified information.

Mr. BLuM. Thank you, Director. Thank you, Mr. Chairman. I
yield back.

Chairman CHAFFETZ. I now recognize the gentleman from Massa-
chusetts, Mr. Lynch, for 5 minutes.

Mr. LyncH. Thank you, Mr. Chairman. Thank you, Director
Comey, for appearing here to help the committee with its work. Di-
rector Comey, Secretary Clinton’s certainly not the only Secretary
of State to use a personal email account with information later
identified as being classified. I just want to show you. This is a
book that was written by former Secretary of State Colin Powell.
And in his book, he says, “To complement the official State Depart-
ment computer in my office, I installed a laptop computer and on
a private line. My personal email account on a laptop allowed me
direct access to anyone online. So I started shooting emails to my
principal assistants, to individual ambassadors, and increasingly,
to my foreign minister colleagues who like me were trying to bring
their ministries into the one 186,000 miles per second world.” Were
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you aware of this, that Secretary Colin Powell actually had a pri-
vate server as well?

Mr. CoMEY. Not a private server. I think he used a commercial
email account for State Department business.

Mr. LYNCH. Private line, unprotected.

Mr. CoMEY. Correct. Not a State Department email system.

Mr. LyncH. Right. Right. He went rogue, so to speak. Right?

Mr. CoMEY. I don’t know whether I'd say that.

Mr. LyncH. Yeah. All right. Okay. I’'m not going to put words in
your mouth. But do you think this was careless for him to do that,
just to start—you know, get his own—he got his own system. He
installed a laptop computer on a private line. “My personal email
account was on a laptop and allowed me direct access to anyone,
anyone online.” That’s his own statement. I'm just trying to com-
pare Secretaries of State, because Secretary Powell’s never been
here. As a matter of fact, when we asked him for his emails, unlike
the 55,000 that we received from Secretary Clinton, he said, “I
don’t have any to turn over.” This is a quote. This was on ABC'’s
This Week. He explained, “I don’t have anything to turn over. I
didn’t keep a cache of them. I did not print them off. I do not have
thousands of pages somewhere on my personal files.” But he was
Secretary of State, and he operated, you know, on a private system.
Were you aware of that?

Mr. CoMEY. Not at the time 15 years ago. But I am now.

Mr. LyncH. Yeah. Okay. So recently—well, back in October 2015,
the State Department sent Secretary Powell a letter requesting
that he contact his email provider, AOL, to determine whether any
of his emails are still on the unclassified systems. Are you aware
of that ongoing investigation?

Mr. CoMEY. I don’t know of an investigation. I am——

Mr. LyncH. Well, that request for information from former Sec-
retary Powell.

Mr. CoMEY. Yes, I am.

Mr. LynCH. You're aware of that. Are you surprised that he has
never responded?

Mr. CoMEY. I don’t know enough to comment. I don’t know ex-
actly what conversation he had with the State Department.

Mr. LyncH. All right. I'm trying to look at the—you know, where
we have a lot of comparisons in other cases. And there seems, like
all the cases where prosecutions have gone forward, the subject of
the investigation has demonstrated a clear intent to deliver classi-
fied information to a person or persons who were unauthorized to
receive that. So if you look at the, you know, PFC Bradley Man-
ning, now Chelsea Manning, that was a court martial. But he dem-
onstrated a clear intent to publish that information, which was
{:la}fsiﬁed. Julian Assange, the WikiLeaks editor, I guess, and pub-
isher.

Again, a wide and deliberate attempt to publish classified infor-
mation. General Petraeus, which we talked about earlier today,
shared information with his biographer. And Jeffrey Sterling send-
ing stuff to The New York Times. Former CIA officer Kiriakou, who
was interested in writing a book, so he hung on to his information.
And even former Director of the CIA, John Deutch, who retained
classified information on a couple of servers, one in Belmont, Mas-
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sachusetts, and one in Bethesda, Maryland. And that was after he
became a private citizen.

So in all those cases, there’s a clear intent. As you said before,
you look at what people did and what they were thinking when
they did that. And I would just ask you: Is there a clear distinction
between what those people did and what Secretary Clinton did in
her case?

Mr. CoMEY. In my view, yes. The Deutch case illustrates it per-
fectly. And he took huge amount of documents, almost all at the
TS/SCI level, had them in hard copy at his house, had them on an
unclassed system connected to the Internet, attempted to destroy
some of them when he got caught. Admitted: I knew ] wasn’t sup-
posed to be doing this. So you have clear intent, huge amounts of
documents, obstruction of justice, those are the kinds of cases that
get prosecuted. That’s what I said when—I meant it when I said
it. In my experience, which is three decades, no reasonable pros-
ecutor would bring this case. I know that frustrates people. But
that’s the way the law is. And that’s the way the practice is at the
Department of Justice.

Mr. LyNcH. Thank you for your testimony and for your service.
I yield back.

Chairman CHAFFETZ. Thank you gentleman.

We'll now go to the gentleman from North Carolina, Mr. Mead-
ows, for 5 minutes.

Mr. Meapows. Thank you, Mr. Chairman. Director Comey,
thank you. There has been much said today about criticizing you
and your service. And I want to go on record that even though
many of my constituents would love for me to criticize your service
because of the conclusion you reached, never have I, nor will I,
criticize your service. And we appreciate your service to this coun-
try and the integrity. So I'm going to focus on the things that you
said, not the conclusion that you drew.

And Congressman Trey Gowdy and I talked a little bit about
this, but on February 4, 2016, Secretary Clinton, during a presi-
dential debate said, “I never sent or received any classified mate-
rial. They are retroactively classifying it,” closed quote. And so in
your statement on July 5, you said that there were indeed 110
emails, 52 email chains, which there was classified information on
it at the time it was sent or received. So those two statements, both
of them cannot be true. Is that correct? Your statement and her
statement?

Mr. CoMEY. Yeah. It’s not accurate to say that she did not send
or receive——

Mr. Meapows. So she did not tell the truth during that presi-
dential debate that she never sent or received classified informa-
tion, and it was retroactively classified?

Mr. CoMEY. Yeah. I don’t think that’s a question I should be an-
swering what was in her head——

Mr. MEapDOWS. Well, either your statement’s not true or hers is
not true. Both of them cannot be true. So is your statement true?

Mr. CoMEY. That I can speak to. My

Mr. MeEapows. Okay. Your statement is true. So the American
people will have to judge with her statement not being true. So let
me go on to another one. On October 22 she said, “There was noth-
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ing marked classified on emails either sent or received.” And in
your statement you said, “A very small number of emails contained
classified information bore markings indicating the presence of
classified information at the time.” So she makes a statement that
says there was no markings. You make a statement that there was.
So her statement was not true.

Mr. CoMEY. Well, that one actually I have a little bit of insight
into her statement, because we asked her about that. There were
three documents that bore portion markings where you’re obli-
gateril], when something is classified, to put a marking on that para-
graph.

Mr. MEADOWS. Right.

Mr. CoMEY. And there were three that bore C in parens, which
means that’s confidential classified——

Mr. MEADOWS. So a reasonable person who has been a Senator,
a Secretary of State, a First Lady, wouldnt a reasonable person
know that that was a classified marking as a Secretary of State?

Mr. CoMEY. Yeah.

Mr. MEADOWS. A reasonable person. That’s all I'm asking.

Mr. CoMEY. Yeah. Before this investigation I probably would
have said yes. I'm not so sure. I don’t find it incredible—

Mr. MEADOWS. Director Comey, come on. I mean, I've only been
here a few years, and I understand the importance of those mark-
ings. So you're suggesting that a long length of time that she had
no idea what a classified marking would be? That’s your sworn tes-
timony today?

Mr. CoMEY. No, no, not that she would have no idea what a clas-
sified marking would be. But it's an interesting question as to
whether she—this question about sophistication came up earlier.
Whether she was actually sophisticated enough to understand what
a C in parens mean.

Mr. MEADOWS. So you're saying this former Secretary of State is
not sophisticated enough to understand a classified marking.

Mr. CoMEY. No. That's not what I'm saying.

Mr. MEADOWS. That’s a huge statement.

Mr. CoMEY. That’s not what I'm saying. You asked me did I as-
sume that someone would know. Probably before this investigation,
I would have. I'm not so sure of that answer any longer. I think
it’s possible, possible, that she didn’t understand what a C meant
when she saw it in the body of an email like that.

Mr. MEADOWS. After years in the Senate, and Secretary of State?
I mean, that’s hard for me and the American people to believe, Di-
rector Comey. And I'm not questioning your analysis of it, but
wouldn’t a reasonable person think that someone who has the high-
est job of handling classified information understand that?

Mr. CoMmEY. I think that’'s a conclusion a reasonable person
would draw. It may not be accurate.

Mr. MEADOWS. So in that, let me go a little bit further. Because
that last quote actually came on October 22, 2015, under sworn tes-
timony before the Benghazi Committee. So if she gave sworn testi-
mony that a reasonable person would suggest was not truthful,
isn't it a logical assumption that she may have misled Congress,
and we need to look at that further?
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Mr. CoMEY. Well, the reasonable person test is not what you look
at for perjury or false statements. But like I said, I can understand
why people would ask that question.

Mr. MEAaDOWS. All right. So let me, in the last little portion of
this, in your 3-1/2 hour interview on Saturday, did she contradict
some of these public statements in private? Because you said she
didn’t lie to the FBI. But it's apparent that she lied to the Amer-
ican people. So did she change her statements in that sworn testi-
mony with you last Saturday?

Mr. CoMEY. I haven’t gone through that to parse that. I have—

Mr. MEADOWS. Can you do that and get back to this committee?
Because it’s important, I think, to the American people and to
transparency.

Mr. COMEY. I'm sure. And as the chairman and I have talked
about, I'm sure the committee’s going to want to see documents in
our investigation and whatnot, and we’ll work to give you whatever
we can possibly give you under our law. But I haven’t done that
analysis at this point.

Mr. MEaDows. Will you, and get that back to us?

Chairman CHAFFETZ. The gentleman’s time has expired. And
we’'ll now recognize the gentleman from Tennessee, Mr. Cooper, for
5 minutes.

Mr. CooPER. Thank you, Mr. Chairman. And thank you, Director
Comey. I hate to see one of America’s most distinguished public
servants pilloried before this committee. We're all highly partisan
here. We're good back seat drivers. We're all today apparently arm-
chair prosecutors. And you stated the truth when you said that you
didn’t know of anyone who would bring a case like this. And some
of the prosecutors have had decades to do that. I hope that this
committee’s effort is not intended to intimidate you or the FBI or
law enforcement in general, or government employees.

And I'm thankful at this moment that you have such a lifetime
record of speaking truth to power. Because that’s very important.
It's also very important that apparently you’re a lifelong Repub-
lican. You're just here to do your job, to state the facts. I think the
key issue here is whether, in fact, there’s a double standard, where
some Americans are being treated differently than others. And I
think I can rely on my Republican colleagues to make sure that
Hillary Clinton’s treated no better than anybody else. There should
be some attention given to make sure that she’s not treated any
worse than anybody else.

I think we all know that we wouldn’t be having this hearing, es-
pecially on an emergency basis, unless she were running for Presi-
dent. My colleague from Massachusetts has just pointed out that
previous Secretaries of State are not being called on the carpet,
whether that be Condoleezza Rice or Colin Powell or others.

But I think the grossest double standard here today is the fact
that all the members of this committee, every Member of Congress,
is not subject to the same law that Secretary Clinton was subject
to. And as lawmakers, that means that we have exempted our-
selves from the standard of other Federal employees. My colleague
from D.C., Ms. Norton, referred to this. Why did we exempt our-
selves from the same rules? Apparently our chairman lists his pri-
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vate email account on his business card. We all have access to clas-
sified information.

So I would like to challenge my Republican colleagues here
today. Let’'s work together and introduce legislation to make the
same laws apply to us as apply to the executive branch and to Sec-
retary Clinton. I would be happy to join in such legislation to make
sure that were not being hypocritical on this panel, that we’re
holding ourselves to the same standards as Secretary Clinton, and
nolt trying to accuse her of things that we may be guilty of our-
selves.

I bet my colleagues would be the first to complain if, for example,
emails were retroactively classified. That’s a situation that most
people in public service would object to pretty strongly. How did
you know at the time if you had no idea? So I think it’s very impor-
tant if we want as Congress to have the trust of the American peo-
ple to not be hypocritical, to uphold the same standards that we
want to see upheld by others, and I'm just thankful at this moment
in our history that we have someone like you who's in charge of
the FBI. Because too many things are highly politicized. And the
last thing we should do is criminalize our political system.

I didn’t see any of my Republican colleagues complain when
former Governor Bob McDonald was exonerated by an 8-0 vote at
the Supreme Court. for having done certain things that I think
most Americans would find highly objectionable. But our court, on
a bipartisan, unanimous basis, exonerated him just a week or two
ago.

So I think this is a moment for committee members to reflect, to
take a deep breath, to calm down and realize exactly what you
said, that no reasonable prosecutor would have brought this case.

And thank you for stating that so clearly and publicly. I yield back .

the balance of my time.

Mr. CuMMINGS. Will the gentleman yield?

Mr. CoMEY. I yield to the ranking member.

Mr. CUMMINGS. Mr. Director, let me ask you this: First of all, I
associate myself with everything the gentleman just said. You were
talking about some markings a little bit earlier. Is that right? Can
you describe what those markings are like? Markings on docu-
ments. I think you said there were three documents with certain
markings on them——

Mr. CoMEY. Yeah.

Mr. CUMMINGS. —that indicated classified. Go ahead.

Mr. COMEY. Yeah, there were three emails that down in the body
‘of the email, in the three different emails, there were paragraphs
that, at the beginning of the paragraph, had a parenthesis, a cap-
ital C, and then a parenthesis. And that is a portion marking to
indicate that——

Mr. CUMMINGS. That paragraph.

Mr. CoMEY. —that paragraph is classified at the confidential
level, which is the lowest level of classification.

Mr. CumMMINGS. And so out of the 30,000 documents, you found
these three markings? Is that what you're saying?

Mr. CoMEY. Three emails for C markings down in the body. None
of the emails had headers, which is at the top of a document that
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says it’s classified. Three had within the body the portion marking
for C.

Mr. CUMMINGS. Thank you.

Chairman CHAFFETZ. Thank the gentleman. I now recognize the
gentleman from Tennessee, Mr. Duncan, for 5 minutes.-

Mr. DuncaN. Thank you, Mr. Chairman. Mr. Meadows men-
tioned one instance in which Secretary Clinton said that she did
not mail any classified material to anyone. Actually, she said that
several other times. But it is accurate, Director Comey, that you
foun?'?at least 110 instances of when she had emailed classified ma-
terial?

Mr. CoMEY. 110 that she either received or sent.

Mr. DuncaN. Right. And it also is accurate that, quote, “Clinton’s
lawyers cleaned their devices in such a way as to preclude complete
forensic recovery”?

Mr. CoMEY. Correct.

Mr. DuNncaN. And also when she said—when Secretary Clinton
said that nothing she sent was marked classified, and you said, in
your press conference, “but even if information is not marked clas-
sified in an email, particularly are participants who know or should
know that the subject matter’s classified are still obligated to pro-
tect it.” Do you feel that Secretary Clinton knew, or should have
known, that she was obligated to protect classified information?

Mr. COMEY. Yes. :

Mr. DuncaN. With her legal background and her long experience
in government. Also, she said at one point that she has directed all
emails, work-related emails, to be forwarded to the State Depart-
ment. Is it also accurate that you discovered thousands of other
emails that were work-related other than the 30,000 that she sub-
mitted?

Mr. CoMEY. Correct.

Mr. DUNcaN. Before I came to Congress, I spent several years as
a criminal court judge. I presided over several hundred felony
criminal cases. And I can assure you that I saw many cases where
the evidence of criminal intent was flimsier than the evidence in
this case. But do you realize that great numbers of people across
this country felt that you presented such an incriminating case
against Secretary Clinton in your press conference that they were
very surprised or even shocked when you reached the conclusion to
let her off? You doubt that great numbers feel that way?

Mr. CoMEY. No. I think so. And I understand the question. And
I wanted to be as transparent as possible. We went at this very
hard to see if we could make a case. And I wanted the American
people to see what I honestly believed about the whole thing.

Mr. DuncaN. Well, do you understand, as the chairman said ear-
lier, that great numbers of people feel now that there’s a one stand-
ard of justice for the Clintons and another for regular people?

Mr. CoMEY. Yeah, I've heard that a lot. It's not true, but I've
heard it a lot.

Mr. Duncan. Well, even the ranking member who was here, who,
of course as we understand, had to defend Secretary Clinton as
strongly as possible, he almost begged you to explain the gap be-
tween the incriminating case that you presented and the conclusion
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that was reached. Did that surprise you that he felt so strongly
that there was this big gap?

Mr. CoMEY. No. Not at all. These—it’s a complicated matter. It
involves understanding how the Department of Justice works
across decades, house prosecutorial discretion is exercised. 1 get
that folks see disconnection, especially when they see a statute that
says “gross negligence.” Well, the Director just said she was ex-
tremely careless. So how is that not prosecutable? So it takes an
understanding of what’s one on over the last 99 years. What’s the
precedent? How do we treat these cases. I totally get people’s ques-
tions. And I think they’re in good faith.

Mr. DuncaN. We talked about gross negligence here. And you
said that Secretary Clinton was extremely careless with this classi-
fied material, and how dangerous it could be, how threatening,
even to people’s lives that it could be to disclose classified material.
Do you agree that there is a very thin line between gross neg-
ligence and extreme carelessness? And would you explain to me
what you consider to be that difference?

Mr. CoMEY. Sure, Judge—Congressman. As a former judge, you
know there isn’t actually a great definition in the law of gross neg-
ligence. Some courts interpret it as close to willful, which means
you know you’re doing something wrong. Others drop it lower. My
term extremely careless is—I'm trying to be kind of an ordinary
person. That’s a commonsense way of describing it sure looks real
careless to me. The question of whether that amounts to gross neg-
ligence, frankly, is really not at the center of this, because when
I look at the history of the prosecutions and see it's been one case
brought on a gross negligence theory, I know from 30 years, there’s
no way anybody at the Department of Justice is bringing a case
against John Doe or Hillary Clinton for the second time in 100
years based on those facts.

Mr. DuncaN. You ended your statement to Congressman Cooper
a while ago saying once again that no reasonable prosecutor could
have brought this case. Yet you also mentioned earlier today that
you'd seen several of your friends and other prosecutors who've
said publicly, many across this country, that they would have been
glad to prosecute this case.

Mr. CoMEY. I smile because they’re friends. And I haven’t talked
to them. And I want to say: Guys, so where were you over the last
40 years? Where were these cases? They just have not been
brought. For reasons that I said earlier, it’s a good thing that the
Department of Justice worries about prosecuting people for being
careless. I don't like it. As a citizen I want people to show they
knew they were breaking the law, and then we’ll put you in jail.

Mr. Duncan. Of course, you know many people have been pros-
ecuted for gross negligence by the Federal Government, by the FBL

Chairman CHAFFETZ. The gentleman’s time has expired.

Mr. DuncaN. Thank you.

Chairman CHAFFETZ. We'll now recognize the gentleman from
Virginia, Mr. Connolly, for 5 minutes.

Mr. CoNNoOLLY. Thank you. And welcome, Director Comey. And
although our politics are different, I gather you're a Republican. Is
that correct?
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Mr. COMEY. I have been a registered Republican for most of my
adult life. 'm not registered any longer.

Mr. ConnoLLY. We don’t register by party in Virginia. But many
have suspected my politics as being Democratic. And I thank you
for your integrity. As my colleague said, and I said in my opening
statement, your career has been characterized as speaking truth to
power. And you're doing it again today. Just to set the context, Di-
rector Comey, not that you're unaware of this.

Today’s hearing is political theatre. There’s not even the pretense
of trying to get at the truth. This is a desperate attempt under an
extraordinary set of circumstances, an emergency hearing. I don’t
know what the emergency is other than one side is about to nomi-
nate somebody who is a pathological narcissist who, you know, is
talking about banning Muslims and Mexicans crossing the border
who are all rapists and women who are pigs and terrified at the
prospect of the consequences of that in the election. So let’s grab
onto whatever we can to discredit or try to discredit the other
nominee, punitive nominee. And you took away their only hope.

And so the theater today is actually trying to discredit you. Sub-
tlety in some cases. My friend from South (%arolina uses big words
like “exculpatory.” And kind of goes through what a prosecutor
would do. The insinuation being you didn’t do your job. My friend
from Wyoming is apparently flooded with citizens in her home
State who are reading the statute that governs classification. Lot
of time on their hands back there, I guess. But, yeah, this is all
designed to discredit your finding. Now, the FBI interviewed Sec-
retary Clinton. Is that correct?

Mr. COMEY. Yes.

Mr. ConNOLLY. Did she lie to the FBI in that interview?

Mr. CoMEY. I have no basis for concluding that she was untruth-
ful with us.

Mr. CONNOLLY. And is it a crime to lie to the FBI?

Mr. COMEY. Yes, it is.

Mr. ConNNOLLY. David Petraeus did lie to the FBI.

Mr. COMEY. Yes.

: Mr. CoNNOLLY. And he prosecuted for that—well, could have
een.

Mr. CoMEY. Could have been, was not for that——

Mr. CoNNOLLY. Right. That'’s always a judgment call.

Mr. CoMEY. Correct.

Mr. CONNOLLY. Was she evasive?

Mr. CoMEY. I don’t think the agents assessed she was evasive.

Mr. ConNOLLY. How many emails are we talking about, total
universe, that were examined by your team?

Mr. CoMEY. Tens of thousands.

Mr. CoNNOLLY. Tens of thousands. And how many are in a ques-
tionable category that maybe could have, should have been looked
at more careﬁllly because there could be some element of classifica-
tion? Apparently, my friend from North Carolina assumes we're all
intimately familiar with the fact that if a C appears, it means a
classification, though there seems to be some dispute about that be-
cause the State Department, as I understand it, has actually said
some of those were improperly marked and shouldn’t have had the
C. Are you aware of that?
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Mr. CoMEY. Yes.

Mr. CoNNOLLY. Yes. So could it be that in her 100-trip, 4 years—
100 overseas trips to 100 countries as Secretary of State trying to
restore U.S. credibility that had been destroyed in the previous 8
years overseas, and tens of thousands of email communications, not
including phone calls and classified conversations in SCIFs and the
like, that maybe the small percentage of emails, she didn’t pay as
much attention to them as maybe in retrospect one would hope she
\&_Fou.I?d have. Is that a fair conclusion? Could that be a fair conclu-
sion?

Mr. CoMEY. I don’t usually deal in maybes. It’s possible.

Mr. ConNoLLY. Well, you do deal in distinguishing between will-
ful and inadvertent.

Mr. COMEY. Sure.

Mr. CONNOLLY. And in this case, you concluded it has to be in
the latter category. It wasn’t willful.

Mr. CoMEY. We concluded there was not adequate evidence of
willful conduct.

Mr. CoNNOLLY. Right. So there’s no obfuscation here, unlike the
Petraeus case. And there’s no evasion. There’s no lying. There’s no
willful intent to compromise classified material, despite the insinu-
ations of my friends on the other side of the aisle. And the only
hope left in this political theatre is to discredit you and your team
in the hopes that, therefore, you won’t have credibility and we can
revisit this monstrous crime of using a private server, that server
being the server of the former President of the United States that
maybe Mrs. Clinton thought would be more secure than the leaky
system at the State Department. I yield back.

Chairman CHAFFETZ. We now recognize the gentleman from
Texas, Mr. Hurd, for 5 minutes.

Mr. HurD. Thank you, Mr. Chairman. Mr. Chairman, I'm of-
fended. I'm offended by my friends on the other side of the political
aisle saying this is political theatre. This is not political theatre.
For me, this is serious. I spent 9-1/2 years as an undercover officer
in the CIA. I was the guy in the back alleys collecting intelligence,
passing it to lawmakers. I've seen my friends killed. I've seen as-
sets put themselves in harm’s way. And this is about protecting in-
formation, the most sensitive information the American govern-
ment has. And I wish my colleagues would take this a little bit
more seriously.

Mr. Comey, Director Comey, excuse me, SAP, Special Access Pro-
gram. You alluded to earlier that includes SCI information. Does
SCI information include HUMINT and SIGINT?

Mr. COMEY. Yes.

Mr. HurpD. HUMINT and SIGINT. Human intelligence informa-
tion collected from people that are putting themselves in harm’s
way to give us information to drive foreign policy. Signals intel-
ligence. Some of the most sensitive things to understand; what Al
Qaeda is doing; what ISIS is doing. So the former Secretary of
State had an unauthorized server, those are your words, in her
basement, correct?

Mr. CoMEY. Correct.

Mr. HUrD. Who was protecting that information? Who was pro-
tecting that server?

FBI 18-cv-01766-76



33

Mr. CoMEY. Well, not much. There was a number of different
people who were assigned as administrators of the server.

Mr. HURD. And at least seven email chains, or eight that was
classified as TS/SCI.

Mr. CoMmEY. Correct.

Mr. HUrD. So the former Secretary of State, one of the Presi-
dent’s most important advisors on foreign policy and national secu-
rity, had a server in her basement that had information that was
collected from our most sensitive assets, and it was not protected
by anyone? And that’s not a crime? That’s outrageous. People are
concerned. What does it take for someone to misuse classified infor-
mation and get in trouble for it?

Mr. ComEY. Well, it takes mishandling it and criminal intent.

Mr. HURD. And so an unauthorized server in the basement is not
mishandling?

Mr. CoMEY. Well, no, there is evidence of mishandling here. This
whole investigation at the end focused on is there sufficient evi-
dence of intent.

Mr. Hurp. Was this unanimous opinion within the FBI on your
decision?

Mr. ComEY. Well, the whole FBI wasn’t involved, but the team
of agents, investigators, analysts, technologists, yes.

Mr. Hurp. Did you take into any consideration the impact that
this ?precedence can set on our ability to collect intelligence over-
seas?

Mr. CoMEY. Yes. My primary concern is the impact on what
other employees might think in the Federal Government.

Mr. HURD. And you don’t think this sends a message to other
employees that if a former Secretary of State can have an unau-
thorized server in their basement that transmits top secret infor-
mation, that that’s not a problem? '

Mr. CoMEY. Oh, I worry very much about that. That's why I
talked about that in my statement, because an FBI employee might
face severe discipline. And I want them to understand that those
consequences are still going to be there.

Mr;) HurD. Director Comey, do you have a server in your base-
ment?

Mr. CoMEY. I do not.

Mr. HURD. Does anybody in the FBI have a server in their base-
ment or in their house?

Mr. CoMEY. I don’t know.

Mr. HURD. Do you think it's likely?

Mr. CoMEY. I think it’s unlikely.

Mr. HURrD. I would think so, too. I would think so, too. Because
I've always been proud to serve alongside the men and women that
you represent. So there was no dissenting opinion when you made
thilspdecision. It’s your job to be involved in counterintelligence as
well?

Mr. COMEY, Yes.

Mr. HURD. So that means protecting our secrets from foreign ad-
versaries collecting them. Is that correct?

Mr. CoMEY. Correct.

Mr. Hurp. Did this activity you investigated make America’s se-
crets vulnerable to hostile elements?
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Mr. CoMEY. Yes.

Mr:? HurDp. Do you think that pattern of behavior would con-
tinue?

Mr. CoMEY. I'm sorry?

Mr.? HURD. Do you think that pattern of behavior would con-
tinue?

Mr. CoMEY. Would continue?

Mr. HURD. By our former Secretary of State.

Mr. CoMEY. I'm not following you. You mean if we hadn’t—if this
had not come to light, you mean?

Mr. HURD. Right now, based on what we see, do you think there’s
going to be other elements within the Federal Government that
think it's okay to have an unauthorized server in their basement?

Mr. CoMEY. Well, they better not. That’s one of the reasons I'm
talking about——

Mr. HURD. So, but what is the ramifications of them doing that?
You know, how is there going to be any consequences levered if it’s
not being levered here? Because, indeed, you're setting a precedent.

Mr. CoMEY. Yeah. The precedent—I want people to understand,
again, I only am responsible for the FBI, that there will be dis-
cipline from termination to reprimand and everything in between
for people who mishandle classified information.

Mr. HURD. Director Comey, I'm not a lawyer, and so I may mis-
state this. Is there such a thing as the case of first impression? And
why was this not possibly one of those?

Mr. CoMEY. There is such a thing, which just means the first
time you do something. The reason this isn’t one of those is that’s
Jjust not fair. That would be treating somebody differently because
of their celebrity status, or because of some other factor doesn't
matter. We have to treat people—the bedrock of our system of jus-
t{:e, we treat people fairly. We treat them the same based on
their——

Mr. HURD. And that person mishandling the most sensitive infor-
mation that this government can collect is not fair—it's not fair to
punish someone who did that?

Mr. CoMmEY. Not on these facts. It would be fair—if that person
worked for me, it would be fair to have a robust disciplinary pro-
ceeding. It's not fair to prosecute that person on these facts.

Mr. HURD. Mr. Chairman, I yield back the time I do not have.

Chairman CHAFFETZ. Thank the gentleman. We'll now recognize
the gentleman from Pennsylvania, Mr. Cartwright, for 5 minutes.

Mr. CARTWRIGHT. Thank you, Mr. Chairman. And I'd like to open
by acknowledging my colleague from North Carolina, Mr. Meadows,
here he comes back in the room, for acknowledging your integrity,
Director Comey. I think bipartisan sentiments like that are few
and far between around here. And I appreciate Congressman
Meadows’ remark. You are a man of integrity, Director Comey. It's
troubling to me that that remark from Congressman Meadows is
not unanimous at this point. It used to be. Just weeks ago, our
chairman, Representative Chaffetz, stated on national TV that Re-
publicans, quote, “Believe in James Comey,” unquote. He said this,
and I quote, “I do think that in all of the government, he is a man
of integrity and honesty. His finger’s on the pulse of this. Nothing
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happens without him. And I think he is going to be the definitive
person to make a determination or a recommendation.”

But just hours after your actual recommendation came out,
Chairman Chaffetz went on TV and accused you of making a,
quote, “political calculation.” And then our Speaker of the House,
weeks ago, referring to you, Director Comey, said, “I do believe that
his integrity is unequalled. So you’re integrity—it was unanimous
about your integrity before you came to your conclusion. But after,
not so much. That’s troubling. And I want to give you a chance, Di-
rector Comey, how do you respond to that? How important to you
is maintaining your integrity before the Nation?

Mr. CoMEY. I think the only two things I have in life that matter
are the love of my family and friends and my integrity. So I care
deeply about both.

Mr. CARTWRIGHT. All right. Now, Director Comey, you discussed
your team a little bit. And they deserve a lot of credit for all of the
hard work and effort that went into this investigation. And I think
you just said that they were unanimous. That everyone who looked
at this agreed that no reasonable prosecutor would bring a case.
Am I correct in that?

Mr. COMEY. Yes.

Mr. CARTWRIGHT. How many people were on this team?

Mr. CoMEY. It changed at various times, but somewhere between
15 and 20, and then we used a lot of other FBI folks to help from
time to time.

Mr. CARTWRIGHT. And how many hours were spent on this inves-
tigation?

Mr. CoMEY. We haven’t counted yet. They—I said to them they
moved—they put 3 years of work into 12 calendar months.

Mr. CARTWRIGHT. And how many pages of documents did the FBI
review in this investigation?

Mr. COMEY. Thousands and thousands and thousands.

Mr. CARTWRIGHT. And the agents doing the document review,
were they qualified or were they unqualified?

f?I{k CoMEY. They were an all-star team. They are a great group
of folks.

Mr. CARTWRIGHT. How about Secretary Clinton? Did she agree to
be interviewed?

Mr. COMEY. Yes.

Mr. CARTWRIGHT. Come in voluntarily without the need of a sub-
poena?

Mr. COMEY. Yes.

Mr. CARTWRIGHT. Was she interviewed?

Mr. CoMEY. Yes. :

Mr. CARTWRIGHT. Was she interviewed by experienced critical
veteran agents and law enforcement officers, or by some kind of
credulous gullible newbies doing their on-the-job training, Director?

Mr. CoMEY. She was interviewed by the kind of folks the Amer-
ican people would want doing the interview. Real pros.

Mr. CARTWRIGHT. All right. You were asked about markings on
a few documents. I have the manual here, Marking Classified Na-
tional Security Information. And I don’t think you were given a full
chance to talk about those three documents with the little Cs on
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them. Were they properly documented? Were they properly marked
according to the manual?

Mr. CoMEY. No.

Mr. CARTWRIGHT. According to the manual, and I ask unanimous
consent to enter this into the record, Mr. Chairman.

Chairman CHAFFETZ. Without objection, so ordered.

Mr. CARTWRIGHT. According to the manual, if you're going to
classify something, there has to be a header on the document,
right?

Mr. CoMEY. Correct.

Mr. CARTWRIGHT. Was there header on the three documents that
we've discussed today that had the little C in the text someplace?

Mr. CoMEY. No. They were three emails. The C was in the body,
in the text. But there was no header on the email or in the text.

Mr. CARTWRIGHT. So if Secretary Clinton really were an expert
at what's classified and what’s not classified, and were following
the manual, the absence of a header would tell her immediately
tlliat‘?those three documents were not classified. Am I correct in
that?

Mr. CoMmEY. That would be a reasonable inference.

Mr. CARTWRIGHT. All right. I thank you for your testimony, Di-
rector. I yield back.

Chairman CHAFFETZ. I thank the gentleman. We'll now recognize
the gentleman from Colorado, Mr. Buck, for 5 minutes.

Mr. Buck. Good morning, Director Comey.

Mr. CoMEY. Good morning, sir.

Mzr. Buck. Thank you for being here. I also respect your commit-
ment to law and justice and your career. And the first question I
want to ask you is this hearing unfair? Has it been unfair to you?

Mr. CoMEY. No.

Mr. Buck. Thank you. One purpose of security procedures for
classified information is to prevent hostile nations from obtaining
classified information. Is that fair?

Mr. COMEY, Yes.

Mr. BUuck. And did hostile nations obtain classified information
from Secretary Clinton’s servers?

Mr. CoMEY. I don’t know. It’s possible. But we don’t have direct
evidence of that. We couldn’t find direct evidence.

Mr. Buck. I want to, without making this a law school class, I
want to try to get into intent. There are various levels of intent in
the criminal law. Everything from knowingly and willfully doing
something all the way down to strict liability. Would you agree
with me on that?

Mr. COMEY. Yes.

Mr. Buck. And in Title 18, most of the criminal laws in Title 18
have the words “knowingly” and “willfully” in them. And that is
thc-i} standard typically that United States attorneys prosecute
under,

Mr. COMEY. Most do. Unlawfully, knowingly, and willfully is our
standard formulation for charging a case.

Mr. Buck. And there are also a variety of others between the
knowingly and willfully standard and the strict liability standard.
And many, like environmental crimes, have a much lower standard
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because of the toxic materials that are at risk of harming individ-
uals. Is that fair?

Mr. CoMEY. That’s correct.

Mr. Buck. Okay. Let’s talk about this particular statute, 18
U.S.C. 1924. I take it we could all agree—or you and I can agree
on a couple of the elements. She, Secretary Clinton, was an em-
ployee of the United States.

Mr. CoMEY. Correct.

Mr. Buck. And as the result of that employment, she received
classified information.

Mr. CoMEY. Correct.

Mr. Buck. And there’s no doubt about those two elements. Now,
I don’t know whether the next element is one element or two, but
it talks about knowingly removes such materials without authority,
and with the intent to retain such material at an unauthorized lo-
cation. So I'm going to treat those as two separate parts of the in-
tent element.

F?irst of all, do you see the word “willfully” anywhere in the stat-
ute!? :

Mr. CoMEY. I don’t.

Mr. Buck. Okay. And that would indicate to you that there is a
lower threshold for intent?

Mr. CoMEY. No, it wouldn’t.

Mr. Buck. Why? |

Mr. CoMEY. Because we often, as I understand the Justice De-
partment’s practice and judicial practice, will impute to any crimi-
nal statute at that level with a knowingly also requirement that
you know that you're involved in criminal activity of some sort. A
general mens rea requirement.

Mr. Buck. And you would apply that same standard to environ-
mental crimes?

Mr. CoMEY. No. If it specifically says it's a negligence-based
crime, I don’t think a judge would impute that.

Mr. Buck. But Congress specifically omitted the word “willfully”
from this statute. And yet you are implying the world “willfully” in
the statue. Is that fair?

Mr. CoMeY. That’s fair.

Mr. Buck. Okay. So what the statute does say is knowingly re-
moves such materials without authority. Is it fair that she knew
that she didn’t have authority to have this server in her basement?

Mr. CoMEY. Yes. That’s true.

Mr. Buck. And she knew that she was receiving materials, clas-
sified information, in the emails that she received on her Black-
Berry and other devices?

Mr. CoMEY. I can’t answer—I'm hesitating as a prosecutor be-
cause it’s always—to what level of proof? I do not believe there’s
evidence beyond a reasonable doubt that she knew she was receiv-
ing classified information in violation of the requirements.

Mr. Buck. But that’s not my question. My question, in fairness,
is did she know that she was receiving information on the servers
at her location?

Mr. CoMEY. Oh, I'm sorry. Of course. Yes. She knew she was
using her email system.
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Mr. BUcK. And as Secretary of State, she also knew that she
would be receiving classified information.

Mr. CoMEY. Yes. In general.

Mr. Buck. Okay. And did she then have the intent to retain such
material at an unauthorized location? She retained the material
that she received as Secretary of State at her server in her base-
ment and that was unauthorized?

Mr. CoMEY. You're asking me did she have the—and I'm going
to ask you the burden of proof question in a second. But did she
have the intent to retain classified information on the server, or
just to retain any information on the server?

Mr. Buck. Well, we've already established that she knew, as Sec-
retary of State, that she was going to receive classified information
in her emails. And so did she retain such information that she re-
ceived as Secretary of State on her servers in her basement?

Mr. CoMEY. She did, in fact. There is, in my view, not evidence
beyond certainly probable cause. There’s not evidence beyond a rea-
sonable doubt that she knew she was receiving classified informa-
tion, or that she intended to retain it on her server. There’s evi-
dence of that. But when I said there’s not clear evidence of intent,
that's what I meant. I could not, even if the Department of Justice
would bring that case, I could not prove beyond a reasonable doubt
those two elements.

Mr. Buck. Thank you very much.

Chairman CHAFFETZ. Thank the gentleman. We'll now go to the
gentlewoman from Illinois, Ms. Duckworth, for 5 minutes.

Ms. DUCKWORTH. Thank you, Mr. Chairman. When [ first en-
tered Congress 3 years ago, like many freshman members, I, unlike
many freshman members, I actually sought out this committee. I
wanted to be on this committee because I wanted to tackle the
challenges of good government, like working to eliminate improper
payments or prevent wasteful programs, duplication. Before I
joined Congress, I had the privilege of serving in the Army for 23
years. And I, you know, and as I tackled those challenges and in
the challenges of helping reduce veterans’ homelessness, 1 wit-
nessed firsthand the real-world importance of improving and
streamlining government operations. How even the best policies in
the world will not work without proper implementation.

And so when it comes to implementing true and lasting reforms
that will make sure the electronic records and other records and
the history of our great Nation are preserved for future genera-
tions, I've done my best to approach this goal seriously. I'm %ocused
on making sure that our Nation sustains a long-term commitment
to modernizing our Federal records keeping system, from improv-
ing the laws governing what needs to be collected, to ensuring our
civil servants across government have the necessary tools to
achieve what should be nonpartisan and a shared goal.

With respect to examining the tough lessons learned from nu-
merous recordkeeping incidents that our committee has dealt with,
which transcend any one agency or any single administration, my
mission is clear: Make sure that we here in Congress move beyond
partisan politics and engage in the serious hard work of ensuring
that the laws written in an era of pen and paper are overhauled
to meet the digital challenges of the 21st century.
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Director Comey, the Office of Management and Budget and the
National Archives and Records Administration released a memo-
randum known as the Managing Government Records Directive in
2012. And this directive states, and I quote, “By December 31,
2016, Federal agencies will manage both permanent and temporary
email records in an accessible electronic format. Federal agencies
must manage all email records in an electronic format. Email
records must be retained in an appropriate electronic system that
supports records management and litigation requirements which
may include preservation-in-place models, including the capability
to identify, retrieve, and retain the records as long as they are
needed.”

As a Director of a Bureau who deals with sensitive information
on a daily basis, do you believe that this directive is necessary and
attainable for agencies across the board within that 4-year time-
frame from August 2012 to December 2016.

Mr. CoMEY. I don’t know enough to say both. I can say it’s cer-
tainly necessary. I don’t know whether it’s achievable.

Ms. DuCKkwWORTH. Okay. Are you familiar with the Capstone Ap-
proach? That's the Federal—it's approach that says that Federal
agencies should save all emails for select senior level employees,
and that the emails of other employees would be archived for a
temporary period set by the agency so that senior employees’
emails are kept forever and those by other lower level employees
are actually archived for a short period, a shorter period. '

Mr. CoMEY. I'm aware generally. I know what applies to me and
when I was Deputy Attorney General in the Bush Administration.

Ms. DUCKWORTH. Yes. In fact, I understand that the FBI is cur-
rently actively using this approach, according to the agency’s senior
agency official for records—Office for Records Management fiscal
year 2015 annual report. My understanding is the Capstone Ap-
proach is aimed at streamlining the recordkeeping process for
emails and reducing the volume of records that an agency has to
maintain. Nearly all agencies will be required to comprehensively
modernize their approach to managing Federal records in the near
future. As the head of a component agency, Director Comey, within
the Department of Justice, which appears to be a leader in adopt-
ing the innovative Capstone Approach across the agency, would you
agree that with respect to instituting foundational reforms that will
strengthen records preservation, the Capstone Approach used by
DOJ should be accelerated and wrote out across the Federal Gov-
ernment?

Mr. CoMEY. I think we’re doing it in a pretty good way. I don’t
know—I'm not an expert enough to say whether everybody should
do it the way we do it, honestly.

Ms. DUCKWORTH. Are you satisfied with the way that you're
doing it?

Mr. CoMEY. I am, but I don’t want to sound overconfident, be-
cause I'm sure there’s a way we can do it better. But I think we're
doing it in a pretty good way.

Ms. DUCKWORTH. Do you have any one person within the FBI
that continually reviews the—your records keeping? And also do
they report directly to you? As well as is there periodic review of
how you're implementing this process?
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Mr. CoMEY. Yes. We have an entire division devoted to records
management. That assistant director reports up to the deputy di-
rector, who reports to me. We have—it’s an enormous operation, as
you might imagine, requiring constant training. And so that’s what
I mean when I say I think we're doing it in a pretty good way. And
we have record-marking tools, we prompt with dialogue boxes re-
quiring employees to make a decision what's the nature of this
record you're creating now and where should it be stored. So I
think we’re doing it in a pretty good way. That’s why I say that.

Ms. DUCKWORTH. Have you seen that in any of the other agen-
cies that you have interacted with, or have you had a chance, an
occasion to look at what some of the other agencies are doing with
their sensitive and classified information? Are they following the
same technique as you're doing in the FBI?

Mr. CoMEY. I don’t know enough to say, I personally.

Ms. DUCKWORTH. Okay.

I am out of time, but thank you.

Mr. CoMEY. Okay

Chairman CHAFFETZ. I thank the gentlewoman.

We'll now recognize the gentleman from Michigan, Mr. Walberg,
for 5 minutes.

Mr. WALBERG. I thank the chairman.

And thank you, Director Comey, for being here.

Mr. Chairman, thank you for holding this hearing.

And, Director Comey, for making it very clear that you believe
we've done this respectfully, with good intention. And I wish some
of my colleagues that had instructed us on our intent were here.
They have a great ability to understand intent better than, I guess,
the Director of the FBI.

But it is an intent that’s important here, that we understand we
are Oversight and Government Reform Committee. And if indeed
the tools aren’t there to make sure that our country is secure and
that officials at the highest levels in our land don’t have the under-
standing on what it takes to keep our country secure, that we do
the necessary government reform to put laws in place that will be
effective and will meet the needs of distinguished agencies and im-
portant agencies like the FBI.

So thank you, Mr. Chairman, for doing this hearing. It's our re-
sponsibility to do oversight and reform as necessary.

Going back, Director Comey, to paraphrase the Espionage Act,
people in the Seventh District of Michigan understand it from this
perspective and common sense, what it says, that whoever being
entrusted with information related to national defense, through
gross negligence permits the information to be removed from its
proper place in violation of their trust, shall be fined or imprisoned
under the statute.

There doesn’t seem to be a double standard there. It doesn’t ex-
press intent. You've explained your understanding of why intent is
needed, and we may agree or disagree on that, but the general pub-
lic looking at that statute says it’s pretty clear.

The question I would ask, Director Comey, what'’s your definition
of extremely careless, if you could go through that?

Mr. CoMEY. I intended it as a commonsense term. It's kind of one
those kind of you know it when you see it sort of things. Somebody
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who is—should know better, someone who is demonstrating a lack
of care that strikes me as—there’s ordinary accidents and then
there’s just real sloppiness. So I think of that as kind of real sloppi-
ness.

Mr. WALBERG. So you stated that you had found 110 emails on
Secretary Clinton’s server that were classified at the time they
were sent or received, yet Secretary Clinton has insisted for over
a year publicly that she never sent or received any classified
emails.

The question I have from that, would it be difficult for any Cabi-
net-level official, and specifically any Cabinet official, let alone one
who is a former White House resident or U.S. senator, to determine
if information is classified?

Mr. CoMEY. Would it be difficult for them to——

Mr. WALBERG. Would it be difficult?

Mr. CoMEY. That’s hard to answer in the abstract. We're trying
to find the context in which they're hearing it or seeing it. Obvi-
ously, if it’s marked, which is why we require markings, it’s easy.
It's just too hard to answer, because there are so many other situa-
tions you might encounter it.

Mr. WALBERG. But with the training that we receive and cer-
tainly a Secretary of State would receive or someone who lives in
the White House, that goes a little above and beyond just the com-
monsense individual out there trying to determine. Knowing that
classified information will be brought and to remove to an unau-
thorized site ought to cause a bit of pause there, shouldn’t it?

Mr. CoMEY. Yeah. And if you're a government official, you should
be attentive to it

Mr. WALBERG. Absolutely.

Mr. COMEY. —because you know that the matters you deal with
could involve sensitive information. So sure.

Mr. WALBERG. So Secretary Clinton’s revised statement that she
never knowingly sent or received any classified information is prob-
ably also untrue?

Mr. CoMEY. Yeah. I don’t want to comment on people’s public
statements. We did not find evidence sufficient to establish that
she knew she was sending classified information beyond a reason-
able doubt to meet that—the intent standard. But like I said, I un-
derstand why people are confused by the whole discussion, I get
that. But you know what would be a double standard? If she were
prosecuted for gross negligence.

Mr. WALBERG. But your statement on Tuesday said there is evi-
dence to support a conclusion that any reasonable person in Sec-
retary Clinton’s position should have known that an unclassified
system was no place for that conversation.

Mr. CoMEY. I stand by that.

Mr. WALBERG. And that’s very clear.

Mr. CoMEY. That’s the definition of carelessness, of negligence.

Mr. WALBERG. Which happened——

Mr. CoMEY. Oh, yeah.

Mr. WALBERG. —as a result of our Secretary of State’s—former
Secretary of State’s decisions.

Mr. CoMEY. Yes.
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Mr. WALBERG. Is it your statement, then, before this committee
that Secretary Clinton should have known not to send classified
material, and yet she did?

Mr. CoMEY. Well, certainly she should have known not to send
classified information. As I said, that’s the definition of negligent.
I think she was extremely careless, I think she was negligent.
That, I could establish. What we can’t establish is that she acted
with the necessary criminal intent.

Mr. WALBERG. Do you believe that since the Department of Jus-
tice hasn’t used the statute Congress passed, it’s invalid?

Mr. CoMEY. No, I think they’re worried that it’s invalid, that it
will be challenged on constitutional grounds, which is why they've
used it extraordinarily sparingly in the decades.

Mr. WALBERG. Thank you. I yield back.

Chairman CHAFFETZ. | thank the gentleman.

We'll now go to—we’ll now recognize Mr. Lieu of California for
5 minutes.

Mr. Lieu. Thank you, Mr. Chair.

As I read some of my Republican colleagues’ press statements,
and as I sit here today, I am reminded of that quote from “Mac-
beth”: “full of sound and fury, signifying nothing.”

I've heard some sound and fury today from members of the com-
mittee, and the reason they largely signify nothing is because of
two fundamental truths that are self-evident. The first of which,
none of the members of this committee can be objective on this
issue. I can’t be objective. I've endorsed Hillary Clinton for Presi-
dent, as have the Democratic members of this committee. My Re-
publican colleagues can’t be objective. They oppose Hillary Clinton
for President.

Which is why we have you. You are a nonpartisan, career public
servant that has served our Nation with distinction and honor. And
not only can you be objective, it is your job to be objective, to apply
the law fairly and equally regardless of politics.

I think it would be important for the American people to get a
fuller appreciation of your public service. So let me ask you, before
you were FBI Director, how many years did you serve as a Federal
prosecutor?

Mr. Comey. I think 15.

Mr. LiEU. For a period of time, you were at Columbia Law School
as a scholar and you specialized in national security law. Is that
correct?

Mr. COMEY. Sometimes I fantasize I still am.

Mr. Lieu. All right. Thank you.

When you served in the Republican administration of President
George W. Bush, you were then the second-highest ranking mem-
ber of the Department of Justice. Is that right?

Mr. CoMEY. Yes. President Bush appointed me to be U.S. Attor-
ney in Manhattan and then the number two in the Department of
Justice.

Mr. Lieu. When you were confirmed for the FBI Director posi-
tion, the vote was 93-1. Is that correct?

Mr. CoMEY. That’s correct.

Mr. Lieu. With that strong bipartisan support, it's not surprising
that Senator Grassley, a Republican, said during your confirma-
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tion, and I quote: “Director Comey has a reputation for applying
the law fairly and equally regardless of politics.”

In this case, did you apply the lawy fairly and equally regardless
of politics?

Mr. COMEY. Yes.

Mr. Lieu. Did you get any political interfere reasons from the
White House?

Mr. CoMEY. None.

Mr. Ligu. Did you get any political interference from the Hillary
Clinton campaign?

Mr. CoMEY. None.

Mr. LIEU. One of the reasons you're appointed to a fixed term of
10 years, a very long term, is to help insulate you from politics.
Isn’t that right?

Mr. CoMEY. That’s correct.

Mr. Lieu. The second fundamental truth today about this hear-
ing is that none of the members of this committee have any idea
what we’re talking about, because we have not reviewed the evi-
dence personally in this case.

When I served on Active Duty in the U.S. Air Force in the 1990s,
one of my duties was a prosecutor. One of the first things I learned
as a prosecutor is it is unprofessional and wrong to make allega-
tions based on evidence that one has not reviewed.

So let me ask you, has any member of this committee, to the best
of ygur knowledge, reviewed the 30,000 emails at issue in this
case’

Mr. CoMEY. I don’t know. Not to my knowledge.

Mr. Lieu. Has any member of this committee sat through the
multiple witness interviews that the FBI conducted in this case?

Mr. CoMEY. No. That I know. No.

Mr. Lieu. Has any member of this committee received any spe-
cial information about the files that you kept or other FBI agents
kept on this case?

Mr. CoMEY. Not to my knowledge.

Mr. Lieu. Now let’s do a little bit of math here. One percent of
30,000 emails would be 300 emails. Is that right?

Mr. CoMey. I think that’s right.

Mr. Lieu. Thirty emails would be one-tenth of 1 percent, and
thrl(;,'e7 emails would be 1 one hundredth of 1 percent of 30,000,
right’

r. COMEY. I think that’s right.

Mr. Lieu. Okay. So of those three emails, 1 one hundredth of 1
percent of 30,000, they bore these tiny little classified markings,
which is, as you described, a C with parentheses, correct?

Mr. CoMEY. Correct.

Mr. LIEU. It is certainly possible that a busy person who has sent
and received over 30,000 emails just might miss this marking of a
C with parentheses. It is possible, correct?

Mr. CoMEY. Correct.

Mr. Ligu. Okay. So let me now just conclude by stating what
some of my colleagues have, which is, there is just the strongest
whiff of hypocrisy going on here. The American public might be in-
terested in knowing that all Members of Congress receive security
clearances just for being a Member of Congress. We get to have pri-
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vate email servers, we get to have private email accounts, we can
use multiple devices, we can take devices overseas.

And really at the end of the day, when the American people look
at this hearing, they need to ask themselves this question: Do they
trust the biased, partisan politicians on this committee who are
making statements based on evidence we have not reviewed, or do
they trust the distinguished FBI Director? I would trust the FBI
Director.

I yield back.

Chairman CHAFFETZ. Thank you.

We'll now recognize the gentleman from Florida, Mr. Mica, for 5
minutes.

Mr. Mica. Thank you, Mr. Chairman.

Director, how long did you investigate this matter?

Mr. COMEY. Just about a year.

Mr. MicA. A year. And do you believe you conducted a legitimate
investigation?

Mr. COMEY. Yes, sir.

Mr. Mica. And it was a legitimate subject that was something
that?you should look into, you had that responsibility. Is that cor-
rect’

Mr. COMEY. Yes.

Mr. Mica. We have a responsibility to hear from you on the ac-
tion that you took. This weekend—well, tomorrow we’ll go back to
our districts, and we have to explain people, I'll be at a couple of
cafes where I see folks, in meetings, and they're going to ask a lot
of questions about what took place.

ave you seen the Broadway production “Hamilton”?

Mr. COMEY. Not yet. I'm hoping to.

Mr. Mica. I haven't either, but I understand it won the choreog-
raphy Tony Award. I think you and others know that.

The problem I have in explaining to my constituents is what's
come down, it almost looks like choreography. Let me just go over
it real quickly with you.

Last Tuesday, not this week, 1 week ago, former President Clin-
ton meets with the Attorney General in Phoenix. The next Friday,
last Friday, Mrs. Lynch, the AG, says she is going to defer to the
FBI on whatever you came up with. On Saturday morning, I saw
the vans pull up, this is this past Saturday, and you questioned
Secretary Clinton for 3 hours. Is that—I guess that’s correct?

Mr. COMEY. Yeah. Three and a half.

Mr. Mica. Okay. And then on Tuesday morning, the morning
after July Fourth, we watched in our office, I had my interns, I
said, “Come in, we've got the FBI Director, let's hear what he has
to say,” we're all kind of startled, and you basically said you were
going to recommend not to prosecute, correct?

Mr. CoMEY. Uh-huh. Yes, sir.

Mr. Mica. And then Tuesday, well, we had President Obama and
Secretary Clinton arrive in Charlotte at 2 o'clock, and shortly
thereafter we had the Attorney General is closing the case.

This is rapid fire. I mean, now, my folks think that there’s some-
thing fishy about this. I'm not a conspiracy theorist, but there are
a lot of questions on how this came down. I have questions about
how this came down.
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D?id you personally interview the Secretary on Saturday morn-
ing?

Mr. CoMEY. I didn’t personally, no.

Mr. Mica. And how many agents did?

Mr. CoMEY. I think we had five or six in the room.

Mr. MicA. Did you talk to all of those agents after the interview?

Mr. CoMEY. I did not speak to all of them, no.

Mr. Mica. Did she testify or talk to them under oath?

Mr. COMEY. No.

Mr. Mica. She did not. Well, that’s a problem. But——

Mr. CoMEY. It’s still a crime to lie to us.

hMr. Mica. T know it is. Do you have a transcript of that—
that:

Mr. CoMEY. No. We don’t record our

Mr. Mica. Do you have a 302, I guess it’s called, analysis?

Mr. CoMEY. I do. I don’t have it with me, but I do.

Mr. Mica. Did you read it?

Mr. COMEY. Yes.

Mr. Mica. You did. Can we get a copy of it since the case is
closed?

Mr. CoMEY. I don’t know the answer to that.

Mr. Mica. I would like a copy of it provided to the committee.

I would like also for the last 30 days, any communications be-
tween you or any agent or any person in the FBI with the Attorney
General or those in authority in the Department of Justice on this
matter. Could you provide us with that?

Mr. Comey. We'll provide you with whatever we can under the
law and under our policy. It would actually be easy in my case.

Mr. MicA. You see, the problem that I have, though, is I have
to go back and report to people what took place.

Mr. COMEY. Sure.

Mr. MicA. Now, did you write the statement that you gave on
Tuesday?

Mr. COMEY. Yes.

Mr. Mica. You did. And did you write—and you said you didn’t
talk to all of the agents. But all of the agents, did they meet with
you? And then is that the group that said that we all vote to not
recommend prosecution?

Mr. CoMEY. Well, yeah, I did not meet with all of the agents. I've
met with—I guess I've met—I've with all of them at various times.

Mr. Mica. But we're getting the word that it was, like, unani-
mous out of every—out 0% FBI that we don’t prosecute.

Mr. CoMEY. What’s your question, Congressman?

Mr. Mica. Well, again, I want to know who counseled you. You
read their summary, okay. She was not under oath. And it ap-
pears—I mean, members have cited here where she lied or misled
to Congress, which will lead now to the next step of our possibly
giving you a referral on this matter. You're aware of that?

Mr. CoMEY. Yes. Someone mentioned that earlier.

Mr. MicA. And that probably will happen.

Thank you for shedding some light on what took place.

Mr. CoMmEY. Can I, Mr. Chairman——

Chairman CHAFFETZ. Sure. Go ahead.

Mr. COMEY. —can I respond just very briefly?
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I hope what you'll tell the folks in the cafe is: Look me in the
eye and listen to what I'm about to say. I did not coordinate that
with anyone. The White House, the Department of Justice, nobody
outside the FBI family had any idea what I was about to say. I say
that under oath. I stand by that. There was no coordination. There
was an insinuation in what you were saying that I don’t mean to
get strong in responding, but I want to make sure I was definitive
about that.

Thank you, sir.

Chairman CHAFFETZ. Thank you.

We'll now recognize the gentlewoman from the Virgin Islands,
Ms. Plaskett, for 5 minutes.

Ms. PLASKETT. Thank you, Mr. Chairman.

And thank you all for being here.

Director Comey, I would rather be here talking with you about
the FBI's investigations and their resources to those individuals
who are acting under color of law who have apparently committed
ﬁgregious violations in the killings that we've seen in the recent

ays.

But instead, Mr. Chairman, I'm sitting here and I've listened pa-
tiently as a number of individuals have gone on national TV and
made accusations against Director Comey, both directly and indi-
Fectly, because he recommended against prosecution based upon
acts. :

I've listened just very recently here in this hearing as my es-
teemed colleague from Florida tries to insinuate the condensation
of an investigation into 1 week that actually occurred over a much,
much longer period of time, and using that condensation and con-
spiracy theory to say that there’s some orchestration. And that they
have accused Mr. Director Comey of basing his decision on political
considerations rather than facts. I've heard chuckles and laughter
here in this hearing, and I don’t think there’s anything to be smil-
ing or laughing about.

Because I want to say something to those individuals who are
chuckling and laughing and making attacks on Director Comey for
doing his job: You have no idea who you're talking about. Your ac-
cusations are completely off base, utterly offensive to us as Amer-
ican people.

I know this because I've had the honor of working for Director
Comey during my own service at the Department of Justice. From
2002 to 2004, I served as senior counsel to the deputy attorney gen-
eral. I worked with both the deputy attorney general, Larry
Thompson, and Deputy Attorney General Jim Comey when he be-
came deputy as a staff attorney. And I know from my own experi-
ences that Director Comey is a man of impeccable integrity.

There are very few times when you as an attorney or as an indi-
vidual can work with individuals or a gentleman who is completely
that, someone who is above the fray. Anyone who suggests or im-
plies that he made his recommendations on anything but the facts
simply does not know James Comey.

We've used the term “no reasonable prosecutor.” Well, I know
that James Comey doesn’t act as what a reasonable prosecutor
would do, because he is the unyielding prosecutor, he is the pros-
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ecutor who does what is politically not expedient for himself, his
staff, but for the law.

And I'm not the only person in this hearing, in this committee,
who has worked with Director Comey or for him. Representative
Gowdy himself also commended Director Comey, and he said this,
and I quote: “I used to work with him. I think Comey is doing ex-
actly what you want. He's doing a serious investigation behind
closed doors, away from the media’s attention, and I'm going to
trust him until I see a reason not to.”

Representative Gowdy referred to Director Comey as honorable
and apolitical. He said this is exactly what you want in law en-
forcement. Well, it’s exactly what you want in law enforcement
until the decision is not the decision that you want.

Director Comey, Chairman Chaffetz, as it was said by one of my
colleagues, went on television and accused you of making, quote, “a
political calculation.” He said that your recommendation was noth-
in%r more than, quote, “a political determination in the end.”

‘m going to ask you, how do you respond to that? Were your ac-
tions‘?in any way, shape, or form governed by political consider-
ation?

Mr. CoMEY. No, not in any way.

Ms. PLASKETT. And did anyone with Secretary Clinton’s cam-
paign or the administration influence your recommendation for po-
litical reasons?

Mr. CoMEY. No. They didn’t influence it in any way.

Ms. PLASKETT. I'm going to take you at your word, because I
know, and those who will go through the record of your long tenure
as a career prosecutor and theyll look at examples, will see that
you have taken decisions that have not been that which your su-
pelr('visars, which the President, which others have wanted you to
take.

As a Federal prosecutor who believed that the facts must come
above politics, I'm thankful that we have you. And, Director
Comey, I want to thank you for your service to our country, and
you have our support.

We would like to see as much documents. And I'm grateful that
you want to keep the transparency so that the American public can
understand the difference between what they hear in the media
and the elements of a crime necessary for criminal prosecution.

Thank you.

Chairman CHAFFETZ. I thank the gentlewoman.

We’'ll now recognize the gentleman from Texas, Mr. Farenthold,
for 5 minutes.

Mr. FARENTHOLD. Thank you very much, Director Comey.

I want to talk a little bit about cybersecurity. The State Depart-
ment’s inspector general report detailed instances of multiple at-
tacks on Secretary Clinton’s computer as well as her replying to
suspicious email from the personal account of the Undersecretary
of State.

Director, you said that hostile actors successfully gained access
to the commercial email accounts of people Secretary Clinton regu-
larly communicated with. In the case of the Romanian hacker,
Guccifer, accessing Sidney Blumenthal’s account. And, you know,
that’s been public for some time.
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During your investigation, were there other people in the State
Department or that regularly communicated with Secretary Clin-
ton that you can confirm were successfully hacked?

Mr. COMEY. Yes.

Mr. FARENTHOLD. And were these folks that regularly commu-
nicated with the Secretary?

Mr. COMEY. Yes.

Mr. FARENTHOLD. And were you able to conclude definitively that
ttzh{e? attempted hacks referenced in the IG report were not success-
ul’

Mr. CoMEY. We were not able to conclude that they were success-
ful. I think that's the best way to say it.

Mr. FARENTHOLD. All right. So while you said that given the na-
ture of Clinton’s server, you would be unlikely to see evidence one
way or the other of whether or not it had been successfully hacked,
how many unsuccessful attempts did you uncover? Did you find
any there?

Mr. CoMEY. There were unsuccessful attempts. I don’t know the
number off the top of my head.

Mr. FARENTHOLD. Do you have an idea, were they from foreign
governments? Where did they come from?

Mr. CoMEY. I want to be careful what I say in an open setting,
and so I—we can give you that information, but I don’t want to
give any foreign governments knowledge of what I know. So
there—— ’

Mr. FARENTHOLD. All right. But would you be so far as to say
they ?rohably weren't American high school students fooling
around?

Mr. CoMEY. Correct. It was not limited to——

Mr. FARENTHOLD. All right.

Mr. COMEY. —criminal activity.

Mr. FARENTHOLD. During your investigation, did you or anyone
in the FBI interview the hacker Gueccifer?

Mr. COMEY. Yes.

Mr. FARENTHOLD. And he claimed he gained access to Sid
Blumenthal’s email account and traced him back to Clinton’s pri-
vate server. Can you confirm that Guccifer never gained access to
her server?

Mr. CoMEY. Yeah, he did not. He admitted that was a lie.

Mr. FARENTHOLD. All right. Well, at least that’s good to hear.

All right. Section 793 of Title 18 of the United States Code
makes it a crime to allow classified information to be stolen
through gross negligence. Were you to discover that hostile actors
had actually gotten into Secretary Clinton’s email, would that have
changed your recommendation with respect to prosecuting her?

Mr. CoMEY. Unlikely, although we didn’t consider that question,
because we didn’t have those facts.

Mr. FARENTHOLD. All right. I want to go back to the question of
intent real quick for just a second. I'm a recovering attorney, it’s
been decades since I actually practiced law, but you kept referring
to she had to know it was illegal to have the requisite criminal in-
tent. I was always taught in law school, and I don’t know where
this changed, that ignorance of the law was no excuse. If I'm driv-
ing along at 45 miles an hour and didn’t see the 35-mile-an-hour
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i‘,{peed limit, I was still intentionally speeding even though I didn’t
now it.

Now, I might not have had the requisite criminal intent if maybe
my accelerator were jammed or something like that, but even
though I didn’t know the law was 35, I was driving 45, I'm going
to get a ticket and I'm probably going to be prosecuted for that.

So how can you say ignorance of the law is an excuse in Mrs.
Clinton’s case?

Mr. CoMEY. Well, the comparison to petty offenses, I don’t think
is useful. But the question of ignorance of the law is no excuse. But
here’s the distinction. You have to have general criminal intent.
You don't need to know what particular statute you're violating,
but you must be aware of the generally wrongful nature of your
conduct. That’s what

Mr. FARENTHOLD. Now, so Congress, when they enacted that
statute, said gross negligence.

Mr. CoMEY. Yep.

Mr. FARENTHOLD. That doesn’t say intent. So what are we going
to have to enact to get you guys to prosecute something based on
negligence or gross negligence? So are we going to have to add,
“And, oh, by the way, we don’t mean you—we really do mean you
don’t have to have intent there”?

Mr. CoMEY. Well, that’s a conversation for you all to have with
the Department of Justice, but it would have to be something more
than the statute enacted in 1917, because for 99 years they’ve been
very worried about its constitutionality.

Mr. FARENTHOLD. All right. Well, I think that's something this
committee and Congress as a whole, the Judiciary Committee that
Mr. Chaffetz and I also sit on, will be looking at it.

And I was on television this morning, and I just want to relay
a question that I received from a caller into that television commer-
cial, and it’s just real simple. Why should any person follow the law
if our leaders don’t?

And we can argue about intent or not, but you laid out the fact
that she basically broke the law but you couldn’t prove intent.
Maybe I'm putting words in your mouth, but I do want to know
why any person should follow the law if our leaders don’t have to.
Maybe that’s rhetorical, but I'll give you an opportunity to com-
ment on that.

Mr. COMEY. Yeah. That’s a question I'm no more qualified to an-
swer than any American citizen. It’s an important question.

In terms of my work in my world, my folks would not be—one
of my employees would not be prosecute({ for this. They would face
consequences for this. So the notion that it’s either prosecute or
you walk around, you know, smiling all day long is just not true
for those people who work for the government. ’lshe broader ques-
tion is one for a democracy to answer, it's not for me.

Mr. FARENTHOLD. And I guess the ultimate decision as to wheth-
er or not Mrs. Clinton works in government or not is not in—is in
everybody’s hands.

Chairman CHAFFETZ. I thank the gentleman.

Mr. FARENTHOLD. Yield back.

Chairman CHAFFETZ. We'll now recognize the gentleman from
Pennsylvania, Mr. Boyle, for 5 minutes.
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Mr. BoyLE. Thank you, Mr. Chairman.

And thank you, Director Comey, for appearing, especially on such
short notice.

I want to share with you actually something a friend of mine was
expressing when watching your press conference 48 hours ago, and
this is someone who’s not in any way political; in fact, probably
typical of most American citizens today in being depressed about
the remarkable level of cynicism we have in our government, but
specifically those of us who are in government make decisions first
and foremost because of the party hat we wear and not necessarily
based on the facts and the evidence.

And he texted me after watching your 15-minute presentation:
Oh, it's nice to see a real pro. You can tell that he would make the
decision based on the facts and the evidence and not what party
he wears.

I think that’s so important if we’re ever going to get to a place
in this country where we restore some of the faith that we had in
government. If you looked at the poll numbers from the 1940s and
1950s and you look at faith in government among the American
public, and you look at those numbers today, the numbers today
are anemic, they're nowhere near the levels that they were decades
ago. :

So for that, I want to say thank you. And I think that many citi-

zens have the same impression.

* When I first met you a couple years ago at a weekend session
in Colonial Williamsburg, you might remember that we had a dis-
cussion about my biggest concern, frankly, facing the security of
the American people, and that is the possibility of a lone wolf ter-
rorist, someone becoming self-radicalized and acting based on that.
We had an exchange that I'll keep private, but I think I can charac-
terize that you share my concern.

I'm just thinking, for the last 2-1/2 hours that we've been here,
we've had the FBI Director, asking questions on this matter, when,
frankly, I would have much rather your time spent dealing with
the potential of lone wolf terrorists and other coordinated attacks
that we face.

But since this is the Oversight and Government Reform Com-
mittee, trying to find something that we can now take and possibly
use in a systemic way, not just the celebrity of Secretary Clinton
and the fact, because it involves her, let’s face it, that’s the reason
why we're here, but I want to try to take something out of this very
expensive and long investigation and try to use it in a productive
way toward reforming government that possibly we can get some-
thing good out of it.

So toward that end, I'm really concerned about this issue of up-
classification, because it seems as if, and I was not aware of this
until the investigation, there is quite a strong discrepancy between
not just former Secretary Clinton, but even former Secretary Pow-
ell, what he thinks should be classified, and then what is classified
after the fact. And I think you—if I'm right, there were some 2,000
emails that were up-classified? I was wondering if you could speak
to that.

Mr. CoMEY. Yeah. It actually was not a concept I was real famil-
iar with before this. It's the notion that something might not have
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been classified at the time, but that in hindsight, as a government
agency considers releasing it, they raise the classification level to
protect it because it would—it’s a candid assessment of a foreign
leader or something like that.

I think it is largely a State Department thing, because their dip-
lomats will often be conversing in an unclassified way, that when
they look at releasing it in response to a FOIA request, they think
it ought to be protected in some fashion.

But, honestly, I kind of pushed those to the side.

Mr. BoYLE. Right.

Mr. CoMEY. The important thing here was what was classified at
the time, that’s what matters.

Mr. BoYLE. Right. And that for a law enforcement official mat-
ters. But I'm just wondering if you could share with us any of your
impressions about a system that exists where there is such gray
area and discrepancy in what is classified and what’s not, and if
you or your agents had any suggestions for us, either in Govern-
ment Reform, or I happen to be on the Foreign Affairs Committee
that has oversight of State Department.

Do you believe that this is a matter that we should take up
where there is such discrepancy on what’s classified, what’s not
classified? I think of one example. Ambassador Ross put something
in a book that wasn’t classified, and then it was up-classified after
the book came out. But what good does that do us as a country in
terms of trying to protect the intelligence of the United States.

Mr. CoMEY. Yeah. I'm not an expert in this up-classification busi-
ness, but I do suspect it would be a fertile ground for trying to fig-
ure out whether there are ways to do it in a more predictable, reli-
able way.

Mr. BoYLE. Yeah. Well, thank you again for your service.

And I yield back my time.

Chairman CHAFFETZ. I thank the gentleman.

We’'ll now recognize the gentleman from Georgia, Mr. Hice, for 5
minutes.

Mr.- HicE. Director Comey, your statement on Tuesday clearly
showed that Secretary Clinton not only was extremely careless in
handling classified information, but that also any reasonable per-
son should have known better, and that also, in doing so, she put
our national security at risk with her reckless behavior.

So it seems to me that the American people are only left, based
on your assessment, with just a few options. Either Secretary Clin-
ton herself is not a reasonable person, or she is someone who pur-
posefully, willfully exhibited disregard for the law, or she is some-
one who sees herself as above the law.

And to muddy the water even further, after listening to you lay
out the facts of the investigation, much of what you said directly
contradicted her in previous statements that she had made.

I think it’s all this compiled, putting the—connecting the dots
that so many American people are irate, that after all of this there
was not a recommendation for Secretary Clinton to be prosecuted.

Now, I do greatly appreciate the fact that you came out with
much more information on this than you would have in other cases,
and I think that was the right the thing to do. Undeniably, this is
not a typical case. This is something of great public interest, obvi-
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ously the subject of the investigation, former Secretary of State,
former senator, and all those things that we have talked about,
former first lady, and so forth.

And in addition to this, her husband, who happens to be the
former President of the United States, is meeting privately with
the Attorney General right before all of this interview takes place.
Obviously, this is very suspicious, just the optics of it all. And at
the same time that you're coming out, or more or less the same
time that you are announcing the decision, Secretary Clinton is fly-
ing around in Air Force One with the President doing a campaign
event.

I mean, there’s nothing about this case that’s ordinary, there’s
nothing about the subject that’s ordinary.

So let me ask you this, Director: Did Secretary Clinton in fact,
comply with the Department’s policies or the Federal Records Act?

Mr. CoMEY. I don’t think so. I know you have the State inspector
general here, who's more of an expert on all the Department’s poli-
cies, but at least in some respects, no.

Mr. HICE. So keeping the servers at home and all these types of
tl_'lin_?gs, obviously, is not in compliance with the Department’s poli-
cies?

Mr. CoMEY. Yes. And I've read the inspector general’s report on
that. That's part of the reason I can answer that part with some
confidence.

Mr. HickE. Okay. And yet she said publicly that she fully com-
plied. So there again is another issue.

If you had the same set of facts but a different subject, a dif-
ferent individual involved, say, just an average, ordinary State De-
partment employee or an anonymous contractor, what would have
been the outcome?

Mr. CoMEY. I'm highly confident there would be no criminal pros-
ecution no matter who it was. There would be some range of dis-
cipline. They might get fired, they might lose their clearance, they
might get suspended for 30 days. There would be some discipline,
maybe just a reprimand, I doubt it, I think it would be higher on
the discipline spectrum, but some sort of discipline.

Mr. HICE. So is it your opinion that there should likewise be
some discipline in this case?

Mr. CoMEY. That’s not for me to say. I can talk about what
:;v{l)uld happen if it was a government employee under my responsi-

ility.

Mr. Hice. Well, then, what you’re laying out is that there is a
double standard. For someone else, a different subject, an anony-
mous contractor or someone at the State Department, there would
absolutely be discipline, but because of who the subject is, you're
not willing to say there should be discipline. So there’s—again, this
whole issue, this is what the American people are so upset about.

Let me say that, when you stated that no reasonable prosecutor
would pursue this case, is that because the subject of this inves-
tigation was unique?

Mr. CoMEY. No. Huh-uh. There’s no double standard there. And
there’s no double standard, either, in the sense that if it was John
Doe, a former government employee, you'd be in the same boat. We
wouldn’t have any reach on the guy. He wouldn’t be prosecuted.
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Mr. Hick. But he would have some discipline?

Mr. CoMEY. Well, not if he had left government service.

Mr. Hick. Had they lied about having servers, had they lied
about sending and receiving classified emails, had they lied about
not deleting those emails to the public, had they lied about not
having any marked classified, the statements are clearly docu-
mented, and you're saying that an average person would experience
discipline, by your own words, but Secretary Clinton does not de-
serve to be disciplined?

Mr. Gowby. [Presiding.] The gentleman’s time has expired, but
the Director may answer if he wants to.

Mr. CoMEY. An average employee still in government service
would be subject to a disciplinary process. Now, if they'd left, you'd
be in the same boat.

Mr. GowDY. The gentleman from Georgia yields back.

Tlhe chair will now recognize the gentleman from Vermont, Mr.
Welch.

Mr. WELCH. Thank you very much, Mr. Chairman.

Thank you, Director Comey.

The prosecutor has really awesome power. The power to pros-
ecute is the power to destroy and it has to be used with restraint.
You obviously know that. You're being asked to—you had to exer-
cise that responsibility in the context of a very contested Presi-
dential campaign, enormous political pressure.

You had to do it once before. And I go back to that evening of
March 10, 2004, when the question was whether a surveillance pro-
gram authorized after 9/11 by President Bush was going to con-
tinue despite the fact that the Justice Department had come to an
independent legal conclusion that it actually violated our constitu-
tional rights.

That’s a tough call, because America was insecure, the President
was asserting his authority as Commander in Chief to take an ac-
tion that was intended to protect the American people, but you and
others in the Justice Department felt that, whatever that justifica-
tion was, the Constitution came first and you were going to defend
it.

And as I understand it, you were on your way home and had to
divert your drivers to go back to the hospital to be at the bedside
of a very sick at that time Attorney General, and you had te stand
in the 1way of the White House chief of staff and the White House
counsel.

I'm not sure that was a popular decision or one that you could
have confidently thought would be a career booster, but I want to
thank you for that.

Fast forward, we've got this situation of a highly contested polit-
ical campaign. And there is substantive concern it’s legitimate by
Democrats and Republicans for independent political reasons, but
you had to make a call that was based upon your view of the law,
not your view of how it would affect the outcome of who would be
the next Commander in Chief.

Others have asked this for you, but I think I'm close to the end.
I want to give you a chance to just answer, I think, the bottom line
questions here. Had you, after your thorough investigation, found
evidence that suggested that criminal conduct occurred, is there
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anything, anything or anyone, that could have held you back from
deciding to prosecute?

Mr. CoMEY. No. I mean, I don’t have the power to decide pros-
ecution, but I'd have worked very hard to make sure that a right-
eous case was prosecuted.

Mr. WELCH. And you would have make that recommendation to
the Attorney General?

Mr. CoOMEY. Yes.

Mr. WELCH. Was there any interference, implicit or explicit, from
the President of the United States or anyone acting on his behalf
to influence the outcome of your investigation and the rec-
ommendation that you made?

Mr. CoMEY. No.

Mr. WELCH. Was there anyone in the Hillary Clinton campaign
or Hillary Clinton herself who did anything, directly or indirectly,
to attempt to influence the conclusion that you made to recommend
no prosecution?

Mr. CoMEY. No.

Mr. WELCH. At this moment, after having been through several
hours of questioning, is there anything in the questions you've
heard that would cause you to change the decision that you made?

Mr. CoMEY. No. I don’t—you know, I don’t love this, but it’s real-
ly important to do, and I understand the questions and concerns.
I just want the American people to know, we really did this the
right way. You can disagree with us, but you cannot fairly say we
did it in any kind of political way. We don’t carry water for any-
body. We're trying to do what the right thing is.

Mr. WELCH. Well, I very much appreciate that, and I very much
appreciate that it takes strong people of independent judgment to
make certain that we continue to be a Nation of laws.

Mr. Chairman, just one final thing, and I'll yield to Mr. Cum-
mings. We've got a political debate where a lot of these issues that
are going to be—that have been raised are going to be fought in
the campaign, and we've got Secretary Clinton who’s going to have
to defend what she did. She’s acknowledged it’'s a mistake. We've
got that great constitutional scholar, Mr. Trump, who’s going to be
making his case about why this was wrong. But that’s politics,
that’s not really having anything to do with the independence of
prosecutorial discretion.

Thank you, Director Comey.

And I yield whatever additional time I have to Mr. Cummings.

Chairman CHAFFETZ. I think the gentleman’s going to yield back.
I've spoken with Mr. Cummings.

We'll now recognize the gentleman from Kentucky, Mr. Massie,
for 5 minutes.

Mr. MassIE. Thank you, Mr. Chairman.

And thank you, Director Comey, for showing up and your willing-
ness to be transparent and answer a lot of unanswered questions.

A few hours before this hearing started I went onto social media
and asked people to submit questions, and I've got over 500 ques-
tions, and I don’t think I'll get to ask them all in these 5 minutes,
but I'm sure you’ll be willing to answer them.

One of the common things that I came in here to ask, but I real-
ized it’s not the right question now, is what'’s the difference be-
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tween extremely careless and gross negligence. But in the process
of this hearing, what I’'m hearing you say is, that’s not what we—
that’s not what your reluctance is based on, it's not based on—the
reluctance to prosecute, by the way. Your reluctance to recommend
a prosecution or an indictment is not based on parsing those words,
it’s based on your concern for this statute, with this statute, is that
correct, from your opening statement?

Mr. CoMEY. It's broader than that, actually, the statute, and it
fits within a framework of fairness and also my understanding of
what the Department of Justice has prosecuted over the last 50
years.

Mr. MASSIE. So when you say a reasonable prosecutor wouldn’t
take this case, it's not because you don’t think she made—that she
lied in public or that maybe she was negligent, it’s because you
have concern with the prosecutorial history of the statute?

Mr. CoMEY. And not just that statute, but also 1924, which is the
misdemeanor. I also don’t see cases that were prosecuted on facts
like these. So both, both 793 and 1924.

Mr. MassiE. But you did find one prosecution. And has it been
overturned by the Supreme Court?

Mr. CoMEY. No. There was one time it was charged in an espio-
nage case, and the guy ended up pleading guilty to a different of-
fense, so it was never adjudicated.

Mr. MassIE. So, you know, so that your concern is with the neg-
ligence threshold, that you think it requires mens rea, or knowing
the crime. But in all 50 States isn’t there a negligent homicide stat-
ute and aren't people prosecuted for that all the time, and doesn’t
the Supreme Court and all the courts below that uphold those pros-
ecutions, just on the basis of negligence?

Mr. CoMEY. I don’t know whether all 50 States. I think negligent
homicide and manslaughter statutes are relatively common.

Mr. Massik. Okay. So but don’t all 50 States have something like
that,?and aren’t those sustained in the upper courts, those convic-
tions?

Mr. CoMEY. I don’t know whether all 50 States have something
like that. But, again, I think it’s very common and I think those
are sustained.

Mr. MaAssIE. So don’t we have a history of—you know, you im-
plied that the American judicial system doesn’t have a history of
convicting somebody for negligence, but don’t we in other domains
of justice?

Mr. ComEY. We do. I know the Federal system best. There are
very few in the Federal system. They're mostly, as we talked about
earlier, in the environmental and Food and Drug Administration
area.

Mr. MassiE. Okay. Thank you.

Now, I want to ask another question that's come up here. You've
basically related to us that this information, this top secret or clas-
sified information, got into these email chains because of conversa-
tions people were having, they were relating what they heard be-
fore in other settings. Is that correct?

Mr. CoMEY. No. Maybe in some cases, but it was people having
an email conversation about a classified subject.
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Mr. Massie. Okay. So they were having an email conversation,
but how in this email conversation did this bore marking show up?
Like, if theyre not sophisticated enough, as you said before, even
Hillary Clinton wasn’t sophisticated enough to recognize a bore
marking, the C with the parentheses for confidential or classified,
how did—if they weren’t that sophisticated, how did they recreate
that bore marking in their emails when they were having these
discussions?

Mr. CoMmEY. Yeah. Somebody—a lot of what ended up on Sec-
retary Clinton’s server were stuff that had been forwarded up a
chain and gets to her from her staff, a lot of that forwarding, and
then she comments sometimes on it.

Someone down in the chain, in typing a paragraph that summa-
rized something, put a portion marking, C—paren, C paren, on
that paragraph.

Mr. MassiE. Can you—doesn’t it take a lot of intent to take a
classified document from a setting that’s, you know, authorized and
secure to one that's not? Wouldn’t it require intent for somebody
to recreate that classification marking in an unsecure setting?

Mr. CoMEY. I don’t know. It’s possigle, but also I could——

Mr. MAsSSIE. I mean, did they accidentally type open parentheses,
C, close parentheses, and indent the paragraph?

Mr. CoMEY. Oh, no. You wouldn’t accidentally type that.

Mr. MAssIE. Right. Someone——

Mr. CoMEY. Right.

Mr. MASSIE. Someone down the chain——

Mr. COMEY. Okay.

Mr. MASSIE. So this is my question, is someone down the chain
being investigated? Because they had the intent, clearly, if they
had the sophistication, which Hillary Clinton, you insinuate, may
have lacked, if they had the sophistication to know what this bore
marking was, they had the—had to have the intent to recreate it
or the intent to cut, copy, paste from a secure system to an unse-
cure system. Wouldn’t that be correct?

Mr. ComEY. Potentially, but we're not—there’s not an open crimi-
nal investigation of that person way down the chain at the State
Department.

Mr. MAsSIE. Shouldn’t there be?

Mr. COMEY. A criminal investigation?

Mr. MASSIE. An investigation if there’s intent, which is what
you—I mean, and I think you may be reasonable in requiring that
threshold, but don’t we treat everybody the same, whether it's at
the top of the chain or the bottom of the chain?

Mr. CoMEY. Sure. You want to if the conduct is the same. But
we did not eriminally investigate whoever started that chain and
put the C on those paragraphs, we didn’t.

Mr. MassiE. Okay. I would suggest maybe you might want to do
that.

And I will yield back to the chairman.

Chairman CHAFFETZ. I thank the gentleman.

We'll now recognize the gentlewoman from Michigan, Mrs. Law-
rence, for 5 minutes.

Mrs. LAWRENCE. Director Comey, how many years have you been
the Director?
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Mr. CoMmEY. Two—well, 3 years. I know the exact date count, I
think, at this point.

Mrs. LAWRENCE. Okay. So how many cases have you inves-
tigated, approximately, that you had to render a decision?

Mr. CoMEY. The Bureau investigates tens of thousands of cases.
The Director only gets involved in a very small number of them.

Mrs. LAWRENCE. So about how many?

Mr. ComgY. I think I've been deeply involved in probably 10 to
20. .
Mrs. LAWRENCE. Have you ever been called before Congress on
any of those other decisions?

Mr. CoMEY. No, this is the first time.

Mrs. LAWRENCE. Thank you.

There are some Republicans who support you. Not surprisingly,
they’re the ones who actually know you.

And I have a letter here and I would like to enter into the record
from Richard Painter, Mr. Chair. He was President Bush’s chief
" ethics lawyer. And may it be entered into the record?

Chairman CHAFFETZ. She’s asking unanimous consent. Without
objection, so ordered.

Mrs. LAWRENCE. Mr. Painter refers to Mr. Comey as a man of,
and I quote, a man of the utmost integrity, who calls the shots as
he saw them without regard to political affiliation or friendship.

He states, and I quote: Throughout the FBI investigation of Sec-
retary Clinton’s email server, I have been convinced that the Direc-
tor would supervise the investigation with being impartial and
strict adherence to the law, as well as prosecutorial precedent.

He also adds: Although I'm aware of very few prosecutions for

carelessness in handling classified information as opposed to inten-
tional disclosure, I knew that the Director would recommend pros-
ecution in any and all circumstances where it was warranted. I
cannot think of someone better suited to handle such a politically
sensitive investigation.
_ Finally, and I quote: I urge all Members of the United States
Congress to stop from inferring in specific decisions, particularly
those involving political allies or opponents. During my tenure in
the White House, there were very unfortunate allegation that pow-
erful senators sought politically motivating firing of a United
States Attorney. Whether or not such allegations were true, it is
imperative, and I'm still quoting, that members of the Senate or
the House never again conduct themselves in a manner where such
interference could be suspected.

And I want to be on the record, I wholeheartedly agree with Mr.
Painter.

Director, you have demonstrated yourself, you sat here and an-
swered the questions. And I would never oppose to finding the an-
swers to any situation that is directly related to Federal agencies
which we on this committee are responsible for. But I want to be
clear that Congress has no business—no business—interfering with
lt';hlese types of decisions that are coming in this—in your responsi-

ility.

These type of attacks are not only inappropriate, but they're dan-
gerous. They're dangerous because they could have a chilling effect
on the future investigations.
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And I asked that question, how long have you been in this posi-
tion and how many times have you made decisions and yet were
not pulled in 24 hours before this committee? How many times?
And then we say it’s not political.

And you have said repeatedly, regardless of who it was, you con-
ducted the investigation as required under your responsibility. And
here you have Republicans who are saying you are an honorable
man, and till this day, I have not heard any complaints of your
judgment.

So I sit here today as a Member of Congress on the record that
the slippery slope that we’re seeing today in this hearing, I want
every Member to be cautious of what we're saying, that in America
when we have investigations, that we will allow our own elected
Congress and Senate to make this a political agenda to attack, but
only if it’s in their agenda. This goes for Democrats and Repub-
licans. We are not here to do that.

Thank you, and I yield back my time.

Chairman CHAFFETZ. I thank the gentlewoman.

We'll now recognize the gentleman from Iowa, Mr. Blum.

Mr. BLuM. Thank you, Mr. Chairman.

Thank you, Director Comey, for being here today, and thanks for
hanging in there till every last question is answered.

I'm not a lawyer. That's the good news. I'm a career business-
man. I've spent most of my career operating in the high-tech indus-
try. And today I've heard words such as common sense, reasonable
person, carelessness, judgment, or lack thereof. I like these words.
I understand these words. I think the average American does as
well. So I'd like to focus on that.

Last Tuesday, Director Comey, you said, and I quote: “None of
these emails should have been on any kind of an unclassified sys-
tem, but their presence is especially concerning because all these
emails were housed on unclassified personal servers not even sup-
ported by full-time security staff, like those found at agencies of the
United States Government, or even with a commercial email serv-
ice such as Gmail.”

Director Comey, my small Iowa business doesn’t even use Gmail
for our email, because it’s not secure enough. I know some security
experts in the industry. I checked with them. The going rate to
hack into somebody’s Gmail account, $129. For corporate emails,
they can be hacked for $500 or less. If you want to hack into an
IP address, it's around $100. And I'm sure the FBI could probably
do it cheaper. This is the going rate.

Director Comey, are you implying in that statement that the pri-
vate email servers of Secretary Clinton’s were perhaps less secure
than a Gmail account that is used for free by a billion people
around this planet?

Mr. CoMEY. Yes. And I'm not looking to pick on Gmail. Their se-
curity is actually pretty good. The weakness is in the individual
users.

But, yes, Gmail has full-time security staff and thinks about
patching and logging and protecting their systems in a way that
was not the case here.

Mr. BLuM. I'd like to ask you, what kind of judgment—we talked
a lot about judgment today—does this decision to potentially ex-
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pose to hackers classified information on an email service that’s
less secure than Gmail—your words—what does that suggest to
you? What type of judgment does that suggest to you?

Mr. CoMEY. It suggests the kind of carelessness that 1 talked
about.

Mr. BLUM. In August of last year, Secretary Clinton was asked
by Ed Henry of Fox News whether she had wiped her entire server,
meaning did she delete all the emails on her server. Her response:
“You mean with a cloth?”

March of 2015, during a press conference, Secretary Clinton as-
sured us her private email server was secure, saying the server
was on private property guarded by the Secret Service.

Now, this would be laughable if it wasn’t so serious. I know, you
know, my constituents in eastern Iowa know you don’t need to be
a cat burglar to hack into an email server and you don’t need a
cloth to wipe a server clean. One would think that a former United
States senator, one would think that a former secretary of state
would know this as well. Would you agree with that statement?

Mr. COMEY. You would think, although as I said before, one of
the things I've learned in this case is that the Secretary may not
have been as sophisticated as people assume. She didn't have a
computer in her office at the State Department, for example. So I
don’t think—so I would assume the same thing about someone who
had been a senator and a high-ranking official. I'm not sure it's a
fair assumption in this case.

Mr. BLUM. In your opinion, Director Comey, did Secretary Clin-
ton know that a server could, in fact, be wiped clean electronically
and not with a cloth?

Mr. CoMEY. Well, I assume that—I don’t know.

Mr. BLuM. Would you assume she knows that?

Mr. CoMEY. I would assume that it was a facetious comment
about a cloth, but I don’t know. I don’t know in particular on that
one.

Mr. BLuM. Would you also assume, Director, that Secretary Clin-
ton knew that a server could be wiped clean electronically, that it
could be hacked electronically, not physically, you don’t need a cat
burglar to hack a server? Would you assume—would it be reason-
able to assume she knows that?

Mr. CoMEY. To some level it would be reasonable, to some level
of understanding.

Mr. BLuM. Then, once again, for someone who knew these things,
or we assume to some level she knew these things, what kind of
judgment does the decision to expose classified material on per-
sonal servers suggest to you, what type of judgment?

Mr. CoMEY. Well, again, it's not my place to assess judgment. I
talk in terms of a state of mind, negligence in particular. I think
there was carelessness here, and in some circumstances extreme
carelessness.

Mr. BLuM. Was her server hacked?

Mr. CoMEY. I don’t know. I can't prove that it was hacked.

Mr. BLUM. So that answer says to me it could have been hacked.

Mr. COMEY. Sure. Yeah.
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Mr. BLUM. And if it was hacked, potentially damaging material
damaging to American secrets, damaging to American lives, could
have been hacked. Could have been exposed, correct?

Mr. COMEY. Yeah.

Mr. BLuM. Lives could have been put at risk if that server was
indeed hacked?

Mr. CoMEY. I'm not prepared to say yes as to that last piece.
That would require me going into in a way I can’t here the nature
of the classified information. But there’s no doubt that it would
have potentially exposed the information that was classified. The
information was classified because it could damage the United
States of America.

Mr. BLUM. So it could have happened. The FBI just isn’t aware?

Mr. CoMEY. Correct.

Mr. BLUM. Thank you very much. Thank you for being here. I
yield back the time I do not have.

Chairman CHAFFETZ. Thank the gentleman. I now recognize the
gentlelady from New Jersey, Mrs. Watson Coleman, for 5 minutes.

Mrs. WaTsoN COLEMAN. Thank you. And thank you, Director.
{’ﬁre got a number of questions. So I'm going to, like, zip through

ese.

Mr. CoMEY. Okay.

Mrs. WaTsoN CoOLEMAN. This is a question I'm going to ask and
you, and may not even have the answer to it because you may not
have known this. This is about the classification marking issue
that you've been asked about earlier. According to the State De-
partment, which addressed this issue yesterday, a spokesman said
that the call sheets appear to bear classified markings. But this
was actually a mistake. To quote, “Generally speaking, there’s a
standard process for developing call sheets for the Secretary of
State. Call sheets are often marked, but it’s not untypical at all for
them to be marked at the confidential level prior to a decision by
the Secretary that he or she will make that call. Oftentimes, once
it is clear the Secretary intends to make a call, the Department
will then consider the call sheet SBU, sensitive but unclassified, or
unclassified altogether and then mark it appropriately, and then
prepare it for the Secretary’s use and actually marking the call.”

“The classifications of a call sheet, therefore, is not necessarily
fixed in time and staffers in the Secretary’s office who are involved
in preparing and finalizing these call sheets, they understand that.
Given this context, it ac?pears that markings in the aprropriate—
in the documents raised in the media reports were no longer nec-
essary or appropriate at the time. They were sent as an actual
email. Those markings were human error. They didn’t need to be
there.” Did you know this?

Mr. CoMEY. No.

Mrs. WaTsoN CoLEMAN. Thank you, Mr. Director. Can you tell
me, based upon your information, has there been, and is there any
evidence that our national security has been breached or at risk as
a result of these emails, and their being on this server? Is there
any evidence?

Mr. CoMEY. There’s no direct evidence of an intrusion.

Mrs. WaTrsoN COLEMAN. Thank you very much. I have to tell you
that while I think that this should conclude this discussion, I know
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we're going to hear this issue ad nauseam. But I am concerned
about another issue that I think really is resonating with the peo-
ple in this country.

And that issue has to do with experiences that we had just the
last 2 days. Mr. Director, I want to bring this up for your consider-
ation, because I want to ask you what can the FBI do—FBI do in
this issue? This morning we woke up to another graphic and deeply
disturbing video that actually brought me to tears when my staff
played it for me wherein a Minnesota woman’s boyfriend was—has
been shot as her young child set in the back seat after apparently
telling the officer he was licensed to carry a weapon, he ﬁad it on
him, and was going to reach for his identification.

Just the other day there was an incident in Baton Rouge involv-
ing a Mr. Alton Sterling, an African American man who was shot
while pinned to the ground by police officers in Baton Rouge. An
interaction tape by two bystanders with cell phones captured this.

So I think that we have got an issue here. An issue of real na-
tional security. And I want to ask you, Mr. Director, do we have
an opportunity to direct our time and resources in your department
to those issues? Is it not important that we say their names to re-
mind people of the loss of a Tamir Rice, to an Eric Garner, to an
Alton Sterling, to a John Crawford, III, to a Michael Brown, to a
Walter Scott, and even a Sandra Bland? Deaths in the hands of po-
lice custody, or by police happening. Are these not happening at an
alarming rate? And is this not a legitimate space for the FBI to be
working in?

Mr. CoMEY. Yes, is the emphatic answer. Those are incredibly
important matters. As you know, the FBI spends a lot of time on
them because they—they're very, very important. We have an in-
vestigation open on the Baton Rouge case. I was briefed this morn-
ing on the Minnesota case. And I would expect we’ll be involved in
that as well. It’s an important part of our work.

Mrs. WATSON COLEMAN. Do you feel that you have the sufficient
resources from the legal imperative to the funding to address these
caé;es?and what seems to be a disturbing pattern in our country
today?

Mr. COMEY. I'm a bad bureaucrat, but I believe I have sufficient
resources and we are applying them against those situations. Be-
cause | believe the individual cases matter enormously, but also,
the people’s confidence in law enforcement is one of the bedrocks
of this great country of ours. So I have the resources, and we're ap-
plying them.

Mrs. WaTsoN CoOLEMAN. And, in addition, we believe that our
law enforcement is, by and large, of high integrity and has the de-
sire to keep us protected and safe. But when we find out that there
are these occasions, and when there’s an indication that there’s a
pattern that is taking place in this country, we have a responsi-
bility to ensure that everyone in this country is safe. And simply
because you're a black man or a black woman does not make you
a target. Thank you. I yield back my time.

Chairman CHAFFETZ. Thank the gentlewoman. We'll now recog-
nize the gentleman from North Carolina, Mr. Walker.

Mr. WALKER. Thank you, Mr. Chairman. Thank you, Director
Comey, for being here. A few things in this town that people agree
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on both sides of the aisle. And one is your reputation. Reminded
the passage in James, “Swift to hear, slow to speak, slow to wrath.”
I am a little disappointed in some of the things that I've heard
from my colleagues about some of the attacks on your character
and your integrity. I haven't heard those, and I hope that we have
not experienced that. I also struggle with the change of heart that
we're hearing today. Because I have a list of elected officials who
have questioned your investigation, even attacked it. In fact, the
former President Clinton said this is a gain. In fact, just last Fri-
day, Ms. Wasserman Schultz, Congresswoman Wasserman Schultz
said Secretary Clinton is not the target of this investigation or
whatever you want to call it. My question to you today is do you
feel like this has been a Republican witch hunt? This hearing.

Mr. CoMEY. No.

Mr. WALKER. Okay. Thank you for

Mr. CoMEY. No, I said at the beginning I understand people’s
questions and interest. And I'm a huge fan of transparency. I think
that’s what makes our democracy great.

Mr. WALKER. I think those are one of the reasons of why you are
so respected. To me, this hearing is about understanding and dis-
seminating the facts, how you saw them, and how the American
public sees them. And specifically, in the areas of where there was
wrongdoing admitted under your investigation, where there was
obviously breaking the law. But also some coverups. Did Congress
ask you to pursue this investigation? :

Mr. CoMEY. No. It was a referral from the inspector general of
the intelligence community.

Mr. WALKER. So it wasn’t Republicans either. Was it?

Mr. CoMEY. No.

Mr. WALKER. How did you go about collecting the evidence?

Mr. CoMEY. We used the tools that we normally use in a criminal
investigation.

Mr. WALKER. Did or do you receive a congressional referral for
all the information that you collected?

Mr. COMEY. Not to my knowledge.

Mr. WALKER. Well, then one of the things that I'm struggling
with, or that I would like to know speciﬁca%ly is, under oath, Ms.
Clinton made these three comments that we now know are untrue
in the Benghazi hearing. Number one, she’s turned over all her
work-related emails; number two, telling the committee that her
attorneys went through every single email; and then finally, and
probably the one that continues to stick the most, there was, and
I quote, “Nothing marked classified on my emails,” end quote. Now,
earlier, when the chairman questioned you about this, you said
something about needing a congressional referral recommendation,
My question is, something of this magnitude, why or can you help
me understand, why didn’t it rise to your investigation, or someone
bringing that to your knowledge as far as saying this is a problem,
here she is, again, Secretary Clinton lying under oath, specifically
about our investigation?

Mr. CoMEY. Well, we, out of respect for the legislative branch
being a separate branch, we do not commence investigations that
focus on activities before Congress without Congress asking us to
get involved. That’s a longstanding practice of the Department of
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Justice and the FBI. So we don’t watch on TV and say: We ought
to investigate that. You know, Joe Smith said this in front of the
committee. It requires the committee to say: We think we have an
issue here. Would you all take a look at it.

Mr. WALKER. But with all due respect, if you had the Secretary
Clinton, who is under oath speaking about your very investigation,
and you talked about your wonderful staff, and certainly have no
reason to deny that, why wouldn’t that rise to the level of sus-
picion? Here she is saying this under oath. I mean, lying under
oath is a crime. Is it not?

Mr. CoMEY. Yes.

Mr. WALKER. And what’s the penalty on that? That’s considered
perjury, right?

Mr. CoMEY. Perjury. It’'s a felony. I forget the exact—it’s poten-
tially years in prison.

Mr. WALKER. But I don’t understand. Would you help me under-
stand why somebody wouldn’t have tipped you off that she’s talking
about the very specific case under oath that you’re investigating.

Mr. ComEY. Well, there’s a difference between us being aware of
testimony and us opening a criminal investigation for potential per-
jury. Again, it's not this case in particular, but all cases. We don’t
do that without a committee saying we think there was an issue
in testimony given in this separate branch of the government.

Mr. WALKER. You also mentioned earlier, and it’s been quoted
several times that no reasonable prosecutor would move forward
with some of the facts. Is there any room at all that somebody
would differ a little bit on the opinion? I know that former United
States Attorney General Michael Mukasey said would the illegal
server disqualify her from ever holding any Federal office? So there
are some people of high esteem that may differ, obviously not privy
to the exact facts, but can you make any room—you said no reason-
able person. Do you understand why the American people, or would
you understand why other people may say that she has stepped
across the line or broken enough law here that you would come to
a different conclusion?

Mr. CoMEY. Sure. I respect different opinions. My only point is,
and I said earlier I smile because those folks are my friends. I've
worked with them for a long time. None of those guys in my posi-
tion, I believe, knowing what I-know, would think about it dif-
ferenély. But I also respect that they have a different view from the
outside.

Mr. WALKER. Thank you, Mr. Chairman. Yield back.

Chairman CHAFFETZ. I thank the gentleman. I now recognize the
gentleman from California, Mr. DeSaulnier.

Mr. DESAULNIER. Thank you, Mr. Chairman. Director, I just
want to thank you as others have and I know you don’t need this,
but I think the American people clearly need to hear it. And you've
done a wonderful job today. But there are moments in my political
life and as an American I despair for the future of this country. Not
often. But in those moments comes an individual like yourself ei-
ther by providence or good fortune or by the framework of the U.S.
Constitution, and I really believe you have served this country and
all Americans well, irrespective of their party affiliation.
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So really two questions. Two lines of questions, I should say. One
is, and another colleague has brought this up. But you mentioned
in just previous testimony about the bedrock and the importance
of public confidence in public safety institutions, yours and all. So
I just want to give you an opportunity, I think you have responded
to this multiple times, but give you a little more opportunity, be-
cause I think it's important for the American public to know that
the system isn’t rigged, that there are people such as yourself, and
the 15 individuals who worked on this case and others that do
their job and believe in the Constitution of the United States. And
if you have any further comments about comments that would say
that?the system’s rigged and Americans should give up on the sys-
em

Mr. CoMEY. No, I—one of reasons I welcome this opportunity to
have this conversation is I was raised by great parents who taught
me you can’t care what other people think about you. Actually, in
my business, I have to and deeply do, that people have confidence,
that the system’s not fixed against black people, for rich people, for
powerful people. It’s very, very important that the American people
understand that there really are people that you pay for with your
tax dollars who don’t give a rip agout Democrats or Republicans or
this or that, who care about finding out what is true.

And I am lucky to lead an organization that is that way to its
core. I get a 10-year term to ensure that I stay outside of politics.
But in a way, it's easy. I lead an organization that is resolutely
apolttlcal We are tough aggressive people. If we can make a case,
we'll make a case. We do not care Y‘lat the person’s stripes are or
what their bank account looks like.

And I worry very much when people doubt that. It's the reason
I did the press conference I did 2 days ago. I care about the FBI's
reputation. I care about the Justice Department. I care about the
whole system deeply. And so I decided I'm going to do something
no Director’'s ever done before. I'm not going to tell the Attorney
General or anybody else what I'm going to say, or even that I'm
going to say it. They didn’t know, nor %id the media know, until
I walked out what I was going to talk about.

And then I offered extraordinary transparency, which I'm sure
confused and bugged a lot of people. It's essential in this democracy
that people see as much as they can so they can make their judg-
ment. Again, you may—they may conclude I'm an idiot. I should
reason differently. But what I hope they will not conclude is that
I am a dishonest person.

I am here trying to do the right thing in the right way. And I
lead 36,000 people who have that as their spine. That's what 1
want them to know. I don’t care that people agree or disagree.
That’s what’s wonderful about our democracy. But at its core, you
need to know there are good people trying to do the right thing all
day long. And you pay for them, and we’ll never forget that.

Mr. DESAULNIER. I appreciate that. And within the context of
these are human institutions, pretty clear to me as a nonlawyer
that you got a bright line in terms of your decision about pursuing
prosecution. But you did spend an extended period of time talking
about what I think I take from you as being fairly objective anal-
ysis of what was careless in terms of handling of it, either ascribed
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to the former Secretary of State or to the Department. And you
said, and I quote, during your comments, “While not the focus of
our investigation, we also developed evidence that the security cul-
ture of the State Department in general and respect to the use of
unclassified email systems in particular was generally lacking in
the kind of care for classified information found elsewhere in the
government.” That’s accurate. Isn't it?

Mr. CoMEY. Yes, sir.

Mr. DESAULNIER. So struggling with this, and this is in the con-
text of this hearing, Oversight and State Department, and this
committee, as to how do we go from here and be clearer about how
the State Department, we’ll talk about this with the IG, and some
of the comments that former Secretary Powell has made, including
that the absurdity of the retroactive classification. And now we
have 1,000 of these emails from Secretary Clinton that’s out in the
public and are being spread even further.

So there are other people involved. Sitting there, how does this
committee go forward to make sure that the State Department can
still function in the way it does with human beings and have con-
versations that are both transparent but also national security?
What are the things we need to do to make sure that this doesn’t
happen again?

Mr. CoMmEY. Well, I think a good start—I think the reason the

chairman has the IG from the State Department here is to start

that conversation. The IG knows deeply the culture of a Depart-
ment, and is far better equipped than I to say you ought to focus
here, you ought to focus there to make it better. So I think that’s
place to start.

Mr. DESAULNIER. Thank you, Mr. Director. I yield back.

Chairman CHAFFETZ. Thank you. We'll now recognize the gen-
tleman from Tennessee, Mr. DesJarlais, for 5 minutes.

Mr. DEsJARLAIS. Director Comey, thank you for appearing so
quickly on short notice. I think it’s really important that you're
here. Because of the way you laid out the case on Tuesday, there
is a perception that you felt one way and then came to another con-
clusion. I, like many of my colleagues, put a post up back in my
district and let them know you were coming. And in less than 24
hours, I had 750 questions sent to ask you.

So, again, thank you for being here. But a common theme, just
to summarize, a lot of those concerns were that in this case, Clin-
ton was above the law. That there was a double standard. And a
lot of that was based on the way you presented your findings. Now,
your team, you said you did not personally interview her on Satur-
day but your team did for about 3-1/2 hours, correct?

Mr. CoMEY. Yes.

Mr. DESJARLAIS. Okay. Do you know in reading the review or the
summary, did they ask Hillary Clinton about her comment that she
had lt;ever sent or received classified information over private
email?

Mr. CoMEY. I think so. But I can't—I can’t remember specifically.

Mr. DESJARLAIS. Okay.

Mr. COMEY. It’s a very long 302, I'd have to check.
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Mr. DESJARLAIS. And we’ll get access to that. Do you know if
they asked her when she said that there was nothing marked clas-
sified on my email sent or received?

Mr. COMEY. Same answer. I'm not sure,

Mr. DEsJARrLAIS. Okay. And so the same answer then when she
said, “I did not email any classified material to anyone on my
email. There is no classified material.” You don’t know whether
they asked her that? ’

Mr. CoMEY. I don’t know whether they asked her that question.
The entire interview was going—was focused on so what did you
know, what did you see, what is this document. That kind of thing.

Mr. DESJARLAIS. Do you know if they asked her whether she
stands by the fact that she said she just used one device and that
was for her convenience?

Mr. CoMEY. I don’t know. I know they established from talking
to her she used many devices during here 4 years. So I don’t know
whether they asked her specifically about that statement.

Mr. DESJARLAIS. Okay. I guess my——

Mr. CoMEY. That'’s easy to check, though.

Mr. DEsJARLAIS. I guess my point is, you're trying to get inside
the head of Hillary Clinton in this investigation and know whether
there was intent. And so we all know what she told the people.
That’s been well-documented. She said that she did not do those
things, that she did not send or receive classified emails, that she
used one server and one device for her convenience, and since then,
I think even in your statement you recognize that those were not
correct. Is that fair?

Mr. CoMEY. I really don’t want to get in the business of trying
to parse and judge her public statements. And so I think I've tried
to avoid doing that sitting here.

Mr. DEsJARLAIS. Why do you feel that’s important?

Mr. CoMEY. Because what matters to me is what did she say to
the FBI. That’s obviously first and foremost for us.

I\};Iré DEsJARLAIS. Right. Honest people don’t need to lie. Is that
right?

r. COMEY. Honest people don’t need to lie? I hope not.

Mr. DESJARLAIS. Okay. Well, in this case, for some reason, she
felt the need to misrepresent what she had done with this server
all throughout the investigation. And you guys, after a year,
brought her in on Saturday. And in 3-1/2 hours, came out with the
conclusion that she shouldn’t be prosecuted because there was no
intent. Is that right?

Mr. CoMEY. No.

Mr. DEsJARLAIS. Okay. So I don’t want to put words in your
mouth, but is it fair to say that your interpretation of Hillary Clin-
ton’s handling of top secret information and classified documents
was extremely careless?

Mr. COMEY. Yes.

Mr. DESJARLAIS. And is it fair to say that you said that you went
on to define “extremely careless” that Hillary Clinton’s handling of
top secret information was sloppy or represented sloppiness?

Mr. CoMEY. Yeah. That’s another way of trying to express the
same concept.
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Mr. DEsJARLAIS. Okay. And then just a few minutes ago, you
also stated that you now believe that Hillary Clinton is not nearly
as sophisticated as people thought. Is that correct?

Mr. CoMEY. Yeah. I think that’s fair, actually. No, not as people
thought, but as people would assume about somebody with that
background. I'm sorry. I should be clear about this. Technically so-
phisticated. I'm not opining in other kinds of sophistication.

Mr. DEsJarLAIS. All right. In the last minute, Director, I want
to talk a little bit about precedent. Because I think my colleague,
Trey Gowdy, made a great point that there still is really no prece-
dence in terms of punishment for this type of behavior. Are you fa-
miliar with Brian Nishimura’s case?

Mr. COMEY. Yes.

Mr. DEsJARLAIS. Okay. He’s a Naval Reservist for those who
don’t know. And he was prosecuted. What is the difference between
his case and Hillary Clinton’s case in terms of extremely careless-
ness and gross negligence, because we're dealing with statute 793,
section (f), where it does not require intent. Is that correct?

Mr. COMEY. I'm sorry. 793(D) is the gross negligence standard.

Mr. DEsJARLAIS. Right. And is that why Brian Nishimura was
punished?

Mr. CoMEY. No. Nishimura was prosecuted under the mis-
demeanor statue 1924 on facts that are very different. If you want
me to go through them, I'll go through them, but very different
that— :

Mr. DEsSJARLAIS. Okay. I think that there’s been a review of this
case, and they're very similar. And that’s why people feel that
there’s a double standard.

Mr. CoMEY. What they're reading in the media is not a complete
accounting of the facts in that case.

Mr. DEsJARrLAIS. Well, would you agree, then, with Representa-
tive Gowdy that there still is really no precedence for punishing
someone like Hillary Clinton and she could really go in—poten-
tially be elected President and do this again without fear of being
punished? .

Mr. CoMEY. I don’t think I'm qualified to answer that question.

Mr. DEsJARLAIS. My time’s expired. Thank you for your time.

Chairman CHAFFETZ. Thank the gentleman. I now recognize the
gentlewoman from New Mexico, Ms. Lujan Grisham.

Ms. LuJaN GrIsHAM. Thank you, Mr. Chairman. I've had the
benefit of when you're last, or nearly last to really have both the
benefit and then the question, the kinds of statements and the dia-
logue back and forth. And where I am settled at this point in time
is in a couple of places. But particularly, I don’t think there’s any
member in this committee or, quite frankly, any Member in Con-
gress who doesn’t both want and expect that the FBI and the De-
partment of Justice to be and to operate in a fair, unbiased, highly
independent manner. Otherwise, you can’t appropriately uphold or
enforce Federal law. And while we have all—this has been stated
in a couple of different ways, I'm going to see if we can’t—I want
to get direct answers.

So, Mr. Comey, is there any evidence, given that that’s the stand-
ard that we all want, desire, and expect, to suggest that Hillary
Clinton was not charged by the Department of Justice due to inap-
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propriate political influence, or due to her current or previous pub-
lic positions?

Mr. CoMEY. Zero. And if there is such evidence, I'd love folks to
show it to me.

3’[?3. LuJAN GrISHAM. In that regard, was there a double stand-
ard?

Mr. CoMEY. No. In fact, I think my entire goal was to avoid a
double standard, to avoid what sometimes prosecutors call celebrity
hunting and doing something for a famous person that you would
never do for an ordinary Joe or Jane.

Ms. LusanN GrisHAM. Thank you. And I really appreciate that
you're here today, and explaining the process in great detail, frank-
ly, and I've—this committee works at getting specific detail about
a variety of reviews, investigations, policies, concepts throughout
Federal Government. And I think I can say that this committee
often finds that we don’t get very much clarity or specific responses
to the majority of questions that we ask. So I really appreciate
that. And that in explaining that what led the FBI to conclude that
Hillary Clinton should not be charged.

Saying that, however, I'm still concerned, frankly, that the use
of this hearing and some of the public statements made by elected
officials accusing the Department of Justice of using a double
standard without any evidence at all to support that statement,
leaning on accusations of such, in fact, jeopardizes the very thing

that we want the most, which is an apolitical and independent De- -

partment of Justice. And we have every right to ask these tough
questions.

And to be clear that the process that you use for everyone, in-
cluding elected officials, works. And that there’s a responsibility
not to substitute your own political preferences to the outcome of
an independent and apolitical Department of Justice investigation
on any level, whether it involves Hillary Clinton or anybody else.
Do you agree with that general statement?

Mr. COMEY. Yes.

Ms. LujaN GRISHAM. For me, that’s a really important ethical
line that I believe should never be crossed. I worry that some of
what we did today could be, frankly, interpreted as violating that
very standard. And for that, I certainly want the American people
and my constituents who are watching to understand that very im-
portant line, and to be sure that our responsibility is better served
making sure that we do have, in fact, an independent body whose
aim it is to bring about truth and justice and uphold the Federal
law. And, sir, based on everything that you've said today, I don't
see any reason to disagree with your statements, your assessments,
or the explanation of that process.

With the little time I do have left, I do want to say that given
that some of the classified material that we have both debated and
talked about today can be classified later or up-classified, or that
other agencies have different determinations of what constitutes
classified and not. I do think that’s a process that warrants refin-
ing. And if something can come out of this hearing about making
sure that we do something better in the future for everyone, not
just appointed or elected officials, that that ought to be something
that we do.
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I'm often confused by some of the things that are clearly told to
us in a classified briefing that appear to be different or already out
in the public in some way. And I'm not sure who's making those
decisions. I honor my responsibility to the highest degree, but I
think that’s a process that could use some significant refining, and
that’s my only suggestion, sir. Thank you for being here today.

Mr. CoMmEY. Thank you.

Chairman CHAFFETZ. Thank the gentlewoman. We’'ll now recog-
nize the gentleman from Georgia, Mr. Carter, for 5 minutes.

Mr. CARTER. Thank you, Mr. Chairman. And, Director Comey,
thank you for being here today. I appreciate it. I'm over here. And
I'm going to be real quick and try to be succinct. I want to clarify
some things that you said. And, look, I don’t want to go over every-
thing that everybody’s been through today. I mean, we've had some
great questions here that have asked you about you said this, she
said that. Representative Gowdy made a great case of, you know,
this is what she said under oath and publicly, and yet you dispute
that and say, No, this is the case. But, look, I've just got a couple
of questions. Okay? First of all, did I understand you correctly that
your decision—that this decision was made within 3-1/2 hours of
an interview and that was all?

Mr. CoMEY. No. We investigated for a year.

Mr. CARTER. But you interviewed her for 3-1/2 hours last week
and then came to the conclusion?

Mr. CoMEY. Correct. We interviewed her on Saturday for 3-1/2
hours. The last step of a yearlong investigation.

Mr. CARTER. Now, as I understand it, Hillary Clinton has testi-
fied that the servers that she used were always safe and secure,
Yet you refute that and say, No, that is not the case at all. Were
they ever secure? Were the servers that she were using, were they
ever secure?

Mr. CoMEY. Well, the challenge, security’s not binary. It’s just
degrees of security. It was less security than, one, at the State De-
partment, or, as I said, even one at a private commercial provider,
like a Gmail.

Mr. CARTER. Well, let me ask you this: She’s got staff and she’s
got people around her. Did they know she was doing this? Did they
know that she was using these other devices? Did anybody ever
bring it to her attention and say, Hey, you're not supposed to be
doing that?

Mr. CoMEY. I think a lot of people around the Secretary under-
stood she have was using a private personal email setup.

Mr. CARTER. Then why didn’t they say something? Don’t they
have a responsibility as well?

Mr. CoMEY. That’s an important question that goes to the culture
of the State Department that’s worth asking.

Mr. CARTER. I mean, look, we all surround ourselves with good
people and we depend on them to help us. I don’t understand—
should they be held responsible for that, for not bring that to some-
one’s attention? If I see someone who's breaking—who’s not fol-
lowing protocol, is it my responsibility to report them?

Mr. COMEY. Yes.

Mr. CARTER. Well—
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Mr. CoMEY. Especially when it comes to security matters. You
have an obligation to report a security violation that you may wit-
ness, whether it’s involving you or one of your co-workers. But this
is about so——

Mr. CARTER. What about Bryan Pagliano? Did he ever know? Do
iou ‘gmow if he knew that she was not following proper protocol

ere’

Mr. CoMEY. He helped set it up.

Mr. CARTER. He helped set it up. So obviously he knew.

Mr. CoMEY. Yeah. Obviously, he knew that——

Mr. CARTER. Okay. Is anything going to be done to him? Any
prosecution or any discipline, any——

Mr. CoMEY. I don’t know about discipline, but there’s not going
to be a prosecution of him.

Chairman CHAFFETZ. Will the gentleman yield?

Mr. CARTER. I yield. '

Chairman CHAFFETZ. My understanding, Director, is that you of-
fered him immunity. Why did you offer him immunity, and what
did you get for it?

Mr. CoMEY. Yeah. That I have to—I'm not sure what I can talk
about in open setting about that.

Chairman CHAFFETZ. Well, he’s not going to be prosecuted.
So—

Mr. CoMEY. Right. But I want to be careful. I'm doing this 24
hours after the investigation closed. I want to be thoughtful be-
cause we're, as you know, big about the law, that I'm following the
law about what I can disclose about that. So I'll have to get back
to you on that one. I don’t want to answer that off the cuff.

Mr. CARTER. Director Comey, I am not a lawyer. I'm not an in-
vestigator. I'm a pharmacist. But I'm a citizen. And citizens are
upset. I watched, with great interest, last—earlier this week when
you laid out your case. And I'm telling you, you laid it out, bam,
bam, bam. Here’s what she did wrong, wrong, wrong, wrong. And
then all of a sudden, you used the word “however.” And it was like
you could hear a gasp throughout the country of people saying, Oh,
here we go again. Do you regret presenting it in a way like that?

Mr. CoMEY. No. And I'm highly—I think I didn’t use the word
“however.” I try never to use that in speaking. But I did lay it out,
I thought, in the way that made sense and that I hoped was max-
imum transparency for people.

Mr. CARTER. I'm sorry, but that’s the point. It didn’t make sense.
The way you were laying it out it would have made sense and the
way that the questions have been asked here and we've made all
these points of where she was—obviously told lies under oath, that
it would have been, Okay, we finally got one here.

Mr. CoMEY. I think it made sense. I just hope folks go back
maybe with a cup of tea and open their minds and read my state-
gnent again carefully. But again, if you disagree, that’s okay.

ut——

Mr. CARTER. But when we—Ilook, I've only been here 18 months.
And I want to tell you, this inside-the-beltway mentality, no won-
der people don’t trust us.

Mr. CoMEY. I have—I know who you're talking about. I have no
kind of inside-the-beltway mentality.
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Mr. CARTER. But this is an example of what I'm talking about
here. It just as a nonlawyer, as a noninvestigator, it would appear
to me you have got a hell of a case.

Mr. CoMEY. Yeah. And I'm telling you we don’t. And I hope peo-
ple take the time to understand why.

Mr. CARTER. Mr. Chairman, I yield back.

Chairman CHAFFETZ. Thank the gentleman. I will now recognize
the gentleman from Arizona, Mr. Gosar. Oh, let’s go ahead and go
to the gentleman from South Carolina, Mr. Mulvaney, first.

Mr. MULVANEY. Thank the gentleman. Director Comey, earlier
today you heard a long list of statements that Mrs. Clinton has
made previously, both to the public and to Congress that were not
factually accurate. I think you went down the whole long list.
When she met with you folks on Saturday last week, I take it she
didn’t say the same things at that interview?

Mr. CoMEY. I'm not equipped sitting here without the 302 in
front of me to answer in that lr)’road-—

Mr. MULVANEY. But it’s your testimony——

Mr. CoMEY. I have no basis that—we do not have a basis for con-
cluding she lied to the FBI.

Mr. MULVANEY. Gotcha. Did anybody ask her on Saturday why
she told you all one thing and told us another?

Mr. CoMEY. I don’t know as I sit here. I mean, I'll figure that
out;

Mr. MULVANEY. Would that have been of interest to you in help-
ing to establish intent?

Mr. CoMEY. It could have been, sure.

Mr. MULVANEY. More importantly, I think, did anybody ask her
why she set up the email system as she did in the first place?

Mr. COMEY. Yes.

Mr. MULVANEY. And the answer was convenience?

Mr. COMEY. Yeah. It was already there. It was a system her hus-
band had. And so she just jumped onto it.

Mr. MULVANEY. Were you aware that just earlier this week, her
assistant actually said it was for an entirely different reason? It
was to keep emails from being accessible, and that it was for con-
cealment purposes? And Huma Abedin was asked in her deposition
why it was set up. And it was said to keep her personal emails
from being accessible. The question, to whom. To anybody. Were
you aware of that testimony?

Mr. COMEY. Generally, yes.

Mr. MULVANEY. Okay. So here’s sort of the summary I take from
what we've done today, which is that over the course of the entire
system, what she did, she intentionally set up a system. According
to your testimony, your findings, she was careless regarding its
technical security. I think you've said that even a basic free ac-
count, a Gmail account had better security than she had. And she
did that, according to her own staffer’'s sworn deposition for the
purpose of preventing access to those emails. As a result of this,
she exposed top secret information to potential hack by foreign ac-
tors. You've seen the emails, we have not. I think you've said ear-
lier that the emails could be of the sort that would put national se-
curity at risk, and I think we had testimony earlier that got you
acknowledge that it might even put our agents overseas at risk.
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Mr. CoMEY. Yeah. I don’t think I agree with that. But it's still
important.

Mr. MULVANEY. Okay. All right. She kept all of that secret until
after she left the State Department. She lied about it, or at least
made untrue statements about it after it finally came to light. She,
thereafter, ordered the destruction of evidence, evidence that was
destroyed so thoroughly that you folks could not do an adequate re-
covery. Yet she receives no criminal penalty. So I guess this is my
question to you: Are we to assume, as we sit here today, that if the
next President of the United States does the exact same thing, on
the day he or she is sworn into office, sets up a private email serv-
ice for the purpose of concealing information from the public or
from anybody, that as a result of that, potentially exposes national
security level information to our enemies, lies about it, and then
destroys the evidence during an investigation, that there will be no
criminal charges if you're the FBI Director against that person?

Mr. CoMEY. That's not a question the FBI Director should an-
swer. | mean——

Mr. MULVANEY. No, I'm asking if she does the exact same thing
as President as she’s done today, your result will be the exact same
as it was 48 hours ago. There will be no criminal findings, right?

Mr. CoMEY. If the facts were exactly the same?

Mr. MULVANEY. Right.

Mr. COMEY. And the law was exactly the same?

Mr. MULVANEY. Right. :

Mr. CoMEY. Yeah. The result would be the same.

Mr. MULVANEY. And I guess under the theory that if the law is
to be equally applied to everybody, that if a White House staffer
does the exact same thing for the exact same purpose and exposes
the exact same risks, that there will be no criminal action against
that person. There could be, as you've mentioned, administrative
penalties. There are no administrative penalties, as I understand
it, by the way, against the President. Correct?

Mr. CoMEY. I don’t think so. But I'm not a

Mr. MULVANEY. I don’t think there are either. I don’t think you
can take away the President’s top security clearance. And I'm pret-
ty sure you can’t fire the President because we’ve tried. Not only
would a staffer not have any criminal charges brought against him,
but I suppose a summer intern could do the exact same thing
under the theory that we’re going to apply the law equally regard-
less of who the people are. My question to you is this: And it's not
a legal question. I guess it’s a commonsense, ordinary question that
folks are asking me. From a national security standpoint, some-
body who used to lecture on that, does that bother you?

Mr. CoMmEY. The mishandling of classified information bothers
me no matter what circumstance it occurs in. Because it has na-
tional security implications.

Mr. MULVANEY. Does it bother you that the precedent that you
are setting today may well lead to a circumstance where our top
secret information continues to be exposed to our potential en-
emies?

Mr. CoMEY. No, in this sense. The precedent that I'm setting
today is my absolute best effort to treat people fairly without re-
gard to who they are. If that continues to be the record of the FBI
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and the Justice Department, that’s what it should be. The rest of
the implications in your question are beyond that. They're impor-
tant, but they're not for the FBI to answer. We should aspire to be
apolitical, facts and the law, treat Joe the same as Sally as Sec-
retary so-and-so. That's my goal.

Mr. MULVANEY. If you had come to a different decision—by the
way, I tend to agree with everything you've just said. If you had
come to a different decision, do you think that would have a dif-
fel%er;t precedential value that would keep our information more
safe?

Mr. CoMEY. If we decided to recommend criminal charges here?

Mr. MULVANEY. Yes, sir.

Mr. CoMEY. I don’t know. That’s a good question. I don’t know.
I could argue it both ways. I guess I'm a lawyer, I can argue every-
thing both ways. But I could argue that both ways.

Mr. MULVANEY. Thank you, Director Comey. Thank you, Mr.
Chairman.

Chairman CHAFFETZ. Thank the gentleman. Now recognize the
gentleman from Arizona, Mr. Gosar, for 5 minutes.

Mr. Gosar. Thank you, Mr. Chairman. Thank you, Mr. Comey,
for being here. My colleague alluded to Bryan Pagliano, the IT ad-
viser. And were you made aware of the deal of immunity with him?

Mr. COMEY. I am aware.

Mr. GosarR. Now that Attorney General Lynch has stated that
there will be no charges, there’s many that suspect that he failed
to answer questions in his congressional deposition, that he had
something to hide. Why did your investigators at the DOJ decide
it was necessary to offer Mr. Pagliano immunity?

Mr. CoMEY. As I said in response to the earlier question, I need
to be more thoughtful about what I say about an immunity deal
in public. It may be totally fine. I just don’t want to screw up be-
cause we're doing this so quickly. In general, I can answer, because
I’'ve done it many times as a prosecutor. You make a grant of im-
munity in order to get information that you don’t think you could
get otherwise,

Mr. GOSAR. But you know that there may be something there in
hindsight, right? You're looking ahead because of the pertinent in-
formation this person possesses.

Mr. CoMEY. Right. You believe they have relevant information to
the investigation.

Mr. GosAR. So did the investigators draft an interview report
known as a 302 with Mr. Pagliano?

Mr. CoMEY. Yes.

Mr. GosAar. Given the importance of this case, will you commit
to voluntarily disclosing the 302s for review of Bryan Pagliano and
other witnesses interviewed as part of your investigation?

Mr. CoMEY. I'll commit to giving you everything I can possibly
give you under the law, and to doing it as quickly as possible. That
said, that means I got to go back and sort it out. For example, the
302 of Secretary Clinton is classified at the TS/SCI level. So we got
to sort through all that. But we’ll do it quickly.

Mr. GosAR. Yeah. I know you’ve done this, because you’ve done
this for Lois Lerner and other cases. So we would expect that.
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Now, Director Comey, Hillary Clinton testified before Congress
and told the American people multiple times that she never
emailed any classified information to anyone on her private email
servers. Your investigation revealed 110 of Clinton’s emails, and 52
email chains confined classified information. Clinton told the Amer-
ican people, and I quote, “The laws and regulations in effect when
I was Secretary of State allowed me to use my email for work. This
is undisputed,” end of quote. Your investigation revealed that that
also wasn’t true.

Clinton claimed she turned over all her work-related emails.
Your investigation revealed that this wasn’t also true. Clinton
claimed that there was no security breaches and her private serv-
ers had numerous safeguards. Your investigation revealed eight
email chains on Clinton’s private servers containing top secret in-
formation. And that is was possible, quote, “hostile actors gained
access to sensitive information.” Further, multiple people she
emailed with regularity were hacked by hostile actors and her pri-
vate servers were less secure than a Gmail account, making a secu-
rity breach all the more likely.

Director Comey, it's a Federal crime, as you know, to mishandle
classified information in a grossly negligent way. And you stated
Clinton and her colleagues were extremely careless. Clinton has
publicly stated she was well aware of the classification require-
ments, yet she broke the law anyway. Multiple people have been
prosecuted for less. And there is a growing trend of abuses in sen-
ior level employees. The only difference between her and others is
her total resistance to acknowledge her irresponsible behavior that
jeopardized our national security and the American people.

I think you should have recommended Clinton be prosecuted
under section 793 or section 1024 of Title 18. If not, who? If not
now, when? Your recommendation deprived the American people of
the opportunity for justice in this matter. There shouldn’t be double
standards for the Clintons, and they shouldn’t be above the law.
With that, 'm going to yield the rest of my time to the gentleman
from South Carolina, Mr. Gowdy.

Mr. Gowny. Thank you, Dr. éosar. Director Comey, I want to go
back to the issue of intent for just a second. We can disagree on
whether or not it’s an element of the offense. Let’s assume, for the
sake of argument, that you're right and I'm wrong, and that it is
an element of the offense. Secretary Clinton said that she was,
quote, “Well aware of classification requirements.” Those are her
words, not mine and not yours. So if she were, quote, “well aware
of classification requirements,” how did that impact your analysis
of her intent. Because I've heard you this morning describe her as
being less than sophisticated. She disagrees with that.

Mr. CoMEY. Well, I was talking about technical sophistication.
The question is—I would hope everybody who works in the govern-
ment is aware of classification requirements. The question then is
if you mishandle classified information, when you did that thing,
did you know you were doing something that was unlawful. That’s
the intent question.

Mr. Gowpy. Well, you and I are going to have to get together
some other time and discuss all the people we prosecuted who were
unaware that they were breaking the law. There are lots of really
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dumb defendants out there who don’t know that what they’re doing
is against the law. But let’s go with what you say.

Mr. CoMEY. I disagree. You may have prosecuted a lot of those
folks. I did not prosecute a lot of those folks——

Mr. Gowpy. Well, I was a gutter prosecutor and you were a
white collar prosecutor. Trust me. There are lots of people who
don't know you can't kill other people. Let me ask you this: On the
issue of intent, you say it was convenience. Okay? You're a really
smart lawyer. If it were convenience, Director, she wouldn’t have
waited 2 years to return the documents. And she wouldn’t have de-
leted them 4 years after they were created. So you can’t really be-
lieve that her intent was convenience when she never turned them
over until Congress started asking for them. Could you?

Mr. CoMEY. You know, my focus, and I hope I made this
clear.My focus was on what was the thinking around the classified
information. I mean, it’s relevant why the system was set up and
the thinking there. But she didn’t—I don’t understand her to be
saying—well, I think I've said it already. But that's my focus.

r. GOwpY. So I know I'm out of time, but it just strikes me you
are reading a specific intent element into a gross negligence stat-
ute. Not even general intent.

Chairman CHAFFETZ. The gentleman’s time——

Mr. GowDy. A specific intent——

Chairman CHAFFETZ. The gentleman’s time has expired.

Mr. CoMEY. Sorry. :

Chairman CHAFFETZ. The Director can answer.

Mr. CoMEY. I enjoy talking with him. The question you got to ask
is so why is it that the Department of Justice, since 1917, has not
used that gross negligence statute but charging it once in an espio-
nage case. And whether their decision was smart or not, that is the
record of fairness. And so you have to decide, do I treat this person
against that record? And if I do, is that a fair thing to do, even if
you're not worried about the constitutionality of it? And my judg-
ment is no reasonable prosecutor would do that. That would be ce-
lebrity hunting. That would be treating this person differently than
John Doe.

Chairman CHAFFETZ. Director, I want to follow up on that. Why
did you do what you did? You know, my interpretation of what the
FBI is supposed to be doing is come to a determination of the facts.
And then turn it over to a prosecutor. You were a prosecutor. But
you're not a prosecutor now.

Mr. CoMEY. Right.

Chairman CHAFFETZ. It is unprecedented that an FBI Director

ave the type of press conference that he did and took a position
that an unreasonable prosecutor would only take this case forward.
Why did you do that?

Mr. CoMEY. Yeah. It’s a great question. The—everything I did
would have been done privately in the normal course. We have
great conversations between the FBI and prosecutors. We make
recommendations. We argue back and forth. What I decided to do
was offer transparency to the American people about the whys of
that what I was going to do because I thought that was very, very
important for their confidence in the system of justice. And within
that, their confidence in the FBI. And I was very concerned if I
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didn’t show that transparency, that in that lack of transparency
people could say, Gees. What'’s going on here? Something—you
know, something seems squirrely here. And so I said I will do
something unprecedented because I think this is an unprecedented
situation.

Now, the next Director who is criminally investigating one of the
two candidates for President may find him or herself bound by my
precedent. Okay. So if that happens in the next 100 years they'll
have to deal with what I did. So I decided it was worth doing.

Chairman CHAFFETZ. Mr. Cummings.

Mr. CUMMINGS. Mr. Director, I have just one question. You know,
I've been sitting here listening to this. And I really—this is some-
thing that bothered me in the Lois Lerner case, and it bothers me
in this case. And I'm just wondering your opinion. Mrs. Lawrence
had talked about this, the chilling effect of your having to come
here and justify your decisions. And I know that you've been really
nice, and you just explained why you did what you did, and I'm
glad you'’re doing it. But, you know, do you at all, and, I mean, tak-
ing off —I'm just talking about here you've got people making deci-
sions and then being pulled here in the Congress to then say, okay,
to be questioned about the decisions. At what point—or do you
even think about it becoming a chilling effect? Because most peo-
ple, you know, when their decision’s made, don’t get this kind of
opportunity, as you well know. There are no statements. You know,

ey either get indicted or they’re not.

So I noted you see this as a special case. And I wonder whether
you agree with Mrs. Lawrence that we may be just going down a
slippery slope. That'’s all I want to ask.

Mr. CoMEY. And my honest answer is I don’t think so. As I—
when I talked to the chairman, I agreed to come because I think
the American people care deeply about this. There’s all kind of
folks watching this at home or being told, Well, lots of other cases
were prosecuted and she wasn’t. I want them to know that’s not
true.And so I want to have this conversation. And I actually wel-
come the opportunity. Look, it’s a pain. I've had to go to the bath-
room for about an hour, but it is really

Chairman CHAFFETZ. Don’t worry. We're halfway done. So——

Mr. CoMEY. It is really important to do. Because this is an un-
precedented situation. Transparency is the absolute best thing for
me and for democracy.

And I realize, Mr. Chairman, my folks told me I screwed up one
fact that I should fix. I was misremembering. In the Petraeus case,
we didn’t find the notebooks in the attic, we found it in his desk.
So I wanted to make sure I was fair to him about that.

But I really don’t think so. I don’t think it has a chilling effect.
Again, if there’s another presidential candidate being investigated
by the FBI, maybe they'll be bound by this. Lord willing, it’s not
going to happen again. Certainly I have 2,619 days left in this job.
I won’t happen on my term. But if does, I won’t be chilled.

Chairman CHAFFETZ. Thank the gentleman. If we need a human-
itarian break, just give me the cue, but—

Mr. CoMEY. No. I feel like we're almost done, though.

Chairman CHAFFETZ. We're on the right trajectory, yes.

FBI 18-cv-01766-120



17

But we would like to recognize the gentleman from Alabama, Mr.
Palmer, for 5 minutes.

Mr. PALMER. Thank you, Mr. Chairman. Director Comey, your
statement on Tuesday indicated that Secretary Clinton and her col-
leagues send and received emails marked classified on an unse-
cured private email server that may or may not have been hacked
by a foreign power. Are you aware that teenage hackers hacked the
personal email accounts of CIA Director John Brennan, the Direc-
tor of U.S. National Intelligence, James Clapper, and FBI Deputy
Director Mark Giuliano?

Mr. CoMEY. I am intensely aware. They didn’t hack in the way
we normally think of it, but that they, by trickery, got access to
their accounts.

Mr. PALMER. The point I want to make is that these were per-
sonal—commercially protected personal email accounts that con-
tained no classified information. Yet Mrs. Clinton used her per-
sonal email, not a commercial account, on a server in her basement
without even this basic protection, and transmitted classified infor-
mation through that account. If teenagers in England were able to
hack the personal email accounts of the Director of the CIA, the Di-
rector of U.S. National Intelligence, and the Deputy Director Of the
FBI, does it concern you that sophisticated hackers or hackers
working for foreign interests never attempted—I mean, does it
seem reasonable that they never attempted, or were never success-
ful in hacking Mrs. Clinton’s personal email accounts or one of her
devices?

Mr. CoMEY. No. It concerns me a great deal. And that’s why we
S?eﬂt so much time to see if we could figure out—see fingerprints
of that.

Mr. PALMER. Well, you said in your statement regarding your
recommendation not to prosecute, “To be clear, this is not to sug-
gest that in similar circumstances, a person who engaged in this
activity would face no consequences. To the contrary, these individ-
uals are often subject to security or administrative sanctions, but
that is not what we’re deciding here.” Do you stand by that?

Mr. COMEY. Yes.

Mr. PALMER. Okay. I thought you would. You also said you could
not prove intent. I don’t want to—I want to touch on a couple
things here. One, a reasonable person would not have compromised
classified information by keeping that information on inadequately
secure private devices. In other words, such a person would be
viewed as unreasonable and unsuitable for any position in our gov-
ernment that included any responsibility for handling and pro-
tecting classified information. Would you agree?

Mr. CoMEY. I would agree it would be negligent. I can’t prejudge
a suitability determination, but it would definitely be stared at
very hard.

Mr. PALMER. Well, let me tell you why I bring this up. I sat here
next to Mr. Hurd, who served our country valiantly. Put his life on
the line. And I don’t know if you could sense the passion and inten-
sity of his questions, because he knows people whose lives are on
the line right now. And in regard to his questions, if someone, a
U.S. intelligence agent had their mission compromised, or worse,
had been killed or injured or captured because of the carelessness
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of someone responsible for protecting classified information, would
intent matter at that point?

Mr. CoMEY. In deciding whether to prosecute the person? Of
course. But—yeah. That’s the answer. Of course it would. It
would—the matter would be deadly serious. But the legal stand-
ards would be the same.

Mr. PALMER. Well, what we're dealing with in this hearing is not
the lack of due diligence in handling routine government data or
information, but the lack of due diligence by Secretary Clinton and
her carelessness in handling classified information that could have
compromised American national security, and as Mr. Hurd pointed
out, the missions and personal safety of our intelligence agents.
That troubles me greatly.

And I think the issue here—and I do respect you. I have spoken
in your defense many times, at this point, to my detriment. But I
do believe that your answers are honest and factual. But based on
your answers regarding Mrs. Clinton’s use of the email, and based
on what we know, it seems to me that she is stunningly incom-
petent in her understanding of the basic technology of email, and
stunningly incompetent in handling classified information. I mean,
you should never associate the Secretary of State and classified in-
formation with the word “careless.” It doesn’t matter. I mean, we
have to exercise the utmost due diligence. All of us in this com-
mittee do in handling this. You do in prosecuting cases. And I see
that in what you're trying to do.

I just think we need to leave here with this understanding, that
there’s more to this story than we know. If a foreign hacker got
into this, I can assure you that they know what was in those
emails that were deleted. They read them all. They know what is
in the emails that we never received.

Mr. Chairman, I yield back.

Chairman CHAFFETZ. I thank the gentleman. We'll now go to the
gentleman from Wisconsin, Mr. Grothman, for 5 minutes.

Mr. GROTHMAN. Thank you. Thanks for coming on over to the
Rayburn Building. As I understand it, your testimony today, is that
you have not brought criminal charges against Hillary Clinton, in
part, because you feel you cant prove guilt beyond a reasonable
doubt, and in part, because she didn’t understand the laws with re-
gard to emails and servers and that sort of thing.

Question for you. When she erased these emails—or no, I digress
for a second. You, however, did say that if somebody did this under
you there would be consequences. If somebody did exactly what
Mrs. Clinton did, but was one of your lieutenants or you think one
of the lieutenants under the CIA or some other agency that deals
with top secret documents, what would you do to those underlings?

Mr. CoMEY. I would make sure that they were adjudicated
through a security disciplinary proceeding to figure out what are
all the circumstances and then what punishment, discipline is ap-
propriate. That could range from being terminated, to being rep-
rimanded, and then a whole spectrum in between, suspension, loss
of clearance. It's a bunch of different options.

Mr. GROTHMAN. Okay. But tomorrow, say one of your top two or
three lieutenants you find out that they’ve had this separate server
out there and they're keeping secret documents, you know, flipping
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them around. Do you think they should be fired? Not criminally
charged, but fired?

Mr. CoMEY. Yeah. I don’t think it’s appropriate to say. I think
it should go—we have a very robust process. There ought to be a
very intense suitability review of that person. Maybe there’s some-
thing we're missing that would mitigate the punishment we would
impose. But it would have to do through our system.

Mr. GROTHMAN. Okay. Next question. Just for the listening audi-
ence here, at first when I hear about erasing emails, I think it’s
like, you know, on my own phone where I might erase an auto in-
surance solicitation. The erasures here, however, were not just
Mrs. Clinton pressing delete. Were they? There was a much greater
effort made to make sure that these emails would never be recov-
ered. Do you want to comment on what was done to erase the
emails?

Mr. CoMEY. I think what you're referring to is after her law-
yers—her lawyers say, although I'm not able to verify this, there
were 60,000 or so left at the end of 2014. They went through them
in a way I described in my statement 2 days ago. And then they
produced the ones that were work-related, and then they erased
from their system the ones that were not work-related. That was
done using technical tools basically to remove them from the serv-
ers to wipe them way.

Mr. GROTHMAN. Okay. So in other words, the effort was not just
Mrs. Clinton or somebody went delete, delete, delete. They went
above and beyond that so that your top technical efforts could not—
technical experts could not get back at these emails, correct?

Mr. CoMEY. Right. Not fully. We were able to by going——

Mr. GROTHMAN. You recovered a few.

Mr. CoMEY. Yeah. We could go through the lawyers’ laptops and
see some traces, but not fully—not fully recover them.

Mr. GROTHMAN. Okay. Now, the information that I have, and you
can correct me if I'm wrong, implies that these erasures were done
in December of 2014 after the Benghazi scandal broke, after there
were questions about the Clinton Foundation. Did you ever come
across why she allowed these emails to sit out there, even for years
after she stopped being Secretary of State but all of a sudden as
these other scandals began to bubble up she felt, or her lawyers
felt, that she had to erase them?

Mr. CoMEY. Yeah. I think the way the process worked is she had
emails that were just on her system. She actually had deleted
some, I think, over time, as an ordinary user would. And then the
State Department contacted her and other former Secretaries and
said, We have a gap in our records. We need you to look and see
if you have emails and give them back. She then tasked her law-
yers to engage in this review process of that 60-some thousand and
make that cut. And then was asked by her lawyers at the end, Do
you want us to keep the personal emails? And she said, I have no
use for them anymore. It's then that they issued the direction that
the technical people delete them.

Mr. GROTHMAN. Do you think Mrs. Clinton knew that the tech-
nical people were erasing these emails so that even your top tech-
nical experts could recover them?
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Mr. COMEY. Based on my sense now of her technical sophistica-
tion, I don’t think so.

Mr. GROTHMAN. You don’t think the lawyers told her that that's
what they were doing, erasing all these emails that everybody on
this committee wanted to look at?

Mr. CoMEY. Yeah. And I'm sure we've asked this and.

Mr. GROTHMAN. What type of lawyer wouldn’t tell their client
they were doing that? But——

Mr. CoMEY. I don’t think—I think our evidence—our investiga-
tion is they did not, that they asked her, Do you want to keep
them, and they said no, and they said, Wipe them away.

Mr. GROTHMAN. Okay. Now, as I understand it, the goal was just
to erase personal emaif’s, but you've recovered emails that wouldn't
be considered personal emails at all.

Mr. CoMEY. Correct.

Mr. GROTHMAN. Okay. I know that you didn’t recover them, but
based upon the emails that you recovered, presumably her lawyers
or somebody was going well beyond personal emails, is it possible
we'll never be able to recover emails that dealt with the Clinton
Foundation or dealt with the Benghazi scandal? Is it possible, be-
cause of what her lawyers did, that they were erasing things that
were incriminating, maybe involving items that you yourself were
not particularly investigating, but that these have now been de-
stroyed forever?

Mr. CoMEY. I guess it's possible. As I said in my statement on
Tuesday, we did not find evidence to indicate that they did the era-
sure to conceal things of any sort. But it's possible, as I said on
Tuesday, that there are work-related emails that were in the batch
that were deleted.

Mr. GROTHMAN. I'm sorry. When you go to this length to make
sure you can never recover the emails that are erased, wouldn’t you
think the intent is to make sure nobody ever looks at them again?
Why would—otherwise, would you just go—

Chairman CHAFFETZ. I thank the gentleman. We'll give the Di-
rector time if he wants to respond.

Mr. CoMEY. Sure. You know, I guess it's a bit circular. You delete
because you want to delete, but that—what I mean is we didn’t
find any evidence of evil intent, an intent to obstruct justice there.

Mr. GROTHMAN. You wouldn’t have been able to——

Chairman CHAFFETZ. I thank——

9 Mr. GROTHMAN. —because you don’t know what was deleted,
ut——

Chairman CHAFFETZ. I thank the gentleman.

We'll now recognize Mr. Russell of Oklahoma for 5 minutes.

Mr. RusseLL. Thank you, Mr, Chairman.

Director Comey, thank you for your long service and your long
suffering. I think we’re toward the end of the line here.

I want to state for the record with regard to national security,
I sleep a little easier at night knowing that you're at the helm of
the FBI. Thank you for your dedicated service and your integrity.

Mr. CoMEY. Thank you.

Mr. RUSSELL. You have stated in your statement and also mul-
tiple times here that there should be consequences for the mis-
handling of state secrets. If I held a top secret/SCI in the Bureau—
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and I did hold one when I was in the United States Army, in a ca-
reer of service, I've handled classified information here—but if I
held that in the FBI and you discovered that I mishandled state
secrets on a private server in my basement, would I be trusted by
the Bureau to further handle top secret/SCI information?

Mr. COMEY. Maybe not. You would go immediately through a se-
curity process to review whether you should continue working for
us, and if you do, what clearances you should retain.

Mr. RUSSELL. If I violated the handling of state secrets in the
FBI, would you consider me the best suitable candidate for pro-
motion and higher responsibility?

Mr. CoMEY. It would be a serious concern, and we would stare
at it very hard in a suitability review.

Mr. RussgLL. Although you have recommended to the Depart-
ment of Justice that no criminal charges be brought to bear, are
you recommending to the Department of Justice that there be no
consequences for the mishandling of state secrets?

Mr. CoMEY. No. My recommendation was solely with respect to
criminal charges.

Mr. RusseLL. What would you recommend?

Mr. CoMEY. I don’t think it’s for me to recommend.

Mr. RUSSELL. But you do—you've been very open and even stated
why you felt that these were unique sets of circumstances that
called for greater transparency. You do make recommendations
routinely, as you've stated here today. We're talking top secret/SCI
information that’s been mishandled. You would take a dim view to
that if I were an agent. What consequence—this is what the Amer-
ican people feel exasperated about. There seems to be no con-
sequence.

So in a case like this, if it’s not going to be criminal charges rec-
ommended, what are the American people to do to hold their offi-
cials accountable if maybe they shouldn’t be trusted for further pro-
motion and higher responsibility?

Mr. CoMEY. And what I meant earlier is that’s not a question
that the American people should put to the FBI Director. I can an-
swer about the things within my remit, but that—I understand the
question, but it’s not one for me to answer in my role.

Mr. RusseLL. Well, I hope it’s one that the American people an-
swer in the future, because we do have a choice about those that
would mishandle information. And while we're all fallible human
beings and we all make mistakes, in a case like this, I mean, for
decades of my service in the Army infantry and handling top se-
cret/SCI information and then as a Member of Congress, I mean,
we know those responsibilities.

Is it your view and others that have interviewed Mrs. Clinton
that she would not have known what those responsibilities were?

Mr. CoMEY. No, I think, in a way, you would expect she under-
stood the importance of protecting classified information.

Mr. RusseLL. Well, I would agree with that. And there has been
a breach, and I think that the American people demand a con-
sequence, that they demand an accountability. And I think it’s im-
portant, to uphold the form of our republican government, that we
have a consequence.

~And with that, thank you for your appearance here today.
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And I would like to yield the remainder of my time to Chairman
Chaffetz.

Chairman CHAFFETZ. Thank you. I think, if you yield back,
through mutual agreement, Mr. Cummings and I have agreed that
I do have about a dozen or so quick follow-up questions. You've
been most generous with your time, but I would like to get through
these last bit.

Mr. CoMEY. Okay.

Chairman CHAFFETZ. And, again, we'll do so with equal time.

How did the Department of Justice—or how did the FBI view the
incident in which Hillary Clinton instructed Jake Sullivan to take
the markings off of a document that was to be sent to her?

Mr. CoMEY. Yeah. We looked at that pretty closely. There was
some problem with their secure fax machine. And there’s an email
in which she says, in substance, take the headers off of it and send
it as a nonpaper,

As we’ve dug into that more deeply, we've come to learn that, at
least there’s one view of it that is reasonable, that a nonpaper in
State Department parlance means a document that contains things
we could pass to another government. So essentially, take out any-
thing that’s classified and send it to me,

Now, it turned out that didn’t happen, because we actually found
that the classified fax was then sent, but that’s our best under-

standing of what that was about.

* Chairman CHAFFETZ. So this was a classified fax?

Mr. CoMmEY. Correct.

Chairman CHAFFETZ. So Hillary Clinton sends to Jake Sullivan—
let me go back. Jake Sullivan says: They say they had issues send-
ing secure fax. They’'re working on it. Hillary Clinton sends to Jake
Sullivan: If they can’t, turn into nonpaper with no identifying head-
ing and send nonsecure.

Mr. CoMEY. Yeah.

Chairman CHAFFETZ. So you're telling me it’s a classified piece
of information, she’s taking off the header, and she’s instructing
them to send it in a nonsecure format.

Mr. CoMEY. Right.

Chairman CHAFFETZ. Is that not intent?

Mr. CoMEY. Well, that actually caught my attention when I first
saw it. And what she explained to us in her interview was, and
other witnesses did as well, is what she meant by that is make it
into a nonclassified document, that’s a what a nonpaper is in their
world, and send it to us, because I just—I don’t need the classified
stuff, I just need the—

Chairman CHAFFETZ. Then why take off the heading? If it's going
to l{))e turned into a nonclassified document, why take off the head-
ing?

Mr. CoMEY. I assume because it would be nonclassified anymore,
so you wouldn’t have a classified header on it, I think is what she
said during her interview.

Chairman CHAFFETZ. So she wanted to be technically correct? Is
that what you're saying? This is your

Mr. CoMEY. No. I think what she said during the interview is:
I was telling him, in essence, send me an unclassified document,
take the header off, turn it into a nonpaper. Which is a term I'd
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never heard before, but I'm told by people I credit that in diplo-

matic circles, that means something we could pass to another gov-

ernment.

thChairman CHAFFETZ. You are very generous in your accepting of
at.

Let me ask you, Director, did any uncleared individuals receive
any classified information over Hillary Clinton’s server?

Mr. CoMEY. Did any uncleared people receive classified informa-
tion? I don’t think any of the correspondents on the classified
emails were uncleared people. These were all people with clear-
ances working, doing State Department business on the unclass
system.

Chairman CHAFFETZ. Did Mr. Pagliano have the requisite secu-
rity clearance?

Mr. CoMEY. As I sit here today, I can’t remember. He was not
a participant on the classified email exchanges, though.

Chairman CHAFFETZ. He was running the server. He set up the
server.

Mr. CoMEY. That's a different question. Well, 'm sorry. I mis-
understood your question, then.

Yeah. There’s no doubt that uncleared people had access to the
server, because even after Pagliano, there were others who main-
tained the server who were private sector folks.

Chairman CHAFFETZ. So there are hundreds of classified docu-
ments on these servers. How many people without a security clear-
ance had access to that server?

Mr. CoMEY. I don’t know the exact number as I sit here. It’s
probably more than 2, less than 10.

Chairman CHAFFETZ. And I appreciate your willingness to follow
up with this.

Did Secretary Clinton’s attorneys have the security clearances
needed?

Mr. CoMEY. They did not.

Chairman CHAFFETZ. Does that concern you?

Mr. CoMEY. Oh, yeah. Sure.

Chairman CHAFFETZ. Is there any consequence to an attorney ri-
fling through Secretary Clinton’s, Hillary Clinton’s emails without
a security clearance?

Mr. CoMEY. Well, not necessarily criminal consequences, but
there’s a great deal of concern about an uncleared person, not sub-
ject to the requirements we talked about in the read-in documents,
potentially having access. That’s why it’s very, very important for
us to recover everything we can back from attorneys.

Chairman CHAFFETZ. So what’s the consequence? I mean, here
Hillary Clinton ﬁave direction to her attorneys without a security
clearance to go through documents that were classified.

Mr. CoMEY. I think that’s what happened in fact. Whether that
was the direction is a question I can’t answer sitting here.

Chairman CHAFFETZ. You're parsing that one a little bit for me.
. Mr. COMEY. No, no. You were just asking me. I don’t—I don’t

now

Chairman CHAFFETZ. What’s the consequence? They don’t work
for the government. We can’t fire them.

Mr. CoMEY. Right.
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Chairman CHAFFETZ. So is there no criminal prosecution of those
attorneys? Should they lose their bar license? What's the con-
sequence to them?

Mr. CoMEY. Well, if they acted with criminal intent or acted with
some mal-intent.

Chairman CHAFFETZ. What you're telling us is it doesn’t matter
if you have a security clearance or not, because I may be innocent
enough, hey, I'm just an attorney, I like the Secretary, I'm trying
to help Hillary Clinton, I'm not trying to give it to the Chinese or
the Russians, I'm just trying to help her. So there’s no intent? It
doesn’t matter if these people have security clearances?

Mr. CoMEY. Of course it matters. That's why I said—

Chairman CHAFFETZ. But there’s no consequence, Director.
There’s no consequence.

Mr. CoMEY. Well, I don’t know what consequence you'd have in
mind. Very——

Chairman CHAFFETZ. Prosecute them.

Mr. COMEY. An attorney for receiving from his client information
that ends up being classified?

Chairman CHAFFETZ. I asked you at the very beginning, does
Hillary Clinton—is there a reasonable expectation that %Iillary
Clinton would send and receive hourly, if not daily, classified infor-
mation? That’s reasonable to think that the Secretary of State
would get classified information at every moment. She is not the
head of Fish and Wildlife. :

So the idea that she would turn over her emails, her system, her
server to, what it sounds like, up to 10 people without security
clearances, and there’s no consequence. So why not do it again?

Mr. CoMEY. Well, that's a question I don’t think you should put
to me. Youre asking—I'm talking about my criminal investigation.

Chairman CHAFFETZ. But how can that—there’s no intent there?
Does she not understand that these people don’t have security
clearances?

Mr. COMEY. Surely she understands at least some of them don’t
have security clearances.

Chairman CHAFFETZ. So she understands they don’t have secu-
rity clearances and it's reasonable to think she’s going to be getting
classified information. Is that not intent, to provide a noncleared
person access to classified information?

Mr. CoMEY. You're mixing it up, though. I don’t think it's reason-
able to assume—mixing me up, sorry, it's not your fault—that
someone who is maintaining your server is reading your emails. In
fact, I don’t think that’s the case here.

There’s a separate thing, which is when she’s engaging counsel
to comply with the State Department’s requests, are her lawyers
then exposed to information that may be on there that’s classified.

Chairman CHAFFETZ. Did they see any classified information?
Did Hillary Clinton’s attorneys, without security clearances, see
classified information?

Mr. CoMEY. As I sit here, I don’t know the answer to that.

Chairman CHAFFETZ. It has to be yes, Director. You came across
110, and they said they went through all of them,

Mr. CoMEY. Well, they didn’t read them all, they just loocked at
headers.
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Chairman CHAFFETZ. So their excuse is, “We saw the emails, but
we didn’t read them”?

Mr. CoMEY. No, I think I said this in my statement on Tuesday,
they sorted the emails by using headers and search terms to try
and find work-related emails. We read them all.

Chairman CHAFFETZ. I know that you read them all. Do you
think it's reasonable or unreasonable to think that her attorneys,
under her direction, did or did not read those emails? Because
there were—let me go back to this. Yes or no, were there or were
thegt?? not classified emails that her, that Hillary Clinton’s attorneys
read?

Mr. CoMEY. I don’t know whether they read them at the time.

Chairman CHAFFETZ. Did Hillary Clinton give noncleared people
access to classified information?

Mr. COMEY. Yes. Yes.

Chairman CHAFFETZ. What do you think her intent was?

Mr. CoMEY. I think then it was to get good legal representation
and to make the production to the State Department. I think it
would be a very tall order in that circumstance, I don’t see the evi-
dence there to make a case that she was acting with criminal in-
tent in her engagement with her lawyers.

Chairman CHAFFETZ. And I guess I read criminal intent as the
idea that you allow somebody without a security clearance access
to classified information. Everybody knows that, Director. Every-
body knows that. :

I've gone way past my time. Let me recognize Mr. Cummings for
an equal amount of time.

Mr. CUMMINGS. Director, thank you for your patience.

I want to clear up some things. I want to make sure I under-
stand exactly what you testified to on the issue of whether Sec-
E‘_et(?ry Clinton sent or received emails that were marked as classi-

1ed.

On Tuesday, you stated, and I quote: “Only a very small number
of the emails containing classified information bore markings"—
and I emphasize, bore markings—“indicating the presence of classi-
fied information,” end of quote. Republicans have pounced on this
statement as evidence that Secretary Clinton lied. But today we
learned some significant new facts, and I hope the press listens to
this.

First, you clarified that you were talking about only 3 emails out
of 30,000 your office reviewed. Is that right?

Mr. CoMEY. Three, yes.

Mr. CUMMINGS. Three out of 30,000. Is that right?

Mr. CoMEY. Yes. At least 30,000.

Mr. CUMMINGS. At least 30,000.

Second, you confirmed that these three emails were not properly
marked as classified at the time based on Federal guidelines and
manuals, they did not have a classification header, they did not list
the original classifier, the agency, office of origin, reason for classi-
fication, or date for declassification. Instead, these emails included
only a single, quote, “C,” parenthesis, end parenthesis, and then
end of quotation mark, for confidential on one paragraph lower
down in the text. Is that right?

Mr. CoMEY. Correct.
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Mr. CUMMINGS. Third, you testified that based on these facts, it
would have been a, quote, “reasonable inference” for Secretary
Clinton to, quote, “immediately,” end of quote, conclude that these
emails were not, in fact, classified, So that was also critical new in-
formation.

But there’s one more critical fact, that these emails were not in
fact—and that is this, Director, and to the press—these emails
were not, in fact, classified. The State Department explained to us
yesterday, they reported that these emails are not classified and
that including the little C on these emails was a result of a human
error. The bottom line is that those little C’s should not have been
on those documents because they were not in fact classified.

When Representative Watson Coleman asked you a few minutes
ago about this, you testified that you had not been informed. And
I understand that, I'm not beating up on you, I promise you. But
can you tell us why, Director Comey, because I want—you know,
because the Republicans are pouncing and saying that the Sec-
retary lied, and so I want to make sure that we're clear on this.

Can you tell us why, Director Comey, did you consult—and we’re
just curious—did you consult with the State Department about
these 3 emails out of the more than 30,000, or did this just not
come up? What happened there?

Mr. CoMEY. Yeah. I'm not remembering for sure while I'm here.
I'm highly confident we consulted with them and got their view on
it. I don’t know about what happened yesterday, maybe that their
view has changed or they found things out that we didn’t know.
But I'm highly confident we consulted with them about it.

Mr. CUMMINGS. So this is totally different than what we under-
stood yesterday. Today we learned that these emails were not in
fact classified. They should not have been included—they should
have not included those stray markings, they were not properly
marked as classified, and the Director of the FBI believes it was
reasonable for Secretary Clinton to assume that these documents
were not classified.

Chairman, you raised a question about whether Secretary Clin-
ton’s attorneys had security clearances. It’s my understanding that
they did. We can double-check that, but that is my understanding.
We'll double-check that.

Going on, let me move to the next topic. You explained on Tues-
day that you were providing, quote, “an update on the FBI's inves-
tigation of Secretary Clinton’s use of a personal email system dur-
ing her time as Secretary of State.” You explained that you re-
ceived a referral on this matter from the inspector general of the
intelligence community on July 6, 2016. Is that right.

Mr. COMEY. Yes.

Mr. CuMMINGS. Today, tens of thousands of Secretary Clinton’s
emails are publicly available on the State Department’s Web site.
And our staff have been reviewing the emails that were retro-
actively determined to include classified information.

Based on this review, it appears that these emails included more
than 1,000 individuals who sent or received the information that
is now redacted as classified. Let me make that clear. About 1,000
people sent or received the same information that was contained in

FBI 18-cv-01766-130



87

Secretary Clinton’s emails and retroactively classified. Were you
aware of that?

Mr. CoMEY. No. The number doesn’t surprise me, though.

Mr. CuMMINGS. Why not?

Mr. CoMEY. Because this was—they were doing the business of
the State Department on this email system. So I don’t know how
many thousands of people work at the State Department, but it
doesn’t surprise me there would be lots of people on these chains.

Mr. CUMMINGS. And would you agree that we need—that some-
thing needs to be done with regard to this classification stuff, be-
cause things are classified, then they're not classified, then they
are retroactively classified. I mean, does that go into your consider-
ation when looking at a case like this?

Mr. CoMEY. Yeah. I don’t pay much attention to the up-classified
stuff, because we're focused on intent. So if someone classifies it
later, it’'s impossible that you formed intent around that, because
it wasn't classified at the time. I know that's a process. I wasn’t
familiar with it before this investigation, but I don’t spend a lot of
time focused on it in the course of a criminal investigation.

Mr. CUMMINGS. I understand. We also reviewed who these people
are, and they include a host of very experienced career diplomats
with many years of experience. So let me ask you this. When you
received this referral from the inspector general about Secretary
Clinton’s emails, did you also receive any referrals for any of the
other 1,000 people who sent and received those emails? Did you?

Mr. CoMEY. No.

Mr. CuMMINGS. I understand——

Mr. ComEY. Well, I should stop there. Within the scope of our in-
vestigation was a group of people closer to the Secretary. We looked
at their conduct. I forget what the number is, four or five of them.
But then the hundreds of others who may have been on the chains
were not the subjects of the investigation.

Mr. CUMMINGS. Okay. I think I have 30 more seconds.

I understand that Secretary Clinton is the only one running for
President, but it does not make sense that she was singled out for
a referral to the FBI. Do you agree with that?

Mr. CoMEY. No, I don’t—I don’t think I agree with that.

Mr. CUMMINGS. Okay. So you—so you—let’s go back to Colin
Powell. Do you think you ought to look at his situation? Or
Condoleezza Rice?

Mr. CoMEY. Well, there’s been no referral on them. I know only
sort of at a superficial level their circumstances. This case strikes
me as very different from those and not an inappropriate referral
from the inspector general.

Mr. CUMMINGS. Very well.

Chairman CHAFFETZ. I thank the gentleman.

Who was Hillary Clinton emailing that was hacked?

Mr. CoMEY. Yeah. I don’t want to say in an open forum. We can
get you that information, but I don’t want to—again, I don't want
to give any hostile adversaries insight into who—what we figured
out.

Chairman CHAFFETZ. Fair enough.

Mr. CoMEY. So I know the names.

Chairman CHAFFETZ. Understood.
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Mr. CoOMEY. Yeah.

Chairman CHAFFETZ. Was there any evidence of Hillary Clinton
gttt??mpting to avoid compliance with the Freedom of Information

ct!

Mr. CoMEY. That was not the subject of our criminal investiga-
tion, so I can't answer that sitting here.

Chairman CHAFFETZ. It’s a violation of law, is it not'?

Mr. COMEY. Yes. My understanding is there are civil statutes
that apply to that. I don’t know of-

Chairman CHAFFETZ. Let’s put the boundaries on this a little bit,
what you didn’t look at. You didn’t look at whether or not there
was an intention or the reality of noncompliance with the Freedom
of Information Act?

Mr. CoMEY. Correct.

Chairman CHAFFETZ. You did not look at testimony that Hillary
Clinton gave in the United States Congress, both the House and
the Senate?

Mr. CoMEY. To see whether it was perjurious in some respect?

Chairman CHAFFETZ. Yes.

Mr. COMEY. No, we did not.

Chairman CHAFFETZ. Did you review and look at those tran-
scripts as to the intent of your recommendation?

Mr. COMEY. I'm sure my folks did. I did not.

Chairman CHAFFETZ. So—okay. And this is an important point,
because I think those of us in Congress, knowing that you got a
criminal referral from an inspector general, thought that you were
also looking at whether or not Hillary Clinton had provided false
test}:}mony which is a crime, to the Congress, but you didn’t look
at that

Mr. CoMEY. Correct. As I said, Im confident my folks looked at
the substance of the statements trying to understand the cir-
cumstances around the entire situation.

C}?airman CHAFFETZ. Can you confirm that? I just want to
make——

Mr. CoMEY. Yeah, we'll confirm that. And also, again, maybe I'm
missing this, but I don’t think we got a referral from congressional
committees, a perjury referral.

Chairman CHAFFETZ. No. It was the inspector general that initi-
ated this.

Mr. CoMEY. Yeah.

Chairman CHAFFETZ. Did the—the fact that Hillary Clinton re-
fused to be interviewed by the inspector general, what did that say
to you about intent?

Mr. CoMEY. Not, at least for our criminal investigation, not par-
ticularly germane.

Chairman CHAFFETZ. Are you familiar—you’re familiar—there’s
a Web site. I mean, lots of government agencies have Web sites.
The State Department has a Web site, state.gov, and they have a
YouTube site. Videos that are uploaded to a YouTube site, would
those be considered Federal records?

Mr. CoMEY. I don’t know.

Chairman CHAFFETZ. So theyre paid for by Federal dollars,
they’re maintained by Federal employees. Would that not be a Fed-
eral record?
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Mr. COMEY. Yeah, I just don’t know. I'm sure there’s an expert
who could answer that in 2 seconds, but I'm not that expert.

Chairman CHAFFETZ. Okay. We've kept you here a long time. I
want to follow up on that.

Is the FBI still investigating Hillary Clinton’s aides?

Mr. CoMEY. No is the answer. The Department of Justice de-
clined on all of those who were subjects communicating with her
through that email system.

Chairman CHAFFETZ. What recommendations did you make
about her aides?

Mr. CoMEY. Same. Same. We didn’t recommend that anybody be
prosecuted on those facts.

Chairman CHAFFETZ. And if you can help us understand who
precisely had been ruled out for prosecution, that would be——

Mr. COMEY. Sure.
Chalrman CHAFFETZ 1Did: you;look at t‘.he Clmton fFoundatlon'?
t‘. t

- non-)

'“E'I‘Z “Was: thekChnton Foundation tied:into™ this}

COMEY:I'm not.going to.answer that?

Chalrman CHAFFETZ. The server that was set up in her home
was originally set up by, you said, former President Bill Clinton.

Mr. CoMEY. Correct.

Chairman CHAFFETZ. Do you know who paid for that?

Mr. CoMEY. I don’t, sitting here.

Chairman CHAFFETZ. Okay. I'll allow some equal time now for
my colleague and friend, Mr. Cummings.

Mr. CUMMINGS. I'm going to yield 2 minutes to—of my 3.43—to
Mr. Lynch.

Mr. LyNcH. Thank you, Mr. Director. We’re talking about hack-
ing. And so on this committee we’re very much interested in cyber-
security and we review a lot of the major hacks that are going on.
So just recently, and I would say in the last 18 months, we've had
a major hack, February of 2016, at the Department of Homeland
Security and the FBI. We had a hacking group, the SITE Intel-
ligence Group, reported that a group called Crackers With Attitude
had hacked 9,000 employees’ data from the Department of Home-
land Secunty, including names, email addresses, locations, tele-
phone numbers; also 20,000 FBI workers.

We had another hack—direct evidence, obviously, of those—an-
other hack at OPM of 4.2 million current and former Federal Gov-
ernment employees. Their information had been stolen, including
Social Security numbers, which were not redacted.

We had IRS in May 2015, millions—no, I'm sorry, 200,000 at-
tempted and 100,000 were successful. We had—the State Depart-
ment announced a breach of its computer systems after an infiltra-
tion forced the agency to temporarily shut down its classification
system. We had the United States Postal Service, 800,000 postal
employees, 2.9 million customers.

The White House, The Washington Post reported back in—this
is back in 2014—that the White House computer was hacked. The
National Oceanic and Atmospheric Administration. I'm on another
committee for Financial Service. We had Verizon. UCLA Health
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Systems, thousands and thousands and thousands of employees.
Anthem HealthCare. Sony Pictures. Staples. Home Depot.
JPMorgan. It gets into the millions. Community Health Systems.
Target. TJX.

So all these we have direct evidence, millions and millions and
millions of people, their accounts being hacked. Any direct evidence
that Hillary Clinton’s emails were hacked?

Mr. CoMEY. No.

Mr. LyncH. Okay. I have no further questions. I yield back.

Mr. CUMMINGS. Mr. Director, we are about at the end. I'm going
to do a concluding statement and then I think the chairman will.

I want to, first of all, I want to go back to something that Mrs.
Watson Coleman said a little earlier. As an African American man
in this country, 66 years old, moving towards the twilight of my
life, we cannot allow Black men to continue to be slaughtered.

This morning I woke up to my wife literally crying watching the
tape of this guy, Alton Sterling, in Baton Rouge. And then she
looked at the one, Philando Castile, near Minneapolis. And I hope
you watched them. There’s something wrong with this picture.

And don’t get me wrong. I am all for, I've supported police, I am
a lawyer, and I know how important police are, and I know there’s
so many great folks.

But, Mr. Director, if you do nothing else in your 2,000-plus days
left, you have got to help us get ahold of this issue. It is so painful,
I can’t even begin to tell you.

And so I don’t want—I've been fortunate in my life. I've been
very fortunate that I have not been harmed by the police. But I've
been stopped 50 million times.

Now, with regard to this hearing, I want to thank you again. You
know, as I listened to you, you said something that I will never for-
get, and for some reason it gave me a chill. You said there are two
things that are most important to me, two things. You said: My
family and my reputation. My family and my reputation.

And I don’t know whether your family’s watching this, but I hope
that they are as proud of you as I am, because you are the epitome
of what a public servant is all about, sacrificing over and over and
over again, trying to do the right thing, sometimes coming under
ridicule, but yet still doing the right thing. And so I hope that they
are proud of you.

The second thing is that no matter what has happened in this
hearing, I hope that Et'ou know that your reputation is still intact.

And so I conclude
some of our key findings today. First, the Director testified that his
entire team of 15 to 20 FBI investigators unanimously agreed on
the recommendation not to prosecute Secretary Clinton.

Second, Director Comey made crystal clear that Republican

claims and some of the talking heads’ claims of bias are completely
false. He testified that he would treat John Doe the same way he
would treat Hillary Clinton, that he was very forceful on that
point.
Third, on the claim that Secretar;!r Clinton sent or received
emails that were marked as classified, that claim has now been sig-
nificantly undercut. Those documents were not classified and those
markings were not proper.

y summarizing that I think some of our—of
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Finally, Republicans have repeatedly cried foul about a double
standard when it comes to Secretary Clinton’s emails, but Director
Comey testified that the real double standard would have been to
prosecute her with this completely inadequate evidence.

Again, Director, I thank you, but I thank somebody else. I
thank—and having practiced law for many years and having dealt
with the FBI on many cases, I want to thank the people who work
with you. Because it’s not just—it’s not just—this is not just about
you.

Mr. CoMEY. No.

Mr. CUMMINGS. This is not just about Secretary Clinton. When
we are addressing you, there are a whole cadre of people who give
their blood, their sweat, and their tears to protect us as Americans.
And I just want to thank them, because sometimes I think they are
forgotten, unseen, unnoticed, unappreciated, and unapplauded. But
today I applaud them and I thank you.

Thank you very much, and I yield back.

Chairman CHAFFETZ. And I thank the gentleman.

And I concur with the idea that every FBI agent I have ever met
has just been above reproach, and they make us proud. And they
work hard, they put their lives on the line, they serve overseas,
they serve domestically. Can’t thank them enough for what they
do, and I hope that is part of the message that we carry back.

I cannot thank you personally enough, you on a personal level,
for your accessibility, your ability to get on the phone with me the
same day that you make your announcement, and then in rapid
fire when I said to you, “What day is best, we’re going to have to
do this, so which day is best for you?” and you said Thursday, and
here we are and doing it. I can’t thank you enough.

I wish all of the government employees would have that attitude
and approach, I really do, and I can’t thank you enough. I look for-
ward to working with you and your staff as we move forward in
getting this documentation, things that you can’t share publicly,
and others.

It is the intention of the committee to—I had told Mr. Cummings
here that we would come back after votes. Votes have been pushed
back now a bit. So what I'd like to do is to go into recess for 5 min-
utes and then we will start with our second panel.

The committee stands in recess till 5 minutes from now.

Thank you again, Director Comey.

[Recess.]

Chairman CHAFFETZ. The Oversight and Government Reform
Committee will reconvene and we will now recognize our second
panel of witnesses.

I'm pleased to welcome the Honorable Steve Linick, inspector
general of the United States Department of State.

Mr. Linick, it is our understanding that you are accompanied by
Ms. Jennifer Costello, assistant inspector general for the Office of
Evaluations and Special Projects, whose expertise may be needed
du{-'ring questioning. So we will also ask that she be sworn in during
this time too.

We also welcome the Honorable Charles McCullough, III, inspec-
tor general of the intelligence community at the Office of the Direc-
tor of National Intelligence.
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OVERSIGHT OF THE
FEDERAL BUREAU OF INVESTIGATION

WEDNESDAY, SEPTEMBER 28, 2016

HOUSE OF REPRESENTATIVES
COMMITTEE ON THE JUDICIARY
Washington, DC.

The Committee met,ﬂ?ursuant to call, at 9:04 am., in Room
2154, Rayburn House Office Building, the Honorable Bob Goodlatte
(Chalrman of the Committee) presiding.

Present: Re resentatwes Goodlatte, Sensenbrenner, Smith,
Chabot, Issa, King, Franks, Gohmert, Jordan, Chaffetz, Marino,
Gowdy, Labrador %‘arenthold, Collins, DeSantis, Walters, Ratcliffe,
Trott, Bishop, Conyers, Nadler, Lofgren, Jackson Lee, Cohen, John-
son, Chu, Deutch, DelBene, Jeffries, Cicilline, and Peters.

Staff Present: (Majonty) Shelley Husband Chief of Staff & Gen-
eral Counsel; Branden Ritchie, Deputy Chief of Staff & Chief Coun-
sel; Zach Somers, Parliamentarian & General Counsel; Caroline
Lynch, Chief Counsel, Subcommittee on Crime, Terrorism, Home-
land Security, and Investigations; Ryan Breitenbach, Counsel, Sub-
committee on Crime, Terrorism, Homeland Security, and Investiga-
tions; (Minority) Perry Apelbaum, Staff Director & Chief Counsel;
Danielle Brown, Parliamentarian & Chief Legislative Counsel;
Aaron Hiller, Chief Oversight Counsel; Joe Graupensperger, Chief
Counsel, Subcommittee on Crime, Terronsm, Homeland Security,
gnd Invest‘.lgatmns and Veronica Eligan, Professional Staff Mem-

er.

Mr. GOODLATTE. Good morning. The Judiciary Committee will
come to order.

And, without objection, the Chair is authorized to declare a re-
cess of the Committee at any time.

We welcome everyone to this morning’s hearing on “Oversight of
the Federal Bureau of Investigation.”

Before I begin this hearing, I want to take a few minutes to rec-

1ze the chief counsel of the Subcommittee on Crime, Terrorism,

meland Security, and Investigations, Caroline Lynch After 15
years working on Capitol Hill, Caroline has decided to move back
to her home gtate of Arizona to be close to her family and to pur-
sue the next steps in her career. Needless to say, we are very sad
to see Caroline go.

During her time in Wasiun%':on D.C., Caroline worked for Rep-

resentative John Shadegg, both in his personal office and as chief
counsel of the House Republican Policy Committee. In 2006, Caro-

(1)
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line came to work for the House Judiciary Committee, and in 2008,
she became chief counsel of the Judiciary Committee’s Crime Sub-
committee.

At the Committee, Caroline has had an enormous impact on the
reform of our criminal and national security laws. Few people in
Washington have done as much to promote the safety of our com-
munities. Caroline has overseen the drafting, negotiation, and pas-
sage of critical legislation regarding the Foreign Intelligence Sur-
veillance Act, the Electronic Communications Privacy Act, and the
most sweeping set of reforms to government surveillance practices
in nearly 40 years, the USA Freedom Act, among many other pri-
ority legislative initiatives.

Anyone who has met Caroline knows she is immensely intel-
ligent, hardworking, loyal, and a discerning chief counsel. And, of
course, those people she has negotiated with have found her to be
a skillful and formidable but fair advocate. Her team at the Sub-
committee know her to be a determined leader and a steadfast
friend. I have appreciated Caroline’s deep knowledge of criminal
laws, the strength of her convictions, and her courage to speak the
truth in a place where it is rarely convenient to do so.

We wish Caroline well in her new endeavors, and I thank her for
her years of dedicated service to this Committee, the U.S. House
of Representatives, and the American people.

[Applause.]

Mr. GOODLATTE. And I know the Ranking Member, Mr. Conyers,
would like to say a few words as well.

Mr. ConYERS. Thank you very much, Chairman Goodlatte.

This is indeed a unique moment in our history, and on behalf of
the Democratic staff and Democratic Members of the Committee, I
want to recognize Caroline Lynch for her hard work and her dedi-
cation for the past 10 years.

As chief crime counsel for the Republicans during this time, she
worked collegially with her Democratic colleagues on a broad range
of criminal justice issues: The Crime Subcommittee is legislatively
the busiest Subcommittee, to me, in all of Congress, and every
crime-related bill that has been enacted during her time here has
had the benefit of her expertise.

There are many examples of this, but I will cite her role in help-
ing Members find common ground on section 215 of the PATRIOT
Act so that we could enact important reforms in the USA Freedom
Act. This important law will both safeguard our national security
and our civil liberties, and it set a precedent for how we can pro-
ceed on such issues in the future. Her work on this legislation was
essential to its ultimate success.

We will miss her insight on these issues as well as her friendship
and her friendliness as she leaves the Committee for other endeav-
ors in her home State of Arizona. '

We wish you all the best.

[Applause.]

Mr. GOODLATTE. I think you would agree with me in|saying that,
while her work is not quite done today and the rest of the week,
she has also been very critical to the bipartisan work that we have
been doing here the past few years, culminating in 11 bills so far
passing out of this Committee dealing with criminal justice reform.
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And we thank you for the contribution you have made for that.
And that work has been, indeed, very bipartisan, so we thank you
all.

We now welcome Director Comey to your fourth appearance be-
fore the House Judiciary Committee since your confirmation as the
seventh Director of the FBI. Needless to say, the past year since
our last oversight hearing has been challenging for the FBI on a
number of fronts that we hope to review with you today.
- I want to begin by commending the men and women of the FBI

and the NYPD and the New Jersey Police Department for their
swift action in identifying and apprehending Ahmad Khan Rahami,
whose cold and cowardly acts of terrorism last week injured 29
American citizens.

This was the latest in a string of attacks stretching back to the
2013 Boston Marathon bombing and continuing through the terror
attacks in San Bernardino, Orlando, and Minneapolis. They all
share one common thread—namely, radical Islam.

This Administration, however, including the FBI, has coined this
cancer with the euphemism of “countering violent extremism.” If
the FBI and the rest of our national security apparatus continues
its myopia about focusing on ethereal issues of extremism, their
mission to protect the American people will always be one of fol-
lowing up on terrorism’s aftermath.

I look forward to hearing from you about how the FBI is working
to proactively combat radical Islamic terrorism and put an end to
this string of violence.

While terrorism is a malignancy which must be purged, other
events at home have called into question the confidence that Amer-
icans have historically held in a blind and impartial justice system.

Former Secretary of State Hillary Clinton and the FBI's inves-
tigation into her seemingly criminal conduct is a case in point. It
seems clear that former Secretary of State Hillary Clinton com-
mitted multiple felonies involving the passing of classified informa-
tion through her private email server. The FBI, however, declined
to refer the case for prosecution on some very questionable bases.

This past Friday afternoon, the FBI released additional inves-
tigative documents from the Clinton investigation which dem-
onstrate, among other things, that more than 100 of the emails on
Secretary Clinton’s private server contained classified information
and that emails required to be preserved under Federal law were,
in fact, destroyed.

Even more alarming, we have recently learned that President
Obama used a pseudonym to communicate with Secretary Clinton
on her email server. Why is this relevant? As Secretary Clinton’s
top aide, Huma Abedin claimed, when informed by the FBI of the
existence of an email between her boss and the President, “How is
that not classified?”

Armed with knowledge of the President’s now-known-to-be-false
claim that he only learned of Clinton’s private email account “at
the samé time everybody else learned it, through news reports,” did
the FBI review why the President was also sending classified infor-'
mation over unsecure means. In effect, this President and the
former Secretary of State improperly transmitted communications
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through nonsecure channels, placing our Nation’s secrets in harm’s
way.

Secretary Clinton’s decision to play fast and loose with our na-
tional security concerned not simply her daughter’s wedding plan-
ning or yoga routines but, instead, quoting you, Director Comey,
“Seven email chains concerned matters that were classified at the
Top Secret/Special Access Program level when they were sent and
received.” Top Secret/Special Access Programs contain some of the
most sensitive secret information maintained by our government.
This is a truly remarkable fact. Were anyone of lesser notoriety
Eha_n I_-Ii_lllary Clinton guilty of doing this, that person would already

e in jail.

For Americans unsure what a special access program, or SAP, is,
it is the kind of information that a war-planner would use to defeat
an enemy or even clandestine intelligence operations. The Wall
Street Journal explained that an SAP usually refers to highly cov-
ert technology programs often involving weaponry. Knowledge of
these programs is usually restricted to small groups of people on
a need-to-know basis.

For those wondering whether this kind of information on an un-
secure server is a problem, you need read no further than the Huff-
ington Post, which reported Hillary Clinton’s private email server,
containing tens of thousands of messages from her tenure as Sec-
retary of State, was the subject of hacking attempts from China,
South Korea, and Germany after she stepped down in 2016.

To conclude, let me ask everyone to engage in a thought experi-
ment. One of this Nation’s signature accomplishments in the war
on terror was the raid on Abbottabad, Pakistan, on May 2, 2011,
that resulted in the killing of Osama bin Laden. That operation,
which was conducted by an elite team of U.S. Navy special opera-
tors, was, of course, highly classified.

Now, imagine, if you will, that classified information relating to
the raid was passed through a nonsecure email server and was
accessed by Nations or individuals hostile to the United States.
Rather than a highly successful covert operation, we might have
had a team of dead U.S. servicemen.

Hillary Clinton chose to send and receive Top Secret information
over a personal, unsecure computer server housed in her various
homes and once reportedly placed in a bathroom closet. These ac-
tions, without a doubt, opened these communications to hostile
interception by our enemies and those who wish America harm.

These facts, and not the imagined history I have asked you to
contemplate, were the basis of the investigation by the FBI. And
these are the facts that you, Director Comey, chose to hold unwor-
thy of a recommendation to prosecute, saying that no reasonable
prosecutor would bring such a case.

We, as Congress ang the American people, are troubled how such

oss negligence is not punished and why there seems to be a dif-
erent standard for the politically well-connected, particularly if
your name is Clinton. |.J

Mr. Director, I look forward to your testimony today.

At this time, I am pleased to recognize the Ranking Member of
the Committee, the gentleman from Michigan, Mr. Conyers, for his
opening statement.
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Mr. CoNYERS. Thank you, Chairman Goodlatte.

Welcome again, Director Comey, for your appearance here today.

The FBI’s mission is a complex undertaking: to protect the
United States from terrorism, to enforce our criminal laws, and to
lead the Nation’s law enforcement community.

That mission ought to mirror our own priorities in this Com-
mittee. In the past few days, for example, we have witnessed near-
fatal terrorist attacks in Minnesota, New York, and New Jersey.
These attacks underscore the growing fear that individuals can be
moved to violence at home by the propaganda of ISIS and other
terrorist groups abroad even though they have no direct connection
to those organizations.

To me, this threat is dire. We should be doing all we can within
our communities and within cur constitutional framework to miti-
gate the danger. But will our majority here in the House use their
time today to discuss these attacks? I suspect that they will not be
in their focus in this campaign season.

In Charlotte, in Tulsa, in Dallas, right here in Washington, and
in other cities across this country, our citizens demand answers to
questions about race and policing and the use of lethal force by law
enforcement. Our police are under siege, often underresourced, and,
in some cases, hard-pressed to build trust with the communities
they serve.

Director Comey, your continued work to foster lines of commu-
nication between police officers and the general public is commend-
able—and necessary if we are to keep our citizens safe from harm.

But will my colleagues discuss this pressing issue with the Direc-
tor of the FBI, whose leadership in the law enforcement community
is paramount? I hope so. I am also afraid the focus may be else-
where.

The FBI is the lead agency in the investigation of cyber-based
terrorism, computer intrusions, online sexual exploitation, and
major cyber fraud. We have known for some years about the per-
sistent cyber threat to our critical infrastructure. Now we hear re-
ports of a new cyber threat to the very basis of our democratic proc-
ess.

Twice this summer, Director Comey, I wrote to you with my fel-
low Ranking Members to ask you to look into reports that Russian
state actors are working to undermine our election process.

Without objection, Mr. Chairman, I ask that both these letters be
placed in the record.

Mr. GooODLATTE. Without objection, they will be made a part of
the record.

[The information referred to follows:]
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@ongress of the Wnited States
Washington, BE 30515

July 25, 2016
The Honorable James B. Comey The Honorable Ashton B, Carter
Director of the Federal Bureau of Investigation Secretary of Defense’
FBI Headquarters U.S. Depariment of Defense
935 Pennsylvania Avenue NW 1300 Defense Pentagon
Washington, D.C. 20535 Washington, D.C. 20301
The Honorable-John F: Kerry The Honorable James R. Clapper
Seccretary of State Director of National Intelligence
u.s. Depanm:nl of State Office of the Director of National
2201 C Street NW _ Intelligence
Washington, D.C. 20520 Washington, D.C. 20511

Dear Director Comey, Secretaries Kerry and Carter, and Genéral Clapper:

As senior Menibers of national-sécurity commitiees in Congress, we are deeply troubled by
reports of a Russia- suppone.d hacking of Demoeratic National Commitiee data, and we applaud
the FBI's quick action launching an investigation. We request that the Administration brief
membets of Congress on this situation as sgon as possible in unclassified or classified settings as
needed.

We see two separate issues at play here, both of which deserve the focus of investigators and
Congressional overseers. '

First, the DNC hack was plainly cyber-crime. More and more, America's adversaries are
cmpiu)ﬂng cyber-thefi and cyber-terrorism as tactics to threaien-our security. We need to
understand fully the extent of the, hack and work to determine who was responsible. We need to
assess whose personal information was compromised by the attack. :md ensure those individuals
have what they need to prevent any further dimage. We need to determine what vulnerabilities
allowed this aftack to succced, and provnde information to the public.about how to guard against
future attacks of this nature,

Second—and perhaps more important—the timing and content of the theft, targeting onc of our
two major political parties, makes clear that this cyber-attack amounts to more than a public
embagrassment or harmiess mischief. If reports of Russia’s involvement are confirmed, the only
reasonable conclusion is that Jeaders in.Russia are stealmg and disscminating information in an
effort to sway an clection in the United States.

BT ED CH AECYSLLD FAPLR
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Gangress of the Huited States
Maskinglon, DA 20515

August 30, 2016

The Honcrable James Comey
Director

Federal Bureau of Investigation
935 Pennsylvanin Avenue NW
Waushington, D.C. 20530

Dear Mr. Director:

Based on multiple press repens, it appears that the Federal Bureau of Investigation (FBI)
is investigaling v wihether Russia executed tyber nitucks aguinst the Democratic National
Commmitiee {IJ\'C) and the Democratic Congn:sslonul Csmpmgn Commilice (DCCC) thal
resulted in the illegal hacking of'a wide range of emails and other documents.!

We are wiiting to requést thal the FBI assess whether connections between Trump
campuign officials and Russiun interests may have contributed 10 these attocks in order lo
interfere with the U.S. presidential clection.

Serious questions hiave been raised about overt and ‘covert actions by Trump compaign
‘officials on behalf of Russian interests. It is critical for the Americon public to know whether
these actions may have dlmcliy caused or mrhrecﬂy motivated attacks agrinst Dernocratic
institutions and our fun tal election |

On uly 22, 2016, just days he!‘urc the Democratic convention, epproximately 20, DUO
pages of l||¢gﬂ."} hacked documciis were leaked by Wlki Leaks m an npp'\rem attempt to
influence the U.S. presidential election i favor of Detald Tramp? According o one press
report:

The FBI suspects thet Russian govemment hackers breached the networks of the
Demotratie Nalionial Committee and stole émails thet were posted to the antisseerecy site

! See, ¢.g.. FBI Investigating Whether Russians Hacked Demacratic Party s Emails to
Helg Donald Trump, Los ﬁngelcs Times (July 25, 2016) (online at www, latines. com.’nshonﬂa
nia-pol-foi-haek-dnc-russin-20160725-snap-story. I\lml} See also Growing E vtdeuce Suggests
Recent Huc‘i.: the Work of Russian-Backed Cyber Militias, Fox News (Aug. 20, 2016) {Dnh!\c at
www_fuxncws: :um.r‘puhl.csﬂmﬁfUS}lDigmwmg evidence- suggest-recent-hucks: work-russian-
backed-cyber-militias.hunl).

? iikiLeaks Releases Th ds of D 1s Abouit Clinton and Internal Deliberations,

Washington Post (July 22, 2016) (online ai wivw. washmglmrposl com/news/post-
pollt:cs.prﬁnlﬁm?fﬂfon ceve-of-democratic-convention-wikileaks-relenses- thousands-of-
about-clinton-the ign-and-inter nal -deliberations?).

P
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Less than two weeks later, on August 8, 20|6 Roger Stonc, a Donald Truimp canl‘danlc
révealed that hé has oommuulcmed with Wak;Lmks founder: Julian Assnrgx. ahout the upcommg
release of additiginal lllq,al Iy~hacked Democratic docurnerits. Mr. Stone made these statenients
during a Republican campaign event while-answering o-question sbout a potential “Ociober
surprise.”!

ltis.uncledr whther U.S. low ciferceinciit authoritics have interviewed Mr. Stone abait
his communications with M. Assange or aboiit is knowledge of how WikiLeaks obtained the

I.| legally-hacked dacuments.

[n.addition, on July 7, 2016, éne of Donald Trump's foreign policy advisers, Carter Page;
traveled to. Moscow to give a speu..h that was i:urshly cruu:af of the United States and its
“hypo ritical focus on idcas such as. dex lity, corruption® and’ regime
My Pa;,e had touted his extensive dca]mgs with Russian energy giant Gazp
- céii dn adviser “on key wransactions for Gn:.pm "3 Afier Donald Trinnp
mmcd Mr Pageas his 1orc|gr| po!:cyadwse-r in March, Mr; Page explained that “his busiri
has suffered directly from the U.S. ccononiic sanctions imposed aﬂer Russia" sescalalmg
invalvement in the Ukraine.'*

Mr, Page appears to enjoy high-level actess to Russidn officials that are currently under
_sanctions imposed by the- United Sates goveriment. Acourdln;, 10 oite press report:

After thc Obama admmlstmtmn atlded Rosneft Chamnan Igor Sachm loits sanctmns list

firms, Page praised :hc f‘orﬁwf deputy prime mmis:er, cous:demd one ‘of Putin’s domi
.allies.over the pasi ‘25 ye:lrs Sechm has dorie more to advance’ Us. Russmn relations.
than any individual i m or out of govemment from cither side of the Atlantic over the past
decade,” Page wrote.!

" Trump Aty C.'."n'r}n: He “Comnumicated With* mialca;f(s Founder, Washington
Examin '(Aug '9,2016) (mtlmc arwww, waslnngtunexammer canﬂh'ump nlly-ciaims “he-
comn cd-with-wikilenks-founderfurticle/2598931),

"2 Trump 's-Russia Adviser Criticizes U.S. foi* “Hypacritical Focus on. Democratization, ™

Washmgl.on Posi (July 7 20 | 6) {onlinc at www.washingtonpost. cuuﬂwurld!cumpehmmps-
_russia- advlsur -eriticizes-us- fot-hwocr:uml -focus-on-deinocratization/2016/07/07/304a3d60-
4330 1 Icé«e'?éd 3550dh2926ac_smr}' html).

n Biography of Cayter Page. CI°A, Glubal Energy Copital LLC {accessed Aug. 22,.2016)
(online at www. globalmmgycap ‘com/managementf).

¥ Tiump’s New Russia Ad‘vwer Has Deep Ties.io Kremlin’s Gazprom, Bloomberg (Ma.r
30; 2016} {online at www bloomberg. conﬂpohhcs.’nmclﬁﬂﬂlﬁ-ﬁl 30ftrump-russia-adviser-
carler-page-interview].

"*T‘rrrmp Advisér’s Puiblic Coninents, Ties to Moscow Stir Unéase in Botl: Parties.
Wnshmg:on Post (Aug. 5,2016) (online at www. waslnng!onpost comﬂbusancw’en.onomyﬂmmp
advisers-public-comments-lies-to-nmoscow-stir-uncase-in-both-parics/201 6/08/05/2¢8722fa-
58151 1e6:0a¢-8075993d7302_story.html).
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Ukrainian ledder to release an imprisoned political rival."®! “Although Mr..Manafort has resigned
{rom his position, it appears 1hnl Mr. Gaies contimics to be d top adviser to MF. Trump.

It is unclear whether U.S, law enforcement-authorities have interviewed Mr, Manafort.or
Mr Page about their failure to disclose this’ lnfu{tmtlon but several prominent. Membcrs ner
Framp's na_rty_r ‘have ekpitssed gave concerns.

‘Far example, R:publi(.an Adam Kumngc* of Iliriois calied for an mvcsllgauon into
Donald Trump's “chicf adviser, what his association with the Russians are.” More bmndly‘ Rep.
szmu.r criticized “th:s affection in the canpaign for: Russia and Viadimir Putin," and he
questioncd how ani why a n:l‘eren(.e to Russ:nn‘ ffenswe weapons was mysteriotsly rcmoved
from the Republicun Party's platform, noting that “it just happencd, sy

‘Similarly, Eliat Cohe.n who served as a; -counsclor at the State Department under the
George ‘W. Bush Adn\;msmtmn wmtcd “Eoi £N govemments ‘sonctiviies e::pm.s mefcrmocs
.about who should be elected; that's alrendy’ pmblcmﬂnc Buit b do" somcthmg in the naturé of
dirty tricks would be u very, very serious probléin,"

“Finally, House Spenker Paul Ryan's spokesiman stated: “Russia is a global menace led
by-a devious thug. Put-.n should stay out of this clection,”*

We.d not know if Donald Trimp's public statéments.or the connections of his canpaign
s lo Rusman interests dmmly or md:rccﬁy led 10 the cybtr ariacks against Democratic

ut the pread agrecment that the United States should 1ake ull
step: possible: e\reﬂt Russia fromi mcrfcnngm oui ckciorat process and proseciiic to the full
extent of the Jaw snyone involved in suéli o scheme,

officia

2 d,

2 Gor Coagr-?.?snmn Warns Trump: Russia Not an Au'l'_v CNN {Aug. 6,2016) (online st
www.onn: ..o:rWidcos!:vﬂUléM&!li#gop cougressman rep-adam-kinzinger-reacts-lo-rumps-
sis-plan-the-lead.can); Rep. K.!n.mger Calls for In igation Into M. "; .-Rmsum Ties,
Politico (Ang. 6,2016) (onling at wiviw, polmco wnvswry!?{)lélﬂ&'gop-rep
lllvestlgnuon-lnm -manafori-russian-tics-227090). Se¢‘alse Donald Trump Campmgn Chairman
Paul Mnm:for: Resigns, 'CNN (Aug. 20, 2016) (online at
www mn;'unﬁﬂlﬁfﬂ&r‘lQfm!mcsfdonuld trump-campaign-chairmans| paui :manafort-
can Duﬂ'y of chonsm, siating *[ want Lo know what money
ro-Russion Ol'gl'lll ation in the Ukraine.”).

he, got from
u: f'rnmp Invites Russ.l'n fo Meddle i in the U.S. Prejl(fe;:hﬂf Roce with. C}’mmn s Eninils,
Wmlmlgtm\ Post (July 2‘? 2016) (onhn{: at www, washingionpost. mlmpolmcsflrl.mp-lnw'cs-
A “to-meddie-in:-the-us-presidential - race- wzth-chmons emails/2016/07/27/a85d799¢-5414-
11¢6- b?dc—dfn.SWJOdQ _story.umiZiid=a_ inl).
M Speaker Paul Rydn Calls-oit “Global Menace” Russia to "Stay O of This Election; "
The Call Came After Donald Trump Encouraged K Rusmm Hackers to" Target Hillary Cfmlon
"CNN (July 27, 2016) (onImL at hitp://time.com/4426783/paul-ryan- mpubhcans-donald -trump-
russia/).
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The Hondrable Janies Conméy
Page:&

“Tharkyou fof youF consideratioi of this request,

i'Siﬁcc"Egl"y‘_‘_.
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Mr. CoNYERS. Thank you.

It is now the clear consensus of the intelligence community that
the Russian Government was behind the hack of the Democratic
National Committee and not, as some suggested, somebody sitting
on their bed that weighs 400 pounds.

On Friday, we learned from one report that the United States in-
telligence officials are seeking to determine whether an American
businessman identified by Donald Trump as one of his foreign pol-
icy advisers has opened up private communications with senior
Russian officials, including talks about the possible lifting of eco-
nomic sanctions if the Republican nominee becomes President.

The report cites to an unnamed “senior U.S. law enforcement of-
ficial,” which I presume means someone in your orbit, Mr. Director.

Without objection, I ask that this article, Mr. Chairman, be
placed into the record as well.

Mré1 GOODLATTE. Without objection, it will be made a part of the
record.

[The information referred to follows:]
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rolt in-the canpaign remains unclea; Trump spokeswoman Hope Hicks last month called him
an “informal forcign adviser™ who “does not speak for Mr. Trump of ‘the campalgn * Asked
this week by Yahoo Neivs, Trump cnmpmgn spokesman Jason Miller said Page “has no role”
and added: “We aré not awarc of any of hi$ activitics,:past or present.” Miller did not rtspond
when asked why Teump had previously described Page as one of his advisers.

The questions about Page come amid mounting concernis within the U.S. intclligence
community about Russian cybcrallucks on the Democratic National Commiittec.and state
election damba.ses il Arizona and Nlinois. In a rare publlc talk this weck, former
inderseeretary of defense for mlclhgcnce Mike Vlckc.rs sa:d that the Russmn cyberattacks
‘constituted meddling in'the U.S: clection and were “bCyond the pale.” Also, this week, two
senior Dcmccrats — $en, Dianne Feinstein, ranking minority member on the Senate:
Intelligence Commitiec, and Rep Addm Schiff; ranking minority ‘mermber on the House
Intelligence Commitiee — releascd a joint stateinent that went furihér thcn what U.S. officials
had publicly said Aboit the matter:

“Bas:d on briefings we have reccived, we Imw: concluded ihat the Russian intelligence

,ﬂgl::ltiﬂ are making'a serious and r.oncl.rted cl'fort to: inﬂucncc the U.S. election,” they said.

“Al the least, this effort is intendéd to sow douht ahnul the. sccnriry of our clection and may
well be intcndet! to inflicnce the outcomes o[thc e!ec:aon » They adcied that “ordefs for the
Russmn intclllgcncc agencies to conduct such actions cuuld come only from very senior
lévels of the Russian governnicnt.”

Page came:to me altcnuon of offi cials at the U, S, Embassy in Moscnw several years ago when
he showed up in the Ru capital durlng séveral. business trlps -and made provocative publac
wmmemq critical ‘of U.S. policy and sympatheuc 10 Putin."*He Wads pmlly much @

3 apologist for sny!hmg Moscow dld " said one u.s. ‘official who served in Russia at the.time.

He hasn't: ‘been shy about expréssing those views in the U.S. as well. Last March, shorty after
he was named by Trump,as one. of his adyisers, Page 1old Bloomberg News he had been an
adviser lo, and investor in, Gazprom, lhc Russian state- owncd gas’ compmir. Te'then hla.mcd
Obama admmlslmtmn sanctions — mposcd asa rtsponsc to the Russian annexal ol me:
— for driving down the company's stock. “So many peoplc who 1 know :md have, wnrkcd with
0 adverscly affected by the sanctions policy,” Page said.in the | mtcrv:ew “There’s.a
lot of excitement in terms of the possibilities for creating a better situation.”

Page showed up again in Moscow-in carly July, just twa weeks before the Republican National
‘Convention formally nommatcd Trump for prcSIdem -and once again criticized U.S policy:
Speaklng at a commencement address for the New Economic School, an'institution’ funded in
part by imajor Russian Dhgarchs close 1o Puiin, Page asseried that“Washington and olher West
capitals” had impeded progress in’ Russia “through thcir often hypocnlrc:ﬂ l'ocus on u!eas such
-as'democratization, mcqunhly. corruption and regime.change.”

‘Al the time; Page decliried 16 say whéther he was mecting with Russian officials during, h;s
mp accordmg to a Reuters report.
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Mr. CoNYERS. Thank you.

Let me be clear. If true, this allegation represents a danger to
our national security and a clear violation of Federal law, which ex-
pressly prohibits this type of back-channel negotiation.

And I am not alone in describing the nature of this threat.
Speaker Ryan himself has said that “Russia is a global menace led
by a devious thug. Putin should stay out of this election,” end
quotation.

But will our majority join us and press you on this problem
today, Director Comey? Instead, I believe that the focus of this
hearing will be more of the same: an attack on you and your team
at the Department of Justice for declining to recommend criminal
charges against Secretary Hillary Clinton.

In recent weeks, this line of attack has been remarkable only for
its lack of substance. Your critics dwell in character assassination
and procedural minutia, like the proper scope of immunity agree-
ments and your decision to protect the identities of individuals
wholly unrelated to the investigation. They want to investigate the
investigation, Director Comey, and I consider that an unfortunate
waste of this Committee’s time.

With so many actual problems confronting this Nation and so
many of those challenges within your jurisdiction and ours, you
would think my colleagues would set their priorities differently. I
hope that they do and they listen to our conversation today.

I thank the Chairman, and I yield back.

Mr. GOODLATTE. Thank you, Mr. Conyers.

And, without objection, all other Members’ opening statements
will be made a part of the record.

We welcome our distinguished witness. And if you would please
rise, I will begin by swearing you in.

Do you solemnly swear that the testimony that you are about to
give will be the truth, the whole truth, and nothing but the truth,
so help you God?

Thank you.

Let the record reflect that the witness answered in the affirma-
tive.

FBI Director James Comey is a graduate of the College of Wil-
liam and Mary and the University of Chicago Law School. Fol-
lowing law school, Director Comey served as an assistant United
States attorney for both the Southern District of New York and the
Eastern District of Virginia. He returned to New York to become
the U.S. attorney for the Southern District of New York. And, in
2003, he served as the Deputy Attorney General at the Department
of Justice.

Director Comey, we look forward to your testimony. Your written
statement will be entered into the record in its entirety, and we
ask that you summarize your testimony in 5 minutes. You may
begin. Welcome.

TESTIMONY OF TI::]:E HONORABLE JAMES B. COMEY,
DIRECTOR, FEDERAL BUREAU OF INVESTIGATION

Mr. CoMEY. Thank you, Mr. Chairman, Mr. Conyers, the Mem-
bers of the Judiciary Committee. It is good to be back before you,
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as the Chairman said, for the fourth time. I have six more to go,
and I look forward to our conversations each time.

I know that this morning there will be questions about the email
investigation, and I am happy to answer those to the absolute best
of my ability. In July, when we closed this case, I promised un-
usual transparency, and I think we have delivered on that promise
in, frankly, an unprecedented way. And I will do my absolute best
to continue to be transparent in every way possible.

But what I thought I would do, because I know we will talk
about that quite a bit, I want to just focus on some of the other
things the FBI has been doing just in the last couple of weeks. And
my objective is to make clear to you and to the American people
the quality of the people who have chosen to do this with their
lives, to do something that is not about money, it is not about the
living, it is about the life that they make.

And I just picked four different examples of things we have been
working on that illustrate the quality of the folks, the scope of the
work, which is extraordinary, and the importance of partnerships,
because it is true that the FBI does nothing alone.

So just to tick off four from four different parts of our organiza-
tion, obviously, as the Chair and Mr. Conyers both mentioned, in
the last couple weeks, our folks in the New York area have been
working in an extraordinary way with their partners at Federal,
State, and local organizations of all kinds to bring to justice very
quickly the bomber in the New Jersey and New York attacks.

That work was done in a way, frankly, that would have been
hard to imagine 15 years ago in a time of turf battles and worries
about my jurisdiction, your jurisdiction. They showed you how it
should be done, how it must be done. And I think we should all
be very proud of them.

Second, within the last week, a hacker from Kosovo, who worked
for the so-called Islamic State in hacking in and taking the identi-
fies and personal information of American military employees and
then giving it to the Islamic State so they could target these peo-
ple, was sentenced to 20 years in jail for that hacking. His name
1s Ardit Ferizi.

Our great folks, together with lots of partners around the world,
found this Kosovar in Malaysia, and our Malaysian partners ar-
rested him, brought him back to Virginia, where he was just sen-
tenced to 20 years for his hacking on behalf of the Islamic State.
Terrific work by our cyber investigators.

And, obviously, as you know, we are doing an awful lot of work
through our counterintelligence investigators to understand just
what mischief is Russia up to in connection with our election. That
is work that goes on all day every day, about which I am limited
in terms of answering questions. But I wanted you to know that
is a part of our work we don’t talk about an awful lot but it is at
the core of the FBI.

And the last one I want to mention is, 2 weeks ago, a 6-year-old
girl was kidnapped off her front lawn (in eastern North Carolina in
a stranger kidnapping. And all of law enforcement in North Caro-
lina surged on that case. We rolled our Child Abduction Rapid De-
ployment Team, which is a capability we have built around the
country to help in just these kinds of situations. These are agents
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and analysts who are expert at doing what has to be done in that
golden 24 hours you have to try and save a child.

And so we rolled those resources, we worked with our partners
at State and local levels in North Carolina, and overnight we found
that little girl. We found that little girl chained by her neck to a
tree in the woods, alive, thank God, and she was rescued.

The picture that they showed me that morning of that little girl
with wide eyes and her long hair around her shoulders but still a
thick chain around her neck connecting her to that tree is one I
will never be able to get out of my own head, because it is both
terrible and wonderful. It is terrible because of what happened to
this little girl; it is wonderful because, together, we found her and
saved her.

So I called the sheriff in North Carolina, I called our key team
members who worked on that to thank them. And they told me
that they were relieved and exhausted and that they are all hard-
ened investigators but they stood that early morning in the com-
mand center and cried together because it almost never ends this
way.

So I said to the sheriff and to our people, I wish we didn’t live
in a world where little girls were kidnapped off of their front
lawns, where we had to do this kind of work, but, unfortunately,
we live in that world. And because we do, I am so glad that those
people and the rest of the people that work for the FBI are in that
world, because we are safer, we are better because they have cho-
sen to do this with their lives.

The best part of my job is the people I get to watch, to see their
work, to admire their work, to support their work in any way that
I can. They are doing extraordinary work for the American people
across an incredible array of responsibilities. I know you know
that, and we are very grateful for the support you give to the men
and women of the FBI. And I look forward to our conversation
about their work, Mr. Chairman.

Thank you.

[The prepared statement of Mr. Comey follows:]
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Good meming Chairman Geodlatte, Ranking Member Conyers, and members of the commitice.
Thank you for this opportunity to discuss the FBI's programs and priorities for the coming year.
On behalf of the men and women of the FBI. let me begin by thanking you for your ongoing
support of the Bureau. We pledge to be the best possible stewards of the authorities and the
funding you have provided for us, and to use them to maximum effect to carry out our mission

Today’s FBI is a threat-focused, intelligence-driven organization, Each FBI employee
understands that to defeat the key threats facing our nation, we must constantly strive to be more
efficient and more effective. Just as our adversaries continue to evolve, so. too, must the FBI. We
live in a time of acute and persistent terrorist and criminal threats to our national security, our
economy. and our communities, These diverse threats underscore the complexity and breadth of
the FBI's mission.

We remain locused on delending the United States against lerrorisin, areign inteliigence, and
cyber threats: upholding and enforcing the criminal laws of the United States; protecting privacy,
civil rights and civil liberties; and providing leadership and criminal justice services to federal,
state, tribal, municipal, and intemational agencies and partners. Our continued ability to carry out
this demanding mission reflects the suppon and oversight provided by this committee.

National Security
Coumterierrorism

Preventing terrorist attacks remains the FBI's top priority. Threats of terrorism against the United
States remains persistent and acute. The dangers posed by foreign fighters, including those
recruited from the U.S., traveling to join the [slamic State of [raq and the Levant (ISIL) and from
homegrown violent extremists are extremely dynamic. The tragic events we witnessed last week
in New York and New Jersey and last June in Orlando are a somber reminder that the challenges
we face are not just foreign in nature — they also come from within our own borders. Our work is
very difficult; we arc looking for needles in a nationwide haystack. but we are also called upon 1o
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figure out which picces of hay might someday become needles. That is hard work and the
particular challenge of identifying homegrown violent extremists.

Threats of terrorism remain our highest priority and create the most serious challenges for the
FBI, the U.S. Intelligence Community, and our foreign, state, and local allies. ISIL is relentless
and ruthless in its pursuits to terrorize individuals in Syria and Iraq, including Westerners. We
continue to identify individuals who seek to join the ranks of foreign fighters traveling in support
of IS1L, and also homegrown violent extremists who may aspire to attack the United States from
within. In addition, we are confronting an explosion of terrorist propaganda and training
materials available via the Internet and social media. As a result of online recruitment and
indoctrination, foreign terrorist organizations are no longer dependent on finding ways to get
terronist operatives into the U.S. to recruit and carry out acts, Terrorists in ungovemned spaces—
both physical and cyber—readily disseminate poisoned propaganda and training materials to
attract easily influenced individuals around the world to their cause. They encourage these
individuals to travel, but if they cannat travel, they motivate them to act at home. This is a
significant change and transformation from the terrorist threat our nation faced a decade ago.

ISIL’s widespread reach through the Intemel and social media is alarming as the group has
proven dangerously competent at employing such tools for its nefarious strategy. 1SIL uses high-
quality, traditional media platforms, as well as widespread social media campaigns to propagate
its extremist ideology. Recently released propaganda has included various English language
publications circulated via social media.

Social media also helps groups such as 1SIL to spot and assess potential recruits. With the
widespread horizontal distribution of social media, terrorists can identify vulnerable persons of
all ages in the United States—spot, assess, recruit, and radicalize—either to travel or to conduct a
homeland attack. The foreign terrorist now has direct access into the United States like never
before.

Unlike other groups, ISIL has constructed a narrative that touches on all facets of life from career
opportunities to family life to a sense of community. The message isn't tailored solely to those
who are overily expressing symptoms of radicalization. It is seen by many who click through the
Intemet every day, receive social media push notifications, and participate in social networks.
Ultimately, many of these individuals are seeking a sense of belonging. Echoing other terrorist
groups, ISIL has advocated for lone offender attacks in Western countrics. Recent 1SIL videos
and propaganda specifically advocate for attacks against soldiers, law enforcement, and
intelligence community personnel. Several incidents have occurred in the United States, Canada,
and Europe that indicate this “call to arms" has resonated among ISTL supporters and
sympathizers.

Investigating and prosecuting I1SIL offenders is a core responsibility and priority of the
Department of Justice and the FBI. The Department has worked hard to stay ahead of changing
national security threats and changing technology. The benefits of our increasingly digital lives,
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however, have been accompanied by new dangers, and we have been forced to consider how
criminals and terrorists might use advances in technology to their advantage.

For instance, some of these conversations among ISIL supporters and sympathizers occur in
publicly accessed social networking sites. but others take place via private messaging platforms.
These encrypted direct messaging platforms are tremendously problematic when used by
terrorist plotters. Similarly, we are secing more and more cases where we believe significant
evidence resides on a phone, a tablet, or a laptop evidence that may be the difference between an
offender being convicted or acquitted. The more we as a society rely on electronic devices 1o
communicate and store information, the more likely it is that information that was once found in
filing cabinets, letters, and photo albums will now be stored only in electronic form. 1f we cannot
access this evidence, it will have ongoing, significant effects on our ability to identify, stop, and
prosecute these offenders.

We have always respected the fundamental right of people to engage in private communications,
regardless of the medium or technology. Whether it is instant messages, texts, or old- fashioned
letters, citizens have the right to communicate with one another in private without unauthorized
government surveillance not simply because the Constitution demands it, but because the free
Mow of information is vital to a thriving democracy.

The FB1is using all lawful investigative techniques and methods to combat these terrorist threats
to the United States, including both physical and electronic surveillance. Physical surveillance is
a critical and essential tool in detecting, disrupting, and preventing acts of terrorism, as well as
gathering intelligence on those who are capable of doing harm to the nation. Along with our
domestic and foreign partners, we are collecting and analyzing intelligence about the ongoing
threat posed by foreign terrorist organizations and homegrown violent extremists. We continue
to encourage information sharing; in partnership with our many federal, state, local, and tribal
agencies assigned to Joint Terrorism Task Forces around the country, we remain vigilant to
ensure the safety of the American public.

Be assured, the FBI continues to pursue increased efficiencies and information sharing processes
as well as pursue technological and other methods to help stay ahead of threats to the homeland.
However, when changes in technology hinder law enforcement’s ability to exercise investigalive
tools and follow critical leads, we may not be able to identify and stop terrorists who are using
sacial media to recruit, plan, and execute an attack in our country. Ultimately, we must ensure
both the fundamental right of people to engage in private communications as well as the
protection of the public.

Going Dark

While some of the contacts between groups like ISIL and potential recruits oceur in publicly
accessible social networking sites, others take place via encrypted private messaging platforms.
This real and growing gap. which the FBI refers to as “Going Dark,” is an area of continuing
focus for the FBL; we believe it must be addressed, since the resulting risks are grave both in
both traditional eriminal matters as well as in national security matters.
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The United States government actively communicates with private companies to ensure they
understand the public safety and national security risks that result from malicious actors’ use of
their encrypted products and services. Though the Administration has decided not to seek a
legislative remedy at this time, we will continue the conversations we arc having with privare
industry, State, local, and tribal law enforcement, our foreign partners, and the American people.
The FBI thanks the committee members for their engagement on this crucial issue.

Intelligence

Integrating intelligence and operations is part of the broader intelligence transformation the FBI
has undertaken in the last decade. We are making progress, but have more work to do. We have
taken two steps to improve this integration. First, we have established an Intelligence Branch
within the FBI headed by an Executive Assistant Director ("EAD"). The EAD looks across the
entire enterprise and drives integration. Second, we now have Special Agents and new
Intelligence Analysts at the FBI Academy engaged in practical training exercises and laking core
courses together. As a result, they are better prepared to work well together in the field. Our goal
every day is to get better at using, collecting and sharing intelligence to better understand and
defeat our adversaries.

The FBI cannot be content to just work with what is directly in front of us, We must also be able
1o understand the threats we face at home and abroad and how those threats may be connected.
Towards that end, the FBI gathers intelligence, consistent with our authorities, to help us
understand and prioritize identified threats and to determine where there are gaps in what we
know about these threats. We then seek to fill those gaps and learn as much as we can about the
threats we are addressing and others on the threat landscape. We do this for national security and
criminal threats, on both a national and local field office level. We then compare the national and
local perspectives to organize threats into prionity for each of the FBI's 36 field offices. By
categorizing threats in this way, we strive to place the greatest focus on the gravest threats we
face. This gives us a better assessment of what the dangers arc, what's being done about them,
and where we should prioritize our resources.

Counterintelligence

We still confront traditional espionage—spies posing as diplomats or ordinary citizens. Bui
espionage also has evolved. Spies today are often students, researchers, or businesspeople
operating front companies. And they seck not only state secrets, but trade secrets, intellectual
property, and insider information from the federal government, U.S. corporations, and American
universities. Foreign intelligence entities continue to grow more creative and more sophisticated
in their methods to steal innovative technology., critical research and development data, and
intellectual property. Their efforts seek to erode America’s leading edue in business, and pose a
significant threat to our national security.

We remain focused on the growing scope of the insider threar—that is, when trusted employees
and contractors use their legilimate access to information to steal secrets for the benefit of
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another company or country. This threat has been exacerbated in recent years as businesses have
become more global and increasingly exposed to foreign intelligence organizations.

To combat this threat, the FBI's Counterintelligence Division has undertaken several initiatives.
We directed the development, deployment, and operation of the Hybrid Threat Center (HTC) to
support Department of Commerce Entity List investigations. The HTC is the first of its kind in
the FBI; it has been well-received in the U.S. Intelligence Community, multiple FBI divisions,
and the private sector.

The Counterintelligence and Cyber Divisions have also partnered to create the Cyber-
Counterintelligence Coordination Section. This goal of this section is to effectively identify,
pursue, and defeat hostile intelligence services that use cyber means to penetrate or disrupt U.S.
government entities or economic interests by increasing collaboration, coordination, and
interaction between the divisions. Finally, the Counterintelligence Division and the Office of
Public Affairs collaborated to conduct a joint media campaign regarding the threat of economic
espionage. As a result of this collaboration, the FBI publicly released a threat awareness video
called The Company Man: Protecting America’s Secrets. This video is available on the FBI's
public website and has been shown more than 1,300 times across the United States by the
Counterintelligence Division’s Strategic Partnership Coordinators to raise awareness and
generate referrals from the private sector. The video was also uploaded to YouTube in July 2015
and has received over 97,000 views since then.

Cyher

We face sophisticated cyber threats from state-sponsored hackers, hackers for hire. organized
cyber syndicates, and terrorists. On a daily basis, cyber actors seek our state and trade secrets,
our technology, and our ideas—things of incredible value to all of us and of great importance to
the conduct of our govemment business and our national security. These threats seek to strike
our critical infrastructure and to harm our economy.

The pervasiveness of the cyber threat is such that the FBI and other intelligence, military,
homeland security, and law enforcement agencies across the govermnment view cyber security and
cyber-attacks as a top priority. Within the FBI, we are targeting the most dangerous malicious
cyber activity: high-level intrusions by state-sponsored hackers and global cyber syndicates, and
the most prolific botnets. We need to be able to move from reacting to such attacks afler the fact
to operationally preventing such attacks. That is a significant challenge, but one we embrace.

As the commiltee is well aware, the {requency and impact of cyber-attacks on our nation's
private sector and government networks have increased dramatically in the past decade and are
expected to confinue to grow.

We continue to see an increase in the scale and scope of reporting on malicious cyber activity
that can be measured by the amount of corporate data stolen or deleted, personally identifiable
information compromised, or remediation costs incurred by U.S. victims. For example, as the
committee is aware, the Office of Personnel Management (OPM) discovered last year that a
number of its systems were compromised. These systems included those that contain information

=
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related to the background investigations of current, former, and prospective federal government
employees and contractors, as well as other individuals for whom a federal background
investigation was conducted. The FBI is continuing to investigate this matter with our
interagency partners to investigate this matter.

Another growing threat to busincsses and individuals alike is Ransomware. Last year alone there
was a reported loss of more than $24 million. The FBI works closely with the private sector so
that companies may make informed decisions in response to malware attacks. Companies can
prevent and mitigate malware infection by utilizing appropriate back-up and malware detection
and prevention systems, and training employees to be skeptical of emails, attachments, and
websites they don’t recognize. The FBI does not condone payment of ransom, as such a payment
does not guarantee a victim will regain access to their data, will not be targeted again, and may
inadvertently encourage continued criminal activity.

The FBI is engaged in a myriad of efforts to combat cyber threats, from efforts focused on threat
identification and sharing inside and outside of govemment, to our internal emphasis on
developing and retaining new talent and changing the way we operate to evolve with the cyber
threat, We take all potential threats 1o public and private sector systems seriously and will
continue (o investigate and hold accountable those who pose a threat in cyberspace.

Criminal
We face many criminal threats, from complex white-collar fraud in the financial, health care, and
housing sectors to transnational and regional organized criminal enterprises to violent crime and

public corruption. Criminal organizations—domestic and international—and individual criminal
activity represent a significant threat to our security and safety in communities across the nation.

Public Corruption

Public corruption is the FBL's top criminal priority. The threat—which involves the corruption of
local, state, and federally elected, appointed, or contracted officials—strikes at the heart of
government, eroding public confidence and undermining the strength of our democracy. It
affects how well U.S. borders are secured and neighborhoods are protected, how verdicts are
handed down in court, and how well public infrastructure such as schools and roads are built.
The FBI is uniquely situated to address this issue, with our ability to conduct undercover
operations, perform electronic surveillance, and run complex cases. However, partnerships are
critical and we work closcly with federal, state, local, and tribal authoritics in pursuing these
cases.

One key focus is border corruption. The federal government protects 7,000 miles of U.S. land
border and 95.000 miles of shoreline. Every day, more than a million visitors enter the country
through one of the 327 official Ports of Entry along the Mexican and Canadian borders, as well
as through seaports and intemnational airports. Any corruption at the border enables a wide range
of illegal activities along these borders, potentially placing the entire nation at risk by letting
drugs, guns, money, and weapons of mass destruction slip into the country, along with criminals,

2§
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terrorists, and spies. FBI-led Border Corruption Task Forces are the cornerstone of our efforts to
root out this kind of corruption. Located in nearly two dozen cities along our borders, these task
forces generally consist of representatives from the FBI, the Department of Homeland Security
Office of Inspector General, Customs and Border Protection [nternal Affairs; Transportation
Security Administration; Drug Enforcement Administration; Bureau of Alcohol, Tobacco,
Fircarms, and Explosives; U.S. Immigration and Customs Enforcement-Office of Professional
Responsibility; and state and local law enforcement. Another focus concerns election crime.
Although individual states have primary responsibility for conducting fair and impartial
elections, the FBI becomes involved when paramount federal interests are affected or electoral
abuse occurs.

Civil Rights

The FBI remains dedicated to protecting the constitutional freedoms of all Americans. This
includes aggressively investigating and working to prevent hate crime, “color of law™ abuses by
public officials, human trafficking and involuntary servitude, and freedom of access to clinic
entrances violations—the four top priorities of our civil rights program. We also support the
waork and cases of our local and state partners as needed.

We need to do a better job of tracking and reporting hate crime and “color of law™ violations to
fully understand what is happening in our communities and how to stop it. We cannot address
issues about use of force and ofticer-invol ved shootings or why violent crime is up in some cities
if we don't know the circumstances. Some jurisdictions fail to report hate crime statistics, while
others claim there are no hate cimes in their community—a fact that would be welcome if true.
We must continue to impress upon our state and local counterparts in every jurisdiction the need
to track and report hate crimes.. And we need the information they report to be accurate, to be
timely and to be accessible to everybody or it doesn't do much good. On the part of the FBI, we
are pushing for a more modem system of collecting data on officer-involved incidents and
violent crime at all levels, It's a large undertaking; it will take a few years to ensure that all of
the databases functional, but we are going to get there.

Health Care Fraud

We have witnessed an increase in health care fraud in recent years, including Medicare/Medicaid
fraud, pharmaceutical fraud, and illegal medical billing practices. Health care spending currently
makes up about 18 percent of our nation’s total economy. These large sums present an attractive
target for criminals. Health care fraud is not a victimless crime. Every person who pays for
health care benefits, every business that pays higher insurance costs to cover their employees,
and every laxpayer who funds Medicare is a victim. Schemes can also cause actual patient harm,
including subjecting patients to unnecessary treatment or providing substandard services and
supplies. As health care spending continues to rise, the FBI will use every tool we have to ensure
our health care dollars are used appropriately and not to line the pockets of criminals.
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The FBI currently has 2,783 pending health care fraud investigations, Over 70 percent of these
investigations involve government sponsored health care programs to include Medicare,
Medicaid, and TriCare, as well as other U.S. povernment funded programs. As part of our
collaboration efforts, the FBI maintains investigative and intelligence sharing pantnerships with
govemment agencies such as other Department of Justice components, Department of Health and
[fuman Services, the Food and Drug Administration, the Drug Enforcement Administration,
State Medicaid Fraud Control Units, and other state, local, and tribal agencies. On the private
side, the FBI conducts significant information sharing and coordination effonis with private
insurance partners, such as the National Health Care Anti-Fraud Association, the National
Insurance Crime Bureau, and private insurance investigative units. The FBIis also actively
involved in the Health Care Fraud Prevention Partnership, an effort to exchange facts and
information between the public and private sectors in order to reduce the prevalence of health
care fraud.

Fiodent Crime

Violent crimes and illegal gang activities exact a high toll on individuals and communities.
Today’s gangs are sephisticated and well organized; many use violence to control neiglborhoods
and boost their illegal money-making activities, which include robbery, drug and gun trafficking,
fraud, extortion, and prostitution rings. Gangs do not limit their illegal activities to single
jurisdictions or communities, Because of its authority, the FBI is able to work across
jurisdictional lines, which is vital to the fight against violent crime in big cities and small towns
across the nation. Every day, FBI special agents work in partnership with state, local, and tribal
law enforcement on joint task forces and individual investigations.

FBI joint task forces—Violent Crime Safe Streets, Violent Gany Safe Streets, and Safe Trails
Task Forces—focus on identifying and tarueting major groups operating as criminal enterprises.
Much of the Bureau’s criminal intelligence is derived from our state, local, and tribal law
enforcement partners, who know their communities inside and out. Joint task forces benefit from
FBI surveillance assets and our sources track these gangs to identify emerging trends. Through
these multi-subject and multi-jurisdictional investigations, the FBI concentrates its efforts on
high-level groups engaged in patterns of racketeering. This investigati ve model enables us to
target senior gang leadership and to develop enterprise-based prosecutions,

Despite these efforts, there is something deeply disturbing happening all across America. The
latest Uniform Crime Reporting statistics gathered from the Preliminary Semiannual Uniform
Crime Report, Jamary-Jime, 2045, show that the number of violent crimes in the nation
increased by 1.7 percent during the first six months of 2015 as compared with figures repornted
for the same time in 2014, and this year we are also seeing an uptick of homicides in some cities.
The police chiefs in these cities report that the increase is almost entirely among young men of
color, at crime scenes in neighborhoods where multiple guns are recevered. There are a number
of theories about what could be causing this disturbing increase in murders in our nation’s cities
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and the FBI is working with our federal, state, and local partners to uncover the root causes of
violence and tackle it at its infancy.

Transnational Organized Crime

More than a decade ago, the image of organized crime was ol hierarchical orgamzations, or
families, that exerted influence over criminal activities in neighborhoods, cities, or states, but
organized crime has changed dramatically. Today. international criminal enterprises run multi-
national, multi-billion dollar schemes from start to finish. These criminal enterprises are flat,
fluid networks with global reach. While still engaged in many of the “traditional” organized
crime activities of loan-sharking, extortion, and murder, new criminal enterprises are targeting
stock market fraud and manipulation, cyber-facilitated bank fraud and embezzlement, identity
theft, trafficking of women and children, and other illegal activities. Preventing and combating
transnational organized crime demands a concentrated cftort by the FBI and tederal, state, local,
tribal, and international partners. The Bureau continues to share intelligence about criminal
groups with our partners and to combine resources and expertise to gain a full understanding of
each group.

Crimes Against Chililren

The FBI remains vigilant in its efforts to eradicate predators from our communities and to keep
our children safe. Ready response teams are stationed across the country to quickly respond to
abductions. Investigators bring to this issue the full array of forensic tools such as DNA, trace
evidence, impression evidence, and digital torensics. Through improved communications, law
enforcement also has the ability to quickly share information with partaers throughout the world,
and these outreach programs play an integral role in prevention,

The FBI also has several programs in place to educate both parents and children about the
dangers posed by predators and to recover missing and endangered children should they be
taken. Through our Child Abduction Rapid Deployment Teams, Innocence Lost National
Initiative. Innocent Images National [nitiative, annual Operation Cross Country, Office for
Victim Assistance, 71 Child Exploitation Task Forces, and numerous community outreach
programs, the FBI and its partners are working to keep our children safe from harm.

Operation Cross Country, a nationwide law enforcement action focusing on underage victims of
prostitution, completed its ninth iteration during the first full week of October. Over 300
operational teams from over 500 agencies across 135 cities and 53 FBI Field Offices were
instrumental in recovering child victims of all races and arresting pimps and cusiomers. Ninety
victim specialists, in coordination with local law enforcement victim advocates and non-
govemnmental organizations, provided services to child and adult victims.

Indian Country

There are 567 federally recognized tribes in the United States, with the FBI and the Bureau of
Indian Affairs having concurrent jurisdiction for felony-level crimes on over 200 reservations.

9=
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According to the 2010 Census, there are nearly five million people living on over 56 million
acres of Indian reservations and other tribal lands. Criminal jurisdiction in these areas of our
country is a complex maze of tribal, state, federal, or concurrent jurisdiction.

The FBI's Indian Country program currently has 124 special agents in 34 FBI field offices
primarily working Indian Country crime matters. The number of agents, the vast territory, the
egregious nature of crime being investigated, and the high frequency of the violent crime
handled by these agents makes their responsibility exceedingly arduous. The FBI has 15 Safe
Trails Task Forces that investigate violent crime, drug offenses, and gangs in Indian Country.
and we continue to address the emerging threat from fraud and other white-collar crimes
committed against tribal gaming facilities.

Sexual assault and child sexual assault are two of the FBI's investi gative priorities in Indian
Country. Statistics indicatc that American Indians and Alaska Natives sutfer violent crime at
greater rates than other Americans. Approximately 75 percent of all FBI Indian Country matters
involve death investigations, physical and/or sexual assault of a child, or aggravated assaults. At
any given time, approximnately 30 percent of the FBI's Indian Country investigations are based
on allegations ol sexual abuse of a child.

The FBI continues to work with Tribes through the Tribal Law and Order Act of 2010 to help
Tribal governments better address the unique public safety challenges and disproportionately
high rates of violence and victimization in many tribal communities. The act encourages the
hiring of additional law enforcement officers for Native American lands, enhances tribal
authority to prosecute and punish criminals, and provides the Bureau of Indian Affairs and tribal
police officers with greater access to law enforcement databases.

FBI Lahoratory

The FBI Laboratory is onc of the largest and most comprchensive forensic laboratories in the
world. Operating out of a state-of-the-ant facility in Quantico, Virginia, laboratory personnel
travel the world on assignment, using science and technology to protect the nation and support
law enforcement, intelli gence, military, and forensic science partners. The Lab’s many services
include providing expen testimony, mapping crime scenes, and conducting forensic exams of
physical and hazardous evidence. Lab personnel possess expertise in many areas of forensics
supporting law enforcement and intelligence purposes, including explosives, trace evidence,
documents, chemistry, cryptography, DNA, facial reconstruction, fingerprints, firearms, and
WMD.

One example of the Lab’s key services and programs is the Combined DNA [ndex System
{CODIS). which relies on computer 1echnology to create a highly effective tool for linking
crimes. It enables federal, state, and local forensic labs to exchange and compare DNA profiles
electronically, thereby connecting violent crines and known offenders. Using the National DNA
Index System of CODIS, the National Missing Persons DNA Database helps identify missing
and unidentified individuals,
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Another example of the laboratory’s work is the Terrorist Explosives Device Analytical Center
(TEDAC).. TEDAC was formally established in 2004 to serve as the single interagency
oruanization to receive, fully analvze, and exploit all priority terrorist improvised explosive
devices (IEDs). TEDAC coordinatcs the cfforts of the eniire government, including law
enforcement. intelligence, and military entities, to gather and share intelligence about [EDs.
These effonts help disarm and disrupt [EDs, link them to their makers, and prevent future attacks.
Although originally focused on devices from Iraq and Afghanistan, TEDAC now receives and
analyzes devices from all over the world.

The National Institute of Justice (N1J) and the FBI have formed a partnership to address one of
the most difficult and complex issues facing our nation’s criminal justice system: unsubmitted
sexual assault kits (SAKs). The FBI is the testing laboratory for the SAKs that law enforcement
auencies and public farensic laboratories nationwide submit for DNA analysis. The N1J
coordinates the submission of kits to the FBI, and is responsible for the collection and analysis of
the SAK data. The goal of the project is to better understand the issues concerning the handling
of SAKSs for both law enforcement and forensic laboratories and to suggest ways to improve the
collection and processing of quality DNA evidence.

Additionally, the Laboratory Division maintains a capability to provide forensic support for
significant shooting investigations. The Laboratory Shooting Reconstruction Team provides
support to FBI field offices by bringing together expertise from various Laboratory components
to provide enhanced technical support to document complex shooting crime scenes. Services are
scene and situation dependent and may include mapping of the shooting scene in two or three
dimensions, scene documentation through photography, including aerial and oblique imagery,
360 degree photography and videography, trajectory reconstruction, and the analysis of gunshot
residuc and shot patterns. Significant investigations supported by this tcam in recent years
include the shootings in Chattanooga, the Charleston church shooting, the shootings at the
Census Bureau and NSA. the shooting death of a Pennsylvania State Trooper, the Metcalf Power
Plant shooting in San Francisco, and the Boston Bombing/Watertown Boat scene.

Information Technology

The Information and Technology Branch provides information technology to the FBI enterprise
in an environment that is consistent with intelligence and law enforcement capabilities, and
ensures reliability and accessibility by members at every location at any moment in time.
Through 1ts many projcets and initiatives, it is expanding its information technology (1T) product
offerings to better serve the operational needs of the agents and analysts and raising the level of
services provided throughout the enterprise and with its counterparts in the law enforcement
arena and Intelligence Community.

FBI special agents and analysts need the best technological tools available to be responsive 1o the
advanced and evolving threats that face our nation. Enterprise information technology must be
designed so that it provides information to operational employees rather than forcing employees
to conform to the tools available. IT equipment must be reliable and accessible, as close to where

N
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the work is performed as possible. By doing so, the FBI will decrease the time betwecn
information collection and dissemination.

Special agents and intelligence analysts are most effective when their individual investigative
and intelligence work and collected information is connected to the efforts of thousands of other
agents and analysts. We have developed software that makes that possible by connecting cases to
intelligence, threats, sources, and evidence with our enterprise case and threat management
systems. Similarly, we have provided our agents and analysts with advanced data discovery,
analytics. exploitation, and visualization capabilities through tools integration and software
development. In addition, we have enterprise business applications that address administrative,
legal compliance, intemal training standards, investigative and intelligence needs, and
information sharing services. These tools allow for better data sharing with our law enforcement
partners and allow FBT agents and analysts to share FBI intelligence products with our
Intelligence Community partners around the world.

Conclusion

Finally, the strength of any organization is its people. The threats we face as a nation have never
been greater or more diverse and the expectations placed on the Bureau have never been higher.
Qur fellow citizens look to us to protect the United States from all of those threats and the men
and women of the Bureau continue to meet and exceed those expectations, every day. I want to
thank them for their dedication and their service.

Chairman Goodlatte, Ranking Member Conyers, and members of the committee, thank you
again for this opportunity to discuss the FBI's programs and priorities. Mr. Chairman, we are
grateful for the leadership that you and this committee have provided to the FBI. We would not
be in the position we are today without your support. Your support of our workforce, our
technology, and our infrastructure make a difference every day at FBI offices in the United
States and around the world, and we thank you for that support. I look forward to answering any
questions you may have.

)l
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Mr. GOODLATTE. Thank you, Director Comey.

We will now begin questioning under the 5-minute rule, and I
will begin my recognizing myself.

You testified that the FBI did not investigate the veracity of Sec-
retary Clinton’s testimony to the Select Benghazi Committee under
oath. We referred the matter to the United States attorney for the
Dlslr:ct pf CO]UI’I"_IblEl . e

us more about this pending matter before the FBI?

Mr. CoMEY. I don’t know, sir.

Mr. GOODLATTE. Paul Combetta with Platte River Networks post-
ed to Reddit asking how to “strip out a VIP’s (VERY VIP) email
address from a bunch of archived email.” He went on, “The issue
is that these emails involve the private email address of someone
you'd recognize, and we're trying to replace it with a placeholder
address as to not expose it.”

This clearly demonstrates actions taken to destroy evidence by
those operating Secretary Clinton’s private server and by her staff.
Certainly, Combetta did not take it upon himself to destroy evi-
denf%e but had been instructed to do so by Secretary Clinton or her
staff.

So my first question to you is, was the FBI aware of this Reddit
post prior to offering Mr. Combetta immunity on May 3, 2016?

Mr. CoMEY. I am not sure. I know that our team looked at it.
I don’t know whether they knew about it before then or not.

Mr. GOODLATTE. Isn’t this information evidence of obstruction of
Justice and a violation of Mr. Combetta’s immunity deal?

Mr. CoMEY. Not necessarily, no.

Mr. GOODLATTE. Why not?

Mr. CoMEY. It depends on what his intention was, why he want-
ed to do it. And I tgink our team concluded that what he was try-
ing to do was, when they produced emails, not have the actual ad-
dress but have some name or placeholder instead of the actual dot-
com address in the “from” line.

Mr. GOODLATTE. Last week, the American people learned that
Cheryl Mills, Secretary Clinton’s longtime confidant and former
State Department chief of staff, and Heather Samuelson, counsel
to Secretary Clinton in the State Department, were granted immu-
nity for production of their laptops. Why were they not targets of
the FBI's criminal investigation?

Mr. CoMEY. Well, a target is someone on whom you have suffi-
cient evidence to indict. A subject is someone whose conduct at
some point during the investigation falls within the scope of the in-
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vestigation. So, certainly, with respect to Ms. Mills, at least ini-
tially, because she was an email correspondent, she was a subject
of the investigation.

Mr. GOoDLATTE. Did the FBI find classified information on either
of their computers?

Mr. CoMEY. I think there were some emails still on the computer
that were recovered that were classified, is my recollection.

Mr. GOODLATTE. Isn’t that a crime?

Mr. CoMEY. Is what a crime, sir?

Mr. GOODLATTE. Having classified information on computers that
are ?iutside of the server system of the Department of State unse-
cured.

Mr. CoMEY. No. It is certainly something—without knowing
more, you couldn’t conclude whetﬁer it was a crime. You would
have to know what were the circumstances, what was the intention
around that. But it is certainly something—it is the reason we con-
ducted a yearlong investigation to understand where emails had
gone on an unclassified system that contained classified informa-
tion.

Mr. GOODLATTE. And what did you determine with regard to the
emails found on her computer?

Mr. CoMEY. I hope I am getting this right, and my troops will
correct me if I am wrong, but they were duplicates of emails that
had been produced, because the emails had been used to sort before
a production.

Mr. GOODLATTE. Now, both Cheryl Mills and Heather Samuelson
were granted immunity for production of these computers, these
laptops. Why were they then allowed to sit in on the interview with
Secretary Clinton?

Mr. CoMmEY. Right. The Department of Justice reached a letter
agreement with the two lawyers to give them what is called act-
of-production immunity, meaning nothing that is found on the
laptop they turn over will be used against them directly, which is
a fairly normal tool in investigations.

They were—Ms. Mills, in particular, was a member of Secretary
Clinton’s legal team. And so Secretary Clinton decides which of her
lawyers come to voluntary interviews with the FBI.

Mr. GOODLATTE. Is it usual to allow a witness or potential wit-
ness in a subsequent prosecution, had one been undertaken, to be
present in the room when the FBI interviews another witness and
potential target of an investigation?

Mr. CoMEY. The FBI has no ability to exclude or include any
lawyer that a subject being interviewed chooses to have there.

Mr. GOODLATTE. Even if the lawyer is a witness in the case? Can
you cite any other instance in which a witness to a criminal inves-
tigation, who has already been interviewed by the FBI, has been
aﬁowed to accompany and serve as legal counsel to the target of
that investigation?

Mr. CoMEY. I can’t from personal experience. It wouldn’t surprise

me if it happened.
The FBI has no ability to decide who comes to an interview in

a voluntary interview context. If it was a judicial proceeding, a

judge could police who could be there. And, obviously, lawyers are
governed by canons of ethics to decide what matters they can be

FBI 18-cv-01766-173



36

anplved in. But it doesn’t fall to us to say: You can be in, you can’t
e in.

Mr. GOODLATTE. But wouldn’t you agree that it is a conflict of
interest for them to serve as attorneys for Secretary Clinton in this
matter, having been interviewed by the FBI as witnesses?

Mr. CoMEY. That is a question a lawyer has to answer for him-
or herself.

Mr. GOODLATTE. You are a lawyer, Director Comey. What is your
opinion of that?

Mr. CoMEY. Oh, I don’t want to offer an opinion on that, but that
is something a lawyer has to decide for themselves, 1 assume, with
counsel and consulting our canons of ethics, what matters you can
be involved in and what you can’t.

But, again, the Bureau’s role in conducting a voluntary interview
is to interview the subject. Who they bring is up to them.

Mr. GOODLATTE. How can you trust the veracity of Secretary
Clinton’s answers, knowing that witnesses previously interviewed
by the FBI were allowed to participate in the interview?

Mr. CoMEY. We assess the answers based on what is said and
all the other evidence we have gathered.

Mr. GOODLATTE. In——

Mr. CoMEY. It doesn’t matter——

Mr. GOODLATTE [continuing]. Consultation with her “attorneys,”
who are also witnesses to what was previously done earlier and
may, in fact, have, themselves, violated the law, for which they re-
quested and were granted immunity.

Mr. CoOMEY. Again, the answer is—excuse me—the answer is the
same. We make the assessment based on what the witness says
and the other evidence we have gathered in the case. Who is sitting
there, to me, is not particularly germane.

Mr. GOODLATTE. Thank you. My time has expired.

The Chair recognizes the gentleman from Michigan, Mr. Conyers,
for his questions.

Mr. CoNYERS. Thank you.

Thank you so much.

Director James Comey, twice this past week, the city of Char-
lotte, North Carolina, has been shaken by the shooting deaths of
Black men. It is only one city out of many in this country looking
for answers about the use of force by police. We on this Committee
are looking for answers too.

You are a vocal advocate for better collection of information
about violent encounters between police and civilian. Has the FBI's
ability to collect this information improved in the year since we
have last discussed it? And why are these statistics so important
to our current discussion on the use of force by police?

Mr. CoMmEY. Thank you, Mr. Conyers.

We are having passionate, important conversations in this coun-
try about police use of force in connection with encounters with ci-
vilians, especially with African-Americans.

Mr. CoNYERS. Yes.

Mr. CoMEY. All of those conversations are uninformed today.
They are all driven by anecdote. Because, as a country, we simply
don’t have the information to know: Do we have an epidemic of vio-
lence directed by law enforcement against Black folks? Do we have
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an epidemic involving brown folks? White folks? We just don’t
know. And in the absence of that data, we are driven entirely by
anecdote, and that is a very bad place to be.

I don’t know whether there is an epidemic of violence. My in-
stincts tell me there isn’t, but I don’t know. I can’t tell you whether
shootings involving people of any different color are up or down or
sideways, and nor can anybody else in this country. And so, to dis-
cuss the most important things that are going on in this country,
we need information. And the government should collect it. I can’t
think of something that is more inherently governmental than the
need to use deadly force in an encounter during law enforcement
work.

Mr. CONYERS. Yeah.

Mr. CoMEY. And so what has changed in the last year, which is
really good news, is that everybody in leadership in law enforce-
ment in the United States has agreed with this, and they have
agreed the FBI will build and maintain a database where we col-
lect important information about all such encounters involving the
use of deadly force. That will allow us to know what is going on
in this country so we can have a thoughtful conversation and resist
being ruled by individual anecdotes.

That is why it matters so much.

We are making progress. We will have this done—I would like
to have it done in the next year. Certainly in the next 2 years this
database will be up and running, because everybody gets why it
matters so much.

Mr. CoNYERS. Thank you.

On August 30, I wrote to you regarding Donald Trump’s exten-
sive connections to the Russian Government. The letter cites to a
number of troubling reports, some that suggest mere conflicts of in-
terest, others that might suggest evidence of a crime.

Last Friday, we read a new report suggesting that Mr. Trump’s
foreign policy adviser has been meeting with high-ranking, sanc-
tioned officials in Moscow to discuss lifting economic sanctions if
Mr. Donald Trump becomes President. The same report quotes, “a
senior United States law enforcement official,” who says that this
relat10nsh1p s bemg, actwely monitored : and 1nvest1gated 4
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questaon fromithe:Chairman. we don'tzconfirmyor dény. investiga-
{tions?

Mr. CONYERS. Well, more generally, then, is it lawful for a pri-
vate citizen to enter into official government negotiations with a
foreign nation? :

Mr. CoMmEY. I don’t think it is appropriate for me to answer that
hypothetical.

Mr. CoNYERS. Uh-huh. Well, in my view, our research shows that
it is not. The Logan Act, 18 U.S.C., section 953, proh1b1t5 this con-
duct, in my view.

Dges Mr. Trump currently receive intelligence briefings from the
FBI‘
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Mr. CoMEY. Both candidates and their running mates are offered
on a regular basis briefings from the entire intelligence community.
Some portion of the first briefing included an FBI segment, so yes.

Mr. CONYERS. Does his staff attend those meetings as well?

4 3.{1-. CoMEY. No, just the candidate and the Vice Presidential can-
idate.

Mr. CoNYERS. Uh-huh.

And, finally, if a member of either:

Mr. CoMEY. Okay, no, I am wrong. I am sorry. I have to correct
what I said.

Each was allowed to bring two people. And, as I recall, Mr.
Trump did bring two individuals with clearances to the briefing.
Secretary Clinton did not.

I am sorry. I misstated that.

Mr. CoNYERS. All right.

Finally, if a member of either campaign were engaged in secret,
back-channel communications with a foreign adversary, could that
line of communication pose a threat to national security?

Mr. CoMmEY. Mr. Conyers, I don’t think it is appropriate, given
that I am not commenting on whether we have an investigation,
to answer hypotheticals that might make it look like I am com-
menting on whether we have an investigation. So I would prefer
not to answer that, sir.

Mr. CoNYERS. Well, thank you for being here today. .

And I thank the Chairman and yield back.

Mr. GOODLATTE. The Chair thanks the gentleman, recognizes the
gentleman from Wisconsin, Mr. Sensenbrenner, for 5 minutes.

Mr. SENSENBRENNER. Thank you, Mr. Chairman.

Director Comey, welcome,

Who authorized granting Cheryl Mills immunity?

Mr. CoMmEY. I am sorry?

Mr. SENSENBRENNER. Who authorized granting Cheryl Mills im-
munity?

Mr. CoMEY. It was a decision made by the Department of Jus-
tice. I don’t know at what level inside. In our investigations, any
kind of immunity comes from the prosecutors, not the investiga-
tors.

Mr. SENSENBRENNER. Okay. Did she request immunity?

Mr. CoMEY. I don’t know for sure what the negotiations involved.
I believe her lawyer asked for act-of-production immunity with re-
spect to the production of her laptop. That is my understanding.
But, again, the FBI wasn’t part of those conversations.

Mr. SENSENBRENNER. Now, it has been a matter of public record
that Secretary Clinton brought nine people into the room where
two FBI agents were questioning her. Is that normal practice?

Mr. CoMEY. I don't know if there is a normal practice. I have
done interviews with a big crowd and some with just the subject.
It is unusual to have that large a number, but it is not unprece-
dented, in my experience.

Mr. SENSENBREJ{NNER. Now, Cheryl Mills, you know, also stated
that she was an attorney. I am very concerned that when a fact
witness represents a client who might be the target of an investiga-
tion there is a conflict of interest.
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And, you know, rather than letting Ms. Mills make a determina-
tion, would the FBI be willing to refer the matter of a fact witness,
Ms. Mills in this case, representing a target, Secretary Clinton in
this case, to the appropriate bar association for investigation?

Mr. CoMmEY. That is not a role for the FBI. Even though I happen
to be a lawyer, we are not lawyers; we are investigators.

Mr. SENSENBRENNER. Okay.

Mr. CoMEY. So that is a question for the legal part of the Depart-

ment of Justice.

Mr. SENSENBRENNER. Okay.

Why did Ms. Mills request immunity? Was she hiding something
or was she afraid that something would incriminate her that was
on her laptop?

Mr. CoMEY. I don’t know. I am sure that is a conversation she
and her lawyer had and then her lawyer had with lawyers at the
Department. I just don’t know.

Mr. SENSENBRENNER. Uh-huh. Well, you know, there was an op-
ed by Professor Jonathan Turley that appeared in the media that
said that there are a lot of good cases scuttled by granting immu-
nity. And there was lots of immunity that was granted here.

Doesn’t it concern you, as an investigator, that your chiefs in the
Justice Department decided to become an immunity-producing ma-
chine for many people who would have been very key witnesses
should there have been a prosecution?

Mr. CoMEY. I don’t think of it that way. It doesn’t strike me

there was a lot of immunity issued in this case. I know it is a com-
plicated subject, but there is all different kinds of immunity. There
are probably three different kinds that featured in this case. Fairly
typical in a complex, white-collar case, especially, as you try and
work your way up toward your subject. So my overall reaction is
this looks like ordinary investigative process to me.

Mr. SENSENBRENNER. Well, the target was not an ordinary tar-
get. I think we all know that. And since you announced that there
would be no prosecution of Secretary Clinton in July, there have
been several very material issues that are troubling, and would
this not require a reopening of the investigation to solve those
issues?

Mr. CoMEY. I haven't seen anything that would come near to
that kind of situation.

Mr. SENSENBRENNER. Oh——

Mr. CoMEY. I know there are lots of questions, lots of con-
troversy. I am very proud of the way this was done.

Mr. SENSENBRENNER. Well, you know, come on now. With all,

ou know, due respect, since you made this announcement, there
Kave been many more issues that came out that were not on the
table prior to your announcement that the investigation against
Secretary Clinton had been dropped.

And, you know, I think the American public is entitled to an-
swers on this, particularly since we have to know, you know, the
extent of the classified information which ended up being in the
private email server.

You know, all of us on this Committee have got security clear-
ances of some kind or another, you know, and I am kind of worried
that, you know, if I got some classified information and went back

FBI 18-cv-01766-177



40

to my office and used an unsecured server to send it to somebody
who may also have had classified information, I would be in big
trouble. And I should be in big trouble if I did something like that.

There seems to be different strokes for different folks on this.
And that is what Americans are concerned about, particularly
when we are looking to elect someone to the highest office of the
land and the leader of the free world.

I dor’t think your answers are satisfactory at all, Mr. Comey. I
do have a great deal of respect for you, but I think that there is
a heavy hand coming from someplace else.

And, with that, I yield back.

Mr. GOODLATTE. The Chair thanks the gentleman, recognizes the
gentleman from New York, Mr. Nadler, for 5 minutes.

Mr. NADLER. Thank you, Mr, Chairman.

First, let me express my admiration and thanks to the FBI for
the professional manner and excellent work they did in the bomb-
ings that occurred in New York about a block out of my district to
apprehend the suspect within, what, 48 hours. And through every-
thing, it was a very good indication of teamwork and of profes-
sionalism, and I congratulate you on that.

Secondly, let me say that I think that the mud that is being
thrown from the other side of this table here continually, only be-
cause of the ongoing Presidential election, in the case in which the
FBI decided there was nothing to prosecute, it is over—we all know
nobody would even be talking about it if one weren’t—if Hillary
Clinton weren'’t a Presidential candidate. This is pure political ma-
neuvering.

But let me talk about a case that may pose a current national
security threat to the United States and ask you a few questions
about that.

In his earlier remarks, Mr. Conyers referenced an August 30 let-
ter from the Ranking Members of a number of House Committees.
That letter asked whether the FBI was investigating troubling con-
nections between Trump campaign officials and Russian interests
and whether they contributed to the illegal hacking of the Demo-
cratic National Committee and the Democratic National Campaign
Committee.

You are familiar with that letter, I take it.

Mr. COMEY. Yes, I am familiar with the letter.

Mr. NADLER. I would like to ask you a few questions.

The letter said this: “On August 8, 2016, Roger Stone, a Donald
Trump confidant, revealed that he has communicated with
WikiLeaks founder Julian Assange about the upcoming release of
additional illegally hacked Democratic documents. Mr. Stone made
these statements during a Republican campaign event while an-
swering a question about a potential October surprise.”

Obviously, if someone is stating publicly that he is in direct com-
munication with the organization that obtained these illegally
hacked documents, I assume the FBI would want to talk to that
person. |

Has the FBI interviewed Roger Stone about his commuhicatjons
‘with Julian Assange or his knowledge of how WikiLeaks got these
illegally obtained documents?

Mr. COMEY. I can’t comment on that.
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Mr. NADLER. Mr. Stone stated that he has knowledge about up-
coming leaks of additional illegally hacked documents. Has the FBI
asked him about those communications?

Mr. CoMEY. I also can’t comment on that.
Mr. NADLER. Because it is an ongoing. 1n;est1ga ion?

er s welll

~Mr. NADLER “Director Comey, the FBI acknowledged in private—
in public statements and testimony that it—acknowledged that it
was investigating Secretary Clinton’s use of a private email server,

and that was while the investigation was still ongoing. Now you -

can’t comment on whether there is an investigation.
Is there a different standard for Secretary Clinton and Donald
Trump? If not, 1What. is | the consmtent standard?
MEY. (N ‘st : B

tlgat ‘15 onigoing " But our overwhelming rulé ‘is we:do not: com-)
ment. except I certam—exceptwnal c1rc_u_mstances'

Mr. NADLER. Aren’t there exceptional circumstances when close
officials to a candidate of a major political party for the United
States says publicly that he is in communication with foreign offi-
cials and anticipates further illegal activity?

Mr. CoMEY. I don’t think so.

Mr. NADLER. Mr. Trump’s campaign chairman, Paul Manafort,
resigned after failing to disclose his role in assisting a pro-Russian
party in Ukraine. The Associated Press reported, “Donald Trump’s
campaign chairman helped a pro-Russian party in Ukraine secretly
route $2.2 million in payments to two prominent Washington lob-
bying firms in 2012, and did so in a way that effectively obscured
the foreign political party’s efforts to influence U.S. policy.”

Has the FBI interviewed Mr. Manafort about his failure to dis-
close his work for this foreign government, as Federal law re-
quires?

Mr. CoMEY. I have to give you the same answer, Mr. Nadler.

Mr. NADLER. Has the FBI interviewed Rick Gates, who report-
edly still works for the Trump campaign, about his involvement in
this scheme?

Mr. COMEY. Same answer, sir.

Mr. NADLER. Same answer.

Director Comey, after you investigated Secretary Clinton, you
made a decision to explain publicly who you interviewed and why.
You also disclosed documents, including notes from this inter-
view—from those interviews.

Why shouldn’t the American people have the same level of infor-
mation about your investigation of those associated with Mr.
Trump?

Mr. CoMEy. Well, I am not confirming that we are investigating
people assoclated with Mr. Trump.

In the matter of the email investigation, it was our judgment—
my judgment and the rest of the FBI's judgment that those were
exceptional circumstances where the public needed transparency.
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Mr. NADLER. Okay.

My final question is the following. You investigated Secretary
Clinton’s emails and so forth, everything we have been talking
about. You concluded, I believe quite properly, there was nothing
to prosecute. And you have announced, in my opinion quite prop-
erly, that you had investigated it and there was nothing there—or
there was nothing to prosecute. That was proper.

But having announced—when a prosecutorial agency announces
that “we have investigated so-and-so and we have decided to pros-
ecute because” or “we have investigated so-and-so and we have de-
cided not to prosecute because,” why is it appropriate for that pros-
ecutorial agency to go further and say, “Even though we decided
not to prosecute, we still think this person did this, that, or the
other thing and it was proper or improper”? Why is it proper for
a prosecutorial agency to characterize your opinion of the propriety
of the actions of someone who you have announced that you have
decided did nothing criminal and shouldn’t be prosecuted?

Mr. CoMEY. That is a very hard decision. That is why it is the
exce%tion to the rule. You do risk damaging someone who isn’t con-
victed.

The judgment I made in this case is, given the unusual—in fact,
I hope unprecedented—nature of this investigation, that it was ap-
propriate to offer that transparency. Not an easy call. I really wres-
tled with it, but I think, on balance, it was the right call.

Mr. NADLER. Let me just say before my time expires that I
think—and I am just talking for myself—that that was highly inap-
propriate; that, having determined that there was nothing to pros-
ecute and having announced that quite properly, for a prosecuting
agency, the Department of Justice, to comment with comments that
will be looked upon as authoritative that what she did was right
or wrong or good or bad is not the appropriate role of a prosecuting
agency and risks, not in this case perhaps, but risks—and I talk
really now because of the future.

I don’t want to see that happen again with regard to anybody,
because it puts anybody who Sid not commit a crime, who you or
the Justice Department or whoever has determined did not commit
a crime or there is no evidence sufficient to prosecute, puts them
at the mercy of the opinion of an individual or individuals within
the prosecuting agency. And that is just not right under our sys-
tem.

I yield back.

Mr. GOODLATTE. The time of the gentleman has expired.

The Chair recognizes the gentleman from Texas, Mr. Smith, for
5 minutes.

Mr. SMITH. Thank you, Mr. Chairman.

Director Comey, thank you for those examples of the FBI's good
work in your opening statement. I think we all appreciate what the
FBI has done.

My first question is this: Would you reopen the Clinton investiga-
tion if you discovered new information that was both relevant and
substantial?

Mr. CoMEY. It is hard for me to answer in the abstract. We
would certainly look at any new and substantial information.
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Mr. SMmiTH. Yeah. Let's impersonalize it—in general, if you dis-
covered new information that was substantial and relevant, you
would reopen an investigation, would you not?

Mr. COMEY. Again, even in general, I don’t think we can answer
that in the abstract. What we can say is, if people—any investiga-
tion, if people have new and substantial information, we would like
to see it so we can make an evaluation.

Mr. SmiTH. Okay. Let me give you some examples and mention
several new developments that T think have occurred and ask you
if you have become aware of them.

The first example is what the Chairman mentioned a while ago.
An employee at a company that managed former Secretary Clin-
ton’s private email server said, “I need to strip out a VIP’s (VERY
VIP) email address from a bunch of archived emails. Basically, they
don’t want the VIP’s email address exposed to anyone.”

I assume you are aware of that.

Mr. COMEY. I am aware of that.

Mr. SMmiTH. Okay.

The same employee called a new retention policy designed to de-
lete emails after 60 days a, “Hillary cover-up operation.” And you
saw that, did you not?
ther‘ CoMEY. Say the last—I am sorry, Mr. Smith, I couldn’t hear

e last.

Mr. SMITH. The same employee called the new retention policy
designed to delete emails after 60 days a “Hillary cover-up oper-
ation.” You saw that?

Mr. CoMEY. I don’t know that particular language.

Mr. SMmiTH. Okay. We will get you the source, but you can take
my word for it that that is what he said.

Mr. CoMmEY. I will.

Mr. SMITH. Another example: A former Clinton Foundation em-
ployee, who also managed the Clinton server, destroyed devices
used by former Secretary Clinton by smashing them with a ham-
mer. You are aware of that?

Mr. CoMEY. Yes.

Mr. SMmITH. Okay.

Two employees of the company that managed former Secretary
Clinton’s server recently pled the Fifth Amendment to Congress to
avoid self-incrimination. And you are aware of that?

Mr. COMEY. Yes.

Mr. SmiTH. Okay.

And then, lastly, 15,000 more work-related emails were discov-
ered, though there had been an attempt to wrongly delete them.
And you are aware of that?

Mr. CoMEY. I think we discovered them.

Mr. SmITH. Right.

To me, Director Comey, what I cited are not the actions of inno-
cent people. There is a distinct possibility that Mrs. Clinton or her
staff directed others to destroy evidence in a government investiga-
tion, which, of course, is against the law. So I would urge you to
reopen your investigation. '

Do you want to comment on that?

Mr. CoMEY. I don’t.
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Mr. SMITH. Okay. I know you can’t tell us whether you have or
have not, but I believe I have given evidence of new information
that is relevant and substantial that would justify reopening the
investigation.

My next question is this: I know you granted immunity to a
number of individuals, but if you had new information that is rel-
evant and substantial, you would be able to investigate them fur-
ther, wouldn’t you?

Mr. CoMEY. Not to quibble, the FBI doesn’t grant immunity to
anybody. The Department of Justice is able to grant very different
kinds of immunity. If new and substantial evidence develops either
that a witness lied under a grant of use immunity or under any
kind of immunity, of course the Department of Justice can pursue
it.

Mr. SmiTH, Okay.

Mr. CoMEY. Nobody gets lifetime immunity.

Mr. SmiTH. Right. Okay. Thank you, Director Comey.

Last question is this: As Chairman of the Science Committee, I
issued the FBI a subpoena on September 19, 2016. The due date
for a response was 2 days ago, September 26. Bureau staff has still
not provided the requested information and documents.

Yesterday, we pointed out to them that the Science Committee
has jurisdiction over the National Institute of Standards and Tech-
nology, which sets standards for the Federal Information Security
- Modernization Act of 2014, '

I trust you intend to comply with the subpoena.

Mr. CoMEY. I intend to continue the conversations we have been
having about the subpoena.

Mr. SMITH. Yeah.

Mr. COMEY. As you know, we have made a lot of documents
available to at least six Committees, and the question of whether
we should make them additional—available to another Committee
isbsomething that we are struggling with but talking to your folks
about.

Mr. SmiTH. Okay. To me, there is no struggle. If we have clear
jurisdiction, which we can demonstrate, it, I think, obligates you to
comply with the subpoena.

Mr. CoMEY. Yes, sir. We are not trying to be disrespectful. We
are just not sure we see the jurisdictional issue the way that your
folks do. But we are continuing to talk about it.

Mr. SMITH. Okay. Thank you, Director Comey.

Mr. Issa. Would the gentleman yield?

Mr. SMITH. I will yield to the gentleman from California.

Mr. IssA. Thank you.

The Chairman of the full Committee had asked something ear-
lier, and I just want to point out and ask that it be placed in the
record—according to the Maryland Code of Ethics 19301.11, it spe-
cifically prohibits a former or current government officer or em-
ployee from acting as a counsel to someone that they represented
in_government. And I would like that to be placed in the record.

In light of the fact that the Maryland Bar has——

Mr‘;.1 GOODLATTE. Without objection, it will be made a part of the
record.

[The information referred to follows:]
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Rule 1.11 Special Conflicts of Interest for
Former and Current Government Officers and
Employees

(a) Except as law may otherwise expressly permit, a lawyer who has
formerly served as a public officer or employee of the government:

(1) is subject to Rule 1.9(c}); and

(2) shall not otherwise represent a client in connection with a matter
in which the lawyer participated personally and substantially as a
public officer or employee, unless the appropriate government
agency gives Its informed consent, confirmed in writing, to the

representation.

(b) When a lawyer is disqualified from representation under paragraph
(a), no lawyer in a firm with which that lawyer is associated

may knowingly undertake or continue representation in such a matter
unless:

(1) the disqualified lawyer is timely screened from any participation
in the matter and is apportioned no part of the fee therefrom; and

(2) written notice is promptly given to the appropriate government
agency to enable it to ascertain compliance with the provisions of
this Rule.

(c) Except as law may otherwise expressly permit, a lawyer having
information that the lawyer knows is confidential government information
about a person acquired when the lawyer was a public officer or
employee, may not represent a private client whose interests are adverse
to that person in a matter in which the information could be used to the
material disadvantage of that person. As used in this Rule, the term
"confidential government information” means information that has been
obtained under governmental authority and which, at the time this Rule is
applied, the government is prohibited by law from disclosing to the public
or has a legal privilege not to disclose and which is not otherwise available
to the public. A firm with which that lawyer is associated may undertake
or continue representation in the matter only if the disqualified lawyer is
timely screened from any participation in the matter and is apportioned no
part of the fee therefrom.

(d) Except as law may otherwise expressly permit, a lawyer currently
serving as a public officer or employee:

(1) is subject to Rules 1.7 and 1.2; and
(2) shall not:

(i) participate in a matter in which the lawyer participated
personally and substantially while in private practice or non-
governmental employment, unless the appropriate government
agency gives its informed consent, confirmed in writing; or
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(ii) negotiate for private employment with any person who is
involved as a party or as lawyer for a party in a matter in which
the lawyer is participating personally and substantially, except
that a lawyer serving as a law clerk to a judge, other
adjudicative officer or arbitrator may negotiate for private
employment as permitted by Rule 1.12(b) and subject to the
conditions stated in Rule 1.12(b).

(e) As used in this Rule, the term "matter" includes:

(1) any judicial or other proceeding, application, request for a ruling
or other determination, contract, claim, controversy, investigation,
charge, accusation, arrest or other particular matter involving a
specific party or parties, and

(2) any other matter covered by the conflict of interest rules of the
appropriate government agency.
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Mr. IssaA. In light of the fact the Maryland Bar has this prohibi-
tion, would that have changed your view of allowing her in and
saying you had no authority?

Mr. CoMEY. I am not qualified nor am I going to answer ques-
tions about legal ethics in this forum. The FBI has no basis to ex-
clude somebody from an interview who the subject of the interview
says is on their legal team.

Mr. SMITH. Okay. Thank you, Director Comey.

Thank you, Mr. Chairman. I yield back.

Mr. GOODLATTE. The Chair thanks the gentleman, recognizes the
gentlewoman from California, Ms. Lofgren, for 5 minutes.

Ms. LOFGREN. Thank you, Mr. Chairman.

And thank you, Director Comey, for once again appearing before
this Committee, as you appear before so many Committees here in
the House. Sometimes I wonder how you get any work done at all,
that you are called up here so frequently.

You know, there has been a lot of focus on the private email that
Secretary Clinton used, just as her predecessor, Colin Powell, used.
So far as I am aware from the public comments, there is no foren-
sic evidence that there was a breach of that server, although theo-
retically you could intrude and not leave evidence.

But there has been very little focus on the breach at the State
Department email system. Now, it has been reported in the press
that this breach of the State Department email system was one of
the largest ever of a Federal system and was accomplished by, ac-
cording to the press, either China or Russia.

I am wondering if you are able to give us any insight into wheth-
er it was, in fact, the Russians who hacked into the State Depart-
ment email system or whether that is still under investigation.

Mr. CoMEY. Not in this open forum, I can't.

Ms. LoFGREN. All right. I am hoping that we can get some in-
sight in an appropriate classified setting on that.

ow, we have watched with some concern—and I know you are
also concerned—about the Russian intrusion into our election sys-
tem. It has been reported to us that the Russians hacked into the
Democratic National Committee database. They also hacked into
the Democratic Congressional Campaign Committee. And it seems
that they are making an effort to influence the outcome of this elec-
tion. We have been warned that the information stolen might not
just be released but also be altered and forged and then released,
in an effort to impact the election here in the United States.

Yesterday, there were press reports—and I don’t know if they are
accurate, and I am interested if you are able to tell us—that the
Russians have also hacked the telephones of Democratic staffers
and that there was a request for Democratic staffers to bring their
cell phones into the FBI to have them mirrored.

Can you tell us anything about that?

Mr. COMEY. I can’t at this point. What I can say in response to
the first part of your question, any hacking is something we take
very seriously. Any hacking in connection with this Nation's elec-
tion system is something we take extraordinarily seriously, the
whole of government. So it is something the FBI is spending a lot
of time on right now to try and understand. So what are they up
to and what does it involve and what is the scope of it to equip the
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President to decide upon the appropriate response. And so that is
one of reasons I have to be very careful about what I say about it.
That work is ongoing. I should make clear to folks when we talk
about our election system, there has been a lot of press reporting
about attempts to intrude into voter registration databases. Those
are connected to the Internet. That is very different than the elec-
toral mechanism in this country, which is not.

Ms. LOFGREN. We had actually a hearing, and I had the chance
to talk to Alex Padilla, who is the Secretary of State in California.
Number one, they encrypt their database. And number two, even
if you were to steal it, there is backups that you couldn’t steal. So
they can’t really manipulate that. But you could cause a lot of dam-
age. I mean, you could create chaos on Election Day that would—
and you could target that chaos to areas where voters had a tend-
ency to vote for one candidate over another in an attempt to influ-
ence the outcome. So it is not a benign situation certainly, and one
that we want to worry about.

I want to just quickly touch on a concern I have also on cyber
on rule 41, and how the FBI is interpreting that. I am concerned
that the change, as understood by the FBI, would allow for one
warrant for multiple computers, but would include allowing the
FBI to access victims’ computers in order to clean them up.
Cybersecurity experts that I have been in touch with have raised
very strong concerns about that provision, especially using
malware’s own signaling system to disable the malware. The cyber
experts who have talked to me and expressed concern believe that
that ultimately could actually trigger attacks. And, so, I am won-
dering if you have any comments on how the FBI intends to use
rule 41 vis malware on victims’ computers?

Mr. CoMEY. Yeah. Thank you.

Mr. GOODLATTE. Time of gentlewoman has expired. The witness
will be permitted to answer the question.

Mr. CoMEY. Thank you, Mr. Chairman. I am not an expert, but
one of the challenges we face, especially in dealing with these huge
criminal botnets, which have harvested and connected lots of inno-
cent peoples’ computers is how do we execute a search warrant to
try and figure out where the bad guys are, and get them away from
those innocent people? And the challenge we have been facing is
to go to every single jurisdiction and get a warrant would take, lit-
erally, years. And so we are trying to figure out can we use rule
41 to have one judge issue that order and give us that authority.

Ms. LOFGREN. M%‘ Chairman, I know my time has expired. I
would just like to close by expressing the hope that the FB}I} might
seek the guidance of some of the computer experts at our national
labs on this very question of triggering malware attacks. And I
yield back.

Mr. GOODLATTE. The point is well taken. The Chair recognizes
the gentleman from Ohio, Mr. Chabot, for 5 minutes.

Mr. CHABOT. Thank you, Mr. Chairman. Director Comey, Chair-
man Goodlatte, in his introduction of you, mentioned that you are
a graduate of the College of William and Mary. And as you may
well know, I am a graduate of William and Mary as well.

Anyway, you may remember that our alma mater is very proud
of something called the honor code. And I checked out the wording
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of the honor code to make sure that I was correct on it. And I will
tel] you exactly what it says. It says, “As a member of the William
and Mary community, I pledge on my honor not to lie, cheat, or
steal, eR;er in my academic or in my personal life.” Well, one of
the people whose behavior you investigated, Hillary Clinton, didn’t
have the good fortune to attend the College of William and Mary.
But she did attend Wellesley. And I wondered whether they had
an honor code. And I found out, I looked it up, they do, and they
did. And here is what it says, “As a Wellesley College student, I
will act with honesty, integrity, and respect. In making this com-
mitment, I am accountable to the community and dedicate myself
to a life of honor.” Let me repeat part of that again. “I will act with
honesty.”

Now, I am sure the young women attending Wellesley today, and
those that have attend it in the past, are proud that one of their
own could be the next President of the United States. But a major-
ity of the American people have come to the conclusion that Hillary
Clinton is not honest and cannot be trusted. It is about two to one
who say that she is dishonest. In the latest Quinnipiac poll, for ex-
ample, the question being: Would you say that Hillary Clinton is
honest or not, 65 percent said no. And only 32 percent said yes, she
is honest. You know, Republicans and Democrats. Not surprisingly,
were overwhelmmgly one way or the other. But Independents, 80
percent of them said nope, she is not honest. And only 19 percent
of them said she is.

. So Director Comey, since you and your people were the ones who
investigated Hillary Clinton’s email scandal, I would just like to
ask a couple of questions. First, Hillary Clinton claimed over and
over that none of the emails that she sent contained classified in-
formation. Was she truthful when she said that?

Mr. CoMEY. As I said when I testified in July, there were—I am
forgetting now after 2%2 months the exact number, but there were
80 or so emails that contained classified information.

Mr. CHABOT. Okay. So she said they didn’t contain classified in-
formation and they did. So that sounds like not being truthful. Not
trying to put words in your mouth. But I think that is what that
means.

Hillary Clinton then came up with a fallback position saying:
Well, none of the emails I sent were marked classified. But that
wasn't true either. Was it?

Mr. CoMEY. There were three—as I recall, three emails that bore
within the body of the text a portion marking that indicated they
were classified confidential.

Mr. CHABOT. And again, not putting words in your mouth, but
I think that means that no, she didn't tell the truth in that par-
ticular instance.

Hillary Clinton said she decided to use a personal email server
system for convenience. And that she would only have to carry
around one BlackBerry. Was she being truthful when she said she
just used one device?

Mr. CoMEY. She used, during her tenure as Secretary of State,
multiple devices. Not at the same time, but sequentially.

Mr. CHABOT. Okay. Again, I am going to take that as she said
one and it was more. So, therefore, not honest. And in fact, some
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of the devices were destroyed with a hammer, as has already been
mentioned. Is that the type of behavior that you would expect from
someone who is being fully cooperative with an investigation, de-
stroying devices containing potential evidence with a hammer?

Mr. CoMEY. Well, we uncovered no evidence that devices were
destroyed during the pendency of our investigation. And so why
people destroy devices when there is no investigation is a question
I am not able to answer.

Mr. CHABOT. Okay. Thank you. Mr. Director, a little less than 2
months ago, Hillary Clinton, in talking about her emails, claimed
that you said “that my answers were truthful.” PolitiFact, by the
way, gave this claim a Pants on Fire rating. Did you say that she
was telling the truth with respect to her email claims?

Mr. CoMEY. I did not. I never say that about anybody. Our busi-
ness is never to decide whether someone—whether we believe
someone. Qur business is always to decide what evidence do we
have that would convince us not to believe that person. It is an odd
waylc;'.o look at the world, but it is how investigators look at the
world.

Mr. CHABOT. Thank you. Director Comey, it must have been, and
I am almost out of time, but it must have been very awkward for
you, you are tasked with investigating a person who could be the
next President of the United States, and the current President of
the United States has already prejudged the case and telegraphed
to you and the entire Justice Department that he, your boss, has
come to the conclusion that there is not even a smidgen of corrup-
tion, his own words, before you have even completed your inves-
tigation. You were aware that he had said that, weren’t you?

Mr. CoMEY. Yes, I saw those reported in the press.

Mr. CHABOT. Okay. And finally, it just seems to me here that
there was clearly a double standard going on. Like, for example, if
anybody else had done this, like a soldier or a serviceman who did
virtually the same thing, they would have been prosecuted and
were, but not Hillary Clinton. And that is a double standard, and
that is not the way it is supposed to work in America. And I am
out of time. I yield back.

Mr. CoMEY. I disagree with that characterization, but—

Mr. GOODLATTE. The gentleman is permitted to respond.

Mr. CoMEY. I don’t think so. I actually think if I—if we were to
recommend she be prosecuted, that would be a double standard be-
cause Mary and Joe at the FBI or some other place, if they did
this, would not be prosecuted. They would be disciplined. They’d be
in big trouble. In the FBI, if you did this, you would not be pros-
ecuted. That wouldn’t be fair.

Mr. CHABOT. I will give you the benefit of the doubt because you
are an alumni of William and Mary.

Mr. CoMEY. Okay.

Mr. GOODLATTE. The time of the gentleman has expired. The
Chair recognizes the gentlewoman from Texas, Ms. Jackson Lee,
for 5 minutes.

Ms. JACKSON LEE. Chairman, thank you so very much. Many
Americans have come to trust Hillary Clinton as a dedicated com-
mitted public servant. But I believe it is important as we address
these questions, let me make one or two points. My colleagues have
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already made it, and I look forward maybe to coming back to
Washington to dealing with the potential Russian intrusion on the
election system. I am not asking you, Director, at this time. And
also the issue of connecting the dots as we deal with terrorism
across America. But I do want to acknowledge Eric Williams, an
outstanding detailee to this Judiciary Committee, and thank him
for his service. And I want to thank the SAC in Houston, Mr. Turn-
er, for helping us in the shooting that occurred in Houston, as you
well know, that gave us a great deal of fear and scare just a couple
of days ago.

But, Director Comey, my Republican colleagues have questioned,
second-guessed, and attacked you and your team of career FBI
agents. They disagree with the results of your investigation. They
want you to prosecute, or to ask the DOJ to prosecute Secretary
Clinton regardless of the facts. So they have engaged in an almost
daily ritual of holding hearings, desperately trying to tear down
your investigation and your recommendations. I believe you testi-
fied previously that your recommendation in that case was unani-
mous, and your investigation was carried out by what you called
an all star team of career agents and prosecutors. Is that right?

Mr. CoMEY. Yes. These were some of our very best. And some-
times, because I am lucky enough to be the person who represents
the FBI, people think it is my conclusion. Sure it is my conclusion,
but I am reporting what the team thought and their supervisors
and their supervisors. As I said, this was—as painful as it is for
people sometimes, this was not a close call.

Ms. JACKSON LEE. Let me continue. You have written that the
case itself was not a cliff hanger. Is that right?

Mr. CoMEY. Correct. Correct.

Ms. JAcksoN LEE. Recently, Republicans have attacked the deci-
sion to provide limited immunity to individuals during the inves-
tigation. For example, when Congressman Chaffetz learned about
this, he stated, “No wonder they couldn’t prosecute a case. They
were handing out immunity deals like candy.” I understand that
the FBI does not make the final call on immunity agreements.
That was the DOJ. You made that clear. So his statement was just
wrong. But did you consult closely with DOJ before these immunity
agreements were concluded by giving—by having facts?

Mr. CoMEY. Right. Our job is to tell them what facts we would
like to get access to. The prosecutor’s job is figure out how to do
that. And so they negotiate—I think there were five limited immu-

'nity agreements of different kinds that they negotiated.

Ms. JACKSON LEE. Did you or anyone at the FBI ever object to
these decisions to grant immunity? Did you think they made sense?

Mr. CoMEY. No. It was fairly ordinary stuff.

Ms. JAcksoN LEe. Was the FBI or DOJ handing out immunity
agreements like candy?

Mr. CoMEY. That is not how I saw it. I didn’t see it—

Ms. JACKSON LEE. Congressman Gowdy, a good friend, also ob-
jected to granting immunity to Bryan Pagliano and Mr. Combetta
at Platte River Networks. He quoted: “These are the two people
that FBI decides to give immunity to, Bryan and the guy at Platte
River, if it happened.” Those are the two that you would want to

prosecute. So you are giving immunity to the trigger people, and
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everybody goes free.” Do you agree with this assessment? Did the
FBI screw up here and let everyone go free because of these limited
immunity deals?

Mr. CoMEY. No, I don't think so. The goal in an investigation like
this is to work up. And if people have information that their law-
yers are telling you that you are not going to get without some lim-
ited form of immunity and they are lower down, you try to get that
information to see if you can make a case against your subjects.

Ms. JACKSON LEE. Congressman Gowdy also said this about the
FBI: “I have been underwhelmed by an agency that I once had tre-
mendous respect for.” Let me just say, sitting on this Judiciary
Committee for many, many years, going through a number of in-
vestigations, I have never been proud of an agency that has always
been there when vulnerable people are hurting, and when there is
a need for great work. But my question to you is: What is your re-
;s'p'm?lse to that, Director Comey? Do you believe these criticisms are

air/’

Mr. CoMmEY. I think questions are fair. I think criticism is
healthy and fair. I think reasonable people can disagree about
whether I should have announced it and how I should have done
it. What is not fair is any implication that the Bureau acted in any
way other than independently, competently, and honestly here.
That is just not true. I knew this was going to be controversial. I
knew there would be all kinds of rocks thrown. But this organiza-
tion and the people who did this are honest, independent people.
We do not carry water for one side or the other. That is hard for
people to see because so much of our country we see things through
sides. We are not on anybody’s side. This was done exactly the way
you would want it to be done. That said, questions are fair. Feed-
back is fair.

Ms. JACKSON LEE. Absolutely. But the foot soldiers, we use that
term in the civil rights movement, your agents on the ground, you
take issue with whether or not they were compromised or they
were adhering to somebody else’s message. Is that what you are
saying?

Mr. CoMEY. Absolutely. You can call us wrong, but don’t call us
weasels. We are not weasels. We are honest people. And we did
this in that way, whether you disagree or agree with the result,
this was done the way you would want it to be done.

Ms. JACKSON LEE. You were able to learn that Mr. Pagliano and
Mr. Combetta—you learned what they had to say. And if anyone
provided statements to the FBI had actually provided evidence that
Secretary Clinton has committed a crime, would you then have rec-
ommended prosecution to the DOJ?

Mr. CoMEY. Oh, yeah. If the case was there, very aggressively.

Ms. JACKSON LEE. Are you sure you wouldn’t have been a little
nervous about doing so, a little intimidated?

Mr. CoMEY. No. I really don’t care.

Ms. JACKSON LEE. You don’t look like it. You are kind of tall, and
that—

Mr. CoMEY. I have a 10-year term. That is the beauty of this—
while there is a lot of challenging things about this job, one of the
great things is I have a certain amount of job security. And so no.
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s}ither way, we would have done what the facts told us should be
one.

Ms. JACKSON LEE. So are you now second-guessing your decision
regarding Hillary Clinton?

r. COMEY. No.

Mr. GOODLATTE. The time of the gentlewoman has expired.

Ms. JACKSON LEE. Mr. Chairman, I want to thank the Director
and ask my colleagues to give the respect that this agency in this
Iijnsti?nce deserves. gI"-lha.nk you so very much for your service. I yield

ack.

Mr. GOODLATTE. The Chair thanks the gentlewoman. The Chair
recognizes the gentleman from California, Mr. Issa, for 5 minutes.

Mr. IssA. Thank you, Mr. Chairman. Director, I have got a lot
of concerns. But one of them refers to Reddit. At the time that the
Department of Justice at your behest or your involvement gave
Paul Combetta immunity, did you do so knowing about all of the
posts he had on Reddit, and capturing all of those posts and cor-
respondence where he was asking how to wipe, or completely erase
on behalf of a very VIP, so to speak?

Mr. CoMEY. I am not sure sitting here. My recollection is, and
I will check this and fix it if I am wrong, that we had some aware-
ness of the Reddit posts. I don’t know whether our folks had read
them all or not. We had a pretty good understanding of what we
thought he had done. But that is my best recollection.

Mr. Issa. Okay: In the last week, en masse, he has been deleting
them from Reddit posts. Is that consistent with preserving evi-
dence? And I say that because there is still an ongoing interest by
Congress. And only in spite of Reddit’s own senior, what they call,
flack team trying to hide it, only because a few people caught it do
we even know about it. And this and other Committees are inter-
ested in getting the backups that may exist on these deletions. You
know, I guess my question to you is, is he destroying evidence rel-
evant to Congressional inquiries? And I will answer it for you. Yes.
He is. And what are you going to do about it?

Mr. CoMEY. That is not something I can comment on.

Mr. Issa. Well, let me go into something that concerns this body
in a very specific way. As a former Chairman issuing subpoenas,
I issued a subpoena, and additionally, I issued preserve letters in
addition to that. Now-Chairman Chaffetz issued what are effec-
tively preserve letters. Some of them were directly to Hillary
Rodham Clinton while she was still Secretary. Others, the sub-
poena in 2013, was to Secretary Kerry. These individuals destroyed
documents pursuant—or took it out of Federal custody pursuant to
our subpoena and our discovery. As a result, they committed
crimes. My question to you is, when I was a Chairman and I want-
ed to grant immunity to somebody, I had to notice the Department
of Justice, and you were consulted. Isn’t that correct?

Mr. CoMEY. In a particular matter?

Mr. IssA. In any matter.

Mr. CoMEY. I don’t know whether the FBI is consulted in that
circumstance.

Mr. IssA. Okay. For the record, yes. The Department of Justice
does not grant immunity without checking with Federal law en-
forcement to see whether it will impact any ongoing investigation.
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That is the reason we have a requirement to give notice. When the
reverse was occurring, you were granting—handing out like candy,
according to some, immunity, did you or, to your knowledge, De-
partment of Justice confer with Chairman Goodlatte, Chairman
Chaffetz, Chairman Smith or any of the other Chairmen who had
ongoing subpoenas and investigations?

Mr. CoMEY. Not to my knowledge.

Mr. IssA. So isn’t there a double standard that when you granted
immunity to these five individuals, you took them out of the reach
of prosecution for crimes committed related to destruction of docu-
ments, or withholding or other crimes pursuant to Congressional
subpoenas?

‘Mr. CoMEY. I don’t think anybody was given transactional immu-
nity.

Mr. IssA. Oh, really? Now, we have are not allowed to make your
immunities public, but I am going to take the privilege of making
one part of it public. I read them. You gave immunity from destruc-
tion to both of those attorneys. Not just turning the documents
over, specifically destruction. You did the same thing with these
other two individuals, Bryan and Paul Combetta. You gave them
immunity from destruction.

Mr. CoMEY. Yeah. I don’t think—well, again, I could always be
wrong, but I don’t have them in front of me either

Mr. Issa. Well, because you don’t let us take them out of the
S}?IF, it is a little hard for us too. But the fact is when you read
them——

Mr. CoMEY. Can I finish my answer? I am pretty sure that what
was granted was use immunity in the case of those two people, co-
extensive with 18 U.S.C. 6001, which means no statement you
make can be used against you directly or indirectly. Transactional
immunity is sometimes given also by prosecutors, says you will not
be prosecuted in any event for this set of facts. I don’t think there
was any transactional immunity.

Mr. Issa. But when I read for both of the attorneys that immu-
nity was granted, it, in both cases, said destruction, in addition to
the turning over. Why was that—why would you believe that was
necessary, or do you believe that would be necessary? You wanted
the document. You wanted the physical evidence. Why did you
have to give them immunity from destruction of materials? And be-
cause my time is expiring, when you look into it and hopefully get
back to this Committee, I would like to know, does that immunity
apply only to destruction on the computers delivered so that other
destructions by Cheryl Mills could still be prosecuted?

Mr. CoMEY. Yeah. Again, my recollection is no transactional im-
munity was given. Protection of statements was given to the
Combetta guy and Mr. Pagliano.

Mr. IssA. Thank you, Mr. Chairman,

Mr. GOODLATTE. The Chair thanks the gentlemen. The Chair rec-
ognizes the gentleman from Tennessee, Mr. Cohen.

Mr. Issa. Mr. Chairman, I would ask unanimous consent, quick-
ly, that a group of documents be included, and I will summarize
them. They are basically the letters and subpoenas that led up to
the destruction of documents that were previously held for preser-
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vation. Additionally, the blog posts from Reddit. If those could all
be placed in the record.

Mr. GoopLATTE. Without objection, they will be made a part of
the record.*

Mr. IssA. Thank you, Mr. Chairman.

Mr. GOODLATTE. The gentleman from Tennessee is recognized.

Mr. CoHEN. Thank you, sir. Director Comey, would you consider
the FBI's most important job presently fighting terrorism and
threats to the homeland?

Mr. CoMEY. Yes. That is our top priority.

Mr. CoHEN. How much time do you think the FBI and you have
spent responding to congressional inquiries, and on this particular
email investigation? Could you give me an idea how many man
months or years have been expended on responding to the different
Committees that have called you in time after time after time, and
repetitiously accused you of doing politics rather than being an FBI
Director?

Mr. CoMEY. I can’t. I don’t have any sense.

Mr. CoHEN. Could it be—would it be months of cumulative man
hours, or would it be years of cumulative man hours?

Mr. CoMEY. You know, I don’t know. A lot of folks have done a
lot of work to try and provide the kind of transparency that we
promised. It has been a lot by a lot of people. I just don’'t have a
sense of the——

hM;'. COHEN. How many hours have you spent before Congress on
this?

Mr. CoMEY. Testimony? Four hours and 40 minutes without a
bathroom break, I want to note for the record. And whatever today
is. Those would be the two main appearances. I was asked ques-
tions at Senate Homeland yesterday about this, and then House
Homeland in July, I think. I am guessing 10 hours or so.

Mr. CoHEN. And you prepared for this, though. I mean, the 10
" hours is just like the iceberg?

Mr. CoMEY. Oh, sure. Yeah.

Mr. CoHEN. Could your time and the FBI's time better be used
fighting terroristic threats here in America?

Mr. CoMEY. You know, we are still doing it all. So no one should
think that we have taken a day off because we are also doing over-
sight. We do both.

Mr. CoHEN. In the case in New York where Mr. Rahami tried to
detonate some bombs, did detonate a bomb, his father had accused
him of being a terrorist at one time. And he had stabbed his broth-
er and was in jail. Did the FBI interview him when he was in jail
about his possible terrorist tendencies and his trips to Pakistan or
Afghanistan?

Mr. CoMmEeY. I will answer that. I am trying to be very cir-
cumspect at how I answer questions about the case, because the
guy is alive and is entitled to a fair trial. And if I don’t do anything
that would allow him to argue, he lost the ability to have a fair
‘_cri%ldl'ﬂhe answer is we did not interview him when he was in jail
in .

*Note: The material referred to is not printed in this hearing record but is on file with the
Committee, and can also be accessed at:

http: | [docs.house.gov [ Committee | Calendar [ ByEvent.aspx?EventD=105390
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Mr. CoHEN. And why would that be? You interviewed the father,
I believe. You might have talked to the brother. You might have
talked to a friend. The best evidence was him. He is in jail. You
didn't have to—you know. Why did they not go and talk to him?

Mr. CoMEY. You know, sitting here, I don’t want to answer that
question yet. I have commissioned, as I do in all of these cases, a
deep look back. We are trying to make the case now. We will go
back very carefully, try to understand what decisions the agents
made who investigated that and why, and whether there is learn-
ing from that. So I don’t want to answer it just now, because I
would be speculating a bit.

Mr. CoHEN. Thank you, sir. Some people have suggested you
made a political calculation in your recommendation dealing with
Secretary Clinton and the emails. Did you make a political calcula-
tion in coming to your ultimate decision?

Mr. CoMEY. None.

Mr. COHEN. Some said that on national television, that Secretary
Clinton’s emails were destroyed after a directive from the Clinton
campaign. You announced your decision, you stated publicly, “We
found no evidence that Secretary Clinton’s emails were inten-
tionally deleted in efforts to conceal them.” Is that not correct?

Mr. CoMEY. That is correct.

Mr. CoHEN. Others have said they lost confidence in the inves-
tigation and questioned the genuine effort in which it was carried
out. Did the FBI make a genuine effort to carry out a thorough in-
vestigation?

Mr. COMEY. Oh, yes. Very much.

Mr. CoHEN. And did you take some hits from the position you
took when you announced your decision?

Mr. CoMEY. A few. A few. Yeah.

Mr. CoHEN. Difficult.

Mr. CoMEY. Difficult, but I just thought it was the right thing
to do. I am not loving this. But I think it is important that I come
and answer questions about it. As long as people have questions,
I will try to answer them.

Mr. CoHEN. You are not loving this? Do you need a bathroom
break?

Mr. CoMEY. No, no, I am good.

Mr. COHEN. Setting a record?

Mr. CoMEY. I will let you know at 4:40. How I am doing?

Mr. CoHEN. Thank you, sir. At FBI buildings, we know what
they shouldn’t be named. And you know my position on that. And
I hope you keep that well in mind. You are a credit to the FBI. You
are a credit to government service, and to your alma mater. And
I yield back the balance of my time.

Mr. GoODLATTE. The Chair thanks the gentleman and recognizes
the gentleman from Iowa, Mr. King, for 5 minutes.

Mr. KING. Thank you, Mr. Chairman. I thank you, Director, for
your testimony here before this Committee. Again, I was listening
in the exchange between yourself and Mr. Issa. I would just like
to confirm that you were confirming that Mr. Combetta made the
Reddit posts?

Mr. CoMEY. I don’t know whether I am confirming it. I think he
did, is my understanding. But, yeah, that is my understanding. I
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think he did. I haven’t dug into that myself. I have been focused
on a lot of other stuff as we have talked about. But I think that
is right.

Mr. KING. I certainly can accept that. And I would like to just
go back to the interview with Hillary Clinton and how that all
came about on that July 2 date. But first, I am looking at the dates
of the conditional immunity documents that I have reviewed. And
I see that Mr. Pagliano had one dated December 22, and another
one dated December 28. Can you tell me what brought about that
second agreement, why the first one wasn’t adequate, and if there
was an interview with Mr. Pagliano in between those dates? So De-
cember 22 and 28 of 20157 _

Mr. CoMmEY. I think what it is, and Mr. Gowdy and Mr. Marino
will recognize this term, the first one is what we call a queen-for-
a-day agreement, which was to govern an interview, so limited use
immunity for an interview. And then I believe the second one is the
agreement for use immunity in connection with the investigation.
So it is sort of a tryout for him to get interviewed, for the prosecu-
tors and investigators to poke at him. And then the second one is
the agreement they reached. I think that is right.

Mr. KING. And to the extent of if we are going to go any further,
we will go off of the December 28 agreement. That would be how
I would understand that.

Mr. CoMEY. Well, I think they are both important to him and his
lawyer. But the first is an intermediate step to the second.

Mr. KING. Okay. Thank you. Then were you aware of the Presi-
dent’s statement on October 9, 2015 when he reported that Hillary
Clinton would not have endangered national security?

Mr. CoMEY. Obviously, I don’t know the dates, but I remember
public reporting on a statement like that.

Mr. KING. And the following October, and I will state it, the re-
port I have is October 9. Then again, on April 10, 2018, it was re-
ported that the President had said that Hillary Clinton was care-
less, but not intentionally endangering national security. Were you
aware of that statement as well?

Mr. COMEY. Yes.

Mr. KiNG. And then I would like you, if you could characterize
the interview, sometime around, I believe, May 16 it was reported
that you said you intended to interview Hillary Clinton personally?

Mr. CoMEY. I never said that because I never intended that. And
I am sure I didn’t say that publicly.

Mr. KING. Were you aware of the report that that was your pub-
lic statement?

Mr. CoMEY. Yes. I think I read it and smiled about it. People
imagine the FBI Director does things that the FBI Director doesn’t
do.

Mr. KING. In fact, and I am not disputing your answer, I am just
simply, for the record, this is a record that is dated September 28,
2016, Buffalo News, that has your picture on it, and takes us back
to—that is when it was printed, excuse me. Takes us back to a doc-
ument May 16, 2016, has a picture of you on the front of it, and
I will ask to introduce it into the record, it says, “FBI Director
James Comey told reporters that he would personally interview
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Hillary Clinton ’in coming days.”” And I would ask unanimous con-
sent to introduce this article into the record.

Mr. GooDLATTE. Without objection, it will be made a part of the
reported.

[The information referred to follows:]
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Mr. KiNG. Thank you, Mr. Chairman. And not as a matter of in-
dictment, I don’t dispute your word on this, it is what the public
expectation was hanging out there is my real point. And then with
that public expectation, I think the public was surprised to learn
about who was or wasn’t in that room. Can you tell us who was
in the room involved in either listening to or conducting the inter-
view of Hillary Clinton on that date of July 2, 20167

Mr. CoMEY. I can't tell you for sure. I can give you a general
sense. The witness and her legal team. And then on our side of the
table, our agents, prosecutors from the Department of Justice. I
don’t know if any of our analysts were in there or not. But sort of
our team, their team. )

Mr. KiNG. And how many of your team? How many FBI inves-
tigators?

Mr. CoMEY. I don’t know for sure, sitting here. I think we prob-
ably had eight to 10 people on our side, prosecutors and agents.
That is a knowable fact. I just don't know it sitting here.

hMr.‘? KiNG. Prosecutors. Did Loretta Lynch have her people in
there? '

Mr. CoMEY. If you mean Department of Justice lawyers, yes.
Sure.

Mr. KING. So how many Department of Justice lawyers would
have been there?

~ Mr. CoMEY. I don’t know for sure. Again, I think it was probably
about eight people; probably about four lawyers, about four from
the FBI. But again, I could be wrong.

Mr. KiNGg. Okay. So around four investigators, around four poten-
tial prosecutors from the DOJ, a couple of attorneys for Hillary
Clinton, Hillary Clinton herself. That would set the scene fairly
closely?

Mr. CoMEY. I think Secretary Clinton’s team was bigger than
that. I don’t know the exact number.

Mr. KiNG. Okay. And then, when you received the counsel as to
the recommendation you were to make to Loretta Lynch, I am
going to just go through this quickly, you didn't review a video
tape, an audio tape, or a transcript. So you would have had to rely
upon the briefings from the people that were in the room who
would have been your investigative team? _

Mr. CoMEY. Yes. The agents who conducted the interview, yes.

Mr. KiNG. And they were briefing off of notes that they had
taken, which are now in the SCIF, but redacted?

Olglr. CoMEY. Right. They write them up in what is called an FBI
302.

Mr. KING. And so Loretta Lynch had her people in the room, and
they would have had access to your investigators in the room. And
out of that came a piece of advice to you that she had already said
she was going to hand that responsibility over to you as Director
of the FBI as to making the recommendation, which turned out to
be the decision on whether or not to indict Hillary Clinton?

Mr. GOoODLATTE. The time of the gentleman has expired. The Di-
rector will answer the question. |

Mr. COMEY. I am not sure I am following it entirely. There was
no advice to me from the Attorney General or any of the lawyers
working for her. My team formulated a recommendation that was
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communicated to me. And the FBI reached its conclusion as to
what to do uncoordinated from the Department of Justice.

Mr. KiNG. Even though Justice was in the room with your inves-
tiﬁators? And I would make that final comment and I yield back.
Thank you, Chairman.

Mr. CoMEY. Sure, Sure.

Mr. GOODLATTE. The Chair thanks the gentleman. The Chair rec-
ognizes the gentleman from Georgia, Mr. Johnson, for 5 minutes.

Mr. JoHNSON. Thank you, Mr. Chairman. Russian hacking into
the databases of the Democratic National Committee and the
Democratic Congressional Campaign Committee, as well as Rus-
sian hacks into the voter registration systems of Illinois and Ari-
zona, serve as ominous warnings to the American people about the
risks that our electoral processes face in this modern era. Unfortu-
nately, Trump Republicans in the House are as obsessed with Hil-
lary Clinton’s damn emails as Trump has been about President
Obama'’s birth certificate. Just like The Donald closed his birth cer-
tificate investigation after 5 years of fruitless investigation, how-
ever, I predict that the Trump Republicans will, at some point,
close this email persecution. The American people are sick of it.
The attention of the American public is increasingly focused on the
security of this Nation’s election infrastructure. On Monday, the
Ranking Members of the House and Senate Intelligence Commit-
tees, Senator Dianne Feinstein and Congressman Adam Schiff,
issued a joint statement setting forth the current status of this in-
vestigation. It said this: “Based on briefings we have received, we
have concluded that the Russian intelligence agencies are making
a serious and concerted effort to influence the U.S. Election.” They
work closely with intelligence community individuals to be able to
put that statement out to the American public.

Director Comey, I don’t want to ask you about any classified in-
formation, but is their statement accurate?

Mr. CoMEY. I don’t—I can’t comment on that in this forum. As
I said in my opening, we are investigating to try to understand ex-
actly what mischief the Russians might be up to in connection with
our political institutions and the election system more broadly. But
I don’t want to comment on that at this point.

Mr. JOHNSON. Free and fair elections are the linchpin of our soci-
ety. A compromise or disruption of our election process is some-
thing that this Congress certainly should be looking into. Would
you agree with that?

Mr. CoMEY. I can’t speak, sir, to what Congress should be look-
ing into. But the FBI is looking into this very, very hard for the
reasons you say. We take this extraordinarily seriously.

Mr. JOHNSON. Thank you. In June, the FBI cyber division issued
a flash alert to State officials warning that hackers were attempt-
ing to penetrate their election systems. The title of the flash alert
was, “Targeting Activity Against State Board of Election Systems.”
The alert disclosed that the FBI is currently investigating cyber at-
tacks against at least two States. Later in June the FBI warned
officials in Arizona about Russian assaults on their election system,
and hackers also attacked the election system in Illinois, where
they were able to download the data of at least 200,000, or up to
200,000 voters. In August, the Department of Homeland Security
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convened a conference call warning State election officials and of-
fering to provide Federal cyber security experts to help scan for
vulnerabilities. And yesterday it was announced that at least 18
states have already requested election cybersecurity help to defend
their election systems.

Director Comey, since these flash alerts and warnings went out
over this summer, I would appreciate you letting us know whether
or not there have been any additional attacks on State operations
or databases since June. '

Mr. CoMEY. There have been a variety of scanning activities,
which is a preamble for potential intrusion activities, as well as
some attempted intrusions at voter registration databases beyond
those we knew about in July and August. We are urging the States
just to make sure that their dead bolts are thrown and their locks
are on, and to get the best information they can from DHS just to
make sure their systems are secure. And again, these are the voter
registration systems. This is very different than the vote system in
the United States, which is very, very hard for someone to hack
into, because it is so clunky and dispersed. It is Mary and Fred
putting a machine under the basketball hoop at the gym. Those
things are not connected to the Internet. But the voter registration
systems are. So we urge the States to make sure you have the most
current information and your systems are tight. Because there is
no doubt that some bad actors have been poking around.

Mr. JoHNSON. All right. With that, I will yield back the balance
of my time. And thank you, sir.

Mr. GOODLATTE. The Chair recognizes the gentleman from Texas,
Mr. Gohmert, for 5 minutes.

Mr. GoHMERT. Thank you, Mr. Chairman. And Director Comey,
thanks for being here. I was a bit astounded when you said the FBI
is unable to control who a witness, coming in voluntarily, brings in
to an interview. I have seen a lot of FBI agents tell people who
could come into an interview and who could not. And in this case,
and I am sure you have heard some of the questions raised by
smart lawyers around the country about providing immunity to
people like Cheryl Mills in return for her presenting a laptop that
you had every authority to get a subpoena, and if you had brought
a request for a search warrant, based on what we now know, I
would have had no problem signing that warrant so you could go
get it anywhere you want. And in fact, I have talked to former U.S.
attorneys, A.U.S.A.s, who have said if an FBI agent came in and
recommended that we gave immunity to a witness to get her laptop
that we could get with a subpoena or warrant, then I would ask
the FBI not to ever allow this agent on a case.

Can you explain succinctly why you chose to give immunity with-
out a proffer of what was on the laptop, give immunity to Cheryl
Mills while she was an important witness, and you could have got-
ten her laptop with a warrant or subpoena?

Mr. CoMEY. Sure. I will give it my best shot. Immunity we are
talking about here, and the details really matter, that we are talk-
ing about, is act of production immunity, which says we want you
to give us a thing. We won’t use anything we find on that thing
directly against you. All right? It is a fairly——
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Mr. GOHMERT. Well, and I understand that, and I understood
that from reading the immunity deal. And that is what is so shock-
ing because she was working directly with Hillary Clinton. And,
therefore, it is expected since the evidence indicates she was pretty
well copied on so many of the emails that Hillary Clinton was
using, that pretty much anything in there would have been useable
against her. And you cleaned the slate before you ever knew.

Now, some of the immunities you give, the last paragraph men-
tions a proffer. Was there a proffer of what the witness would say
before the immunity deals were given to those that got those im-
munities?

Mr. CoMeY. Can I answer first, though, your question about
what I think it made sense to have active production immunity for
Cheryl Mills’ laptop?

Mr. GOHMERT. I would rather—my time is so limited. Please.

Mr. CoMEY. It is an important question, and I think there is a
reasonable answer, but I will give it another time. I think in at
least one of the cases, and I am mixing up the guys, but with Mr.
Combetta, maybe also with Mr. Pagliano—no. I got that reversed.

Mr. GOHMERT. It is yes or no. Did you have a proffer from them
as to what they would say before you gave them immunity?

Mr. CoMEY. I believe there was a proffer session governed by
what I just referred to is called a queen-for-a-day agreement, with
at least one of them to try and understand what they would say.
But—

Mr. GOHMERT. Because the deals that I have seen back 30 years
ago before I went to the bench, the FBI would say you—and the
DOJ. Of course, we know FBI can’t give immunity. It has to come
from DOJ, just like it is not the FBI's job to say what a reasonable
prosecutor should do or not do. You give them the evidence and
then you let them decide. But a proffer is made saying this is what
my client will say. Then the DOJ decides, based on that proffer,
here is the plea we will offer, here is the immunity we will offer.
And if your client deviates from that proffer, the deal is off.

You got really nothing substantial. It is as if you went into the
investigation determined to give immunity to people instead of get-
ting a warrant. You gave immunity to people that you would need
to make a case if a case were going to be made. And I know we
have people across the aisle that are saying: Well, it is only be-
cause she is a Presidential candidate. It happens to be, in my case,
I wouldn’t care whether she was a Presidential candidate or not.
What is important to maintaining a civilization with justice and
fairness is a little righteousness where people are treated fairly
across the board, and it does not appear that in this case, it com-
ports with anything that FBI agents, with centuries of experience,
have told me they have never seen anything like this.

So one other thing, I know this happened before your watch, but
under Director Mueller, Kim Jensen, who prepared 700 pages of
training material for those who would go undercoyer and try to
embed with al-Qaeda, it was wiped out because CARE and some
of the people that were unindicted co-conspirators named in your
Holy Land Foundation trial, they said: We don’t like them. They
do not allow agents to know what Kim Jensen put in that 700
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pages that was so accurate, so good about Islam, that we could
imbed people in al-Qaeda and they wouldn’t suspect them.

I would encourage you to start training your FBI agents so
whether they are in San Bernardino, Orlando, New Jersey, wher-
ever, they can talk to a radicalized Islamist and determine whether
they are radicalized. Without Kim Jensen’s type material, you will
gever be able to spot them again, and we will keep having people

ie.

Thank you. My time has expired.

Mr. GoODLATTE. The time of the gentleman has expired. The Di-
rector is permitted to respond if he chooses to do so.

Mr. CoMEY. I don’t think I have anything at this point.

Mr. GooDLATTE. The Chair recognizes the gentlewoman from
California, Ms. Chu, for 5 minutes.

Ms. CHU. Thank you. Director Comey, during this Committee’s
oversight hearing last year, I asked you about the cases of Sherry
Chen and Xi Xiaoxing, both U.S. citizens who were arrested by the
FBI, accused of different crimes related to economic espionage for
China, only to have those charges dropped without explanation.

Since you last testified before the Committee, both cases have
been closed. Now, I know that you may not be personally familiar
with the individuals’ cases, or may not be inclined to comment on
the facts of these cases to the Committee today. However, would
you be willing to provide a written explanation, or possibly a sum-
mary of the investigations to clarify how and why the FBI handled
the cases the way they did?

Mr. CoMEY. I don’t want to commit to that sitting here. We
would certainly consider what we can supply consistent with things
like the Privacy Act. But we will certainly consider it. I am familiar
with the cases. I remember your questions about it last year. And
so we will take a look at what we can share with you. We can’t
obviously do it in an open forum, in any event.

Ms. CHU. I understand that. But I appreciate the consideration.

Now I would like to address a different topic. Director Comey,
your agency recently introduced an online initiative aimed at pro-
moting education and awareness about violent extremism called
Don’t Be a Puppet. This program was designed to serve as a tool
for teachers and students to prevent young people from being
drawn toward violent extremism.

However, national education groups, faith groups, and commu-
nity organizations have raised serious concerns about the way in
which the program presents the problem of violent extremism. Par-
ticularly troublesome is the Web site’s charge that teachers and
students should look for warning signs that a person may be on a
slippery slope of violent extremism, and to report activity that may
or may not be indicative of radicalization.

For instance, the Web site encourages students and teachers to
report when others use unusual language or talk about travelling
to suspicious places. The user of the Web site, however, is left to
draw inferences about what constitutes a suspicious place, or what
language is unusual enough to be reported to a trusted authority.
For example, a trip to France or Germany, which hosts many far-
right extremist groups may not sound suspicious to many users.
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But a trip to Saudi Arabia or Iraq, home to various Muslims’ holy
sites, possibly would.

So on August 9, the American Federation of Teachers led a num-
ber of national groups in a letter written to you. And, Mr. Chair,
I would like to submit this for the record.

[The information referred to follows:]
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Ms. CHU. And among the many concerns they raise is the poten-
tial for such 1n1t1at1v'es to exacerbate the profiling and bullying of
students of Middle Eastern background that—and what they—over
and above what they]already experience. So how do you respond to
the concerns expressed by the American Federation of Teachers
about the impact of the FBI's Don’t Be a Puppet Program, and the
effect it may have on ischools in immigrant communities?

Mr. CoMEY. Well, thank you for that. I am glad they shared their
feedback. Boy, I hope]| either before or after the feedback they go on
and actually go through the Don’t Be a Puppet. Because I have
done it. I honestly can’t understand the concerns. It is a very com-
monsense thing. One| of our big challenges is how—if a kid starts
to go sideways toward violence, the people closest to him are going
to see something likely. How do we get folks to a place where they
are sensitized to make commonsense judgments that this person
may be headed in a very dangerous direction? It is never going to
be perfect. But I actually think a lot of thought went into this, in-
cluding faith groups, all kinds of civic groups, to make sure we got
something that was g'good commonsense education for kids and for
teachers. And so I am a little bit at a loss. Maybe we ought to meet
with them and they ' can show me which parts of it they actually
think are p‘l‘OblEmath But I think it is a pretty darn good piece
of work, is my overall reaction.

Ms. CHU. So, Dlrector Comey, you have gone to the Web site and
looked at it. So what! then, would you consider to be a place that
sounds suspicious or| what would you consider to be an unusual
language that somebody is speaking so much so that a student
should report them to the authorities?

Mr. CoMEY. I think what it says is speaking—using unusual lan-
guage, not speaking Pashto or French or German. I think it means
speaking in an unusual way about things. And suspicious place,
Syria leaps to my mind. If someone is talking to classmates about
thinking about travelmg to Syria, the classmates ought to be sen-
sitized to that. The teacher ought to be sensitized to it, so we can
try and intervene with that kid before we have to lock them up for
most of their life.

Ms. CHU. But do you have evidence to show that this program
is actually counteringj recruiting efforts by violent extremists?

Mr. CoMmEY. I don’t! But it sure makes a lot of sense to me. And
it seems, again, a commonsense way to equip kids to resist the
siren song that comes from radical Islamists or skinhead groups or
hate groups of different kinds. So, look, it is not—I am sure it is
not perfect, because nothing in life is. We would welcome feedback.
But the general idea makes a lot of sense to me.

Ms. CHu. I yield back.

Mr. GOODLATTE. Tllle Chair recognizes the gentleman from Ohio,
Mr. Jordan, for 5 minutes.

Mr. JORDAN. Thank you, Mr. Chairman. Director, in your open-
ing comments, you sa1d this was an unusual case. I would say that
is the understatement of the year. Husband of the subject meets
with the attorney general 3 Idays before Secretary Clinton is inter-
viewed by the FBI. Nlne people get to sit in with Secretary Clinton
during that interview. One of those was her chief of staff, Cheryl
Mills, who was a sub_]ect of the investigation. Five people get some
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kind of immunity. Five people get some kind of immunity, and yet
no one is prosecuted. Three of those people who get immunity take
the Fifth in front of Congress, and one of them doesn’t even both
to show up whenhe is subpoenaed, supposed to have been at that
very chair you are sitting at. And, of course, the Attorney General
announces that she is going to follow your recommendations even
though she doesn’t know what those recommendations are, the only
time she has ever done that.

So, of course, this was unusual. We have never seen anything
like this. Which sort of brings me to the posts. I would like to put
up the posts that some have talked about which is the posts on Mr.
Combetta on Reddit. And you said earlier that you don’t know if
you examined this during your investigation. So let’s examine it
now. “I need to strip out a VIP’s address from a bunch of archived
email. Basically they don’t want the VIP’s email address exposed
to anyone.”

Now, Director, when I hear the term “strip out email address,”
I think of somebody is trying to hide something, somebody is trying
to cover up something, and it sort of raises an important question
from these two sentences. Who is the “they” who wants something
hid, and who is the VIP who also wants something hid? Director
Comey, is it likely the VIP—well, it is not just a VIP. It is a very,
very important person, according to Mr. Combetta. Is it likely that
that person is Secretary Clinton?

Mr. CoMEY. Yes. Sure.

Mr. JOorDAN. Okay. And is it also likely that the “they” refers to
her, Secretary Clinton’s staff, and, specifically, Cheryl Mills.

Mr. COMEY. I don’t know that. Either her lawyers or some staff
that had tasked him with the production.

Mr. JORDAN. So one other thing that is important on that, if we
could but that back up, one other thing that is important is the
date. The date at the top says July 24, 2014. So whenever I see
a date, and I am sure you do the same thing, I always look at what
is happening about that same timeframe, what may have happened
directly before that and maybe directly after that.

So I went back to your reports that you guys had given to us.
The first report back last month, August 18, 2016, page 15. Well,
on page 15 it says, “During the summer of 2014, the State Depart-
ment indicated to Cheryl Mills a request for Clinton’s work-related
emails would be forthcoming. Statquepartment gives Cheryl Mills
a heads-up that she has got to go round up all of Secretary Clin-
ton’s email. On that same page, it says, “The House Select Com-
mittee on Benghazi had reached an agreement with the State De-
partment regarding production of documents on July 23, 2014,” just
the day before, so I find kind of interesting. Then from your report
that we got just last week, “After reviewing several documents
dated in and around July 23, 2014, Paul Combetta had a conversa-
tion with Cheryl Mills, and after reviewing it July 24,” there is
that date again, “2014 email from Bryan Pagliano, Paul Combetta
explained Cheryl Mills was concerned Clinton’s then- current. email
address would be disclosed publicly.”

So it sure looks to me like it is Secretary Clinton, as you said.
But also that it is Cheryl Mills and Bryan Pagliano who are urging
Mr. Combetta to cover this stuff up. You agree?
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Mr. CoMEY. From what you read, it sure sounds like they are
trying to figure out a way to strip out the actual email address
from what they produce.

Mr. JORDAN. Well, they are actually trying to strip it all out, .pst
file and everything. Here is the takeaway in my mind. Mills gets
a heads-up, Cheryl Mills gets a heads-up, in mid-summer of 2014;
July 23, the day before Mr. Combetta’s Reddit post, the Benghazi
and the State Department reach an agreement on production of
documents. Cheryl Mills has a conversation with Paul Combetta.
He goes on Reddit then and tries to figure out how he can get rid
of all this email, even though he is not successful then. He has to
do it later down the road with BleachBit. And then the clincher.
The clincher. Just last week, he is going online and trying to delete
these Reddit posts. He is trying to cover up his tracks. He is trying
to cover up the coverup.

So I guess the question, as someone was asking earlier, in light
of all this, are you thinking about reopening the investigation?

Mr. CoMEY. I may have misunderstood what you said during the
question. I don’t understand that to be talking about deleting the
emails. I understand it to be talking about removing from the
“from” line the actual email address. And, but anyhow, maybe I
misunderstood you. But the answer

Mr. JORDAN. Well, the same guy later BleachBit—took BleachBit
and did delete emails.

Mr. CoMEY. Sure. Yeah.

Mr. JORDAN. So my question is, the guy you gave immunity to,
the guy who took the Fifth in front of us, is online trying to figure
out how to remove email addresses, change evidence, later uses
BleachBit, that guy who won't testify in front of Congress, and he
has correspondence with Cheryl Mills, Cheryl Mills, a subject of the
investigation, Cheryl Mills who also got some kind of immunity
agreement, Cheryl Mills who walked out of certain—walked out for
part of the questions during the interview with the FBI. Seems to
me that is pretty compelling, and the timelineis pretty compelling
as well.

Mr. CoMEY. I am not following. Compelling of what? There is no
doubt that Combetta was involved in deleting emails.

Mr. JORDAN. After conversations with Cheryl Mills.

Mr. CoMEY. He had the “oh s-h-i-t” moment, as he told us. And
that is why it was very important for us to interview this guy to
find out who told you to do that, why did you do that. That 1s why
he was given use immunity.

Mr. JOrRDAN. Did you know about the Reddit posts when you
interviewed him?

Mr. CoMEY. As I said earlier, I think we did. I think our mves-
tigators did. I am not positive as I sit here.

Mr. JORDAN. Mr. Chairman, I mean, the guy is trying to cover
up the Reddit posts where he is trying to figure out how he can
cover up the email addresses. And I find that compelling, particu-
larly in light of the fact that just the day before, he is talking with
Cheryl Mills, and the State Department is on notice that the
Benghazi Committee wants these very documents. I find that com-
pelling. But obviously the FBI didn't. And this is just one more, one
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more, on that list of things that make this case highly unusual. I
yield back.

Mr. GOODLATTE. The Director is permitted to respond if he choos-
es to do so.

Mr. CoMEY. No, I don’t think so.

Mr. GOODLATTE. The Chair recognizes the gentleman from Flor-
ida, Mr. Deutch, for 5 minutes.

Mr. DEUTCH. Thank you, Mr. Chairman. Director Comey, the
FBI is tasked with very serious responsibilities. You are on the
front lines trying to prevent terrorist attacks. You are investigating
public corruption. And as I told your agents on a recent visit to
your Miami field office, I am grateful to you and your agents, all
of the women and men of the FBI, for your dedication to the—and
commitment to the pursuit of justice. We are most grateful.

Now, one critical responsibility of the FBI is to investigate when
American citizens violate Federal laws involving improper contacts
with foreign governments. And, Director Comey, if an American na-
tional goes outside government channels to negotiate with a foreign
government on behalf of the United States, that is a very serious
crime, one that would violate the Logan Act, which, as you know,
is the law that prohibits unauthorized people from negotiating with
foreign governments in the place of the United States Government.

Director Comey, would the FBI take allegations of Logan Act vio-
lations seriously? Is that within your jurisdiction?

Mr. CoMEY. Yes. It is within our jurisdiction. :

Mr. DEUTCH. And if you had credible evidence that someone had
violated the Logan Act, would the FBI investigate that alleged vio-
lation of law?

Mr. CoMEY. I think we have done many Logan Act investigations
over the years. And we certainly will in the future.

Mr. DEUTCH. And am I correct in assuming that you are familiar
with publicly quoted comments from various intelligence sources
that have said that Russia has targeted the United States with a
legal State-directed hacking?

Mr. CoMEY. I am aware of the published reports.

Mr. DeuTcH. If an American citizen, Director Comey, conducted
meetings with a Russian individual who has been sanctioned by
the United States about potential weakening of U.S. sanctions pol-
icy in violation of the Logan Act, would the FBI investigate?

Mr. CoMmEY. I don’t think it is appropriate to answer that. That
gets too close to confirming or denying whether we have an inves-
tigation. Seems too close to real life. So I am not going to comment.

Mr. DEUTCH. Okay. But there are—you have investigated Logan
Act violations. It is something that is clearly within your jurisdic-
tion.

I appreciate, Director Comey, your confirming that the FBI
would treat these potential violations of law both seriously and ur-
gently, because everything that I just outlined that you said the
FBI would investigate has apparently happened already. Public re-
ports suggest that the Logan Act may have been violated by Carter
Page, one of the men Donald Trump signaled out as the top foreign
policy adviser.

So now the campaign appears eager to revise Mr. Page’s role
given the attention rightly being given to his illicit negotiations
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with a sanctioned Russian official. I read reports from Yahoo News
from last week that law enforcement may already be looking into
this issue. And I assume we all agree that the allegations are very
serious. Russia, a Nation that hacks America, a Nation that con-
tinues to enable Assad, the Assad regime, to slaughter the Syrian
people, a Nation that threatens and violates the territorial integ-
rity of its neighbors and our European allies.

It is a dangerous violation of Federal law if Donald Trump’s ad-
viser, Carter Page, is engaging in freelance negotiations with Rus-
sia. And here is what we know. In March, Donald Trump named
Carter Page as a foreign policy adviser. In July, Mr. Page traveled
to Moscow to give a speech that was harshly critical of the United
States. And during that trip, Mr. Page is reported to have also met
with a Russian official named Igor Sechin, a member of Vladimir
Putin’s inner circle and the president of the petroleum company,
Rosneft, who was sanctioned Ey the United States under executive
order 13361, prohibiting him from traveling to the United States
or conducting business with U.S. firms.

So Mr. Sechin has a clear and personal interest in lifting U.S.
sanctions against him and other top Russian officials put in place
by President Obama after Russia’s military action in Ukraine.
Now, if these two men met to discuss sanctions policy, or a lifting
of sanctions under a potential Trump administration, this would be
enormously concerning.

Just last week the press reported that U.S. intelligence officials

are seeking to determine whether an American businessman iden-
tified by Donald Trump as one of his foreign policy advisers has
opened up private communications with senior Russian officials, in-
cruding talks about possible lifting of sanctions.

Mr. Comey, it is illegal if Trump’s adviser met with Russians
who have been sanctioned by the United States about lifting these
sanctions. And I am grateful for your reassurances this morning
that the FBI would investigate potential violations of the Logan
Act by any individual who engages in unauthorized negotiations
with a foreign lgovemment. I remind my colleagues that Donald
Trump invited Russia to hack the United States. I remind my col-
leagues that Donald Trump suggested breaking America’s long-
standing commitment to our NATO allies and weakening U.g.
sanctions against Russia. Is there a connection between these reck-
less and dangerous policy proposals, and the potential violation of
the Lo%an Act by Donald Trump’s Russia adviser?

Mr. Comey, we appreciate very much the FBI's vigilance in pur-
suing justice. And, Mr. Chairman, I yield back.

Mr. GOoDLATTE. The gentleman is permitted to respond if you
choose to.

So the Chair now recognizes the gentleman from Pennsylvania,
Mr. Marino, for 5 minutes.

Mr. MARINO. Thank you, Chairman.

Thank you, Director, for being here. I think we have worked on
a couple of cases together in our districts.

Mr. CoMEY. Yes.

Mr. MARINO. Would you clarify something for me on act-of-pro-
duction immunity? Does act-of-production immunity go beyond this
scenario that I am going to state?
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You ask for a computer from a witness. You give that witness
act-of-production immunity that, in my interpretation, is that the
agent who has that now in his or her hands, the witness is immune
from the agent getting on the stand and saying that person—this
is that person’s computer because they gave it to me.

Does it go beyond that? Or was there additional immunity for
Ms. Mills stating that anything on that computer cannot be used
against her?

Mr. CoMEY. As I recall it, Congressman, the act-of-production im-
munity for Ms. Mills was: You give us this computer; we will not
use—we, the Justice Department—anything we find on the com-
puter directly against you in connection with investigation or pros-
ecution for misiandling of classified information. I think that is
how they defined it.

Mr. MARINO. But that goes beyond act of production. Doesn’t act
of production simply state that I am the agent, I can’t get on the
stand and say that belongs to that individual because they simply
gave it to me? It sounds like more, additional immunity was given
that says: And what is on this we cannot hold against you.

Mr. ComeYy. Well, I think of it as—I still think of it as an act-
of-production immunity. From my experience, that is what I would
characterize that agreement.

And I guess you are right, there could be a more limited form
of act-of-production immunity which simply says: Your fact of giv-
ing us this object will not be used against you directly.

Mr. MARINO. Yeah.

Mr. CoMEY. I would have to think through whether it can be
parsed that way. But I think I take your point.

Mr. MARINO. So that is why I am saying additional immunity
was given. And I don't think it was warranted at that point.

Let me ask you this. We have both empaneled many grand ju-
ries, investigative grand juries. Why not empanel an investigative
grand jury whereby you have reasonable suspicion that a crime
may have been committed, and then you have the ability to get
warrants, subpoenas, get this information, subpoena witnesses be-
fore the grand jury under oath, and if they take the Fifth—if it is
not the target, if they take the Fifth and say, “I am not going to
talk to them,” you can give them, whether it is use immunity—the
AG can give them that, and you had that authority. And then
transactional has to come from the judge.

And if they refuse to testify then, then you can say, fine, we are
going to take you before a judge, hold you in contempt, and then
you are going to sit in jail until you answer our questions.

Wouldn’t that have been much simpler and more effective than
the way this has gone about? I know that I have done it many,
many times. And sometimes we find a situation where there isn't
gnough evidence, and most of the time we find there is enough evi-

ence.

Mr. CoMEY. Yeah. No, it is a reasonable question. And I don’t
want to talk about grand jury in connection with this case or any
other case——

Mr. MARINO. That is why I posed it the way I did.

Mr. CoMmEY. Right. From our training, we know we are never
supposed to talk about grand jury
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Mr. MARINO. Yes.

Mr. CoMEY [continuing]. Publicly, but I can answer more gen-
erally than that.

Anytime you are talking about the prospect of subpoenaing a
computer from a lawyer that involves the lawyer’s practice of law,
you know you are getting into a big megillah.

Mr. MARINO. Okay, please let me interrupt you.

Mr. CoMEY. Sure.

Mr. MARINO. I understand that clearly. Why did you not decide
to go to an investigative grand jury? It would have been cleaner,
it would have been much simpler, and you would have had more
authority to make these witnesses testify—not the target, but the
witness testify.

That seems the way to go, Director. We have done it thousands
of times. This just was too convoluted.

Mr. CoMEY. Yeah, again, I need to steer clear of talking about
grand jury use in a particular matter. In general, in my experience,
you can often do things faster with informal agreements, especially
when you are interacting with lawyers.

In this particular investigation, the investigative team really
wanted to get access to the laptops that were used to sort these
emails.

Mr. MARINO. Okay. When was

Mr. CoMEY. Those are lawyers’ laptops. That is a very com-
plicated thing. I think they were able to navigate it pretty well to
gel us access.

Mr. MARINO. The media says that Ms. Clinton repeated—the
media says—41 times that I do not recall or I do not remember or
variations of that. Is that a fact or

Mr. CoMEY. I don’t know. I have not—I have not counted. I have
read the 302, obviously.

Mr. MARINO. Wouldn’t that have been taken into consideration?

Mr. CoMEY. I am sorry?

Mr. MaArINO. Wouldn’t that selective memory be taken into con-
sideration?

Mr. CoMEY. Sure. The nature and quality of a subject’s memory
is always a factor.

Mr. MARINO. All right. My time has expired. Thank you, sir.

Mr. GOODLATTE. The Chair recognizes the gentlewoman from
Washington State, Ms. DelBene, for 5 minutes.

Ms. DELBENE. Thank you, Mr. Chair,

And thank you, Director Comey, for spending all this time with
us today.

In 2010, the White House set up the Vulnerabilities Equities
Process, the VEP, and implemented it in 2014 so it could give the
government a process for determining whether, how, and when to
disclose vulnerabilities to technology companies so that they would
be able to address those vulnerabilities and patch them.

And in a couple situations I know there was disclosure from the
FBI. In April of this year, the FBI informed Apple of a security
flaw in older versions of 10S and OS X, its first vulnerability disclo-
sure to Apple under the Vulnerabilities Equities Process.

In May of this year, the FBI's Cyber Division warned the private
sector about a fake USB device charger that can log the keystrokes
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of certain wireless keyboards. And that was 15 months after the
FBI discovered the vulnerability.

In the warning, the FBI stated, “If placed strategically in an of-
fice or other location where individuals might use wireless devices,
a malicious cyber actor could potentially harvest personally identi-
fiable information, intellectual property, trade secrets, passwords,
or other sensitive information.”

Other instances of the FBI using the VEP are scarce, and, in-
deed, there have been reports that it is rare for the FBI to use this
process. And so I wanted to, you know, ask you why this is and
what is your view of the process.

Mr. CoMmEY. Thank you for that question.

The process seems to me to be a reasonable process to, in a struc-
tured fashion, bring everybody who might have an optic on this in
the government together to talk about how do we think about dis-
closing a particular vulnerability to the private sector against the
equilties that may be at stake in terms of national security in par-
ticular.

And so I think it makes sense to have such a process. The FBI
participates in it when we come across a vulnerability that we
know the vulnerability and it falls within the VEP’s jurisdiction.

I don’t know the particulars of the case. You said there was a 15-
month delay in disclosing a particular vulnerability. I don’t know
enough to react to that. I probably wouldn’t react in an open forum,
in any event. But that is my overall reaction.

Ms. DELBENE. And does every vulnerability discovered go
through this process, in terms of understanding whether or not you
would disclose?

Mr. CoMEY. I think there is a definition of what falls under the
process. You have to know the vulnerability. So we have to have
knowledge of, so what is it that allows it, the vulnerability, to be
exploited. We didn’t, for example, in the San Bernardino case. We
Eought access, but we didn’t know the vulnerability, what was be-

ind it.

But I forget the definition, as I sit here, of which vulnerabilities
have to be considered.

Ms. DELBENE. And so is there another process that you might
use that is different from the VEP when you are looking at

Mr. CoMEY. I don’t know of one.

th. DELBENE [continuing]. Vulnerabilities and whether or not
they——

Mr. CoMEY. Before the VEP, I know our folks would routinely
have—make disclosure to private entities, but I don’t think there
is a—I don’t know of a process outside of VEP.

Ms. DELBENE. But you are not sure if in every situation the VEP
is used whenever you discover a vulnerability?

Mr. CoMEY. It sounds like a circular answer, but if it is a—and,
obviously, I didn’t read the VEP before coming here today. We
could get smart on it very quickly and have somebody talk to you
about it.

But if it falls under the definition of things that have to be dis-
cussed at the VEP, of course we do. I just can’t remember what
that definition is exactly.
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Ms. DELBENE. Okay. I am trying to understand, if a vulner-
ability is discovered, if there is always a standard process that you
would go through to understand whether or not that information
would be disclosed, and if that process is the VEP. That is the——

Mr. CoMEY. Yeah, that is a great question. I don’t know the an-
swer to that, whether there is a set of vulnerabilities that would
fall outside of the VEP process. And if that is the case, how do we
deal with it? I don’t know, sitting here.

Ms. DELBENE. Thanks. If you have other feedback on that, I
would appreciate it at another time.

Mr. ComEY. Okay.

Ms. DELBENE. In August, you said that stakeholders needed to
take some time to collect information on the “going dark” issue and
come back afterward to have an adult conversation. And I agree
with you.

And so I wondered if you would agree that there is room for us
to work together on ways to help law enforcement that don’t in-
clude mandating a backdoor?

Mr. CoMEY. Totally. I keep reading that I am an advocate of
backdoors, I want to mandate backdoors. I am not. I have never ad-
vocated we have to have backdoors. We have to figure out how we
can solve this problem together. And it has to be everybody who
cares about it coming together to talk about it.

I don’t know exactly what the answer is, frankly. I can see the
problem, which I thin{ is my job, is to tell people the tools you are
counting on us to use to keep you safe, they are less and less effec-
tive. That is a big problem. But what to do and how to do it is a
really complicated thing, and I think everybody has to participate.

Ms. DELBENE. Thank you. Thank you so much for that.

And I yield back, Mr. Chair.

Mr. GOODLATTE. The Chair thanks the gentlewoman, recognizes
the gentleman from South Carolina, Mr. Gowdy, for 5 minutes.

Mr. Gowpy. Well, thank you, Mr. Chairman.

I want to start by acknowledging progress. I think it is important
that we do so. This morning, we have had nine straight Democrats
talk to the FBI about emails without asking for immunity. That is
a record.

And I suspect the reason that they have not asked for immunity
from Director Comey is they would say they have done nothing
wrong. I find that interesting, because that is exactly what Heather
Samuelson and Cheryl Mills’ attorneys said. In fact, they said it
just a few days ago, and I will quote it: “The FBI considered my
clients to be witnesses and nothing more.”

And then Ms. Mills and Ms. Samuelson’s attorneys said this. I
think this is the most interesting part. “The Justice Department
assured us my clients did nothing wrong.”

Well, Mr. Chairman, if you are assuring subjects or targets or
witnesses, whatever you want to call them, that they have done
nothing wrong, it does beg the question, what are you seeking and
receiving immunity from? I mean, if you have done nothing
wrong—laptops don’t go to the Bureau of Prisons, Mr. Chairman;
people do. So the immunity was not for the laptop. The immunity
was for Cheryl Mills.
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And if the Department of Justice says you have done nothing
wrong, it does beg the question of why you are seeking or receiving
immunity. And it could be, Mr. Chairman, it could be for the classi-
fied information that was the genesis of the investigation. It could
be for the destruction of Federal records which came from that ini-
tial investigation. Or it could be both.

Mr. Comey, I want to ask you this: Did the Bureau interview ev-
eryone who originated an email that ultimately went to Secretary
Clinton that contained classified information?

Mr. CoMEY. I don’t think so. Nearly everyone, but not everyone.

Mr. Gowpy. Well, you and I had a discussion the last time about
intent. You and I see the statute differently. My opinion doesn’t
matter; yours does. You are the head of the Bureau. But, in my
judgment, you read an element into the statute that does not ap-
pear on the face of the statute. And then we had a discussion about
intent.

So why would you not interview the originator of the email to,
number one, determine whether or not that originator had a con-
versation with the Secretary herself?

Mr. CoMEY. There are a handful of people who the team decided
it wasn’t a smart use of resources to track down. One was a civilian
in Japan, as I recall, who had forwarded something that somehow
got classified as it went up. And the other were a group of low-level
State Department people deployed around the world who had writ-
ten things that ended up being classified.

Nearly everyone was interviewed, but there was a small group
that the team decided it isn’t worth the resources.

Mr. Gowpy. Well, to that extent, if you interviewed the over-
whelming majority of the originators of the email, will you make
those 302s available to Congress? Because I counted this morning
30-something 302s that we do not have.

Mr. CoMEY. Okay. I will go back and check. My goal is maximum
transparency, consistent with our obligations under the law. I will
check on that.

Mr. Gowpy. Well—and I appreciate it, for this reason: Intent is
awfully hard to prove. Very rarely do defendants announce ahead
of time, “I intend to commit this crime on this date. Go ahead and
check the code section. I am going to do it.” That rarely happens.

So you have to prove it by circumstantial evidence, such as
whether or not the person intended to set up an email system out-
side the State Department; such as whether or not the person
knew or should have known that his or her job involved handling
classified information; whether or not the person was truthful
about the use of multiple devices; whether or not the person knew
that a frequent emailer to her had been hacked; and whether she
took any remedial steps after being put on notice that your email
or someone who has been emailing with you prolifically had been
hacked; and whether or not—and I think you would agree with
this, Director.

False exculpatory statements are gold in a courtroom. I would
rather have a false exculpatory statement than a confession. I
would rather have someone lie about something and it be provable
that that is a lie, such as that I neither sent nor received classified
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information; such as that I turned over all of my work-related
emails. All of that, to me, goes to the issue of intent.

So I got two more questions. Then I am going to be out of time.

For those who may have to prosecute these cases in the future,
what would she have had to do to warrant your recommendation
of a prosecution? If all of that was not enough—because all of that
is what she did. If all of that is not enough, I mean, surely you can-
not be arguing that you have to have an intent to harm the United

States to be subject to this prosecution. I mean, that is treason.

That is not a violation of this statute.

Mr. CoMEY. No. I think we would have to be able to prove be-
yond a reasonable doubt a general awareness of the unlawfulness
of your conduct, you knew you were doing something you shouldn’t
do. And then—obviously, that is on the face of the statute itself.
Then you need to consider, so who else has been prosecuted and
in what circumstances, because it is all about prosecutorial judg-
ment.

But those two things would be the key questions: Can you prove
that the person knew they were doing something they shouldn’t do,
a general criminal intent, general mens rea?

Mr. GowDY. But the way to prove—

Mr. CoMEY. And have you treated other people similarly?

Mr. Gowpy. The way to prove that is whether or not someone
took steps to conceal or destroy what they had done. That is the
bgst evidence you have that they knew it was wrong, that they lied
about it. )

Mr. CoMEY. It is very good evidence. You always want to look at
what the subject said about their conduct.

Mr. Gowpy. Well, there is a lot. There is a lot. If you saw her
initial press conference, it all falls under the heading of “false, ex-
culpatory statement.”

I am out of time, Mr. Chairman, but the Director did—you start-
ed off by giving us examples of things the Bureau has done. And
every one of us who has worked with the FBI, that is the FBI that
I know. The one that went and saved that girl in North Carolina,
that is the FBI that I know.

What concerns me, Director, is when you have five immunity
agreements and no prosecution; when you are allowing witnesses
who happen to be lawyers, who happen to be targets, to sit in on
an interview. That is not the FBI that I used to work with.

So I have been really careful to not criticize you. In fact, I said
it again this morning. They wanted to know was he gotten to, did
somebody corrupt him. No, I just disagree with you. But it is really
important to me that the FBI be respected. And you have to help
us understand, because it looks to me like some things were done
differently that I don’t recall being done back when I used to work
with them.

And, with that, I would yield back to the Chairman.

Mr. CoMEY. Can I respond to that?

Mr. GOODLATTE. Yes, you may. :

Mr. CoMEY. I hope someday when this political craziness is over
you will look back again on this, because this is the FBI you know
and love. This was done by pros in the right way. That is the part
I have no patience for. Sorry, sir.
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Mr. GOODLATTE. The Chair recognizes the gentleman from Rhode
Island, Mr. Cicilline, for 5 minutes.

Mr. CiciLLINE. Thank you, Mr. Chairman.

And thank you, Director Comey, for your extraordinary service to
our country. And please convey to the professionals at the FBI my
gratitude for their exemplary service to the people of this country.
And, particularly, I want to acknowledge the extraordinary,
prompt, and effective response to the recent bombings in New Jer-
sey and New York. It is just another example of this extraordinary
agency and your extraordinary leadership.

Director Comey, many of us have expressed a concern about the
growing incidence of gun violence in this country. And we ex-
pressed condolences and concern of following the recent mass
shootings in Burlington, Washington, where five people lost their
lives. We shared the same sentiments after incidents in Aurora and
Newtown and Charleston. But as more Americans lose their lives
to senseless gun violence, this Congress has been absolutely silent
and inactive on this issue.

So I would like to really turn to you and your career in public
service, both as a U.S. attorney and now as the FBI Director, with
so much experience in dealing with the consequences of gun vio-
lence, and ask you to kind of share with us what you think might
be some things Congress could do to help reduce gun violence in
this country. _

If I recall correctly, in 2013, during your confirmation hearings,
you at least alluded to your support for universal background
checks, bans on illegal trafficking of guns, assault weapons, and
high-capacity magazines.

So I am wondering what you think would be effective for us to
do to help reduce the incidence of gun violence in this country.

Mr. CoMEY. Thank you, Congressman.

And you are exactly right. We just spend a lot of time thinking,
investigating, and mourning the deaths in mass shootings. I think
it is really important, though, the Bureau not be in the policy busi-
ness, and be in the enforcement business. And so I am going to re-
spectfully avoid your question, honestly, because I think we should
not be in the place of—we should be a factual input to you. We
should not be suggesting particular laws with respect to guns or
anything else.

Mr. CICILLINE. So let me ask you, Director, about a very specific
enforcement challenge.

I introduced a piece of legislation called the Unlawful Gun Buyer
Alert Act to get at this issue of a default process. This is where
people buy a gun, they purchase a gun, but they are not permitted
to buy one under law, but the 3-day time period has elapsed. And,
between 2010 and 2014, 15,729 sales to prohibited persons oc-
curred. That means people who were not lawfully permitted to buy
guns got a gun 15,000 times.

So my legislation would require that when that happens that
local law enforcement is notified. They can then make a decision,
should we go prosecute this person who is now in possession of a
gun illegally, should we, you know, execute a search warrant, but
they would at least be put on notice, in your community, a person
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who should not have a gun bought one, so they can take some ac-
tion.

Wguld that make sense in terms of your enforcement responsibil-
ities?

Mr. CoMmEY. It might. I know ATF is notified in those cir-
cumstances——

Mr. CiciLLINE. Which, of course, is a very different set of prior-
ities for ATF; do they go and actually execute a warrant and
charge somebody. But there are State and local prohibitions on
that that could be acted upon. So would it also make sense to no-
tify local law enforcement?

Mr. ComEY. It might. I would want to think through and ask
ATF how do they think through the deconfliction issues that might
arise there, but it is a reasonable think to lock at.

Mr. CicILLINE. Now, the second—my next question, Director, is:
There has been recent discussion about implementing stop-and-
frisk in cities to address crime even at the national level. And, al-
though the data shows that this disproportionately targets people
of ccﬁor—and just to give you some context, in 2011, when stop-
and-frisk activity reached an all-time high in New York City, police
stopped 685,000 people; 53 percent of those individuals were Black,
34 percent were Latino, and 9 percent were White. More than half
were ages 14 to 24 years old. And of the 685,000 people that were
stopped and frisked, 88 percent were neither arrested nor received
any sort of citation. ’

Do you believe this stop-and-frisk policy is an effective tactic to
address crime in our Nation’s cities? What would a Federal imple-
mentation look like that Mr. Trump has called for? And how can
Congress minimize racial profiling and discriminatory, ineffective
techniques like stop-and-frisk and, instead, promote activities that
build trust and confidence between the police and the community?

Mr. CoMEY. I don’t know what a Federal program would look
like, because we are not in the policing business; we are investiga-
tive agencies at the Federal level. But the Terry stop—the “stop-
and-frisk” is not a term we use in the Federal system—the Terry
stop, which is the stop of an individual based on reasonable sus-
picion that they are engaged in a criminal activity, is a very impor-

tant law enforcement tool.
~  To my mind, its effectiveness depends upon the conversation
after the stop. When it is done well, someone is stopped, then they
are told, “I stopped you because we have a report OP a guy with a

ay sweatshirt who matches you. That is why I stopped you, sir.
am sorry.” Or, “I stopped you because I saw you do tﬂis behavior.”

Because the danger is what is an effective law enforcement tech-
nique can become a source of estrangement for a community, and
you need the help of the community. So it is an important tool
when used right, and what makes the difference between right and
wrong is what is the nature of the conversation with the person
you stopped.

Mr. CicILLINE. Thank you. Very good.

Mr. Chairman, I would just like to finally associate myself with
the remarks with Congressman Deutch regarding the Logan Act
violations and the remarks of many of my colleagues regarding the
attempts by the Russians to interfere with our democracy and elec-
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toral process, and take great comfort in the Director’s commitment
to continue to understand this as an important responsibility of the
agem(:iy to protect the integrity of our democracy.

And, with that, I yield back.

Mr. GOODLATTE. The Chair thanks the gentleman.

The Chair recognizes the gentleman from Utah, Mr. Chaffetz.
And as I do, I want to thank him for making, as Chairman of the
Oversight and Government Reform Committee, this very nice hear-
ing room available to us while the Judiciary Committee hearing
room is under renovation.

So the gentleman is recognized for 5 minutes, with my thanks.

Mr. CHAFFETZ. Well, and I appreciate the extra 5 minutes of
questioning for doing so. So thank you very much.

Director, thank you for your accessibility. You have been very
readily available, and we do appreciate that.

This investigation started because the inspector general found
classified information in a nonsecure setting and the FBI went to
a law firm and found this information. They seized at least one
computer and at least one thumb drive.

Did you need an immunity agreement to get those?

Mr. CoMEY. It was not—I don’t think there was—in fact, I am
cﬁrtain there was no immunity agreement used in connection with
that. :

Mr. CHAFFETZ. So did it really take the FBI a full year to figure
out that Cheryl Mills and Heather Samuelson also had computers
with classified information on it?

Mr. CoMEY. No. It took us to that point in the investigation to
insist that we try to get them.

Mr. CHAFFETZ. Were you getting them because they had classi-
fied information or because there was some other information you
wanted?

Mr. CoMEY. No. We thought those were the tools, as we under-
stood it, that had been usec?to sort the emails. And the investiga-
tive team very much wanted to understand, if they could, whether
there was an electronic

Mr. CHAFFETZ. Well

Mr. CoMEY [continuing]. Tale of how that had been done. Be-
cause the big, big issue was what did they delete, what did they
keep, and——

Mr. CHAFFETZ. But why did you need an immunity agreement?
Why didn’t they just cooperate and hand them over? The law firm
did, didn’t they?

Mr. CoMEY. Well, yes. That is a question really I can’t answer.
That is between a lawyer and her client and the Justice Depart-
ment lawyers. For whatever reason, her lawyer thought it was in
her interest to get an act-of-production immunity agreement with
the Department of Justice.

Mr. CHAFFETZ. The FBI interviewed David Kendall’s partner but
did not interview David Kendall. Why didn’t you interview David
Kendall?

Mr. CoMEY. I don’t remember. I don’t remember that decision.

Mr. CHAFFETZ. Going back to this Reddit post, this was put up
on July 24 of 2014. You believe this to be associated with Mr.
Combetta, correct?
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Mr. CoMEY. Yes, I think that is right.

Mr. CHAFFETZ. This is the one that Mr. Jordan put up about the
need to strip out a “VIP’s (VERY VIP) email address from a bunch
of archived emails.” He is referring to a Federal record, isn’t he?

Mr. CoMEY. I don’t know exactly which records he is referring to.

Mr. CHAFFETZ. How is this not a conscious effort to alter Federal
records? I mean, the proximity to the date is just stunning.

Mr. CoMEY. I am sorry, what is the question?

Mr. CHAFFETZ. How is this not a conscious effort to alter a Fed-
eral record?

Mr. CoMEY. Well, depending upon what the record was and ex-
actly what he was trying to do and whether there would be disclo-
sure to the people they were producing it to saying, we changed
this for privacy purposes. I just don’t know, sitting here.

Mr. CHAFFETZ. These are documents that were under subpoena.
These Federal records were under subpoena. They were under a
preservation order. Did Mr. Combetta destroy documents?

Mr. CoMEY. I don’t know whether that was true in July of 2014,
they were under a subpoena.

Mr. CHAFFETZ. Did he ultimately destroy Federal records, Mr.
Combetta?

Mr. CoMEY. Oh. I have no reason to believe he destroyed Federal
records.

Mr. CHAFFETZ. He used BleachBit, did he not?

Mr. CoMEY. Yeah, the question is what was already produced be-
fore he used the BleachBit. The reason he wanted immunity was
he had done the BleachBit business after there was publicity about
the demand from Congress for the records. That is a potential

Mr. CHAFFETZ. And not just publicity. There was a subpoena.

Mr. CoMEY. Right. That is potentially——

Mr. CHAFFETZ. And there was communication from Cheryl Mills
that there was a preservation order, correct?

Mr. COMEY. Yes.

Mr. CHAFFETZ. And he did indeed use BleachBit on these records.

Mr. COMEY. Sure. That is why the guy wouldn’t talk to us with-
out immunity.
| Mr:? CHAFFETZ. And so when he got immunity, what did you
earn?

Mr. CoMEY. We learned that no one had directed him to do that,
that he had done it——

Mr. CHAFFETZ. You really think that he just did this by himself?

Mr. CoMEY. I think his account—again, I never affirmatively be-
lieve anybody except my wife. But the question is do I have evi-
dence to disbelieve him, and I don’t. His account is credible, that
he was told to do it in 2014, screwed up and didn’t do it, panicked
when he realized he hadn’t, and then raced back in and did it after
Congress asked for the records and The New York Times wrote
about them. That was his, “Oh, s-h-i-t,” moment.

Mr. CHAFFETZ. But he——

Mr. CoMEY. And that was credible. Again, I don’t believe people,
but we did not have evidence to disbelieve that and establish some-
one told him to do that—no email, no phone call, nothing.

The hope was, if he had been told to do that, that would be a
great piece of evidence; if we give him immunity, maybe he will tell
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us so-and-so told me to, so-and-so asked me to, and then we are
working up the chain.

Mr. CHAFFETZ. But he did indeed destroy Federal records, and he
was told at some point to do this, correct? Who told him to do that
initially? When he was supposed to do it in December and he didn’t
do it, who told him to do that?

Mr. COMEY. One of Secretary Clinton’s staff members. I mean, I
can’t remember, sitting here. We know that. One of her lawyers;
it might have been Cheryl Mills. Someone on the team said, “We
don’t need those emails anymore. Get rid of the archived file.”

Mr. CHAFFETZ. This is what is unbelievable about this, because
there is classified information, there is—there are Federal records
that were indeed destroyed. And that is just the fact pattern.

Here is the other thing that I would draw to your attention that
is new. September 15 of this year, I issued a subpoena from the
Oversight and Government Reform Committee on these Reddit
posts. Four days later, they were destroyed—or taken down. They
were deleted. I would hope the FBI would take that into consider-
ation. Again, we are trying, under a properly issued subpoena, to
get to this information.

Let’s go to Heather Mills real quick. How does the—in the 2016
interview with Cheryl Mills, she says, quote, Mills did not learn—
in the interview report that you—the interview summary from the
FBI—Mills did not learn Clinton use using a private email server
until after Clinton’s tenure.

Also, you have this interview with Mr. Pagliano, who said he ap-
proached—quote, Pagliano then approached Cheryl Mills in her of-
fice and relayed a State Department employee’s concerns regarding
Federal records retention and the use of a private server. Pagliano
remembers Mills replying that former Secretaries of State had done
similar things, to include Colin Powell.

It goes, then, on to a page 10, and this is what I don’t under-
stand. The FBI writes, Clinton’s immediate aides, to include Mills,
Abedin, Sullivan, and a redacted name, told the FBI they were un-
aware of the existence of a private server until after Clinton’s ten-
ure at State or when it become public knowledge.

But if you look back at the email from Heather Mills, if you go
back to 2010—this is to Justin Cooper, okay? Mills to Cooper, who
does not—he works for Clinton; he doesn’t work for the State De-
partment. “FYI, HRC email coming back. Is server okay?” Cooper
writes back, “You are funny. We are on the same server.”

She knew there was a server. When there is a problem with Hil-
lary Rodham Clinton’s emails, what did they do? She called the
person who has no background in this, who is not a State Depart-
ment employee, no security clearance, and then tells the FBI,
“Well, I never knew about that,” but there is direct evidence that
contradicts this.

How do you come to that conclusion and write that in the sum-
mary statement, that she had no knowledge of this?

Mr. CoMEY. That is a question?

Mr. CHAFFETZ. Yes.

Mr. GOODLATTE. The time of the gentleman has expired, but the
Director will answer the question.
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Mr. CoMEY. I don’t remember exactly, sitting here. All—having
done many investigations myself, there is always conflicting recol-
lections of fact, some of which are central, some of which are pe-
ripheral. I don’t remember, sitting here, about that one.

Mr. GOODLATTE. The Chair recognizes the gentleman from Flor-
ida, Mr. DeSantis, for 5 minutes.

Mr. DESANTIS. Director Comey, violent crime is up in this coun-
try, isn't it?

Mr. CoMEY. OQur UCR stats we just released show a rise in homi-
cide and other violent crime in 2015.

Mr. DESANTIS. Violent crime, I think, was about 4 percent, but
the homicides were up 10 percent. Is that correct?

Mr. CoOMEY. Ten-point-eight percent.

Mr. DESANTIS. And that is a pretty startling, concerning in-
crease. Do you agree?

Mr. COMEY. Yes. It is concerning.

Mr. DESANTIS. Now, I don’t know if you have data in 2016, but
is your sense that 2016 is going to look closer to 2015, is there any
indication that the rate is going to go back down?

Mr. CoMEY. No. We continue to see spikes in some big cities in
a way we can’t quite make sense of. There is no doubt that some
15 to 30 cities are continuing to experience a spike. Whether that
will drive the whole number up, I don’t know.

Mr. DESANTIS. Now, the FBI has now assumed control of the
Dahir Adan, the Minnesota stabbing terrorist investigation. Is that
confirmed, that that was a terrorist attack, at this point?

Mr. CoMEY. We are still working on it. It does look like, at least
in part, he was motivated by some sort of inspiration from radical
Islamic groups. Which groups and how we are not sure of yet.

Mr. DESANTIS. But he was praising Allah, was asking at least
one of the potential victims whether they were Muslim, and I know
ISIS did take responsibility for it, correct? )

Mr. CoMEY. They claim responsibility. That isnt dispositive for
us, because they will claim responsibility for any savagery they can
get their name on. But we are going through his entire electronic
record and history of all of his associations to try and understand
that.

Mr. DESANTIS. Now, there was a report from the House Home-
land Security last year that said that Minnesota was actually the
number-one source for ISIS fighters in the United States. One, do
you acknowledge that that—or do you agree that that is true? And,
if so, why is Minnesota churning out so many jihadists?

Mr. CoMEY. I don’t know for sure whether that is true, but it
sounds about right. We have very few ISIL fighters from the
United States, even over the last 2 years.

There have been a number of Somali-American-heritage young
men who have gone to fight with Al Shabaab in Somalia and with
ISIL. I suspect the reason is that is one of the few areas in the
United States where we have a large concentration that is suscep-
tible to that recruiting.

The great thing about America is everybody is kind of dispersed.
That is one of the areas where there is an immigrant Muslim com-
munity that seems to be susceptible for some reason—in small
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measure. Again, we are talk about eight people, I think the number
is. But that is my reaction to that.

Mr. DESANTIS. Well, what is the FBI doing to deal with the prob-
lem? You have an insular community that may make this problem
more significant, so how is the FBI combating that?

Mr. CoMEY. Oh, in a bunch of difference ways. With lots of part-
ners to make sure we know the folks in the—especially the Somali-
American community in Minneapolis. The U.S. attorney there has
done a great job of—

Mr. DESANTIS. Have they been helpful with the FBI?

Mr. CoMEY. Very. Very. Because they don’t want their sons or
daughters involved in this craziness any more than anybody else
does.

Mr. DESANTIS. Now, with Paul Combetta, I am just trying to fig-
ure out what happened here. He never said that he remembered
anything from that March 25 phone conversation with the Clinton
people. Of course, that was days before he BleachBit'd the emails.
He never said he had any factual knowledge of anything that hap-

ened on that call. Is that his basic statement? As I read the 302s,
e didn't really provide any information.

Mr. CoMEY. I can’t remember for sure. It would be in the 302.
You have probably seen it more recently than I have.

Mr. DESANTIS. Well, I saw one 302 said that he pled the Fifth.
Obviously, he was given immunity. Another said that there was an
invocation of attorney-client privilege at one time in one of the
other summaries.

So I am just trying to figure out, you know, what happened with
Combetta, why was %e not able to provide information. He had im-
munity. This was something that was much more fresh in his mind
than previous conversations with Clinton people would have been.
And yet you said he was credible. To me, feigning ignorance, that
is not credible given the timeline, where you have The New York
Times saying that this server existed, the House immediately sends
a subpoena, he has this conversation, and then, lo and behold, a
few days later, all the emails are BleachBit'd.

Mr. CoMEY. Well, he told us that, with immunity, that no one di-
rected him to do it, instructed him to do it. We developed no evi-
dence to contradict that.

Again, we are never in the business of believing people; the ques-
tion is always what evidence do we have that establishes disbelief.
We don’t have any contrary evidence. His account is uncontradicted
by hard facts.

Mr. DESANTIS. Well, it is—he is in a situation where he has—
these things are now under a subpoena, and he has conversations
with people who they potentially could implicate, and then he takes
this action. So I guess the question is, is it more reasonable to
think that he just would have said, “Oh, you know what? I just
need to all of a sudden BleachBit this stuff,” without any direction
at all? I just find that to be something that is difficult to square.

Let me ask you this. In September, you sent a memo to your em-
ployees at the FBI basically defending the way the Bureau handled
this investigation. Why did you send that?

Mr. CoMEY. It was about how we were doing transparency, be-
cause there was all kinds of business about whether we were trying
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to hide stuff by putting it out on a Friday, and I wanted to equip
our workforce with transparency about how we were doing our pro-
ductions to Congress so they could answer questions from their
family and friends.

Mr. DESANTIS. But you——

Mr. CoMEY. I want them to know we are conducting ourselves
the way they would want us to.

Mr. DESANTIS. And you have—because you mentioned former
agents and people in the community. I mean, this has provoked
some controversy within the ranks of current and former agents?

Mr. CoMEY. Not within the FBI. Again, who knows what people
don’t tell the Director, but I should have—I should have asked Mr.
Gohmert.

If there are agents in the FBI who are concerned or confused
about this, please contact me. We will get you the transparency you
need to see that your brothers and sisters did this the way you
would want them to.

Mr. DESANTIS. All right. I am out of time, but I will say just,
when I was in the military—you had said no one would be pros-
ecuted. I mean, maybe that was just for civilian, but I can tell you
that people, if you had compromised Top Secret information, there
would have been a court marshal in your future.

And I yield back.

Mr. GOODLATTE. Would the Director care to respond to that?

Mr. CoMEY. No. Fine.

Mr. GooDLATTE. That is a direct comparison to the finding of
yourself, that, as you stated in your news conference, that no pros-
ecutor would prosecute somebody under similar circumstances.

Mr. CoMEY. I understood Mr. DeSantis to be expressing a per-
sonal opinion. I accept that at face value. I just haven’t seen the
cases that show me on the public record that that is true. But I
accept his good faith.

Mr. GOODLATTE. The Chair recognizes the gentleman from Texas,
Mr. Ratcliffe, for 5 minutes.

Mr. RATCLIFFE. Thank you, Mr. Chairman.

Director, did you make the decision not to recommend criminal
charges relating to classified information before or after Hillary
Clinton was interviewed by the FBI on July the 2nd?

Mr. COMEY. After.

Mr. RATCLIFFE. Okay. Then I am going to need your help in try-
ing to understand how that is possible. I think there are a lot of
Erosecutors or former prosecutors that are shaking our heads at

ow that could be the case.

Because if there was ever any real possibility that Hillary Clin-
ton might be charged for something that she admitted to on July
the 2nd, why would two of the central witnesses in a potential
prosecution a%ainst her be allowed to sit in the same room to hear
the testimony

And I have heard your earlier answers to that. You said that,
well, it was because the interview was voluntary and they were her
lawyers. But I think you are skirting the real issue there, Director.

First of all, the fact that it was voluntary, it didn’t have to be,
right? You could have empaneled an investigative grand jury, she
could have been subpoenaed. And I know you have said that you
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can’t comment on that, and I don't really care about the decision
about whether or not there should have been a grand jury here, but
since you didn’t have one, it goes to the issue at hand about wheth-
er or not this interview should have ever taken place.

With due respect to the answers that you have given, the FBI
and the Department of Justice absolutely control whether or not an
interview is going to take place with other witnesses in the room.
Because the simple truth is that under the circumstances as you
have described those interviews never take place. If there was ever
any possibility that something Hillary Clinton might have said on
July 2 could have possibly resulted in criminal charges that might
possibly have resulted in a trial against her relating to this classi-
fied information, well, then, to use your words, Director, I don’t
think that there is any reasonable prosecutor out there who would
have allowed two immunized witnesses central to the prosecution
proving the case against her to sit in the room with the interview,
the FBI interview, of the subject of that investigation.

And if I heard you earlier today, in your long career, I heard you
say that you have never had that circumstance. Is that—did I hear
you correctly?

Mr. CoMEY. That is correct, but

Mr. RATCLIFFE. Okay. And I never have either, and I have never
met a prosecutor that has ever had that.

So, to me, the only way that an interview takes place with the
two central witnesses and the subject of the investigation is if the
decision has already been made that all three people in that room
are not going to be charged.

Mr. CoMEY. Can I respond?

Mr. RATCLIFFE. Yes. Please.

Mr. CoMEY. I know in our political lives sometimes people cas-
ually accuse each other of being dishonest, but if colleagues of ours
believe I am lying about when I made this decision, please urge
them to contact me privately so we can have a conversation about
this.

All I can do is to tell you again, the decision was made after that,
because I didn’t know what was going to happen in that interview.
She would maybe lie during the interview in a way we could
prove—let me finish.

I would also urge you to tell me what tools we have as prosecu-
tors and investigators to kick out of an interview someone that the
subject says is their lawyer.

Mr. RATCLIFFE. That is not my point. The interview never should
have taken place if you were going to allow the central witnesses
that you needed to prove the case to sit there and listen to the tes-
timony that the subject was going to give. It never happens. It has
never happened to you, and it has never happened to me or any
other prosecutor that I have met.

And you know you have defended the people that were involved
in this of being great, but if it has never happened, I wonder why
this is a case of first precedent with respect to that practice that
you and I have never seen in our careers.

Mr. CoMEY. You and I don’t control the universe of what has
happened. I suspect it is very unusual.
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A key fact, though, that maybe is leading to some confusion here
is we had already concluded we didn’t have a prosecutable case
against Heather Samuelson or Cheryl Mills at that point. If they
were targets of our investigation, maybe we would have canceled
the interview, but, frankly, our focus was on the subject. The sub-
ject at that point was Hillary Clinton.

Mr. RATCLIFFE. All right. Let me move on.

According to the FBI's own documents, Paul Combetta, in his
first interview on February the 18th told FBI agents that he had
no knowledge about the preservation order for the Clinton emails,
correct?

Mr. CoMEY. I don't know the dates of that, but I am sure it is
in the 302.

Mr. RATCLIFFE. Okay.

But then 2% months later, on May the 3rd, his second interview,
he made a 180-degree turn, and he admitted that, in fact, he was
aware of the preservation order and he was aware of the fact that
that meant that he shouldn’t disturb the Clinton emails, correct?

Mr. CoMEY. Yep.

Mr. RATCLIFFE. Okay. Well, then I need your help again here, be-
cause when I was at the Department of Justice, your reward for
lying to Federal agents was an 18 U.S.C. 1001 charge or potential
obstruction-of-justice charge; it wasn’t immunity.

Mr. CoMEY. Depends on where you are trying to go with the in-
vestigation. If it is a low-level guy and you are trying move up in
the chain, you might think about it differently.

Mr. RATCLIFFE. But he lied to an FBI agent. You don’t think that
is important?

Mr. CoMEY. Oh, it is very important. It happens all the time, un-
fortunately. It is very, very important. Sometimes you prosecute
that person and end their cooperation; sometimes you try and sign
them up.

Mr. ﬁATCLIFFE‘.. But if they lie to an FBI agent after they are
given immunity, they have violated the terms of their immunity
agreement.

Mr. CoMEY. Oh, sure, after, after the agreement.

Mr. RATCLIFFE. And so that is my point. He shouldn’t have im-
munity anymore.

Mr. CoMEY. Oh, I am sorry. I may have misunderstood you. He
lied to us before he came clean under the immunity agreement and
admitted that he had deleted the emails.

Mr. RATCLIFFE. No, not according to the FBI's documents. He
had the immunity agreement in December of 2015. These inter-
views took place in February and March and May of this year,
2016.

Mr. CoMEY. Combetta?

Mr. RATCLIFFE. Combetta.

Mr. CoMmeEY. Okay. Then I am—then I am confused and
misremembering, but I don’t think that is right.

Mr. RATCLIFFE. Okay. Well, let me—my time has expired, but I
have one last question, and I think that it is important.

At this point, based on everything, do you think that any laws
were broken by Hillary Clinton or her lawyers?

Mr. CoMEY. Do I think that any laws were broken?
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Mr. RATCLIFFE. Yeah.

Mr. CoMEY. I don’t think there is evidence to establish that.

Mr. RATCLIFFE. Okay. Well, I think you are making my point
when you say there is no evidence to establish that. Maybe not in
the way she handled classified information, but with respect to ob-
struction of justice—and you have a pen here—I just want to make
the sure the record is clear about the evidence that you didn’t have,
that you can’t use to prove. So this comes from the FBI's own re-
port.

It says that the FBI didn’t have the Clintons’ personal Apple
server used for Hillary Clinton work emails. That was never lo-
cated, so the FBI could never examine it. An Apple MacBook laptop
and thumb drive that contained Hillary Clinton’s email archives
was lost, so the FBI never examined that. Two BlackBerry devices
provided to the FBI didn’t have SIM cards or SD data cards. Thir-
teen Hillary Clinton personal mobile devices were lost, discarded,
or destroyed with a hammer, so the FBI clearly didn’t examine
those. Various server backups were deleted over time, so the FBI
didn’t examine that.

After the State Department and my colleague Mr. Gowdy here
notified Ms. Clinton that her records would be sought by the
Benghazi Committee, copies of her emails on the laptops of both of
her lawyers, Cheryl Mills and Heather Samuelson, were wiped
clean with BleachBit, so the FBI didn’t review that. After those
emails were subpoenaed, Hillary Clinton’s email archive was also
permanently deleted from the Platte River Network with
BleachBit, so the FBI didn’t review that. And also after the sub-
poena, backups of the Platte River server were manually deleted.

Now, Director, hopefully that list is substantially accurate, be-
cause it comes from your own documents. My question to you is
this: Any one of those in that very, very long list, to me, says ob-
struction of justice. Collectively, they scream obstruction of justice.
And to ignore them, I think, really allows not just reasonable pros-
ecutors but reasonable people to believe that maybe the decision on
this was made a long time ago not to prosecute Hillary Clinton.

And, with that, I yield back.

Mr. GOODLATTE. Director, do you care to respond?

Mr. COMEY. Just very briefly. To ignore that which we don’t
have—we are in a fact-based world, so we make evaluations based
on the evidence we are able to gather using the tools that we have.
So it is hard for me to react to these things that you don’t have.
So that is my—that is my reaction to it.

Mr. GooDLATTE. The Chair recognizes the gentleman from Texas,
Mr. Farenthold, for 5 minutes.

Mr. FARENTHOLD. Thank you very much.

Director Comey, thank you for being here. I know this is—there
are a lot of things you would probably much rather be doing than
sitting on the hot seat, so to speak.

And here is where I am coming from on this. You have been
asked a lot of questions today about the Clinton investigation. And
what I am hearing from folks back in Texas—and I am just going
to take a big-picture view of this—is this stuff just simply doesn’t
pass the smell test on a lot of areas.
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You just had my colleague from Texas, Mr. Ratcliffe, list a long
list of things that you all didn’t have in the investigation. You have
been asked earlier today, well, you know, would you reopen the in-
vestigation, what would it take to get you to reopen the investiga-
tion.

We have had five people given immunity, which, basically, we got
nothing, when, you know, perhaps a plea agreement or something
else might have worked. You have your interpretation in your pre-
vious testimony before Congress that section 793(f) required intent,
when, in fact, the standard is gross negligence.

And it is just a long list of things that just have people scratch-
ing their heads, going, “If this were to happen to me, I would be
in a world of hurt, probably in jail.” And how do you respond to
people who are saying that this is not how an average American
wu‘?uld be treated, this is only how Hillary Clinton would be treat-
ed’

Mr. CoMEY. Yeah. Look, I have heard that a lot, and my re-
sponse is: Demand—when people tell you that, that others have
been treated differently, demand from a trustworthy source the de-
tails of those cases. Because I am a very aggressive investigator,
I was a very aggressive prosecutor. I have gone back through 40
years of cases, and I am telling you under oath that to prosecute
on these facts would be a double standard, because Jane and Joe
Smith would not be prosecuted on these facts.

Now, you would be in trouble. That is the other thing I have had
to explain to the FBI workforce. You use an unclassified email sys-
tem to do our business, and in the course of doing our business—
talk about classified topics—you will be in big trouble at the FBI,
I am highly confident of that. I am also highly confident, in fact
certain, you would not be prosecuted. That is what folks tend to
lump together.

So I care deeply about what people think about the justice sys-
tem and that it not have two standards. It does not, and this dem-
onstrates it.

Mr. FARENTHOLD. But you look at General Petraeus and his han-
dling of classified information. You look at—and I will go back to
what you are saying:

Mr. CoMEY. But when you look at it, demand to know the facts.
I don’t want to dump on General Petraeus because the case is over,
but I would be happy to go through how very different that cir-
cumstance is than this circumstance.

Mr. FARENTHOLD. And you talk about you tell your FBI agents,
if you do what we are investigating here with material from the
FBI, you would be in a world of trouble. I would assume that could
potentially be fired.

Is Hillary Clinton in—she didn’t get in any trouble at the State
Department. The only trouble she has got now is trying to explain
it to the American people.

Mr. CoMEY. Right. She is not a government employee, so the nor-
mal range of discipline that would be applied to FBI employees if
they did do something similar doesn’t apply. And I gather—I think
that is some of the reason for people’s confusion, lumping these two
together, and their frustration, but it is what it is.
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And all T can tell people is: Demand the facts. When people tell
y}c:u, oh, so-and-so has been treated differently, demand the facts on
that.

Mr. FARENTHOLD. All right. Let’s just do a hypothetical. Let’s say
somebody here in Congress were to email my personal email some
classified information, and I am on my—I get it on my phone. It
comes to my cell phone too. My personal email comes to my per-
sonal cell phone. I lock at it and go, “Wow, that probably shouldn’t
be on there,” and don’t do anything.

I mean, to me, that is being grossly negligent with classified in-
formation, and I should—and that is a violation of 793(f). And that
is exactly what Hillary Clinton did, I think.

I mean, at what point do you get to intent? The classified infor-
mation was on an unsecured server, you knew it was there, and
you didn’t do anything about it. To me, that is gross negligence, pe-
riod. I would think I would be prosecuted for that.

Mr. CoMEY. Yeah. I am confident that you wouldn’t. But we just
have to agree to disagree.

Mr. FARENTHOLD. All right. If [ ever get in trouble——

Mr. CoMmEY. Don't do it.

Mr. FARENTHOLD.—I am going to save this clip.

Mr. CoMEY. Don’t do it. I guess I can't control Congress. If you
work for us, don’t do it.

Mr. FARENTHOLD. No, I have absolutely no intention of doing it.

So, again, I just want to say, don’t get frustrated when we con-
tinue to ask these questions. Because we are not badgering you be-
cause we want to badger you; we are talking to you because the
American people are upset about this and don’t think it was han-
dled appropriately. And that is the basis, at least, of my ques-
tioning. And I thank you for appearing here.

Mr. CoMEY. And I totally understand that, that I think there are
lots of questions people have, which is why I have worked so hard
to try and be transparent. There has never been this kind of trans-
parency in a criminal case ever, but because I understand the ques-
tions and the importance of it, I have tried.

But I hope people will separate two things: questions about facts
and judgment, from questions and accusations about integrity. As
I said before, you can call us wrong, you can call me a fool. You
cannot call us weasels. Okay? That is just not fair.

And I hope we haven’t gotten to a place in American public life
where everything has to be torn down on an integrity basis just to
disagree. You can disagree with this. There is just not a fair basis
for saying that we did it in any way that wasn’t honest and inde-
pendent. That is when I get a little worked up. Sorry.

Mr. FARENTHOLD. I am out of time. I

Mr. GoODLATTE. The Chair recognizes the gentleman from Michi-
gan, Mr. Bishop, for 5 minutes.

Mr. BisHoP. Thank you.

Thank you, Director Comey, and I appreciate your testimony
here today.

Just in followup to all this discussion regarding the Clinton in-
vestigation, specifically with regard to the interview of Secretary
Clinton, I am holding in my hand a memorandum from Deputy At-
torney General James Cole. It is dated May 12, 2014. This memo-
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randum was issued to you and others on the policy concerning elec-
tronic recording of statements.

Are you familiar with this memorandum?

Mr. CoMmEY. Yes. Uh-huh.

Mr. BisHOP. The policy establishes a presumption that the FBI
will electronically record statements made by individuals in their
custody. Now, I know that Secretary Clinton was not technically in
custody, but the policy also encourages agents and prosecutors to
consider electronic recording in investigative or other cir-
cumstances where that presumption does not exist.

The policy also encourages agents and prosecutors to consult
with each other in such circumstances. And given the magnitude
of what we have been talking about today and the huge public in-
terest and demand for information with regard to the public trust,
I think this is specifically important to this discussion.

Now, you are aware of this policy, correct?

Mr. CoMEY. Right, that applies to people that are in handcuffs.

Mr. BisHOP. But not—it also applies to—the policy also encour-
ages agents and prosecutors to consider electronic recording in in-
vestigative matter—in other matters where that presumption does
not exist, does——

Mr. COMEY. Sure.

Mr. BISHOP [continuing]. It not”

Mr. CoMEY. The FBI doesn’t do it, but, sure, 1 understand that
they encouraged us to talk about it.

Mr. BisHOP. So the agents, then, did not consider to conduct the
interview in a recorded situation then?

Mr. CoMEY. We do not record noncustodial interviews. Now,
maybe someday folks will urge us to change that policy, but we
don’t. And we sure wouldn’t want to change it in one particular
case.

Mr. BisHor. Well, that is the policy. I am just reading the policy
that is issued by the Deputy Attorney General, James Cole, that—
it was to you and to others in the Department of Justice—that es-
tablishes the policy. So if you don’t do it, I assume that you are
doing it against the policy of the De artment of Justice.

Mr. CoMmEY. No. That policy only governs custodial interroga-
tions, so people who have been locked up. We do not—and it is not
inconsistent with Department of Justice policy—record noncusto-
dlgl that is, voluntary interviews, where someone is not in our cus-
tody.

Mr. BisHor. Well, I am reading this differently then, because it
does say that there is an exception, that it is within your discretion
to record such

Mr. CoMEY. Well, sure, you could. And I don’t know, maybe some
other Federal investigative agencies do. The FBI’s practice is we do
not record noncustodial interviews.

Mr. BisHoP. Okay. Thank you, Director.

I want to pivot, if I can, and build off Representative DeSantis’
questions with regard to the refugees attempting to enter the
United States and specifically with regard to Syrian refugees.

I am wondering if you can tell me—we have talked about this
process and the fact that we do not have a process in place that
we can rely upon. You have indicated before when you testified and
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I asked the question that we just simply don't have enough infor-
mation to ensure that we have the information that we need to en-
sure that these people are not a threat to our country.

Can you expand upon that now after a year? Can you tell me
whether or not we have more information, more capabilities to vet
these refugees?

And I say this because, in my district in Michigan, in this fiscal
year, Michigan has taken the fourth most refugees of all States,
4,178. And we are the—we have taken the third most for Iraq, the
second most from Syria. Michigan has absorbed an enormous num-
ber of refugees, and I think you can understand our concern with
regard to the fact that we don’t have information necessary to iden-
tify whether or not they are a threat.

Can you assuage my concern and the concerns of my constituents
that we have a system in place that we can vet these individuals
and they don’t pose a threat to our country?

Mr. CoMEY. I can assuage in part and restate my concern in
part.

Our process inside the United States Government has gotten
much better at making sure we touch all possible sources of infor-
mation about a refugee. The interview process has gotten more ro-
bust. So we have gotten our act together in that respect.

The challenge remains, especially with respect to folks coming
from Syria, we are unlikely to have anything in our holdings. That
is, with people coming from Iraq, the United States Government
was there for a very long period of time, we had biometrics, we had
source information. We are unlikely to have that kind of picture
about someone coming from Syria, and that is the piece I just
wanted folks to be aware of.

Mr. BisHoP. Has anything changed in your vetting process? Have
you updated it? Do you have any concerns with an increased ter-
rorist activity in the last 6 months, including New York, New Jer-
sey, and Minneapolis.

Has anything changed in the vetting process? Can you be con-
fident that foreign fighters or other refugees entering the country
are not planning future attacks on our country?

Mr. CoMEY. Well, as I said, over the last year, since I was last
before you, the vetting process has gotten more effective in the
ways I described.

I am in the business where I can’t ever say there is no risk asso-
ciated with someone. So we wake up every day, in the FBI, wor-
rying about who might have gotten through in any form or fashion
into the United States or who might be getting inspired while they
are here. So I can’t ever give a blanket assurance.

Mr. BisHoP. Director, I respect your opinion. And this is not a
policy question. I am asking you based on your personal opinion as
a law enforcement officer that we rely upon to keep this country
safe. Is there anything that you would do to ensure, as you said,
that our country is safe with regard to this refugee process?

Mr. CoMEY. Anything that I would do?

Mr. BisHOP. Anything that you would do, any recommendations
you have for Congress, for this country, that would ensure our safe-
ty?
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Mr. CoMEY. Yeah, I shy away from assurances of safety, given
the nature of the threats we face. I do think that there may be op-
portunities to do more in the social media space, with refugees in
particular. And I talked to Jeh Johnson yesterday about it. I know
this is a work in progress.

So much of people’s lives, even if we don’t have it in our holdings,
may be in digital dust that they have left in different places. Are
we harvesting that dust on people who want to come into this coun-
try in the best way? And I think there may be ground for improve-
ment there.

Mr. BisHoP. Thank you, Director.

And I will yield back. But, Mr. Chairman, I would ask unani-
mous consent to enter the memorandum that I referenced earlier
dated May 12, 2014, into the record.

Mr. GooDLATTE. Without objection, it will be made a part of the
record.

[The information referred to follows:]
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U.S, Department of Justice

Executive Office for United Staies Attorneys

Oifice ol the Direcior Rooot 2261, RFK Mo Justice Building 2035
950 Permsyianid Averiie, NI¥
Washingron, DC 20530

MEMORANDUM: Sent via Electronic Mail
baTE:  MAY1220%

TO: ALL UNITED STATES ATIORNEYS
ALL FIRST ASSISTANT UNITED STATES ATTORNEYS
ALL CRIMINAL CHIEFS
ALL APPELLATE CHIEFS
FROM: i ﬂ;@tlkms}n
Director
SUBJECT:

CONTACT: Andrew Goldsmith
National Criminal Discovery Coordinator
Office of the Deputy Attomey General
Phone: (202) 514 -5705

Email: Andrew.Goldsmith@usdoj.gov

David L. Smith

Counsel for Legal Initiatives
Phone: (202) 252:1326
Email: David.L.

Attached is a Memorandum from the Deputy Attorney General, outlining a new
Department of Justice policy with respect to the electronic recording 6f statements. The policy
establishes a presumption in' favor of electronically recording custodial interviews, with certain
excepdlons and encourages agents and prosecutors to consider taping outside of custodial
interrogations. The policy will go into effect on Friday, July 11, 2014, Please distribute the
Deputy Attormey General’s Memorandum to all prosecutors in your office.
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This pollcy resu!lad l'rom the: collaboralwc and- leng!hy efforts of a wnrkmg group

Attomey G-eneral dnscussed the bnc!cground of [bc policy and np]amcd its ba.snc rms. The,
pohcy will be  stibject of training provided, byt the Ofﬁoe of Legal Education,. mctudlng 201 4
‘LeamDO/ training videos.
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U.S. Department of Justice

Office of-the Deputy Attomney General

e Depry Atloeney Geriefal Washiriton, D.C. 20330 -

Mady 12,2014

MLMORANDUM FOR THE ASSOCIATE ATTORNEY GENERAL AND .
“THE ASSISTANT ATTORNFYS GENERAL FOR'THE
CRIMINAL DIVISION
NAT]ONAL SECURITY DIVISION
:CIVIL RIGHTS D[VISION
ﬁNTITRU%T D[V!SIO\I
FN\-’] RONMENT AND N;‘\TURAL RESOURC ES DIVIS!ON
“TAX: DIVISION
CIVIL DIVISION

DIRECTOR, FEDERAL BUREAU OF INVESTIGATION
ADV!]NISTRATOR. DRUG ENFORCEMEN’I‘ ADM!N]STRAI ION
DIRECTOR, UNITED STATES MARSHALS SERVICE
DIRF.CTOR BURFAU OF ALCOHOL, TOBACCO;

FIREAR.MS AND EXPLOSIVES
DIRLC"I‘ OR, BUREAU OF PR.ISONS

ALL-UNITED STATES ATTORNEYS

FROM:- Jiitiies M Cole. %@
Dcpuiy Anorncy iencral

SUBJECT:

This'policy establishies a presumption that the Federal Burau of: lnvesuganon (FBI),.the
Dmg ancrccmcnl Admmrs!mtlon (DLA} the Bureau of Alcai\ol Tobacco hrearms and
Explaswes (ATF} and the Umted St.lr.es Mmhnls Semce (USMS) wn!l e{ecuomc_a!ly récord
‘statements inade by. individuals in their custod)r in the circumsiances set forth bélow,

‘This poilcy .alsa_encourages agents and prosecutors to consider clcclronlc recording ‘in
investigative ‘or ‘ather circumstances where the pre.sumpnon doés not nppl) The poltcy
encourages agents and prosecutors to consult with each other in such ¢ircumsiances.

This policy is Solely for intemal Deparimént. of Justice guidance, It i§ not intended to,

docs not, and may not be relied upon to create any rights or benefits, substantive or procedural, i
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MEMORANDUM TO DISTRIBUTION LIST ‘Page 2
Subjccl Palic Conoemmg Electronic
Recording:of Statements

&énforceablé at'law or in équity in any matter, civil or criminal;. by ahy’ party. against, the. United
'Swtas its depanmﬁs -agencies, or entities, its nﬂ‘ icers, emplayees, oragents, or any other person,
{'place any limitation on otherwise lawful i
Departm ent’of Justicé.

L Presumption l‘ Rec Fding. There is_ a presump!:\{on that.thé cu}smdtal statememn: of an

initial .appearanice, w:lt be. elmmmcally recorded, subject’1o the exoephons deﬁned below ‘Such
custodial interviews wﬂI be recorded wnhout the need- for. supervisory approval

a: . Electronic lg;_g;g g This policy Sll"ongly encourages the use of vidéo raoordmg:

th‘sa{l‘s'f;'!‘-thg preésumption.  When' video recording equipment considéred suitablé u
pohcy is niot available, atdio recording may be iitilized:

b. _C_:u;_{od;al interviews. The pmumpuon applnes ouly to mrmr 2ws of pers
FBI; DE.& -ATF or USMS custody: | nterviews in fon- cuslodlal semugs arc: excluded froni the
presumption.

on: A pr: ‘of detérition‘is any’structure where | perwns are héld in

by FBL DEA, ATF or USMS ‘suitable récordlng eqmpment m.eans '
(n) an electronlc mcordmg devu:e dcemed sunab!e by | llle agency, ‘for lhe : recording

‘with sult;lble rccon:kns equ;pm
appearance before a judicial officer under: Fodc:al

ule: oanmmai Proccdure 5,

cslsgmwe 3nd litigative prcrcgauvcs of the:

i ua] ina piar.e detemmn with Suitable’ racordmg equtpme‘nt fnllowmg arrest but pnnr io'
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MEMORANDUM TO DISTRIBUTION LIST Page 3
Subject:  Policy Concerning Electronic
Recording of Stalements

f. ‘Scope of offenses. The presumption applies to interviews in connection with all
federal crimes.

g Scope of recording.  Electroric recording will begin as soon as the subject enters
the interview area or room-and will confinue until the interview is completed.

h.  Recording may be overt or covert, Recording under this policy may be covért or
overt. Covert recording constitutes consensual monitoring, which is allowed by federal law.
See 18U.S.C. §251 162)e). Covert recording in fulfilling the- requ:remenr. of'this policy may be
carried cit without constraint by the procedures and approval requirements prescribed by other
Department policies for consensual monitoring.

il Exceptions to the Presumption. A decision.not to record any interview that would
otherwise presumptively be recorded under this policy must be documented by the agent as soon as
practicable. Such documcntatmn shall bé made available to the Umzed Staies Attorney and
should be reviewed in’ connecuon wnh a periodic’ assessment of this policy by the United States
A_norm_:y and the Special Agentin. Charge or their designees.

a. Refiisal by interviewee. If the interviewee is informed that the interview will be
recorded and indicates that he or she is willing 1o give a statement but only ifitis not electronically
recorded, then a recording need not take place,

b Public Safety and National Security Exception. Recording is not proiibited inany
of the cifcumistances coveréd by this exception and the decision whether or not to record should
wherever possible bé the subject of consultation between the’ agent and the prosecutor. There is
no presumption of electronic recording where questioning is done for the purpose of gathering
public safety information under New York v. Qricirfes. The presumption of recording likewise
does not apply to those limited circumstances where questioning is undertaken to gathér national
security-related intelligence or questioning conceming intelligence, sources, or methods, the
public disclosuré of which would causé damage to national security.

c Recording is not reasonab cticable. Circumstances may.prevent, or render not
reasoniably practicable, the electronic recording of an interview that would otherwise be
presumpiively recorded. Such circumstances may include eqmpm'cm malfunction, an unexpected
need to move the inferview, ora need for multiple interviews in a limited timeframe exceeding the
available number of recording devices.

d. Residual excegua The presumption in favor of recording may be overcome
whereé the Special Ageiit in Charge and the United Staiés ancrney, of their designees, agrée that a
significant and articulable law enforcement purpose requires selting it aside. This exception is to
be used sparingly.
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MEMORANDUM TO DISTRIBUTION.LIST ‘Page 4
Sub}ecl I’cllcy Conceming Electronic
‘Recording of Statements’

. Eﬂratefntormltty The' presumptton dces ‘not- apply ottside of the : Um_red Stales

et T
Fequiremerits. and ‘authorities.
Vi Al T

m cu_n_necuon wlih the

!nmg F:eld offices of each agency s!xall
1 I'-!_. acy, collabora ¢

Ve EfT ective Date: “This policy shall mke eﬁ"ectcnl ulyll ,2014,
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Mr. GooDLATTE. The Chair recognizes the gentleman from Geor-
gia, Mr. Collins, for 5 minutes.

Mr. CoLLINS. Thank you, Mr. Chairman.

Director Comey, I appreciate you being here. You are, I believe,
forthright, much more so than, you said, in any other criminal case
we have had. But I am also still in the military. I am still in the
Air Force Reserve. I went to my drill back in July. I was hit by
an amazing amount of questions from different servicemembers on
this issue of how does the former Secretary of State get to do this
and yet we have members of the military who are prosecuted all
the time.

Your statements earlier were fairly startling when you said, I
don’t know of anybody else that has been classified as this. Just
since 2009, Department of Justice has prosecuted at least seven
people under the Espionage Act, all for very similar cases.

Now, you said go look at the facts. Well, we are looking at the
facts in these cases. The interesting one—and, you know, you said
that, in looking back at your investigation, mishandling or removal
of classified information, we cannot find a case that would support
bringing criminal charges on these facts. All right. Well, it didn’t
take nothing but a simple legal search to find a Marine that fall
in it. Now, I guess their name is not Jane or Joe, so they did get
prosecuted. Okay?

And this is the issue under 18 U.S.C. 793(f), gross negligence.
This is what the Marine did. They took classified information that
was put into a gym bag, cleaned out, washed, and took. All right?
Simple mishandling. The court of appeals actually upheld this case,
and this is what they said, that the purpose of Federal espionage
statutes is to protect classified documents from unauthorized proce-
dures, such as removal from proper place of custody, which would
mean how you deal with this. Regardless of means of removal, it
was apparent gross negligence and was a proximate cause of the
document’s removal.

United States v. McGinnis, said it is clear the Congress’ intent
is to create a hierarchy of defenses against national security, rang-
ing from classic spying to merely losing classified materials
through gross negligence or the mishandling of.

It was sort of also ironic for me that when I had to go back in
July and this past month when I went back, I had to do my annual
information assurance training. They went through everything that
we have to do with handling classified information. I had been in
a war zone, | have been in—this is just common knowledge among
most everybody in the world. Obviously not to the Secretary.

How can you then explain to me this Marine’s mistake in taking
classified documents or mishandling them is more severe than the
Secretary of State, who sent and received classified emails on a
regular basis, including those that were originally classified, not
those that were classified later but were originally classified?

Mr. CoMEY. I am familiar with the case, and I am quite certain
it is not a 793(f) case. It was prosecuted——

Mr. CoLLINS. His conviction was under 793(f).

Mr. CoMEY. Yeah, I don’t think—I mean, I will go back and
check again. I would urge you to too. I am pretty sure it is not
under the gross negligence prong of 793(f). But it is a Uniform
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Court of Military Justice prosecution, not by the Department of
Justice. Am I remembering correctly?

Mr. CoLLINS. This was from and is appealed out in the U.S.
Court of Appeals for the Armed Forces of the United States.

Mr. CoMEY. Okay. But, regardless, I think even—I don’t think
this is under the same provision, but even there, that is a case in-
volving someone who actually stole classified information, hard cop-
ies.

What people need to remember—and I don’t say this to make lit-
tle of it. I think it is a very serious matter. What happened here
is the Secretary used an unclassified email system, her personal
system, to conduct her business.

Mr. CoLLINS. And let’s just stop right there. That, in and of
itself—and I understand it's an uncomfortable—we have been
through a lot—you have been through a lot of questions. I apolo-
gize. But let’s just come back to the basics here.

We are trying to parse that I didn’t have such as Sandy Berger
or all these others who have been prosecuted, they took a hard
copy. In today’s society, and even understanding if you go through
any information assurance class, anything else, &ey tell you it can-
not be on a personal laptop. In fact, there was another chief petty
officer who had classified information on a personal computer. It
went back and forth to a war zone. That is not physical documents.

It's on a—to parse words like that is why the American people
are fed up. They are fed up with the IRS Commissioner when he
does it. They are fed up here. I am not attacking your—I think you
are one of tﬁe more upright people I met. I think you just blew it.
I think the Attorney General blew it. I shared this with her.

And I think when we come to this thing, there is no other way
that you can say that there is no others that resemble this. As a
lawyer, you are taught all the time to take facts and put them—
they might not be exact, but they fit under the law. You can’t—I
mean, so I guess maybe I am going to change the question, because
wedare going to go down a dead end. You are going to say it wasn’t
an

Mr. CoMEY. Congressman, can I respond——

Mr. CoLLINS. So let me ask you this. I want to change questions.

Do you honestly believe that a lady, a woman of vast intelligence,
who was the First Lady of the United States, who was a Senator
who had access to classified information all of the Members here
do, who was Secretary of State who had even further classification
ability even beyond what we have here, do you believe that in this
caser,? honestly, she was not grossly negligent or criminal in her
acts’

Mr. CoMEY. First of all, I don’t believe anyone other than my
wife. My question is what evidence do I have to establish that state
of mind. And I don'’t believe I have evidence to establish it beyond
a reasonable doubt.

Mr. CoLLINS. Then, really, what we are saying here is this, is she
is—this is in essence what you are saying. You said I can’t prove
it, and I understand. There are a lot of out folks out there in the
law that, you know, they come to us all the time. I am an attorney
as well. And they come to us and say, it is not what we know, it
is not what we think, it is what we can prove. I get it.
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But here is the problem with this. And this is the person who
is asking to lead this country. If she can hide behind this and bla-
tantly get approval from the FBI through an investigation, which
has been covered here thoroughly, then I just do not understand.
She is either the most arrogant, which probably so, or the most
insanely naive person we have ever met.

Because when I actually show evidences of basically the same
thing, which you can take fact and correlate to law, this is why the
Armed Forces right now have the new term called the Clinton de-
fense. “I didn’t know. I didn’t mean to.” It is the Clinton defense.

With questions like this, Director, we have given the ability now
to where nobody takes this Serlously And this is why people are
upset. When it was originally classified, she can tell all the stories
she wants. She can have the backup from you that no prosecutor—
which is, again, amazing te me, that a law enforcement would tell
the prosecutor—because how many times I have been on both sides
of this where the law enforcement agent says I am not sure we
have a case here, but when the prosecutor looks at it, the pros-
ecutor says, yeah, there is a case here.

I dont really, frankly—no offense—care what—if I am pros-
ecuting, what the law enforcement officer—if I can see the case and
I can make it, that is my job, not yours. And yet now we have a
whole system that has been turned upsidedown, not because I don’t
believe your honesty of your people, but I believe you blew it be-
cause you, frankly, didn’t have the whole situation into effect
where the FBI would look political.

And, unfortunately, that is all you have become in this. And it
is a sad thing. Because you all do great work, you have done great
work, and you will do great work. But I think it is time to start—
we just bring down the curtain. There is a wizard behind the thing,
Ms. Hillary Clinton, who is playing all of us. Because she is not
that naive. She is not stupid. She knew what she was doing, be-
cause she was simply too bored. If she, God forbid, gets into 1600
Pennsylvania Avenue and just gets bored with the process, then
God help us all.

Mr. Chairman, I yield back.

Mr. CoMEY. Mr. Chairman, there are only two——

Mr. GOODLATTE. The Director is permitted to respond.

Mr. COMEY. Yeah, two pieces of that I need to respond to.

First, you said hiding behind something. This case was inves-
t1gated by a group of professionals. So if I blew it, they blew it too.

Career F%I agents, the very best we have, were put on this case,
and career analysts. We are a team. No one hid Eehmd anything.

American citizens should insist that we bring criminal charges if
we are able to investigate and produce evidence beyond reasonable
doubt to charge somebody. That should be true whether you are in-
vestigating me or you or Joe Smith on the street. That is the way
this case was done. It is about evidence.

And the rest of it I will let go.

Mr. CoLLINs. Mr. Chairman, I will—and I apologize—I am not—
this is the problem, though. When you take it as a whole—it has
been said up here this is a umque case. You talk about it being a
unique case. Director, this is a unique because I truly—and I don’t
think you convince hardly anybody except your own group that—
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I don’t think you ever said they couldn’t blow it. They blew it. Any-
body else would have been prosecuted under this, in my humble
opinion.

Mr. CoMEY. You are just wrong.

Mr. CoLLINS. You say no.

Mr. CoMEY. You are just wrong. We will just have to agree to
disagree.
hMr. CoLLINS. Well, unfortunately, there is a lot to disagree on
this.

Thank you, Mr. Chairman.

Mr. GOODLATTE. The time of the gentleman has expired.

The gentleman from Idaho, Mr. Labrador, is recognized for 5
minutes.

Mr. LABRADOR. Thank you, Mr. Chairman.

And, Director Comey, I have always appreciated your testimony
gfg'ore this Committee, and I respect the work that you do for the

1.

When you made your recommendations to the Department of
Justice to not prosecute Hillary Clinton, I actually disagreed with
your decision, [t):ut I appreciated your candor in explaining to the
American people and to us those recommendations.

Since that decision, I continue to view you as honorable and a
strong leader for the critical Federal agency. In fact, I did 20 town-
hall meetings over the recess, and I was lambasted at every one
of them, in fact I think I lost votes, because I defended your integ-
rity at every one of those townhall meetings and I told them why,
even though I disagreed with your conclusions, I thought you came
to it from an honorable place.

However, as more information has come to light, I question the
thoroughness—and I am not questioning your integrity, but the
thoroughness and the scope of the FBI's investigation.

In the past week, we have learned of the grants of immunity to
several key witnesses in the Clinton investigation, including Hil-
lary Clinton’s former chief of staff and one of the individuals re-
sponsible for setting up her server.

I am really disappointed by this revelation and confused as to
why these immunity grants were necessary and appropriate, given
the circumstances. It appears to me that the FBI was, very early
in this investigation, too willing to strike deals and ensure that top
officials could never be prosecuted for their role in what we now
know was a massive breach of national security protocol.

We have a duty to ensure that our FBI is still in the business
of investigating criminal activity. So at what point in the investiga-
tion was Cheryl Mills offered immunity?

Mr. CoMEY. Cheryl Mills was never offered immunity. Not to
quibble, but she was given letter immunity to govern——

Mr. LABRADOR. At what point?

Mr. CoMEY. June of 2016. So June of this year. So about 11
months into the investigation.

Mr. LABRADOR. So, and to be clear, was she offered immunity for
interview and potential testimony or for turning over the laptop as
evidence?

Mr. CoMEY. Turning over the laptop as evidence. It governed
what could be done in terms of using it against her, that laptop.

FBI 18-cv-01766-243



106

Mr. LABRADOR. To your knowledge, was Cheryl Mills an unco-
operative witness prior to the immunity deal?

Mr. CoMEY. I think our assessment was she was cooperative. I
forget the month she was interviewed, but she was interviewed
fully before that.

Mr. LABRADOR. And she always cooperated?

Mr. CoMEY. I think our assessment was—again, this is the odd
way I look at the world—we had no reason to believe she was being
uncooperative, '

Mr. LABRADOR. So could this investigation have been completed
without these grants of immunity in place?

Mr. COMEY. In my view, it couldn’t be concluded professionally
without doing our best to figure out what was on those laptops. So
getting the laptops was very important to me and to the investiga-
tive team.

Mr. LABRADOR. So in your vast experience as an investigator, as
a DOJ attorney, now as an FBI Director, how many times have you
allowed a person who is a material witness to a crime you are in-
vestigating to act as the lawyer in that same investigation?

Mr. CoMEY. Well, “to let” is what I am stumbling on. The FBI
has no power to stop someone in a voluntary—

Mr. LABRADOR. No, no, no, no. You are speaking—let’s just be
honest. You allowed, the FBI allowed Cheryl Mills to act as the at-
torney in a case that she was a material witness. How many times
have you——

Mr. CoMEY. In the same sense that I am “allowing” you to ques-
tion me——

Mr. LABRADOR. How many times have you—

Mr. CoMEY.—I can’t stop you from questioning me.

Mr. LABRADOR. How many times have you done that prior?

Mr. CoMEY. I have not had an experience where the subject of
the interview was represented by a lawyer who was also a witness
in the investigation.

Mr. LABRADOR. Okay. So you have never had that experience.

Mr. CoMEY. Not in my experience.

Mr. LABRADOR. You prosecuted terrorists and mobsters, right?

Mr. CoMEY. Correct.

Mr. LABRADOR. And during your time in Justice, how many times
did you allow a lawyer who was a material witness to the case that
you were prosecuting to also act as the subject of—as the attorney
to the subject of that investigation?

Mr. CoMEY. As I said, I don’t think I have encountered this situ-
ation where a witness—a lawyer for the subject of the investigation
was also a witness to the investigation. I don’t

Mr. LABRADOR. So this was highly unusual, to have—

Mr. CoMEY. In my experience, yes.

Mr. LABRADOR. Okay.

In your answer to Chairman Chaffetz, you indicated that you
had no reason to disbelieve Paul Combetta when he told you that
he erased the hard drive on his own. Is that correct?

Mr. CoMEY. Correct.

Mr. LABRADOR. However, in the exchange on Reddit, he said, “I
need to strip out a VIP’s email address from a bunch of archived
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emails. Basically, they don’t want the VIP’s email address exposed
to anyone.”

Those two statements are not consistent. How can you say that
he was truthful when he told you nobody told him to act this way
but yet you saw this Reddit account that says where “they” told
him that he needed to act in this way?

Mr. CoMEY. I think the assessment of the investigative team is
those are two very—about two different subjects. One is a year be-
fore about—in the summer of 2014 about how to produce emails
and whether there was a way to remove or mask the actual email
address, the HRC, whatever it is, dot-com. And the other is about
actually deleting the content of those emails sitting on the server.

Mr. LABRADOR. It seems like in your investigation you found,
time after time, evidence of destruction, evidence of breaking
iPhones and other phones, all these different things, but yet you
find that there is no evidence of intent.

And I am a little bit confused as to your interpretation of 18
U.S.C. 793(f). On the one hand, you have said that Secretary Clin-
ton couldn’t be charged because her conduct was extremely careless
but not grossly negligent, correct?

Mr. CoMEY. That is not exactly what I said.

Mr. LABRADOR. That is what you said today. But you have also
said

Mr. CoMEY. I don’t remember saying that.

Mr. LABRADOR [continuing]. There was no evidence of her intent
to harm the United States.

But you will agree that a person can act with gross negligence
or even act knowingly without possessing some additional specific
intent. So which is it? Is it a lack of gross negligence that she had
or a lack of intent?

Mr. CoMEY. In terms of my overall judgment about whether the
case was worthy of prosecution, it is the lack of evidence to meet
what I understand to be the elements of the crime, one; and, two,
a consideration of what would be fair with respect to how other
people have been treated. Those two things together tell me—and
nothing has happened that has changed my view on this—that no
reasonable prosecutor would bring such a case.

The specific-intent question, yes, I agree that specific intent to
harm the United States is a different thing than a gross negligence
or a willfulness.

Mr. LABRADOR. So just one last question. You have talked about
Mary and Joe. And Mary and Joe would be disciplined at the FBI
if they did what Hillary Clinton did. If Mary amf Joe came to you
and asked for a promotion immediately after being disciplined,
would you give them that promotion?

Mr. CoMEY. Tough to answer that hypothetical. It would depend
upon the nature of the conduct and what discipline had been im-
posed. .

Mr. LABRADOR. And what if they ever asked for a promotion that
would give them management and control of cybersecurity of your
agency and the secrets of your agency after they had done these
things? Would you give them that promotion?

Mr. CoMEY. That is a question that I don’t want to answer.

Mr. LABRADOR. All right.
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Mr. GOODLATTE. The time of the gentleman has expired.

The Chair recognizes the gentlewoman from California, Mrs.
Walters, for 5 minutes.

Mrs. WALTERS. Hi, Director Comey.

Despite the absence of an intent mens rea standard in 18 U.S.C.
section 793(f), you have said that there has never been a prosecu-
tion without evidence of intent. Thus, the standard has been read
into the statute despite the specific language enacted. What exactly
are?the legal precedents that justify reading intent into the stat-
ute’

Mr. CoMEY. Well, my understanding of 793(f) is governed by a
couple things—three things, really: one, the legislative history from
1917, which I have read, and the one case that was prosecuted in
the case. And those two things combined tell me that, when Con-
gress enacted 793(f), they were very worried about the “gross neg-
ligence” language and actually put in legislative history we under-
stand it to be something very close to “willfulness.”

Then the next 100 years of treatment of that actually tell me
that the Department of Justice for a century has had that same
reservation, because they have only used it once. And that was in
a case involving an FBI agent who was—in an espionage context.

So those things together inform my judgment of it.

Mrs. WALTERS. Okay.

Considering the importance of protecting classified information
for national security purposes, a lot of people disagree that an in-
tent standard should be read into that statute. What specific lan-
guage would you recommend we enact to ensure gross negligence
is the actual standard for the statute, not intent?

Mr. CoMEY. I don’t think that is something the Bureau ought to
give advice on. It is a good question, as to what the standard
should be. I could imagine Federal employees being very concerned
about how you draw the line for criminal liability. But I don’t think
that is something we ought to advise on, the legislation.

Mrs. WALTERS. Okay.

Should we enact a mens rea standard for extreme carelessness
for the statute?

Mr. CoMEY. Same answer, I think, is appropriate.

Mrs. WALTERS. Should we enact a civil fine?

Mr. COMEY. A civil fine for mishandling classified information?

Mrs. WALTERS. Uh-huh.

Mr. CoMEY. I don’t know, actually, because it is already subject
to discipline, which is suspension or loss of clearance or loss of job,
which is a big monetary impact to the people disciplined. So I don’t
know whether it is necessary.

Mrs. WALTERS. Okay.

I want to change subjects——

Mr. CoMEY. Okay.

Mrs. WALTERS [continuing]. For my next question. As you know,
the number of criminal background checks for noncriminal pur-
posel?, such as for employment decisions, continues to increase an-
nually.

I don’t expect that you have this information on hand; however,
would you be willing to provide the Committee and my staff with
the number of criminal history record checks for fingerprint-based
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background checks that the FBI has conducted over each of the
past 5 years?

And what are your thoughts regarding whether the FBI has the
capacit.:?y to process the increasing number of background check re-
quests?

Mr. CoMEY. I am sure we can get you that number, because I
am sure we track it. So I will make sure my staff follows up with
you.

Mrs. WALTERS. Okay.

Mr. CoMEY. I do believe we have the resources. Where we have
been strained is on the background checks for firearms purchases.
The other background check processes we run, my overall sense is
we have enough troops to do that. We are able to—we charge a fee
for éhose, and I think we are able to generate the resources we
need.

Mrs. WALTERS. Okay. Thank you.

I yield back my time.

Mr. Issa. Could the gentlelady yield to me?

Mrs. WALTERS. Sure. I would be happy to yield to you, Mr. Issa.

Mr. Issa. Thank you.

Director, some time ago, you aﬁpeared before this Committee,
and you told us that you had exhausted all of the capability to
unlogk the San Bernardino iPhone, the 5C. Did that turn out to be
true?

Mr. CoMEY. It is still true.

Mr. Issa. That you had exhausted all of your capability?

Mr. CoMEY. That the FBI had, yes.

Mr. Issa. So shouldn’t we be concerned from a cyber standpoint
that you couldn’t unlock a phone that, in fact, an Israeli company
came forward and unlocked for you and basically a Cambridge pro-
fessor or student for 90 bucks has shown also to be able to unlock
and mirror or duplicate the memory?

I mean, and this is purely a question of—you apparently do not
havg the resources to do that which others can do. Isn’t that cor-
rect?

Mr. CoMEY. I am sure that is true in a whole bunch of respects,
but, first, I have to correct you. I am not confirming—you said an
Israeli company? I am not confirming——

Mr. Issa. Well, okay. A contractor for you, reported to be, for a
million dollars, unlocked the phone. So I would ask you to confirm,
the phone got unlocked, right?

Mr. CoMEY. Yes, it did.

Mr. Issa. Okay. So the technology could be created outside of or-
dering a company to essentially, you know, reengineer their soft-
ware for you, correct?

Mr. CoMEY. In this particular case, yes.

Mr. Issa. Okay. And so you lack that capability. How can this
Committee know that you are in the process of developing that sort
of technology, the equivalent of the Cambridge $90 technology?

Mr. CoMEY. How can the Committee know?

Mr. IssA. Yeah. I mean, in other words, where are the assur-
ances that you are going to get robust enough?

We have an encryption working group that was formed between
multiple Committees to no small extent because of your action of
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going to a magistrate and getting an order because you lacked that
capability and were trying a new technique of ordering a company
to go invent for you.

The guestion 1s, how do we know that won’t happen again, that
you will go to the court, ask for something when, in fact, the tech-
nology exists or could exist to do it in some other way, a technology
that you should have at your disposal, or at least some Federal
agency should, like the NSA?

Mr. CoMEY. Well, first of all, it could well happen again, which
is why I think it is great that people are talking about what we
might do about this problem.

It is an interesting question as to whether we ought to invest in
us having the ability to hack into people’s devices, whether that is
the best solution. It doesn’t strike me as the best solution. But we
are—and I have asked for more money in the 2017 budget—trying
to invest in building those capabilities so when we really need to
be able to get into a device we can.

It is not scaleable, and I am not sure it would be thrilling to com-
panies like Apple to know we are investing money to try and figure
out how to hack into their stuff.

Mr. Issa. Well, isn’t it true that we have clandestine organiza-
tions who have the mandate to do just that, to look around the
world and to be able to find information that people don’t know you
can find, keep it secret, get it out there?

And my question to you is, shouldn’t we, instead of giving you
the money, simply continue to leverage other agencies who already
have that mandate and then ask you to ask them to be your con-
duit for that when you have an appropriate need?

Mr. CoMEY. That is a reasonable question. It may be part of the
solution. Real challenges in using those kinds of techniques in the
bulk of our work, because it becomes public and exposed. But that
has to be an important part of the conversation.

Mr. IssA. Thank you.

I yield back.

Mr. GOoDLATTE. The Chair recognizes the gentleman from Ari-
zona, Mr. Franks, for 5 minutes.

Mr. FRANKS. Thank you, Mr. Chairman.

And thank you for being here, Director Comey.

Director Comey, I—the last thing I want to do is to lecture you
on anything related to the law, because I think you have given
your whole life to that effort.

And I guess, in the face of so many things already having been
said here and asked, that all I can do is to try to sort of reassociate
this in a reference of why there is a rule of law. You know, we had
that little unpleasantness in the late 1770’s with England over this
rule of law, because we realized there is really only two main ways
to govern, and that is by the rule of men or the rule of law. And
sometimes it is important for all of us just to kind of reconnect
what this whole enterprise of America is all about. And I, again,
don’t seek to lecture you in that regard.

And I know—and you have to forgive me for being a Republican
partisan here, because I am very biased in this case. But I know
that when you interviewed Mrs. Clinton you were up against some-
one that really should have an earned doctorate of duplicity and
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deception hanging on her wall. I don’t know that you probably
could have interviewed a more gifting prevaricator. So I know you
were up against the best.

But, having said that, when I read the law here that I know so
many have already referenced—I think maybe that is the best way
for me to do that. 18 U.S.C. 1924 provides that any Federal official
who “becomes possessed of documents or materials containing clas-
sified information of the United States and knowingly removes
such documents or materials without authority and with the intent
to retain such documents or materials at an unauthorized location
shall be fined under this title or imprisoned for not more than 1
year or both.”

Now, I didn’t miss one word there. It does not require—that sec-
tion does not require an intent to profit. It doesn’t require harm to
the United States or otherwise to act in any manner disloyal to the
United States. It only requires intent to retain classified documents
at an unauthorized location.

And T believe, sir, in all sincerity to you, person to person, I
belive that some of your comments reflected that that is what oc-
curred. And, over the last several months, I believe that is the case.

And so I have to—it is my job to ask you again why the simple
clarity of that law was not applied in this case. Because the impli-
cations here are so profound. For your children and mine, for this
country, they are so profound.

And, again, I don’t envy your job, but I want to give you the re-
mainder of the time to help me understand why a law like this that
any law school graduate—if we can’t apply this one in this case,
how in God’s name can we apply it in any case in the world? Why
is it even written?

Sfo I am going to stop there and ask your forbearance and just
go for it.

Mr. CoMEY. Sure. No, it is a reasonable question.

That is the—18 U.S.C. 1924 is the misdemeanor mishandling
statue that is the basis on which most people have been prosecuted
for mishandling classified information have been prosecuted. It is
not a strict liability statute. I was one of the people, when I was
in the private sector, who argued aEainst strict liability criminal
statues. It requires, in the view of the Department of Justice and
over long practice, proof of some criminal intent, not specific intent
to harm the United States but a general awareness that you are
doing that is unlawful. So you have to prove criminal intent.

So there are two problems in this case. One is developing the evi-
dence to prove beyond a reasonable doubt that Secretary Clinton
acted witlglJ that criminal intent. And, second, even if you could do
that, which you can’t, looking at the history of other cases, what
would be the right thing to do here? Has anybody ever been pros-
ecuted on anything near these facts?

And, again, I keep telling the folks at home, when people tell you
lots of people have been prosecuted for this, please demand the de-
tails of those cases. Because I have been through them all.

So that combination of what the statute requires and the history
of prosecutions told me—and, again, people can take a different
view, and it is reasonable to disagree—that no reasonable pros-
ecutor would bring that case. That, in a nutshell, is what it is.
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Mr. FraNks. Well, you said it was a reasonable question. That
was a reasonable answer. But I can’t find that in the statute.

Thank you, sir.

Mr. GOODLATTE. The Chair recognizes the gentleman from Lou-
isiana, Mr. Richmond, for 5 minutes.

Mr. RICHMOND. Thank you, Mr. Chairman.

Director Comey—and I am going down a completely different
path. Our law enforcement in this country have a consistent enemy
in a group called sovereign citizens. And what I have seen in my
district, we lost two officers in St. John Parrish about 4 years ago,
and we just lost another three officers in Baton Rouge, with an-
other couple injured.

In the case in St. John Parrish, we actually had the perpetrators
on the radar in north Louisiana, and, at some point, they moved
to south Louisiana in my district and we lost contact. So, when St.
John Parrish deputies went to their trailer park, they had no idea
what they were walking into, and they walked into an ambush
with AR-15s and AK-47s, and the unimaginable happened.

So, through NCCIC and other things, are you all focused on mak-
ing sure—and I think there are about 100,000 of them. But are you
all focused on making sure that our law enforcement has the best
information when dealing with, whether it is sovereign citizens or
terrorist cells or other bad actors, that that information gets to the
locals so they are not surprised and ambushed?

Mr. CoMmEY. Well, we sure are. And I don’t know the cir-
cumstances of that case, but I will find out the circumstances.

In two respects, we want, obviously, people to know when some-
one is wanted. But, more than that, we have a known or suspected
terrorist file that should have information in that about people we
are worried about so that if an officeris making a stop or going up
to execute a search warrant and they run that address of that per-
son, they will get a hit on what we call the KST file.

So that is our objective. And if there are ways to make it better,
we want to.

Mr. RicHMOND. Now, let’s switch lanes a little bit, because this
is one of—I think an issue when we start talking about criminal
justice reform and we start talking about the FBI. In my commu-
nity and communities of color and with elected officials, there
seems to be two standards: one for low-level elected officials and
then one for other people.

So I guess the facts I will give you of some of our cases—and you
tell me if it sounds inconsistent with your knowledge of the law
and your protocol, but nonprofit organizations where elected offi-
cials have either been on boards or had some affiliation with, when
those funds are used in a manner that benefits them personally,
they have been prosecuted. And I mean for amounts that range
from anywhere from $2,000 upwards to $100,000.

Your interpretation of the law, that if nonprofit funds are used
to benefit a person and not the organization, that that is a theft
of funds—because I believe that those are a lot of the charges that
I have seen in my community. Would you agree with that?

Director COMEY. Sure, it could be. And I know from personal ex-
perience, having done these cases, that is often—that is at the cen-
ter of a case involving a corrupt official.
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Mr. RicHMOND. Now, let’s take elected official out and just take
any foundation director or board director or executive director who
would use the funds of a nonprofit to pay personal debts or bills
or just takes money. You would agree that that would constitute
a violation of the law, criminal statute?

Mr. CoMEY. Potentially. On the Federal side, potentially of wire
fraud, mail fraud, or a tax charge, potentially.

Mr. RicHMOND. The other thing that I would say is that, in our
community, we feel that it is selective prosecution; that if you are
rich, you have another standard; that if you are an African-Amer-
ican, you have another standard.

And there are a number of cases that I will give you off-line, but
it appears that—and my concern is the authority of your agents to
decide that a person is bad and then take them through holy hell
to try to get to the ultimate conclusion that the agent made, and
they don’t let the facts get in their way. And at the end of the day,
you have businesspeople who spend hundreds of thousands of dol-
lars to protect their reputation and to fight a charge that they ulti-
mately win, but now they are broke, they are defeated, because,
when it comes out, it says the United States of America versus you.

So I would just ask you to create a mindset within the Depart-
ment that they understand the consequences of leaks to the press,
charges, and what happens if—when those charges are really not
substantiated, you still break a person. And I think that you all
have a responsibility to be very careful with the awesome power
that you alFare given.

And, with that, Mr. Chairman, I thank back—I would yield back.

Mr. GOODLATTE. The Chair thanks the gentleman.

The Director is welcome to respond.

Mr. CoMEY. I very much agree with what you said, Congress-
man, at the end of that. The power to investigate is the power to
ruin. Obviously, charging people can also be ruinous. So it is when
we have to be extraordinarily prudent in exercising fair, open-
minded, and careful. So I very much agree with that.

Mr. GOODLATTE. The Chair recognizes the gentleman from Michi-
gan, Mr. Trott, for 5 minutes.

Mr. TROTT. Thank you, Mr. Chairman.

And thank you, Director, for being here. And thank you for your
service to our country.

When you made your statement at the press conference on July
5, you said, “I have not coordinate or reviewed this statement in
any way with the Department of Justice or any part of government.
They do not know what I am about to say.”

I have no reason to question your integrity, but is there any
chance that someone working in your office or as part of this inves-
tigation knew what you were going to decide and recommend and
maybe told one of the Attorney General’s staff what was about to
happen on July 57

Mr. CoMEY. Anything is possible. I would—I think I would be
willing to bet my life that didn’t happen——

Mr. TrotT. Okay.

Mr. COMEY [continuing]. Just because I know my folks.

Mr. TROTT. So here is why I ask. The facts give me pause. The
investigation started in July of 2015. Many of us in Congress, in-
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cluding myself, suggested that the Attorney General should recuse
herself because of%‘ner friendship with the Clintons and because of
her desire to continue on as Attorney General in a Clinton adminis-
tration.

Then she had the fortuitous meeting on the airplane with former
President Clinton on June 30. Then on July 2, give or take, she
came out and said, you know, I have created an appearance of im-
propriety, and so I am going to just follow whatever the FBI Direc-
tor’s recommendation is.

And then, 3 days later, you had your press conference. And in
your press conference, you said, “In our system of justice, the pros-
ecutors make the decisions about what charges are appropriate
based on the evidence.” That is not what happened in this case. Ul-
timately, you made the decision. Isn’t that what happened?

Mr. CoMEY. Well, I made public my recommendation. The deci-
sion to decline the case was made at the Justice Department.

Mr. TROTT. But before you had that press conference, you knew,
based on the Attorney General’s public comments that she was
going to follow whatever you recommended. So, ultimately, you
made the decision in this case as to whether or not charges should
be filed against Secretary Clinton. Isn’t that the reality of what
happened?

Mr. CoMEY. I think that is a fair characterization. The only thing
I would add to that is I think she said—I don’t remember exactly—
that she would defer to the FBI and the career prosecutors at the
Department of Justice.

But, look, I knew that once I made public the FBI's view that
this wasn’t a prosecutable case that there was virtually zero chance
that the Department of Justice was going to go in a different direc-
tion. But part of my decision was based on my prediction that there
was no way the Department of Justice would prosecute on these
facts in any event.

So I think your characterization is fair, but I just wanted to add
that color to it.

Mr. TrROTT. But you can see how some of us would look at the
dates and the facts leading up to your press conference and think,
okay, for a year we have been suggesting she is not the appropriate
person to make the ultimate decision as to whether charges should
be filed; she won't recuse herself. And then 3 days before you come
out with your recommendation, which she has already said she is
going to follow, she basically decides to recuse herself. Those facts
give me pause.

Mr. COMEY. I get why folks would ask about that, but I actually
think it is—there are two dates that matter. But I think what gen-
erated that was the controversy around her meeting with President
Clinton, not the interview with Secretary Clinton.

Mr. TROTT. That is a whole other discussion.

So let’s talk about Cheryl Mills. So you have said earlier today
that it really wasn’t up to you to weigh in on whether there was
a conflict for Ms. Mills to act as Secretary Clinton’s lawyer in the
interview.

But, again, you are kind of taking your attorney hat on and off
whenever it is convenient. You decided that at the beginning of
that interview it wasn't appropriate for you to weigh in as a lawyer
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suggesting there was a conflict. But then again, your recommenda-
tion is, ultimately, as a lawyer, what is being done in this case. Do
you see little bit of inconsistency there or no?

Mr. CoMEY. No, I see the point about the—look, I would rather
not have an attorney hat on at any time. I put it on because I
thought that was what was necessary at the conclusion of this in-
vestigation. But I stand by that. The agents of the FBI, it is not
to them to try and kick out someone’s lawyer.

Mr. TroTT. Well, what would have happened if you had said, Ms.
Mills, because of the history here, you can’t be in this interview?

Mr. CoMEY. I don’t know. I don’t know.

Mr. TROTT. Could you have said that to her?

Mr. CoMEY. I guess you could. It would be well outside our nor-
mal role.

Mr. TROTT. So, a number of times today, you have said there
really is no double standard. And so now I am just asking you as
a citizen and not even in your capacity as Director of FBI, can you
sort of see why a lot of Americans are bothered by a perceived dou-
ble standard?

Because if any of the gentlemen sitting behind you this morning,
who I assume are with the Department, had done some of the
things Ms. Clinton did and told some of the lies that she told, you
said in your statement that this is not to suggest under similar cir-
cumstances there wouldn’t be consequences. In fact, there would
be—they would be subjected to administrative sanctions.

And now we have an election going on where she is seeking a
pretty big promotion. So maybe your point is she wouldnt be
charged under similar facts, but can you sort of see why so many
people are bothered by the facts in this case, given that really noth-
ing happened to her and now she is running for President of the
United States? I mean, just, can you see the optics on that are
troubling?

Mr. CoMEY. Oh, I totally get that. That is one of the reasons I
am trying to answer as many questions as I can, because I get that
question.

But, again, folks need to realize, in the FBI, if you did this, you
would be in huge trouble. I am certain of that. You would be dis-
ciplined in some serious way. You might be fired. I am also certain
you would not be prosecuted criminally on these facts.

Mr. TROTT. And you have said that, and I appreciate it.

Let me just ask one quick question, because I am out of time.
But Mr. Bishop started to talk about this, and his district is af-
fected, as well, in Michigan. But my district in southeast Michigan
has the third-largest settlement of Syrian refugees of any city in
the country, behind San Diego and Chicago. That is Troy, Michi-
gan.

And you said last fall in front of a Homeland Security Committee
hearing that you really didn’t have the data to properly vet the
Syrian refugees that are trying to come in, and you said that again
this morning.

But, you know, last weekend, I am at a grocery store and a
Starbucks, and two different constituents walked up to me and
said, “Can’t you stop the President’s resettlement of Syrian refu-
gees into Troy, Michigan? We are all afraid.” And they are based
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on, largely, your comment that we don't have the database to really
vet these folks. _

Anything I can tell the folks back in Michigan that we are doing,
other than—all I say now is we just have to wait for a new Presi-
dent, because this President has increased the number of refugees
by 60 and 30 percent year over year the last 2 years, we just have
to wait for a new President. I would like to be able to say the FBI
is doing something different than they were doing last year when
you made those comments.

Mr. CoMEY. Well, as I said earlier, they can know that we are—
if there is a whiff about this person somewhere in the U.S. Govern-
ment’s vast holdings, we will find it. And the second thing they can
know is, if we get a whiff about somebody once they are in, we are
going to cover that in a pretty tight way.

What I can’t promise people is that if—I can’t query what is not
in our holdings. That is the only reservation I offer to people.

Mr. TROTT. Thank you, sir.

I yield back.

Mr. GooDLATTE. Well, Director Comey, during questioning ear-
lier, there was a dispute that arose over the contents of one or
more of the immunity letters that were issued, particularly with re-
gard to the issue of whether or not it contained immunity for de-
stroying documents, emails.

The individual who was questioning you about that was former
Chairman Issa of the Oversight and Government Reform Com-
mittee, and I want him to be able to clarify. Because we have con-
tacted the Department of Justice and asked them to read the im-
munity letters to us.

So the gentleman is recognized briefly.

" Mf:: Issa. Thank you, Mr. Chairman. And I will try to be very
rief.

Under the immunity agreement with one or more individuals—
we will use Cheryl Mills as, clearly, one of the individuals—she ne-
gotiated a very, very good deal from what we can discover. She did
not just receive immunity related to the production of the drive,
computer, and the contents but, in fact, received immunity under
18 U.S.C. 793(e) and (f), 1924 U.S.C.—18 U.S.C. 1924, and the so-
called David Petraeus portion, 18 U.S.C. 2071. And I will focus on
2071. Her immunity is against any and all taking, destruction—or
even obstruction, the way we read it—of documents, classified or
unclassified.

Now, the only question I have for you is—and I know you are
going to put this to Justice and we may have to ask them sepa-
rately—for the purposes of what you needed as an investigator, be-
cause you were the person that wanted access to the computer,
does that deal make any sense, to, in return for things which she
could have objected to as an attorney and held back but which had
no known proffer of leading to some criminal indictment of some-
body else, she received complete immunity, as we read it, from ob-
struction or destruction of documents, classified and unclassified.
And that is based on a re-review of the immunity agreement.

Mr. CoMEY. You know, I think this is—you are right, this is a
question best addressed to Justice. But I think you are misunder-
standing it.
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As I understand it, this was a promise in writing from the De-
partment of Justice: If you give us the laptops, we will not use any-
thing on the laptops directly against you in a prosecution for that
list of offenses. It is not immunity for those offenses if there is
some other evidence.

Now, that said, I am not exactly sure why her lawyer asked for
it, because, by that point in the investigation, we didn’t have a case
on her to begin with.

Mr. IssA. Well, I understand that. But based on the Reddit dis-
covery and others, the “they asked me to do it"—and you said so
yourself, it was probably Cheryl Mills, the “they.” You have an im-
mune witness who has to tell you who they were. If the “they were”
told me to delete, and that is Cheryl Mills, then, in fact, you have
evidence from an immune witness of a crime dperpetrated by Cheryl
Mills, the ordering of the destruction of any document, classified or
unclassified, which, clearly, she seems to have done.

Mr. CoMEY. Then she wouldn’t be protected from that. If we de-
veloped evidence that she had obstructed justice in some fashion—
all she is protected from is we can’t use as evidence something that
is on the laptop she gave us

Mr. Issa. Right. So the information put into the record today,
which included these Reddit discoveries, show that there is a they
who asked to have the destruction of information. Under 18 U.S.C.
2071, if she doesn’t have immunity for that order, she could, and
by definition should, be charged. Because ordering somebody else
to destroy something, as an attorney, well after there were sub-
poenas?in place that were very specific, that is clearly a willful act,
isn’t it?

Ms. JACKSON LEE. Mr. Chairman, would you yield?

Mr. Issa. Of course.

Ms. JACKSON LEE. Your line of questioning—well, first, let me
show my cards. I believe that Cheryl Mills has an impeccable char-
acter, as my line of questioning suggested that Director Comey and
his staff have impeccable character.

But, my good friend, there is immunity given—I don’t think this
applies to Ms. Mills, and I looked at the sections that you are
sﬁeakjng of—if you take local, criminal, and State actions, given to
the worst of characters for a variety of reasons. That was not the
reason given to Ms. Mills. I am sure that it is a lawyer that was
trying to be the most effective counsel to Ms. Mills as possible.

Mr. Issa. Well, reclaiming my time, the gentlelady’s point may
be true. I am only speaking to the Director based on things were
done that should not have been done. We now have evidence in
front of this Committee, in the record, of people destroying records
of activities as late as a few days ago.

So the fact that there still should be an open question, first of
all, as to could she be prosecuted, and if in fact the “they have told
me to destroy this,” under the exact same statute that included
David Petraeus, who was no longer on Active Duty, 18 U.S.C. 2071,
there is at least a case to be made.

Now, the problem we have is the lawyer negotiated a set of terms
which hopefully doesn’t mean that she gets a free pass even if she
willfully ordered the destruction of documents, which it does ap-
pear she did.
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And, look, my job is not to be judge, jury, or hangman. My job
is to look at wﬁat has been presented to us, ask the highest law
enforcement officer in the land to, in fact, look into it. Because it
does appear as though it is there.

Ms. JACKSON LEE. A brief yield, my good friend.

Mr. Issa. Of course.

Ms. JACKSON LEE. Certainly, we have an oversight responsibility
of the Director. I think he has been very forthright. But none of
the actions of destruction can be—I don’t think we have anything
in evidence that suggests that Ms. Mills contributed to the dic-
tating or directing——

Mr. Issa. Well, the gentlelady may not have been——

Ms. JACKSON LEE [continuing]. Any destruction.

Mr. IssA. The gentlelady may not have been here——

Ms. JACKSON LEE. So we can’t speculate here.

Mr. IssA. The gentlelady may not have been here at the time, but
the Director himself, when asked who would the “they” would have
been in that order to destroy, at least said it probably was or likely
could have been Cheryl Mills. We are not saying it is. What we are
saying is you have an immune witness.

Mr. GoODLATTE. The gentleman will suspend.

Mr. IssaA. Of course.

Mr. GOODLATTE. The purpose of this was to set the record
straight as to what the content of the document was. That has been
accomplished. And the debate will continue on——

Ms. JACKSON LEE. Thank you, Mr. Chairman.

Mr. GOODLATTE [continuing]. And continue on outside of this
hearing room.

Mr. IssA. And I would only——

Ms. JACKSON LEE. We can state; we cannot speculate. I yield—

Mr. Issa. And I would only ask the Director be able to review
those document at Justice and follow up with the Committee. It
would be very helpful to all of us.

I thank the Chairman.

Mr. GOODLATTE. The Director has answered in the affirmative
that he will do that.

Mr. CoMEY. Yes, we will follow up.

Mr. GooODLATTE. First of all, I want to thank Director Comey. We
didn’t make 4 hours and 40 minutes, but we did almost make 4
hours, and I know you have been generous with your time.

However, I will also say that I think a lot of the questions here
indicate a great deal of concern about the manner in which this in-
vestigation was conducted, how the conclusions were drawn, and
the close proximity to that and the meeting of the Attorney General
with former President Clinton on a tarmac. At the same time, she
then said, “Well, I am going fo recuse myself,” and then, shortly
after that, you took over and announced your conclusions in this
case, which are hotly disputed, as you can tell.

The Committee and the Oversight and Government Reform Com-
mittee have referred to the United States Attorney for the Eastern
District of—for the District of Columbia a referral based upon her
testimony before the Select Committee on Benghazi, suggesting
that your statement at your press conference and your testimony
before the Oversight and Government Reform Committee very
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clearly contradicted a number of statements she made under oath
before that Committee.

And 1 want to stress to you how important I think it is that we
made that referral for the purpose of making sure that no one is
above the law. And in many cases regarding investigations, it is
not just the underlying actions that are important, but they are the
efforts of people to cover those up through perjury, through ob-
struction of justice, through destruction of documents.

And so I would ask that this matter be taken very, very seriously
as you pursue whatever actions the Department chooses to take,
making sure that no one is.above the law.

Mr. CoMEY. Thank you, sir.

Mr. GOooDLATTE. With that, that concludes today’s hearing, and
I thank our distinguished witness for attending.

Without objection, all Members will have 5 legislative days to
submit additional written questions for the witness or additional
materials for the record.

And the hearing is adjourned.

[Whereupon, at 12:56 p.m., the Committee was adjourned.]
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Questions for the Record submitted to the Honorable James B. Comey,
Director, Federal Bureau of Investigation*
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Ty 1aouse of TRepreseniatioes ST
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;&&:&‘ﬁ COMMITTEE ON THE JUDICIARY Bt iiweban
E_:‘E;;!--' 2138 Raymuns House Ornce Buies
e RATELATE, T l‘\fm OC 20515-6218
DU TROTT, Mt
N, {207) 225-3551
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November 22 10[6

James Comey

Dmc!nr

Fedcral Bureau oflnvcsngulon
935 Pennsylvania Avenue, NW
Wuhingl.on. D.C. 20535-0001

Dear Director Comey,

The Ci ittee on the Judiciary held a hearing on oversight of the Federal Bureau of
Invéstigation on September 28, 2016 in room 2154 of the Raybumn House Office Building.
Thank you for your feslimony.

Qw:stmns for the n-cnrd have been subrnlllcd to the Commiltee within five legislative
days of the heanng. The questions addressed to you are attached. We will appreciate a full and
complete response, as théy will be included in'the official hearing record. v

Please submit your written answers by Fnduy, December 23, 2016 10 Alley Adcock at
alley.adcock@mail house goy or 2138 Rnybum House Office Building, Washingtan, DC, 20515.
If you have any further questions or concerns, please contact or at 202-225-3951.

Thank you again for your participation in the hearing.

Sincerely,

Enclosure

Note: The Committee did not receive a response from the witness at the time this hearing
record was finalized.
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Sabmitted by Re;

cfthe decls:on i-\ut to pmsncut: from DOJ o the FBI?
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In the FOI “Manual of Inve ive O inns'and Gui " section 1-2,a llmﬂbt-'f nfpolici:s

andpmdurcsm lw!um “for how the !-Blshould behave and conduc

igative Op

Specifically, section 1-2 (1) states: “The FBI is charged with the duty ofmvungalmg v-ohumns
of the laws of the United States and collective evidence in us-l:s n WIuch the United Sl-w:s isor
may-be a party in interest”. In addition, section 1-2 (3) states: “Rcsui:s of investigations are
furnished to United States Attorneys andfor Depastment of Justice,”

A)

B)

9

During my review: I found oo section in this manual that permits or directs the FBI
19 publically state that the facts they investigated were not sufficient to warrant
prosecution, in fact the mnial clearly indicates thai these facts shnuld be urned
m'-cr 1o cither n US Attorncy or the DOJ when there is sufl‘mcm ev.du.m Ilm a
mn-e oonzrmt You stated in your publnc staicmient thit “thére is ﬂl’ldcmc of

| violations of the statuies negandin, '.I]lehandllng of elassificd ml'm'm.'rilun
Spec:ﬁc'd[y. in spite of your own admissioa that liere was‘evidence ofa crime, u‘hy
did you veer from Fil ]?I'Oﬂ-'dllm and make a public statement that no prosecution
was warrnnted?
Why did you go  outside the scope of the FBI's procedures ind vnilateratly dc:l-un:
thar mm: should be no pmmnm"
whullegnlawtdarddndyouuscln ermine that “no reasonable pro: would
bring such o case™?
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Department of Justice

§49.1 Purpose.

The regulations in this part are
issued in compliance with the require-
ments imposed by the provisions of sec-
tion 4(c) of the Antitrust Civil Process
Act, as amended (15 U.8.C. 1313(c)). The
terms used in this part shall be deemed
to have the same meaning as similar
terms used in that Act.

§49.2 Duties of custodian.

(a) Upon taking physical possession
of documentary material, answers to
interrogatories, or transcripts of oral
testimony delivered pursuant to a civil
investigative demand issued under sec-
tion 3(a) of the Act, the antitrust docu-
ment custodian designated pursuant to
section 4(a) of the Act (subject to the
general supervision of the Assistant
Attorney General in charge of the
Antitrust Division), shall, unless other-
wise directed by a court of competent
jurisdiction, select, from time to time,
from among such documentary mate-
rial, answers to interrogatories or
transcripts of oral testimony, the docu-
mentary material, answers to interrog-
atories or transcripts of oral testimony
the copying of which the custodian
deems necessary or appropriate for the
official use of the Department of Jus-
tice, and shall determine, from time to
time, the number of copies of any such
documentary material, answers to in-
terrogatories or transcripts of oral tes-
timony that are to be reproduced pur-
suant to the Act.

(b) Copies of documentary material,
answers to interrogatories, or tran-
scripts of oral testimony in the phys-
ical possession of the custodian pursuo-
ant to a civil investigative demand
may be reprodaced by or under the au-
thority of any officer, employee, or
agent of the Department of Justice des-
ignated by the custodian. Documentary
material for which a civil investigative
demand has been issued but which 1s
still in the physical possession of the
person upon whom the demand has
been served may, by agreement be-
tween such person and the custodian,
be r;eproduced by such person, in which
case the custodian may require that
the copies so produced be duly certified

Pt. 50

as true copies of the original of the ma-
terial involved.

(60 FR 44277, Aug. 25, 1995; 60 FR 61290, Nov.
29, 1985)

§49.3 Examination of the material.

Documentary material, answers to
interrogatories, or transcripts of oral
testimony produced pursuant to the
Act, while in the custody of the custo-
dian, shall be for the official use of offi-
cers, employees, and agents of the De-
partment of Justice in accordance with
the Act. Upon reasonable notice to the
custodian—

(a) Such documentary material or
answers to interrogatories shall be
made avalilable for examination by the
person who produced such documen-
tary material or answers to interrog-
atories, or by any duly authorized rep-
resentative of such person; and

(b) Such transcripts of oral testi-
mony shall be made available for ex-
amination by the person who produced
such testimony, or by such person’s
counsel, during regular office hours es-
tablished for the Department of Jus-
tice. Examination of such documentary
material, answers to interrogatories,
or transcripts of oral testimony at
other times may be authorized by the
Assistant Attorney General or the cus-
todian.

(60 FR 44277, Aug. 25, 1995; 60 FR 61250, Nov.

- 29, 1995)
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§49.4 Deputy custodians.

Deputy custodians may perform such
of the duties assigned to the custodian
as may be authorized or required by
the Assistant Attorney General.

PART 50—STATEMENTS OF POLICY

Sec.

50.2 Release of information by personnel of
the Department of Justice relating to
criminal and civil proceedings.

50.3 Guidelines for the enforcement of title
VI, Civil Rights Act of 1964.

50.5 Notification of Consular Officers upon
the arrest of forelgn nationals.

50.6 Antitrust Division business review pro-
cedure.

50.7 Consent judgments in actions to enjoin
discharges of pollutants. |

50.8 ([Reserved] |

50.9 Policy with regard to open judicial pro-
ceedings.
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§50.2

50.10 Policy regarding obtaining informa-
tion from, or records of, members of the
news media, and regarding questioning,
arresting, or charging members of the

news media.

50.12 Exchange of FBI Identification
records.

50.14 Guidelines on employee selection pro-
cedures,

50.15 Representation of Federal officials and
employees by Department of Justice at-
torneys or by private counsel furnished
by the Department in civil, criminal, and
congressional proceedings in which Fed-
eral employees are sued, subpoenaed, or
charged in their individual capacities.

§50.16 Representation of Federal employees
by private counsel at Federal expense.

50.17 Er parte communications in informal
rulemaking proceedings.

50.18 [Reserved]

50.19 Procedures to be followed by govern-
ment attorneys prior to filing recusal or
disqualification motions.

50.20 Participation by the United States in
court-annexed arbitration.

50.21 Procedures governing the destruction
of contraband drug evidence in the cus-
tody of Federal law enforcement authori-
ties.

50.22 Young American Medals Program.

50.23 Policy againat entering into final set-
tlement agreements or consent decree
that are subject to confidentiality provi-
sions and against seeking or concurring
in the sealing of such documents.

50.24 Annuity broker minimum qualifica-
tions.

50.25 Assumption of concurrent Federal
criminal jurisdiction in certain areas of
Indian country.

AUTHORITY: 5 U.S.C. 801; 18 U.S.C. 1162; 28
U.S.C. 509, 510, 516, and 519; 42 U.S.C. 1921 et
seq., 1973¢; and Pub. L. 107-273, 116 Stat. 1758,
1824.

§50.2 Release of information by per-
sonnel of the artment of !ustlce
relating to cri and civil pro-
ceedings.

28 CFR Ch. | (7-1-16 Edition)

ministration of the law. The task of
striking a fair balance between the pro-
tection of individuals accused of crime
or involved in civil proceedings with
the Government and public under-
standings of the problems of control-
ling crime and administering govern-
ment depends largely on the exercise of
sound judgment by those responsible
for administering the law and by rep-
resentatives of the press and other
media.

(3) Inasmuch as the Department of
Justice has generally fulfilled its re-
sponsibilities with awareness and un-
derstanding of the competing needs in
this area, this statement, to a consid-
erable extent, reflects and formalizes
the standards to which representatives
of the Department have adhered in the
past. Nonetheless, it will be helpful in
ensuring uniformity of practice to set
forth the following guidelines for all
personnel of the Department of Jus-
tice.

(4) Because of the difficulty and im-
portance of the questions they raise, it
is felt that some portions of the mat-
ters covered by this statement, such as
the authorization to make avallable
Federal conviction records and a de-
scription of items seized at the time of
arrest, should be the subject of con-
tinuing review and consideration by
the Department on the basis of experi-

. ence and suggestions from those within

(a) General. (1) The availability to -

news media of information in criminal
and civil cases is a matter which has
become increasingly a subject of con-
cern in the administration of justice.
The purpose of this statement is to for-
mulate specific guidelines for the re-
lease of such information by personnel
of the Department of Justice.

(2) While the release of information
for the purpose of influencing a trial is,
of course, always improper, there are
valid reasons for making available to
the public information about the ad-

34

and outside the Department.

(b) Guidelines to criminal actions. (1)
These guidelines shall apply to the re-
lease of information to news media
from the time a person is the subject of
a criminal investigation until any pro-
ceeding resulting from such an inves-
tigation has been terminated by trial
or otherwise.

(2) At no time shall personnel of the
Department of Justice furnish any
statement or information for the pur-
pose of influencing the outcome of a
defendant’s trial, nor shall personnel of
the Department furnish any statement
or information, which could reasonably
be expected to be disseminated by
means of public communication, if
such a statement or information may
reasonably be expected to influence the
outcome of a pending or future trial.

. (3) Personnel of the Department of
Justice, subject to specific limitations
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imposed by law or court rule or order,
may make public the following infor-
mation:

(i) The defendant's name, age, resi-
dence, employment, marital status,
and similar background information.

(ii) The substance or text of the
charge, such as a complaint, indict-
ment, or information.

(iii) The identity of the investigating
and/or arresting agency and the length
or scope of an investigation.

(iv) The circumstances immediately

surrounding an arrest, including the
time and place of arrest, resistance,
pursuit, possession and use of weapons,
and a description of physical items
seized at the time of arrest.
Disclosures should include only incon-
trovertible, factual matters, and
should not include subjective observa-
tions. In addition, where background
information or information relating to
the circumstances of an arrest or in-
vestigation would be highly prejudicial
or where the release thersof would
serve no law enforcement function,
such information should not be made
public.

(4) Personnel of the Department shall
not disseminate any information con-
cerning a defendant’'s prior criminal
record.

(5) Because of the particular danger
of projudice rosulting from statements
in the period approaching and during
trial, they ought strenuously to be
avoided during that period. Any such
statement or release shall be made
only on the infroquent oooasion whecn
circumstances absolutely demand a
disclosure of information and shall in-
clude only information which is clearly
.not prejudicial.

(6) The release of certain types of in-
formation generally temds to create
dangers of prejudice without serving a
significant law enforcement function.
Therefore, personnel of the Department
chould refrain from making available
the following:

(i) Observations about a defendant’s
character.

(ii) Statements, admissions, confes-
sions, or alibis attributable to a de-
fendant, or the refusal or failure of the
accused to make a statement.

(iii) Reference to investigative proce-
dures such as fingerprints, polygraph

§50.2

examinations, ballistic tests, or labora-
tory tests, or to the refusal by the de-
fendant to submit to such tests or ex-
aminations.

(lv) Statements concerning the iden-
tity, testimony, or credibility of pro-
spective witnesses.

(v) Statements concerning evidence
or argument in the case, whether or
not it is anticipated that such evidence
or argument will be used at trial.

(vi) Any opinion as to the accused’'s
guilt, or the possibility of a plea of
guilty to the offense charged, or the
possibility of a plea to a lesser offense.

(7) Personnel of the Department of
Justice should take no action to en-
courage or assist news media in
photographing or televising a defend-
ant or accused person being held or
transported in Federal custody. De-
partmental representatives should not
make available photographs of a de-
fendant unless a law enforcement func-
tion is served thereby.

(8) This statement of policy is not in-
tended to restrict the release of infor-
mation concerning a defendant who is
a fugitive from justice.

(9) Since the purpose of this state-
ment is to set forth generally applica-
ble guidelines, there will, of course, be
situations in which it will limit the re-
lease of information which would not
be prejudioial under the partioular cir
cumstances. If a representative of the
Department believes that in the inter-
est of the fair administration of justice
and the law enforcement process infor-
mation boyond theoo guidclines chould
be released, in a particular case, he
shall request the permission of the At-
torney General or the Deputy Attorney
General to do so.

(¢) Guidelines to civil actions. Per-
sonnel of the Department of Justice as-
sociated with a civil action shall not
during its investigation or litigation
make or participate in making an
oxtrajudicial ctatoment, other than a
quotation from or reference to public
records, which a reasonable person

“would expect to be disseminated by

35

means of public communication if
there is a reasonable likelihood that
such dissemination will interfere with
a fair|trial and which relates to:

(1) Evidence regarding the occurrence
or transaction involved.

FBI 18-cv-01766-26¢



§50.3

(2) The character, credibility, or
criminal records of a party, witness, or
prospective witness.

(3) The performance or results of any
examinations or tests or the refusal or
failure of a party to submit to such.

(4) An opinion as to the merits of the
claims or defonsoc of a party, excopt as
required by law or administrative rule.

(5) Any other matter reasonably like-
ly to interfere with a fair trial of the
action.

(Order No. 469-71, 36 FR 21028, Nov. 8, 1971, as
amended by Order Nu. 602-75, 40 FRR 22118,
May 20, 1975]

§50.3 Guidelines for the enforcement
of title VI, Civil Rights Act of 1964.

(a) Where the heads of agencies hav-
ing responsibilities under title VI of
the Civil Rights Act of 1964 conclude
there is noncompliance with regula-
tions issued under that title, several
alternative courses of action are open.
In each case, the objective should be to
secure prompt and full compliance so
that needed Federal assistance may
commence or continue.

(b) Primary rocponoibility for prompt
and vigorous enforcement of title VI
rests with the head of each department
and agency administering programs of
Federal financial assistance. Title VI
itself and relevant Presidential direc-
tives preserve in each agency the au-
thority and thc duty to select, from
among the available sanctions, the
methods best designed to secure com-
pliance in individual cases. The deci-
sion to terminate or refuse assistance
is to be made by the agency head or his
designated representative.

(c) This statement is intended to pro-
vide procedural guidance to the respon-
sible department and agency officials
in exercising their statutory discretion
and in selecting, for each noncompli-
ance situation, a course of action that
fully conforms to tho lotter and spirit
of cootion 602 of the Aot and to the im
plementing regulations promulgated
thereunder.

1. ALTERNATIVE COURSES OF ACTION
A. ULTIMATE SANCTIONS

The ultimate sanctions under title VI are
the rofusal to grant an application for acsict-
ance and the termination of assistance being
renderod. Beforo theso eanotions may be in-

36
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voked, the Act requires completion of the
procedures called for by section 602. That
section require the department or agency
concerned (1) to determine that compliance
cannot be secured by voluntary means, (2) to
consider alternative courses of action con-
sistent with achievement of the objectives of
the statutes authorizing the particular fi-
nancial assiotanoco, (3) to afford tho applicant
an opportunity for a hearing, and (4) to com-
plete the other procedural steps outlined in
section 602, including notification to the ap-
propriate committees of the Congress.

In some instances, as outlined below, it ls
legally permissible temporarily to defer ac-
tion on an application for aocoiotanco, pond
ing initiation and completion of section 602
procedures—including attempts to secure
voluntary compliance with title VI. Nor-
mally, this course of action is appropriate
only with respect to applications for noncon-
tinuing assistance or initial applications for
programs of continuing assistance. It is not
available where Federal financial assistance
is due and payable pursuant to a previously
approved application.

Whenever action upon an application is de-
ferred pending the outcome of a hearing and
subsequent section 602 procedures, the ef-
forts to secure voluntary compliance and the
hearing and such subsequent procedures, if
found necessary, should be conducted with-
out dolay and comploted ao coon as pocolble,

B. AVAILABLE ALTERNATIVES

1. Court Enforcement

Compliance with the nondiscrimination
mandate of title VI may often be obtained
more promptly by appropriate court action
than by hcarings and termination of agolot-
ance. Possibilities of judicial enforcement
include (1) a suit to obtain specific enforce-
ment of assurances, covenants running with
federally provided property, statements or
compliance or desegregation plans filed pur-
suant to agoncy rcgulations, (2) o ouit to on-
force compliance with other titles of the 1964

Act, other Civil Rights Acts, or constitu-

tional or statutory provisions requiring non-
discrimination, and (3) initiation of, or inter-
ventlon or other participation in, a suit for
other relief designed to secure compliance.

The possibility of court enforcement
should not be rejected without consulting
Lue Departinent of Justice. Ouce litigalivn
has been begun, the affoctod agonoy chould
consult with the Department of Justice be-
fore taking any further action with respect
to the noncomplying party.

2. Administrative Action

A number of effective alternative courses
not involving litigation may also be avail-
able in many cagos. Theco poosibilitics in-

clude (1) consulting with or seeking assist-
anoce from other Foderal agencies (such ae
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the Contract Compliance Division of the De-
partment of Labor) having authority to en-
force nondiscrimination requirements; (2)
consulting with or seeking assistance from
State or local agencies having such author-
ity; (3) bypassing a recalcitrant central agen-
cy applicant in order to obtain assurances
from, or to grant assistance to complying
local agencies; and (4) bypassing all recal-
citrant non-Federal agencies and providing
assistance directly to the complying ulti-
mate beneficiaries, The possibility of uti-
lizing such administrative alternatives
should be considered at all stages of enforce-
ment and used as appropriate or feasible.

C. INDUCING VOLUNTARY COMPLIANCE

Title VI requires that a concerted effort be
made to persuade any noncomplying appli-
cant or recipient voluntarily to comply with
title VI. Efforts to secure voluntary compli-
ance should be undertaken at the outset in
every noncompliance situation and should be
pursued through each stage of enforcement
action. 8imilarly, where an applicant fails to
file an adequate assurance or apparently
breaches its terms, notice should be prompt-
ly given of the nature of the noncompliance
problem and of the possible consequences
thereof, and an immediate effort made to se-
cure voluntary compliance.

1I. PROCEDURES

A. NEW APPLICATIONS

The following procedures are designed to
apply in cases of noncompliance involving
applications for one-time or noncontinuing
assistance and initial applications for new or
existing programs of continuing assistance.

1. Where the Requisite Assurance Has Not Been
Filed or Is Inadequate on Its Face.

Where the assurance, statement of compli-
ance or plan of desegregation required by
agency regulations has not been flled or
where, in the judgment of the head of the
agency in question, the filed assurance fails
on its face to satisfy the regulations, the
agency head should defer action on the appli-
cation pending prompt initiation and com-
pletion of section 602 procedures. The appli-
cant should be notified immediately and at-
tempts made to eecuro voluntary compli-
ance, If such efforts fail, the applicant
should promptly be offered a hearing for the
purpose of determining whether an adequate
assurance has in fact been flled.

If it is found that an adequate assurance
has not been filed, and if administrative al-
ternatives are ineffective or inappropriate,
and court enforcement is not feasible, sec-
tion 602 procedures may be oomplet.ed and as-
sistance finally refused.

2 Where it dppears that the Ficld Assurance Ie
Untrue or Is Not Being Honored.

§503

Where an otherwise adequate assurance,
statement of compliance, or plan has been
filed in connection with an application for
assistance, but prior to completion of action
on the application the head of the agency in

- question has reasonable grounds, based on a
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substantiated complaint, the agency's own
investigation, or otherwise, to believe that
the representations as to compliance are in
some material respect untrue or are not
being honored, the agency head may defer
action on the application pending prompt
initiation and completion of section 602 pro-
cedures. The applicant should be notified im-
mediately and attempts made to secure vol-
untary compliance. If such efforta fail and
court enforcement is determined to be inef-
fective or inadequate, a hearing should be
promptly initiated to determine whether, in
fact, there is noncompliance.

If noncompliance is found, and il‘ adminis-
trative alternatives are ineffective or inap-
propriate and court enforcement ia still not
feasible, section 602 procedures may be com-
pleted and assistance finally refused.

The above-described deferral and related
compliance procedures would normally be
appropriate in cases of an application for
noncontinuing assistance, In the case of an
initial application for a new or existing pro-
gram of continuing assistance, deferral
would often be less appropriate because of
the opportunity to secure full compliance
during the life of the assistance program. In
those cases in which the agency does not
defer action on the application, the appli-
cant should be given prompt notice of the as-
serted noncompliance; funds should be paid
out for short periods only, with no long-term
commitment of assistance given; and the ap-
plicant advised that acceptance of the funds
carries an enforceable gbligation of non-
discrimination and the risk of invocation of
severe sanctions, if noncompliance in fact is
found.

B. REQUESTS FOR CONTINUATION OR RENEWAL
OF ASSISTANCE

The following procedures are designed to
apply in cases of noncompliance involving
all submissions seeking continuation or re-
nowal under programso of continuing aasist-
ance.

In cases in which commitments for Federal
financial assistance have been made prior to
the effective date of title VI regulations and
funds have not been fully disbursed, or in
which there is provision for future periodic
payments to continue the program or activ-
ity for which a present recipient has pre-
viously applied and quallfied, or In which as-
sistance is given without formal application
purcunnt to statutory dirootion or authoriza
tion, the responsible agency may nonetheless
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require an assurance, statement of compli-
ance, or plan in connection with disburse-
ment or further funds. However, once a par-
ticular program grant or loan has been made
or an application for a certain type of assist-
ance for a specific or indefinite period has
been approvod, no funds duo and payablo pur-
suant to that grant, loan, or application,
may normally be deferred or withheld with-
out first completing the procedures pre-
scribed in section 602.

Accordingly, where the assurance, state-
ment of compliance, or plan required by
agency regulations has not been filed or
where, In the judgment of the head of the
agency In guestion, the filed assurance fails
on its face to satisfy the regulations, or
there is reasonable cause to believe it untrue
or not being honored, the agency head
should, if efforts to secure voluntary compli-
ance are unsuccessful, promptly institute a
hearing to determine whether an adequate
assurance has in fact been filed, or whether,
in fact, there is noncompliance, as the case
may be. There should ordinarily be no defer-
ral of action on the submission or with-
holding of funds in this class of cases, al-
though the limitation of the payout of funds
to short periods may appropriately be or-
dered. If noncompliance is found, and if ad-
ministrative alternatives are ineffective or
inappropriate and court enforcement is not
feanible, section 602 proocodurce may be com
pleted and assistance terminated.

C. SHORT-TERM PROGRAMS

Special procedurss may sometimes be re-
quired where there is noncompliance with
title VI regulations in connection with a pro-
gram of such short total duration that all as-
sistance funds will have to be paid out before
the agency’s usual administrative procedures
can be completed and where deferral in ac-
cordance with these guidelines would be tan-
tamount to a final refusal to grant assist-
ance.

In such a case, the agency head may, al-
though otherwise following these guidelines,
suspend normal agency procedures and insti-
tute expedited administrative proceedings to
determine whether the regulations have been
violated. He should simultaneously refer the
matter to the Department of Justice for con-
sideration of possible court enforcement, in-
cluding interim injunctive relief. Deferral of
action on an application o appropriato, in
accordance with these guidelines, for a rea-
sonable period of time, provided such action
is consistent with achievement of the objec-
tives of the statute authorizing the financial
assistance in connection with the action
taken. As in other cases, where noncompli-
ance is found in the hearing proceeding, and
if administrative alternatives are ineffective
or inappropriate and court enforcement is

28 CFR Ch. | (7-1-16 Edition)

not feasible, section 602 procedures may be
completed and assistance finally refused.

ITI. PROCEDURES IN CASES OF SUBGRANTEES

In situations in which applications for Fed-
eral assistance are approved by some agency
othor than tho Federal granting agency, the
same rules and procedures would apply.
Thus, the Federal Agency should instruct
the approving agency—typically a State
agency—to defer approval or refuse to grant
funds, in individual cases in which such ac-
tion would be taken by the original granting
agency itself under the above procedures.
Provision should be made for appropriate no-
tice of such action to the Federal agency
which retains responsibility for compliance
with section 602 procedures.

IV. EXCEPTIONAL CIRCUMSTANCES

The Attorney General should be consulted
in individual cases in which the head of an
agency believes that the objectives of title
VI will be best achieved by proceeding other
than as provided in these guidelines.

V. COORDINATION

While primary responsibility for enforce-
ment of title VI rests directly with the head
of each agency, in order to assure coordina-
tion of title VI enforcement and consistency
among agencies, the Department of Justice
should be notified in advance of applications
on which action is to be deferred, hearings to
be scheduled, and refusals and terminations
of assistance or other enforcement actions or
procedures to be undertaken. The Depart-
ment also should be kept advised of the
progress and results of hearings and other
enforcement actions.

[31 FR 5292, Apr. 2, 1966]

§50.6 Notification of Consular Officers
u the arrest of foreign nation-
ng.

(a) This statement is designed to es-
tablish a uniform procedure for con-
sular notification where nationals of
forelgn countries are arrested by offi-
cers of this Department on charges of
criminal violations. It conforms to
practice under international law and in
particular implements obligations un-
dertaken by the United States pursu-
ant to treatioo with roepect to the ar-
rest and detention of foreign nationals.
Some of the treaties obligate the
United States to notify the consular of-
ficer only upon the demand or request
of the arrested foreign national. On the
other hand, some of the treaties re-
quire notifying the consul of the arrest
of a foreign national whether or not
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the arrested person requests such noti-
fication.

(1) In every case in which a foreign
national is arrested the arresting offi-
cer shall inform the foreign national
that his consul will be advised of his
arrest unless he does not wish such no-
tification to be given. If the foreign na-
tional does not wish to have his consul
notified, the arresting officer shall also
inform him that in the event there is a
treaty in force between the United
States and his country which requires
such notification, his consul must be
notified regardless of his wishes and, if
such is the case, he will be advised of
such notification by the U.S. Attorney.

(2) In all cases (including those where
the foreign national has stated that he
does not wish his consul to be notified)
the local office of the Federal Bureau
of Investigation or the local Marshal's
office, as the case may be, shall inform
the nearest U.S. Attorney of the arrest
and of the arrested person’'s wishes re-
garding consular notification.

(3) The U.S. Attorney shall then no-
tify the appropriate consul except
where he has been informed that the
foreign national does not desire such
notification to be made. However, if
there is a treaty provision in effect
which requires notification of consul,
without reference to a demand or re-
quest of the arrested national, the con-
sul shall be notified even if the ar-
rested person has asked that he not be
notified. In such case, the U.S. Attor-
ney shall advise the foreign national
that his consul has been notified and
inform him that notification was nec-
essary because of the treaty obligation.

(b) The procedure prescribed by this
statement shall not apply to cases in-
volving arrests made by the Immigra-
tion and Naturalization Service in ad-
ministrative expulsion or exclusion
proceedings, since that Service has
heretofore established procedures for
the direct notification of the appro-
priate consular officer upon such ar-
rest. With respect to arrests made by
the Service for violations of the crimi-
nal provisions of the immigration laws,
the U.S. Marshal, upon delivery of the
foreign national into his custody, shall
be responsible for informing the U.S.
Attorney of the arrest in accordance
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with numbered paragraph 2 of this
statement. :

[Order No. 375-67, 32 FR 1040, Jan. 28, 1967]

§50.86 Antitrust Division business re-
view procedure.

Although the Department of Justice
is not authorized to give advisory opin-
ions to private parties, for several dec-
ades the Antitrust Division has been
willing in certain circumstances to re-
view proposed business conduct and
state its enforcement -intentions. This
originated with a ‘‘railroad release”
procedure under which the Division
would forego the initiation of criminal
antitrust proceedings. The procedure
was subsequently expanded to encom-
pass a ‘‘merger clearance'’ procedure
under which the Division would state
its present enforcement intention with
respect to a merger or acquisition; and
the Department issued a written state-
ment entitled ““Business Review Proce-
dure.” That statement has been revised
several times.

1. A request for a business review letter

must be submitted in writing to the Assist-
ant Attorney General, Antitrust Division,
Department of Justice, Washington, DC
20530,
2. The Division will consider only requests
with respect to proposed business conduct,
which may involve either domestic or for-
elgn commerce.

3. The Division may, in its discretion,
refuse to consider a request.

4, A business review letter shall have no
application to any party which does not join
in the request therefor,

5. The requesting parties are under an af-
firmative obligation to make full and true
disclosure with respect to the business con-
duct for which review 18 requested. Each re-
quest must be accompanied by all relevant
data 1including background information,
complete copies of all operative documents
and detailed statements of all collateral oral
understandings, if any. All parties request-
ing the review letter must provide the Divi-
sion with whatever additional Information or
documents the Division may thereafter re-
quest in order to review the matter. Such ad-
ditional information, if furnished orally,
shall be promptly confirmed in writing. In
connection with any request for review the
Division will also conduct whatever inde-
pendent investigation it believes is appro-
priate.

6. No oral clearance, release or other state-
ment purporting to bind the enforcement
discretion of the Division may be given. The
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requesting party may rely upon only a writ-
ten business review letter signed by the As-
sistant Attormey General in charge of the
Antitrust Division or his delegate.

7. (a) If the business conduct for which re-
view is requested is subject to approval by a
regulatory agency, a review request may be
considered before agency approval has been
obtalned only where it appears that excep-
tional and unnecessary burdens might other-
wise be imposed on the party or parties re-
questing review, or where the agency specifi-
cally requests that a party or parties request
review. However, any business review letter
issued in these as In any other circumstances
will state only the Department’'s present en-
forcement intentions under the antitrust
laws. It shall in no way be taken to indicate
the Department’s views on the legal or fac-
tual 1ssues that may be raised before the reg-
ulatory agency, or in an appeal from the reg-
ulatory agency's decision. In particular, the
issuance of such a letter is not to be rep-
resented to mean that the Division believes
that there are no anticompetitive con-
sequences warranting agency consideration.

(b) The submission of a request for a busi-
ness review, or its pendency, shall in no way
alter any responsibility of any party to com-
ply with the Premerger Notification provi-
sions of the Antitrust Improvements Act of
1976, 15 U.S.C. 18A, and the regulations pro-
mulgated thereunder, 16 CFR, part 801.

8. After review of a request submitted here-
under the Division may: state its present en-
forcement intention with respect to the pro-
posed business conduct; decline to pass on
the request; or take such other position or
action as it considers appropriate.

9. A business review letter states only the
enforcement intention of the Division as of
the date of the letter, and the Division re-
mains completely free to bring whatever ac-
tion or proceeding it subsequently comes to
believe is required by the public interest. As
to a stated present intention not to bring an
action, however, the Division has never exer-
cised its right to bring a criminal action
where there has been full and true disclosure
at the time of presenting the request.

10. (a) Simultaneously upon notifying the
requesting party of and Division action de-
scribed in paragraph 8, the business review
request, and the Division's letter in response
shall be indexed and placed in a file available
to the public upon request.

(b) On that date or within thirty days after
the date upon which the Division takes any
action as described in paragraph 8, the infor-
mation supplied to support the business re-
view request and any other information sup-
plied by the requesting party in connection
with the transaction that is the subject of
the business review request, shall be indexed
and placed in a file with the request and the
Division’s letter, available to the public
upon request. This file shall remaln open for
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one year, after which time it shall be closed
and the documents either returned to the re-
questing party or otherwise disposed of, at
the discretion of the Antitrust Division.

(c) Prior to the time the information de-
scribed in subparagraphs (a2) and (b) is in-
dexed and made publicly available in accord-
ance with the terms of that subparagraph,
the requesting party may ask the Division to
delay making public some or all of such in-
formation. However the requesting party
must: (1) Specify precisely the documents or
parta thereof that he asks not be made pub-
lic; (2) state the minimum period of time
during which nondisclosure is considered
necessary; and (3) justify the request for non-
disclosure, both as to content and time, by
showing good cause therefor, including a
showing that disclosure would have a detri-
mental effect upon the requesting party's op-
erations or relationships with actual or po-
tential customers, employees, suppliers (in-
cluding suppliers of credit), stockholders, or
competitors. The Department of Justice, in
its discretion, shall make the final deter-
mination as to whether good cause for non-
disclosure has been shown.

(d) Nothing contained in subparagraphs (a),
(b) and (c) shall limit the Division’s right, in
its discretion, to issue a press release de-
scribing generally the identity of the re-
questing party or parties and the nature of
action taken by the Division upon the re-
quest.

(e) This paragraph reflects a pollcy deter-
mination by the Justice Department and is
subject to any limitations on public disclo-
sure arising from statutory restrictions, Ex-
ecutive Order, or the national interest.

11. Any requesting party may withdraw a
request for review at any time. The Division
remains free, however, to submit such com-
ments to such requesting party as it deems
appropriate. Failure to take action after re-
ceipt of documents or information whether
submitted pursuant to this procedure or oth-
erwise, does not in any way limit or stop the
Division from taking such action at such
time thereafter as it deems appropriate. The
Divislon reserves the right to retain docu-
ments submitted to it under this procedure
or otherwise and to use them for all govern-
mental purposes,

{42 FR 11831, Mar. 1, 1977)

§50.7 Consent judgments in actions to
enjoin discharges of pollutants.

(a) It is hereby established as the pol-
icy of the Department of Justice to
consent to a proposed judgment in an
action to enjoin discharges of pollut-
ants into the environment only after or
on condition that an opportunity is af-
forded persons (natural or corporate)
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who are not named as parties to the ac-
tion to comment on the proposed judg-
ment prior to its entry by the court.

(b) To effectuate this policy, each
proposed judgment which is within the
scope of paragraph (a) of this section
shall be lodged with the court as early
as feasible but at least 30 days before
the judgment is entered by the court.
Prior to entry of the judgment, or
some earlier specified date, the Depart-
ment of Justice will receive and con-
sider, and file with the court, any writ-
ten comments, views or allegations re-
lating to the proposed judgment. The
Department shall reserve the right (1)
to withdraw or withhold its consent to
the proposed judgment if the com-
ments, views and allegations con-
cerning the judgment disclose facts or
considerations which indicate that the
proposed judgment is inappropriate,
improper or inadequate and (2) to op-
pose an attempt by any person to in-
tervene in the action.

(c) The Assistant Attorney General
in charge of the Land and Natural Re-
sources Division may establish proce-
dures for implementing this policy.
Where it is clear that the public inter-
est in the policy hereby established is
not compromised, the Assistant Attor-
ney General may permit an exception
to this policy in a specific case where
extraordinary circamstances require a
period shorter than 30 days or a proce-
dure other than stated herein.

[Order No. 529-73, 38 FR 19029, July 17, 1973)
§50.8 [Reserved]

§50.9 Policy with regard to open judi-
cial proceedings.

Because of the vital public interest in
open judicial proceedings, the Govern-
ment has a general overriding affirma-
tive duty to oppose their closure. There
is, moreover, a strong presumption
against closing proceedings or portions
thereof, and the Department of Justice
foresees very few cases in which clo-
sure would be warranted. The Govern-
ment should take a position on any
motion to close a judicial proceeding,
and should ordinarily oppose closure; it
should move for or consent to closed
proceedings only when closure is plain-
ly essential to the interests of justice.
In furtherance of the Department’'s
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concern for the right of the public to
attend judicial proceedings and the De-
partment’s obligation to the fair ad-
ministration of justice, the following
guidelines shall be adhered to by all at-
torneys for the United States.

(a) These guidelines apply to all fed-
eral trials, pre- and post-trial evi-
dentiary proceedings, arraignments,
bond hearings, plea proceedings, sen-
tencing proceedings, or portions there-
of, except as indicated in paragraph (e)
of this section.

(b) A Government attorney has a
compelling duty to protect the societal
interest in open proceedings.

(c) A Government attorney shall not
move for or consent to closure of a pro-
ceeding covered by these guidelines un-
less:

(1) No reasonable alternative exists
for protecting the interests at stake;

(2) Closure is clearly likely to pre-
vent the harm sought to be avoided;

(3) The degree of closure is mini-
mized to the greatest extent possible;

(4) The public is given adequate no-
tice of the proposed closure; and, in ad-
dition, the motion for closure is made
on the record, except where the disclo-
sure of the details of the motion papers
would clearly defeat the reason for clo-
sure specified under paragraph (c)(6) of
this section;

(5) Transcripts of the closed pro-
ceedings will be unsealed as soon as the
interests requiring closure no longer
obtain; and

(6) Failure to close the proceedings
will produce;

(1) A substantial likelihood of denial
of the right of any person to a fair
trial; or

(ii) A substantial likelihood of immi-
nent danger to the safety of parties,
witnesses, or other persons; or

(ii1) A substantial likelihood that on-
going investigations will be seriously
jeopardized.

(d) A government attorney shall not
move for or consent to the closure of
any proceeding, civil or criminal, ex-
cept with the express authorization of:

(1) The Deputy Attorney General, or,

(2) The Associate Attorney General,
if the Division seeking authorization is
under the supervision of the Associate
Attorney General.

(e) These guidelines do not apply to:
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(1) The closure of part of a judicial
proceeding where necessary to protect
national security information or classi-
fied documents; or

(2) In camera inspection, consider-
ation or sealing of documents, includ-
ing documents provided to the Govern-
ment under a promise of confiden-
tiality, where permitted by statute,
rule of evidence or privilege; or

(3) Grand jury proceedings or pro-
ceedings ancillary thereto,; or

(4) Conferences traditionally held at
the bench or in chambers during the
course of an open proceeding; or

(5) The closure of judicial pro-
ceedings pursuant to 18 U.S.C. 3509 (d)
and (e) for the protection of child vic-
tims or child witnesses.

(f) Because of the vital public inter-
est in open judicial proceedings, the
records of any proceeding closed pursu-
ant to this section, and still sealed 60
days after termination of the pro-
ceeding, shall be reviewed to determine
if the reasons for closure are still appli-
cable. If they are not, an appropriate
motion will be made to have the
records unsealed. If the reasons for clo-
sure are still applicable after 60 days,
this review is to be repeated every 60
days until such time as the records are
unsealed. Compliance with this section
will be monitored by the Criminal Di-
vision.

(g) The principles set forth in this
section are intended to provide guid-
ance to attorneys for the Government
and are not intended to create or rec-
ognize any legally enforceable right in
any person.

[Order No. 914-80, 45 FR 69214, Oct. 20, 1980, as
amended by Order No. 1031-83, 48 FR 49509,
Oct. 26, 1983; Order No. 111585, 50 FR 51677,
Dec. 19, 1985; Order No. 1507-91, 56 FR 32327,
July 16, 1991]

§50.10 Policy regarding obtaining in-
formation from, or records of, mem-
bers of the news media; and regard
ing questioning, arresting, or charg-
ing members of the news media.

(a) Statement of principles. (1) Because
freedom of the press can be no broader
than the freedom of members of the
news media to investigate and report
the news, the Department’s policy is
intended to provide protection to mem-
bers of the news media from certain
law enforcement tools, whether crimi-
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nal or civil, that might unreasonably
impair newsgathering activities. The
policy is not intended to extend special
protections to members of the news
media who are subjects or targets of
criminal investigations for conduct not
based on, or within the scope of,
newsgathering activities.

(2) In determining whether to seek
information from, or records of, mem-
bers of the news media, the approach in
every instance must be to strike the
proper balance among several vital in-
terests: Protecting national security,
ensuring public safety, promoting ef-
fective law enforcement and the fair
administration of justice, and safe-
guarding the essential role of the free
press in fostering government account-
ability and an open society.

(3) The Department views the use of
certain law enforcement tools, includ-
ing subpoenas, court orders issued pur-
suant to 18 U.S.C. 2703(d) or 3123, and
gsearch warrants to seek information
from, or records of, non-consenting
members of the news media as extraor-
dinary measures, not standard inves-
tigatory practices. In particular, sub-
poenas or court orders issued pursuant
to 18 U.S.C. 2703(d) or 3123 may be used,
after authorization by the Attorney
General, or by another senior official
in accordance with the exceptions set
forth in paragraph (c)(3) of this section,
only to obtain information from, or
records of, members of the news media
when the information sought is essen-
tial to a successful investigation, pros-
ecution, or litigation; after all reason-
able alternative attempts have been
made to obtain the information from
alternative sources; and after negotia-
tions with the affected member of the
news media have been pursued and ap-
propriate notice to the affected mem-
ber of the news media has been pro-
vided, unless the Attorney General de-
termines that, for compelling reasons,
such negotiations or notice would pose
a clear and substantial threat to the
integrity of the investigation, risk
grave harm to national security, or
present an imminent risk of death or
serious bodily harm.

(4) When the Attorney General has
authorized the use of a subpoena, court
order issued pursuant to 18 U.S.C.
2703(d) or 3123, or warrant to obtain
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from a third party communications
records or business records of a mem-
ber of the news media, the affected
member of the news media shall be
given reasonable and timely notice of
the Attorney General's determination
before the use of the subpoena, court
order, or warrant, unless the Attorney
General determines that, for compel-
ling reasons, such notice would pose a
clear and substantial threat to the in-
tegrity of the investigation, risk grave
harm to national security, or present
an imminent risk of death or serious
bodily harm.

(b) Scope.—(1) Covered individuals and
entities. (i) The policy governs the use
of certain law enforcement tools to ob-
tain information from, or records of,
members of the news media.

(ii) The protections of the policy do
not extend to any individual or entity
where there are reasonable grounds to
believe that the individual or entity
is—

(A) A foreign power or agent of a for-
eign power, as those terms are defined
in section 101 of the Foreign Intel-
ligence Surveillance Act of 1978 (50
U.S.C. 1801);

(B) A member or affiliate of a foreign
terrorist organization designated under
section 219(a) of the Immigration and
Nationality Act (8 U.S.C. 1189(a));

(C) Designated as a Specially Des-
ignated Global Terrorist by the Depart-
ment of the Treasury under Executive
Order 13224 of September 23, 2001 (66 FR
49079);

(D) A specially designated terrorist
as that term is defined in 31 CFR
595.311 (or any successor thereto);

(E) A terrorist organization as that
term is defined in section
212(a)(3)(B)(vi) of the Immigration and
Nationality Act (8 u.s.c.
1182(a)(3)(B)(vi));

(F) Committing or attempting to
commit a crime of terrorism, as that
offense is described in 18 U.S.C. 2331(5)
or 2332b(g)(5);

(G) Committing or attempting the
crime of providing material support or
resources to terrorists, as that offense
is defined in 18 U.S.C. 2339A; or

(H) Aiding, abetting, or conspiring in
illegal activity with a person or organi-
zation described in paragraphs
(b)(1)(ii)(A) through (G) of this section.
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(2) Covered law enforcement tools and
records. (i) The policy governs the use
by law enforcement authorities of sub-
poenas or, in civil matters, other simi-
lar compulsory process such as a civil
investigative demand (collectively
‘“‘subpoenas'') to obtain information
from members of the news media, in-
cluding documents, testimony, and
other materials; and the use by law en-
forcement authorities of subpoenas, or
court orders issued pursuant to 18
U.S.C. 2703(d) (*‘2703(d) order”) or 18
U.8.C. 3123 (*‘3123 order’’), to obtain
from third parties ‘‘communications
records” or “‘business records’ of mem-
bers of the news media.

(ii) The policy also governs applica-
tions for warrants to search the prem-
ises or property of members of the
news media, pursuant to Federal Rule
of Criminal Procedure 41; or to obtain
from third-party ‘‘communication
service providers' the communications
records or business records of members
of the news media,
U.S.C. 2708(a) and (b).

(3) Definitions. (i)(A) “Communica-
tions records” include the contents of
electronic communications as well as
source and destination information as-
sociated with communications, such as
email transaction logs and local and
long distance telephone connection
records, stored or transmitted by a
third-party communication service
provider with which the member of the
news media has a contractual relation-
ship.

(B) Communications records do not
include information described in 18
U.S.C. 2703(c)(2)(A), (B), (D), (E), and
(F).

(ii) A ‘“‘communication service pro-
vider"” is a provider of an electronic
communication service or remote com-
puting service as defined, respectively,
in 18 U.S.C. 2510(15) and 18 U.S.C.
27111(2).

(iii) (A) "“Business records’ include
work product and other documentary
materials, and records of the activities,
including the financial transactions, of
a member of the news media related to
the coverage, investigation, or report-
ing of news. Business records are lim-
ited to those generated or maintained

pursuant to 18
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by a third party with which the mem-
ber of the news media has a contrac-
tual relationship, and which could pro-
vide information about the
newsgathering techniques or sources of
a member of the news media.

(B) Business records do not include
records unrelated to newsgathering ac-
tivities, such as those related to the
purely commercial, financial, adminis-
trative, or technical, operations of a
news media entity.

(C) Business records do not include
records that are created or maintained
either by the government or by a con-
tractor on behalf of the government.

(c) Issuing subpoenas to members of the
news media, or using subpoenas or court
orders issued pursuant to 18 U.S.C.
2703(d) or 3123 to obtain from third parties
communications records or Dbusiness
records of a member of the news media. (1)
Except as set forth in paragraph (c)(3)
of this section, members of the Depart-
ment must obtain the authorization of
the Attorney General to issue a sub-
poena to a member of the news media,
or to use a subpoena, 2703(d) order, or
3123 order to obtain from a third party
communications records or business
records of a member of the news media.

(2) Requests for the authorization of
the Attorney General for the issuance
of a subpoena to a member of the news
media, or to use a subpoena, 2703(d)
order, or 3123 order to obtain commu-
nications records or business records of
a member of the news media, must be
personally endorsed by the United
States Attorney or Assistant Attorney
General responsible for the matter.

(3) Exceptions to the Attorney General
authorization requirement. (i) (A) A
United States Attorney or Assistant
Attorney General responsible for the
matter may authorize the issuance of a
subpoena to a member of the news
media (e.g., for documents, video or
audio recordings, testimony, or other
materials) if the member of the news
media expressly agrees to provide the
requested information in response to a
subpoena. This exception applies, but is
not limited, to both published and un-
published materials and aired and
unaired recordings.

(B) In the case of an authorization
under paragraph (c)(3)(i)(A) of this sec-
tion, the United States Attorney or As-
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sistant Attorney General responsible
for the matter shall provide notice to
the Director of the Criminal Division’s
Office of Enforcement Operations with-
in 10 business days of the authorization
of the issuance of the subpoena.

(ii) In light of the intent of this pol-
icy to protect freedom of the press,
newsgathering activities, and confiden-
tial news media sources, authorization
of the Attorney General will not be re-
quired of members of the Department
in the following circumstances:

(A) To issue subpoenas to news media
entities for purely commercial, finan-
cial, administrative, technical, or
other information unrelated to
newsgathering activities; or for infor-
mation or records relating to personnel
not involved in newsgathering activi-
ties.

(B) To issue subpoenas to members of
the news media for information related
to public comments, messages, or post-
ings by readers, viewers, customers, or
subscribers, over which the member of
the news media does not exercise edi-
torial control prior to publication.

(C) To use subpoenas to obtain infor-
mation from, or to use subpoenas,
2703(d) orders, or 3123 orders to obtain
communications records or business
records of, members of the news media
who may be perpetrators or victims of,
or witnesses to, crimes or other events,
when such status (as a perpetrator, vic-
tim, or witness) is not based on, or
within the scope of, newsgathering ac-
tivities.

(iii) In the circumstances identified
in paragraphs (c)(3)(ii)(A) through (C)
of this section, the United States At-
torney or Assistant Attorney General
responsible for the matter must—

(A) Authorize the use of the subpoena
or court order;

(B) Consult with the Criminal Divi-

sion regarding appropriate review and
safeguarding protocols; and

(C) Provide a copy of the subpoena or
court order to the Director of the Of-
fice of Public Affairs and to the Direc-
tor of the Criminal Division's Office of
Enforcement Operations within 10 busi-
ness days of the authorization.

(4) Considerations for the Attorney Gen-
eral in determining whether to authorize
the issuance of a subpoena to a member of
the news media. (i) In matters in which
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a member of the Department deter-
mines that a member of the news
media is a subject or target of an inves-
tigation relating to an offense com-
mitted in the course of, or arising out
of, newsgathering activities, the mem-
ber of the Department requesting At-
torney General authorization to issue a
subpoena to a member of the news
media shall provide all facts necessary
for determinations by the Attorney
General regarding both whether the
member of the news media is a subject
or target of the investigation and
whether to authorize the issuance of
such subpoena. If the Attorney General
determines that the member of the
news media is a subject or target of an
investigation relating to an offense
committed in the course of, or arising
out of, newsgathering activities, the
Attorney General’s determination re-
garding the issuance of the proposed
subpoena should take into account the
principles reflected in paragraph (a) of
this section, but need not take into ac-
count the considerations identified in
paragraphs (c)(4)(ii) through (viii) of
this section.

(1iXA) In criminal matters, there
should be reasonable grounds to be-
lieve, based on public information, or
information from non-media sources,
that a crime has occurred, and that the
information sought is essential to a
successful investigation or prosecution.
The subpoena should not be used to ob-
tain peripheral, nonessential, or specu-
lative information.

(B) In civil matters, there should be
reasonable grounds to believe, based on
public information or information from
non-media sources, that the informa-
tion sought is essential to the success-
ful completion of the investigation or
litigation in a case of substantial im-
portance. The subpoena should not be
used to obtain peripheral, nonessential,
cumulative, or speculative informa-
tion.

(ili) The government should have
made all reasonable attempts to obtain
the information from alternative, non-
media sources.

(iv)(A) The government should have
pursued negotiations with the affected
member of the news media, unless the
Attorney General determines that, for
compelling reasons, such negotiations
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would pose a clear and substantial
threat to the integrity of the investiga-
tion, risk grave harm to national secu-
rity, or present an imminent risk of
death or serious bodily harm. Where
the nature of the investigation per-
mits, the government should have ex-
plained to the member of the news
media the government's needs in a par-
ticular investigation or prosecution, as
well as its willingness to address the
concerns of the member of the news
media.

(B) The obligation to pursue negotia-
tions with the affected member of the
news media, unless excused by the At-
torney General, is not intended to con-
flict with the requirement that mem-
bers of the Department secure author-
ization from the Attorney General to
question a member of the news media
as required in paragraph (f)(1) of this
section. Accordingly, members of the
Department do not need to secure au-
thorization from the Attorney General
to pursue negotiations.

(v) The proposed subpoena generally
should be limited to the verification of
published information and to such sur-
rounding circumstances as relate to
the accuracy of the published informa-
tion.

(vi) In investigations or prosecutions
of unauthorized disclosures of national
defense information or of classified in-
formation, where the Director of Na-
tional Intelligence, after consultation
with the relevant Department or agen-
cy head(s), certifies to the Attorney
General the significance of the harm
raised by the unauthorized disclosure
and that the information diocloscd waa
properly classified and reaffirms the
intelligence community’s continued
support for the investigation or pros-
ecution, the Attorney General may au-
thorize members of the Department, in
such investigations, to issue subpoenas
to members of the news media. The
certification, which the Attorney Gen-
eral should take into account along
with other considerations identified in
paragraphs (c)(4)(ii) through (viii) of
this section, will be sought not more
than 30 days prior to the submission of
the approval request to the Attorney
General.,

(vii) Requests should be treated with
care to avoid interference with
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newsgathering activities and to avoid
claims of harassment.

(viii) The proposed subpoena should
be narrowly drawn. It should be di-
rected at material and relevant infor-
mation regarding a limited subject
matter, should cover a reasonably lim-
ited period of time, should avoid re-
quiring production of a large volume of
material, and should give reasonable
and timely notice of the demand.

(5) Considerations for the Attorney Gen-
eral in determining whether to authorize
the use of a subpoena, 2703(d) order, or
3123 order to obtain from third parties the
communications records or business
records of a member of the news media. (i)
In matters in which a member of the
Department determines that a member
of the news media is a subject or target
of an investigation relating to an of-
fense committed in the course of, or
arising out of, newsgathering activi-
ties, the member of the Department re-
questing Attorney General authoriza-
tion to use a subpoena, 2703(d) order, or
3123 order to obtain from a third party
the communications records or busi-
ness records of a member of the news
media shall provide all facts necessary
for determinations by the Attorney
General regarding both whether the
member of the news media is a subject
or target of the investigation ‘and
whether to authorize the use of such
subpoena or order. If the Attorney Gen-
eral determines that the member of the
news media is a subject or target of an
investigation relating to an offense
committed in the course of, or arising
out of, newsgathering activities, the
Attorney General’s determination re-
garding the use of the proposed sub-
poena or order should take into ac-
count the principles reflected in para-
graph (a) of this section, but need not
take into account the considerations
identified in paragraphs (c)(5)(ii)
through (viii) of this section.

(ii)(A) In criminal matters, there
should be reasonable grounds to be-
lieve, based on public information, or
information from non-media sources,
that a crimc has boon committed, and
that the information sought is essen-
tial to the successful investigation or
prosecution of that crime. The sub-
poena or court order should not be used
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to obtain peripheral, nonessential, cu-
mulative, or speculative information.

(B) In civil matters, there should be
reasonable grounds to believe, based on
public information, or information
from non-media sources, that the infor-
mation sought is essential to the suc-
cessful completion of the investigation
or litigation in a case of substantial
importance. The subpoena should not
be used to obtain peripheral, non-
essential, cumulative, or speculative
information.

(iii) The use of a subpoena or court
order to obtain from a third party com-
munications records or business
records of a member of the news media
should be pursued only after the gov-
ernment has made all reasonable at-
tempts to obtain the information from
alternative sources.

(iv)(A) The government should have
pursued negotiations with the affected
member of the news media unless the
Attorney General determines that, for
compelling reasons, such negotiations
would pose a clear and substantial
threat to the integrity of the investiga-
tion, risk grave harm to national secu-
rity, or present an imminent risk of
death or serious bodily harm.

(B) The obligation to pursue negotia-
tions with the affected member of the
news media, unless excused by the At-
torney General, is not intended to con-
flict with the requirement that mem-
bers of the Department secure author-
ization from the Attorney General to
question a member of the news media
as set forth in paragraph (f)(1) of this
section. Accordingly, members of the
Department do not need to secure au-
thorization from the Attorney General
to pursue negotiations.

(v) In investigations or prosecutions
of unauthorized disclosures of national
defense information or of classified in-
formation, where the Director of Na-
tional Intelligence, after consultation
with the relevant Department or agen-
¢y head(s), certifies to the Attorney
General the significance of the harm
raised by the unauthorized disclosure
and that the information disclosed was
properly classified and roaffirme the
intelligence community's continued
support for the investigation or pros-
ecution, the Attorney General may au-
thorize members of the Department, in
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suoch invostigations, to uso subpoonnc
or court orders issued pursuant to 18
U.8.C. 2703(d) or 2123 to obtain commu-
nications records or business records of
a member of the news media. The cer-
tification, which the Attorney General
should take into account along with
the other considerations identified in
paragraph (c)(5) of this section, will be
sought not more than 30 days prior to
the submission of the approval request
to the Attorney General.

(vi) Reqnesta should he treated with
care to avoid Interference with
newsgathering activities and to avoid
claims of harassment.

(vii) The proposed subpoena or court
order should be narrowly drawn. It
should be directed at material and rel-
evant information regarding a limited
subject matter, should cover a reason-
ably limited period of time, and should
avold requiring production of a large
volume of material.

(viii) If appropriate, investigators
should propose to use search protocols
designed to minimize intrusion into po-
tentially protected materials or
newsgathering activities unrelated to
the investigation, including but not
limited to keyword searches (for elec-
tronic searches) and filter teams (re-
viewing teams separate from the pros-
ecution and investigative teams).

(6) When the Attorney General has
authorized the issuance of a subpoena
to a member of the news media; or the
use of a subpoena, 2703(d) order, or 3123
order to obtain from a third party com-
munications records or business
records of a member of the news media,
members of the Department must con-
sult with the Criminal Division before
moving to compel compliance with any
such subpoena or court order.

(d) Applying for warrants to search the
premises, property, communications
records, or business records of members of
the news media. (1) Except as set forth
In paragraph (d)(4) of this section,
members of the Department must ob-
tain the authorization of the Attorney
General to apply for a warrant to
search the premises, property, commu-
nications records, or business records
of a member of the news media.

(2) ANl requests for authorization of
the Attorney General to apply for a
warrant to search the premises, prop-
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orty, communications rooords, or busi-
ness records of a member of the news
mcdia must be personally cndorsed by
the United States Attorney or Assist-
ant Attorney General responsible for
the matter.

(3) In determining whether to author-
ize an application for a warrant to
search the premises, property, commu-
nications records, or business records
of a member of the news media, the At-
torney General should take into ac-
count the considerations identified iu

© paragraph (c)(5) of this section.
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(4) Members of the Department may
apply for a warrant to obtain work
product materials or other documen-
tary materials of a member of the news
media pursuant to the “suspect excep-
tion” of the Privacy Protection Act
(“PPA suspect exception’), 42 U.S.C.
2000aa(a)(1), (b)(1), when the member of
the news media is a subject or target of
a criminal investigation for conduct
not based on, or within the scope of,
newsgathering activities. In such in-
stances, members of the Department
must secure authorization from a Dep-
uty Assistant Attorney General for the
Criminal Division.

(6) Members of the Department
should not be authorized to apply for a
warrant to obtain work product mate-
rials or other documentary materials
of a member of the news media under
the PPA suspect exception, 42 U.S.C.
2000aa(a)(1), (b)(1), if the sole purpose is
to further the investigation of a person
other than the member of the news
media. E

(6) A Deputy Assistant Attorney Gen-
eral for the Criminal Division may au-
thorize, under an applicable PPA ex-
ception, an application for a warrant to
search the premises, property, commu-
nications records, or business records
of an individual other than a member
of the news media, but who is reason-
ably believed to have ‘‘a purpose to dis-
seminate to the public a newspaper,
book, broadcast, or other similar form
of public communication.”” 42 U.S.C.
2000aa(a), (b).

(7) In executing a warrant authorized
by the Attorney General or by a Dep-
uty Assistant Attorney General for the
Criminal Division investigators should
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use 22arch protocols designed to mini-
mize intrusion into potentially pro-
tected materials or nowogathering ac
tivities unrelated to the investigation,
including babt pot liuited to keyword
searches (for electronic searches) and
filter teams.

(e) Notice to affected member of the
news media. (1)(i) In matters in which
the Attorney General has both deter-
mined that a member of the news
mcdia is a subject or targot of an invea-
tigation relating to an offense com-
mitted in the course of, or aricing out
of, newsgathering activities, and au-
thorized the use of a subpoena, court
order, or warrant to obtain from a
third party the communications
records or business records of a mem-
ber of the news media pursuant to
paragraph (c)(4)(i), (e)(5)(1), or (d)(1) of
this oootion, memberos of tho Dcpart-
mont are not roquired tc provido notico
of the Attorney General’s authoriza-
tion to the affected member of the
news media. The Attorney General nev-
ertheless may direct that notice be
provided.

(ii) If the Attorney General does not
direct that notice be provided, the
United States Attorney or Assistant
Attorney General responsible for the
matter shall provide to the Attorney
General every 90 days an update re-
garding the ctatus of the inveotigation,
which update shall include an assess-
mont of any harm to tho invoctigation
that would be caused by providing no-
tire tn the affected membher of the news
media. The Attorney General shall con-
sider such update in determining
whother to diroot that notico bo pro
vided.

(2)(1) Exocopt as set forth in paragraph
(e)(1) of this section, when the Attor-
ney General has authorized the use of a
subpoena, court order, or warrant to
obtain from a third party communioa-
tions records or business records of a
member of the news media, the af-
fected member of the news media shall
be givon reaconable and timely notico
of the Attorney General's determina-
tion before the use of the subpoena,
court order, or warrant, unless the At-
torney General determines that, for
oompelling roacono, cuch notice would
pose a clear and substantial threat to
the intogrity of tho investigation, rick
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grave harm to national security, or
present an imminent risk of death or
porious bodily harm.

(ii) The mere possibility that notice
to the allected member of the news
media, and potential judicial review,
might delay the investigation is not,
on its own, a compelling reason to
delay notice.

(3) When the Attorney General has
authorized the use of a subpoena, court
order, or warrant to obtain commu-
nications records or business records of
a mombor of the ncws media, and the
affected member of the news media has
not been given notice, pursuant to
paragraph (e)(2) of this section, of the
Attorney General's determination be-
fore the use of the subpoena, court
order, or warrant, the United States
Attorney or Assistant Attorney Gen-
eral rcoponsible for tho matter shall
providoe to the affeotcd member of the
news media notice of the order or war-
rant as soon as it is determined that
such notice will no longer pose a clear
and substantial threat to the integrity
of the investigation, risk grave harm
to national security, or present an im-
minent risk of death or serious bodily
harm. In any event, such notice shall
occur within 45 days of the govern-
ment’s receipt of any return made pur-
suant to the subpoena, court order, or
warrant, cxcept that the Attorncy Con-
eral may authorize delay of notice for
on odditional 46 days if he or sho deter-
mines that, for compelling reasons,
such notice would pose a clear and sub-
stantial threat to the integrity of the
investigation, risk grave harm to na-
tional seourity, or prcocnt an immi-
nent risk of death or serious bodily
harm. No further delays may be sought
beyond the 90-day period.

(4) The United States Attorney or As-
sistant Attorney General responsible
for tho matter shall provido to tho Di
rector of the Office of Public Affairs
and to the Director of the Criminal Di-
vision's Office of Enforcement Oper-
ationo o copy of any notice to be pro
vided to a member of the news media
whose communications records or busi-
ness records were sought or obtained at
least 10 business days before such no-
tioo io provided to the affcoted member
of the news media, and immediately
aftcr ouoch notioo ig, in fact, provided to
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the affected member of the news
media.

(f) Questioning, arresting, or charging
members of the news media. (1) No mem-
ber of the Department shall subject a
member of the news media to ques-
tioning as to any offense that he or she
i3 suspected of having committed in
the course of, or arising out of,
newsgathering activities without first
providing notice to the Director of the
Office of Public Affairs and obtaining
the express authorization of the Attor-
ney General. The government need not
view the member of the news media as
a subject or target of an investigation,
or have the intent to prosecute the
member of the news media, to trigger
the requirement that the Attorney
General must authorize such ques-
tioning.

(2) No member of the Department
shall seek a warrant for an arrest, or
conduct an arrest, of 2 member of the
news media for any offense that he or
she is suspected of having committed
in the course of, or arising out of,
newsgathering activities without first
providing notice to the Director of the
Office of Public Affairs and obtaining
the express authorization of the Attor-
ney General.

(3) No member of the Department
shall present information to a grand
jury seeking a bill of indictment, or
file an information, against a member
of the news media for any offense that
he or she is suspected of having com-
mitted in the course of, or arising out
of newsgathering activities, without
first providing notice to the Director of
the Office of Public Affairs and obtain-
ing the express authorization of the At-
torney General,

(4) In requesting the Attorney Gen-
eral’s authorization to question, to
seek an arrest warrant for or to arrest,
or to present information to a grand
jury seeking an indictment or to file an
information against, a member of the
news media as provided in paragraphs
(£)(1) through (3) of this section, mem-
bers of the Department shall provide
all facts necessary for a determination
by the Attorney General.

(5) In determining whether to grant a
request for authorization to question,
to seek an arrest warrant for or to ar-
rest, or to present information to a
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grand jury seeking an indictment or to
file an information against, 2 member
of the news media, the Attorney Gen-
eral should take into account the con-
siderations reflected in the Statement
of Principles in paragraph (a) of this
section.

(g) Exigent circumstances. (1)(i) A Dep-
uty Assistant Attorney General for the
Criminal Division may authorize the
use of a subpoena or court order, as de-
scribed in paragraph (c) of this section,
or the questioning, arrest, or charging
of a member of the news media, as de-
scribed in paragraph (f) of this section,
if he or she determines that the exigent
use of such law enforcement tool or
technique is necessary to prevent or
mitigate an act of terrorism: other acts
that are reasonably likely to cause sig-
nificant and articulable harm to na-
tional security; death; kidnapping; sub-
stantial bodily harm; conduct that con-
stitutes a specified offense against a
minor (for example, as those terms are
defined in section 111 of the Adam
Walsh Child Protection and Safety Act
of 2006, 42 U.S.C. 16911), or an attempt
or conspiracy to commit such a crimi-
nal offense; or incapacitation or de-
struction of critical infrastructure (for
example, as defined in section 1016(e) of
the USA PATRIOT Act, 42 U.S.C.
5195¢(e)).

(ii) A Deputy Assistant Attorney
General for the Criminal Division may
authorize an application for a warrant,
as described in paragraph (d) of this
section, if there is reason to believe
that the immediate seizure of the ma-
terials at Issue is necessary to prevent
the death of, or serious bodily injury
to, 2 human being, as provided in 42
U.S.C. 200022a(2)(2) and (b)(2).

(2) Within 10 business days of the ap-
proval by a Deputy Assistant Attorney
General for the Criminal Division of a
request under paragraph (g) of this sec-
tion, the United States Attorney or As-
sistant Attorney General responsible
for the matter shall provide to the At-
torney General and to the Director of
the Office of Public Affairs a statement
containing the information that would
have been provided in a request for
prior authorization.

(h) Safeguarding. Any information or
records obtained from members of the
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news media or from third parties pur-
suant to this policy shall be closely
held so as to prevent disclosure of the
information to unauthorized persons or
for improper purposes. Members of the
Department should consult the United
States Attorneys’ Manual for specific
guidance regarding the safeguarding of
information or records obtained from
members of the news media or from
third parties pursuant to this policy.

(1) Failure to comply with policy. Fail-
ure to obtain the prior approval of the
Attorney General, as required by this
policy, may constitute grounds for an
administrative reprimand or other ap-
propriate disciplinary action.

(i) General provision. This policy is
not intended to, and does not, create
any right or benefit, substantive or
procedural, enforceable at law or in eq-
uity by any party against the United
States, its departments, agencies, or
entities, its officers, employees, or
agents, or any other person.

[AG Order No. 3486-2015, 80 FR 2820, Jan. 21,
2015]

§50.12 Exchange of FBI identification
records.

(a) The Federal Bureau of Investiga-
tion, hereinafter referred to as the FBI,
is authorized to expend funds for the
exchange of identification records with
officials of federally chartered or in-
sured banking institutions to promote
or maintain the security of those insti-
tutions and, if authorized by state stat-
ute and approved by the Director of the
FBI, acting on behalf of the Attorney
General, with officials of state and
local governments for purposes of em-
ployment and licensing, pursuant to
section 201 of Public Law 92-544, 86
Stat. 1115. Also, pursuant to 15 U.S.C.
78q, 7T U.S.C. 21 (b)(4)(E), and 42 U.S.C.
2169, respectively, such records can be
exchanged with certain segments of the
securities industry, with registered fu-
tures associations, and with nuclear
power plants. The records also may be
exchanged in other instances as au-
thorized by federal law.

(b) The FBI Director is authorized by
28 CFR 0.85(j) to approve procedures re-
lating to the exchange of identification
records. Under this authority, effective
September 6, 1990, the FBI Criminal
Justice Information Services (CJIS)
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Division has made all data on identi-
fication records available for such pur-
poses. Records obtained under this au-
thority may be used solely for the pur-
pose requested and cannot be dissemi-
nated outside the receiving depart-
ments, related agencies, or other au-
thorized entities. Officials at the gov-
ernmental institutions and other enti-
ties authorized to submit fingerprints
and receive FBI identification records
under this authority must notify the
individuals fingerprinted that the fin-
gerprints will be used to check the
criminal history records of the FBI.
The officials making the determination
of suitability for licensing or employ-
ment shall provide the applicants the
opportunity to complete, or challenge
the accuracy of, the information con-
tained in the FBI identification record.
These officials also must advise the ap-
plicants that procedures for obtaining
a change, correction, or updating of an
FBI identification record are set forth
in 28 CFR 16.34. Officials making such
determinations should not deny the li-
cense or employment based on infor-
mation in the record until the appli-
cant has been afforded a reasonable
time to correct or complete the record,
or has declined to do so. A statement
incorporating these use-and-challenge
requirements will be placed on all
records disseminated under this pro-
gram. This policy is intended to ensure
that all relevant criminal record infor-
mation is made available to provide for
the public safety and, further, to pro-
tect the interests of the prospective
employee/licensee who may be affected
by the information or lack of informa-
tion in an identification record.

[Order No. 2258-99, 64 FR 52229, Sept. 28, 1999)

§50.14 Guidelines on employee selec-
tion procedures.

The guidelines set forth below are in-
tended as a statement of policy of the
Department of Justice and will be ap-
plied by the Department in exercising
its responsibilities under Federal law
relating to equal employment oppor-
tunity.

UNIFORM GUIDELINES ON EMPLOYEE
SELECTION PROCEDURES (1978)

NOTE: These guidelines are issued jointly
by four agencies. Separate official adoptions
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follow the guidelines in this part IV as fol-
lows: Civil Service Commission, Department
of Justice, Equal Employment Opportunity
Commission, Department of Labor.

For official citation see section 18 of these
guidelines.
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(see Section 13B)
18. Citations ’

GENERAL PRINCIPLES

SECTION 1. Statement of purpose—A. Need for
uniformity—Issuing agencies. The Federal gov-
ernment’s need for a uniform set of prin-
ciples on the question of the use of tests and
other selection procedures has long been rec-
ognized. The Equal Employment Oppor-
tunity Commission, the Civil Service Com-
mission, the Department of Labor, and the
Department of Justice jointly have adopted
these uniform guidelines to meet that need,
and to apply the same principles to the Fed-
eral Government as are applied to other em-
ployers.

B. Purpose of guidelines. These guidelines
incorporate a single set of principles which
are designed to assist employers, labor orga-
nizations, employment agencies, and licens-
ing and certification boards to comply with
requirements of Federal law prohibiting em-
ployment practices which discriminate on
grounds of race, color, religion, sex, and na-
tional origin. They are designed to provide a
framework for determining the proper use of
tests and other selection procedures. These
guidelines do not require a user to conduct
validity studies of selection procedures
where no adverse impact results, However,
all users are encouraged to use selection pro-
cedures which are valid, especially users op-
erating under merit principles.
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C. Relation to prior guidelines. These guide-
lines are based upon and supersede pre-
viously issued guidelines on employee selec-
tion procedures. These guidelines have been
built upon court decisions, the previously
issued guidelines of the agencies, and the
practical experience of the agencies, as well
as the standards of the psychological profes-
sion. These guidelines are intended to be
consistent with existing law.

SEC. 2. Scope—A. Application of guidelines.
These guidelines will be applied by the Equal
Employment Opportunity Commission in the
enforcement of title VII of the Civil Rights
Act of 1964, as amended by the Equal Em-
ployment Opportunity Act of 1972 (herein-
after “Title VII"); by the Department of
Labor, and the contract compliance agencies
until the transfer of authority contemplated
by the President's Reorganization Plan No. 1
of 1978, in the administration and enforce-
ment of Executive Order 11246, as amended
by Executive Order 11375 (hereinafter “‘Exec-
utive Order 11246'); by the Civil Service
Commission and other Federal agencies sub-
ject to section 717 of title VII; by the Civil
Service Commission in exercising its respon-
sibilities toward State and local govern-
ments under section 208(b)(1) of the Intergov-
ernmental-Personnel Act; by the Depart-
ment of Justice In exercising its responsibil-
ities under Federal law; by the Office of Rev-
enne Sharing of the Department of the
Treasury under the State and Local Fiscal
Assistance Act of 1972, as amended; and by
any other Federal agency which adopts
them.

B. Employment decisions. These guidelines
apply to tests and other selection procedures
which are used as a basis for any employ-
ment decision. Employment decisions in-
clude but are not limited to hiring, pro-
motion, demotion, membership (for example,
in a labor organization), referral, retention,
and licensing and certification, to the extent
that licensing and certification may be cov-
ered by Federal equal employment oppor-
tunity law. Other selection decisions, such as
selection for training or transfer, may also
be considered employment decisions if they
lead to any of the decisions listed above.

C. Selection procedures. These guidelines
apply only to selection procedures which are
used as a basis for making employment deci-
sions. For example, the use of recruiting pro-
cedures designed to attract members of a
particular race, sex, or ethnic group, which
were previously denied employment opportu-
nities or which are currently underutilized,
may he necessary to bring an omployor into
compliance with Federal law, and is fre-
quently an essential element of any effective
affirmative action program; but recruitment
practices are not considered by these guide-
lines to be selection procedures. Similarly,
these guidelines do not pertain to the ques-
tion of the lawfulness of a seniority system
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within the meaning of section 703(h), Execu-
tive Order 11246 or other provisions of Fed-
eral law or regulation, except to the extent
that such systems utilize selection proce-
dures to determine qualifications or abilities
to perform the job. Nothing in these guide-
lines is intended or should be interpreted as
discouraging the use of a selection procedure
for the purpose of determining qualifications
or for the purpose of selection on the basis of
relative qualifications, if the selection proce-
dure had been validated in accord with these
guidelines for each such purpose for which it
is to be used.

D. Limitations. These guidelines apply only
to persons subject to title VII, Executive
Order 11246, or other equal employment op-
portunity requirements of Federal law.
These guidelines do not apply to responsibil-
ities under the Age Discrimination in Em-
ployment Act of 1967, as amended, not to dis-
criminate on the basis of age, or under sec-
tions 501, 503, and 504 of the Rehabilitation
Act of 1973, not to discriminate on the basis
of handicap.

E. Indian preference not affected. These
guidelines do not restrict any obligation im-
posed or right granted by Federal law to
users to extend a preference in employment
to Indians living on or pear an Indian res-
ervation in connection with employment op-
portunities on or near an Indian reservation.

Sec. 3. Discriminalion defined: Relationship
between use of selection procedures and dis-
crimination—A. Procedure having adverse im-
pact conatitutes discrimination unless justified.
The use of any selection procedure which has
an adverse impact on the hiring, promotion,
or other employment or membership oppor-
tunities of members of any race, sex, or eth-
nic group will be considered to be discrimi-
natory and inconsistent with these guide-
lines, unless the procedure has been vali-
dated in accordance with these guidelines, or
the provisions of section 6 below are satis-
fied.

B. Consideration of suitable alternative selec-
tion procedures. Where two or more selection
procedures are available which serve the
user's legitimate interest in efficient and
trustworthy workmanship, and which are
substantially equally valid for a given pur-
pose, the user should use the procedure
which has been demonstrated to have the
lesser adverse impact. Accordingly, when-
ever a validity study is called for by these
guidelines, the user should include, as a part
of the validity study, an investigation of
suitable alternative selection procedures and
suitablo alternative methods of using the se-
lection procedure which have as little ad-
verse impact as possible, to determine the
appropriateness of using or validating them
in accord with these guidelines. If a user has
made a reasonable effort to become aware of
such alternative procedures and validity has
been demonstrated in accord with these
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guidelines, the use of the test or other selec-
tion procedure may continue until such time
as it should reasonably be reviewed for cur-
rency. Whenever the user is shown an alter-
native sclection proecdure with ovidenoo of
less adverse impact and substantial evidsnce
of validity for the same job in similar cir-
cumstances, the user should investigate it to
determine the appropriateness of using or
validating it in accord with these guldelines,
This subsection is not intended to preclude
the combination of procedures into a signifi-
cantly more valid procedure, if the use of
such a combination has been shown to be in
compliance with the guldelines. -

SrC. 4. Information on impact—A. Records
concerning impact. Bach uoer should maintain
and have available for inspection rscords or
other information which will disclose the
impact which its tests and other selection
procedures have upon employment opportu-
nities of persons by ldentifiable race, sex, or
ethnic group as set forth in paragraph B
below in order to determine compliance with
these guidelines. Where there are large num-
bers of applicants and procedures are admin-
istered frequently, such information may bs
rstained on a sample basis, provided that the
sample is appropriate in terms of the appli-
cant population and adequate in size.

D. Applicablc race, scz, and ethnic groups for
recordkeeping. The records called for by this
section are to be maintained by sex, and the
following races and ethnic groups: Blacks
(Negroes), American Indians (including Alas-
kan Natives), Asians (including Pacific Is-
landers), Hispanic (including persons of
Mexican, Puerto Rican, Cuban, Csntral or
South American, or othsr Spanish origin or
culture regardless of race), whites (Cauca-
sians) other than Hispanic, and totals. The
race, sex, and ethnic classifications called
for by this section are consistent with the
Equal Employment Opportunity Standard
Form 100, Employer Information Report
EEO-1 series of reports. The user should
adopt safeguards to insure that ths records
required by this paragraph are ussd for ap-
propriate purposes such as determining ad-
verse impact, or (whers required) for devel-
oping and monitoring affirmative action pro-
grams, and that such records are not used
improperly. See sections 4E and 17(4), below,

C. Evaluation of selection rates. The “‘bottom
line."" If the information called for by sec-
tions 4A and B above shows that the total se-
lection process for a job has an advsrse im-
pact, the individual components of the selec-
tion process should be evaluated for adverse
impact. If this information shows that the
total selection process does not have an ad-
verse limpact, the Federal enforcement agen-
cles, in the exercise of their administrative
and prosecutorial discretion, in usual cir-
cumstances, will not expect a ussr to svalu-
ate the individual components for adverse
impact, or to validate such individual com-

28 CFR Ch. | (7-1-16 Edition)

ponents, and will not take enforcement ac-
tion based upon adverse impact of any com-
ponent of that process, including the sepa-
rate parts of a multipart selection procedure
or any coparate procedurs that ie nsed ag an
alternative method of selection. However, in
the following circumstances the Federal en-

" forcement agencies will expect a user to

evaluate the individual components for ad-
verse impact and may, where appropriate,
take enforcement action with respect to the
individual components: (1) Whers the selec-
tion procedure is a significant factor in the
continuation of patterns of assignments of
incumbsent employees caused by prior dis-
criminatory smploymsnt practices, (2) where
tho woight of court decisions or administra-
tive Interpretations hold that a specific pro-
cedure (such as height or weight require-
ments er no-arrest records) is not job related
in the same or similar circumstances. In un-
usual ecircumstances, other than those listed
in (1) and (2) above, the Faderal enforcement
agencies may request a user to evaluate the
individual components for adverse impact
and may, where appropriate, take enforce-
ment action with respect to the individual
componsnt.

D. Adverse impact and the “four-fifths rule.”
A selection rate for any race, sex, or ethnic
group which ig legs than four-fifths (%) (or
eighty percent) of the rate for the group with
the highest rate will gensrally be regarded

‘by the Federal enforcement agencies as evi-
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dsnce of adverse impact, while a greatsr
than four-fifths rate will generally not be re-
garded by Federal enforcement agencies as
evidance of adverse impact. Smaller dif-
ferences in selection rate may nevertheless
constitute adverse impact, where they are
significant in both statistical and practical
terms or where a ussr's actions have discour-
aged applicants disproportionately on
grounds of race, sex, or ethnic group. Greater
differences in selection rate may not con-
stitute adverse impact where the differencss
are based on small numbers and are not sta-
tistically significant, or where special re-
cruiting or other programs cause the pool of
minority or female candidates to be atypical
of the normal pool of applicants from that
group. Where the user's evidence concerning
ths impact of a selection procedure indicates
adverse impact but is based upon numbers
which are too small to be reliable, evidence
concerning the impact of the procedure ovsr
a longer period of time and/or evidence con-
cerning the impact which the selection pro-
cedure had when used in the same manner in
similar circumstances elsewhere may be con-
sidered in determining adverse impact.
Where the user has not maintainod data on
adverse impact as required by the docu-
mentation section of applicable guldelines,
the Federal enforcement agencles may draw
an inference of adverse impact of the selec-
tion process [rom the failure of the user to
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maintain such data, if the uecer has an under:
utilization of a group in the job category, as
compared to the group's representation in
the relevant labor market or, in the case of
jobs filled from within, the applicable work
force.

F Consideration of user's equal employment
opportunity posture. In carrying out their ob-
ligations, the Federal enforcement agencles
will consider the general posture of the user
with respect to equal employment oppor-
tunity for the job or group of jobs in ques-
tion. Where a user has adopted an affirma-
tive action program, the Federal enforce-
ment agencies will consider the provisions of
that program, including the goals and time-
tables which the user has adopted and the
progress which the user has made in carrying
out that program and in meeting the goals
and timetables. While such affirmative ac-
Livg progras may 1o desigu aud eaeculiou
be race, color, sex, or ethnic conscious, selec-
tion procedures under such programs should
be based upon the ability or relative ability
to do the work.

SEC. 5. General standards for validity stud-
ies—A. Acceptable types of validity studies. For
tho purposos of oatiofying thoso guidolines,
users may rely upon criterion-related valid-
ity studies, content validity studies er con-
struct valldity studies, in accordance with
the standards set forth in the technical
atandardas nf these guidelines. section 14
below. New strategies for showing the valid-
ity of selection procedures will be evaluated
as they become accepted by the psycho-
logical profession.

B. Criterion-related, content, and construct
validity. Evidence of the validity of a test or
other selection procedure by a criterion-re-
lated validity study should consist of empir-
ical data demonstrating that the selection
procedure 1s predictive of or significantly
correlated with important elements of job
performance. See section 14B below. Evi-
dence of the validity of a test or other selec-
tion procedure by a content validity study
should consist of data showing that the con-
tent of the selection procedure is representa-
tive of important aspects of performance on
the job for which the candidates are to be
evaluated. See section 14C below. Evidence of
the validity of a test or other selection pro-
cedure through a comstruct validity study
should consist of data showing that the pro-
cedure measures the degree to which can-
didates have identifiable characteristics
which have been determined to be important
in successful performance in the job for
which the candidates are to be evaluated.
See section 14D below.

C. Guidelines are consistent with professional
standards. Tho provisions of these guidolines
relating to validation of ocleotion procedures
aro intended to be consistent with generally
acoepted professional ctandards for ovalu
ating standardized tests and other selection
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procedurcs, ouch oo those deooribed in the
Standards for Educational and Peychological
Tests prepared by a joint committee of the
American Psychological Association, the
American Educational Research Association,
and the National Councll on Measurement in
Education (Amcrican Paychological Assooia
tion, Washington, DC, 1974) (hersinafter
“A.P.A. Standards') and standard textbooks
and journals in the fleld of personnel selec-
tion.

D. Need for documentation of validity. For
any selection procedure which I8 part of a se-
lection process which has an adverse impact
and which selection procedure has an.adverse
impact, each user should maintain and have
available such documentation as is described
in section 15 below.

E. Accuracy and standardization. Valldity

studies should be carried out under condi -

tions which assure insofar as possible the
adequacy and accuracy of the research and
the report. Selection procedures should be
administered and scored under standardized
conditions.

F. Caution against selection on basis of
knowledges, skills, or ability learned in brief ori-
entation period. In general, users should avoid
making employment decisions on the basis
of measures of knowledges, skills, or abili-
ties which are normally learned in a brief
oriontation peried, and which have an ad
verse impact. )

G. Method of use of selection procedures. The
evidence of both the validity and utility of a
selection procedure should support the meth-
od the user chooses for operational use of the
procedure, if that method of use has a great-
er adverse impact than another method of
use. Evidence which may be sufficient to
support the use of a selection procedure on a
pasa/fall (screening) basis may be insufficient
to support the use of the same procedure on
a ranking basis under these guidelines. Thus,
if a user decides to use a selection procedure
on a ranking basis, and that method of use
has a greater adverse impact than use on an
appropriate pasa/fail basls (see section 5H
below), the user should have sufficient evi-
dence of validity and utility to sanpport the
use on a ranking basis. See sections 3B, 14B
(5) and (6), and 14C (8) and (9).

H. Cutoff scores. Where cutoff scores are
used, they should normally be set 80 as to be
reasonable and consistent with normal ex-
pectations of acceptable proficiency within
the work force. Where applicants are ranked
on the basis of properly validated selection
procedures and those applicants scoring
below a higher outoff score than appropriate
in light of such expectations have little or no
chanco of being selocted for omploymont, tho
highor outeff coore may be apprepriato, but
the degree of adverce impast chould be con
sidered.

FBI 18-cv-01766-286



§50.14

1. Use of selection procedures for higher level
Jjobs. Il job progression structurea are ao eu-
tablished that employees will probably,
nrithin a raasnnahle pariod of time and in 2
wiajurity of vaascs, Progreds to o biglel level,
it may be considered that the applicants are
being evaluated for a job or jobe ot the high
or lovol. Howewvor, whoro job progroccion io
uol g peurly wubomatle, or (e Ll epun is
such that higher level jobs or employees' po-
toabial piay Lo capoubed Lo chuage iu sigiifi-
oant waye, it should be oonciderod that ap
plivauls are being evaluated fur a jub at o1
near the entry level. A ''reasonable period of
time"” will vary for different jobs and em-
ployment cituations but will seldom be moro
thon 6 yoars. Use of oclootion procodures to
evaluate applicants for a higher level job
would not be appropriate:

(1) If the majority of those remaining em-
ployod do not progross to tho higher lovol
job;

(2) If there is a reason to doubt that the
higher level job will continue to require es-
sentially similar skills during the progres-
sion period; or

(3) If the selection procedures measure
knowledges, skills, or abilities required for
advancement which would be expected to de-
volop prinecipally from tho training or oxperi
ence on the job.

J. Interim use of selection procedures. Users
may oontinuo tho uco of o colootion proce
dure which 1s wot at the momont fully sup-
portod by tho roguirod cvidonce of walidity,
providod: (1) Tho uscr hao availablo cubstan-
tial evidonoc of validity, and (2) the uccr has
in progress, when technically feasible, a
ctudy whioh io doocignod to produco the addi-
tional evidonce roquired by thooo guidolinos
within a roaconable time. If such a study io
not technically feasible, see section 6B. If
the study ducs 0ol demwusbiate validity, thia
proviolon of theoo guldelinoo for intorim uoe
shall not conotituto o defense in ony action,
nor ghall it roliove tho uoer of any obliga
tions arising under Federal law.

K. Review of validity studies for currency.
Whonever validity hes boon chown in acocord
with thosco guidolinoos for the use of a par
tioular colootion procodure for a job or group
of jobo, additional studios nood not beo por
formod until cuch time as the validity study
ig subjoct to roviow ap providod in section 3B
abovo. Thoro aro no absolutos in tho aroe of
detormining tho curroney of o validity study.
All circumstances concerning the study, in-
cluding the wvalidation strategy used, and
changes in the relevant labor market and the
job chould bo concidorod in the detormina
tion of when a validity study is outdated.

SEC. 6. Use of selection procedures which
have not been validated—A. Use of alternate se-
loction procoduros to aliminate advorso impact.
A ucor may chooso to utilico alternativo co-
lection procedures in order to eliminate ad-
voroo impact or ac part of an affirmative ao-
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tion program. See section 13 below. Such al-
ternative procedures should eliminale the
adverse impact in the total selection proc-
##z, fhould ha 1awful and ghould he az job re-
laled as pusaible.

B. Where validity studics cannot or nced not
bo porformed. Thore are circumstances in
which o usor cannot er nood not utilice the
valldutlon teehiniquer contemplated by thasge
guidelines. In guch circumstances, the user
should ubllize seléctivn procedues whiclh are
oo job rolated ac pocsiblo and which will min
Imize or elindoate adveize iluipact, as set
forth below. :

(1) Where informal or unscored procedures are
uged. When an informal or unscorod sclootion
procodure which hot on adverce impaot ic
utilized, the user should eliminate the ad-
verse impact, or modify the procedure to one
which is a formal, scored or quantified meas-
ure or ocombination of mcasurcs and thon
validate the procedure in accord with these
guidelines, or otherwise juatify continued
use of the procedure in accord with Federal
law.

(2) Where formal and scored procedures are
used. When a formal and scored selection
procedure is used which has an adverse im-
pact, the validation techniques con-
tomplatod by these guidclines uoually should
be followed if technically feasible, Where the
user cannot or need not follow the validation
tochnigues anticipated by thooe guidolincs,
Lhe user should either wodily Lhe prucedure
to climinate adverse impact or othcrwise
justify continuod uso of the procedure in ac
cord with Federal law.

SEC. 7. Use of other validity studies—A. Va-
lidity studica not conducted by the wser. Users
may, undor ceortain circamotances, capport
the use of sclection proccdurce by validity
studies conducted by other users or con-
ducted by test publishers or distelbutors and
described in toot manualo. While publishero
of ocloetion procedurcs have o profcedional
obligation to provide ovidenoo of walidity
which meets generally accepted professional
standards (see section 5C above), users are
cautioncd that thoy are rosponsible for com
pliannce with thcse guidolines. Accerdingly,
uoers secking to obtain oclection preocdures
from publichors and diotributors should bo
carcful to determine that, in the cvent the
uger booomos subjeot t0 tho validity require-
monts of these guidelines, the necessary in
formation to cupport validity has been detor-
mined and will be made available to the
user.

B. Use of crilerion-related validity evidence
from otker sources. Critericn-rolatod validity
studles conducted by one test user, or de-
scribed in test manuals and the professional
literature, will be considered acceptable for
uce by another uocr when tho following re-
quirecmonto aro met:

(1) Validity evidence. Evidence from the
available gtudicc meeting tho ctandords of
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gootion 14B below olearly domonotratos that
the selection procedure is valid;

(2) Job cimilarity. Tho inoumbonts in tho
user’s job and the incumbents in the job or
group of jobo on whioch the wvalidity otudy
woo oconduotod porform ocubstantially tho
same major work behaviorg, ac chown by ap
proprinte job analycea both on the job or
group of jobs on which the validity study
wao performod and on the job for which the
selection procedure is to be used; and

(3) Fairnees cvidonce. The otudics inoludo a
otudy of tost fairnoco for each raoe, oecx, and
othnic group which constitutos o cignificant
factor in tho borrowing user’'s relevant labor
market for the job or jobs in question. If the
otudion undor considoration satiefy (1) and (2)
above but do not contain an invesatigation of
teot fairnoos, and it io not toohnioally foa
sible for the borrowing user to conduct an in-
ternal study of test falrness, the borrowing
ugor may utilice the study until otudios oon
ducted slsowhoro mooting tho requiromonts
of thasa guidelines shaw test unfairnese, ar
until such time as it becomes technically
feaoible to conduct an internal study of teat
fairnees and the resulte of that etudy can bo
acted upon. Users obtaining selection proce-
dures from publichoro chould conoidor, as ong
faotor in tho doecicion to purchase a par
ticular selection procedure, the availahility
of evidence concerning test fairness.

C. Validity cvidcnce from multiunit study. if
walidity evidence from o octudy oovoring
more than one unit within an organization
satisfies the reguirements of section 14B
below, evidonco of validity opoeifio to oach
unit will not be roguirod unloec thore ars
variablog which aro lilcely to affoct valldity
significantly.

D. Other significant variables. If there are
variabloo in tho ether studioo which aro likto
1y to affeet validity significantly, the aacy
may not rely upon ouch otudieo, but will be
expootod oithor to conduot an intornal valid
ity study or to comply with ccotion 6 abovo.

SEC. 8. Cooperative studies—A. Encourage-
moent of cooperative studics. Thoe agonoloes
foouing theae guidelines encourage craploy-
ers. lahor organizations. and emplovment
agonoico to cocporato in research, devclop
mont, coarch for lawful alternativeo, and va
Uity stoadiss Lu ordar to sachleve procadoresy
which are consistent with these guidelines.

B. Standarda for wse of cooperative studics. If
validity ovidonce from a cooporative otudy
satisfles the requirements of section 14
below, evidence of validity specific to each
nger will nnt he required nnless thera are
variahles in the nser's sitnation which are
likely to affect validity significantly.

SEC, 0. Ne ascumption of validity- A. Unao
ceptable substitutes for evidence of validity.
Undor no circumstances will the gencral rep-
utation of o toot or other solootion proce
dures, ito author or ito publichor, or oasual
reporto of it's validity bo acoeptod in liou of
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evidence of valldity. Speeifically ruled out
are: Assumptions of validity based on a pro-
cedure’s name or deseriptive labols: all forma
of promotional literature; data bearing on
tho froquonoy of a proecodurc’s usage; tooti
monial otatomonts and credentials of sollors,
uoors, or concultanto; and other nonempir
ical or anoodotal accounto of oolootion prac
tices or selection outcomes.

B. Encouragoment of professional supervision.
Professional supervision of selection activi-
ties is enpouragod but is not a substituto for
documented evidonoo of validity. The con
forcement agoncioo will tolko into account
tho faot that a therough job analysio wan
conducted and that careful development and
uoo of o coloction proccdure in accordance
with professional standards enhance the
probability that the sclootion proccdure is
valid for the job.

SEC. 10. Employment agencies and employ-
mont egrvicon A. Where selcction procedurca
arc devised by agerncy. An omploymont agon
cy, including private employment agoncics
and State employment agencies, which
BAETCCS tO A request by an employer or labor
organization to devioe and utilize o ocleetion
procedure should follow the standards in
thooo guidolinoo for determining adverce im
paot. If adveroo impact cxiste the ageéncy
shonld comply with these guidelines. An em-
ployment agency is not relieved of its obliga-
tion herein becauac thic uscr did not royuusl
such validation or has roquocted the use of
some leosor otandard of validation than io
provided in these guidelines. The use of an
omployment agency doco not relieve an cm
ployor or labor organisation or other user of
its rooponsibilitice under Federal law to pro
vide equal employment opportunity or its
obligations as a user under these guidelines.

B. Where sclection procedurcs are dcviacd
cliciwlicye. Wheie ain emiployment agouvy wi
porvice is requested to administor a sclection
proooduro whioch hao boon devised elsewhore
and to malo roferrals pursuant to tho ro
sults, the employment agency or service
chould maintain and have available ovidonoo
of the inipact of the aclection and refurcal
procedurps which it administers Tf adverse
impact rcoults the agoney or cervice should
somply with these guidelinos. If the agency
or seevice saeke (o comply with (lese ol
lines by reliance upon validity studies or
othicr data in the posscasion of the cmpluyel,
it chould obtain and havo availablo ouch tn
formation.

SEC. 11. Disparate treatment. The principles
of disparate or unequal traztment mnet he
distingunished from the rconrapts af walida-
tion. A selectlon procedure—even though
validated againot job performanoe in aocord
ance with these guidelines—cannot be im-
poacd upon members of & race, scX, or cthuic
group whoro other employceo, applicanto, or
members havo not been subjocted to that
standard. Dioparate treatment oceuro whoro
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members of a race, sex, or ethnic group have
been denied the same employment, pro-
motion, membership, or other employment
uvpporiunities as have been avallable Lo other
employees or applicants. Those employees or
applicants who have been denled equal treat-
ment, because of prior discriminatory prac-
tices or policies, must at least be afforded
the same opportunities as had existed for
other employees or applicants during the pe-
riod of discrimination. Thus, the persons
who were in the class of persons discrimi-
nated against during the period the user fol-
lowed the discriminatory practices should be
allowed the opportunity to qualify under less
stringent selection procedures previously
followed, unless the user demonstrates that
Lhe lucressed standards are required by Lusl-
ness necessity. This section does not prohibit
a user who has not previously followed merit
standards from adopting merit standards
which are in compliance with these guide-
lines; nor does it preclude a user who has
previously used invalid or unvalidated selec-
tion procedures from developing and using
procedures which are in accord with these
guidelines.

SEC. 12, Retesting of applicants. Users should
provide a reasonable opportunity for re-
testing and reconsideration. Where examina-
tions are administered periodically with pub-
lic notice, such reasonable opportunity ex-
ists, unless persons who have previously been
tested are precluded from retesting. The user
may however take reasonable steps to pre-
serve the security of its procedures.

SEC. 13. Affirmative action—A. Affirmative
action obligations. The use of selection proce-
dures which have been validated pursuant to
these guidelines does not relieve users of any
obligations they may have to undertake af-
firmative action to assure equal employment
opportunity. Nothing in these guidelines is
intended to preclude the use of lawful selec-
tion prooedurcs which aociot in romedying
the effects of prior discriminatory practices,
or the achievement of affirmative action ob-
jectives.

B. Encouragement of voluntary affirmative
action programs. These guidelines are also in-
tonded to onoourage the adoption and imple
mentation of voluntary affirmative action
programc by uccrc who havo no obligation
under Federal law to adopt them; but are not
intended to impose any new obligations in
that regard. The agencles lssuing and endors-
ing these guidelines endorse for all private
employers and reaffirm for all governmental
employers the Equal Employment Oppor-
tunity Coordinating Council’s '‘Policy State-
ment on Affirmative Action Programs for
State and Local Government Agencies” (41
FR 38814, September 13, 1976). That policy
statement Is attached hereto as appendix,
section 17.
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TECHNICAL STANDARDS

SEC. 14. Technical standards for wvalidity
studies. The following minimum standards.
as applicable, should be met in conducting a
validity study. Nothing in these guidelines is
intended to preclude the development and
use of other professionally acceptable tech-
niques with respect to validation of selection
procedures. Where it is not technically fea-
sible for a user to conduct a validity study,
the user has the obligation otherwise to
comply with these guidelines. See sections 6
and 7 above.

A. Validity studies should be based on review
of information about the job. Any wvalidity
study should be based upon a review of infor-
mation about tha jnh for which the selection
procedure is to be used. The review should
include a job analysis except as provided in
section 14B(3) below with respect to cri-
terion-related validity. Any method of job
analysis may be used if it provides the infor-
mation required for the specific validation
strategy used.

B. Technical standards for criterion-related
validity studies—(1) Technical feasibility. Users
choosing to validate a selection procedure by
a criterion-related validity strategy should
determine whether it is technically feasible
(as defined in section 16) to conduct such a
study in the particular employment context.
The determination of the number of persons
necessary to permit the conduct of a mean-
ingful criterion-related study should be
made by the user on the basis of all relevant
information concerning the selection proce-
dure, the potential sample and the employ-
ment situation. Where appropriate, jobs with
substantially the same major work behaviors
may be grouped together for validity studies,
in order to obtain an adequate sample, These
guidelines do not require a user to hire or
promote persons for the purpose of making it
pnssible to conduct a eriterion-related study.

(2) Analysis of the job. There should be a re-
view of job information to determine meas-
ures.of work behavior(s) or performance that
are relevant to the job or group of jobs in
question. These measures or criteria are rel-
pvant to the extent. that they represent crit-
ical or Important job duties, work behaviors
nr work nntcomes as developed from the re-
view of job information. The possibility of
bias should be considered both in selection of
the criterion measures and thelr application.
In view of the possibility of bias in subjec-
tive evaluations, supervisory rating tech-
nigues and instructions to raters should be
carefully developed. All criterion measures
and the methods for gathering data need to
be examined for freedom from factors which
would unfairly alter scores of members of
any group. The relevance of criteria and
their freedom from bias are of particular
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concern when thore are olgnificant dif
ferences in measures of job performance for
different groups.

(3) Criterion measures. Proper safeguards
should be taken to insure that scores on se-
lection procedures do not enter into any
judgments of employee adequacy that are to
be used as criterion measures. Whatever cri-
teria are used should represent important or
critical work behavior(s) or work outcomes.
Certain criteria may be used without a full
job analysis if the user can show the impor-
tance of the criteria to the particular em-
ployment context. These criteria include but
are not limited to production rate, error
rate, tardiness, absenteeism, and length of
service. A standardized rating of overall
work performance may be used where a
study of the job shows that it is an appro-
priate criterion. Where performance in train-
ing is used as a criterion, success in training
shonld he properly measured and the rel-
evance of the training should be shown ei-
ther through a comparison of the content of
the training program with the critical or im-
portant work behavior(s) of the job(s), or
through a demonstration of the relationship
between measures of performance in training
and measures of job performance. Measures
of relative success in training include but
are not limited to instructor evaluations,
performance samples, or tests. Criterion
measures consisting of paper and pencil tests
will be closely reviewed for job relevance,

(4) Representativeness of the sample. Whether
the study is predictive or concurrent, the
sample subjects should insofar as feasible be
representative of the candidates normally
available in the relevant labor market for
the job or group of jobs in question, and
should insofar as feasible include the races,
sexes, and ethnic groups normally available
in the relevant job market. In determining
the representativeness of the sample in a
concurrent validity study, the user should
take into account the extent to which the
gpeciflc kuuwledges or skills whiclh aie the
primary fucus of Lhe test are those which
employees learn on the job.

Where samples are combined or compared,
attention should be given to see that such
samples are comparable in terms of the ac-
tual job they perform, the length of time on
the job where time on the job is likely to af-
fect perfurimance, aud vlher relevaul lacbuss
likely to affect validity differences; or that
these factors are included in the design of
the study and their effects identified.

(5) Statistical relationships. The degree of re-
lationship between selection procedure
scores and criterion measures should be ex-
amined and coimputed, usiog proftseivaally
acceptable atatistical prooedurcs. Gencrally,
o soloction procedure is considercd related to
the criterion, for the purposes of these guide-
lines, when the relationship botwoen per
formanoco on the procodure and performanoco
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on tho oritorion moeasure io statictioally ocig
nificant at the 0.05 level of sigmificance,
which means that it is sufficiently high as to
have a probability of no more than one (1) in
twenty (20) to have occurred by chance. Ab-
sence of a statistically signmificant relation-
ship between a selection procedure and job
performance should not necessarily discour-
age other investigations of the validity of
that selection procedure.

(6) Operational use of selection procedures.
Users should evaluate each selection proce-
dure to assure that it is appropriate for oper-
ational use, including establishment of cut-
off scores or rank ordering. Generally, if
other factors remain the same, the greater
the magnitude of the relationship (e.g., cor-
relation coefficient) between performance on
a selection procedure and one or more cri-
teria of performance on the job, and the
greater the importance and number of as-
pects of Job performance covered Ly Lhe cri-
teria, the more likely it is that the proce-
dure will be appropriate for use. Reliance
upon a selection procedure which is signifi-
cantly related to a criterion measure, but
which is based upon a study involving a large
number of subjects and has a low correlation
coefficient will be subject to close review if
it has a large adverse impact. Sole reliance
upon a single selection instrument which is
related to only one of many job duties or as-
pects of job performance will also be subject
to close review. The appropriateness of a se-
lection procedure is best evaluated in each
particular situation and there are no min-
imum correlation coefficients applicable to
all employment situations. In determining
whether a selection procedure is appropriate
for operational use the following consider-
ations should also be taken into account:
The degree of adverse impact of the proce-
dure, the availability of other selection pro-
cedures of greater or substantially equal va-
lidity.

(7) Ouver ment of validity findings. Ucoro
should avoid relionce upon toochniquos whioch
tend to overestimate wvalidity findings as a
result of capitalization on chance unless an
appropriate safeguard is taken. Reliance
upon a few selection procedures or criteria of
successful job performance when many selec-
tion procedures or criteria of performance
have been otudicd, or the uoo of optimal cta
tistical weights for selection procedures
computed in one sample, are techniques
which tend to inflate validity estimates as a
result of chance. Use of a large sample is one
safeguard: Cross-validation is another.

(8) Fairness. This section generally calls for
studics of unfairncass where tochnically fon
oible. The concept of fairnces or unfairneso of
ocleotion proocdures is a dovoloping concopt.
In addition, fairness studies generally re-
quirc cuboctantial numbero of employoocs in
the job or group of jobs boing studied. For
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thogo reasons, the Federal onforoemont agon-
cios rocognize that tho obligation to oonduot
studios of fairnoss imposod by tho guidelines
generally will be upon users or groups of
users with a large number of persons in a job
class, or test developers, and that small
users utilizing their own selection proce-
dures will generally not be obligated to con-
duot ouoh otudios booauco it will be teoh
nically infeasible for them to do so.

(a) Unfairness defined. When members of
one race, sex, or ethnic group characteris-
tically obtain lower scores on a selection
procedure than members of another group,
and the differences in scores are not re-
floctod in difforonoos in a meacuro of job por
formanao, uso of the selcotion prooodure may
unfairly dony opportunitioo to membors of
the group that obtains the lower scores.

(b) Investigation of fairness. Where a selec-
tion procedure results in an adverse impact
on a rage, sex, or ethnie group idontified in
accordance with tho classifioations set forth
in scotion 4 above and that group io a signifl-
sant fagtor in tho relovant labor markot, tho
user generally should investigate the pos-
ciblo oxictonoo of unfairnooo for that group if
it ie technically feaeible to do so. The great
er the severity of the adverse impact on a
group, the groater tho nood to investigate
tho poogible omiotenoce of unfairncoo. Where
tho woight of ovidonco from other otudico
chowo that tho seolection proocduro prodicta
fairly for the group in question and for the
samo or similar jobe, cuch ovidence may be
rclied on in conncotion with the sclootion
procedure at issue.

(¢) Cencral considerations in fairnose invop
tigations. Usors oonduoting o otudy of fair-
ness should review the A.P.A. Standards re-
garding investigation of possible bias in test-
ing. An inveotigation of fairnoss of a golec-
ticn prooceduro dopends on both cvidonce of
validity and the manner in which the selec-
tion proooduro ic to be wooed in a partioular
employment oentoxt. Fairnoss of a poleotion
proceduro ocannot nooossarily bo opecified in
advanoe without invostigating those factors.
Investigation of fairnoce of a selection proce:
dure in eamplos where the rangc of coores on
gclootion prooedurcs or criterion mecaocurcs io
oovoroly roctrioted for any oubgroup namplc
(as compared to other subgroup samples)
may produce misleading evidence of unfair-
ness. That factor should accordingly be
taken into account in conducting such stud-
ies and before rellance is placed on the re-
sults.

(d) When unfairness is shown. If unfairness
is demonstrated through a showing that
members of a particular group perform bet-
tor or pooror on the job than thoir coeres on
the selection procedure would indicate
through comparison with how members of
othor groupe porform, the user may eithor
ravigo or replaco tho selection inotrument in
accordance with these guidelines, or may
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oontinuo to use the oolection inotrument
operationally with appropriatc rovisions in
ita use to assure compatibility betwceen the
probability of successful job performance
and the probability of being selected.

(e) Technical feasibility of fairness studies. In
addition to the general conditions needed for
technical feasibility for the conduct of a cri-
terion rolatod study (see section 16, below)
an investigation of fairness requires the fol-
lowing:

(i) An adequate sample of persons in each
group available for the study to achieve find-
ings of statistical significance. Guidelines do
not require a user to hire or promote persons
on the basio of group classifications for the
purpooo of malting it poosoiblo to conduct a
otudy of fairness; but tho user has the obliga.
tion otherwise to comply with these guide-
lines.

(1i) The samples for each group should be
oomparable in tormo of the actual job they
porform, longth of timc on the job wherc
time on the job io likkely to affect perform:
ance, and other rclevant factors likely to af
fect walidity differences; or such factors
ohould be included in the deoign of tho atudy
and their effects identified.

(fy Continued wuse of selection procedures
when fairncss studics not foasible. If o study of
fairncooe should othorwise be performed, but
io not technically fcaoible, a sclection proce-
dure may be used which hao othcrwisc met
the validity standards of these guidelines,
unleos the technical infeaoibility resulted
from disoriminatory employment practices
which are demonstrated by facts other than
paot failure to conform with requiremcnts
for validation of soloction proccdures. How-
ever, when it becomes technically feasible
for the user to perform a study of falrness
and ouoh a otudy lo otherwiasc called for, the
ucor should conduct the study of fairnens.

C. Technical standards for content validity
studies - -(1) Appropriatcncss of content validity
studies. Userp choosing to validate & sclec-
tion procecdurc by a content validity stratcgy
should determine whethor it ia appropriate
to oonduct such a study in the particular
employmont context. A solcction proccdurc
can be supported by a content validity strat-
cgy to tho cxtent that ib i3 a represcntative
sample of the content of the job. Selection
procedures which purport to measure knowl-
edges, skills, or abilities may in certain cir-
cumstances be justified by content validity,
although they may not be representative
samples, if the knowledge, skill, or ability
measured by the selection procedure can be
operationally defined as provided in section
14C(4) below, and if that knowledge, skill, or
ability io o noccasary proroguisite be suscess-
ful job performance.

A selection procedure based upon infer-
cneoo about mental procesocs cannct bo oup
ported esololy or primarily on the basis of
content validity, Thus, a content strategy is
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uul appiop late for detinousbialiug Lhe valid-
ity of selection procedures which purport to
measure traits or constructs, such as intel-
ligenco, aptitude, porsonality; commeonconoo,
judgment, leadership, and spatial ability.
Content volidity io aloo not an appropriate
atrategy whon the selection proccdure in
volves knowledgeo, okills, or .abilitios which
an employee will be expected to learn on the
job.

() Job analysis for content validity. There
ohould bc o job annlysioc which includooc on
analysic of the important work bohavior(s)
rcgquired for ouecoocsful porformance ond
thel: selalive Limpuitatcs and, if the Lelkav-
ior results in work product(s), an analysis of
the work product(s). Any job analysis should
focuo on the work bohavior(s) and the tasko
asaociated with them. If worle behavior(g) are
not observable, the job analyasio should iden-
tify and anolyzo thooo nopecto of the behav-
ior(s) that can be observed and the observed
work products. The work behavior(s) se-
lected for measurement should be critical
worlt bchavior(s) and‘or important work be-
havior(s) constituting most of the job.

(3) Devclopment of asclection procedurces. A so-
lection proccdurc deoigned to meacurc the
worlt bohavior may be doveloped cpooifically
from tho job and job analysic in quoction, or
moy have been previously developed by the
uscr, or by other uacrs or by o tcat publicher,

(1) Standards for demongtrating content nalid-
ity. Tu demonsliabe Lhe contenl validily uf &
solection procedure, a ugor chould chow that
the behavior(s) demonstrated in the selec-
tion procedure are a roprecentative sample
ol the Lehaviow(s) of Lhe job io gucstion or
that the oeleotion procedurc provides a rop:
resentative sample of the work product of
the job. In the case of a selection procedure
mcoouring a knowledgo, sl:ill, or ability, the
knowledge, skill, or ability being measured
should bo oporationally defined. In the case
of a solcetien procodurc measuring a knowl-
edge, the ltnowledge being meaocured chould
Lo wperativunally defined as that body of
learned information which 1is used in and is a
neceooary prorcguisite for cboorvable aspooto
of work behavior of the job. In tho caco of
olrills or abilitico, tho olkill or ability being
measured should be operationally defined in
terms of obocrvable aspecto of worll bchavior
of the job. For any selection procedure meas-
uring o ltnowledgo; olill, or ability the ucor
should show that (a) the ocloetion procedure
moasurcs and is o roprecentative sample of
that knowledge, olrill, or ability; and (b) that
ltnowledpo, akill, or ability 1 woed in and ic
o nocogjonry prercguisite to performaonce of
critical or Important worlt behavior(o). In
addition, to be content valld, a selection pro-
coduro moapouring o alill or ability should et-
ther closely approximato an choorvable worlk
bohavior, or its product chould closely ap-
proximate an observable work product. If a
test purports to sample a work behavior or
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to provide a sampls of & work product, the
mannor and cotting of the ooloction proco
dure and its level and complexity should
clopely approximato tho worl: cituation. Tho
closer the content and the context of the se-
lootion prooedure arc to worlkk samplos or
work behaviors, the stronger is the baoio for
showing ocontont validity. Ao tho contont of
the selection procedure less resembles a
work behavior, or the setting and manner of
tho adminiotration of tho solootion proce
duro less resemble tho worlt eituation, or tho
recult loco rosomblos o worle produet, tho loes
likzely the oolootion procodure io to bo oon
teul valid, and the greater the nccd for other
evidence of validity.

(5) Religbility. The reliability of selection
procoduros justifiod on tho bacis of content
validity should be o mattor of conecorn to the
uoor. Whonever it io feasible, appropriato sta
tiotioal estimates chould be mado of tho roli
ability of the selection procedure.

(6) Prior training or erperience. A require-
ment for or evaluation of specific prior
training or cxperience baced on oontont va
lidity, including a specification of level or
amount of training or exporionco, chould be
justified on the bacis of the rolationship bo
twoon tho contont of tho training or expori:
cnoo and tho contont of tho job for which the
training or cxporienco ie to bo required or
ovaluatod. The critical ooncidoration lc the
regamblanca hetwean tha specific behavinrs,
producls, knowledges, akills, or abilitics in
tho oxpericnoo or training and the spocific
behaviors, products, knowledges, skills, or
abiliticc requirod on tho job, whothor or not
Lhere 18 clo3e rescmblance boetwoon the cxpo
rionoe or training ac & whole and the job ao
a whole.

(7) Content wvalidity of training success.
Where o meaoure of ouccess in a training pro
gram {s used as a selection procedure and the
contont of o training program io juotifiod on
the baasis of content validity, tho uoo chould
be justifiod on the rolationship betweon tho
content of the lraining prograni and Lhc cone
tent of the job.

(8) Opcrational ugo. A colootion proocoduro
whioh io supportod on tho bacio of contont
volidity may bo uoed for o job if it roprosonto
a critical work behavior (i.e., a behavior
which ic nocoocary for porformanco of tho
job) or work behaviors which constitute
moot of tho important parto of tho job.

(0) Ranking baszed on content validity studios,
If & user can chow, by a job analycic or othor
wioo, that o higher coore on a content valid
pelestion proocdure is lilrely to rogult in bot
tor job porformance, the resultc may be uced
to rank porsonc whe poorc abovo minimum
levels. Where a selection procedure sup-
portod oololy or primarily by contont walid
ity is uood to rank job candidatos, the coleco
tion proccdure chould moaouro thoso aspocto
of performance which differentiate among
levels of job performance.
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D, Tochnical standardo for conotruot volidity
studies—(1) Appropriateness of construct valid-
ity studics. Conotruot validity ioc a moro com
plex strategy than either criterion-related or
content validity. Construct validation is a
relatively new and developing procedure in
tho employment ficld, and thoro io at prosent
a lack of substantial litorature extending the
concept to employmeont practicca. The uscr
should be aware that the effort to obtain suf-
ficient empirical support for conctruct valid:
ity is both an extensive and arduous effort
involving a series of research studies, which
include criterion related validity studies and
which may include content validity studies.
Users choosing to justify use of a selection
procedure by this strategy should therefore
take particular caro to ascuro that tho valid-
ity study meets the standards set forth
below.

(2) Job analycic for aonctruot validity studics.
There should be a job analysis. This job anal-
ysis should show the work behavior(s) re-
quired for successful performance of the job,
or the groups of jobs being studied, the crit-
ical or important work behavior(s) in the job
or group of jobo boing ctudiod, and an identi-
fication of the construct(s) believed to un-
derlie successful performance of these crit-
ical or important work behaviors in the job
or jobo in quostion. Each oongotruot should be
namod ond definod, co ac to diotinguich it
from other oonstruots. If n group of jobs is
being studied the jobs should have in com-
mon one or more critical or important work
behaviors at a comparable level of com-
plexity.

(3) Relationship to the job. A selection proce-
dure should then be identified or developed
which measures the construct identified in
accord with paragraph (2) above. The user
should show by empirical evidence that the
selection procedure is validly related to the
construct and that the construct is validly
related to the performance of critical or im-
portant work behavior(s). The relationship
between the construct as measured by the
selection procedure and the related work be-
havior(s) should be supported by empirical
evidence from one or more criterion-related
studies involving the job or jobs in guestion
which satisfy the provisions of section 14B
above,

(4) Use of comstruct validity study without
new criterion-related evidence—(a) Standards
for use. Until such time as professional 1it-
erature provides more guidance on the use of
construct validity in employment situations,
the Federal agencies will accept a claim of
construct walidity without a criterion-re-
lated study which satisfies section 14B above
only when the selection procedure has been
used elsewhere in a situation in which a cri-
terion related study hac been oonduoted and
the use of a criterion-related validity study
in this context meets the standards for
trangportability of eriterion related validity
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otudics ao asot forth above in soction 7. Ilow-
ever, if a study pertains to a number of jobs
having common critical or important work
behaviors at a comparable level of com-
plexity, and the evidence satisfies para-
graphs 14B (2) and (3) above for those jobs
with critorion related validity ovidence for
thooe jobo, the oclection proccdurc may be
used for all the jobs to wlick Lhe study per-
tains. If construct validity Is to be general-
ized to other jobs or groupo of jobs not in the
group studied, the Federal enforcement
agencies will expect at a minimum addi-
tional empirical research evidence meeting
the standards of paragraphs section 14B (2)
and (3) above for the additional jobs or
groups of jobs.

(b} Detcrmination of common worl: bchaviors.
In determining whether two or more jobs
have ‘'one or more work behavior(s) in com-
mon, the user should comparc the obacrved
work behavior(s) in each of the jobs and
should compare the observed work product(s)
in each of the jobs. If neither the observed
work behavior(s) in each of the jobs nor the
observed work product(s) in each of the jobs
are the same, tho ederal onforcoment agen-
cies will presume that the work behavior(s)
in each job are different. If the work behav-
iors are not observable, then evidence of sim-
ilarity of worlr products and any othor rcl-
evant reooarch ovidonce will be connidored in
determining whother the worl behavior(s) in
the two jobs are the same.

DOoOCUMENTATION OF IMPACT AND VALIDITY
EVIDENCE

SEc. 15. Documentation of impact and valid-
ity evidence—A. Required information. Users of
selection procedures other than those users
complying with section 15A(1) below should
maintain and have available for each job in-
formation on adverse impact of the selection
process for that job and, where it is deter-
mined a selection process has an adverse im-
pact, evidence of validity as set forth below.

(1) Simplified recordkeeping for users with less
than 100 employees. In order to minimize rec-
ordkeeping burdens on employers who em-
ploy one hundred (100) or fewer employees,
and other users not required to file EEO-], et
seq., reports, such users may satisfy the re-
quirements of this section 15 if they main-
tain and have available records showing, for
each year:

(a) The number of persons hired, promoted,
and terminated for each job, by sex, and
where appropriate by race and national ori-
gin;

(b) The number of applicants for hire and
promotion by sex and where appropriate by
race and national origin; and

(c) The selection procedures utilized (ei-
thor standardized or net sbandardized).

These records should be maintained for
each race or national origin group (see sec-
tion 1 above) conotituting morc than two
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porcont (2%) of tho labor forece in the rol
ovant labor areca. Howevor, it is not nce
essary to maintain records by race and/or na-
tional origin (see section 4 above) if one race
or national origin group in the ielovaul
labor aroa oonotitutos meore than ninoty
oight porcont (98%) of tho labor foroo in tho
arca. If tho user has reason to belicvoe that a
oelection procodure hac an adverse impaot,
the user should maintain any available evi-
dence of validity for that procedure (see sec-
tions 7TA and 8).

(2) Information on impact—(a) Collection of
information on impact. Users of selection pro-
codurcc othor than thosc complying with
section 15A(1) above should maintain and
have available for each job records or other
information showing whether the total selec-
tion process for that job has an adverse im-
pact on any of the groups for which records
arc oalled for by occtions 4B above. Adveroo
impact determinations should be made at
least annually for each such group which
constitutes at least 2 percent of the labor
force in the relovant labor arca or 2 percent
of the applioablo worlforoc. Where o total
selection process for a job has an adverse im-
pact, the user should maintain and have
available rcoords or other information show
ing which components have an adverse im-
pact: Where tho total colectien proceso for o
job dooo not have an adverse impact, infor
mation need not be maintained for indi-
vidual components except in circumotances
set forth in subsection 15A(2)(b) below. If the
dotermination of adverse impact is mado
using o proceduro othor than the “four fiftho
rule,” as defined in the first sentence of sec-
tion 4D abovo, a juctification, consiotent
with oootion 4D abovo, for the proceduro uoed
to dotermine adveroc impact should bo avail
able.

(b) When adverse impacet has been climinated
in the tatal selection process. Whenever the
total sslaction proccos for o particular job
has had an adverse impact, as defined in sec-
tion 4 above, in any year, but no longer has
an advorso impact, tho usor should maintain
and hovo availablo the information on indi
vidual components of the selection process
eequived in the preceding paragraph [or the
period in which there was advorse impaot. In
addition, tho uscr chould oontinuc to collect
such information for at least two (2) years
after the adverse impact has been elimi-
nated.

(c) When data insufficient to determine im-
pact. Where there has been an insufficient
numher of salectinng ta determine whether
thoro io an adveras impaot of tho total ooleo
tion procose for a particular job, tho ugor
chould continuc to oollcet, maintain and
have available the information on individual
ocompononts of tho colection proosss roquired
in section 15(A)(2)(a) above until the infor-
mation io oufficlont to determine that the
overall selection process does not have an
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advoree impact as dofined in gection 1 abovo,
or until the job hao changed substantially.
{3) Documentation of validity evidence—{a)
Types of evidence. Where a total selection
prucess hias ali adverse impact (sew sectivb 4
abovo) the user chould maintain and have
available for oaoch component of that process
which has an adveroo impact, ono or more of

the following typos of dooumcntation ovi .

dence:

(i) Documentation evidence showing cri-
terion-related validity of the selection proce-
dure (see sectlon 15B, below).

(ii) Documentation evidence showing con-
tont validity of tho oelootion proesdure (cec
section 15C, below).

(i11) Documentation evidence showing con-
struct valldity of the selection procedure
(see section 15D, below).

(lv) Documentation evidence from other
atudioc chowing validity of tho celection pro-
cedure in the user's facility (see section 15E,
below).

(v) Documentation evidence showing why a
validity otudy oannot or nced not be por:
formod and why oontinuod uce of tho proco
dure is consistent with Federal law.

(b) Form of report. This evidence should be
gompiled in o reasonably comploto and orga
nized manner to permit direct evaluation of
tho vwalidity of tho solection prooodurc: I'ro
vioucly written employor or oconsultant ro
ports of validity, or reports describing valid-
ity otudios oomplotod before the iasuance of
these guidelines are acceptable if they are
eomploto in regard to tho documontation ro
guirements oontained in thio oootion, or if
they satisfled requirements of guldelines
whioch were in effoot when tho validity study
wao completed. If they aro not completo, tho
rogquirod additional documontation chould bo

appended. If necessary information is not,

available thoe roport of the walidity ctudy
may still be used as documentation. ot ts
adequacy will be evaluatod in termia of coin-
pliance with the requirements of these
guidelines.

(o) Complotonoce. In the event that ovidonco
of validity is reviowod by an onforcomont
agency, the validation reports completed
after the efMactive Jula of these gulds]lnes
aro oxpectod to contain the information set
forth bolow. Evidence denoted by use of the
word ‘‘(Essential)’’ is considered critical. If
information denoted essential is not in-
cluded, the report will be considered incom-
plete unless the user affirmatively dem-
onstrates either its unavailability due to cir-
cnmgtances heyond the uger's contrel or gpe-
oial oiroumstanoee of the user'o otudy which
male tho information irrelovant. Evidonco
not oo denoted is desirable but its absonce
will not be a basis for considering a report
incomplete. The usor should maintain and
have available the information called for
undcr the heading “Source Data’ in sections
15B(11) and 15D(11). While it is a necessary
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part of tho otudy, it nood not bo oubmitted
with tho roport. All ctatiotioal rosultc chould
bo organizod and prosontod in tabular or
graphic form to the extent feasible.

B. Criterion rcloted validity otudics. Roporto
ul wiiluion-related validity for & scloction
prosdues #loudd foclude bl following infor-
mation:

(1) Tlser(s) location(s), and date(s) of study.
Dates and location(s) of the job analysis or
review of job information, tho dato(s) and lo
oation(o) of tho andminictration of tho celeo-
tion prooeduros and oollootion of oriterion
duln, dod the (lims Dolween collacl o of daly
on selection proceduros and oritorion monc
urcoe should bo provided (Esscntial). If the
otudy was conducted at ssveral locationo,
the addross of each looation, including oity
and State, should be shown.

(2) Problem and cotting. An explioit defini-
tion of tho purpoco(s) of tho otudy and tho
ciroumotancos in whioch tho otudy was ¢on:
ducled shivuld Le provided., A desciipliva ol
existing selection procedures and cutoff
scores, if any, should be provided.

(3) Job analysis or review of job information.
A dopeription of tho proeedurs uscd to ana
lyze tho job or group of jobo, ar to roviow tho
. job information chould be provided (Esscn-
tial). Where a review of job information re-
pulto in oritoria whioh may be used without
a full job analysis (see section 14B(3)), the
basis for the selection of these criteria
should be reported (Essential). Where a job
analysie iz reguired a complete deecription
of the work behavior(s) or work outcome(s),
end meacures of thoir criticality or impor
tance should be provided (Essential). The re-
puich shwidd Jdusciibe the basia on which Lhe
behavior(s) or outoome(s) were dotermincd
to be critical cr important, cuch as tho pro
portion of timo cpont on the roopootive be-
haviorg, their level of difficulty, their fre
quency of parformance, the congequences of
orror, or othor appropriato factoro (Esson-
tial). Whore two or morc jobe are grouped for
a validity study, the information called for
in this oubocoticn chould be provided for
oaoh of the jobs, and the justification for the
grouping (oco ocction 11B(1)) should be pro-
vided (Essential).

{4) Jub titles und cudes, 1L is deairable to pio-
rida the nger's job title(s) far the joh(g) in
quoction and the cerrooponding job titlo(s)
and enda(s) from U.S. Employment. Service's
Dictionary of Occupational Titles.

(5) Criterion measures. The bages for the se-
lection of the criterion measures should he
povided, together with references to the evi-
deuve voasidered o makiig the selsction of
critorion moaguros (ooaential). A full doserip
tion of all critorie on which data wore ool
lcotod and meanc by which thoy woro ob:
served, recorded, evaluated, and quantified,
should be provided (essential). If rating tech-
niques are used as criterion measures, the
appraisal form(s) and instructions to the
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rator(o) chould bo includod as part of tho val
idation ovidonoe, or should bo oxplicitly de-
poribod and available (oocontial). All otopo
taken to insure that criterion measures are
froe from faotors whioh would unfairly oltor
the acoires of ménbirs of any grouap ahould be
degeribed (esgential),

(6) Sample description. A description of how
the ressarch sample was ldentified and se-
lected should be included (essential). The
race, sex, and cthnio compoesition of tho cam
ple, inoluding those groupo oot forth in ooo
tion 1A above, should be dooeribod (oooon
Liul). Tl degceription should lnclude the slze
of caoh gubgroup (cocential). A dosoription of
how thc research semplo comparco with the
rolovant labor marlkot or worle foroo, tho
method by which the relevant labor marlket
or work force was defined, and a discussion
of the lilkiely offocto on validity of difforonooce
between the campls and tho reclevant labor
markot or worlk foroo, are also desirable. De-
scriptions of educaliunal levels, leuglli of
service, and age are also desirable.

(7T) Description of selection procedures. Any
meogure, combination of measurce; or prooe-
duro otudicd should be completely and ex
plicitly deocribed or attached (cesential). If
commorcially available selection procodurcs
are studied, they should be described by
titlo, form, and publicher (eczoential). Reports
of reliability estimates and how they were
established are desirable.

(8) Technigues and results. Methods used in
analyzing dato chould be deecribaed (eesen-
tial). Measures of central tendency (e.g.,
moans) and meacurcs of dicporsion (o.g.,
etandard deviatione and ranges) for all selec-
Lion procedures aad all vilediae should be ve-
ported for cach raco; ocx, and ethnic group
which constitutes a significant factor in the
relevant labor markot (escontial): The mag:-

- nitude and dircotion of all reclationshipo be-

tween eelection procedures and criterion
moaguroo invostigated should be roportod for
oach relovant race, eox, and ethnic group and
for the total group (essential). Where groups
are too emall to obtain rollablo ovidenco of
the magnitudo of tho rolationghip, noed not
be ropertod separately. Statomonto rogard-
ing the statistical significance of results
should Le made (caseutial). Aoy statlsticul
adjnstmeants, anch as for lass then perfect re-
liability or for rootriotion of ocoro rango in
the selection procedure or criterion should
be described and explained; and uncorrected
correlation cocfficiento chould algo bo shown
(esgential). Where the statisticsl technique
vategorizes coutivuous dala, such as Liseiial
corielabivi aad Lhe phi cocofficicnt, the cat-
cgorico and tho bages on which thoy wore de-
termined chould be described and cxplaincd
(eosential). Studios of test fairness chould bo
included where called for by the require-
ments of section 14B(8) (essential). These
studies should include the rationale by
which a selection procedure was determined
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Lo be fair to tho group(s) in quootion. Where
test fairness or unfairness has been dem-
onstrated on the basis of other studies, a bib-
liography of the rclevant astudioo phould be
included (essential). If the bibliography in-
cludes unpublished studies, copies of these
studies, or adequate abstracts or summaries,
should be attached (essential). Where revi-
sions have been made in a selection proce-
dure to assure compatability between suc-
cessful job performance and the probability
of being selected, the studies underlying
such revisions should be included (essential).
All statistical results should be organized
and presented by relevant race, sex, and eth-
nic group (essential).

(9) Alternative procedures investigated. The
selection procedures investigated and avail-
able evidence of their impact should be iden-
tified (essential). The scope, method, and
findings of the investigation, and the conclu-
sions reached in light of the findings, should
be fully described (essential).

(10) Uses and applications. The methods con-
sidered for use of the selection procedure
(e.g., a8 a screening device with a cutoff
score, for grouping or ranking, or combined
with other procedures in a battery) and
available evidence of their impact should be
described (essential). This description should
include the rationale for choosing the meth-
od for operational use, and the evidence of
the validity and utility of the procedure as it

is to be used (essential). The purpose for,

which the procedure is to be used (e.g., hir-
ing, transfer, promotion) should be described
(essential). If weights are assigned to dif-
ferent parts of the selection procedure, these
weights and the validity of the weighted
composite should be reported (essential). If
the selection procedure is used with a cutoff
score, the user should describe the way in
which normal expectations of proficiency
within the work force were determined and
the way in which the cutoff score was deter-
mined (essential).

(11) Source data. Each user should maintain
records showing all pertinent information
about individual sample members and raters
where they are used, in studios invelving the
validation of selection procedures. These
records should be made available upon re-
quest of a compliance agency. In the case of
individual sample members these data
should include scores on the selection proce-
dure(s), scores on criterion measures, age,
sex, race, or ethnic group status, and experi-
ence on the specific job on which the valida-
tion study was conducted, and may also in-
clude such things as education, training, and
prior job cxpericncc, but should not include
names and social security numbers. Records
should be maintained which show the ratings
given to each sample member by each rater.

(12) Contact person. The name, malling ad-
dress, and telephone number of the person
who may be contacted for further informa-
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tion about the validity ctudy should be pro
vided (essential).

(13) Accuracy and completeness. The report
should docoribo tho ctops taken to acsure the
accuracy and completeness of the collection,
analysis, and report of data and results.

C. Content validity studies. Reports of con-
tent validity for a selection procedure should
include the following information:

(1) User(s), location(s) and date(s) of study.
Dates and location(s) of the job analysis
should be shown (essential).

(2) Problem and setting. An explicit defini-
tion of the purpose(s) of the study and the
circumstances in which the study was con-
ducted should be provided. A description of
existing selection procedures and cutoff
scores, if any, should be provided.

(3) Job analysis—Content of the job. A de-
scription of the method used to analyze the
job should be provided (essential). The work
behavior(s), the associated tasks, and, if the
behavior results in a work product, the work
products should be completely described (es-
sential). Measures of criticality and/or im-
portance of the work behavior(s) and the
method of determining these measures
should be provided (essential). Where the job
analysis also identified the knowledges,
skills, and abilities used in work behavior(s),
an operational definition for each knowledge
in terms of a body of learned information
and for each skill and ability in terms of ob-
servable behaviors and outcomes, and the re-
lationship between each knowledge, skill, or
ability and each work behavior, as well as
the method used to determine this relation-
ship, should be provided (essential). The
work situation should be described, includ-
ing the setting in which work behavior(s) are
performed, and where appropriate, the man-
ner in which knowledges, skills, or abilities
are used, and the complexity and difficulty
of the knowledge, skill, or ability as used in
the work behavior(s).

(4) Selection procedure and its content. Selec-
tion procedures, including those constructed
by or for the user, specific training require-
ments, composites of selection procedures,
and any other procedurc cupported by ¢oa
tent validity, should be completely and ex-
plicitly described or attached (essential). If
commercially available selection procedures
are used, they should be described by title,
form, and publisher (essential). The behav-
jors measured or sampled by the selection
procedure should be explicitly described (es-
sential). Where the selection procedure pur-
ports to measure a knowledge, skill, or abil-
ity, evidence that the selection procedure
measurce and ic o roprocentative sample of
the knowledge, skill, or ability should be
provided (essential).

(5) Relationship between the selection proce-
dure and the job. The evidence demonstrating
that the selection procedure is a representa-
tive work sample, a representative sample of

FBI 18-cv-01766-296



§50.14

the work behavior(s), or a representative
sample of a knowledge, skill, or ability as
used as a part of a work behavior and nec-
essary for that behavior should be provided
(essential). The user should identify the
work behavior(s) which each item or part of
the selection procedure is intended to sample
or measure (essential). Where the selection
procedure purports to sample a work behav-
ior or to provide a sample of a work product,
a comparison should be provided of the man-
ner, setting, and the level of complexity of
the selection procedure with those of the
work situation (essential). If any steps were
taken to reduce adverse impact on a race,
sex, or ethnic group in the content of the
procedure or in its administration, these
steps should be described. Establishment of
time limits, if any, and how these limits are
related to the speed with which duties must
be performed on the job, should be explained.
Measures of central tend- ency (e.g., means)
and meoaourons of disporsion (c.g., atandard do
vintiono) and cotimates of reliability should
be reported for all selection procedures if
available. Such reports should be made for
relevant race, sex, and ethnic subgroups, at
least on a statistically reliable sample basis,

(6) Alternative procedures investigated. The
alternative selection procedures investigated
and available evidence of their Iimpact
should be identified (essential). The scope,
method, and findings of the investigation,
and the conclusions reached in light of the
findings, should be fully described (essen-
tial).

(7) Uses and applications. The methods con-
sidered for use of the selection procedure
(e.g., as a screening device with a cutoff
score, for grouping or ranking, or combined
with other procedures in a battery) and
available evidence of their impact should be
described (essential). This description should
include the rationale for choosing the meth-
od for operational use, and the evidence of
the validity and utility of the procedure as it
is to be used (essential). The purpose for
which the procedure is to be used (e.g., hir-
ing, transfer, promotion) should be described
(essential). If the selection procedure is used
with a cutoff score, the user should describe
the way in which normal expectations of pro-
ficiency within the work force were deter-
mined and the way in which the cutoff score
was determined (essential). In addition, if
the selection procedure is to be used for
ranking, the user should specify the evidence
showing that a higher score on the selection
procedure is likely to result in better job
performance.

(8) Contact person. The name, mailing ad-
dress, and telephone number of the person
who may be contacted for further informa-
tion about the validity study should be pro-
vided (essential). -

(9) Accuracy and completeness. The report
should describe the steps taken to assure the
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accuracy and completeness of the collection,
analysis, and report of data and results.

D. Construct validity studies. Reports of con-
struct validity for a selection procedure
should include the following information:

(1) User(s), location(s), and date(s) of study.
Date(s) and location(s) of the job analysis
and the gathering of other evidence called
for by these guidelines should be provided
(essential).

(2) Problem and setting. An explicit defini-
tion of the purpose(s) of the study and the
circumstances in which the study was con-

ducted should be provided. A description of,

existing selection procedures and cutoff
scores, if any, should be provided.

(3) Construct definition. A clear definition of
the construct(s) which are believed to under-
lie successful performance of the critical or
important work behavior(s) should be pro-
vided (essential). This definition should in-
olude the levele of construct performance
rolovant to the job(s) for which tho sclcotion
procedure is to be used (essential). There
should be a summary of the position of the
construct in the psychological literature, or
in the absence of such a position, a descrip-
tion of the way in which the definition and
measurement of the construct was developed
and the psychological theory underlying it
(essential). Any quantitative data which
identify or define the job constructs, such as
factor analyses, should be provided (essen-
tial).

(4) Job analysis. A description of the meth-
od used to analyze the job should be provided
(essential). A complete description of the
work behavior(s) and, to the extent appro-
priate, work outcomes and measures of their
criticality and/or importance should be pro-
vided (essential). The report should also de-
scribe the basis on which the behavior(s) or
outcomes were determined to be important,
such as their level of difficulty, their fre-
quency of performance, the consequences of
error or other appropriate factors (essential).
Where jobs are grouped or compared for the
purposes of generalizing wvalidity evidence,
the work behavior(s) and work product(s) for
sach of the jobs should be described, and con-
clusions concerning the similarity of the
jobs in terms of observable work behaviors
or work products should be made (essential).

(5) Job titles and codes. It is desirable to pro-
vide the selection procedure user's job
title(s) for the job(s) in queetion and the cor-
responding job title(s) and code(s) from the
United States Employment Service's dic-
tionary of occupational titles.

(6) Selection procedure. The selection proce-
dure used as a measure of the construct
should be completely and explicitly de-
scribed or attached (essential). If commer-
cially available selection procedures are
used, they should be identified by title, form

FBI 18-cv-01766-297



Department of Justice

and publisher (essential). The research evi-
dence of the relationship between the selec-
tioh procedure and the conatruct, such as
foctor structure, chould be included (oococon
tial). Measures of central tendency, varia-
bility and reliability of the selection proce-
dure should be provided (essential). When-
ever feasible, these measures should be pro-
vided separately for each relevant race, sex
and ethnic group.

(7) Relationship to job performance. The cri-
terion-related study{ies) and other empirical
evidence of the relationship between the con-
struct measured by the selection procedure
and the related work behavior(s) for the joh
or jobs in question should be provided (essen-
tial). Documentation of the criterion-related
study(ies) should satisfy the provisions of
section 15B above or section 15E(1) below, ex-
cept for studies conducted prior to the effec-
tive date of these guidelines (essential).
Where a study pertains to a group of jobs,
and, on the basis of the study, validity is as-
serted for a job in the group, the observed
work behaviors and the observed work prod-
ucts for each of the jobs should be described
(essential). Any other evidence used in deter-
mining whether the work behavior(s) in each
of the jobs is the same should be fully de-
scribed (essential).

(8) Alternative procedures investigated. The
alternative selection procedures investigated
and available evidence of their impact
should be identified (essential). The scope,
method, and findings of the investigation,
and the conclusions reached in light of the
findings should be fully described (essential).

(9) Uses and applications. The methods con-
sidered for use of the selection procedure
(e.g., as a screening device with a cutoff
score, for grouplng or ranking, or cumblned
with other precedurcs in o battory) and
available evidence of their impact should be
doooribod (oocontial). This deseription chould
include the raticnale for choosing the meth-
od for operational use, and the evidence of
the validity and utility of the procedure as it
is to be used (essential). The purpose for
which the procedure is to be used (e.g., hir-
ing, transfer, promotion) should be described
(essenlial), Il welglils are assigned Lu dif-
ferent purls of Lhe selection pruvedure, Lhese
weights and the wvalidity of the weighted
composite should be reported (essential). If
the selection procedure is used with a cutoff
score, the user should describe the way in
which normal expectations of proficiency
within the work force were determined and
the way in which the cutoff score was deter-
mined (essential).

(10) Accuracy and completeness. The report
should describe the steps taken to assure the
accuracy and completeness of the collection,
analysis, and report of data and results.

(11) Source data. Each user should maintain
records showing all pertinent information re-
lating to its study of construct validity.
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(12) Contact person. The name, malling ad-
dress, and telephone number of the indi-
vidual who may be contactad for further in
formation about tho validity otudy chould bo
provided (essential).

E. Evidence of validity from other studies.
When validity of a selection procedure is
supported by studies not done by the user,
the evidence from the original study or stud-
ies should be compiled in a manner similar
to that required in the appropriate section of
this section 15 above. In addition, the fol-
lowing evidence should be supplied:

(1) Evidence from criterion-related validity
studies—n. Job information. A description of
the important job behavior(s) of the user's
job and the basis on which the behaviors
were determined to be important should be
provided (essential). A full description of the
basis for determining that these important
work behaviors are the same as those of the
job in the original study (or studies) should
be provided (essential).

b. Relevance of criteria. A full description of
the basis on which the criteria used in the
original studies are determined to be rel-
evant for the user should be provided (essen-
tial).

c. Other variables. The similarity of impor-
tant applicant pool or sample characteristics
reported in the original studies to those of
the user should be described (essential). A
description of the comparison between the
race, sex and ethnic composition of the
user’s relevant labor market and the sample
in the original validity studies should be pro-
vided (essential).

d. Use of the selection procedure. A full de-
scription should be provided showing that
the uco to be madeo of tho nolostion procoduro
is consistent with tha findings of the ariginal
validity studies (essential).

e Rihliography A hibliography of reports nf
validity of the selection procedure for the
job or jobs in question should be provided
(essential). Where any of the studies in-
cluded an investigation of test fairmess, the
results of this investigation should be pro-
vided (essential). Copies of reports published
in journalc that are not commeonly availablo
sheuld be described in dotail or attachod (oo
sential). Where a user is relying upon unpub-
lished studies, a reasonable effort should be
made to obtain these studies. If these unpub-
lished studies are the sole source of validity
evidence they should be described in detail
or attached (essential). If these studies are
not available, the name and address of the
source, an adequate abstract or summary of
the validity study and data, and a contact
person in the source organization should be
provided (essential).

(2) Evidence from content validity studies. See
section 14C(3) and section 15C abave.

(3) Evidence from construct validity studies.
See sections 14D(2) and 15D above.
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F. Evidence of validity from cooperative stud-
ice, Whoro o oolootion procodurc has boon
validated through a cooperative study, evi
denoo that the study ocatisfies the require
ments of sections 7, 8 and 15E should be pro-
vided (essential).

G. Selection for higher level job. If a selec-
tion procedure is used to evaluate candidates
for jobs at a higher level than those for
which they will initially be employed, the
valldity evidence should satisfy the docu-
mentation provisions of this section 15 for
the higher level job or jobs, and in addition,
the user should provide: (1) A description of
the job progression structure, formal or in-
formal; (2) tho doto chowing how many om
ployees progress to the higher lavel job and

tho longth of timo ncoded to malio thio pro -

groceion; and (3) an idontification of any an
tioipatod changos in tho higher level job. In
addition, if the toot moapurce a knowledge,
skill or ability, the user should provide evi-
dence that the knowledge, skill or ability is
required for the higher level job and the
bacis for tho econolucion that tho knowlodge,
skill or ability is not expected to develop
from the training or experience on the job.

H. Interim use of selection procedures. If a se-
lection preooduro ic boing ucod on an intorim
bagio bocauoe tho procoduro is not fully cup
ported by the roquired ovidonoo of valldity,
tho uecr should maintain and havo availablo
(1) eubstantial ovidonoo of validity for tho
preceduro, and (2) a roport showing tho dato
on which the study to gather the additional
evidence commenced, the estimated comple-
tion date of the study, and a description of
the data to be collected (essential).

DEFINITIONS

SEC. 16. Definitions. The following defini-
tions shall apply throughout these guide-
lines:

A. Ability. A present competence to per-
form an oboorvable bohavier or a bechavior
which results in an observable product.

B. Adverse impact. A substantially different
rate of selection in hiring, promotion, or
other employment decision which works to
the dicadventage of momboro of a raco, oo,
or ethnic group. See section 4 of these guide-
lines.

C. Compliance with these guidelines. Use of B
selection procedure is in compliance with
these guidelines if such use has been vali-
dated in accord with thess guidelines (as de-
fined below), or if such use does not result in
advoree impaot on any race, sou, or cthmic
group (see section 4, above), or, in unusual
circumotances, if noe of the proceduro io oth:
erwise justified in accord with Federal law.
See section 6B, above.

D. Content validity. Demonstrated by data
showing that the content of a selection pro-
cedure is representative of important aspects
of performance on the job. See section 5B
and section 14C.
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E. Construct validity. Demonstrated by data
ghowing that thc oclcetion procedure meas-
ures the degroe to which candidatca have
identifiable characteristics which have been
determined to be important for successful
job performance. See section 5B and section
14D.

F. Criterion-related validity. Demonstrated
by empirical data showing that the selection
procedure is predictive of or significantly
correlated with important elements of work
behavior. See sections 5B and 14B.

G. Employer. Any employer subject to the
provisions of the Civil Rights Act of 1964, as
amended, including State or local govern-
ments and any IMedoral agoncy subjoct to the
provisions of section 717 of the Civil Rights
Aot of 1961, an amended, and any IPcderal
contractor or suboontractor or fedorally as-
oioted oonstruction contractor or osubeon
traotor oovered by Exocutive Order 11216, as
amended.

H. Employment agency. Any employment
agency subject to the provisions of the Civil
Righte Aot of 1964, ac amondod.

I. Enforcement action. For the purposes of
section 4 a proceeding by a Federal enforce-
ment agency such as a lawsuit or an admin-
istrative proceeding leading to debarment
from or withholding, suspension, or tcrmi
notion of Foderal Government contracts or
the suspension or withholding of [oderal
Covernment funds; but not a finding of rca-
sonablc caunc or’a concil ation proccss or
the issuance of right to sue letters under
title VII or under Executive Order 11246
where such finding, conciliation, or issuance
of notice of right to sue is based upon an in-
dividual complaint.

J. Enforcement agency. Any agency of the
executive branch of the Federal Government
which adopts these guidelines for purposes of
the enforcement of the equal employment
opportunity laws or which has responsibility
for occuring complianoe with them.

K. Job analysis. A detailed statement of
work behaviors and other information rel-
evant to the job.

L. Job description. A general statement of
job dutico and rooponsibilitios.

M. Knowledge. A body of information ap-
plied directly to the performance of a func-
tion.

N. Labor organization. Any labor organiza-
tion subject to the provisions of the Civil
Rights Act of 1964, as amended, and any com-
mittee subjoet theroto controlling appron-
ticcohip or other training.

0. Observable. Able to be seen, heard, or
othcrwioe perccived by o peraon other than
the person performing the action.

P. Race, sex, or ethnic group. Any group of
persons identifiable on the grounds of race,
color, religion, sex, or national origin.

Q. Selection procedure. Any measure, com-
bination of measures, or procedure used as a
basis for any employment decision. Selection
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procedures inciude the full range of assess-
ment techniques from traditional paper and
poncil tests, performanoce tooto, training pro
grams, or probationary periods and physical,
¢ducational, and work coxperionooc roquiro
ments through informal or casual interviews
and unscored application forms.

R. Sclection rato. The proportion of appli
cante or cnndidatos who are hired, promoted,
or otherwise selected.

S. Should. The term ‘“‘should" as used in
these guidelines is intended to connote ac-
tion which is necessary to achievo compli
ance with the guidelinos, while rooognising
that there are circumstances where alter-
native courses of action are open to users.

T. Skill. A present, observablo compotonce
to perform a learned psychomoter act.

U. Technical feasibility. The existence of
conditions permitting the conduct of mean-
ingful criterion-related walidity studies.
These conditions include: (1) An adequate
sample of persons available for the study to
achieve findings of statistical eignificance;
(2) having or being able to obtain a sufficient
range of scores on the selection procedure
and job performance measures to produce va-
lidity results which can be expected to be
representative of the results if the ranges
normally expected were utilized; and (3) hav-
ing or being able to devise unbiased, reliabie
and relevant measures of job performanco or
other criteria of employee adequacy. See sec-
tion 14B(2). With respect to investigation of
possible unfairness, the same considerations
are applicable to each group for which the
study is made. See section 14B(8).

V. Unfairness of selection procedure. A condi-
tion {n which members of one race, sex, or
ethnic group characteristically obtain lower
scores on a selection procedure than mem-
bers of another group, and the differences are
not reflected in differences in measures of
job performance. See section 14B(7).

W. User. Any employer, labor organization,
employment agency, or licensing or certifi-
cation board, to the extent it may be covered
by Federal equal employment opportunity
law, which uses a selection procedure as a
basis for any employment decision. When-
aver an employar. lahor organization. or em-
ployment agency is required by law to re-
strict recruitment for any occupation to
thnse applicants who have met licensing or
certification requirements, the licensing or
certifying authority to the extent it may be
covered by Federal equal employment oppor-
tunity law will be considered the user with
respect to those licensing or certification re-
nquirements. Whenever a State employment
agency or service does no more than admin-
igter or monitor a procoduro as pormittod by
Departmont of Labor reogulations, and dooo
so without making referrals or taking any
other action on tho bacis of the rosults, tho
State employment agency will not be
deemed to be a user.
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X. Validated in accord with these guidelines
or properly validated. A demonstration that
ono or more valldity otudy or atudicas mcot-
ing the standards of these guidelines has
boon conductod, inoluding invoeotigntion and,
where appropriate, use of suitable alter-
native selection procedures as contemplated
by ooction 3D, and has produced evidenoo of
validity suffioiont to warrant use of the pro
cedure for the intended purpose under the
standards of these guidelines.

Y. Work behavior. An activity performed to
achiove tho objootiveo of tho job. Work be-
haviors involve oboorvable (physical) compo
nents and unobservable (mental) compo-
oents. A work behavior consists of the per-
formanoco of ono or moro tacks. Knowledgoo,
skills, and abilities are not behaviors, al-
though they may be applied in work behav-
iors.

APPENDIX

17. Policy statement on affirmative action (see
section 13B). The Equal Employment Oppor-
tunity Coordinating Council was established
by act of Congress in 1972, and charged with
responsibility for developing and imple-
menting agreements and policies designed,
among other things, to eliminate conflict
and inconsistency among the agencies of the
Federal Government responsible for admin-
istering Federal law prohlbiting discrhmloa-
tion on grounds of race, color, sex, religion,
and national origin. This statement is issued
as an initial response to the requests of a
number of State and local officials for clari-
fication of the Government’s policies con-
cerning the role of affirmative action in the
overall equal employment opportunity pro-
gram. While the Coordinating Council’s
adoption of this statement expresses omnly
the views of the signatory agencies con-
cerning this important subject, the prin-
ciples set forth below should serve as policy
guidance for other Federal agencies as well.

(1) Equal employment opportunity is the
law of the land. In the public sector of our
society this means that all persons, regard-
less of race, color, religion, sex, or national
origin shall have equal access to positions in
tho public servioe limitod only by their abil
ity to do the job. There is ample evidence in
all sectors of our society that such equal ac-
ceae [requontly has been demicd to mombuis
of certain groupa becauasc of thelir aex, racial,
or ethnic characteristics. The remedy for
such past and present discrimination is two-
fold.

On the one hand, vigorous enforcement of
the lawo againct dicorimination is essontinl:
But equally, and perhaps even more impor-
tant are affirmative, voluntary offortc on the
part of public cmployors to acsuro that pooi
tions in the public service are genuinely and
oqually acccasiblo to qualified porsons, with
out regard to their sex, racial, or ethnic
characteristics. Without such efforts equal
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employmont opportunity is no moro than a
wich. Tho importanco of voluntary affirma
tivo aotion on tho part of employore is un
derscored by title VII of the Civil Rights Act
of 1964, Executive Order 11246, and related
laws and regulations—all of which emphasize
voluntary action to achieve egual employ-
ment opportunity.

As with most management objectives, a
oyotematio plan basod on cound organise
Livial avalysis and problem ideutification is
oruolal to tho accomplichmont of affirmativo
action objcctiveo. Por thio roason, the Coun
cil urges all State and local governments to
develup aid itoplement rosults oricotod af-
firmative action plans which deal with tho
problems so identified.

The following parsgropho aro intendod to
assist State and local governments by illus-
trating the kinds of analyses and activities
which may be appropriate for a public em-
ployer’'s voluntary affirmative action plan.
This statcmcnt does not addrcas remedica
impoocd after a finding of unlawful dicorimi
nation.

(2) Voluntary affirmative action to assure
equal emplo:.rmeqt. opportunity 1s appro-
wiabe ab any stage of the employment proce-
ooo. Tho firot octop in the conotruction of any
affirmative action plan chould bo an analyoio
of tho omployor's worlz force to determino
whether percentages of sex, race, or ethnic
groups in individual job classifications are
substantially similar to tho porcontagoo of
those groups available in the relevant job
market who possess the basic job-related
qualifications.

When substantial disparities are found
through such analyses, each element of the
overnll gelection proceee should he examined
to determine which elements operate to ex-
cludc porsons on tho baoio of cox, raco, or
ethnic group. Such elaments include, but are
not limited to, recruitment, testing, ranking
certification, interview, recommendations
for oolecticn, hiring, promotion, ctc. The ex-
amination of cach clement of the ocleotion
process should at a minimum include a de-
termination of lts validity in predicting job
performance.

{3) When an employer hag reason to believe
that ito selection precodures havo the enclu
slopary effect described in paragraph 2
ahave, it shonld initiate affirmative etape to
remedy the situation. Such steps, which in
design and execution may be race, color, sex,
or ethnic “conscious,” include, but are not
limited to, the following:

{a) The establishment of a long-term goal,
and short-range, interlm goals and time-
tables for the specific job classifications, all
of which should take into account the avail-
ability of baslcally qualified persons in the
relevant job market;

(L) A secrultiment prugiain desigued bu at-
tract qualified members of the group in ques-
tion;
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(0) A oyotematio effort to organize work
and rodosign jobs in ways that provido oppor
tunitioe for poroons laoking ‘‘journoymon’
level knowledge or skills to enter and, with
appropriate training, t0 progress in a career
field;

{d) Revampipng selection instruments or
procedures which have not yet been vali-
dated in order to reduce or eliminate exclu-
oionary cffocts on particular groups in par-
ticulayr job classifications;

(8) The initiation of moasuros doolgnod to
nooure that mombors of tho affected group
who are qualified to perform the job are in-
cluded withia the pool of peraons fronr which
tho selecting official makes the solection;

() A systematic effort to provide career
advancomont training, both olassroom and
on-the-job, to employees locked into dead
end jobs; and

{g) The establishment of a system for regu-
larly monitoring the effectiveness of the par-
ticular affirmative action progrom, and pro-
oodurco for molting timoly adjustmonts in
this program where effectiveness is not dem-
onstrated.

(4) The goal of any affirmative action plan
should be achisvernent of geiuine eyual cm-
ployment opportunity for all qualifiod per-
cons. Scleotion under such plans should be
baced upen tho ability of tho applicant(s) to
do the work. Such plans should not require
the selection of the unqualified, or the
unnceded, nor gshould they roguire the gelec-
tion of persons on the basis of race, color,
sex, religion, or national origin. Moreover,
while the Council believes that this state-
ment should serve to assist State and local
employers, as well as Federal agencles, it
recognizes that affirmative action cannot be
viewed as a standardized program which
must be accuomplished in the same way at all
timeco in all placon.

Accordingly, the Council has not at-
tempted to set forth here either the min-
Imuwn or maximuwn voluntary steps that ein-
pluyers may Llake Lo deal with their respec-
tive situations. Rather, the Council recog-
nizes that under applicable authorities,
State and local employers have flexibility to
formulate affirmative action plans that are
Lest sulted to thelr partleular sltuations. In
this manner, the Counecil believes that af-
firmative action programa will bost ssrve the
goal of equal employment opportunity.

Respectfully submitted,

HaroLD R. TYLER, Jr.,
Deputy Attorney General and Chairman of
the Equal Employment Coordinating Council.
MicHAEL H. MOSKOW,
Under Secretary of Labor.
ETHEL BENT WALSH,

Acting Chairman, Equal Employment Oppor-
tunity Commisgion.

ROBERT E. HAMPTON,

Chairman, Civil Service Commission.
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ARTHUR E. FLEMMING,

Chairman, Commission on Civil Rights.

Because of its equal employment oppor-
tunity responsibilities under the State and
Local Government Fiscal Assistance Act of
1972 (the revenue sharing act), the Depart-
ment of Treasury was invited to participate
in the formulation of this policy statement;
and it concurs and joins in the adoption of
this policy statement.

Done this 26th day of August 1976.

RICHARD ALBRECHT,

General Counsel, Department of the Treasury.

SECTION 18. Citations. The official title of
these guidelines is “'Uniform Guidelines on
Employee Selection Procedures (1978)'. The
Uniform Guidelines on Employee Selection
Procedures (1978) are intended to establish a
uniform Federal position in the area of pro-
hibiting discrimination in employment prac-
tices on grounds of race, color, religion, sex,
or national origin. These guldelines have
been adopted by the Equal Employment Op-
portunity Commission, the Department of
Labor, the Department of Justice, and the
Civil Service Commission.

The official citation is:

“Section ___, Uniform Guidelines on Em-
ployee Selection Procedure (1978); 43 FR
(August 25, 1978).”

The short form citation is:

“Section ___, U.G.E.S.P. (1978); 43 FR ___
(August 25, 1978)."”

When the guidelines are cited in connec-
tion with the activities of one of the issuing
agencies, a specific citation to the regula-
tions of that agency can be added at the end
of the above citation. The specific additional
citations are as follows:

Equal Employment Opportunity Commission

29 CFR Part 1607
Department of Labor
Office of Federal Contract Compliance Pro-
grams

41 CFR Part 60-3
Department of Justice

28 CFR 50.14
Civil Service Comumission

5 CFR 300.103(c)

Normally when citing these guldelines, the
section number immediately preceding the
title of the guidelines will be from these
guidelines series 1-18. If a section number
from the codification for an individual agen-
cy is needed it can also be added at the end
of the agency citation. For example, section
6A of these guidelines could be cited for
EEQC as follows: “'Section 6A, Uniform
Guidelines on Employee Selection Proce-
dures (1978); 43 FR __, (August 25, 1978); 29
CFR part 1607, section 6A."

ELEANOR HOLMES NORTON,

Chair, Equal Employment Opportunity Com-

mission.

ALAN K. CAMPBELL,
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Chairman, Civil Service Commission. *
RAaY MARSHALL,

Secretary of Labor.
GRIFFIN B. BELL,

Attorney General.

[Order No. 668-76, 41 FR 51735, Nov. 23, 1976,

as amended at 43 FR 38295, Aug. 25, 1978]

§60.16 Representation of Federal offi-
cials and employees by Department

of Justice attorneys or by private
counsel furnished by the Depart-
ment in civil, criminal, and congres-

sional proceedings in which Fed-
eral employees are sued, sub
naed, or charged in their individual
capacities.

(a) Under the procedures set forth
below, a federal employee (hereby de-
fined to include present and former
Federal officials and employees) may
be provided representation ‘in civil,
criminal and Congressional pro-
ceedings in which he is sued, subpoe-
naed, or charged in his individual ca-
pacity, not covered by §15.1 of this
chapter, when the actions for which
representation is requested reasonably
appear to have been performed within
the scope of the employee's employ-
ment and the Attorney General or his
designee determines that providing

representation would otherwise be in

the interest of the United States. No
special form of request for representa-
tion is required when it is clear from
the proceedings in a case that the em-
ployee is being sued solely in his offi-
cial capacity and only equitable relief
is sought. (See USAM 4-13.000)

(1) When an employee believes he is
entitled to representation by the De-
partment of Justice in a proceeding, he
must submit forthwith a written re-
quest for that representation, together
with all process and pleadings served
upon him, to his immediate supervisor
or whomever is designated by the head
of his department or agency. Unless
the employee’s employing federal agen-
cy concludes that representation is
clearly unwarranted, it shall submit, in
a timely manner, to the Civil Division
or other appropriate litigating division
(Antitrust, Civil Rights, Criminal,
Land and Natural Resources or the Tax
Division), a statement containing its
findings as to whether the employee
was acting within the scope of his em-
ployment and its recommendation for
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or against providing representation.
The statement should be accompanied
by all available factual information. In
emergency situations the litigating di-
vision "may initiate conditional rep-
resentation after a telephone request
from the appropriate official of the em-
ploying agency. In such cases, the writ-
ten request and appropriate docu-
mentation must be subsequently pro-
vided.

(2) Upon receipt of the individual’s
request for counsel, the litigating divi-
sion shall determine whether the em-
ployee’s actions reasonably appear to
have been performed within the scope
of his employment and whether pro-
viding representation would be in the
interest of the United States. In cir-
cumstances where considerations of
professional ethics prohibit direct re-
view of the facts by attorneys of the
litigating division (e.g. because of the
possible existence of inter-defendant
conflicts) the litigating division may
delegate the fact-finding aspects of this
function to other components of the
Department or to a private attorney at
federal expenses.

(3) Attorneys employed by any com-
ponent of the Department of Justice
who participate in any process utilized
for the purpose of determining whether
the Department should provide rep-
resentation to a federal employee, un-
dertake a full and traditional attorney-
client relationship with the employee
with respect to application of the at-
torney-client privilege. If representa-
tion is anthorized, Justice Department
attorneys who represent an employee
under this section also undertake a full
and traditional attorney-client rela-
tionship with the employee with re-
spect to the attornmey-client privilege.
Any adverse information commu-
nicated by the client-employee to an
attorney during the course of such at-
torney-client relationship shall not be
disclosed to anyone, either inmside or
outside the Department, other than at-
torneys responsible for representation
of the employee, unless such disclosure
is authorized by the employee. Such
adverse information shall continue to
be fully protected whether or not rep-
resentation 1s provided, and even
though representation may be denied
or discontinued. The extent, if any, to
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which attorneys employed by an agen-
cy other than the Department of Jus-
tice undertake a full and traditional
attorney-client relationship with the
employee with respect to the attorney-
client privilege, either for purposes of
determining whether representation
should be provided or to assist Justice
Department attorneys in representing
the employee, shall be determined by
the agency employing the attorneys.

(4) Representation generally is not
available in federal criminal pro-
ceedings. Representation may be pro-
vided to a federal employee in connec-
tion with a federal criminal proceeding
only where the Attorney General or his
designee determines that representa-
tion is in the interest of the United
States and subject to applicable limita-
tions of §50.16. In determining whether
representation in a federal criminal
proceeding is in the interest of the
United States, the Attorney General or
his designee shall consider, among
other factors, the relevance of any non-
prosecutorial interests of the United
States, the importance of the interests
implicated, the Department’s ability to
protect those interests through other
means, and the likelihood of a conflict
of interest between the Department’s
prosecutorial and representational re-
sponsibilities. If representation is au-
thorized, the Attorney General or his
designee also may determine whether
representation by Department attor-
neys, retention of private counsel at
federal expense, or reimbursement to
the employee of private counsel fees is
most appropriate under the cir-
cumstances. .

(5) Where representation is sought for
proceedings other than federal crimi-
nal proceedings, but there appears to
exist the possibllity of a federal crimi-
nal investigation or indictment relat-
ing to the same subject matter, the
litigating division shall contact a des-
ignated official in the Criminal, Civil
Rights or Tax Division or other prose-
cutive authority within the Depart-
ment (hereinafter ‘‘prosecuting divi-
sion'’) to determine whether the em-
ployee is either a subject of a federal
criminal investigatiom or a defendant
in a federal criminal case. An employee
is the subject of an investigation if, in
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addition to being circumstantially im-
plicated by having the appropriate re-
sponaibilities at thc appropriate timo,
there is some evidence of his specific
participation in a crime.

(6) If a prosecuting division of the De-
partment indicates that the employee
is not the subject of a criminal inves-
tigation concerning the act or acts for
which he seeks representation, then
representation may be provided if oth-
erwise permissible under the provisions
of this section. Similarly, if the pros-
ecuting division indicates that there is
an ongoing investigation, but into a
matter unrelated to that for which rep-
resentation has been requested, then
representation may be provided.

(T) If the prosecuting division indi-
cates that the employee is the oubjoct
of a federal criminal investigation con-
cerning the act or acts for which he
seeks representation, the litigating di-
vision shall inform the employee that
no representation by Justice Depart-
ment attorneys will be provided in that
federal criminal proceeding or in any
related civil, congressional, or state
criminal proceeding. In such a case,
however, the litigating division, in its
discretion, may provide a private at-
torney to the employee at federal ex-
pense under the procedures of §50.16, or
provide reimbursement to employees
for private attorney fees incurred in
connection with such related civil, con-
gressional, or state criminal pro-
ceeding, provided no decision has been
made to seek an indictment or file an
information against the employee.

(8) In any case where it is determined
that Department of Justice attorneys
will represent a federal employee, the
employee must be notified of his right
to retain private counsel at his own ex-
pense. If he elects representation by
Department of Justice attorneys, the
employee and his agency shall be
promptly informed:

(i) That in actions where the United
States, any agency, or any officer
thereof in his official capacity is also
named as a defendant, the Department
of Justice is required by law to rep-
resent the United States and/or such
agency or officer and will assert all ap-
propriate legal positions and defenses
on behalf of such agency, officer and/or
the United States;
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(i) That the Department of Justice
will not assert any legal position or de-
fonco on beholf of any omployoo suod in
his individual capacity which is
deemed not to be in the interest of the
United States;

(ili) Where appropriate, that neither
the Department of Justice nor any
agency of the U.S. Government is obli-
gated to pay or to indemnify the de-
fendant employee for any judgment for
money damages which may be rendered
against such employee; but that, where
authorized, the employee may apply
for such indemnification from his em-
ploying agency upon the entry of an
adverse verdict, judgment, or other
monetary award;

(iv) That any appeal by Department
of Justioc attorncys from an advoreo
ruling or judgment against the em-
ployee may only be taken upon the dis-
cretionary approval of the Solicitor
General, but the employee-defendant
may pursue an appeal at his own ex-
pense whenever the Solicitor General
declines to authorize an appeal and pri-
vate counsel is not provided at federal
expense under the procedures of §50.16;
and

(v) That while no conflict appears to
exist at the time representation is ten-
dered which would preclude making all
arguments necessary to the adequate
defense of the employee, if such con-
flict should arise in the future the em-
ployee will be promptly advised and
steps will be taken to resolve the con-
flict as indicated by paragraph (a) (6),
(9) and (10) of this section, and by
§50.16.

(9) If a determination not to provide
representation is made, the litigating
division shall inform the agency and/or
the employee of the determination.

(10) If conflicts exist between the
legal and factual positions of various
employees Iin the same case which
make it inappropriate for a single at-
torney to represent them all, the em-
ployees may be separated into as many
compatible groups as is necessary to
resolve the conflict problem and each
group may be provided with separate
representation. Circumstances may
make it advisable that private rep-
resentation be provided to all con-
flicting groups and that direct Justice
Department representation be withheld
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50 as not to prejudice particular de-
fendants. In such situations, the proce-
dures of §50.16 will apply.

(11) Whenever the Solicitor General
declines to authorize further appellate
review or the Department attorney as-
signed to represent an employee be-
comes aware that the representation of
the employee could involve the asser-
tion of a position that conflicts with
the interests of the United States, the
attorney shall fully advise the em-
ployee of the decision not to appeal or
the nature, extent, and potential con-
sequences of the conflict. The attorney
shall also determine, after consultation
with his supervisor (and, if appropriate,
with the litigating division) whether
the assertion of the position or appel-
late review is necessary to the ade-
quate representation of the employee
and

(1) If it is determined that the asser-
tion of the position or appeal is not
necessary to the adequate representa-
tion of the employee, and if the em-
ployee knowingly agrees to forego ap-
peal or to waive the assertion of that
position, governmental representation
may be provided or continued; or -

(ii) If the employee does not consent
to forego appeal or waive the assertion
of the position, or if it is determined
that an appeal or assertion of the posi-
tion is necessary to the adequate rep-
resentation of the employee, a Justice
Department lawyer may not provide or
continue to provide the representation;
and

(iii) In appropriate cases arising
under paragraph (a)(10)(ii) of this sec-
tion, a private attorney may be pro-
vided at federal expense under the pro-
cedures of §50.16.

(12) Once undertaken, representation
of a federal employee under this sub-
section will continue until either all
appropriate proceedings, including ap-
plicable appellate procedures approved
by the Solicitor General, have ended,
or until any of the bases for declining
or withdrawing from representation set
forth in this section is found to exist,
including without limitation the basis
that representation is not in the inter-
est of the United States. If representa-
tion is discontinued for any reason, the
representing Department attorney on
the case will seek to withdraw but will

74

28 CFR Ch. | (7-1-16 Edition)

take all reasonable steps to avoid prej-
udice to the employee.

(b) Representation is not available to
a federal employee whenever:

(1) The conduct with regard to which
the employee desires representation
does not reasonably appear to have
been performed within the scope of his

employment with the federal govern-.

ment;

(2) It is otherwise determined by the
Department that it is not in the inter-
est of the United States to provide rep-
resentation to the employee.

(c)(1) The Department of Justice may

indemnify the defendant Department of
Justice employee for any verdict, judg-
ment, or other monetary award which
is rendered against such employee, pro-
vided that the conduct giving rise to
the verdict, judgment, or award was
taken within the scope of employment
and that such indemnification is in the
interest of the United States, as deter-
mined by the Attorney General or his
designee.
_(2) The Department of Justice may
settle or compromise a persomal dam-
ages claim against a Department of
Justice employee by the payment of
available funds, at any time, provided
the alleged conduct giving rise to the
personal damages claim was taken
within the scope of employment and
that such settlement or compromise is
in the interest of the United States, as
determined by the Attorney General or
his designee.

(3) Absent exceptional circumstances
ag determined by the Attorney General
or his designee, the Department will
not entertain a request either to agree
to indemnify or to settle a personal
damages claim before entry of an ad-
verse verdict, Judgment, or award.

(4) The Department of Justice em-
ployee may request indemnification to
satisfy a verdict, judgment, or award
entered against the employee. The em-
ployee shall submit a written request,
with appropriate documentation in-
cluding copies of the verdict, judg-
ment, award, or settlement proposal if
on appeal, to the head of his employing
component, who shall thereupon sub-
mit to the appropriate Assistant Attor-
ney General, in a timely manner, a rec-
ommended disposition of the request.
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Where appropriate, the Assistant At-
torney General shall seek the views of
the U.S. Attorney; in all such cases the
Civil Division shall be consulted. The
Assistant Attorney General shall for-
ward the request, the employing com-
ponent’s recommendation, and the As-
sistant  Attormey  General’'s rec-
ommendation to the Attorney General
for decision. )

(5) Any payment under this section
either to indemnify a Department of
Justice employee or to settle a per-
sonal damages claim shall be contin-
gent upon the availability of appro-
priated funds of the employing compo-
nent of the Department of Justice.

[Order No. 970-82, 47 FR 8172, Feb. 25, 1982, as
amended at Order No. 1139-86, 51 FR 27022,
July 29, 1986; Order No. 1409-80, 56 FR 13130,
Apr. 9, 1990]

§50.16 Representation of Federal em-
pl:iwees by private counsel at Fed-
eral expense,

(a) Representation by private counsel
at federal expense or reimbursement of
private counsel fees is subject to the
avallability of funds and may be pro-
vided to a federal employee only in the
instances described in §50.15(a) (4), (7),
(10), and (11), and in appropriate cir-
cumstances, for the purposes set forth
in §50.15(a)(2).

(b) To ensure uniformity in retention
and reimbursement procedures among
the litigating divisions, the Civil Divi-
sion shall be responsible for estab-
lishing procedures for the retention of
private counocl and the roimburcoment
to an employee of private counsel fees,
including the setting of fee schedules.
In all instances where a litigating divi-
sion decides to retain private counsel
or to provide reimbursement of private
counsel fees under this section, the
Civil Division shall be consulted before
the retention or reimbursement is un-
dertaken.

(¢) Where private counsel is provided,
the following procedures shall apply:

(1) While the Department of Justice
will generally defer to the employee'’s
choice of counsel, the Department
must approve in advance any private
counsel to be retained under this sec-
tion. Where national security interests
may be involved, the Department of
Justice will consult with the agency
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employing the federal defendant seek-
ing representation.

(2) Federal payments to private coun-
sel for an employee will cease if the
private counsel violates any of the
terms of the retention agreement or
the Department of Justice.

(i) Decides to seek an indictment of,
or to file an information against, that
employee on a federal criminal charge
relating to the conduct concerning
which representation was undertaken;

(ii) Determines that the employee's
actions do not reasonably appear to
have been performed within the scope
of his employment;

(iii) Resolves any conflict described
herein and tenders representation by
Department of Justice attorneys;

(iv) Determines that continued rep-
resentation is not in the interest of the
United States;

(v) Terminates the retainer with the
concurrence of the employee-client for
any reason.

(d) Where reimbursement is provided
for private counsel fees incurred by
employees, the following limitations
shall apply:

(1) Reimbursement shall be limited

to fees incurred for legal work that is
determined to be in the interest of the
United States. Reimbursement is not
available for legal work that advances
only the individual interests of the em-
ployee.
" (2) Reimbursement shall not be pro-
vided if at any timo tho Attornoy Con
eral or his designee determines that
the employee’s actions do not reason-
ably appear to have been performed
within the scope of his employment or
that representation is no longer in the
interest of the United States.

(3) Reimbursement shall not be pro-
vided for fees incurred during any pe-
riod of time for which representation
by Department of Justice attorneys
was tendered.

(4) Reimbursement shall not be pro-
vided if the United States decides to
seek an indictment of or to file an in-
formation against the employee seek-
ing reimbursement, on a criminal
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charge relating to the conduct con-
cerning which representation was un-
dertaken.

[Order No. 970-82, 47 FR 8174, Feb, 25, 1982, as
amended by Order No. 1409-90, 55 FR 13130,
Apr. 9, 1990]

§$50.17 Ex parte communications in in-
formal rulemaking proceedings.

In rulemaking proceedings subject
only to the procedural requirements of
5 U.S.C. 553:

(a) A general prohibition applicable
to all offices, boards, bureaus and divi-
sions of the Department of Justice
against the receipt of private, er parte
oral or written communications is un-
desirable, because it would deprive the
Department of the flexibility needed to
fashion rulemaking procedures appro-
priate to the issues involved, and would
introduce a degree of formality that
would, at least in most instances, re-
sult in procedures that are unduly
complicated, slow, and expensive, and,
at the same time, perhaps not condu-
cive to developing all relevant informa-
tion.

(b) All written communications from
outside the Department addressed to
the merits of a proposed rule, received
after notice of proposed informal rule-
making and in its course by the De-
partment, its offices, boards, and bu-
reaus, and divisions or their personnel
participating in the decision, should be
placed promptly in a file available for
public inspection. :

(c) All oral communications from
outside the Department of significant
information or argument respecting
the merits of a proposed rule, received
after notice of proposed informal rule-
making and in its course by the De-
partment, its offices, boards, bureaus,
and divisions or their personnel par-
ticipating in the decision, should be
summarized in writing and placed
promptly in a file available for public
inspection.

(d) The Department may properly
withhold from the public files informa-
tion exempt from disclosure under 5
U.S.C. 552.

(e) The Department may conclude
that restrictions on er parte commu-
nications in particular rulemaking pro-
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ceedings are necessitated by consider-
ations of fairness or for other reasons.

[Order No. 801-78, 43 FR 43297, Sept. 25, 1978,
as amended at Order No. 1403-90, 55 FR 13130,
Apr. 9, 1990] ’

§50.18 [Reserved]

§50.19 Procedures to be followed 1];{
government attorneys prior to fil-
':pg recusal or disqualification mo-
ions.

The determination to seek for any
reason the disqualification or recusal
of a justice, judge, or magistrate is a
most significant and sensitive decision.
This is particularly true for govern-
ment attorneys, who should be guided
by uniform procedures in obtaining the
requisite authorization for such a mo-
tion. This statement is designed to es-
tablish a uniform procedure.

(a) No motion to recuse or disqualify
a justice, judge, or magistrate (see, e.g.,
28 U.S.C. 144, 455) shall be made or sup-
ported by any Department of Justice
attorney, U.S. Attorney (including As-
sistant U.S. Attorneys) or agency
counsel conducting litigation pursuant
to agreement with or authority dele-
gated by the Attorney General, with-
out the prior written approval of the
Assistant Attorney General having ul-
timate supervisory power over the ac-
tion in which recusal or disqualifica-
tion is being considered.

(b) Prior to seeking such approval,
Justice Department lawyer(s) handling
the litigation shall timely seek the
recommendations of the U.S. Attorney
for the district in which the matter is
pending, and the views of the client
agencies, if any. Similarly, if agency
attorneys are primarily handling any
such suit, they shall seek the rec-
ommendations of the U.S. Attorney
and provide them to the Department of
Justice with the request for approval.
In actions where the United States At-
torneys are primarily handling the liti-
gation in question, they shall seek the
recommendation of the client agencies,
if any, for submission to the Assistant
Attorney General. )

(c) In the event that the conduct and
pace of the litigation does not allow
sufficient time to seek the prior writ-
ten approval by the Assistant Attorney
General, prior oral authorization shall
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be sought and a written record fully re-
flecting that authorization shall be
subsequently prepared and submitted
to the Assistant Attorney General.

(d) Assistant Attorneys General may
delegate the authority to approve or
deny requests made pursuant to this
section, but only to Deputy Assistant
Attorneys General or an equivalent po-
sition.

(e) This policy statement dces not
create or enlarge any legal obligations
upon the Department of Justice in civil
or criminal litigation, and it is not in-
tended to create any private rights en-
forceable by private parties in litiga-
tion with the United States.

[Order No. 977-82, 47 FR 22094, May 21, 1982]

§50.20 Participation by the United
States in court-annexed arbitration.

(a) Considerations affecting participa-
tion in arbitration. (1) The Department
recognizes and supports the general
goals of court-annexed arbitrations,
which are to reduce the time and ex-
penses required to dispose of civil liti-
gation. Experimentations with such
procedures in appropriate cases can
offer both the courts and litigants an
opportunity to dotormine the effective
ness of arbitration as an alternative to
traditional civil litigation.

(2) An arbitration oyctom, howcever,
ie bost suitod for tho rosclution of rel
atively simple factual issues, not for
trying casos that may involvo complen
icenos of liability or othor uncottlod
legal quoctions. To oxpand an arbitra
tion systom boyond tho typoc of oacos
for which it is best suited and most
competent would risk not only a de-
crease in the quality of justice avail-
able to tho partice but unnoooocarily
higher costs as well. :

(3) In particular, litigation involving
the United States raises special con-
corns with rospoct to oourt annoxod ar
bitration programs. A mandatory arbi
tration program potontially implicatco
tho principles of ceparation of poworo,
sovereign immunity, and the Attorney
Gonoral’s ocontrol over tho proocos of
settling litigation.

(b) General rule consenting to arbitra-
tion consistent with the department’s reg-
ulations. (1) Subject to the consider-
ations sot forth in tho following pora
graphs and the restrictions set forth in
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paragraphs (c) and (d), in a case as-
signed to arbitration or mediation
under a local district court rule, the
Department of Justice agrees to par-
ticipate in the arbitration process
under the local rule. The attorney for
the government responsible for the
case should take any appropriate steps
in conducting the case to protect the
interests of the United States.

(2) Based upon its experience under
arbitration programs to date, and the
purposes and limitations of court-an-
nexed arbitration, the Department gen-
erally endorses inclusion in a district’s
court-annexed arbitration program of
civil actions—

(i) In which the United States or a
Department, agency, or official of the
United States is a party, and which
seek only money damages in an
amount not in excess of $100,000, exclu-
sive of interest and costs; and

(il) Which are brought (A) under the
Federal Tort Claims Act, 28 U.S.C.
1346(h), 2671 et seg., or (B) under the
Longshoreman’s and Harbor Worker's
Compensation Act, 33 U.S.C. 905, or (C)
under the Miller Act, 40 U.S.C. 270(b).

(3) In any other case in which settle-

mont authority hac boon dologated to
the U.S. Attorney under the regula-
tions of the Department and the direc-
tives of the applicablo litigotion divi
cion and nono of the exceptions to such
delegation apply, the U.S. Attorney for
tho distriot; if ho ooncludec that a act
tlomont of tho oaco upon tho termo of
tho arbitration award would be appro
priato, may proceed to settle the casc
accordingly.

(4) Cases other than those described
in paragraph (2) that are not within the
dologatod sottlomont authority of the
U.S. Attorney for the district ordi-
narily aro not apprepriato for an arbi
tration process because the Depart-
mont gonorally will not bo ablo to act
favorably or negativoly in a chort pc
riod of time upon a scttlcment of the
onco in aocoordanoec with tho arbitration
award. Therefoere, this will result in a
domand for trial do nove in a oubstan
tial propertion of such cases to pre-
serve the interests of the TUnited
States.

(5) The Department recommends that
any distriot oourt’s arbitration rulo in
clude a provision exempting any case
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from arbitration, sua sponte or on mo-
tion of a party, in which the objectives
of arbitration would not appear to be
realized, because the case involves
complex or novel legal issues, or be-
cause legal issues predominate over
factual issues, or for other good cause.

(c) Objection to the imposition of pen-
alties or sanctions against the United
States for demanding trial de nmovo. (1)
Under the principle of sovereign immu-
nity, the United States cannot be held
liable for costs or sanctions in litiga-
tion in the absence of a statutory pro-
vision waiving its immunity. In view of
the statutory limitations on the costs
payable by the United States (28 U.S.C.
2412(a), 2412(b), and 1920), the Depart-
ment does not consent to provisions in
any district’s arbitration program pro-
viding for the United States or the De-
partment, agency, or official named as
a party to the action to pay any sanc-
tion for demanding a trial de novo—ei-
thor oo & doposit in advance or as a
penalty imposed after the fact—which
is based on the arbitrators’ fees, the
opposing party’s attorneys’ fees, or any
other costs not authorized by statute
to be awarded against the United
Statoc. Thic objootion applics whothor
e peually or sanction is reqguired Lo
be paid to the opposing party, to the
clerk of the court, or to the Treasury
of the United States.

(2) In any case involving the United
States that is designated for arbitra-
tion under a program pursuant to
which such a penalty or sanction might
be imposed against the United States,
its officers or agents, the attorney for
the government is instructed to take
appropriate steps, by motion, notice of
objection, or otherwise, to apprise the
court of the objection of the United
States to the imposition of such a pen-
alty or sanction.

(3) Should such a penalty or sanction
actually be required of or imposed on
the United States, its officers or
agents, the attorney for the govern-
ment is instructed to:

(i) Advise the appropriate Assistant
Attorney General of this development
promptly in writing;

(ii) Seek appropriate relief from the
district court; and
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(iii) If necessary, seek authority for
filing an appeal or petition for man-
damus.

The Solicitor General, the Assistant
Attorneys General, and the U.S. Attor-
neys are instructed to take all appro-
priate steps to resist the imposition of
such penalties or sanctions against the
United States.

(d) Additional restrictions. (1) The As-
sistant Attorneys General, the U.S. At-
torneys, and their delegates, have no
authority to settle or compromise the
interests of the United States in a case
pursuant to an arbitration process in
any respect that is inconsistent with
the limitations upon the delegation of
settlement authority under the Depart-
ment's regulations and the directives
of the litigation divisions. See 28 CFR
part 0, subpart Y and appendix to sub-
part Y. The attorney for the govern-
ment shall demand trial de novo in any
case in which:

(i) Settlement of the case on the
basis of the amvuul awarded would not
be in the best interests of the United
States; '

(ii) Approval of a proposed settle-
ment under the Department’s regula-
tions in accordance with the arbitra-
tion award ‘cannot bo obtained within
the period allowcd by the local rule for
rejection of the award; or

(iii) The client agency opposes settle-
ment of the case upon the terms of the
settlement award, unless the appro-
priate official of the Department ap-
proves a settlement of the case in ac-
cordance with the delegation of settle-
ment authority under the Depart-
ment'’s regulations.

(2) Cases sounding in tort and arising
under the Constitution of the United
States or under a common law theory
filed against an employee of the United
States in his personal capacity for ac-
tions within the scope of his employ-
ment which are alleged to have caused
injury or loss of property or personal
injury or death are not appropriate for
arbitration.

(3) Cases for injunctive or declara-
tory relief are not appropriate for arbi-
tration.

(4) The Department reserves the
right to seek any appropriate relief to
which its client is entitled, including
injunctive relief or a ruling on motions
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for judgment on the pleadings, for sum-
mary judgment, or for qualified immu-
nity, or on issues of discovery, before
proceeding with the arbitration proc-
BaS.

(56) In view of the provisions of the
Federal Rules of Evidence with respect
to settlement negotiations, the Depart-
mont objects to tho introduction of tho
arbitration process or the arbitration
award in evidonco in any prooeoding in
which the award has been rejected and
the case is tried de novo.

(6) The Department’s consent for par-
ticipation in an arbitration program is
not a waiver of sovereign immunity or
other defenses of the United States ex-
cept as expressly stated; nor is it in-
tended to affect jurisdictional limita-
tions (e.g., the Tucker Act).

(e) Notification of new or revised arbi-
tration rulee. Tho U.S. Attornoy in a
district which is considering the adop-
tion of or has adopted a program of
court-annexed arbitration including
cases involving the United States shall:

(1) Advise the district court of the
provisions of this section and the limi-
tations on the delegation of settlement
authority to the United States Attor-
ney pursuant to the Department’'s reg-
ulations and the directives of the liti-
gation divisions; and

(2) Forward to the Executive Office
for United States Attorneys a notice
that such a program is under consider-
ation or has been adopted, or is being
revised, together with a copy of the
rules or proposed rules, if available,
and a recommendation as to whether
United States participation in the pro-
gram as proposed, adopted, or revised,
would be advisable, in whole or in part.

[Order No. 1109-85, 50 FR 40524, Oct. 4, 1985]

§50.21 Procedures governing the de-
struction of contraband drug evi-
dence in the custody of Federal law
enforcement authorities.

() Gencral. The procedures oet forth
below are intended as a statement of
policy of the Department of Justice
and will be applied by the Department
in exercising its rcoponsoibilitico under
Federal law relating to the destruction
of seized contraband drugs.

(b) Purpose. This policy implements
the authority of the Attorncy Concral
under title I, section 1006(c)(3) of the
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Anti-Drug Abuse Act of 1986, Public
Law 99-570 which is codified at 21
U.S.C. 881()(2), to direct the destruc-
tion, as necessary, of Schedule I and IT
contraband substances.

(c) Policy. This regulation is intended
to prevent the warehousing of large
quantities of seized contraband drugs
whioh are unneoccoary for duc proooce
in criminal cases. Such stockpliling of
contraband drugs presents inordinato
security and storage problems which
create additional economic burdens on
limited law enforcement resources of
the United States.

(d) Definitions. As used in this sub-
part, the following terms shall have
the meanings specified:

(1) The term Contraband drugs are
those controlled substances listed in
Schedules I and II of the Controlled
Substances Act scized for violation of
that Act.

(2) The term Marijuana is as defined
in 21 U.S.C. 801(15) but does not in-
clude, for the purposes of this regula-
tion, the derivatives hashish or hashish
oil for purposes of destruction.

(3) The term Representative sample
means the exemplar for testing and a
sample aggregate portion of the whole
amount seized sufficient for current
criminal evidentiary practice.

(4) The term Threshold amount means:

(1) Two kilograms of a mixture or
substance contalning a detectable
amount of heroin; ’

(il) Ten kilograms of a mixture or
substance containing a detectable
amount of—

(A) Coca leaves, except coca leaves
and extracts of coca leaves from which
cocaine, ecgonine, and derivatives of
ecognine or their salts have been re-
moved;

(B) Cocaine, its salts, optical and
geometric isomers, and salts of iso-
mers;

(C) Ecgonine, its derivatives, their
oalto, isomors, and ealto of isomers; or

(D) Any compound, mixture, or prep-
aration which contains any quantity of
any of the substances referred to in
paragraphs (d)(1)(1i) (A) through (C) of
this section;

(iii) Ten kilograms of a mixture or
substance described in paragraph
(d)(1)X(ii)}(B) of thic ocotion which oon
tains cocaine base;
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(iv) Two hundrod gramo of powdcrod
phencyclidine (PCP) or two kilograms
of a powdered mixture or substance
containing a detectable amount of
phencyclidine (PCP) or 28.35 grams of a
liguid containing a detectable amount
of phencyclidine (PCP);

(v) Twenty grams of a mixture or
substance containing a detectable
amount of Lysergic Acid Diethylamide
(LSD);

(vi) Eight hundred grams of a mix-
ture or substance containing a detect-
able amount of N-phenyl-N[1-(2-
phenylethyl)-4-piperidiny]
propanamide (commonly known as
fentanyl) or two hundred grams of a
mixture or substance containing a de-
tectable amount of any analogue of N-
phenyl-N-[1-(2-phenylethyl)-4-
piperidinyl propanamide; or

(vii) Twenty kilograms of hashish or

two kilograms of hashish oil (21 U.S.C.
841(b)(1)(D), 960(b)(4)).
In the event of any changes to section
401(b)(1) of the Controlled Substances
Act (21 U.S.C. 841(b)(1) as amended oc-
curring after the date of these regula-
tions, the threshold amount of any sub-
stance therein listed, except mari-
juana, shall be twice the minimum
amount required for the most severe
mandatory minimum sentence.

(e) Procedures. Responsibilities of the
Federal Bureau of Investigation and
Drug Enforcement Administration.
When contraband drug substances in
excess of the threshold amount or in
the case of marijuana a quantity in ex-
cess of the representative sample are
seized pursuant to a criminal inves-

‘tigation and retained in the custody of

the Federal Bureau of Investigation or
Drug Enforcement Administration, the
Agency having custody shall:

(1) Immediately notify the appro-
priate U.S. Attorney, Assistant U.S.
Attorney, or thc responsiblc state/local
prosecutor that the amount of seized
contraband drug oxoeeding the thresh-
old amount and its packaging, will be
destroyed after sixty days from the
dato notico ic providod of tho soizurco,
unloco the agonoy providing notico is
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dctermined the chemical nature of the
contraband substance and its weight
sufficient to serve as evidence before
the trial courts of that jurisdiction;
and

(3) Photographically depict, and if re-
quested by the appropriate prosecu-
torial authority, videotape, the contra-
band drugs as originally packaged or
an appropriate display of the seized
contraband drugs so as to create evi-
dentiary exhibits for use at trial; and

(4) Isolate and retain the appropriate
threshold amounts of contraband drug
evidence when an amount greater than
the appropriate threshold amount has
been seized, or when less than the ap-
propriate threshold amounts of contra-
band drugs have been seized, the entire
amount of the seizure, with the excep-
tion of marijuana, for which a rep-
regsentative sample shall be retained;
and

(5) Maintain the retained portions of
the contraband drugs until the evi-
dence is no longer required for legal
proceedings, at which time it may be
destroyed, first having obtained con-
sent of the U.S. Attorney, an Assistant
U.S. Attorney, or the responsible state/
local prosecutor;

(6) Notify the appropriate U.S. Attor-
ney, Assistant U.S. Attorney, or the re-
sponsible state/local prosecutor to ob-
tain consent to destroy the retained
amount or representative sample when-
ever the related suspect(s) has been a
fugitive from justice for a period of five
years. An exemplar sufficient for test-
ing will be retained consistent with
this section.

(f) Procedures. Responsibilities of the
U.S. Attorney or the District Attorney
(nr equivalent state/local prosecutorial
authority). When so notified by the
Federal Bureau of Investigation or the
Drug Enforcement Administration of
on intent to dostroy oxccos contraband

 drugs, the U.S. Attorney or the Dis-

requested in writing by the authority -

receiving notice not to destroy the ex-
cess contraband drug; and

(2) Accuro thot appropriate tests of
samples of tho drug arc oonduotod to
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triot Attorney (or equivalent) may:

(1) Agree to the destruction of the
contraband drug evidence in excess of
the threshold amount, or for marijuana
in excess of thc rcpresentative sample,
prior to the nmormal sixty-day period.
The U.S. Attorney, or the District At-
torney (or equivalent) may delegate to
hioher agoistants authority bo cntor
into cuoh agroomcent; or
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(2) Request an exception to the de-
struction policy in writing to the Spe-
cial Agent in Charge of the responsible
division prior to the end of the sixty-
day period when retaining only the
threshold amount or representative
sample will significantly affect any
legal proceedings; and

(3) In the event of a denial of the re-
quest may appeal the denial to the As-
sistant Attorney General, Criminal Di-
vision. Such authority may not be re-
delegated. An appeal shall stay the de-
struction until the appeal is complete.

(g) Supplementary regulations. The
Federal Bureau of Investigation and
the Drug Enforcement Administration
are authorized to issue regulations and
establish procedures consistent with
this section.

[Order No. 1256-88, 53 FR 8453, Mar. 15, 1988,
as amended by Order No. 2020-2007, 72 FR
69144, Dec. 7, 2007]

§50.22 Young American Medals Pro-
gram. '

(a) Scope. There are hereby estab-
lished two medals, one to be known as
the Young American Medal for Bravery
and the other to be known as the
Young American Medal for Service.

(b) Young American Medal for Bravery.
(1)(i) The Young American Medal for
Bravery may be awarded to a person—

(A) Who during a given calendar year
has exhibited exceptional courage, at-
tended by extraordinary decisiveness,
presence of mind, and unusual swift-
ness of action, regardless of his or her
own personal safety, in an effort to
save or in saving thc lifc of any percon
or persons in actual imminent danger;

(B) Who was eighteen years of age or
younger at the time of the occurrence;
and

(C) Who habitually resides in the
United States (including its territories
and possessions), but need not be a cit-
izen thereof.

(ii) These conditions must be met at
the time of the event.

(2) The act of bravery must have been
public in nature and must have been
acknowledged by the Governor, Chief
Executive Officer of a State, county,
municipality, or other political sub-
division, or by a civie, educational, or
religious institution, group, or society.
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(3) No more than two such medals
may be awarded in any one calendar
year.

(c) Young American Medal for Service.
(1) The Young American Medal for
Service may be awarded to any citizen
of the United States eighteen years of
age or younger at the time of the oc-
currence, who has achieved out-
standing or unusual recognition for
character and service during a given
calendar year.

(2) Character attained and service ac-
complished by a candidate for this
medal must have been such as to make
his or her achievement worthy of pub-
lic report. The outstanding and un-
usual recognition of the candidate's
character and service must have been
public in nature and must have been
acknowledged by the Governor, Chief
Executive Officer of a State, county,
municipality, or other political sub-
division, or by a civic, educational, or
religious institution, group, or society.

(3) The recognition of the character
and service upon which the award of
the Medal for Service is based must
have been accorded separately and
apart from the Young American Medals
program and must not have been ac-
corded for the specific and announced
purpose of rendering a candidate eligi-
ble, or of adding to a candidate's quali-
ficationn, for the award of the Young
American Medal for Service.

(4) No more than two such medals
may be awarded in any one calendar
year.

(d) Eligibility. (1) The act or acts of
bravcery and thce rcoognition for char
acter and service that make a can-
didate eligible for the respective med-
als must have occurred during the cal-
endar year for which the award is
made.

(2) A candidate may be eligible for
both medals in the same year. More-
over, the receipt of either medal in any
year will not affect a candidate’s eligi-
bility for the award of either or both of
the medals in a succeeding year.

(3) Acts of bravery performed and
recognition of character and service
achieved by persons serving in the
Armed Forces, which arise from or out
of military duties, shall not make a
candidate eligible for either of the
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medals, provided, however, that a per-
son serving in the Armed Forces shall
be eligible to receive either or both of
the medals if the act of bravery per-
formed or the recognition for character
and service achieved is on account of
acts and service performed or rendered
outside of and apart from military du-
ties.

(e) Request for information. (1) A rec-

ommendation in favor of a candidate -

for the award of a Young American
Medal for Bravery or for Service must
be accompanied by:

(i) A full and complete statement of
the candidate’s act or acts of bravery
or recognized character and service (in-
cluding the times and places) that sup-
ports qualification of the candidate to
receive the appropriate medal;

(ii) Statements by witnesses or per-
sons having personal knowledge of the
facts surrounding the candidate’s act
or acts of bravery or recognized char-
acter and service, as required by the re-
spective medals; _

(iii) A certified copy of the can-
didate’s birth certificate, or, if no birth
certificate is available, other authentic
evidence of the date and place of the
candidate’'s birth; and

(iv) A biographical sketch of the can-
didate, including information as to his
or her citizenship or habitual resi-
dence, as may be required by the re-
spective medals.

(f) Procedure. (1)(i) All recommenda-
tions and accompanying documents
and papers should be submitted to the
Governor or Chief Executive Officer of
the State, territory, or possession of
the United States where the can-
didate’s act or acts of bravery or recog-
nized character and service were dem-
onstrated. In the case of the District of
Columbia, the recommendations should
be submitted to the Mayor of the Dis-
trict of Columbia.

(ii) If the act or acts of bravery or
recognized character and service did
not occur within the boundaries of any
State, territory, or possession of the
United States, the papers should be
submitted to the Governor or Chief Ex-
ecutive Officer of the territory or other
possession of the United States where-
in the candidate habitually maintains
his or her residence.
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(2) The Governor or Chief Executive
Officer, after considering the various
recommendations received after the
close of the pertinent calendar year,
may nominate therefrom no more than
two candidates for the Young Amer-
ican Medal for Bravery and no more
than two candidates for the Young
American Medal for Service. Nomi-
nated individuals should have, in the
opinion of the appropriate official,
shown by the facts and circumstances
to be the most worthy and qualified
candidates from the jurisdiction to re-
ceive consideration for awards of the
above-named medals.

(3) Nominations of candidates for ei-
ther medal must be submitted no later
than 120 days after notification that
the Department of Justice is seeking
nominations under this program for a
specific calendar year. Each nomina-
tion must contain the necessary docu-
mentation establishing eligibility,
must be submitted by the Governor or
Chief Executive Officer, together with
any comments, and should be sub-
mitted to the address published in the
notice.

(4) Nominations of candidates for
medals will be considered only when
received from the Governor or Chief
Executive Officer of a State, territory,
or possession of the United States.

(5) The Young American Medals Com-
mittee will select, from nominations
properly submitted, those candidates
who are shown by the facts and cir-
cumstances to be eligible for the award
of the medals. The Committee shall
make recommendations to the Attor-
ney General based on its evaluation of
the nominees. Upon consideration of
these recommendations, the .Attorney
General may select up to the maximum
allowable recipients for each medal for
the calendar year.

(g) Presentation. (1) The Young Amer-
ican Medal for Bravery and the Young
American Medal for Service will be
presented personally by the President
of the United States to the candidates
selected. These medals will be pre-
sented in the name of the President
and the Congress of the United States.
Presentation ceremonies shall be held
at such times and places selected by
the President in consultation with the
Attorney General.
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(2) The Young American Medals Com-
mittee will officially designate two
adults (preferably the parents of the
candidate) to accompany each can-
didate selected to the presentation
ceremonies. The candidates and per-
sons designated to accompany them
will be furnished transportation and
other appropriate allowances.

(3) There shall be presented to each
recipient an appropriate Certificate of
Commendation stating the cir-
cumstances under which the act of
bravery was performed or describing
the outstanding recognition for char-
acter and service, as appropriate for
the medal awarded. The Certificate
will bear the signature of the President
of the United States and the Attorney
General of the United States.

(4) There also shall be presented to
each recipient of a medal, a miniature

replica of the medal awarded in the_

form of a lapel pin.

(h) Posthumous awards. In cases where
a medal is awarded posthumously, the
Young American Medals Committee
will designate the father or mother of
the deceased or other suitable person
to receive the medal on behalf of the
deceased. The decision of the Young
American Medals Committee in desig-
nating the person to receive the post-
humously awarded medal, on behalf of
the deceased, shall be final.

(i) Young American Mednls Committes.
The Young American Medals Com-
mittee shall be represented by the fol-
lowing:

(1) Director of the FBI, Chairman;

(2) Administrator of the Drug En-
forcement Administration, Member;

(3) Director of the U.S. Marshals
Service, Member; and

(4) Assistant Attorney General, Of-
fice of Justice Programs, Member and
Executive Secretary.

" (Authority: The United States Department
of Justice is authorized under 42 U.S.C. 1921
et seq. to promulgate rules and regulations
establishing medals, one for bravery and one
for service. This authority was enacted by
chapter 520 of Pub. L. 81-638 (August 3, 1950).)

(61 FR 49260, Sept. 19, 1996]
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§50.23 Policy against entering into
final settlement agreements or con-
sent decree that are subject to con-
fidentiality provisions and against
seeking or concurring in the sealing
of such documents.

(a) It is the policy of the Department
of Justice that, in any civil matter in
which the Department is representing
the interests of the United States or its
agencies, it will not enter into final
settlement agreements or consent de-
crees that are subject to confiden-
tiality provisions, nor will it seek or
concur in the sealing of such docu-
ments. This policy flows from the prin-
ciple of openness in government and is
consistent with the Department’'s poli-
cies regarding openness in judicial pro-
ceedings (see 28 CFR 50.9) and the Free-
dom of Information Act (see Memo-
randum for Heads of Departments and
Agencies' from the Attorney General
Re: The Freedom of Information Act (Oct.
4, 1993)).

{b) There may be rare circumstances
that warrant an exception to this gen-
eral rule. In determining whether an
exception is appropriate, any such cir-
cumstances must be considered in the
context of the public’s strong interest
in knowing about the conduct of its
Government and expenditure of its re-
sources. The existence of such cir-
cumstances must be documented as
part of the approval process, and any
confidentiality provision must be
drawn ag narrowly as poeeible. Non-del-
egable approval authority to determine
that an exception justifies use of a con-
fidentiality provision in, or seeklng or
concurring in the sealing of, a final set-
tlement or consent decree resides with
the relevant Assistant Attorney Gen-
eral or United States Attorney, unless
authority to approve the settlement
itself lies with a more senior Depart-
ment official, in which case the more
senior official will have such approval
authority.

(c) Regardless of whether particular
information is subject to a confiden-
tiality provision or to seal, statutes
and regulations may prohibit its dis-
closure from Department of Justice
files. Thus, before releasing any infor-
mation, Department attorneys should
consult all appropriate statutes and
regulations (e.g., 5 U.S.C. 552a (Privacy
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Act); 50 U.S.C. 403-3(c)(6) (concerning
intelligence sources and methods), and
Execution Order 12958 (concerning na-
tional security information). In par-
ticular, in matters involving individ-
uals, the Privacy Act regulates disclo-
sure of settlement agreements that
have not been made part of the court
record.

(d) The principles set forth in this
section are intended to provide guid-
ance to attorneys for the Government
and are not intended to create or rec-
ognize any legally enforceable right in
any person.

[Order No. 2270-99, 64 FR §9122, Nov. 2, 1999]

§50.24 Annuity broker minimum quali-
fications.

(a) Minimum standards. The Civil Di-
vision, United States Department of
Justice, shall establish a list of annu-
ity brokers who meet minimum quali-
fications for providing annuity broker-
age services in connection with struc-
tured settlements entered by the
United States. Those qualifications are
as follows:

(1) The broker must have a current
* license issued by at least one State, the
District of Columbia, or a Territory of
the United States as a life insurance
agent, producer, or broker;

(2) The broker must have a current
license or appointment issued by at
least one life insurance company to
sell its structured settlement annuity
contracts or to act as a structured set-
tlement consultant or broker for the
company,

(3) The broker must be currently cov-
ered by an Errors and Omissions insur-
ance policy, or an equivalent form of
insurance;

(4) The broker must never have had a
license to be a life insurance agent,
produocor, or brokor revolked, reocinded,
or sucponded for any roason or for any
period of time;

(5) The broker must not have been
convicted of a felony; and

(6) The broker must have had sub-
stantial experience in each of the past
three years in providing structured set-
tlement brokerage services to or on be-
half of defendants or their counsel.

() Procedures for inclugion on the list.
(1) An annuity broker who desires to be
included on the list must submit a

28 CFR Ch. | (7-1-16 Edition)

‘‘Declaration” that he or she has re-
viewed the list of minimum qualifica-
tions set forth in paragraph (a) of this
section and that he or she meets those
minimum qualifications. A sample of
the Declaration for annuity brokers to
submit is available from the Civil Divi-
sion's Web site (hitp:/www.usdoj.gov/
civil/home.html) or by written request to
the address in this section. These min-
imum qualifications must be contin-
ually met for a broker who has been in-
cluded on the list to remain included
when the list is updated thereafter.
The Declaration must be executed
under penalty of perjury.in a manner
specified in 28 U.S.C. 1746.

(2) Each broker must submit a new
Declaration annually to be included on
updated lists. For a broker to be in-
cluded on the initial list to be estab-
lished by May 1, 2003, the Torts Branch,
Civil Division, must receive the bro-
ker's Declaration no later than April
24, 2003. If the broker wishes to be in-
cluded on updated lists, the Torts
Branch must receive a new Declaration
from the broker between January 1 and
April 10 of each successive calendar
year. After the Declaration is com-
pleted and signed, the original must be
mailed to the United States Depart-
ment of Justice, Civil Division, FTCA
Staff, Post Office Box 888, Benjamin
Franklin Station, Washington, DC
20044. The Department of Justice will
not accept a photocopy or facsimile of
the Declaration.

(3) A Declaration will not be accepted
by the Department of Justice unless it
is complete and has been signed by the
individual annuity broker requesting
inclusion on the list. A Declaration
that is incomplete or has been altered,
amended, or changed in any respect
from the Declaration at the Civil Divi-
clon'c Web site will net be accopted by
tho Department of Juotioe. Such a Dec-
laration will be returned to the annu-
ity broker who submitted it, and the
Department of Justice will take no fur-
ther action on the request for inclusion
on the list until the defect in the Dec-
laration has been cured by the annuity
broker.

(4) The Department of Justice will re-
tain a completo Declaration signcd and
filed by an annuity broker requesting
to be on the list. Because this rule does
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not require the submission of any addi-
tional information, the Department re-
tains discretion to dispose of additional
information or documentation pro-
vided by an annuity broker.

(5) The Department of Justice will
not accept a Declaration submitted by
an annuity company or by someone on
behalf of another individual or group of
individuals. Each individual annuity
broker who desires to be included on
the list must submit his or her own
Declaration.

(6) An annuity broker whose name
appears on the list incorrectly may
submit a written request that his or
her name be corrected. An annuity
broker whose name appears on the list
may submit a written request that his
or her name be removed from the list.

(7) To tho oxtont practioable, a namo
correction or deletion will appear on
the next revision of the list imme-
diately after receipt of the written re-
quest for a name correction or dele-
tion. A written request for a name cor-
rection or deletion must be mailed to
the United States Department of Jus-
tice, Civil Division, FTCA Staff, Post
Office Box 888, Benjamin Franklin Sta-
tion, Washington, DC 20044. Facsimiles
will not be accepted.

(8) The list of annuity brokers estab-
liched pursuant to this ocction will be
updated periodically, but not more
often than twice evory oanlondar yoar,
beginning in calendar year 2004.

(¢) Disclaimers. (1) The inclusion of an
annuity broltor on the liot cignifico
only that the individual declared nnder
penalty of perjury that he or she meets
the minimum gualifications required
by the Attorney General for providing
annuity brokerage services in connec-
tion with structured settlements en-
tered into by the United States. Be-
oause the decioion to include an indi
vidual annuity broker on the list is
based solely and exclusively on the
Declaration submitted by the annuity
broker, the appearance of an annuity
broker’s name on the list does not sig-
nify that the annuity broker actually
meets those minimum qualifications or
is otherwise competent to provide
structured settlement brokerage serv-
ices to the United States. No pref-
erential consideration will be given to
an annuity broker appearing on the list

§50.25

except to the extent that United States
Attorneys utilize the list pursuant to
section 11015(b) of Public Law 107-273.

(2) By submitting a Declaration to
the Department of Justice, the indi-
vidual annuity broker agrees that the
Declaration and the list each may be
made public in its entirety, and the an-
nuity broker expressly consents to
such release and disclosure of the Dec-
laration and list.

{Order No. 2667-2003, 68 FR 18120, Apr. 15,
2003]

§50.256 Assumption of concurrent Fed-
eral criminal jurisdiction in certain
areas of Indian country.

(a) Assumption of concurrent Federal
criminal jurisdiction. (1) Under 18 U.S.C.
1162(d), the United States may accept
concurrcnt Iederal criminal juricdic
tion to prosecute violations of 18 U.S.C.
1152 (the General Crimes, or Indian
Country Crimes, Act) and 18 U.S.C. 1153
(the Major Crimes, or Indian Major
Crimes, Act) within areas of Indian
country in the States of Alaska, Cali-
fornia, Minnesota, Nebraska, Oregon,
and Wisconsin that are subject to State
criminal jurisdiction under Public Law
280, 18 U.8.C. 1162(a), if the tribe re-
guests such an assumption of jurisdic-
tion and the Attorney General con-
ocnto te that rcquest. Once tho Atter
ney General has consented to an Indian
tribe’s requoot for assumption cf con
current Federal criminal jurisdiction,
the General Crimes and Major Crimes
Aoto chall apply in the Indian country
wl Llie requesting tribe that iz located
in any of these ‘“mandatory’ Public
Law 280 States, and criminal jurisdic-
tion over those areas shall be concur-

‘rent among the Federal Government,
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the State government, and (where ap-
plicable) the tribal government. As-
cumptien of ocnourrcnt Foderal orimi
nal jurisdiction under 18 U.S.C. 1162(d)
does not require the agreement, con-
sent, or concurrence of any State or
local government.

(2) Under 25 U.S.C. 1321(a)2), the
United States may exercise concurrent
Federal criminal jurisdiction in other
areas of Indian country as to which
States have assumed ‘‘optional” Public
Law 280 criminal jurisdiction under 25
U.8.C. 1321(a), if a tribe so requests and
after consultation with and consent by
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the Attorney General. The Depart-
ment's view is that such concurrent
Federal criminal jurisdiction exists
under applicable statutes in these
areas of Indian country, even if the
Federal Government does not formally
accept such jurisdiction in response to
petitions from individval tribes. This
rule therefore does not establish proce-
dures for processing requests from
tribes under 25 U.S.C. 1321(a)(2).

(b) Request requirements. (1) A tribal
request for assumption of concurrent
Federal criminal jurisdiction under 18
U.S.C. 1162(d) shall be made by the
chief executive official of a federally
recognized Indian tribe that occupies
Indian country listed in 18 U.S.C.
1162(a). For purposes of this section, a
chief executive official may include a
tribal chairperson, president, governor,
principal chief, or other equivalent po-
sition.

(2) The tribal request shall be sub-
mitted in writing to the Director of the
Office of Tribal Justice at the Depart-
ment of Justice. The first page of the
tribal request shall be clearly marked:
‘“‘Request for United States Assump-
tion of Concurrent Federal Criminal
Jurisdiction.” The tribal request shall
explain why the assumption of concur-
rent Federal criminal jurisdiction will
improve public safety and criminal law
enforcement and reduce crime in the
Indian country of the requesting tribe.
The tribal request shall also identify
each local or State agency that cur-
rently has jurisdiction to investigate
or prosecute criminal violations in the
Indian country of the tribe and shall
provide contact information for each
such agency.

(c) Process for handling tribal requests.
(1) Upon receipt of a tribal request, the
Office of Tribal Justice shall:

(i) Acknowledge receipt; and

(ii) Open a file.

(2) Within 30 days of receipt of a trib-
al request, the Office of Tribal Justice
shall:

(i) Publish a notice in the FEDERAL
REGISTER, seeking comments from the
general public;

(ii) Send written notice of the re-
quest to the State and local agencies
identified by the tribe as having crimi-
nal jurisdiction over the tribe’s Indian
country, with a copy of the notice to

28 CFR Ch. | (7-1-16 Edition)

the governor of the State in which the
agency is located, requesting that any
comments be submitted within 45 days
of the date of the notice;

(iii) Seek comments from the rel-
evant United States Attorney’s Offices,
the Federal Bureau of Investigation,
and other Department of Justice com-
ponents that would be affected by con-
senting to the request; and

(iv) Seek comments from the Depart-
ment of the Interior (including the Bu-
reau of Indian Affairs), the Department
of Homeland Security, other affected
Federal departments and agencies, and
Federal courts.

(3) As soon as possible but not later
than 30 days after receipt of a tribal re-
quest, the Office of Tribal Justice shall
initiate consultation with the request-
ing tribe, consistent with applicable
Executive Orders and Presidential
Memoranda on tribal consultation.

(4) To the extent appropriate and
consistent with applicable laws and
regulations, including requirements of
the Privacy Act of 1974, as amended, 5
U.S.C. 552a, governing personally iden-

‘tifiable information, and with the duty
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to protect law enforcement sensitive
information, the Office of Tribal Jus-
tice may share with the requesting
tribe any comments from other parties
and provide the tribe with an oppor-
tunity to respond in writing.

(5) An Indian tribe may submit a re-
quest at any time after the effective
date of this rule. However, requests re-
ceived by February 28 of each calendar
year will be prioritized for decision by
July 31 of the same calendar year, if
feasible; and requests received by Au-
gust 31 of each calendar year will be
prioritized for decision by January 31
of the following calendar year, if fea-
sible. The Department will seek to
complete its review of prioritized re-
quests within these time frames, recog-
nizing that it may not be possible to do
so in each instance.

(d) Factors. Factors that will be con-
sidered in determining whether or not
to consent to a tribe's request for as-
sumption of concurrent Federal crimi-
nal jurisdiction include the following:

(1) Whether consenting to the request
will improve public safety and criminal
law enforcement and reduce crime in
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the Indian country of the requesting
tribe.

(2) Whether consenting to the request
will increase the availability of law en-
forcement resources for the requesting
tribe, its members, and other residents
of the tribe’s Indian country.

(3) Whether consenting to the request
will improve access to judicial re-
sources for the requesting tribe, its
members, and other residents of the
tribe’s Indian country.

(4) Whether consenting to the request
will improve access to detention and
corroctional resources for the requeot-
ing tribe, its members, and other resi-
dents of the tribe’s Indian country.

(b) Other comments and infermation
received from the relevant United
States Attorney’s Offices, the Federal
Bureau of Investigation, and other De-
partment of Justice components that
would be affected by consenting to the
request.

(6) Other oomments and information
reoeived from the Dopartment of the
Interior (including the Bureau of In-
dian Affairs), the Department of Home-
land Security, other affected Federal
departments and agencies, and Federal
courts.

(7) Other comments and information
received from tribal consultation.

(8) Other comments and information
received from other sources, including
governors and State and local law en-
forcement agencies.

(e) Decision. (1) The decision whether
to consent to a tribal request for as-
sumption of concurrent Federal crimi-
nal jurisdiction shall be made by the
Deputy Attorney General after receiv-
ing writton rccommendations frem tho
Office of Tribal Justice, the Executive
Office for United States Attorneys, and
the Federal Bureau of Investigation.

(2) The Deputy Attorney General
will:

(1) Consent to the request for assump-
tion of concurrent Federal criminal ju-
risdiction, effective as of some future
date certain within the next twelve
months (and, if feasible, within the
next six months), with or without con-
ditions, and publish a notice of the con-
sent in the FEDERAL REGISTER,

(ii) Deny the request for assumption
of concurrent Federal criminal juris-
diction; or

Pt. 51

(iii) Request further information or
comment before making a final deci-
sion.

(3) The Deputy Attorney General
shall explain the basis for the decision
in writing.

(4) The decision to grant or deny a re-
quest for assumption of concurrent
Federal criminal jurisdiction is not ap-
pealable. However, at any time after a
denial of such a request, a tribe may
submit a renewed request for assumip-
tion of concurrent Federal criminal ju-
risdiction. A renewed request shall ad-
drese the bagsic for tho prior denial. The
Office of Tribal Justice may provide
appropriate technical assistance to any
tribc that wishes to prepare and subinit
a renewed request.

(f) Retrocession of State criminal juris-

‘diction. Retrocession of State criminal
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jurisdiction under Public Law 280 is
governed by 25 U.S.C. 1323(a) and Exec-
utive Order 11435 of November 21, 1968.
The proecdurco for rotrocession do not
govorn a roqueot for aocoumption of con
current Federal criminal jurisdiction
under 18 U.S.C. 1162(d).

[AG Order No. 3314-2011, 76 FR 76042, Dec. 6,
2011}

PART 51—PROCEDURES FOR THE
ADMINISTRATION OF SECTION 5
OF THE VOTING RIGHTS ACT OF
1965, AS AMENDED
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1. Introduction

The requirements for effective media relations have evolved significantly in the twenty-first
century due to various factors, including 24/7 news coverage, an expansive cable market,
channels dedicated solely to law enforcement programming, social media, Internet sites with
original programming and articles, and the growth of opinion-driven, citizen-generated
journalism. This changed environment requires intensive public affairs activities by dedicated
public affairs specialists and media coordinators (MC), and it requires adaptability in the ways
the Federal Bureau of Investigation (FBI) engages media outlets.

1.1.  Purpose

As the principal voice of the FBI, the Office of Public Affairs (OPA) works to enhance the
public’s trust and confidence in the FBI by releasing and promoting information about the FBI’s
responsibilities, operations, accomplishments, policies, and values. In support of this objective,
OPA works to improve public understanding and perceptions of the FBI through liaisons with
traditional and nontraditional media. Effective work in media relations and media outreach also
supports FBI operational priorities through efforts to mobilize, educate, and protect the public.
The public can be a powerful force multiplier for law enforcement, serving as additional eyes
and ears on the ground, calling in tips, notifying law enforcement of the location of fugitives or
missing persons, and taking steps to protect themselves, their families, and their communities
from becoming victims of crime.

1.2. Intended Audience

This policy guide (PG) is intended for OPA employees, MCs in field offices (FO), and all FBI
personnel engaged in media relations.

1
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2. Roles and Responsibilities

2.1.  Federal Bureau of Investigation Office of Public Affairs
2.1.1. Assistant Director (AD), Office of Public Affairs

The AD, OPA serves as the FBI’s national spokesperson and provides leadership, oversight, and
direction for OPA and FBI-wide media relations, community outreach, history, executive
speeches, and employee communications functions. The AD must brief and advise the Director
and senior executives on a range of public affairs and communication matters, including the
current news environment and the impact of their decisions on public opinion, the FBI’s public
image, and communication to the FBI workforce. The AD must ensure that public affairs matters
are closely coordinated with the AD of the Office of Congressional Affairs (OCA) and public
affairs executives at the Department of Justice (DOJ), White House, Department of Homeland
Security (DHS), Office of the Director of National Intelligence (ODNI), and other agencies. The
AD must maintain high-level liaison with news and entertainment industry leaders, executive
producers, managing editors, and current and retired FBI executives. The AD must also approve
requests for use of the FBI's name, initials, and seal in media whose content has been specifically
reviewed and approved by the FBI (e.g., in public service announcements [PSA] and official
letters to the editor). (See Corporate Policy Directive (PD) 0625D, FBI Seal Name Initials and
Special Agent Gold Badge.)

2.1.2. Section Chief (SC), Media and Investigative Publicity Section, Office of Public
Affairs

The SC must manage the FBI-wide media relations and community outreach programs, directly
overseeing the National Press Office (NPO), Investigative Publicity and Public Affairs Unit
(IPPAU), Executive Writing Unit (EWU), and coordinating various field office and FBI
Headquarters (FBIHQ) components that contribute to these programs. The SC must act as a
high-level media relations and outreach expert to interact with the national news media, national-
level community-based groups, and counterparts in other government agencies (OGA) on a daily
basis.

2.1.3. Section Chief, Strategic Communications Section, Office of Public Affairs

The SC has oversight of the OPA units in the Strategic Communications Section, including the
FBI.gov and Internet Operations Unit (FIOU), formerly the Online/Print Media Unit, Employee
Communications Unit (ECU), Community Relations Unit (CRU), and Executive Staff and
Education Center Unit (ESECU). The SC must ensure that OPA’s activities support and are
aligned with FBI strategic objectives and priority initiatives. The SC must work in coordination
with the unit chief (UC) of ESECU on goals, objectives, performance measures, and strategic
planning. The SC is responsible for policies, compliance matters, and personnel professional
development matters for OPA and the FBI's larger public affairsworkforce in FOs and
throughout FBIHQ divisions.
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2.14. National Press Office

NPO must manage daily relations with the national and international media and ensures timely
responses to all media requests, with the exception of requests from monthly publications and
nontraditional media outlets, which are handled by [IPPAU. (See subsection 2.1.5. of this PG.)

NPO must:
¢ Coordinate interview requests.
¢ Draft and issue written press releases and responses.
e Produce analytical and briefing products for executives.

e Produce public affairs guidance (PAG), talking points, questions and answers (Q&A),
and other materials to help guide FBI communications on issues in the news.

e Design, recommend, and, upon the approval of the AD, OPA, execute media strategies
using print, broadcast, Internet, and social media platforms.

e Provide on-site and remote assistance for major media events involving the FBI.

e Serve as the FBI’s external public communication center during a major incident or crisis,
managing dissemination of all FBI public information via a number of methods,
including, but not limited to, telephone, electronic mail (e-mail), and social media.

e Provide general program management of media relations and provide daily guidance to
FOs.

¢ Coordinate media relations training for key executives and MCs and serve as their point
of contact (POC) for the support and coordination of issues pertaining to the media.

e Maintain staff-level liaison contacts with the public affairs offices of DOJ, the White
House, DHS, ODNI, and other federal entities.

2.1.5. Investigative Publicity and Public Affairs Unit

IPPAU must oversee and manage publicity efforts that directly support investigations or
intelligence activities. [PPAU must manage media relationships with national and international
monthly publications and magazines. In addition, IPPAU must connect with media outlets not
traditionally handled by NPO, such as authors, publishers, documentary productions, podcasts,
and the radio, television, motion picture, and other entertainment industries, including those in
foreign languages and those aimed at women, ethnic, religious, industry, and specific age groups.

IPPAU must:

¢ Coordinate with operational FBIHQ divisions and FOs on national and international
investigative publicity matters.

e Approve and coordinate press releases and other public disclosures to solicit public
assistance in fugitive, missing person, unknown bank robber, and cold cases.

¢ Develop national publicity campaigns.
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e Create Wanted posters and other fugitive publicity.

e Manage the Ten Most Wanted Fugitives and the Most Wanted Terrorists programé.
e Manage the “Most Wanted” pages of <www.fbi.gov>.

e Manage the “FBI Most Wanted” Twitter account.

e Manage the Wanted Bank Robbers Web site, a national system for publicizing the FBI’s
unknown bank robbery suspects.

e Manage the relationships with digital outdoor advertisers.
e Oversee the creation of PSAs.

e Coordinate approval for the recording of live-action FBI operations (also known as media
ride-alongs) with appropriate input from the FO, applicable United States Attorney’s
Office (USAQ), and DOJ.

e Coordinate “FBI 101s” (or workshops to educate different segments of the media on FBI
jurisdiction and operations) by planning the agenda, coordinating speakers, and
producing presentations, talking points, Q&As, fact sheets, and/or other background
materials for these workshops, in coordination with subject matter experts (SME).

e Offer briefings and training classes to both traditional and nontraditional media to
promote the development of positive feature stories.

2.1.6. FBI.gov and Internet Operations Unit

FIOU is responsible for content, security, compliance, and technical support for <www.fbi.gov>,
the Web sites of the FBI's 56 FOs, the FBI’s presence on all social media sites (such as Facebook
and YouTube), and all other external FBI Web sites, unless they are exempted by FIOU. The
unit vets and posts information from all FBIHQ divisions, oversees FO postings, and creates
original stories and videos to keep the public informed on FBI news and issues.

2.2.  Office of the General Counsel (OGC)

OGC must review all requests for authorized recordings of FBI operations and related activities.
OGC must review and approve releases and waivers that any members of the media or
production companies ask FBI employees to sign. In addition, OGC must advise OPA on the
potential impact of public comment on FBI policies and proposed and pending litigation.

2.3. Individuals in Federal Bureau of Investigation Headquarters Branches and
Divisions Outside of the Office of Public Affairs

Individuals in other FBIHQ branches and divisions engaged in public affairs activities such as
those in the Criminal Justice Information Services Division (CJIS), Training Division (TD),
Laboratory Division (LD), National Security Branch (NSB), do not have the full autonomy
afforded to FOs pursuant to these guidelines to conduct liaison with the news media.

Accordingly, such individuals must:

¢ Maintain close working relationships with OPA.

4
UNCLASSIFIED

FBI 18-cv-01766-325



UNCLASSIFIED

Media Relations at FBIHQ and in Field Offices Policy Guide

e Coordinate all media relations with OPA.

¢ Keep NPO advised of any significant cases or programs that could result in national press
or media attention at the earliest practicable time.

e Refer any media inquiries related to recent or breaking news or matters requiring
immediate attention to NPO.

e Refer any media inquiries on long-term projects and any requests from authors or
filmmakers to [PPAU.

2.4. Field Offices
2.4.1. Assistant Director in Charge (ADIC) or Special Agent in Charge (SAC)

The ADIC or SAC is responsible for overseeing and participating in media relations in his or her
FO, including appointing or hiring an MC who reports directly to the ADIC or SAC, as well as a
back-up MC and/or a supervisory senior resident agent (SSRA), as appropriate. The ADIC or
SAC must give interviews to the media, hold press conferences, and make appropriate FO
personnel available to the news media. The FO head must approve any memoranda of
understanding (MOU), following OGC review, that are executed between the FBI and media
outlets, such as those governing the authorized recording of FBI operations and related activities.
The FO head must be involved in the MOU negotiations for live-action recording, must execute
the MOUs once all parties are in agreement, and must oversee the approval process outlined in
subsection 4.2.2. of this document. '

24.2. Media Coordinators

All FBI FOs must have at least one MC, either professional staff or special agent (SA), who
functions as a liaison for the FO and as an official spokesperson, coordinating media activities
and information with his or her USAO(s), which exercises independent discretion as to
investigative matters affecting its own districts. MCs should not be the sole spokesperson for the
FO and, to the extent practical, should respond to requests for information by coordinating
interviews with managers, SMEs, or case agents.

MCs must:
¢ Respond orally or in writing to inquiries from members of the media.

e Focus on proactive activities that highlight the priorities, mission, and accomplishments
of the FBI.

* Build relationships with local media outlets and with other law enforcement MCs in their
area of responsibility (AOR).

e Provide materials such as speeches and talking points to assist the ADICs or SACs with
press evients and other public affairs efforts.

e Coordinate press conferences.

e Draft press releases.

5
UNCLASSIFIED

FBI 18-cv-01766-326



2.5,

UNCLASSIFIED

Media Relations at FBIHQ and in Field Offices Policy Guide

Update press releases and other information on their public-facing FO Web sites and, if
applicable, on their OPA-approved Twitter account.

Work with the media in crisis and emergency situations.
Coordinate national or significant media matters with NPO.
Coordinate investigative publicity matters through JPPAU.

Coordinate all interaction with authors, publishers, documentary productions, television,
motion picture, and other entertainment industries through IPPAU.

Coordinate with the community outreach specialist (COS). to publicize community
programs. (See Community Outreach in Field Offices Corporate Policy Directive and
Policy Implementation Guide [DPG], 0575DPG.)

Brief new SAs on how to interact with the media.

Brief new professional staff on the FBI media policy in the event that they have contact
with members of the media.

Ensure that the provisions in MOUSs for media ride-alongs are followed by the production
companies. This responsibility cannot be delegated to a squad supervisor or any other
employee.

All Federal Bureau of Investigation Employees

All employees must have an understanding of the FBI’s media relations program and its
guidelines, as contained in this policy. Employees must immediately contact NPO or their FO
MC if contacted by any member of the traditional or nontraditional media about FBI matters and
refer the media to NPO or the applicable FO MC. Additionally, employees must inform NPO or
the FO MC when there is an issue, a situation, or an event with the potential to generate
significant media coverage. FBI employees may contact NPO via the main telephone line or e-
mail address. (See Appendix C, “Contact Information,” of this PG.)
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3. Policies

3.1.  Authorization of Federal Bureau of Investigation Personnel to Make and
Coordinate Disclosures and Information Releases to the Media

At FBIHQ, the Director, deputy director (DD), associate deputy director (ADD), AD for OPA,
and OPA personnel designated by the AD are authorized to speak to the media. FBI executives,
including executive assistant directors (EAD), ADs, deputy assistant directors (DAD), and SCs
are authorized to speak to the media and must do so in coordination with OPA at FBIHQ. Other
FBIHQ personnel, such as managers and SMEs, must only speak to the media at OPA's request
or following coordination with, and approval by, OPA at FBIHQ.

In an FO, only the ADIC or SAC, assistant special agent in charge (ASAC), and the designated
MC or other personnel specifically authorized by the head of office may communicate with the
media on behalf of the FBI. On particularly sensitive issues or stories that may garner national
attention, media contact must be coordinated with OPA at FBIHQ. Other FBI FO personnel,

such as managers and SMEs, may communicate with the media at the request of the SAC, ASAC,
or MC or following coordination with, and approval by, the SAC, ASAC, or MC.

Legal attachés (LEGAT) are authorized to speak to the media, but each request for media contact
must be evaluated and considered by the LEGAT in coordination with the chief of mission and
OPA. No media interviews or other cooperation with the media should go forward without a
representative of the embassy present. OPA must coordinate with the International Operations
Division (IOD) and any other applicable FBIHQ division for any additional consideration on
behalf of the LEGAT.

Across the FBI, employees interested in planning national publicity campaigns or PSA initiatives
must first coordinate with OPA at FBIHQ.

Across the FBI, if there is any doubt regarding a disclosure (see Appendix D, “Definitions and
Acronyms,” of this PG) to (or any interaction with) the media, the contents of the disclosure
must be coordinated with OPA or the MC and with the FO’s chief division counsel (CDC) or
OGC, as applicable. In all cases, employee contacts with the media that are not authorized and
not part of the employee’s official duties are governed by FD-291, “FBI Employment

Agreement.”

OPA must consult with OGC’s Litigation Branch on proposed media contacts that involve FBI
personnel policies or that may impact proposed or pending litigation.

3.2. The Federal Bureau of Investigation’s Open Stance with the Media

Authorized FBI personnel must be as responsive as appropriate to inquiries and requests made by
media representatives within the bounds of applicable law and policy. Other than by reason of a
court order, the FBI must not interfere with efforts to pll'lotograph, tape, record, or televise events
that take place in public. This may include, for example, taking pictures of a sealed crime scene
from outside the sealed perimeter (the perimeter must be no larger than absolutely necessary for
operational needs) or recording other activities engaged in by FBI personnel.
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3.3. Constraints on the Sharing of Information with Media Outlets

All releases of information by public affairs specialists, MCs, and any FBI personnel (see
Appendix D, “Definitions and Acronyms,” of this PG) authorized to speak to the media must
conform with all applicable laws and regulations, as well as policies issued by DOJ, as itemized
in Section 5, “Summary of Legal Authorities,” of this PG.

All releases of information must be fair, accurate, and sensitive to the rights of defendants. The
criteria of fairness, accuracy, and sensitivity to the rights of defendants, as well as to the public’s
right to know, must prevail in all dealings with the news media. (See subsection 4.2.3, “Freedom
of the Press,” of the Domestic Investigations and Operations Guide [DIOG], 0667DPG.)

Releases of information involving juveniles must not contain personally identifiable information
(PII). Title 18 United States Code (U.S.C.) Section (§) 5038(e), the Federal Juvenile
Delinquency Act, as amended, provides in part, “Unless a juvenile who is taken into custody is
prosecuted as an adult neither the name nor picture of any juvenile shall be made public in
connection with a juvenile delinquency proceeding.” The Department has advised that a news
release concerning the arrest of a juvenile would not violate any restrictions of the act so long as
it contains no identifying information. (See DIOG subsection 19.12.2[H].)

All FBI personnel authorized to release information must comply with Privacy Act provisions.
The Privacy Act of 1974 (5 U.S.C. § 552(a)) prohibits the FBI from disclosing PII about an
individual without his or her written consent or, in the case of a juvenile, the consent of a parent
or a legal guardian, unless disclosure is authorized by an exemption or an exception contained in
the Privacy Act. One such exception authorizes the disclosure of information pursuant to a
published routine use so long as the disclosure is compatible with the purpose for which the
information was collected. The FBI has published in the Federal Register one or more routine
uses authorizing the disclosure of information subject to the Privacy Act. Blanket Routine Use
(BRU) 3, Appropriate Disclosures to the Public, published at 66 Federal Register 33559 (June
22,2001), authorizes the FBI to disclose information "To the news media or members of the
general public in furtherance of a legitimate law enforcement or public safety function as
determined by the FBI, e.g., to assist in locating fugitives; to provide notifications of arrests; to
provide alerts, assessments, or similar information on potential threats to life, health, or property;
or to keep the public appropriately informed of other law enforcement or FBI matters or other
matters of legitimate public interest where disclosure could not reasonably be expected to
constitute an unwarranted invasion of personal privacy."

The Privacy Act also requires agencies to maintain an accurate accounting of the date, nature,
and purpose of each disclosure and the name and address of the person and the agency to whom
the disclosure was made. This accounting must be retained for five years or the life of the record,
whichever is longer. All disclosures of PII must be documented. When PII is disclosed for the
purposes as stated in the paragraph above, the information is documented in 80-HQ-C1144322,
lnvestngatlve Publicity Matters. The disclosure may also be referencled in 80-HQ-C1702378, NA
- Ten Most Wanted Fugitive Matters, or 80-HQ-C1353047, Most Wanted Terrorists Program —
Most Wanted Terrorists Program.
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34. Content of Disclosures

Disclosures must not prejudice an adjudicative proceeding and, except as indicated below, must
not address an ongoing investigation.

Disclosures must not be erroneous, deceptive, or misleading. Any facts disseminated to the
media must be validated to the extent practicable.

Material posted to an Internet Web site, a social media page, or a publicly-available mobile
software application can reach audiences worldwide and must be given the same scrutiny and
vetting that would typically be afforded a written statement to the press. Such releases are
governed by the same legal and policy framework as other releases of information to the press
(see Section 5, “Summary of Legal Authorities” of this PG) and the same restrictions regarding
disclosures and requirements to coordinate with the USAO and/or OPA apply.

In some instances, it is permissible to} Ibut only with the prior
approval of FBIHQ entities (OGC and operational FBIHQ divisions, as appropriate, coordinated
by OPA) and under the careful supervision of OPA. This does not include the release of any b7E -2

classified information, which is governed by Safeguarding Classified National Security

Information Corporate Policy Directive and Policy Implementation Guide, 0632DPG.

For example, it may be permissible to fo assure the public that an
investigation is in progress.
e [t may be permissible to Lo protect the public interest,
welfare, or safety. b7E -2

e It mav be permissible tol

iIn an FO, these releases must
be approved by both the MC and the applicable USAO. At FBIHQ, these releases must
be approved by both OPA and DOJ Office of Public Affairs (DOJ-OPA), and, if
applicable, any relevant operational FBIHQ divisions.
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4. Procedures and Processes

4.1. Administration and Management of Media Relations
4.1.1. Office of Public Affairs and the Department of Justice

OPA interacts closely with DOJ-OPA, and its operations are governed by DOJ-OPA’s
instructions, located at Title 28 Code of Federal Regulations (CFR) § 50.2, and by the United
States Attorneys’ Manual [USAM)], Title 1-7.000, “Media Relations.”

4.1.2. “The Horizon”

MCs must submit to NPO any activities and matters that could potentially draw or are drawing
significant media attention in their area of operations. The inclusion of such activities or matters
in “The Horizon” is at the discretion of the MC.

NPO must compile and publish these activities each business day in “The Horizon” report and
disseminate the report to internal audiences, including all MCs and FBI senior leadership. NPO
must maintain records of “The Horizon” in 80-HQ-A1199962-HORIZON in Sentinel.

4.1.3. Biannual Reports

NPO must review and use biannual reports from every FO’s MC to program manage the media
relations program across FOs. The MC in each FO must submit these biannual reports by the
designated deadline to NPO. NPO must maintain records of these biannual reports in 80-HQ-
A1199962-FO MED REP in Sentinel.

4.1.4. Waivers and Releases

Producers and publishers occasionally ask FBI personnel who participate in television, film, or
book projects on behalf of the FBI to sign releases, waivers, or other written agreements.
Through the use of releases, waivers, and other agreements (e.g., “life rights contracts”),
production companies may attempt to secure authorization to use recorded material, including an
employee’s interviews, statements, likeness, and biographical data, in connection with a particular
project, or limit the employee’s or FBI's ability to share the story with other media outlets. Such
documents often contain provisions rendering them legally objectionable or otherwise
inappropriate for an FBI employee to sign.

Accordingly, employees participating in media projects in their official capacity must not sign
releases, waivers, or other types of agreements provided by a producing or publishing entity. OPA
has developed standard authorization letters that can be tailored to fit individual projects, which
are maintained in 80-HQ-1077659, Public Affairs Matters Documentaries Television Movies. FBI
employees or their FO MCs, on their behalf; must contact JPPAU to coordinate a review of the
request for releases or other agreements and to prepare an appropriate authorization letter. FBI
personnel asked to participate in television, film, or book projects for personal reasons and on
personal time, unconnected to their FBI afﬁliationL must consult with the Office of Integrity and
Compliance (OIC) since this may constitute outside employment and thus require OIC’s review
and approval.

FBI personnel who speak to a non-FBI audience or who participate as a panelist at a non-FBI
conference, seminar, or other event in which the public or media have access, may also be asked
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to sign a release, waiver, or other written agreement authorizing publicity, promotion, or sharing
of information related to that event. Those personnel must advise OPA of the participation and
must consult with OGC and OIC to ensure that legal and ethical considerations are addressed.

4.1.5. Office of Public Affairs and Media Coordinator Teleconferences

OPA must hold monthly teleconferences with MCs in FOs to discuss specific issues and matters
of timely interest. Depending on the topic, OPA may invite the FO community outreach
specialists to participate in the teleconferences.

4.1.6. Public Affairs Guidance

NPO will determine when a media issue warrants a PAG. NPO will issue PAG on significant
and/or emerging issues for appropriate dissemination. MCs are permitted to use the language in
PAGs as preapproved statements that can be offered in response to a media inquiry.

NPO must draft a PAG by coordinating information with the appropriate substantive FBIHQ
division(s) to establish appropriate responses. NPO must also obtain approvals from the
appropriate FBIHQ division(s), OPA executives, and, as required, DOJ-OPA. NPO must e-mail
the PAG to all MCs and upload it to the SharePoint site, Media Representatives Learning
Community.

4.1.7. Federal Bureau of Investigation Social Media Accounts

All employees authorized to use FBI social media accounts must abide by federal privacy,
accessibility, and recordkeeping laws.

Employees using the FBI social media accounts must not share or “retweet” non-FBI
information without first obtaining approval from the NPO UC (or the acting designee).

4.1.8. Press Releases

NPO must draft press releases of executive appointments of SACs, ADs and above in
coordination with the selectee.

NPO must consult with DOJ-OPA regarding any national press releases about pending cases or
investigations that may result in an indictment.

IPPAU must approve and coordinate any press releases or other public disclosures regarding
soliciting public assistance for the Ten Most Wanted Fugitives program, Most Wanted Terrorists
program, and other fugitive, missing person, unknown bank robbers, and cold cases.

4.1.8.1. Single Office Local Press Releases

MCs must obtain their SAC’s approval before publishing and disseminating press releases. If a
press release involves cases or investigations that may result in an indictment, MCs must also
obtain the approval of the relevant USAO. If a press release involves significant or particularly
sensitive issues or storles that may garner national attention, MCs must consqlt with NPO to
determine if OPA’ s and the substantive FBIHQ division’s approval is necessary.

MCs must use a uniform format for press releases, write them with both the media and public in
mind, and simultaneously disseminate the press release by e-mail to media outlets and FIOU to
post on <www.fbi.gov>.
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MCs must e-mail FIOU any press release issued by the relevant USAO on FBI operational
matters as quickly as possible for posting on <www.fbi.gov>.

When the FO’s ADIC or SAC decides to issue a national press release locally, MCs must not
expand on the content without the approval of both the substantive FBIHQ division and OPA.

MCs do not need prior approval from NPO to issue press releases regarding noninvestigative
matters, such as community outreach initiatives, employee award announcements, PSAs,
transfers of FO executives, and other administrative matters.

4.1.8.2. Multioffice Local Press Releases

In the event that a wide-ranging investigation requires close coordination and simultaneous press
releases to the media by two or more FOs, MCs must consult OPA before issuing a press release.
OPA may opt to release the information as a national press release. In joint or multidistrict cases,
the approving official must consult with the other districts or FOs affected. (See the USAM, Title
1-7.400, for more information.)

4.1.8.3. Recordkeeping of Press Releases

Each FO must maintain a control file containing all press releases issued by the FO. Press
releases concerning investigative matters must be also filed in the investigative case file noting
the time and date the release was made and where it was released.

NPO must file FBIHQ press releases into 80-HQ-A1199962-PR.
4.1.9. Press Conferences

NPO must request approval to hold a press conference in advance from DOJ-OPA for any case
or investigation that may result in an indictment. NPO must coordinate with DOJ-OPA on any
materials, quotes, or information to be released in the press conference.

MCs in FOs must request approval in advance for press conferences from their SAC and, for
issues relating to federal investigations and/or prosecutions, the applicable USAO. If a press
conference involves significant or particularly sensitive issues or stories that may garner national
attention, MCs must consult with NPO to determine if OPA’s and the substantive FBIHQ
division’s approval is necessary.

Local press conferences about pending cases or investigations that may result in an indictment
must be approved by the appropriate assistant Attorney General (AAG) or by the United States
attorney (USA) responsible for the case. In joint or multidistrict cases, the approving official
must consult with the other districts or FOs affected. (See the USAM, Title 1-7.401, for more
information.)

NPO and MCs hosting press conferences must:

e Choose the time, locaticTn, and physical layout to accommodate spokespersons and the
news media. ! I

o Alert the media to the event by distributing a media advisory or inviting them to attend
via e-mail, phone, or other form of communication.
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e Create and provide press releases, media packets, and/or other materials to attendees
before the press conference begins.

* Explain the ground rules at the onset of the press conference, such as whether the event is
on or off the record and whether cameras are permitted.

* Introduce the names and titles of the FBI officials who will speak and take reporters’
questions.

e Write and/or coordinate the public statements by the speakers.
¢ Close the press conference when its preset time is reached or when questions taper off.
e Address follow-up media inquiries as needed.

4.1.10.  Pen-and-Pad Briefings

NPO must coordinate pen-and-pad briefings (informal, on-the-record briefings to press regulars)
with any FBIHQ entity that may be a relevant stakeholder. If the pen-and-pad briefing will
address ongoing investigations that may result in an indictment, NPO must consult with DOJ-
OPA in advance.

NPO must:
e Issue a media advisory announcing the pen-and-pad briefing by e-mail, as appropriate.
e Secure room and security access for invited members of the media.
e Identify and schedule the briefer from the appropriate FBIHQ division.
e Escort attending media to and from the briefing location, at the scheduled times.
4.2. Media Inquiries and Requests
4.2.1. Media Inquiries
When NPO staff or MCs receive media inquiries, they must:
e Respond to media inquiries within the shortest possible time frame.
e Provide responses that are factual, courteous, and helpful.
¢ Not address hypothetical questions nor express personal opinions.

e Never ask or suggest that a journalist withhold information from the public without the
concurrence of the substantive FBIHQ division and OPA.

NPO staff members may refer media requests to an FO, as appropriate.
MCs must:

| o Coordinate all media contacts with the USAO on any matters that might affect that office,
including any federal investigations and/or prosecutions.

e Advise NPO immediately of any media contacts that could result in national media
attention.
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e Refer to NPO any inquiries related to recent or breaking news or that require a short
turnaround time.

All other FBI employees must immediately contact their FO MC or NPO if contacted by any
member of the traditional or nontraditional media about FBI matters.

4.2.2. Recording of Live-Action Federal Bureau of Investigation Operations

In an effort to mitigate the legal and operational risks of filming live-action FBI operations (also
known as media ride-alongs), the following rules must be followed:

e MCs must direct all requests for media ride-alongs to IPPAU for coordination. The media
recording of live FBI events should be approved in rare instances and should not become
the norm.

e If IPPAU approves the request in concept, IPPAU and the FO, including the FO’s CDC,
must collaboratively negotiate an MOU that will be executed between the FBI and the
production company and/or media outlet. A standard model MOU was created and
approved by OGC and can be found in Appendix B of this PG. The MOU must ensure
that the applicable statutes, regulations, and guidelines pertaining to the filming of law
enforcement activities are followed. The MOU is an important vehicle for formally
communicating to the production companies the legal limitations and requirements
placed on the FBI, as well as the many considerations relevant to the FBI’s mission as a
law enforcement agency.

e MCs, by virtue of their responsibility for media relations within their FOs, must be
present for all filming activities and must ensure that the parameters set forth within the
MOU are followed by the production companies. This responsibility must not be
delegated to a squad supervisor or any other employee.

e Production company employees and others acting on behalf of the company must sign
appropriate liability acknowledgements and nondisclosure agreements. All MOUs,
nondisclosure agreements, and liability agreements must be maintained in 80-HQ-
1077659 and the relevant investigative file. Examples of the MOU and nondisclosure
agreements can be found in Appendix B of this PG.

¢ Production companies must agree to indemnify the FBI and hold it harmless for liabilities
arising from the FBI’s actions. -

e OPA, in consultation with OGC, the substantive FBIHQ division, other affected FOs, and
the participating FO’s CDC must review and approve a production company’s proposed
video project, as well as the text of the MOU, prior to signature by any FBI official and
any filming of FBI operations and related activities. The focus of the review must be
whether the proposed project appears to be in the best interests of the FBI after
considering the circumstances and attendant risks, and whether I!he MOU adequately
addresses the risks.

e OPA must also ensure that the FBI has conducted the required coordination with DOJ-
OPA in accordance with DOJ policy.
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Production companies, their employees, and others acting on their behalf must comply
with their obligations under these agreements. The FBI may enforce these agreements by
requiring additional controls, limiting participation, terminating the agreement, or any
other lawful means it determines to be appropriate. However, the involved FBI officials
must understand that once a violation occurs, it may be difficult or impossible for the FBI
to adequately remedy any harm done to FBI mission interests.

The appropriate USAO must approve filming of any cases selected in accordance with
the USAM.

Filming must not be permitted in an area where an individual has, or may have, a
reasonable expectation of privacy, such as within a residence or an enclosed yard, even if
the FBI has obtained consent to enter the area. Production company personnel are not
permitted to accompany FBI personnel into such locations.

Law enforcement personnel must not reenact a law enforcement action for the purpose of
creating footage for a production company.

Production companies must not film FBI personnel or disclose their identities in a
production without the employees’ consent. The responsible FO must verify and

document such consent. The FBI may provide a letter to a production company
authorizing use of the footage and identification of specified employees. FBI personnel
may not sign releases or waivers without prior consultation with, and written approval by,

OGC.

The FBI must always guard the privacy of victims and witnesses. (See The Attorney
General Guidelines for Victim and Witness Assistance, Article II(C), pp. 3-4, “Privacy
and Confidentiality Considerations for Victims and Witnesses,” and Article V(J), pp. 47-
48, “Right to Fairness and Respect for Dignity and Privacy.”) To ensure “best efforts” to
protect the dignity and privacy of victims and witnesses, the FBI must alert the relevant
production personnel as soon as practical whenever FBI personnel are aware that there is
a reasonable likelihood of encountering a victim or a witness in a given situation. The
production personnel, in turn, must agree to make their best efforts not to film victims or
witnesses whenever it receives such notice from the FBL

If a production company uses film of an arrested individual in a production, [PPAU must
provide a written consent form to the individual, including an acknowledgement that
nothing has been given or promised to him or her in return for consent. IPPAU must
retain the original, signed consent form, with a second original copy routed to the USAO.

A production company must provide DOJ and the FBI an opportunity to review the final
production before it is publicly screened. This check is to ensure that legally protected or
sensitive investigative information is not disclosed and that the requirements of the
signed agreement are followed.

A production company must agree to provide, without the necessity of a subpoena or
other legal order, a copy of the entire unedited film to DOJ or the FBI, the prosecution,
defense, or court if requested by DOJ or the FBIL.
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e A production company must not publicly screen footage until after the case is fully
adjudicated.

4.2.3. Handling Requests from Television Series, Movies, Documentaries, Radio, or
' Authors for Federal Bureau of Investigation Assistance

MCs must direct all requests from authors or the entertainment industry for FBI assistance and
cooperation to JPPAU.

Once IPPAU receives a detailed description of the type of assistance or cooperation needed in
writing, including a detailed treatment or a script in the case of movie industry requests, an
IPPAU staff member must evaluate the quality, scope, and viability of each project.

If IPPAU approves the request in concept, IPPAU must prepare a communication to the
substantive FBIHQ division and/or FO with a recommendation on the level of support the FBI
will offer, as well as a request for input and concurrence from either the FBIHQ division or FO.
In some instances, the substantive FBIHQ division or FO may have knowledge of the case or
issue that would preclude participation in the project at a given time. Support can include
guidance on content, assistance with props and costumes, interviews with SMEs, and/or
assistance in identifying supporting material.

If all relevant parties approve cooperation with the requestor, IPPAU must coordinate the
execution of the request with the appropriate entities.

IPPAU must direct authors to submit a Freedom of Information Act (FOIA) request via
<www.foia.fbi.gov> for access to or information from FBI investigative files.

4.2.4. Ongoing Liaison with Television Series Depicting the Federal Bureau of
Investigation

IPPAU must coordinate all ongoing liaisons with television series depicting FBI personnel,
investigations, and/or services.

All liaison activity must be approved by [IPPAU, the substantive FBIHQ division, and any
relevant FO head.

IPPAU supports and coordinates ongoing liaison with television writers and producers in an
effort to ensure a more realistic portrayal of FBI investigations, operations, and personnel.

Once IPPAU receives a detailed description of the type of assistance or cooperation needed in
writing from the writer, producer, or other production personnel, an IPPAU staff member must
evaluate the quality, scope, and viability of each project. If IPPAU approves the request in
concept, IPPAU must prepare a communication to the substantive FBIHQ division and/or FO
with a recommendation on the level of support, as well as a request for input and concurrence.

If all relevant parties approve cooperation with the television production, IPPAU must
coordinate the fulfillment of the request with the appr'gopriate entity or SME. Support can include
guidance on content, fact checks, assistance with costumes and props, liaison and coordination
with FOs, coordination of location shots, access to FBI facilities for filming scenes, interviews
with SMEs, and/or supporting film footage.
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IPPAU must direct television personnel to submit a FOIA request via <www.foia.fbi.gov> for
access to or information from FBI investigative files.

4.3. Publicity and Proactive Campaigns
4.3.1. Managing Proactive Campaigns

[PPAU must create and coordinate national proactive program or investigative publicity
campaigns.

MCs must contact [PPAU for guidance on proactive program communications efforts or
investigative publicity with the local media. MCs must contact IPPAU at the idea stage to
request concept approval, strategic guidance, and content review for local proactive program or
investigative publicity campaigns.

IPPAU must ensure that all facets of a campaign comply with federal laws regulating the
dissemination of information to the public and the receipt of gifts from prohibited sources.
IPPAU will assist in the production and design of the campaign, assist with script writing,
provide guidance on the nature and timing of the release, and help MCs navigate through the
restrictions on endorsements by outside entities.

IPPAU may leverage the following elements for a national publicity campaign: press releases,
television, radio, podcasts, newspapers, magazines, outreach to international and nontraditional
media, PSAs, digital outdoor advertisements, print advertisements, Wanted posters, and social
media. ' '

4.3.2. Producing Radio Shows and Podcasts
IPPAU will leverage its FBI radio programs for proactive publicity purposes.

[PPAU must coordinate all requests and necessary approvals for program or investigative
publicity via FBI radio programs.

4.3.3. Creating Public Service Announcements

IPPAU coordinates the creation of all PSAs, including the concept, design, content approval, and
production to ensure consistent messaging and approval by all internal and external stakeholders.
IPPAU must coordinate and seek approval from other federal entities, as applicable.

4.3.4.  Fugitive Publicity

MCs must obtain approval from IPPAU for investigative publicity related to a fugitive, a missing
person, or other active investigation.

MCs may draft press releases and other public disclosures designed to solicit public
cooperation in the apprehension of FBI fugitives. MCs may include more facts about the
fugitive’s criminal background than are otherwise permissible in press releases and
announcements regard{ing arrests or indictments. |

MCs must avoid prejudicial statements in these public disclosures. These statements may
include, but are not limited to, statements that brand a fugitive as guilty of a crime for which
he or she has not been convicted or photographs that show arrest numbers or other data that
identifies a subject’s past arrest or imprisonment.
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MCs must send written requests for publicity related to a fugitive, a missing person, or other
active investigation to IPPAU. For fugitive cases, MCs must provide the following information:

A detailed summary of the case

Descriptive information about the fugitive, including eye and hair color, height, weight,
date and place of birth, scars, tattoos or other marks, medical problems, locations where
the fugitive might travel, hobbies or habits, occupations, and any known aliases

If the fugitive should be considered armed and dangerous

Any rewards being offered by the FBI

MCs must also submit the following enclosures with the request:

Any applicable state or federal warrants, including when, where, and in which judicial
districts the state and federal warrants were issued. Sealed indictments and warrants must
not be submitted.

Photographs of the best possible quality and highest resolution must be submitted
electronically or on a disk and must be in .jpg format. If available, MCs must provide the
date(s) when the photographs were taken.

Relevant videos, if available. Video is extremely beneficial in cases with potential
coverage by media outlets.

Certification that “all other law enforcement authorities involved with this investigation
have been contacted and have no objections to the requested national/international
publicity.” This must include contact with the FBI Legat office and foreign authorities, as
appropriate.

IPPAU must obtain the concurrence of the applicable operational FBIHQ division for the
investigative publicity.

After receipt of the appropriate documentation, IPPAU must consult with the case agent and MC
to determine the most impactful avenues of publicity. At a minimum, IPPAU must create a
Wanted poster for posting on <www.fbi.gov> and the affected FO’s Intranet site. [IPPAU may
also suggest pitching the case to national and international media outlets, creating a podcast or a
radio show, using digital billboard publicity, and/or engaging with the public via social media.

The case agent, in coordination with the MC, must approve all materials created by IPPAU prior
to publication on <ww.fbi.gov> or on the FO's Intranet site or prior to dissemination to the

media.

44.

44.1.

Crisis Situations

Crisis Planning

FOs’ and OPA’s crisis response plans (CRP) must include an outline of how OPA or the FO will
deal with the media during the course of a crisis, including specific potential situations, agreed
allocation of personnel and financial resources to handle media requests, and planned
coordination with federal, state, and local agencies.
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FOs” and OPA’s Continuity of Operations Plans (COOP) must include guidance on media
relations issues.

MCs must develop professional relationships with other federal, state, and local law enforcement
public information officers to develop strategies and protocols in responding to the news media
in joint law enforcement operations or in a crisis event. MCs may also proactively meet public
information officers in local military, academic, and/or private sector environments, as
appropriate.

MCs must foster healthy relationships with reporters to build trust and to ensure that reporters
are aware of the dangers of speculation about tactical situations. MCs must encourage reporters
to confine reports to facts released by authorized law enforcement officials in such situations.

4.4.2. During Crises

MCs must train SAs on situational awareness in fast-moving situations. SAs are authorized to
identify themselves as “an SA of the FBI,” identify their FO, state the general nature of the
operation (e.g., “‘we are here to serve an arrest warrant”), and refer further media questions to the
MC or management. In an emergency situation, SAs are permitted to call media questions
directly in to the SAC or ASAC and may relay the answers in that SAC’s or ASAC’s name.

In major crisis situations, MCs must:

¢ Coordinate the establishment of a broadcast area for the news media near the incident but
~ apart from a regular law enforcement perimeter and apart from any victim services
staging area.

¢ Establish a joint information center, if practical, to consolidate the flow of information
between local, state, and other federal agencies.

¢ Engage regularly with their SACs and other management.

e Participate in operational briefings to remain fully informed.

e Maintain regular communication with NPO.

e Request media not telephone or otherwise attempt to contact a hostage taker or a hostage.

e Request media to advise law enforcement of any calls received from hostage takers or
hostages and to not publish those conversations without advice and approval of an on-
scene commander and hostage negotiators, via the MC.

* Request media to limit live broadcasting with no close-ups of locations of tactical
personnel during the course of the incident.

e Request that media not identify groups claiming responsibility for the incident.
4.4.2:.1. On-Site Assistance |

NPO may provide on-site assistance for major media events involving the FBI, as appropriate
and as resources allow, with the concurrence of the AD of OPA and the FO head. On-site NPO
personnel will assist the local MC and FO head and will function as a liaison with relevant
individuals at FBIHQ. NPO may assist the MC with:
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e Shaping a media strategy.
e Working with on-scene members of the media.

¢ Staffing a 24/7 command post such as a joint operations center or a joint information
center.

e Liaising with state and local law enforcement.

e Liaising with relevant individuals at FBIHQ.

e Liaising with other on-scene federal agencies.
4.4.2.2. Off-Site Assistance

NPO must also provide off-site assistance as the FBI’s external public communications center
during a major incident or a crisis by managing the dissemination of all FBI public information.
NPQ’s responsibilities during a major incident may include:

e Preparing written statements for the press.

e Monitoring news and social media coverage.

¢ Responding to incoming press inquiries.

¢ Gathering Q&As from SMEs and executives.

e Providing briefing materials to senior executives.

NPO must also function as the primary liaison between all interested parties during a major
media event. NPO must:

¢ Coordinate information with other OPA units, as appropriate, and provide briefs as
needed to OPA leadership.

e Coordinate with senior FBI executives at FBIHQ.
¢ (Coordinate with the FO in whose AOR the incident occurred.

e Maintain an open line of communication between FBIHQ and the FO, including with any
on-site personnel.

e Coordinate with the White House, DOJ, and other federal or national-level partners.

If appropriate, NPO will establish a presence in the Strategic Information and Operations Center
(SIOC) command post to liaise with operational FBIHQ divisions.

4.5. Training
4.5.1. Training for Internal Audiences

NPO must provi(jﬂe training to key internal groups, including, but not limited to, any new Senior
Executive Service (SES) employees, on their roles and responsibilities with regard to media
guidelines and policies.

20
UNCLASSIFIED

FBI 18-cv-01766-341



UNCLASSIFIED

Media Relations at FBIHQ and in Field Offices Policy Guide

IPPAU must provide training to employees within FOs on effectively using investigative
publicity to assist with cases and to all employees on their responsibility to report requests to
OPA for any media research assistance from any traditional or nontraditional media sources.

MCs must brief new SAs, intelligence analysts (IA), and professional staff on media matters
when they arrive in an FO. On an annual basis, they must brief the FO population on the FBI’s
media policy, as stated herein, in the event that employees are contacted by members of the
media. MCs must also train FO personnel selected for media exposure on handling press
interviews.

Any records on training that OPA provides should be retained in 1Y-HQ-1702408.
4.5.2. Training for External Audiences

NPO must review and evaluate requests for public affairs trainings and exercises to domestic and
international intelligence agencies, law enforcement agencies, and community groups and deliver
any approved training, with the following exceptions:

e Ifthe training falls under the purview of the National Academy Unit (NAU), then TD is
responsible for reviewing the request and delivering any approved training.

¢ Ifthe requestor is a foreign law enforcement entity, the request should first be submitted
to IOD, who must evaluate the training request and, if approved, forward the request to
NPO to deliver the training.

e If MCs receive local requests, they must evaluate the requests and must provide any
approved training. MCs may contact NPO for advice and resources to assist in any such
training.

Any records on training that OPA provides must be retained in 1Y-HQ-1702408.
4.6. Special Circumstances

4.6.1. Investigations Involving Members of the Media

Investigations of members of the news media are considered sensitive investigative matters (SIM)
and are governed by special provisions in the DIOG, including, but not limited to:

e Subsection 6.10, “Sensitive Investigative Matters (SIM) in Preliminary Investigations”
o Subsection 7.10, “Sensitive Investigative Matters (SIM) in Full Investigations”
o Subsection 8.8, “Sensitive Investigative Matters (SIM) in Enterprise Investigations”

e Subsection 9.10, “Sensitive Investigative Matters (SIM) in a Full Positive Foreign
Intelligence Investigation”

e Subsection 10.1, “Sensitive Investigative Matters (SIM)”
e Subsection 16.2.3.5, “Sensitive Undisclosed Participation”
e Subsection 18.5.6.4.8, “Members of the News Media”

e Subsection 18.6.4.3.4.3, “Members of the News Media”
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Subsection 18.6.5.3.5.1, “Members of the News Media”

e Subsection 18.6.6.3.7.4. “Contact with Members of the News Media by a b7E -2

e Subsection 18.6.8.4.2, “Compelled Disclosure”

e Subsection 18.7.2.6, “Standards for Use and Approval Requirements for Sensitive Title
[1Is”

¢ Subsection 19.10, “Arrest of News Media Members™
e Appendix G.7, “Sensitive Investigative Matters”

e Appendix G.12, “National Security Letters for Telephone Toll Records of Members of
the News Media or News Organizations”

4.6.2. Financial Institution Investigations

In financial institution investigations, MCs or any other FO personnel must not disclose the
amount of money or property involved without prior concurrence from the Criminal
Investigative Division (CID) and OPA.

4.6.3. Special Agent-Involved Shootings

MCs must not identify nor verify the names of SAs involved in shooting incidents in the

- performance of duty. If the names of SAs involved in shooting incidents have been made public
through inclusion in public records or disclosures at public proceedings, SACs may verify the
SAs’ identities in response to inquiries by members of the media.

4.6.4. Threats Against Human Life

In order to protect the safety of victims, MCs must not disclose any information regarding
kidnap-for-ransom cases or other crimes that involve a threat against human life without the
approval of the applicable investigative FBIHQ division and OPA.

4.6.5. Overseas Incidents

FOs must coordinate media responses with NPO if the victims, suspects, or other individuals
thought to be related to an overseas incident are from the FO’s AOR.

4.6.6. Hot Pursuit

In hot pursuit fugitive cases, SACs have discretion to approve radio and television broadcasts
without advance approval from OPA. As soon as possible, MCs must coordinate these cases with
NPO. '
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S. Summary of Legal Authorities

e 28 CFR § 50.2, Release of information by personnel of the Department of Justice relating
to criminal and civil proceedings

United States Attorneys’ Manual, Title 1-7.000, “Media Relations.”

o The Attorney General Guidelines for Victim and Witness Assistance, Article 1I(C), pp. 3-
4, “Privacy and Confidentiality Considerations for Victims and Witnesses™

o The Attorney General Guidelines for Victim and Witness Assistance, Article V(J), pp. 47-
48, “Right to Fairness and Respect for Dignity and Privacy”

e 18 U.S.C. § 5038(e), The Federal Juvenile Delinquency Act

e Privacy Act of 1974 (5 U.S.C. § 552(a))

o 18 U.S.C. § 3052, Powers of Federal Bureau of Investigation

e 18 U.S.C. § 3107, Service of warrants and seizures by Federal Bureau of Investigation

e 28 CFR § 0.85, General functions [of the FBI Director]
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6. Recordkeeping Requirements

The Privacy Act also requires agencies to maintain an accurate accounting of the date, nature,
and purpose of each disclosure and the name and address of the person and the agency to whom
the disclosure was made and to retain this accounting for five years or the life of the record,
whichever is longer. All disclosures of PII must be documented. When PII is disclosed for the
purposes as stated in the paragraph above, the information is documented in 80-HQ-C1144322,
Investigative Publicity Matters. The disclosure may also be referenced in 80-HQ-C1702378, NA
- Ten Most Wanted Fugitive Matters, or 80-HQ-C1353047, Most Wanted Terrorists Program —
Most Wanted Terrorists Program.
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Appendix A: Final Approvals

L SO s

Primary Strategic Objective | P10-Enhance trust and confidence in the FBL

Publish Date 2015-10-13
Effective Date 2015-10-13
Review Date 2018-10-13

PD 0664D. Office of Public Affairs Statement of Authorities and Responsibilities

Social Media and Other Electronic Information Sharing Technologies Policy Directive
and Policy Guide, 0579DPG

PD 0672D, Creating and Maintaining FBI Public Websites and FBI Web Presences on

the Internet

~ Sponsoring Executive Approval - | © Assistant Director i
Office of Public Affairs

Mark F. Giuliano

e Dépity Director
Director’s Office
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Appendix B: Additional Information for Media Ride-Alongs

This appendix contains a sample MOU and a sample liability agreement to be used for the
recording of live-action FBI operations.

Sample Agreement With a Media Production Company

Note: Any substantial deviation from the language provided below must be fully justified. Before
execution, the agreement must be reviewed by the CDC (if applicable), OGC, and FBI's OPA. b
may only be signed for the FBI by the responsible FBIHQ division head (i.e., AD) or FO heg'ad it
(i.e., ADIC or SAC) after receiving the approval of the FBI’s OPA and OGC ™

CONTAINS ATTORNEY PRIVILEGED /
PRE-DECISIONAL INFORMATION
AGREEMENT
BETWEEN
THE FEDERAL BUREAU OF INVESTIGATION
AND
[PRODUCTION COMPANY]
AND
[INETWORK]

[Production Company] (“PRODUCTION COMPANY?™) has asked the Federal Bureau of
Investigation (“FBI”) for approval to accompany personnel from the FBI’s [DIVISION] on a
variety of law enforcement activities and to film all or a portion of such activities for use as part
of a documentary program regarding [identify topic, crime type, etc.] (“DOCUMENTARY”) for
broadcast by [Network] (“NETWORK?”). As used herein, “film” includes any recording
whatsoever, whether of audio or video.

[Identify and briefly describe Production Company and Network — e.g. official corporate name,
state of incorporation, nature of business etc. as applicable]

The FBI enters into this agreement pursuant to its authorities in 28 U.S.C. Section 533 and 28
CFR Section 0.85 [Insert other authorities if appropriate]. The parties understand that the FBI is -
bound by 28 CFR Section 50.2, and will not provide information or filming assistance that
violates this regulation. The FBI agrees to support this project in an effort to increase public
awareness and understanding of the issues and FBI missions related to [describe crime problem
and any other FBI objectives in the project (e.g. a recent uptick in violent cnme in a particular
geographic region, aTspemﬁc type of cyber crime, etc.)].

In recognition of PRODUCTION COMPANY’s request and the applicable law, regulations, and
rules pertaining to Department of Justice assistance to the media, the parties to this agreement
understand that the following parameters will guide the filming and production of the
DOCUMENTARY:
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. The parties understand that the Assistant Director, Office of Public Affairs has
final authority for the FBI to grant or deny requests from PRODUCTION
COMPANY to film specific law enforcement activities. Such requests will be
coordinated with the Division signing this agreement, as well as the FBI General
Counsel, other affected divisions at FBI Headquarters, and the Department of
Justice.

. The responsible United States Attorney's Office(s) must provide prior written
approval for any case(s) selected for filming. If a case selected for filming
involves the participation of state and/or local law enforcement authorities, their
prior approval must also be obtained.

PRODUCTION COMPANY may not film an area in which an individual may
have a reasonable expectation of privacy, such as in the interior of a residence or
an enclosed yard. All filming must be of activity occurring in a place open to the
public or plainly in public view. PRODUCTION COMPANY will not enter, or
allow any member of the film/production crew to enter any individual's home or
other non-public areas that law enforcement personnel may enter to accomplish
an arrest, search, interview, or any other case-related activity.

. During any filming of FBI activities pursuant to this agreement, PRODUCTION
COMPANY will immediately comply with requests or direction from FBI
officials, such as to cease filming or to depart from an area.

. The DOCUMENTARY shall not reveal the name of any suspect, defendant,
witness or bystander, nor display their faces. Digital or other means should be
used to hide faces as well as to conceal license plates in any televised or otherwise
publicly screened, broadcast, or exhibited version of the DOCUMENTARY.

FBI personnel will not re-enact any law enforcement activity. FBI personnel will
not conduct any type of "perp walk" for the purpose of filming. This means that
FBI personnel may not intentionally create, for the benefit of PRODUCTION
COMPANY, an opportunity to film the defendant(s) after arrest.

[Choose one of the following provisions to address filming of victims. The
preference of the local USAO must be considered in making this determination.
However, even where the USAO does not insist on an absolute prohibition against
filming victims, the agreement proponent should still consider other relevant
factors such as the type of crime issues involved, age of victims, any particularly
sensitive privacy issues, etc. in evaluating whether any contact between
PRODUCTION COMPANY and victims is appropriate.]

PRODUCTION COMPANY shall not film any crime victim without the
individual’s express written cons}ant, and advance authorization from the FBI.

PRODUCTION COMPANY shall not film any crime victim.

PRODUCTION COMPANY, NETWORK, and any other party in interest shall
provide, without the necessity of a subpoena or other order, a copy of the entire
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unedited film to the Department of Justice or the FBI, the prosecution, defense
counsel, or court upon request made by the Department of Justice or the FBIL.

9. Notwithstanding any of the foregoing provisions, both the PRODUCTION
COMPANY| and the FBI/USAO must obtain an original release from an arrested
individual before footage pertaining to the individual may be televised or
otherwise publicly screened, broadcast, or exhibited. Each original release must
contain the fiollowing language:

"I understand that my agreement to be included in the [Production Company]
documentary about the Federal Bureau of Investigation is completely voluntary. 1
have not receiveld, and was not promised, any right or benefit, substantive or
procedural, by alny officer, employee, agent, or other associated personnel of the
United States Government in return for my agreement to be included in the
documentary." |

10. PRODUCTION COMPANY and NETWORK, and their respective employees,
contractors, servants, and agents, must not disclose any law enforcement or case-
related information provided by the FBI, or obtained as a result of FBI
participation in the documentary, including any image or other information
identifying any crime suspect, victim, or third party, unless expressly authorized
by the FBI. Before filming begins, PRODUCTION COMPANY and NETWORK
will require all employees, contractors, servants, and agents of PRODUCTION
COMPANY|and NETWORK who work on the DOCUMENTARY to sign a non-
disclosure agreement provided by the FBI, and will provide copies of such
agreements t:o the FBI upon request. As appropriate, the FBI will provide a
separate written permission for PRODUCTION COMPANY or NETWORK to
use footage of FBI law enforcement activities and interviews, as well as to use the
FBI Seal or other insignia as set dressing.

11. Neither the f:'inished DOCUMENTARY nor any portion thereof, including raw
footage, may be televised or otherwise publicly exhibited until final review by the
FBI in conju:nction with the relevant United States Attorney's Office(s).
PRODUCTIpN COMPANY and NETWORK shall not televise or otherwise
publicly exhibit footage to which the FBI or relevant United States Attorney's
Office(s) objects.

12. Further, neither the finished DOCUMENTARY nor any portion thereof, including
raw footage, may be televised or otherwise publicly exhibited until the final
disposition of the case approved for filming with respect to all potential
defendants in the case, as determined by the FBI. For cases prosecuted in Federal
Court, final disposition shall be determined by the prosecuting United States
Attorney’s Office.

13. PRODUCTION COMPANY and NETWORK agree that all employees, personnel,
contractors, and agents of PRODUCTION COMPANY and NETWORK who
participate in the filming and/or production of the DOCUMENTARY must sign a
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separate Release and Acknowledgement of Risk provided by the FBI, prior to
such participation.

14. PRODUCTION COMPANY and NETWORK acknowledge that they and their
employees are voluntarily participating in the filming of FBI law enforcement
activities with full knowledge and awareness that there is inherent risk in such
activities, including but not limited to risk inherent in the potential use of force
and the potential pursuit and physical apprehension of a criminal subject.
[Optional: add any other substantial known risk particular to investigation, if
applicable.] With such knowledge and awareness, PRODUCTION COMPANY
and NETWORK hereby assume such risk with respect to any personal injury or
damage to personal property which may occur directly or indirectly as a result of
the participation of their personnel, agents, contractors or employees in such
filming.

15. To the extent permitted by law, PRODUCTION COMPANY and NETWORK,
their respective employees, servants, and agents, and their heirs and assigns,
hereby agree to hold harmless, release, discharge, and indemnify the United States,
the FBI, and their personnel, agents and employees, from any and all claims,
demands, causes of action, and damages should any be found, which may result or
arise from the acts or omissions of PRODUCTION COMPANY and NETWORK,
their employees, servants, or agents, while participating in the filming and/or
production of a documentary program concerning FBI law enforcement
operations. PRODUCTION COMPANY and NETWORK shall maintain
sufficient insurance coverage for such liability or indemnification.

16. This agreement is not an obligation or commitment of funds, nor a basis for
transfer of funds, but rather, is a basic statement of the terms to which the parties
mutually agree concerning the activities described herein. Unless otherwise
agreed in writing, each party shall bear its own costs in relation to this agreement.
Expenditures by each party will be subject to its own budgetary processes and to
the availability of funds and resources pursuant to applicable laws, regulations,
and policies. The parties expressly acknowledge that the language in this
agreement in no way implies that funds will be made available for such
expenditures.

17. Any notice required to be given pursuant to this agreement shall be in writing and
mailed by certified or registered mail, return receipt requested, or delivered by a
national overnight express service, as follows:

To:  Federal Bureau of Investigation To: [PRODUCTION COMPANY]
Attn: [ADIC/SAC] [ADDRESS]
[ADDRESS] [CITY/STATE]
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[CITY/STATE]

[NETWORK]
[ADDRESS]
[CITY/STATE]

This agreement constitutes the entire understanding of the parties and revokes and
supersedes any prior agreements between the parties. It shall not be modified or
amended except in writing signed by the parties hereto and specifically referring
to this agreement.

This agreement is effective as of the date signed by the parties below, and will
remain in effect until terminated. Any party may terminate this agreement at any
time. Such termination must be in writing, and the terminating party will endeavor
to provide 30 days notice of termination to the other parties. In the event of
termination of this agreement, all responsibilities regarding any recorded material
as outlined herein remain in effect.

The undersigned representatives of Production Company and Network warrant
that they possess authority to bind Production Company and Network to their
obligations in this agreement.
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[NAME] [NAME]
[TITLE] [TITLE]
[PRODUCTION COMPANY] [NETWORK]
[NAME] [NAME]
[AD, ADIC, or SAC] Assistant Director
FBI, [DIVISION] Division FBI, Office of Public Affairs
[NAME and TITLE] [NAME and TITLE]
[USAO-1] [USAO-2]
B-6
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Sample Acknowledgment to be Signed by Production Company Employées and
Representatives

RELEASE AND ACKNOWLEDGMENT OF RISK

I, ', hereby acknowledge that I have chosen to
voluntarily participate in the filming and/or production of a documentary regarding law
enforcement activities engaged in by employees of the Federal Bureau of Investigation (FBI),

Division, with full knowledge and awareness that there is inherent risk in
such activities, including but not limited to risk inherent in the potential use of force and
potential pursuit and physical apprehension of a criminal suspect. [Optional: add any other
substantial known risk particular to investigation, if applicable.] With such knowledge and
awareness, | hereby assume such risk with respect to any injury to my person or property which
may occur directly or indirectly as a result of my participation in such filming and/or production.

I hereby assume full responsibility for any p‘ersonal.injury or damage to my personal
property or to others which may occur directly or indirectly as a result of my acts or omissions
while participating in the filming and/or production of the documentary.

To the extent permitted by law, I, along with my heirs and assigns, hereby agree to hold
harmless, release, discharge, and indemnify the United States, the FBI, and the personnel, agents,
and employees thereof, from any and all claims, demands, causes of action, and damages should
any be found, resulting or arising from my acts or omissions while participating in the filming
and/or production of the documentary.

Signature of Participant

Date
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Appendlx C: Contact Information
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National Press Office bTE -4
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J. Edgar Hoover Building
Address 935 Pénnsylv.ania Avenue, NW
Washington, DC 20535
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Appendix D: Definitions and Acronyms

Definitions:

Disclosure: any release of information to a media outlet, whether made in person, over the
telephone, via e-mail, instant message, social media, Web site, or otherwise

FBI personnel: individuals who are directly employed by the FBI or who are associated with it in

the capacity of detailees, contractors, interns, or task force officers (TFO) and members

Media: any person, organization, or entity (other than the federal, state, local, tribal, and
territorial governments) primarily engaged in the collection, production, or dissemination of
information to the public in any form, which includes print, broadcast, film, and the Internet

Acronyms:
AAG assistant Attorney General
AD assistant director
ADD associate deputy director
ADIC assistant director in charge
AOR area of responsibility
ASAC assistant special agent in charge
BRU blanket routine use
CDC chief division counsel
CFR Code of Federal Regulations
CID Criminal Investigative Division
CJIS Criminal Justice Information Services Division
-COOP continuity of operations plan
COS community outreach specialist
CRP | crisis response plan
CRU Community Relations Unit
DAD deputy assistant directors
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DD deputy director

DHS Department of Homeland Security

DIOG Domestic Investigations and Operations Guide
DOJ Department of Justice

DOJ-OPA Department of Justice Office of Public Affairs
DPG directive and policy guide

DPO division policy officer

EAD executive assistant directors

ECU Employee Communications Unit

ESECU Executive Staff and Education Center Unit
EWU Executive Writing Unit

FBI Federal Bureau of Investigation

FBIHQ Federal Bureau of Investigation Headquarters
FIOU FBl.gov and Internet Operations Unit

FO field office

FOIA Freedom of Information Act

1A intelligence analyst

10D International Operations Division

IPPAU Investigative Publicity and Public Affairs Unit
LD Laboratory Division

LEGAT legal attache |

MC media coordinalttor

MIOG Manual of Investigative Operations and Guidelines
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MOU memorandum of understanding
NAU National Academy Unit

NPO National Press Office

NSB National Security Branch

OCA Office of Congressional Affairs
ODNI Office of the Director of National Intelligence
OGA other government agency

0OGC Office of the General Counsel

OIC Office of Integrity and Compliance
OPA Office of Public Affairs

PAG public affairs guidance

PD policy directive

PG policy guide

PII personally identifiable information
POC point of contact

PSA public service announcement
Q&A question and answer

SA special agent

SAC special agent in charge

SC section chief

SES Senior Executive Service I

SIM sensitive investigative mattér
SIOC Strategic Information and Operations Center
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SME subject matter expert

SSRA supervisory sentor resident agent
TD Training Division

TFO task force officer

uC unit chief

USA United States attorney

USAM United States Attorneys’ Manual
USAO United States Attorney’s Office
u.s.C United States Code
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1-7.600 Assisting the News Media
1-7.70 Freedom of Information Act (FOIA)
1-7.001 - Purpose

The purpose of this policy statement is to establish specific guidelines consistent with the
provisions of 28 CFR 50.2 goveming the release of information relating to criminal and civil cases
and matters by all components (FBI, DEA, INS, BOP, USMS, USAO, and DOJ divisions) and
personnel of the Department of Justice. These guidelines are: 1) fully consistent with the
underlying standards set forth in this statement and with 28 CFR 50.2; 2) in addition to any other
general requirements relating to this issue; 3) intended for internal guidance only; and 4) do not
create any rights enforceable in law or otherwise in any party.

1-7.110 - Interests Must Be Balanced

These guidelines recognize three principal interests that must be balanced: the right of the public
to know; an individual's right fo a fair trial; and, the government'’s ability to effectively enforce the
administration of justice.

1-7.111 - Need for Confidentiality

Careful weight must be given in each case to protecting the rights of victims and litigants as well
as the protection of the life and safety of other parties and witnesses. To this end, the Courts and
Congress have recognized the need for limited confidenliality in:

* On-going operations and investigations;
» Grand jury and tax matters;

= Certain investigative techniques; and,

« Other matters protected by the law.

1-7.112 - Need for Free Press and Public Trial

Likewise, careful weight must be given in each case to the constitutional requirements of a free
press and public trials as well as the right of the people in a constitutional democracy to have
access to information about the conduct of law enforcement officers, prosecutors and courts,
consistent with the individual rights of the accused. Further, recognition should be given to the
needs of public safety, the apprehension of fugitives, and the rights of the public to be informed
on matters that can affect enactment or enforcement of public laws or the development or change
of public palicy.

T!Fese principles must be evaluated in each case and must inv."clflve a fair degree of discretion and
the exercise of sound judgment, as every possibility cannot be predicted and covered by written

policy statement.

1-7.210 - General Responsibility

https://www justice.gov/usam/usam- 1-7000-media-relations - 10/18/2017
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C. Requests from National Media Representatives (TV, Radio, Wire Service, Magazines,
Newspapers). OPA should be informed immediately of all requests from national media
organizations, in¢luding the television and radio programs (such as the nightly news, Good
Morning America, Meet the Press and Sixty Minutes), national wire services, national news
magazines and papers (such as the New York Times, U.S.A. Today, and the Wall Street
Journal) regarding in-depth stories and matters affecting the Department of Justice, or
matters of national significance.

D. Media Coverage Affecting DOJ. When available, press clippings and radio/television
tapes involving matters of significance should be forwarded to OPA.

E. Comments on Specific Issues (i.e., New Policies, Legislative Proposals, Budget).
OPC should be consulted for guidance prior to commenting on new policies and initiatives,
legislative proposals or budgetary issues of the Department. This should not be interpreted
to preclude recitation of existing well-established Departmental policies or approved
budgets.

[cited in USAM 1-3.000; 1-7.401]

1-7.400 - Coordination With United States Attorneys—Issuance of Press
Releases

By OPA or Headquarters. In instances where OPA or the headquarters of any division,
component or agency of the Department issues a news release or conducts a news conference
which may affect an office or the United States Attorney, such division, component, or agency will
coordinate that effort with the appropriate United States Attorney.

Issuance of Press Release by Field Officers of Any Division. In instances where local field
officers of any division or component plans to issue a news release, schedule a news conference
or make contact with a member of the media relating to any case or matter which may be
prosecuted by the United States Attomey's office, such release, scheduling of a news conference
or other media contact shall be approved by the United States Attomey. See the DOJ
Organizations and Functions Manual at 28 for a discussion of press releases in cases involving
the Intemnal Revenue Service.

[cited in USAM 1-3.000; USAM 1-7.401]

1-7.401 - Guidance for Press Conferences and Other Media Contacts

The following guidance should be followed when Depariment of Justice components or
investigative agencies consider conducting a press conference or other media contact:

A. The use of a press release which con:forms to the approval requirements of USAM 1-7.400 ‘
is the usual method to release public information to the media by Department of Justice '
components and investigative agencies. Press conferences should be held only for the
most significant and newsworthy actions, or if a parficularly important deterrent or law
enforcement purpose would be served. Prudence and caution should be exercised in the

\ https://www.justice.gov/usam/usam-1-7000-media-relations ; 10/18/2017
. ' ' FBI 18-cv-01766-362
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the Internal Revenue Code of 1986. The fact of conviction, sentences and guilty pleas may
be reported in a press release based on information uttered in court as opposed to waiting
for the publicly filed documents relating to the fact of conviction, plea or sentence. If you
have any questions please contact the Tax Division. Special rules apply and should be
closely followed to ensure that the identity of minors directly or indirectly is not revealed in
juvenile proceedings.

I. For press releases or other public comment conceming the filing of a request for
commutation of a federal death sentence or whether such a sentence should be
commuted, special rules apply. In clemency matters, the Department acts both as
prosecutor and as advisor to the President on the issue of clemency. In order to ensure
clarity about the role in which the Department is making a public comment and to ensure
that there is no potential for infringement upon the President's prerogative in exercising his
clemency powers or conflict in the Department's role in such matters, press releases or
other comment to the press concering the issue of clemency should be transmitted
through the Office of Public Affairs to the Deputy Attomey General for final approval.

J. Priorto condul_:ting a press conference or making comments on a pendi_ngj investigation
regarding another DOJ component, the U.S. Attomey shall coordinate any comments,
including any written statements, with the affected component.

K. The Office of Inspector General is exempt from any approval requirement for media
contacts, However, the Office of Inspector General should inform the Office of Public
Affairs on public or other media issues.

[Added November 2003] [cited in USAM 1-7.401]

1-7.500 - Release of Information in Criminal and Civil Matters—Non-
Disclosure

At no time shall any component or personnel of the Department of Justice fumish any statement
or information that he or she knows or reasonably should know will have a substantial likelihood
of materially prejudicing an adjudicative proceeding.

1-7.520 - Release of Information in Criminal and Civil
Matters—Disclosable Information

Department personnel, subject to specific limitations imposed by law or court rule or order and
consistent with the provisions of these guidelines, may make public the following information in
any criminal case in which charges have been brought:

The defendant's name, age, residence, employment, marital status, and similar backgqound
information; ? |

A. The substance of the charge, limited to that contained in the complaint, indictment,
information, or other public documents;

https://www.justice.gov/usam/usam-1-7000-media-relations 10/18/2017 .
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received. Finally, it should be noted that all substantiated aliegations are reviewed in light of The
Principles of Federal Prosecution (see USAM 9-27.000), and the Department does not ordinarily
confirm or deny the existence or status of an investigation.

The same considerations apply if there is an inveétigalipn already underway when such a request
is received. If the existence of an investigation is not public the same procedure should be
followed as outlined above.

[Added November 2003] [cited in USAM 1-7.401]

1-7.540 - Disclosure of Information Concerning Person's Prior Criminal
Record

Personnel of the Department shall not disseminate to the media any information concerning a
defendant's or subject's prior criminal record either during an investigation or at a trial. However,
*in certain extraordinary situations such as fugitives or in extradition cases, departmental
personnel may confirm the identity of defendants or subject and the offense or offenses. Where a
prior conviction is an element of the current charge, such as in the case of a felon in possession
of a firearm, departmental personnel may confirm the identity of the defendant and the general
nature of the prior charge where such information is part of the public record in the case at issue.

[cited in USAM 1-7.401]

1-7.550 - Concerns of Prejudice

Because the release of certain types of information could tend to prejudice an adjudicative
proceeding, Department personnet should refrain from making available the following:

A. Observations about a defendant's character;

B. Siatements, admissions, confessions, or alibis attributable to a defendant, or the refusal or
failure of the accused to make a statement;

C. Reference to investigative procedures, such as fingerprints, polygraph examinations,
ballistic tests, or forensic services, including DNA testing, or to the refusal by the defendant
to submit to such tests or examinations;

D. Statements concerning the identity, testimony, or credibility of prospective witnesses;

E. Statements concerning evidence or argument in the case, whether or not it is anticipated
that such evidence or argument will be used at trial;

F. l Any opinion as to the defendant's guilt, or the possibility of aéptea of guilty to the offense
charged, or the possibility of a plea of a lesser offense.

1-7.600 - Assisting the News Media
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B. In order t_c_:. p}a 'e the aims of law enforcement mctudrng the deterrence of cnmmat
conduct and the enha ncement of publto conﬁdence. Department personnel wrth the prior

L

¥ photograph:ng. _ g reoordmg or tetewsrng a Iaw enforcement achvrty The Umted
. States Attorney shall consider whether such assrstance would: :

1: Unieasorably endanger any individual;
2. Prejudice the fights of any party o other person; and

'3. Is not oftherwise proscribed by law.

s o v 'A news retease shou[d contain a statement explarmng that the charge is merety an
F.1 : accusation and that the defendant is presumed innocent unttl and unless proven guulty

D. In cases tn'whlch a search warrant or amrest warrant i is to be executed, no advance
agd mfon'natton wrll-be provtded to the news medta about actions to be taken by law - _ 2
§ -enforcern_ent personn el, nor shall media representatives be sollcrted or tnwtecl to be _ - o

present This prohlbltuon will also apply to operations in preparation for the execution of
warrants and to any muttr—agency action in whfch Department personnel parhc:pate

E. Justlce Department employees who obtam what may be evrdence in any cnmtnal or civil

' .case or who make or obtain any photographic, sound or similar i image thereof, in
_connectton wtth a search or arrest warrant, may not disclose such matérial to the news .
medta ‘without the prior specrﬁc approval of the Umted States Attomey or Assistant
At!orney Ge ; __'ral who shalt consider appltczbte regulattons and poltcy or upon a court
order drrectrng such productron -

I news rnedra represe{rtatwes are present; Justice Department personnet rnay request them to
. wrthdraw vo!untanty if their presence puts the operation or the safety of individuals in jeopardy if
O the news medta decllnes to wtthdraw Department personnel should consider cancettrng the

' action if that isa practrcal aitematwe : ;

Exceptions to the above policy rnay be granted in extraordmary circumstancee by the Oﬂ‘ioe of
Pubhc Affairs.
|

[cited i II'I USAM 1-3 oog|

- 1;7‘.7'00 - Freedom of Information (FO1A)

Nothing contained herein is intended to control access to Department of Justice records whrch
~ are publicly available under provisions of the Freedom of Informahon Act (F DIA)
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{28 U.S.C. 508) (Order No. 469-71, 367 F. 21028, No. 3, 1971. Amended by Order No. 602-75,
40 FR 22119, May 20, 1975)

¢ 1-6.000 - DOJ Personnel As Witnesses up 1-8.000 - Congressional Relations »
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