
IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

       
      )  
JUDICIAL WATCH, INC.,   ) 
      )  
  Plaintiff,   )  
      )  
   v.   )  Civil Action No. 14-cv-1242 (RCL) 
      )       
U.S. DEPARTMENT OF STATE,  )   
      ) 
  Defendant.    )   
      )  

 
PLAINTIFF’S PROPOSED DISCOVERY PLAN 

 
 Pursuant to the Court’s December 6, 2018 Order, Plaintiff’s previously proposed 

discovery plans and the entire record herein, Plaintiff submits this proposed discovery plan: 

1. The Court has ordered discovery into three distinct areas.  Plaintiff has identified 

the discovery it intends to take on those issues.  Although individuals may be listed more than 

once below, Plaintiff intends to call each witness once and address all relevant issues at that time. 

 2. Plaintiff intends to conduct the below depositions within 16 weeks of the Court’s 

order on Plaintiff’s discovery plan.  

 3. Plaintiff anticipates it will be necessary to depose former Secretary of State 

Hillary Clinton and her former Chief of Staff Cheryl Mills at the conclusion of the proposed 16 

weeks.  Plaintiff will update the Court at that time. 

 4. Plaintiff requests that the Court shorten the time period for Defendant to respond 

to Plaintiff’s interrogatories and document requests to 14 days to ensure Plaintiff has all relevant 

information prior to conducting any depositions. 

 5. Plaintiff is complying with the Court’s order and submitting this proposed 

discovery plan. Plaintiff provided its initial draft to Defendant on December 12th but did not 
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receive Defendant’s response until 9:30 pm on December 17th.  Although the parties attempted to 

reach an agreement before the filing deadline, they could not do so. Plaintiff therefore has not 

had sufficient time to respond to Defendant’s legal arguments opposing some of its proposed 

discovery.  To the extent the Court needs additional information from Plaintiff, Plaintiff 

promptly will provide such information at the Court’s request. 

 6. It may appear the parties are in agreement in principle regarding Plaintiff’s 

document requests seeking unredacted records that are set forth below.  Defendant, however, has 

informed Plaintiff that it has not had the opportunity to fully review the records and determine 

whether privileges exist and whether they will assert them.  Because Plaintiff seeks the records in 

unredacted form, no agreement to produce the records has been reached. 

 7. Plaintiff intends to conduct the following discovery: 

A. Whether Secretary Clinton’s use of a private email server was intended 
to stymie FOIA. 

 
Depositions: 
 
• Eric Boswell (Assistant Secretary for Diplomatic Security).  On March 6, 2009, 

Boswell wrote in an Information Memo to Cheryl Mills that he “cannot stress too 
strongly . . . that any unclassified BlackBerry is highly vulnerable in any setting to 
remotely and covertly monitoring conversations, retrieving email, and exploiting 
calendars.” A March 11, 2009 email states that, in a management meeting with 
the assistant secretaries, Secretary Clinton approached Boswell and mentioned 
that she had read the IM and that she “got it.” 

 
• Justin Cooper (Employee of President Bill Clinton and the Clinton Foundation).  

Cooper created and managed the clintonemail.com server.  His testimony to 
Congress also appears to contradict portions of the testimony provided by Huma 
Abedin in the case before Judge Sullivan. 
 

• Clarence Finney (Deputy Director, Executive Secretariat Staff).  During Secretary 
Clinton’s tenure, Finney served as principal advisor and records management 
expert to the Executive Secretary on matters relating to the overall management 
and control of all correspondence and records for Secretary Clinton and the 
various Deputy Secretaries of State and Under Secretaries of State.  Finney also is 
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among the State Department officials in the emails discussing the processing of 
the CREW FOIA request and other requests concerning the former Secretary’s 
email account. 

 
• Heather Samuelson (Senior Advisor & White House Liaison during Secretary 

Clinton’s tenure and assisted with the return of the emails from the 
clintonemail.com system).  During Secretary Clinton’s tenure, Samuelson initially 
worked as an assistant in the State Department’s White House Liaison Office and 
was later promoted to serve as the head of that office.  Until her tenure at the State 
Department ended in March 2013, Samuelson was tasked with tracking the FOIA 
request served by CREW for records regarding Secretary Clinton’s email 
accounts.  Samuelson subsequently served as one of Secretary Clinton’s personal 
attorneys and, in 2014, reviewed Secretary Clinton’s clintonemail.com email 
account to identify federal records.  The records returned by Secretary Clinton in 
December 2014 were records identified by Samuelson. 
 

• Jacob Sullivan (Secretary Clinton’s senior advisor and Deputy Chief of Staff 
throughout her tenure). 
 

            Interrogatories: 
 

• The identities of all individuals referenced in the first paragraph on page four of 
the FBI Notes from the December 22, 2015 Interview of Bryan Pagliano.  See 
Exhibit A.  The names are redacted on the public version of the notes. 
 

 
B.        Whether the State Department’s intent to settle this case in late 2014 and   
 early 2015 amounted to bad faith.  
 
 Depositions: 
 

• Clarence Finney.  See above. 
 

• John Hackett (Deputy Director, Office of Information Programs and Services). 
 

• Gene Smilansky (Employee within the State Department’s Office of the Legal 
Advisor).  In this capacity, Smilansky was involved in the processing of FOIA 
requests pertaining to Secretary Clinton’s email from 2012 through 2014, 
including the CREW FOIA request.   

 
• Heather Samuelson.  See above. 

 
• Sheryl Walter (Director of Office of Information Programs and Services).  In this 

capacity, Walter was involved in the processing of FOIA requests pertaining to 
Secretary Clinton’s email in 2014, including the CREW FOIA request.   
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• Jonathon Wasser (Management Analyst, Executive Secretariat Staff). Wasser 
worked for Mr. Finney and was the State Department employee who actually 
conducted the searches for records in response to FOIA requests to the Office of 
the Secretary. 
 

• The Office of Information Program Services analyst who was assigned this case 
once it entered litigation. 
 

• The Office of Information Program Services official who informed the FBI that 
the State Department determined Secretary Clinton’s emails were not agency 
records.  See Exhibit B. 
 

• 30(b)(6) deposition(s) of Defendant concerning: 
 

• The processing of the CREW FOIA request; 
 

• The processing of the FOIA request at issue in this case;  
 

• The “discovery” of the Clinton email issue in Summer 2014 and response 
to same; and  
 

• The November 12, 2014 letter and December 31, 2014 Joint Status Report 
in which Defendant represented that it produced “the non-exempt, 
responsive documents subject to the FOIA” and “[t]he parties believe it 
might be possible to either settle this case or to narrow the issues which 
must be presented to the Court for adjudication.” 

 
Document Requests: 

 
• Unredacted version of August 8, 2014 email exchange between Clarence Finney, 

Jonathon Wasser, James Bair, Andrew Keller, and Gene Smilansky. 
 

• Unredacted version of May 1, 2013 email exchange between Gene Smilansky, 
Brett Gittleson, Sheryl Walters, and others. 
 

• All records that concern or relate to the State Department’s discovery, prior to 
February 2, 2015, that additional searches for records responsive to FOIA Request 
No. F-2014-08848 were [sic] necessary. In this regard, the State Department 
represented in a February 2, 2015 status report filed in litigation regarding FOIA 
Request No. F-2014-08848 that: In the course of preparing additional information 
to provide to Plaintiff for purposes of settlement discussions, Defendant has 
discovered that additional searches for documents potentially responsive to the 
FOIA [request] must be conducted.  
 

• Any records, including communications, regarding this discovery referenced in 
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the February 2, 2015 status report should be considered responsive. 
 

• All records that concern, relate to, or identify the location(s) or source(s) of 
potentially responsive records that necessitated the “additional searches” 
referenced in the February 2, 2015 status report. 

 
• Copies of the attached records with the Exemption 5 redactions removed, attached 

hereto as Exhibit C. The attached records were obtained by Plaintiff in an 
unrelated FOIA lawsuit against the State Department for records concerning the 
processing of a FOIA request submitted by CREW (Citizens for Responsibility 
and Ethics in Washington) on December 6, 2012 seeking records concerning 
Secretary Clinton’s email account.  Judicial Watch, Inc. v. U.S. Dep’t of State 
(RDM) (D.D.C.) (Case No. 16-574).  

 
Interrogatories: 

 
• Identify by name the “Management Analyst” who performed the initial search of 

Office of the Secretary records on September 23, 2014.  See Hackett Declaration 
at ¶¶ 14-16. 
  

• Identify the date on which the “subset” of HRC’s returned email were searched 
and the identity of the person who performed the search.  See Hackett Declaration 
at ¶ 17. 
  

C. Whether the State Department has adequately searched for records    
 responsive to Judicial Watch’s request. 
 

Depositions: 
 

• Justin Cooper.  As the creator and manager of the clintonemail.com server, 
Cooper would know what emails still exist and where they would be located. 
 

• Clarence Finney.  See above. 
 

• Monica Hanley.  Monica Hanley (Staff member in the Office of the Secretary 
during Secretary Clinton’s tenure).  As a key assistant to Secretary Clinton, 
Hanley is likely to possess information about the identities of individuals with 
whom Secretary Clinton communicated by email. 
 

• Lauren Jiloty.  (Secretary Clinton’s Special Assistant during her tenure).  In her 
capacity as Special Assistant, Jiloty entered Secretary Clinton’s contacts into the 
secretary’s Blackberries, and accordingly, is very likely to possess information 
about the identities of individuals with whom Secretary Clinton communicated by 
email.   
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• E.W. Priestap (FBI Assistant Director of Counterintelligence Division).  Priestap 
supervised Clinton email investigation. In this capacity, he would have firsthand 
knowledge of where the FBI sought to recover Secretary Clinton’s emails, where 
they were recovered, and where recovery was not obtained. 
 

• Susan Rice (former U.S. Ambassador to the United Nations during Secretary 
Clinton’s tenure).  As the official who appeared in the media and presented the 
talking points, Rice would know with whom in the Office of the Secretary she 
communicated and where potentially responsive records may be located. 
 

• Ben Rhodes (former Deputy National Security Advisor).  As the author of the 
talking points, Rhodes would know with whom in the Office of the Secretary he 
communicated and where potentially responsive records may be located. 
 

• Heather Samuelson.  See above. 
 

• Jacob Sullivan. 
 
• Jonathon Wasser.  See above. 
 
• 30(b)(6) deposition(s) of Defendant concerning the processing of the FOIA 

request at issue in this case. 
 

• 30(b)(6) deposition(s) regarding: 
 

• The preparation of the talking points for Susan Rice’s appearances on 
Sunday morning tv shows (9/16/12); 
 

• The dissemination/discussion about talking points in advance of Rice’s 
appearances;  
 

• The follow-up/wrap up of Rice’s appearances; and  
 

• What the State Department knew about the attack and when it knew it. 
 

Document Requests: 
 

• All records that concern or relate to the State Department’s policies, practices, 
procedures and/or actions (or lack thereof) to secure, inventory, and/or account 
for all records, including emails of Secretary Clinton, Cheryl Mills, Huma 
Abedin, Jacob Sullivan and staff within the Office of the Secretary prior to their 
termination of employment with the State Department and afterwards 

 
• All records that concern or relate to the processing of FOIA Request No. F-2014-

08848, served on the State Department by Judicial Watch, Inc. on May 13, 2014. 
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Any and all tasking, tracking, and reporting records for searches conducted in 
response to the request should be considered responsive.  Forms DS-1748 and any 
“search slips,” “search tasker,” and “search details,” also should be considered 
responsive. 

 
• All internal State Department communications that concern or relate to the 

processing of or search for records responsive to FOIA Request No. F-2014-
08848, including any directions or guidance about how and where to conduct the 
searches, whether and how to search the emails of U.S. Secretary of State Hillary 
Rodham Clinton, and any issues, problems, or questions regarding the searches 
and/or search results. 

 
Interrogatories: 

 
• Identify the number of emails contained within State Department systems of 

records that were sent to or from or cc-ed or bcc-ed the clintonemail.com 
domain name for the time period from January 20, 2009 to February 2, 2013 for 
the following individuals: 

  
• Alice Wells; 
• Andrew Shapiro; 
• Anne-Marie Slaughter; 
• Caroline Adler; 
• Cheryl Mills; 
• Claire Coleman; 
• Dan Schwerin; 
• Huma Abedin; 
• Jacob Sullivan; 
• Joseph MacManus; 
• Judith McHale; 
• Lauren Jiloty; 
• Lona Valmoro; 
• Maria Sand; 
• Melanne Verveer; 
• Monica Hanley; 
• Patrick Kennedy; 
• Philippe Reines; 
• Richard Verma;  
• Robert Russo; 
• Susan Rice;  
• Victoria Nuland; 
• Wendy Sherman; and 
• William Burns. 
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Dated:  December 19, 2018    Respectfully submitted,  
 
       JUDICIAL WATCH, INC.   
  
       /s/  James F. Peterson    
       James F. Peterson (D.C. Bar 450171) 
       Ramona R. Cotca (D.C. Bar No. 501159) 
       425 Third Street, S.W., Suite 800 
       Washington, DC 20024 
       Tel. (202) 646-5172 
       jpeterson@judicialwatch.org   
    
       Attorneys for Plaintiff 
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ALL IBI IMfORMA'l'ION CON'f'.!\.INE.C 
BE.'U:IN IS Ul~CLASSHU:D 
IJA1"·E 08-19-2016 BY J37J85T·H NSTCC 

FEDERAL BUREAU OF INVESTIGATION 

Dmc of transcription I 2/.~01201 5 

(U/IFOUO) On December 22, 2015, BRYANPAGLIANO was in terviewed by Federal Bureau of 
Investigatiqn (FBJ) Special Agents! land Infonnation 
Technology Specialist/Forensic Examined lat the offices of the Department of Justice' s 
CounterintelJiaence and Ex ort Control Section CES . Also present, were AkinGump attorneysD 
'--------__,.-----------_..., ......... ......,........., ......................... ~nsel and Mark MacDougaJI, 
Partner. Additionally andl lfrom the 
U.S. Department of Justice were also pre~enJ,. After being advised of the identities of the interviewing 
agents, and the purpose of the interview, PAGLIANO provided the following information: 

<IJ/r:~· '.C~ PAGUANd I 

I HILLARY .__ ______________________________ __, 

CLINTON, PAGLJANO came to work on HrLLARY CLINTON' s 2008 presidential campaign as an 
information technology specialist. Following HILLARY CLINTON' s appointment as the Secretary of 
State in 2009, PAGLIANO gained employment at theDeparb11ent of State (DOS) as an Information 
Technology Specialist in the Bureau of Resource Management. 

(U//FOUO) In the fal l of2008, JUSTIN COOPER 1ntroduced himself to PAGLIANO via email 
and subsequently called PAGLIANO. In the caJl, COOPER stated he unqersfoocl PAGLIANO was 
liquidating computer equipment from HILLARY CUNTON's 2008 presidential campaign and explained 
he was interested in transitioning from an Apple OS X private email server used by aides of BILL 
CLINTON to another email e~change server .. COOPER asked PAGLIANO for help setting up new 
equipment to support a new email server and for assistance in the administration of the server. 
PAGLIANO began work on quilding an email server at K street using computer equipment from 
HILLARY CLlNTON's 2008 presidential campaign. ln late 2008, at the time PAGLCANO was building 
the server, he did not know HILLARY CLINTON would be Secretary of State or have an account on the 
server. PAG,LIANO p~Jieved the ema.il serve.r he w~~ building would be used for privafe emaii exchange 
with BILL CLiNTON aides. 

(UlifOUO) Around March 2009, once the new server equipme·nt was assembled, COOPER and 
PAGLIANO met at the CLINTON residenc.e in Chappaqua, NY to install the server and migrate the email 

h1\·cs1igation on 12/2212015 at WasJlingtQn, D.C. 

Fife fl -l ~l02 Date dic1at.cd '/A 

ByMJ ~ 

l11is documcnl oonw.in5 neither rcconum::nd<ilions nor conclusions of lllc FBL It is the pl'Opcrtr of tbc FBI <md is )~med lo rour agcncr: it 
and its contcms 11rc 110110 be distribu1C<I oulsick )'our agency. 

b6 
b7C 

b6 
b?C 

b3 
b1E 

b6 
h7C 

Case 1:14-cv-01242-RCL   Document 62-1   Filed 12/19/18   Page 2 of 9



FD-.l02a (Re,·. l0-(1-95) 

Continual ion of fD-302 of _ ___,l=11t=c"C!.-'·i=c'"""'\' o=f_,_,R:.:..:n=an""'Pc.=:i=gl=ia.1=10=------· On 12/22120 l 5 . Page -~2~-

. accounts from the Apple OS X server to the new server. PAGLIANO also recalled that[ I 
[ lwas present, as well as some United States Secret Service (USSS) Special Agents. PAGLIANO 
recalled the Apple OS X server to be in the basement at Chappaqua and consisting of an Apple Power 
Macintosh G4 or G5 tower and an HP printer supported by Internet Printing Protocol (IPP) over port 9100 
so that staff could print from the Harlem office. PAGLIANO installed the new server equipment which 
was comprised of a 12-unit (12U) rack with a Dell PowerEdge 1950 used as a Blackberry Enterprise 
Server (BES), Dell PowerEdge 2900, Dell unmanaged switch, 3U power supply, 3 terabyte (TB) external 
hard drive, Kiwi Syslog Server, and a Cisco Private Internet eXchange (PIX) 51 SE IP firewall (the 
collection of server equipment hereafter referred to as Exchange Server 1 ). PA GUANO stated that he did 
not utilize tape backups but implemented .. disk-to-disk" backups instead. PAGLIANO began the email 
migration from the Apple OS X server to Exchange Server 1 while .on-site in Chappaqua in March 2009, 
but did not finish on-site and continued working on the migration from his hotel room. PAGLIANO 
believed he .. popped out" all the email from the Apple OS X server when migrating and that no email 
c~ntent should have existed on the Apple OS X server once it was migrated to Exchange Server l. 
COOPER changed the Mail Exchange (MX) records to ensure delivery to Exchange Server 1. There were 
only two system administrators on Exchange Server I, PAGLIANO and COOPER. PAGLIANO 
disagreed with housing Exchange Ser\rer 1 in a residential basement due to. having only one unreliable 
internet connection. COOPER disa&'T'eed and wanted physical access to Exchange Server 1. PAGLIANO 
never knew of Exchange Server I residing ip. at)other physieal location other than Chappaqua. 

(U/fFeUO) As far as the Apple OS X server is concerned. PAGLIANO did not know of any other 
function 9ruse of the server. other than to facilitate email exchange. PAGLIANO did not kriow who 
installed the Apple OS X server, but believed COOPER was the only person with administrator access. 
Two email domains existed on the Apple OS X ser\!er, presidentclinton.com and clintonemail.com. Both 
domains were also main ained on Exchange seiver 1. PAGLIANO believed! I COOPER, 

and had email accounts on the residentclinton.com domain, and HUMA 
ABED IN and had e.tnail accounts on 
the ciintonemaiJ.com domain. Once email was migrated to Exchange server I, all users could use either 
the presidentclinton.com or clintoriemail;com domttins for receiving email but replies 'w'ould be sent from 
the clintonemail .com domain for users of the clintonemaH .com domain. PAGLIA NO did not know if 
HILLARY CLINTON had ari account on the Apple OS X server. but he did not migrate one. PAGLIANO 
did not know how users connected to the Apple OS X server.I lor COOPER would monitor the 
printer linked to the Apple OS X server, but PAGLIA NO was unaware what, if anything, it was used for. 
PAQLIANO belie.ved the people with physical a~cess to the Appfo OS X server was ariyone who had 
access to the basement at the CLINTON residence.I lhad physical access, but not administrative 
access, to the OS X server. Sometime after the email migration from the Apple OS X server to Exchange 
server 1 was complete, COOPER discussed repurposing the Apple OS X server with PAGLIANO. 
PA GUANO believed the intention was for the Apple OS X server to be installed as a workstation 
somewhere in the basement in Chappaqua for use by either COOPER orl I 

b6 
b7C 

b() 
b7C 
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(U//ret:Je) PAGLJANO requisitioned the hardware for Exchange Server 1 from a datacenter at 
HILLARY CLINTON's presidential campaign headquarters at 4420 W. Fai1fax Drive. Arlington. 
Virginia. He recalled the PowerEdge 2900 to have been a Microsoft SQL server and PAGLIANO did not 
recall if he wiped the drives of the hardware used to build Exchange Server l. PAGLIANO made the 
decision to use a Microsoft Small Business Server (SBS) environment on Exchange Server l since he had 
used it before and assessed it would be perfect for a small amount of users exchanging email. Exchange 
Server 1 was only used for email exchange~ and although PAGLIANO did enable Windows SharePoint 
Services, it was never used. PAGLIANO wanted to use a cloud service similar to that used in HILLARY 
CLINTON' s 2008 Presidential campaign. but COOPER disagreed with PAGLJANO and did not want to 
use a cloud service. Because of this decision, PAGLIANO used an external hard drive to back-up 
Exchange Server l using Windows back-up service. To effect this change, PAGLIANO scheduled a task 
through Windows for a full hack-up once a week and a differential back-up every day. These periodic 
back-ups would overwrite on the hard drive in a first-in. first-out manner. For security. PAGLIANO used 
Microsoft Forefront on ·the Dell PowerEdge 2900 as a baseline security analyzer. PAGLIA.NO recalled 
finding a virus, but recalled no other detail. other than it being nothing of great concern. PAGLIANO 
chose to turn File Transfer Protocol (FTP) off. 

(U//ffltfe) PAGLIANO thought the biggest vulnerability to Exchange Server 1 to be a Brute 
Force Attack (BFA). PAGLIANO stated that ~FAs increased over the life of the server and he set-up the 
logs to alert COOPER of a-failed Jog-in··att:empt. The Internet Protocol (IP) filtering on the server was 
manual using a S l SE straight lP block and PAGLIANO used Domain Name. System (DNS) for inbound 
filtering. On the Del1 PowerEdge 1950, PAGLIA NO used~ Kiwi Syslog server and tried to pull and 
review the firewall log files·oncea month .. At some point, COOPER put PAGLIANO in contact with 
l . from theUSSS for a reason unknown to PAGLIANO.I ~old PAGLIANO to 
also perform outbound filtering of emaH traffic. 

(U//fOUO) The back-up hard drive and mailbox.es on Exchange server 1 were not encrypted, 
PAGLIANO wanted to move toward two-factor authentication using an RSA authentication server for all 
Remote Desktop Protocol (RDP) access on Exchange Seiver 1 because he thought it was a g()od practice. 
As a test. PAGLIANO installed it on his workstation, as well as COOPER' s, but PAGLIANO did not end 
up implementing two-factor authentication and did not tum offRDP access. PAGUANO stated there 
were no security breaches on Exchange Server l, 'but there were a lot of BF As. PAGLIANO knew the 
attempts were· Bf As instead of users forgetting their passwords because the user names in the BFA 
attempts weren't even close to any legitimate user name. PAGLIANO could not recall a specific country 
that would attempt an inordinate amount of BF As. 

(U//FOUO) In summer 2009, PAGLIANO noticed an account on Exchange s~r\!er 1 called .. H." 
PAGLIANO asked COOPER who this email account belonged to and COOPER stated it belonged to 
HILLARY CLINTON. PAGLIANO assumed the account was a personal email account. PAGLIANO 

b6 
b7C 
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recalled the email account to be .U.D.E. 22.(~~~;IintQtl~.rnH._\!~~fil. Later, after SYDNEY BLUMENTHAL' s 
email account was hacked, HILLARY CUNTON's account changed to HROD19((oclimonemail.c0m. 

(U//Fffi::Je) In summer 2009J landl I both Infonnation 
Technology Specialists at the DOS, contacted PA GUANO and asked him to come to the 7'h floor in DOS 
Headquarters. Once there, PAGLJANO was asked i f he was aware of the clintonemail .com domain and 
PAGLIANO replied in the affirmative. PAGLIANO recalled nothing further abou this encounter. 
PAGLIANO relayed this incident td I and had a 
"visceral" reaction and didn't want to know anymore. In late 2009 or early 2010, reached 
out to PAGLIANO again and relayed to PAGLIA NO-that the use of a private email server by HILLARY b6 

CLINTON may be a federal records retention jssue.I !relayed to PAGLIANO that he wanted b7c 

to convey this to HILLARY CLINTON' s inner ci rcle, but could not reach them and asked if PAGLIANO 
would relay this information. PAGLIANO then approached CHERYL MCLLS in her office and relayed 
I !concerns regarding federal records retention and the use of a private email server. 
PAGLIANO remembers MILLS replying that former Secretaries of State had done the same thing, to 
include COLIN POWELL. PAGLIANO thought he may have also mentioned the federal records retention 
issue with JUSTCN COOPER. Additionally, PAGLIANO recaJled a third conversation wi th! I 
wherel lbrough1 up security concerns and stated that emai l transiting from a state.gov 
account to Exchange Server 1 should be through a Transport Layer Security (TLS) tunnel.._l ____ _, 
stated to PAGLIANO that he wouldn't be surprised if classified information was being transmitted. 

(U//FOUO) PAGLIANO stated the hardware used for Exchange Server ·1 wa,s'paid for by the 
CLINTON family and through the 2008 presidential campaign and at least some of the hardware was 
acquired through US21 Computers. PAGLIANO believed most. finanoi<d a;nd acqu.isitii:m matters 
regariling the CLINTONs would go through COOPER directly. PAGLIANO performed work for the 
CUNTONs without a contract and through contact with COOPER. COOPER wanted to do work under a 
retainer, but they sett1ed on an hourly wage. 

(U//FOUO) In June 20 I l, PAGLIA NO travelled 10 Chappaqua to perform maintenance and install 
new Qpgrades to Exchange Server 1. The discs began fail ing in the 3 TB external hard drive in Exchange 
Server 1 and PAGLIANO replaced it with a CISCO NAS storage device. PAGLIANO chose CISCO 
because they make good. products and he may have consulted US21 Computers as well . PAGLIANO 
allocated ·more than haff of the storage space for back-ups of Exchange Server 1 and the rest for file 
storage. When un1nstalling the 3 TB· ~ard drive and installing the CISCO NAS, PAGLIANO did not move 
the contents from one to the other. PAGLIANO simply unplugged the USB connection for the 3TB hard 
drive and pointed the server back-ups tcward the CISCO NAS. PAGLIANO also added memory to the 
Dell PowerEdge 1950, added a Gigabit switch, upgraded to a CISCO ASA 5500 firewall, off loaded 
.syslogging to the CJSCO N~S, b<': :~ht a CISCO bo:net filter an~ CISCO Intrusion Pr~v~~tion Smiice 
(IPS) and replaced the battenes on tne UPS along with other var1ou,s upgrade·s and ~aintenance. 
Additionally, PA GUANO 11_rH.1_raded the BES from 5.0 to 6.0 and checked for any software patching. 
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(U//fOUO) In the Winter of 2011, the internet Ser\tice Provider (ISP) pr()viding internet service to 
the CLINTON residence in Chappaqua went down due to a storm. As a result, Exchange Server 1 was 
unable to process email. While the Internet was down, and to ensure email delivery, PAGLIANO advised 
COOPER to change the mail exchanger (MX) record for email accounts on Exchange Server 1 to point to 
Google. PAGLJANO wasn't certain if COOPER did this or who it was done for, but assumed it was done 
for HILLARY CLINTON and HUMA ABED IN since they were the most concerned about lack of email 
delivery. 

(U//feUO) [ndividuals with an email account on Exchange Server l could log into their account 
through any means available to them. PAGLIANO viewed his· responsibilities as maintenance and 
oper:a1ion of the server. PAGLIANO recalled HU.LARY CLINTON used a BlackBerry as a mobile 
device, but could not recall the various handsets. PAGLIANO met with MONICA HANLEY at some 
point in 2011 or 20J2 to confib'Ure a BlackBerry for H(LLARY CLINTON. but could not recall any detail 
about the device. 

(U//FOUO~ Upod ~eaving the CLINTON' s employ and pursuant to a request from._ __ _. 
PAGLIANO recailed doing an export of 40 Gigabytes o~ lemail. This is the only export 
PAGLIA NO could recall doing. PAGLIA NO believed he may have done an export of email for 
I I but could not recall . PAGLIANO did recall doing an import of DOS contacts for 
HUMA ABEDlN onto Exchange S.erver ·1 

(U//FOUO) PAGLIANO could not recall accessing the content of email on Exchange Server 1 and 
WaS never: aware of any classified infotm:atiori .residing on Exchange Server I. 

(U//FOUOTin early 2013, PAGLiAN.O recalled the user limitations and reliability of Exchange 
Server l prompted discussions to search for another vendor to manage a CLINTON email exc~an e 
server. PAGLIANO recalled a conversation withl land COOPER about 
l l:ar~er asp!ration~ ant.I what email requirements she may need. Eventually, MILLS and 
I Jwe1ghed m relating to Exchange Server 1 and the end of HILLARY CUNTON' s tenure as 
-S-e-cr-e-ta_ry_o_f .... State. At some point, an individual named I !began .the process of finding a 
vendor to manage a new CLINTON email exchange server. PAGLIANO did not knowll 
previously, or how she came to be involved with the s~arch for a v~dor. Eventuallyc:::=:JShowed 
PAGUANO a presentation detailing three vendors iµid theiccapabilities. PAGLIANO recommended a 
company called Platte River Networks (PRN). Ultimately; PAGLIANO recalled the decision being with 
I land she chose PRN. 

(U//FOUO) Once the decision was made to go with PRN, PAGLIANO recalled communicating 
with PRN employed I related to the transidon from Exchange Ser¥er l to the server 
PRN was going to use. Around this time. PAGLIANO was already 4 t.o 5 months into a new job as an IT 
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specialist at GARTNER. PAGLIA NO gavd I administrator access to Exchange Server ·1 as 
well as user names and Pf\SSwords to individual emai l accounts. PAGLIANO recalled talking to 
I I once or twice and possiblyJ I In order to prepare Exchange Server I 
far the transition to PRN, PAGLIANO also "trimmed" mailboxes and cleared out white spaee. 
PA GUANO described this as a maintenance process of reclaiming space from old mailboxes, like in the 
exampleo~ I 

(U//T8UO) Based on conversations he had or was aware of, PAGLIANO recalled knowing that 
PRN was going to use a DATTO s.ervice for backing up their server, a CloudJacket device for network 
protection, and potentialiy, two-factor authentication.I I was responsib'le for establishing the contract 
of services PRN was going to implement and ensure they were implemented. 

(U/fFOUO) PAGLIANO was shown an email dated January 30, 2014 where.a user list was 
populated. by Platte River Networks reh'<lrding their management of<\ CLINTON email server. Regarding 
the email, PAGLIANO did not recognize the mailbox "HRC Archive." PAGLIANO stated after PRN 
took control of managing an email server for the CLINTONs, he had no visibili ty into the server or the 
mailboxes. 

(U//~) 11) wh~t P,A,GLIANO remembered as the fall of2013, MIL.LS c.~lled ~AGUA.NO a~.d 
inquired ahout the ,effect1:vencss Of .two types of software for wiping computer data.. but P-AGLIANO 
could not recall the names of the software. PAGLIA NO discussed the dif(ei:ence b~t.ween "bit" wiping 
and deJeting with MILLS. PAGLIANO inferred from his conversation with MlLLS that PRN was going 
to excise data. PAGLIANO rec.ailed using Boot and Nuke software when deleting and r~pµrposing 
computers whili; working ()n HILLARY CLINTON' s 2008 presidential campaign, but didn't recall if he 
discussed that with MILLS. 

(U//f6UO) In July 2014, PAGLIANO had a conference call with MiLLS andl ho 
discuss an archive of HILLARY CLINTON emails from her time as Secretary of State. PAGLIANO 
r~called that MJLLS an~I I were trying to determine why a gap existed in HILLARY 
CL..INTON' s emails between January 2009 and March 2009. In separate conversations with COOPER, 
PAGLIANO understood 'that CLINTON used a BlackBerry email address befor:e ~q~ting her ~ctj)uri,f oil 
Exchange Server 1 and that explained the gap from January 2009 to March 2009. PAGLIANO coul'd not 
recall a conversation with MILLS od lafter July 2014. 

(U//F6UO) In Spring 2015, MILLS asked PAGLIANO if he would mind talking.to DAVID 
KENDALL from Williams & Connolly LLP. PAGLIANO agreed to talk to KENDALL and described the 
interaction as a shorter version of PAGLIANO' s conversation with FBI agents as memorialized herein. 
PAGLIANO stated there is nothing he told KENDALL that he didn't also relay to th~ interviewing FB1 
agents, 
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(U/ffOUO) At this point in the interview, FBr agents displayed documents to PAGLJANO that 
were Bates stamped as an identifying mark. PAGUANO was asked questions as it pertained lo each 
respective document. Th.e fol I owing was provided by P AGLIANO: 

(U//FOlJe) After viewing a document marked HC-001, PAGLIANO stated the credit of 
$5,000.00 to his account was a payment. including expenses, for his work in March 2009 setting up 
Exchange Server 1. The payment of $8,350.83 in June 2011 was for his previously described maintenance 
work on Exchange Server 1, to include expenses. 

(U//FOUO) After viewing a document marked HC-014, PAGLIA NO stated the line item 
"1111/2011 Conference call w.ith SeGurity team" was the pre,ious!J described communication with 
I !related to outbound filtering. PAGLIANO stated was an individual he worked with at 
US21 Computers. PAGLIANO recalled HlLLARY CLINTON turned off Bluetooth capab11ity on her 
BlackBerry, while COOPER, and possiblyj J enabled Bluetooth on their handsets. 

(U//FOUO) PAGLIA NO stated CJ referred to in a document marked HC-023, wasO 
__ _.____,, 

(UffOUO) After viewing a da.c.urrient marked HC-008, PAGLIANO stated the "Mailbox kick off' 
indicated in the invoice was related to the previousiy described work exporting! I mailbox. 

(U//FOUO} After viewing a document marked HC-004, PAGLIA NO stated the iPad referred to in 
the invoice belonged to HILLARY CLINTON. PAGLIANO did not configure the iPad and could not 
recall when HILLARY CL.INTON started. using it, nor any other details related to the iPad. 

(U//FOUO) After viewing a document marked HC-010, PAGLIA NO stated in March 2013, 
MILLS requested an analysis of Exchange Server 1. PAGLIANO recalled giving Exchange Server 1 a B+ 
grade and conveyed in his analysis the limitations of Exchange Server 1 and recommendations for a more 
robust email system. PA GUANO relayed the greatest liabi li ty of Exchange Server 1 to be reliability and 
referenced the incidents in which the lSP lost power and was unable to provide internet service to ·the 
residence in Chappaqua. PAGLIANO had always been against housing a server in a residential basement 
and preferred the security and reliabliity of an established data center. MILLS did not have an email 
account on Exchange Server 1 and used state.gov and gmail for email exchange. 

(U//FOUO) After viewing a document marked HC-002, PAGLIANO stated the virtual private 
netwoi:-k (VPN) referred to in the invoice was not for users of Exchange Server 1 and just for 
administrator use. PAGUANO stated he installed the JPS at the same time the CISCO ASA firewall went 
in place in June 201 l . PAGUANO fine tU!'led the lPS over time, fluctuat ing between turning logging on 
and off as needed. · 
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(U//'fOUO) The notes of the interview and all aforementioned documents displayed to 
PAGLIANO wi.11 be stored in a FD340 envelope and filed wi'tJl the captjoned inv~stigatjon. 
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ALL FBI I N'!ORJ.!ATION ca·ITAIHED 
HRIU:IM I S UNCLASSE I EC 
CATE 08-1 ~-2016 EY ,137J85T 'H NSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 08/ l &/20 15 

.__ __________ _.Office of Information P.,...,,,,._. ............................. ......,..s (IPS), United 

States Depa1iment of St~: f()::::: :iJreau .of Administration . ashington, D.C. 
20520,officetelephonJ-: ________ mobdetelephon email i>nsdty e g(w. I :~c 
date of bi rth! ase w . in person by FB pect a . gents 
r--lit FBI Headquarters, 935 Pennsylvania Avenue Northwest, Wash._m_g-:-to-n-, ""l'o:"". 'l"':.~. ~~_,5 _ After 
~i sed of the identities of the interviewing Agents and the nature of the interview~ 
provided the following information: .__ ___ __. 

f ~egan working for IPS i 
20 I~ - Irutially, JPS officials were told there were 14 bankers boxes of former Secretary of State Hil lary 
CLINTON' s emails at CLINTON' s Friendship Heights office. Later, officials were told that the boxes 
would be picked up from Williams & Connolly, LLP. On or about December 5, 2011:::tnel 
picked up only 12 bankers boxes of CLINTON' s emails from Wi11iams & Connolly . and 
other IPS officials were not sure if the boxes were consolidated or what could have happen o e two 
other boxes. The boxes were labelcanges. which were accurate for the most part. Some of the 
documents were flied out of order. . pined the documents were pre-arranged differently than 
one would expect if the documents were sunp y printed out and then stacked into the boxes. IPS 
personnel provided copies of the documents to STATE' s Bureau of Legislative Affairs. Office of the 
Legal Adviser, and the Office of Congressional and Public Affairs. 

Although, CLINTON was sworn in as Secretary of State in January 2009, IPS officials were 
unable to Jr.rate a:v af~er emails from January-April 2009 in the documents provided by Williams & 
Connolly. [ _ ~lid not know whether CLINTON used a different email address at that time. 
A pTeliminary review of the documents did not occur until months later. JPS had to wait on the Office of 
Legal Counsel to provide an official determination as to whether the emails would be considered official 
ST A TE records. At some point, the determination was made that the emails would not be considered 
official ST A TE records. 

Based on the dates on the boxesJ bpened the box with the Benghazi-related incidents 
first. There were sensitive Benghazi-related records, some re~rds rel;ted 10 1h~ N ati oral Archives and 
Records tdmjnjstrntj oo rd some personal emails in that hrnu _ .Recrds and 
Archi ves_ _perfom1ed the records appraisad ' nformed _there were 
some potential c1assilied emails, including some from Sidney BLUMENTHAL, that appeared to have 

Im estigation on D8/l 7/201 5 at Washincton DC 

File# Date dictated t-:.!A 

B)~ H 
This document contains neither recommendations noreonclusions of the FBI. It is the propctt) of the FBI and is !muted to your agency: it 
and its contents arc no110 be dis1ributcd ou1sidc )Our agcnc~ , · 
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been written by T r Drumheller, former Central Intelli enc (CIA Division Chief, 

...._ _______________ __. as well as other emails that discussed various information 
related to various foreign governments. 

Sometime around late January 201 ~ ~ave a TE 
officials Patrick KENNEDY, nder Secretar, for Mana 1ement 
Bureau of Administration, . 'lobal Information 
Services. JFNl''fnv jO ere eac prov1 e w it two m ers t o ema1 ex~moles o f 
documents J,elieved were possibly classified. r-k"etumed her binders ttj I but 
KENNEDY decided to keep his binders following the brie~ 

[ I was no_t ~ware of anyone in JPS or at ST A TE who received the rules or para~neters the 
CUN I ON team and/or Williams & Connolly used to segregate CLINTON' s personal and official work 
emajls There were approximately 60,000 emails, which were reduced to about 30,000. IPS had requested 
I ]Legal Adviser, ST A TE to ask Williams & Connolly for the rules they used. 

To date, [ ~id not believer--1-eceived a response.I I 
STA TE Inspector General , was also trying t~ine how Williams & Connolly performed their 
review and what basis they used in reducing the emails. Initially, Cheryl MILLS, former CLINTON 
Counselor and Chief of Staff, was the only CLINTON staff member to respond to a formal request by 
ST A TE for information pertaining to personal email and devices used to conduct official ST A TE 
business. 

According to I lin February 20 I s,J I 
attorneys at STA TE' s Office of Congressional Affairs since approximate!yj land 

I ~ I along with attorneys from the Office of Legislative Affairs, 
performed their review of the 30,00 emails, from which 296 emails were located and produced 
responsive to requests from the U.S. House of Representatives Select Committee on Benghazi. The 
manual paper search was done using keywords "Libya," "Benghazi," and "security." 

. Prior to 1be fonna l :OJA review by JPS of the 296 emails? Congre~s threatened t? release the 296 
emails based oJ Jnput that her team had al re · ated with the appropriate STATE 
bureaus and inter-agency reviewing official H wever and her team did not work wi th the 
regular interagency reviewers familiar to did not include 
I pmce of lnforrnationManagem ent 01 ecords 
Management Division, FBI. j jbelieve i--1---,----.,..---:---r-w-!1th DOJ, but not with 
the FBI. 

In or around March and ~oril 201 sJ ~nd JPS felt pressure by both Congress and 
internally from KENNEDY and Ito quickly approve the 296 emails for release. Initially, 
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I ~nd his team were told to do a "light review with light redactions," but were later told by the 

Office of Legal Counsel to perform a regular FOIA review. I ~pecial team of senior 
reviewers, approximately 40 full-time equivalent reviewers, worked with the appropriate Bureaus on 
possible classified information and sent the proper referrals to the United States Intelligence Community 
(USJC) partners . 

I ldid not think! ~nd the Office of Legislative Affairs attomeys had the 
appropnate tTaming and experience to review, redact and produce emails responsive to Con 1ressional 
inquiries and especially not expert enough to respond to FOIA requests. For starters nd her 
team performed their entire review, redacted what they did, and then copied the 2% ema1 s o a .pdf ftle 
on an unclassified network. If any information was later found to be classified, then they would have not 
only corrnpted every computer that touched that classified information, but they might have contributed to 
a loss of classified data. IPS always pushed their material to the SIPRNET network and used their "F2" 
enf'ave to Jerfonn their FOIA review before disseminating their products. Also, the 296 emails provided 
by via .pdf included redactions done for CLINTON' s privacy but unrelated to national security. 

r !believed there was interference with the formal FOIA review process. Specifically, 
STA fE' s Near East Ali rs Bmnu upgraded several of CLINTON' s emails to a classified level with a 
B(l) releaseexemption,I ~l ong with f jattorney, Office of Legal Counsel called 
STATE' s Near East Affairs Bureau and told them they could use a B(S) exemption on an upgraded email 
to protect it instead of the B('I) exemption. However, the use of the B(S) exemption, which is usually 
used for executive privilege-related information, was incorrect as the information actually was classified 
and related to national security, which would be a B(l) exemption . 

n orma ion erv1ces, 1..,...,.,..,....,,....__.,;r-------------6"<"r'"..,,.......,....~..--.....-__J 
Department of Justice D , an coordinated the 
review of the 296 emails with the appropnate ST A TE ureaus and inter-agencies. The emails "were 
~viewed and there wa.:' nothin~ classified i? them, so the FOIA review should go quickly." 
L__Jwas unsure why the FOIA review was taking so long. 

again stresse4 !review and coordination were done with people unfamiliar 

impo y, gh an hought their quick initial review showed none of the 296 
to wa10nnal oints of contact that IPS used for other agencies More 

emails were sensitiv J he A review, one document had been upgraded to classified 
based on input from md There were other documents IPS recommended for 
upgrade, including one specifically related to the Department of Defense's United States Central 
Command (CENTCOM), and others that were still in the referral stage, including emails that have FBI 
and CIA equities involved that originated from BLUMENTHAL. 
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f ~id not know why he and IPS were not part of the initial Con~Y~::w·J..W.<i:IJ,,..l..=t.T 

296 Benghazi-related emails, like they had been for past Congressional inquiries. as cut out 
of the loop for the m~tialo Congress and had no idea what kind of revie and 
her team perfonned. L._Jand seemed to have been placed in their specific pos1t1ons y top 
ST A TE officials; they appeared to ave a very narrow focus on all CUNTON-related items, and were put 
in positions that were not advertised. 

In early May 20 I 5, KENNEDY called an interagency meeting regarding the scheduled release of 
all the CLINTON-related emails by the Janua 15 2 6 adline and asked for quick turnarounds on any 
future requests. People in attendance includ epre.<.ientatives from White House Counsel, 
CIA FBI, Office of the Secretary of Defense Director of National Intelligence (DNI) and the 
National Security Council (NSC). 

____ r.,.n-.1mel"·=~..:.:.:.:~:.o.:.:.:.=...:~:...:..u=~in~, KENNEDY held a closed-door meeting wit~ 
.__..,.-.......,.,,......~n DOJ' s Office of Information Programs where l<ENNEDY 
pointedly aske o c ange e I's classification determination regarding one of CLINTON' s 
emails, which t e considered classified. The email was related to FBl counter-terrorism operations. 

NEDY calledJ ~irectly on one occasion. The purpose of that call was to ask 
questions regardmg pressure from the Office of the Inspector General of the lntelligence 

y (ICIG) to complete the review of the approximately 30,000 emails. Specifically, KENNEDY 
wanted 'f knmw if ·:i was precedentto have outside reviewers he! p ST A TE with the FO IA process. At 
that time as unaware of STA JE IG' sand ICIG' s Jj°e 19, 2015 joint recommendation to 
STATE regarding t e FOl A review process ICIG, offered ! land CPS extra 
reviewers from the intelligence community to help review the 30,000 emails. However, many of those 
reviewing officials arrived untrained to formally review items. After the initial training, those reviewers 
became instrumental to the review process. 

'--~~-~~~~---' 
Instead o pressure. it felt more like cunosity as to the raw num ers of emails 

already reviewed , upgraded from unclassified to classified, referred to outside agencies, and/or released 
publicly. To date, approximately 1,600 referrals were made to USIC partners. Many of those emails 
discussed foreign governments and their leaders along with various sensitive telephone calls. Other 
emails existed that would later be referred to the USIC. Those emails included emails from STATE 
personnel discussing information lost as a result of the "Wikileaks" scandal. 

Some material from the 30,000 emails, though unmarked as such, were definitely classified back 
in 2009-2012 and still remained classified. On the other hand, it was true some material (in general, not 
specific to the 30,000 emails) could have been previously classified, but were later downgraded . An 
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example would be CLINTON' s travel schedule or security-related information based on specific times 
and places. It was a very large security concern for IPS when they heard some ST A TE employees 
assumed all documents on unclassified system were unclassified, based on being on an unclassified 
system and having no portion markings. 

STATE was normally able to complete classification upgrades very quickly . The upgrade would 
happen after ST A TE bureaus and other agencies determined, 1) how the information was obtained; (2) 
what the information was; (3) based on current global events/situations; or (4) because the information 
was, initially, improperly marked as unclassified. 

I Jheard the argument that some of CLINTON' s emails were unclassified back in the 
2009-2012 timeframe when they were initiated, but were later classified due to various circumstanµ 
was yerv rare for sometbh1a that was actuallv 1mclassifl jd to become classified years after the fact. 
I _National Archives would be a good point o 
contact for knowledge on the upgrading process in general. 

On °rlabout August 10, 201 sJ lfrom Office of the Secretary of Defense (OSD) called 
~-----__.iand told her CENTCOJ0t records showed approximately 1,000 work-related emails between 

CLINTON' s personal email and General David PETRAEUS, former Commander of CENTCOM and 
former Director of the CIA. Most of those 1,000 emails were not believed to be included in the 30,000 
emails that IPS was reviewing. Out of the 30,000 emails, IPS only had a few emails from or related to 
PETRAEUS, as well as a few related to Leon PA NETT A, former Secretary of Defense. There were a lot 
of emails to/from Denis MCDONOUGH, former Deputy National Security Advisor and current White 
House Chief of Staff. 

I ~esc1i bed Jacob SULLIVAN and Cheryl MILLS as "gatekeepers" for sending 
CLINTON emails/material; they would filter or ret:::J· . · ms that CLINTON would receive. I !recommended the FBI talk to his boss specifically about individuals at ST ATE 
who hold a weekly meeting about Congressional recoras pro uction and the FOIA process as well as 
where! ]lfelt pressure came from regarding up rradin r any of the 296 Benghazi-related emails. 

I jre'commended the FBI should talk wit ·egarding the alleged 1,000 emails between 
CLINTON and PETREAUS. 
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CO 610 4 7 9 5FIED U.S. Department of State Case No. F-2016-01402 Doc No. C06104795 Date: 10/27/2016 

Smilansl<y. Gene 

From: 
Sent: 
To: 
Cc: 
S:Ubject: 

follow Up flag: 
Flag Status: 

Categories: 

Hi Sheryl, 

Samuelsol'), H~ath~r F . 
Saturday,:Jan!Jar.y·.26, .201312;'~8 ~M 
Walter, Sheryl L . 
Finne.gan, Karen M; Davis, Jonathan E; Smi"lans~. Gene 
RE: CREW FOIA reqvest 

Follow up 
Complete~ 

2, -c 

Sorry we kept missing each other last week\ 

I heard backJ~ __ ___,! Can we fifjd a tirn.e tq talk on Monday? . 

Thanks. 
Heather 

From: Walter, Shery.i L 
sent: Thursday, January 10, 2013 1:47 PM 
To: Samuelson, Heather f 
·Cc! Annegan, Karen M; 09vls; Jonathari E;. SmflanSky:; Gene 
Subject·: RE: CREW FOIA tequ~ . 

·Thanks! 

From: samuersori, Heather F 
Sent: Thursdcrt, Ja·nuary 19, lOH "t: 14 .PM 
To: Walter, Sheryl L 
Cc:.Flnnegan, Karen M; Oa\llS, Jonathan·e; Sn:iUanslcy, Ge~ 
$ubje<;t: JU:~ CREW FOIA request 

i:I! Sheryl, 

,_[ _____ __,jwas locking into this form~ 

I will dfde back with them now to ~ee if they ha.ve further _g_uidance 

Thanks. 
Heather 

From: Walter, Sh~rYI L 
&int: Thursday, J;muary 1.0, 201J ~ :.Ol.PM 
To: Samuelson, Heather F . 
C~: Finnegan, Karen M; Davis. Jpnathan E; Smllansl<y, Gene 
Subject: CREW FQIA request 

(.!RELEASE IN PART ' 
85,86 - - ___ ! 

UNCLASSIFIED U.S. Department of State Case No. F~2016-01402 Doc No. C06104795 Date: 10/27/2016 
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CO 61O4 7 9 5 IED U.S. Department of State Case No. F-201.6-01402 Doc No. C06104795 Date: 10/27/2016 

Hi Heather- did you ever get any lntell r~ I . _.i_____ ____ _ 

I I Do you have any concerns about that approach? Than ks! Sheryl 

Sheryl L Walter 
Olrec:tor, Office of Information Progr~m.s and $ervlces 
~/GIS/IPS; Room S073; SA-~ 
U.S. Department of State 
Washington, PC 2()S20 
Direct~ 202-.Gai-2011 
Mobile:] I 
Email~ WalterSL@state.gov 

2 

B6 

---~~~~~~~~~~- ' 
UNCLASSIFIED U.S. Dep~rtment ()f State Case.· No. F-2016-01402 Doc No. 006104795 Date: 10/27 /2016 - ·· 
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CO 6 O 716 4 8 =1ED U.S. Department of State Case No. F-2016-01402 Doc No. C06071648 Date: 10/28/2016 

!RELEASE IN I 

From: 
Sent: 
To: 

Cc: 
Subject: 

Davis. Jonathan E 
Tuesday, March OS, 2013 9:33 AM 
Sam·uelson, Heather F 

.PART B5,BG I 

Johnson, Brock A; Dorosin, Joshua L; ~alter, Sheryl L; Finnegan, Karen M 
RE: FOIA request from CREW 

Heather - Thanks for following up. I 1,1nde rstand that the ne><i step is for IPS to 
) ' '--~~~~~~~~~~~~ 

Best, 
Jonathan 

From: Samuelsoo, Heather F 
SEini: Monday, March p~, 2013 ~:02 PM 
To: Oorosin, Joshua l; Walter, Sheryl'L; Davis, Jonathan E 
Cc: ~9hnson, i;iroC.k A 
Subject: RE: FOIA r.equest from CREW 

All - I jiµst wanted to follow up on the sta.tus. 

As Friday Will b~ my last day, I am adding Brock Johns9n here who will track this request io my stead. 

Thanks. 
Heather 

From: Dorosfn, Joshua L 
Sent: Friday, February 15, 2013 9f51 AM 
To: Walter, Sheryl L; Samuelson·, Heather F; Davis, Jonathan E 
Subject~ RE: F.OIA request from CREW 

ff9m: Walter, ~her)1 L. 
Sent: Tttur.sctay~ Fel:)ruar)i l'l, 2Q13 6:1s PM 
io: Samuelson, Heather F; Dor'osln, Joshu.a L 

~ S~bjeq: RE: ~OIA request from CREW · 

I believe we.are still 

This email is UNCLASSIFIED; 

From: Samuelson, Hea~her F 
Sent: Thursday, February .14, 2013 6:07 PM 
To; Oorosln, Joshua L; Walter, Sheryl J,. 
Subject~ RE: FOIA req.uest from CREW 

Josh/Sheryl - I Just wanted to follow up on this to see where things left off on this. "Thanks! 

"7 

"· 

UNCLASSIFIED U.S. Department of State Case No. F-2016-0.1402 Doc No. 006071648 Date: 10/28/2"0'16 
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CO 60 716 4 g=lEO U.S. Department of State Case No. F-2016-01402 Doc No. C0607164B Date: 10/28/2016 

From: Samuelson, Heather F 
Sent: Saturday, January 26, 2013 3:48 PM 
To: Dorosln, Joshua l 
Subject: FW: FOIA request from CREW 

.From: Walter, Sheryl L 
Sent: Thursday, December 2.0, 2012 1:54 PM 
To: samuelson, Heather F 
Subject: FOIA request from CREW 

Jlf we don' t talk later, happy holidays! All the best, Sheryl 

Sh~ryl: The request is assigned Case #F-2012-40981, It was received on t2/6/2·012 and 
acknowledged on 12/10/2012. Th~ request is ass'igned for processing . 

. Fro If\: IPS·ST AFF•Asslstants 
Sent: Thursday, Decen:iber 20, 2012 l2:'42 PM 
To: Walter; Sheryl L · 
Cc: Ref d, Rosemary O; Scholl, Pat.rick D 
Subject: RE~ Need to track dow.n a FOJA requestfrom CREW 

Hl Sheryl; 

Yes we h!)Ve, please see attached We can track 
do.wn more details as necessary. '---- --------- - - ----- --

Olivia Woods . 
Staff Assi~ta.nt to ~he Oirec(or 
U-.S. Departnient of S.tate 
Of.flee of Jnformat.lori Programs and Services 
A/GIS/IPS 
(202) 663~1012 
SA-2, Room 5081-A 

Our Mission Is to meet the needs of our customers and the U.nlte~fS.tates Government . . 

Tliis .em air is: UNCLASSlfl E.D: 

From: Walter; St'leryl L 
Sent·: .Thursday, Decembe.r 20, 2012 12:3'8 PM 

8 

UNCLASSIFIED U,S: Oepc,irtment of. State Case No. F-2016-01402 Doc No. C06071648 Date: 10128/2016 
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CO 6 O 716 4 8 =1ED U.S. Department of State Case No. F-2016-01402 Doc No. C06071648 Date: 10/28/2016 

To: Reid, Rosemary D; Scholl, Patrick O 
Cc: I PS-ST Af F-Assistants 
Subject: Ne.ed to track down a FOIA request from CREW . . 

I r have we received a FOIA request from CREW (Citizens for Responsible Ethics in Washington) 011 the topic of 85 
personal use of email by senior officials? Apparently other agencies have. l( we have it; can you give me the details[~ BS 
L ___ ] hanks! Sheryl BS 

Sheryl l Walter 
Director, Office 9f Information P~ograms and Services 
A/GIS/IPS; Room 5073, SA-2 
U.S. Department of State 
Washington, DC 20520 
Direct: 202-632-2071 
M'oblle:. B6 
Email: Wal'terSL@state.gov 

9 

UNCLASSIFIED U.S. Department of State Case No. F-2016-01402 Doc No. C06071t)48 Date: 10/2et2016 
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CO 610 4 8 6 4 FlED U.S. Department of State Case No. F-2016-01402 Doc No. C06104864 Date: 10/27/2016 

Smilansky, Gene 

From: 
Sei:it: 
Toi 
Cc·: 
Subject: 
Attachments: 

follow Up Flag: 
Flag Status: 

~legories: 

Brock .,... See attached for a copy of 

Bes~, 

Jonathan 

Fr.om: Johnson, ~.rock. A 

Davis, Jonathan E 
Friday,.April 19, 2013 4:59 PM 
Johnson, Broe:)< A; Walter, Sheryl ~ 
Finnegan, Karen M; D~rosin, Joshua L; Smilansky, Ge!le 

RE; FOlA request from CREW 
2013-HQF0·00287 Final Response Letter.pdf 

follow up 
Completed 

2, l 

Sent: Frlday, ~ril 19, 2013 4:oi PM 
To: Davis, Jcinat:han e; Walter, Sheryl L 
C,e: Annega·n, Karen M; Do'r06in, :Joshua L; Sinllansky; G~ne 
Subject: RE: FOIA request from CREW 

Jonathan, Sheryl, 

Whe(e did we end. up on this case? 

:rhanks, 
Brock 

From: Davis, J0nathari E 
sent: F.riday; Mardi 08, 2013 11'i04 AM 
To: Johnson~ Brock A · · · 
Cc: Annegan, Karen M; Samuelson, Heather F; Dorosrn, Jqshua l; Walter.:, Sh~ry1 L 
Subject: RE: FQIA request from CR.EW 

Brock 

'--~~~~~~~~~~~~-' 

'Ttianks, 
Jonathan 

Fro.m: )ohnson, Brock A 

I'm copying Karen Finnegan In cases 

Sent: FHday, March 08, 2'013 10:55 AM . 
To~ sarri.i.tels6.n, H~ther F; OQroSir:i, Joshua l; Walter, Sheryl Li Davis; Jona~han E 
~ubject: RE: FOl;A request From CREW 

Josh. Stieryl, J ooathifn, 

RELEASEiN PART 
~B6 I 

UNCLASSIFIED U.$. Department of State Case No. F·2016~01402 Doc No. C06104864 Date: 10i2712016 

)'. 

85 

I!., 
ss· r ·1 

B& ,t--~ 

Case 1:14-cv-01242-RCL   Document 62-3   Filed 12/19/18   Page 7 of 23



CO 61 O4 8 6 4=1ED ':J.S. Department of State Case No. F-2016-01402 Doc No. C06104864 Date: 10/27/2016 

[Happy to calf over there if needed, ju.st let me k·now. 

Thanks, 
Brock 

From: Samuelson, Heather F 
sent: Monday, March 04, 2013 2:02 PM 
To: Dorosin, Josh.ua L; Walt-:!r, Sheryl L~ Davis, Jonathan E 
Cc: Johnson, Brod: A 
Subject: RE: FOIA request from ffiBN 

All - ! just wanted to fo.llow ~Pon the status. 

As Friday will be my last day, I am adding Brock Johnson here who Will track this request in my stead. 

Thanks. 
Heather 

FJ'.Qm: Po~osin , Joshua L 
~nt: friday, Fe~tUC\ry lS, 2013 9:5l AM 
To: Walte,r, Sher"fl L; Samu~son, Heather F; DaVls, Jonathan E 
'Subject: RE': FOJA request {rom CREN. · 

+Jonathan. 

Frorp: Walter; Shi:!rvl L 
.Ser:et: Thursday, February 14, 2013 6:15 PM 
"To:· Samuelson, Heather F; Dt>rasln, Joshua L 
Su!Jject: RE: FOJA request fro!T! CREW 

This email is UNCLASSIFl~o: 

From: ~muetson, Hea~~r t: 
.sent! Thursday, February 14, 2013 6:Q7 PM · 
To: Oorosin, Joshua L; Walter, Sheryl l 
~ubje,¢ RE.: FOIA request rrOm CREW 

Jqsh/Sheri/J - I just wanted t.o follow up on this ·to 5ee whe·re ~nlngs left o'ff on this~ nlanks ! 

Frain: SamuelSon, Heather F 
Stif'!t~ Saturday, January 26,-;2013 3:48 PM 
To: Dorosln, Joshua L 
Subject: FW: FOIA req~ ·;-om CTl.EW 

From: Walter, Sheryl L 
sent: Thursday; December 2.0; 2012 1:5'\ PM 

2 

85 

· 1 

I 

85 . 

l 
,; I 

I 

-------~-----------------------·-· 
UNCLASSIFIED U.S. Depa~m~.nt of State Case No. F-2016-01402 Doc.No. C06104864 Date: 10/27/2016 
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CO 61O4 8 64FIED U.S. Department of State Case No. F-2018-01402 Doc No. C06104864 Date: 10/27/2016 

To: Samuelson, Heather F 
Subject: FOfA requeSt. frorr CREW 

Hi Heather -Copy attached, 
~, --------~~~~~~~-~~ 

[ _ _ __ _ _Jlf we don't talk later, happy holicraysrA111nel3est,5fieryl 

$beryl: The request is assigned Case #F-2012-40981. It Was received on 12/6/2012 and 
acim()wledg~d on i211()/2012. The request is assigned for processing. 

From: :IPS~STAFF-Asslstants 
Sent: Thursday, De¢emper20, 2012 l2:42 PM 
Te:Walter, She,YI l 
Cc: R~!d1 IWsemaf"Y D; Scholl, Patrick D 
Subject: Rt:: Ne.ed to track dowri a FOfA request from CR£Vi/ 

Hi Sheryl, 

Yes we have-, please see atta:hei:l -
,do.wn more details as necessary. 

Olivia Woods · 
S.~atf ~ssistan.t to ~he DlrectOf 
U .~. D~partnient ef State 
Office of: Information Programs ;ind Ser:vices 
A/GIS/IPS 
(20l} 663·1012 
SA•2, Jt(>om S081-~ 

Our Mlssion:ls to·meet th~rneeds- of our customers and the: United States Governm~.nt 

This ~mall ls UNClASSIFIEO: 

fr:ol'n: W~lter, Shef'Yl l 
~nt: Thur!!dav., De<;ember 20, ·2012 12:38 PM 
-To: Reid, Rosemary·D; Scholl, Patrick D 
Cc: IPS~stAFF-Asslstanis · . 
Sµbject: Need t9.ti'ack dOWt\ a roIA request from OWN 

We can tr.crck 

..__ _ ___.~ have we rec;elve.d a FOIA reque5t from· (;REW lCltf2ers for Resprmslble Ethi~s In. Washl~gtOn} Oil the iopic of 
per-sonal use of email by senl;>r offldals7 Apparently other age.ncles have. If ~e h.aYe tr, can you glve;·me the deta:lls f___J 

'----------------------' Thanks I :Sheryl 

Sheryll Walter 

Director, Qffice of I rifo'tmation Programs and Services 
3 

-----------------------------------· - -. . . - .. 
UNCLASSJF.IED U.S. Departmentof State Case No. p.,.2016-01402 Doc No'. C06104864 Date: 10/2712016 
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C06104864:1ED U.S. Department of Stat~ Cas.e No. F-2018-01402 Doc No. C06104864Date:10/27/2016 

A/GIS/IPS; Room 5073, SA,2 
U.S. Department of State 
Washington, DC 20520 
Direct: 202;632-2071 

Mobile: l J 
Email: WalterSL@state.gov 

UNCLASSIFIED U.S, Depar.tment of Ste1te Case No. F-2016-01402 Doc N9. C06104ea4 Date: 10/27(2016 
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CO 61O51l8FIEO U.S. Department of State Case No. F-2016-01402 Doc No. C06105118 Date: 10/28/2016 

® ELEASE IN PART 8 5,86] 

Smilansl<y, Gene 

From: Gittleson. ~retc A 
Sent: 
To: 

Wednesday. May 01. 201,3 2:15 PM 

Smilansky. Gene 
Subje.c;t: RE: FOIA request for documents related to S email accounts 

Categories: 2 

Will do. 

F_rom: SrnllanskY, Geoe 
Senb Wednesday, MaY 01, 2013 1:52 PM 
To: Gittleson, Brett A 
Subject! RE: FOlA request-.for documents r.elated to s·email accoun~ 

Best, 
Ge.ne 

.ssu 
This email is UNCLASSlf IEO. 

FeromrGlttleson, Brett A 
Se·nt: Wednesday, May 01, 2013 10:33 AM 
To: Smllatisky~ Gene 
Subject: FW: FOIA request-for dOaJments related to s email accounts 

Gene. 

T.he bt.l°Uets below corretttY, capf~te ovr-discussion. 

f've. also ottacheq the FOIAr~que~t fr()lYI Edgor Jaramillo.. Please let me kn.ow if you need cfnvth!ng 
else frorn me, ' 

thanks, 
~retf 

ftom: Smllan~l<Y; =Gerie 
:Serit: Wednesd~y, May 01; 2013-9:57 AM 
To: Gittleson, erett_A 
Subject~ Re: FOiA request for documents relate<J ~ S email accounts· 

a~ett - Jus.t following up about this .. Glad to di.Seuss fOr:ther .bv phone, if helpful. Plea~e l~t me know. 

1' 

UNCLASSIFIED U.S. Department.of State Case No. f-,2016~01402 DOC' No: C06105118 Date: 10/28/2016 
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CO 61O5 1 18 IED U.S. Department of State Case No. F-2016-01402 Doc No. C06105118 Date: 10/28/2016 

Gene 

ssu 
This email is UNCLASSIFIED. 

From: Smilansky, Gene 
sent: Wednesday, April 24, 2013 10:03 AM 
TQ: Git,t1~n, Brett A 
Subject: FO~ request for documents related to s·emall accounts 

Brett - ·1 am writing .to follow up about t~e attached FOIA request tor d~E~'.!'e~..!.U?.~rtalning to any email accounts 
associated with then-Secretary Clinton. j I 85 

Best, 
Gene 

Gene Smilanslcy 
Offiri¢ ~f t.hE! legal Advls~i (l/M) 
.U.S. Department of State 
Office: (202) 647-809~ 

. Mo!>)le:I ==i 

sau 
Tl:tls emall is UNCLASSIFIED. 

UNCLASSIFIED U.S. Department of State Case No. F~2016-01402 Doc No. C06105118 Date: 1012.8!2016 
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UNCLASSIFIED U.S. Department of State Case No. F-2016-01402 Doc No. C06105336 Date: 10/28/2016 

Smilansl<y. Gene 

From: 

Sent: 
To: 
Subject: 

Categories: 
Attachme-ntsCl<'isslfication: 

Classifka tion: 
SensltlvityCode: 
Sfl,1ARTC~tegory: 

Sn1ilansky, Gene 
Wednesday, May 01, 2013 2.47 PM 
Watter, Sheryl t.; Finne9an, Karen M: Davis, fonathan E 
RE: F-2012 -t10981 -.__ _ jclinton's e-mail 

2. 1 

UNCLASSIFIED 
UNCLASSlAEO 
Sensitive 
Working 

I - - - -------·----- - - --- -
- -------------.. ---· ·. 

SBU 
This e:rnail Is VNCt.ASSIFlEQ, 

From: Walter; S})el)li l 
Sen.t~ Wed~~. MaY 01, 2013 2:38 PM 
To: Smilans~, Gene; Finnegan, Karen M; D'avis, Jonatti~n'.E 

/RELEASE ·'·~-~ART esj 

~ . I 

85 

85 

Subject: R'E: F-2012-'10981 ·r==:· pinton's e-mail . BS 

rhan1<s. C • J 

seu 
This ·email Is UNClASSIFIED. 

From: Smlfansky, Gene 
Sent: Wednesday, May 01, 2013 2:04 PM 
To: WalteJ:; Sheryl L; Rnnega1. ~M; Davis, Jonathan E 
Subj~: RE: F-2012-'10981 • .... _ !Olnton's e-mall 85 

Best, 

UNCLASSIFIED U.S., Department ofSta.te Gase No. F-2015-014o2 Doc ~o. C061G5336 Date: '19128/2016. 
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UNCLA?_SIFIED . U.S. Department of State Case No. F-2016-01402 Doc No. C06105336 Date: 10128/2016 

Gene 

SBU 
This email is UNCLASS.IFIED. 

Ftom: Walter, Sheryll 
Sent: Thursday, April 04~ 200.3 5:09 PM 
To: Finnegan, Karen M; Davisr Jor:iatro?n E; Smilansky, Gene 
Subject: RE: F-2012-<10901 -t . rolnton's e--mail 

Thanks, now I remember. / . -- - --- -· .. . ···---

This email .is UNCLASSIFIED. . 

Fr:om: Rooegan, Ka.~n M 
sent: Thursd~y, April CM, 20£3 ~;+cl PM 
To: Walter, She.ryl L; Davis, ~0Q.13than E 
~ubject: Re: .F·20li-4098t -I -=101nton's f:'cnall 

No, I haven't heard back frorr{ 

Karen 

Fr.pm; Watter" ShetY.f L 
Sent: Thursday, April 04, Z013 04;:17 PM 
To: FJonegan,. Karen M; Davis, Jonathan E 
su0

bJect: FW: F-2o12-'lo9a1 --[ pinton's ~man 

Qid we hear ba-c~ fr.~m Dl-f~'? We haye "ot r.espon'~i=!d yet, per the be.10.w. 

This email:is UNCLASSIFIED. 

F~m: Sch91l, Pati;ic:Js D 
Sent: Thursday, April 04, 2013 4:02 PM 
To: Walter,.sheiyl L · · 
Subject: FW: f'-2012-40981 [ . -· -·--·pinton's e--maU 

Sheryl-.onyfhing new or this· one? 

This email I~ UNCLASSlff!:D. 

2 

-·-- J 

r 

--------~~~~--~~~~~~~~~~~~~~~~~~~~~-.,.~~~~~~·~-·- · 

UNCLA.SSIFIEO U.S. Department of-State .Case No. F-2016-01402· Doc Ne». C00105336 O~te: 10/.28/2016 
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UNCLASSIFIED U.S. Department of State Case No. F-2016-01402 Doc No. C06105336 Date: 10/iB/2016 

From: Jaramillo, Edgar E' 
Sent: Thursday, April 04, 2013 3:25 PM 
To: Scholl, Patrick D 
Cc: Gordon, T1my 
Subject: RE: F-2012·40981 -I ··binton's e -mail 

i _J . 

Pol - I haven't heod bock. 

Edgar 

Ed&.., f. J~• .. m•llo I NGISllf'S/CIVEAN I Pl>one, lDll61J~Hi c~. 1s~rz J F:i.ic: 202.l6i ,8~!18 I 
Eu..opc, Sovrh CC<ocnl Alo>. Alrie> t. Ne.v Eu<.ern· ... fn#•s I FOi.~ 0ffict: 

* f'ltuc C'O"tJdcr d><:"~On<N•I ""''"~ !>'""'II'!; Ii>•$ cm.oil 

°This email is UNCLASSIFIED. 

Fri>ni: SCholl, ?atiick D 
~nl: Friday, Mardr29, 20U 11:34 AM 
T.o: J~ramlRo, 5dgar E 
Cc: Gordon, Terry 
Subject: RE: f.:.2012-4098~ lnton's e-mau 

H.c:iwaver. it you hear nothing further 
by next Thurroay. pfe_o_s_e- se-::i--..-m- e_ o_r_e_m_,...1n_,...e_r_. ----~ ...... 

Thl~~ema~ .Is 1.JNCL.ASS.IF.ISO. 

frof1): Jararnlllo, :Edgar E 
Sent: Friday, March 29, 2013 11:3l'AM 
TQ: ·Scfioll, ~atfl'* 0 
Cc: GQrdon, Terry · ······---··-L 
subJectt RE: F-2"0fi-4oos·1 ·f .......... ~intoti's e-mall 

Pot • Shoulg. I follow up wl~h Kqr~n and Jon!:Jfl"Jon on fhis one.? Or ~ey are <Jlr~oc(y owore of it ond:\t,lfn 
get back· 1.o Os~ 
E"da-ar 

fa(v f.J•r~ rAIGtS!tl'SICRIEAN I Phone· .1oi 161..8.~ncx 48472 f .hailOl:l~l..85.Bil I 
E11rQp,.c. Solidi Ce•w·1I Asta. Alric.~ 6 Ne \f E..ue<tn MiiN I fOtA Olfocc • Plcite <O<\.idt• i1-•• •~.in.~'!°""'' "~/or• pnncM( <1>i'I tu1:1D 

This email is .UNCLASSIFIED .. 

3 

UNCLASSIFIED U.S. Oepcittrhent OfState CasE1 No. F-,.2016-01402 Do.c N.Q. C06105336 Date: 10/28/2016 
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UNCLASSIFIED U.S. Department of State Case No. F-2016-01402 Doc No. C06105336 Date: 10/28/2016 

From: Sdloll, Patrick'D 
Sent: Thurs9oy, March 28, 2013 10:08 PM 
To: Jaramillo, Edgar E 
Cc: Gordon, Terry r- 6 Subject: Fw: F-.2012-40981 ·1 _ lnton's e-mail 

fy i 

From: Walter, Sheryl l . 
Sent: Thu~ay, M.3rch 2a; 2013 04:08 PM 
To: Scholl, Patrick D · · · 
CC: Finnegan, Kareo M; Oavis~Jona.th,r1 E; Smllansky, Gene 
Subject: RE: F-2012-40981 -! Ointon's e-mail 

' ···· -

P.ar.I.__ _ _ 

Thi~ email ~ UNC.LASSIFIED. 

'From: Sdloll, 11atdck D 
:Set1t: Thu~v. March 28, 2013 9:M A.M 
To: Walter, Sheryl L. 
Subject: FW: F-2012-4~1.c=-tunton's e-mail 

lThis i~ the ~REW r-equest °T.hank.S, Sher)'! . 

s~~~---'-1 - -----[ ____ _ --------:~sf lefhng '(OV Eno: Pol 

This email is UNCLASSIFIED. 

Fron'!: iar?.millo, Edgar E 
Sentt Wedri~.ay; Ma.rch 2~, 201,3 5:1~ ".PM. 
To: Scholl, P.atrjrt D; Gordo~ 
.S~bject: F--211i2-40981 C_ .. ______ p i(lton's e-mall 

Pot/Terry. 

F'n[ 
--- ·---- ·H--- - ----

Edgar 

Edc•r E r:i~rri:i!O· ~ 1-JGIS/ll'S/Cll,/~N 1 Pho.,.c- lO~ !61.111-n ex. ~·n ,. h~ 'lOH61.8S6& I 
Europe. 5-0u\h C~ntr•I Ail.>, NrlcA 1, Nc.ir b..s(etn :l\IT~ir• J fOIA Orto<<; •• ~i.c c.on.1~·.;er L~~ f'.,·~"1>n•nel\r' lafort j,. :nuo1; I.his • ln.i• 

_jSheryf's e-mail is attached. 
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UNCLASSIFIED U.S. Department of State Case No. F-2016-01402 Doc No. C06105336 Date: 10/28/2016 

This email is UNCLASSIFIED. 

. .. 

5 
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UNCLASSIFIED U.S. Department of State Case No. F-2016-01402 Do~ No. C0610S353 Date: 08/2912016 
Obtained by Judicial Watch. Inc. Via FOIA 

Smilan5ky, Gene 

from: 
Sent: 
To: 
Subject 

Categories: 

• Smilansky. Gene 
Thursday; August 08, 201310:21 PNl 
Finnegan. l<aren M; Wal•er. Sheryl l 
RE: !PS Significant F<:ilA Report 

2 

~ 

!RELEASE IN PART es) 

Sheryl, Karen- ls there a good time tomorrow for '!"e to give you a call about this? I'm generally open 10am-2pm, ~n<f 4-
6pm. · 

Thanks, 
Gene 

From: Annegari, Karen M 
Sent: Wednesday, August 07, 2613 5:12 PM 
To: Wetlter1 Sheryl L 
Cc: Smllansky, Gene 
Subject: .RE: JPS Significant FOIA Report 

Sheryl: t've attached tl'\e CRE'/J reque$t to this message. 

Karen 

SBU 
Thi; email ls UNCLASSIFIEO. 

From: Walter, Sheryl l 
Sent: Wednesday, August07, 2013 4:34 PM 
To: Finnegan, Karen M 
Subject: Rf: !PS Slgntrlc.ant FOIA Report 

If so, can yov send me the ·re!ponse as well as the request lener? Thanks I 

This em&ll Is UNCLASSIFIED. 

ffom: Finnegan, Karen M 
Sent: Wednesday, A!JgUSt 0712013 4:17 PM 
To: Wcilter. Sheryl L 
Subject: RE: lPS Slgnlftc;ant FOIA Report 

I believe that we responded 10 tti ls request, bu1,1'.ll confirm wittl Gene. 

UNCLASSIFIED U.S. Department of State Case No. F-2011}-01402 Doc No. C06105353 Oate: 0812912016 
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UNCLASSIFIED U.S. Department of State Case No. F·2016-01402 Doc No. C06105353 Date: 08/29/2016 
Obtained by Judicial Watch, Inc. Via FOIA • 

K;iren 

This email is UNCLASSIFIED. 

From: Walter, Sheryl L 
Se"t: Wednesday, August 07, 2013 <q:U PM 
To: Finnegan, Karen M 
Subject: RE: IPS Slgnlftcant fOlA Report 

What about the CR~W 'eqvest? Is that still 01.1ts1andlng? 

This email ls UNCLASSIFIED. 

From: Annegan, Karen M 
Sent: Wednesday, August 07, 2013 4:10 PM 
To: Walter, Sheryl L; Hennesman, Geoffrey F; Scholl, Patri~ D; Hacicett, John; Manheim, Marianne l 
Subjeet: RE: JPS Significant FOIA Report 

Sllel"fl: To folfow·up on my early response, Cris,ina Is handling the Judicial Watch case, CA No. 2013-772 {DOC) (J. K,ollar­
Kotelly), ihat seeks access to all commvnicatio~s {includins e·mall) between the i;>epartmenl and President Clinton 
and/or his foundation 1egarding clearing hi$ speech~ BS 

I I 
Karen 

ThJs email Is UNCLASSIFIED. 

From: Walter, Sheryl l 
Senti Wednesday, August 07, 2013 2:52 PM 
To: Herme.sman, Geoffrey F; flrmegan, Karen M; Scholl, P~b"lck D; Haekett, John; Manheim, Marianne ) 
Subject: RE: IPS Sl9nlrica11t FOIA Report . . • 

Is the Gawker ,eq\Jest from 2010 re Rahm Emmanuel emails still open? I thouant that one·wa5 dof)e: 

Thi$ email is VNCt.ASSIFIEO. 

From: Henne$man, Geoffrey F 
Sent: Wednesday, August 07, 2013 1·2:54 PM 
To: Walter, Sheryll; Annegan, Karen M; Scholl,. Patrick D; t:fackett,, John; Manheim, Marianne J 
·subject: RE: IPS Slgnlticant FOIA Report . · 

2 

UNCLASSIFIED U.S. Department of State Case No. F·2016-01402 Doc No. C06105353 Date: 08/29/2016 
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UNCLASSIFIED U.S. 'Department of State Case No. F-2016-01402 Doc No. C06105353 Date: 08/29/2016 
obtained by Judicial Watch . Inc. Via FOIA .. • . 

; 

Sheryl, 

A search of the F 2 datatiase Identified 17 FOIA cases thal contaio Clinton in the subJe<.t fine ind can be further 
conslrued as requests for correspondence between !he Secreta·ry and other lndivlduals and/or organizations. Of these, 
four speclflcally mention Emails or Ema!I accounts. 

ClOSED CASES 

Of the 17 cases, 10 are close:! . CI05ed req~em F·2010-0S294 and F-2012-40981 speciricalty menlion Emails~ 

OPEN (ASES 

Of the remaining 7 open cases, requests F-2010·07625 and F-2013-12881 specifically mention Emalls. Th~ latter was 
ieceived on 7/31/13 and is s11ll being processed In RC. Both request letters are attached. -

Geollrey Herrnesman 
·Branch Chief 
IPS/CR/WEP 
U.S. Oepartmenl of Stale 
Washington. DC 20522 
Tel. 202 663 2634 
h~rmesmangr@slale .gQv 

This t·mail is unciasslfled based on the definitions pro"ided il'I E.O. 1352t;I 

Ftom: Walter, Sheiyl L 
Sent: Wednesday, August 07, 2013 10:51 AM 
To: Finnegan, Karen M; Sd"lcll, Patrick O; Hackett, John; Manheim, Martanne J; Hennesman, Geoffrey F 
·Subject: FW-: IPS Signiftcant FOIA R~port 

All, please see Pesgy's comments below, we snould discuss theses. 
Geoff., can you get a copy of all requests reiated to Secretary Cllnton's emalls'? 
Karen, I don't think we have any litigation on this topk, d.o we7 'old w~ r~spond to the CREW request.yet? 
Thanlcs, allf Sheryl 

seu 
This email is UNClJ\SSIFIED. 

From: Grafeld, Margaret P 
Sent: 'Wednesday, August 07, 2013 10:17 AM 
To: Walter, Shely! l; Had<ett. John 
Cc: Stein, Eric F; Houser-Jackson, Celeste 
Subject: Fw: IPS Slg~lficant FOIA Report 

l 

UNCLASSIFIED U.S. Department ot State C~se No. F-2016-01402 Doc No. C06105353 Date: 08/29/2016 
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UNCLASSIFIED U.S. Department of State Case No. F-20.16-01402 Doc No. C06105353 Date: 08/29/2016 
• • - · · - Obtained by Judicial Watch, Inc. Via FOIA - • • ·-

I'll be Interested in the tesponsl! to Musgrove's request. 

Also, I'm curious about how you plan to address the CRS request, as well as for the employee meds request. 

Finally, Jo~rn. you mentioned yesterday requests for 5etretary Cllnton'5 emails; may J aet coples; pls and th)(. 

From: IPS·ST AFF-Assistants 
Sent: Wednesday, August 07, 2013 09:50 AM 
To: Chang, Cindy 
Cc: Summers, Matt; Finnegan, Karen M; A St.aff Collective; W~r, Jonatnon D; Stein, Eric F; Davis, Jonathan E; 
Smllansky, Gene; Houser-Jackson, Celeste; Finney, Oarence N; Waltef, Sheryl L; Reid, Rosemary D; Mehlenbacher, Kelly 
J; Hackett, John; Grafeld, Margaret P; eemlsli, Renee c · 
Subject: IPS Signlt1cant FOIA Report 

All: 

Attached Is the Signlfka nt FOIA Report for this week; It Is also reproduced below for easy reference . Please contact me If 
you have any questions. 

Thank you, 

Olivia woods 
Staff Assbtant to the Director 
U.S. Department of State 
Office of Information Programs and Services 
A/GIS/IPS 
(202) 663·1012 
SA-2, Room 5081 

Our Mission is to meet ttle needs or 01.1r customers and the United States Government 

CID IPS FOIA Requests of Interest: Among the requests received by IPS FOIA are the 
following: · 

• Barbara Elias of the National Secwity Archive for all reports related· to the Ju'ly 30~ 20l3· 
prison break in Dera Ismail Khan, Pakistan;-

• Cora Currier of ProPublica for documents regarding the deaths and burials of Taliban 
prisoners of war at Dasht-i-Leili, Afghanistan, in November 2001; 

• Sarah Fitzpatrick of CBS News for the number of State Department employees prescribed 
Mefloquine or Lariam annually, as well as the number of those employees who received· 
a diagnosis andlc·r treatment for a psychiatric issue or traumatic brain injury in the six 
mon tbs prior .to r~ceiving their prescription, from 200 l to the present; 

• Brooke Williams of Harvard University's Edmond J. Safra Center for Ethics fot all 
communications between the State Department and the Center for Strategic and 
International Studies that refer to the Keystone XL pipeline; 

• Rebecca Markert of the Freedom From Religion Foundation for records regarding the 
Department's addition ofreli~ious quotes to U.S. passports; 

4 
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UNCLASSIFIED U.S. Department of State Case No. F-2016-01402, Doc No. C06105353 Oate: 08/29/2016 
- . • Obtained l>y Judicial Wat~h. lf\C. Via .FOIA - •. 

• John Greenewald, Jr., freelance journalist and television producer. for the foJlowing: 
1. all Congressional Research Service reports th~t are not currently listed on the State 

Oepartment1s website, at http://fuc.state.gov/c55696.btm; an·d 
_,, 2. all records regarding the August 2013 Rolling Stone is·sue featuring Dzhokhar 

Tsarnaev. . 
· • Shawn Musgrav.e of MuckRock News for the document that outlines the State 

Department's methodology for estimating FOIA completion dates; and 
• Michael Evans of the National Security Archive for the following: 

l. the 50 cables referred to.in the notes of the June 29, 2009 Department assessment 
titled, "Colombia: Institutional Standoff Continues 0 ; 

2. all documents pertaining to th~ U.S.~Mexico Repatriation Technical Working Group, 
from 2004 to the present; . ·· 

3. the 24 cables referred to in the notes of the May 26, 2009 Department assessment 
titled, "Colombia: Uribe's Third-Tenn Prospects"; and 

4. the 16 cables referred to in the notes of the June 4, 2010 Department assessm~nt titled, 
"Colombia: More of the Same with Santos?" 

This email ls UNCLASSIFIED. 

5 
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UNCLASSIFIED U.S. Department of State Case No. F-2016-01402 Doc No. C05104375 Date: 08/29/2016 
Obtained by Judicial Watch. Inc. Via FOIA 

Smilans!cy. Gene 

FralTI: 
Sent 
To: 
Subject: 
Attachments: 

Ca1egories: 

Smilansky, Gene 
Friday, August 08, 2D14 5:46,PM 
8<1ir. lames P; Keller, Andrew N 

2.1 

[~ELEASE IN PART B5) 

._ _____________________ __,,':"e sho,ld disc"" ne><t week. 

SBU 
Tflis emall Is UNCLASSIFIED. 

\. 

From: Bair, )ames P 
Sent: Frld&y, August 08, 201'4 '4:21 'PM 
To: Keller, Andrew N; Smllansky, Gene 

Su~~:Fw:j~~~~~~~~~--' 

From: Finney, Oarence N 
Sent: Friday, Augu5t08, 201" 04:19 PM 
To: Bair, James P . 
Cc: Wasser, Jonathon o; Anney; Clarenc:e N 
Subject: Former Seaetary E·Mail Aeeount. 

Jt1mle, 

Clarence 

Clar11:.11Cc N. Finney Jr. 
Depul)' Director, Excculive Secretari111 S1all (SIES·S) 
(202) 647·3 S74 (office) • 

UNCLASSIFIED U.S. Department oTState Case No. F-2016--01402 Doc No. C06104375 Date: 08129/2016 
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