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Page, Lisa €. {OBL) {FBI}

From: Page, Lisa C. {OGC) {F8i)

Sent: Monday, May 01, 2017 6:34 PM
To: ‘Strzok, Peter P. {(fi)c} {F84
Subject: RE: ¥ahoo hack ba ckground

Oty yes, got it Yeah, | wouldnt sweat that.

e Original message -

From: “Strzok, Peter ©. {CD} {FBY} ‘;fjc'fl
Date: 05/01/2017 6:12 PM (GMT-05:00] ksl
To: "Page, Lisa C. {OGC] {£Bi}] |

Subject: RE: Yahoo hack background

From: Page; Lisa C. {OGC) {¥8i}
Sent: Monday, May 01, 2017 a.07 8M

To: Strzok, Peter 8. {C0} {eai | b6 -1

Subject: RE: Yahoo hack background B =1
- : b7E -6

Mot following. Which namies?

S Chriginal MIESSAZE ~-~~-=--

From: "Strzok, Peter P, ({:}}}_{mrx zf;c‘fl

Date: 05012017 6:04 PM (GM b7E 6

To: "Bage. Lisa €. {QGO) @BD?
Subject FW: Yahoo hack background

Selow mw&ec e hagoy. Waat
raatten ™ whee he then said: ¢
Fttention to getaii and go 'i‘rigis:‘.sz-.f~

From: Strzok, Pater 8, {CD} {F8
Sent: Monday, May 81, 3017603 O
o cof ieai] | b6 -1

Subject: RE: Yahoo hack background b

= b7E -6
L hat yousawy

o ;}a and h\D are all Bright men W

— 5 i

Fr-ami . !i:{?} {?ﬁ%_} b7C -1

Sent: Monday, May 01, TN PM bTE -6

To: Strzok, Peter 8. {CD} {FBY]

Subjech RE: Yahoo hack background.
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[ now owe you somse type of beverage.

1 told Jou this and wanted o pass to you as well, Thanks for giving us the opporhmity to see how these
briefings work. and how you've done them, before we had to go prime thme owrseles.

S Original message --------
From: "Strzok, Peter P. (CD) (FBIY | b6 -1
Date: 03:01:2017 5:49 PM (GMT G500 - e e
To: "Rybicki_ James E. (DO} (FBI "Page, Lisa C. {QGC) FBIY

Ce Priestp. £ W (CD){EBIY "M Jonathas C. (€D} (FRIY

(CYD) 8D

TCD) (FBT !
Subject Yahoo hack background

Follow up o Qat the £:45 session, Below from DO website —s redetied indichmert was released on 315
.5, CHARGES RUSSIAN FSB OFFICERS AND THEIR CRIMINAL CONSPIRATORS FOR HACKING YAHOO ANE
RULLIONS OF EMAIL ACCOUNTS

F&B Qfficers Protecied, Directed, Facilitated and Pald Criminal Hackers

& grand jury inths Sorthaem District of Californta has indictsd foar defendants, including teo officars of the
Russian Federal Securlly Service {F58], for computer backing, sconomic espionags and other oriraingl
offerses in connection with a conspiracy, baginning i January 2614, 10 acosss Yahoo!s nehiork and the
contents of welmad aTeounts. The defendants are Diwitey Aleksandrovich .ngk;iﬁhaev,. 33, a Russian national
and resident; igoy Anatobysyich Sughzhén;, A3, 2 Hussian natioaai and re-as‘dem; Alegsey Alexseyevich Belan,
aka "Mage,” 39, a Russian national and resident; and Yarim Baratoy, aka "Kay,¥ “Yarivy Taloveray™ and “Carim
Skebmet Tokbergenov,” 22, a Canadian national and a resident of Canada.

The .-d‘é}‘eﬁﬁaﬁts ased ynauthorized access 1o Yahoo's systems 1o steal information from about at é‘ea{sﬁ 00
pitlon Yahoo socounts andthen used some of that stolen nformation 1o obials unauthorized aceess Io the
contents of accounts st Yahoo, Google and other webmai! providers, including aceounts of Rusaian
{ournalists, 4.5, and Bussian government officials and private-secior eniployees of financial, travsporiation
and gther companies. Une of the defendants also exploited his acness to Yahoo!s nebwork for his persanal
financial gain, by searching Yahoo user communications for credit card and gift card account numbaers,
redirecting a subset of Yahoo search enging web traffic so he could make rommissions and enabling the
thaft of the contacts of at {zast 30 millicn Yahoo scoounts to faciittale a spam campaign,

The charges were announced by Atforney General 1off Sessions of the US. Bepartment of justice, Director
James Comey of tha £81, Acting Assistant attorney Geaeral for National Seoarily Mary MeCond, US. Alomey
Srian Streteh for the Notthers District of Californis and Executive Assistan Director Paui Abbaie of the F8Ys

Criminal, Cyber, Besponse and Services Branch,

“Qybar orime poses g significant threat to our nation’s sacurity and prosperily, and this i one of the largest
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data breaches in bistory,” said ABomey Genera! Sessions. “But thanks o the trelsss effors of UL S

proseny tors and sivesiigators, as well 85 our Canadian pariners, z‘ééa-\g we have wentified four mdividuals;
including two Russian 588 officers, responsibie for unauthorized actess 1o millions of users’ accounts. The
Unitted Sates will vigorpusly invesiigate and prosecute the people behind such atlacks o the fullest extent
of the faw.™

“Taday we continue to pisrce the veil of anonymity surrounding cyber crimes,™ said Director Compy. “We are
shrinking the world to ensure that cyber mriminals think twice before targeting U5, persons and interests,”

*The criminal conduct &t issue, rarried out and othenwise facitaled by officers frora an F58 undt that serves
asthe £8Y's point of contact in Mostow on cybercrime matiers; is beyond the pale,” sald Acting Assistant
Attorney General MeCord, YOnce again, the Departraent and the £81 have demonstrated that hackers around
the world can and will be exposed and held accountablial State actors may be ysing cormmon Triminals 1o
sepessthe data they want, bulthe indictroent shows that our companies do not have to stand alons againgt
this threat. We commend Yahooand Google for their sustained and invaluabie cooperation the
nvestigation aimed at obiaining justice for, and protecting the privacy of their users.™

*This is 3 highly complicated Tvastigation of a very comiplex thresl, § underscores the value of garly,
proactive engagement and cooperation between the privats sector and the government,” said Exsoutive
Assistant Director Abbate. “The £8 will continue towork relentiessly with pur private sector and
ntermational pariners to identify those whoe conduct cyber-attacks aga:éﬁﬁ";c&ur vitizens and cur nation,

expose them and hold them accountable under the law, no roatter where they attempt 1o hide”

"Efieon Valley's computer infrastructure provides the means by which people eround the world
communicale with each other in their business and persons! lives. T?}E-Qr%%"at‘f'an{i seranity of thpse
coramunications must be governad by the rule of law, not by the whimmed crimingl hackers and those who
emgdoy them, Feopie rightly expect that their conwaunications through Silicon Valley internet providers will
remain privaté, unless iawiul sulhority provides oihenvise. We will not tederate unauthorized ang tlegat
ntrusions into the Siticon Valley computer infrastructure upon which both private ciiizens and the global
economy rely,” said U.S. Atomey Stretch, “Waorking closely with Yaboo and Google, Degartment of fustive
\mvyersand the F8Y were able o identify and expose the hackers responsible for the tonduct deseribed
logay, without unduly intrading e the privacy of the accounts that were stolen. We commmend Yaboo and

Google for providing exemplary cooperation while zealously protecting their users’ privaoy.”
Suminiary of Allegations
According to the allegations of the ndictmeant;

The FS8 afficer defendants, Dmiltry Dokuchaey and igor Sushehin protected, directed, factitated and pald
criminal hackersto collect information through coeenputer intrusions in the U.S. ant elsewhere. in the
present case, they worked with co-defendants Alexsey Selan and ¥arim Baratov 1o obtain arcess to the ematl
sooourds of thousands of individ uals,

Belan had been publicly fdicted in September 2012 and June 2013 and was named ane of FaY's Cyber Most
Wanted criminals iy November 2013, An interpol Red Notice seeking bis inmeiliate detention has been

iodged fincluding with Russial since luly 26, 2013, Balan was arrested in & Furopean couniry on 8 request.

FBI (18-cv-154)-4321
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from the U.S. &y June 2613, but he was able to éscape to Russia before Fie could be extradited.

nstead of acting on the US. government's Red Notice and delaining Selan after bis return, Dokuchasyand
Sushchin subseguently used bimio gain urauthorized access to Yahoo's nebwork. o or around November
and December 2614, Belan stole acopy of 8 ieast a portion of Yahoo's User Database {UD8), a Yahoo trade
secret that contained, among other data, subsoriber information induding users’ names, recovery ematl
arcounts, phone numBbars and certain information reguired 1o manually create, or "mint,” aceount
authestication web browsar “cookies” for more than 300 sillion Yahoo acoouats.

Bsian also oitained unauthorized atcess on behalf of the F58 conspirators 10 Yahoo's ccount Management
Tool {AMT}, which was a proprietary means by which Yahoo made and logeed changes {o user srcounts,
Balan, Dokuchasy and Sushehin then used the stolen UDB copy and AMT access to locate Yahoo email
accounts of interest and {o mint cookies for those actounts, enabling the co-comspirators to-actess at least

& 500 such scoounls without authorization.

Some victiny acoounts ware of prediciable interest 1o the F58, a foraign intelligance and law enforcemeant
servics, suchvas personal accounts belonging 1o Bussian journalisly; Russian and ULS, povernmant officialyy
employess of @ prominent Russian cybersecunily company; and numercus emplayess of ciber providers
whose networks the conspirators sought to expioit. However, other persenal accousts belonged to
employess of commercial entities, such as 2 Russian fovestment banking firm, 2 French ransportation
corapany, WS, financial services and private eguity Rers, 8 Swiss bitcotnwaltet and banking fiemand a US,

airline.

During the conspiragy, the 58 officers factiitated Belan's viher gritminal activities, by providing himwith
sensilive FSB law enforcement and intelligence information that would have helped him avold detection by
W50 and other aw enforcemant agencies oulside Russia, including information regarding F38 investigations
of computer hacking and F58 techigues for identifying oriminal hackers, Additionally, while working with
his P58 conspiraton o compromise Yahoo's nebwork and 85 Gsers, Selan used his acoess to sieal financial
inforraation such as pift card and tredit card numbers from welwnall acoounts; to gafty actess to more than 38
aillion accounts whose contacts were then stolen to facilitate a spam campaign; and tosarn commissions:
from fraudulently redirecting a subset of Yahao's search sngine traffic,

When Dokuchaey and Sushehin tearmed that 3 targed of imterest had accounts sl webmall providers other
thanYahoo, including ihmagjé@ information obtained as part of the Yahoso intrusion, ihey tasked their oo
conspirator, Baratov, a resident of Canada, with obiaining unauthorized access to mare than B2 accounts in
exchange for commiissions, On March 7, the Departmentof Justice submitted a provisions! arrest warrant to
Canadian aw enforternend authorities, requesting Baratov’s arvest. OnMarch 14, Baratov was arrested i

Canada and the matieris now pending with the Canadiar authorities,

An indictment ismarely an accusation, and a defendant s gpresumed ihnagent unless proven guilly in a court
of faw.

armounced today. The cass (s being prosecuted by the US. Depantment of Justice National Securily Division's
' N - | FBI (18-cv-154)-4322
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Counterintelligence and Export Control Section and the LS. ABlomaey's Office far the Northern District of

California, with support frony the Justice Department’s Office of intematicral Affairs,
Defendants: &1 all times relevant o th e charges, the indictment alleges as follows:

= Dmitry Aleksandrovich Dokuchaey, 33, was an officer in the F58 Center for information Security,
aka "Cerder 18 Dokuchaey was a8 Russian national and residend.

+ Igor Anatolyevich Sushehin, &3_; wiasan FaB officer, asuperior to fokuchaey within the P38, and
a Russian national and resident. Sushehin was embedded as a gurparied employes and Head of
nformation Secorily 8t a Russian lovestiment bank.

= Alexsey Alexseyevich Belan, ska "Magg,” 32, was born i batvia and 5 3 Russian national and
resident. (1S, Faderal grand juries have indicted Belan twice before, v 2012 and 2013 for
somputer fraud and abuse, access device fraud and aggravated identity theft swolving thres
§5.$,;§§asgd__e—mmmeﬁ&&- companizs and the FBI placed Belan on s "Cyber Most Wantsd” Hsl.
Belan is surrently the subject of 2 pending "Red Notice” regquesting that interpol member
nations {including Russia) arrest him pending extradition. Balan was als one of hwo criminal
Warkers named b*f President Barack ODbama on Dec. 29, 2016 pursuant to Exenutive Order 13634,
as a Specially Designated Nationa! suliject to sanctions.

+ Karim Baratow, aka "Say," "Sarim Taloverow™ and “Xarim Akehmet Tokbergenov,” 22, Ha is 3
Canadian national and a resident of Canada.

Wictims: Yahoo; more than 500 million Yahoo accounts forwhich azcount information about was siolen by the
defendants; more than 30 sillion Yahoo accounts forwhich sccount cantents were accessed without
authorization to faciliiate & spamy camipaign; and at least 18 adddional users-at other welmall providers
whose gorounts were acressed without autharization.

Time Perfodh &5 alleged o the ndictment, the conspiracy begar at least as early as 208 and, sven though
the conspirators iost their access to Yahoo's nethworks in September 2018, they continued to utilize
information stolen from the fntrusion up to and including at least December 30186,

Lrimes:
{ount Defendant Charge Statute 18 Conduct Riaximam
{s} {s} 8.8, Penalty
31 al Conspiring o § 10304b Gefendantsronspirediohack  10years
commit into the computers of Yahoo
cotnguter and accounts maintained by
fraud and Yahoo, Google and ather
ahuse prosviderns to steal information
from thers,

Firsy, Belan gained access o
Yahoo!s servers and stole
nformation that allowed hiny,
Dokuchasy, and Sushchinto
gain unauthorized access to
individual Yahoo user
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accounis;
Then, Dokuchasy and
Sushchin tasked Barstow with
gaining access to individual
yser accounts 8l Google and
other Providers {bul not
Yahoo! and gatd Baratov for
providing them with the
account passwords, i some
instances, Dokuchaey and
Sushchinlasked Baratoy with
targeting sccounts that they
{earned of through actessin
Yahoo's UDB and AMT {o.g.,
Gmai accounts that served as
avahoo user's secondany

acoount},
2 Dokuchaey Conspiringio § 183Ual{s] Starting on Now. 4, 2034, Belan 1S years
Sushchin engage in stole, and the defendants
Bsian BCONHD thersafter transfemsad,
espionage received and possesssd the

following Yahoo trade secrets:

« the Yahoo UDS, which
was proprietary and
confidential Yahoo
tech ri-;}_ibgy and
information, including
subscriber names,
secondary accounts,
phong numbers,
chalienge guestions
and answers;

o the AMT, Yahoo's
jnterface io the UDB;
and

s Yahoo's
cookie "minting”
source code, which

enabled the
defandands o
manufacture account
cotkies 1o then gain
access o individual
Yahoo user accourds.
3 Dokuchgey  Conspiningto S I83XaUS) See Count 3 10 years
Sushirhin ‘engsge in
Baian theft oftrade
b=t g=ht
4-8 Dobkuchasy  Ecobiomic SR 183NN, {a) SexTouni2 13vears
Sushehin esplonage {4y, and 2 {Racn
Selan count
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3-8 Ee-ig-mhaev‘
Sushchin
Beaian

1 Dokuchasy
Sushehin
Belan

11-13  Dokuchasy
Sushehin
Ssiay

18-17 Dokuchasy
Sushchin

Bafan

18-24  Dokuchaey
Sushchin
Salan

ACCRIE] 3
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Theftoftade  §81832{aj{1}, and
seiraty 2

Conspiringto  §1343
coimmil wire

frand

8% 1mRlaN2MC),
1G30{cH MBI
{5}, and 2

Aveessing {or
attempiing o
-ames.s}"a
conyputer
without
authorization
toabtain
information
for the
purpose of
comraercial

advaniage
and grivate

fingucial gain.

Travenitting  §5 1030{elBHAL
code withthe  1030{cH{aiB}, and
intent to 2

cause

damage to

computers.

Arcessing {or 3% 1030{aj2iic)

attemptnglo IEBHCHZHEBHIG-
fwhand2

comptar

without

authorization

o obiain

wfonpation

for the

See Count 3

The defendants fraudulently

schamed (o galn
unauthorized dcressio
Yahoo's natwork through
camgromised Yahoo

groployes accoants aod then
used the Yahoo trade secreis
1o gain unauthorized acoess o

vatuable non-public.
information i individus!
Yahoo user accounts,

The defendants gained
unauthorized scoessto
Yahoo's corporate nateork
and oblained information
regarding Yahoo's netwark
architecture and the UDS,

Turing the course of their
unauthorized accessio
Yahoo's network, the

defendants tranmpitisd cods
on Yaboo's network in order

1G maintain g parsisient
presencs, tredivect Yahoo
search engine users and to
snint pookies for individual
Yahoo deepunts,

Defendanis cbiained
gnauthorized scoess {0
individal Yahoo yser
aocounts, '

.i}{}'vegzg

{gach

eouat}

2D years

Syears

{each
count}

IByears
{gach
count}

Sysars

{mach
count}
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PUrpOES OF
coramargial
advantage
and private
financial gatn.

25-38  Dokuchasy  Counterfed S8 102%{al1} 1029 Defendants used mivded i years
fushehin access devies  (Bl(1} and2 cogkies 1o gain unauthorized  {each
Belan fraud arcess o individual Yehan countd
USEr a00ounts;
37 Dokuchasy  Coumterfedt §51023{slg Defendants used software to 1%years
Sushchin access device it cookies for unauthorized
Balan miaking access 1o individual Yahoo
eguiprent yser accounis.
Dokuchaay  Conspiringto  §5102{b}a] Dafandants Dokachasy and T years.,
38 Sushchin conait ' Sushchin tasked Baratov with
Baraiov access fdevics gaining unauthorized accsss
fraud to {ndividual user accounts at

Goagle and ather Sroviders
and then patd Baratov for
providing them with the
account passwords, i some
itvstances, Dokuchaevand
Sushchin lasked Baratoy with
targeting arcounts that they
fearned of through aceess lo
Yahoo's UDB and aMT {sg.,
amal acooumis that se wen ax
a Yahoo user's secondary

accountls
3% Dokuchasv  Conspiringic §1349 See Courd 38 2 years
Sushichin coranil wirs
Baratov fraud
40-87  Dokuchasvy A ggravated & 1028a&{al{1} see Count 38 years
Baratov ilentity theft

The fanguage of this refeqse waos ypdated o reflect the currend Glizership of Ravim Baralov,

Peter 8, Siropk i
Deputy Assistant Direcior; Branch |
Counterinteliigence Division

[o) b6 -1
o b7C -1
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