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f.i'.om: 
:Sent: 

To: · 
:'.su~Jeil: 

Pagei ·usa t({QGC} {F~i} 
. · .. ·. ·. .. . . . . ·-: 

-~fonda\'/ f\.1ay .<}1;.2017.5;34 • R&i · 
,. ::.:· . ' .. ·. · .. :i- ·:·····.··f --i..-: :. · 5,tf·~·-,,.t. .. D,;,lf:~r.,:p . ~cos n,Oj:\ ... . ..... tn<,., .r "l!:.:i:.CJ . • 'i . .,. ')" u,1 

RE; \i~h6o hat~:taa~gr.o~,nd: 

. .. . 

gh·ye~ &9J:if'.' '.Y:e.a~. j \ •.i.~41#.D~,,st\'fatt~~t-

t:vefyonev.,"as·-tryH1g to ~em~n~s:.1er ,.i.~ha tt~;::v ~~•'E:re.,. pi:H"fmdariy And¥', i said l-~{a~ and U@k\:~cha-evJ I 
1tt?µgnt tt.~~Ps ;~9tt1:~011t:·.~ti~1~~· ,t. \~~a~~~~t:~titit:·t~· :~{~ h:~·1h-ri: ~f i1=~t~tte:~i '.t~:~·. ~~rr~f\ePt ~ .A~J .g~\~~··t~rtf ~lit~~. f~ )~:~~J 

·ct;hlP~~t :i~e.r~\ilfk ·o~) · !}~: N!i~ 

tttl~1: Pige,,U~-.'c; toiknrait . 
Sent Moi1dav, ifavoi,; •ioii.6ils7 µ:M 
To• ~tr."o~P~tetl:l=> {CDJ WBJ~.-------------. 
St;b~tt~E;{Y.~:hi:,~;t,~t~~ck.~fO.~tjd 

. . 

.Nott~i;Ik>witl,gi·\,lhiti. r~~Jt · 

:::.:~~J~!1~!i:1~~1:;:\'~~:~;t;~!:!;~~11~~;~:-~1I~;;;·;~:r!!;~;!;u!1::t::~\7!'~:!::I:;;.~:!t,~:1:!:::\e.· 
·at~~ri~t9J1.:·t~ ·tfa~att .:a~1·d ,tJB~~~~~t~le:·J~ct~·-r~~~t~~·~. 

Frdm:::Str?.ofZ, P.eterl' ~ lCD~ ($HJ . 
. S~l'it:,.~fon¢fl,·t\~a.y;qJ;.,jriii,..6_'to_:·.g_• · .... ?_:~_·,, _______ --. 
161 rc.oJJi:sti .... _______ ____. 
-Subj~t.RE~ Yaboohai:k bac.ki1rowid· 

:~Er.r~·~~p:~~t~1 ·~~:::~·! ~ ~ \~~~~\1J.~tV{(~-~~~t~: .. f~~:;.~~-~t~t:iif }\dr~ri~·--(a~td ·~ ~~~~~tl~ iit~~!;Ji~.~i·i ~·~~Jt·::rtif~ J~~;ijJieJ{ ~t~t, J s·\f:i~-t .t}i1i:. 
P/ PD~~ .af\~J t)\tt~te. qi~.·bt\g.f:lt. ~11~t:~\~lfh ·:aJt~l?~tiPll to .~iit~.fl .. ~iHi~irspr~~~J~e.>:. tnetn·()tJ$S:, 

frumi tcof {fs!;l. 
SEWt! Mcm¢ay.;. ~'liiy·frt~2~17o.~ ... :_fil_' _P._M _______ __ 

;:J~:kr;!I~i~:{ik!~ ... ~ ro""'•·· ... :!;.t-rl-,1a ... ,.--------
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I told Jon this an&,~1anted"to pass. to. JOO as ~ireii Thmtks fur gnwg us· the opportunity:to ·see how these 
bt:i¢fings: ·w~. ~d1io,·ty.o.u'v¢"done the;m;J,efote 1te had to: go pritue :tit~e 'o.tir~eh~; . 

• ~T·_,~
0

~_1.~_-_f .· ..... f ~_i_;_:.-.?.i!_f _-E;.r_:_;_,;_fQ?,]_a.:{FF-:_·B:_~_:_Til.:.·]:_"t"i ..... ~ .... -fill ........ } ---------.1,•·n ... ·, 1 ·, ... · c•· ·,or,,c· ';. roril:',i· 

. l',.;,<v:tUU;. ·'""'u"'"" ~u J ~ ~ -:rr-ag~·a 1s.a_: .. c;,-li:1 :jl.¢-.0:i;,1: I I -----
cc.: ~1e:s ··. E, \V. ·-~CD: 'FBl "Mf{ffii Jmt1thru1G fCDJ fFBIJ"" 

...................................... --------------' C:'YD.)(FBJ) ____________ _ 
(C:::P.)(F.BfS 
SiJ~S~:ctYan .... oo-·_. """J ""'i•a·~--c"""~ ,..,._b ... ,aclt:,..._··: ."'"~gr"""· ., ... om""'··· .-td"""-} _ __, 

foHo\:¥ up fo a .Q:atthe 4:45 session. · Beklc>..N f.~om rn:':iJ >..i¥ehs:it:e,.,-.a-re-dactecl ~r1dk-fo1entwas:reJease,6 oR.',~/15 

u~$;. ct1ARG£~-nossiAN rso :0r--t1tEtts fati\,o:fru:1n.cliu,J1NAt t~si1itAt0.Jis Htrt.ttAcKiNG Y.Auoo ANt1 · · 

Mtt.ilONS.Of tMt.\U...ACCtlO~JS. 
F5-B Off!~rn.Pr-oteeti.:!d ·.Directed Fadntateo,:and: Pa:i.d DH1nhiat Ha-t:ke·s 

• • • • .• •• • • • . •. ••• • • ,. • + •• .• • f ; :··:·.·· •'.• . •.· .•'... . .. + ••• •• •• 

A.gr.:1ridjury in the Nor-ttietn. rnstdctotcatif on-1ia,~iasincilt.te:ci: fbu f' defetidants,. indudinJ{ht>!'O:offkers. oi:the 
. . 

·o;:,:s::,.:...-,; i ,.,:..s.6;.,;;.~.·~,;,,,,t,;,;·,hf'~.;,.; . .,;,;..,,_ h: . .:..~·1. · """r· ·;;,"'m'"'"""·e· r ~,,..-..~-i~.i,-. ,;,c_;.,_.,.,,_:m·· /c·· e·· .;.-~""""o'" ·- ·"'·.;i ,..:~t,.e: ·,..·~f-~~t.,_.,,/1 ~·~.~~. ,;t~~.,..,, .' .'~{.S ~ · ~ ~~ .-..3'C:.(..• n ~.); ' · ... h:: . .,;.~ ~ h .. :c. \' ,:·.~~·t,f :h,;J . iu(,,,: ~ -, :.i~ . ..s: n ~x .. ~ .h ~~.:i. ··~ . --~~{:tD .. ·h · .. -~ll~{..:,·.u :G .pt:" ~ -lri.·lli ...:..l~d -· :, ,,.._.,::,: h .~~ l''t>:l·) 

:,__~-ri·c,- :.::·,~ .,;,,,_...;.;..,.~~"" '"'·"1"""':·.c-: :,,._,.;.,; .:..; ;~.;.;..~{ 'j:;.~·li''"'"":, ..... o .,,:,, 1 ;·;:,.,;.,.nr '"'l(·-..~·«: .:.,:.:·,._;..""'·~-- ·~1,,i ,..,,.,, .::,-.pf,J,o···r~· ,:,.~ :.:!' .;:~""; 
~-,:t'l-t,:: .. x.:i:E:S . h) 'C..~"~·l' ·)C ,C:~i, t;,.~;:~ ·'~!~?·~:·~~:·~ ::~:U·l' .J·S ·f·}~ .. ~=f~l.i .~ :-:-:;.::..'.~!(!.0:~'~),'?o ·~~ C ~( n.;m .. ·r ... ~. i.-}-~.r · ·l~·~k:~._~:.>,_~. T~O::!\:"Y ~i ~·.,~.-x.·~i .. ~ ·';' a -ltt.~J.:.~ {: . .:~:~; 

t9nte,~t~'.q·f ty¢.tiiua.ir acfptints. The-d~fe-ri~arits aie arn~ti.y Afoksah~!?v.Rh P?~tkha:e,.i, 33, iiRu.,ssian n~t.§Cit-iai 
and cresldent.;{gor. A:nato.!:yevid1 Sushd,in'. 43,, a R usstan. s,at§ons~,at.id. rEs:kien:t; A~exsey Al€-'.1tSe\r.eviti:h sefar\. 
~k.i ;,~1ag_g..,"': is, ·~ Rustia:tl riaHo.riaJaincl't?5Mefrt; ifr.id Katim 8\~ratp~~ a~a''Ka,,ii' ''Kat:tri-iTaltiverqt·~ aind''i~~r~m 
Ak~tfrne(i6idJ,~rge.n9\i/'.· i2~ a G~n~#l-an •nati6:ha1 -~lrd:Ar~sicfenf of.c~rtid~:; 

The di?fetid:aMs u.s,ed: un:authott2~d s,cr:ess-toYa,noo,'s svste/ns to ste.a! Mtontiatlon from: ~bout i t lea~ts.oo 
' ' ' •• -.·. ' ' ' ' • ' _,' ' ' • • '.• ' ~· . :' ' : ' ' ' ' ' '.• ' •'. ' ' ' • • ' • • )> ' • ' , _,' ' • ' ' ' ' ' -.. • ' ' _,• • ' ' . ' ', _ ' ' - ' ' ' '.• • ,• • • • 

ntl ~~fo:rr ;fahG<-0 ·at.cou t°H.5 and,·i,f~en l'1Sed s.airie:o.f :that stden. frl f orntatfot'i fo obta !n unautt·iorized-acre ss, fo the 
;,,, ... :,..t·,,.:,..fr . nf· .. :.. ... ..;.;;,.;, , . .;.ii.·s· ~+·'<,,'.-,:i-,. ""'"' G .. ,..,;.;,:;t_.:_ ,,..;.:J ;., .. i:.;.,;..;..' "~.;..:m\; +hr~, •. .-,d< rs· . ·.,"';;.~ • .l· Ai ;;.,O' :;. ~;.,.-..;;;',....i:~ nf ',;;, .. ,,;_,.,,, .. .-.... 
\i.,~ , . .. ~ _p.!i..3':~ .~)..,~'.A .. t~:1-:,~: . Q "'.· J.:>:t:-·~":,y~ :.·:lv.~~~~~· -a~:il~. v:s-.. ~ 'h •. ·~ ,~i.:~*$b';o:J~ ~·-• v.~~ -P. ·· .. J ··h :1'"--h \ l ~t ~Q··~G(:..:~.-.,:o~n...,.. ~.f ~ ·'--s.:.t·:t-~·~~i 

#l\irna11st$(,tJ.s,.~hd·Bt,i:iii~ri,:gove;rdment,oHsc;I~fo-~qd pdv-~t:1?-s\fifar efopksye.~s.of J/nand~J; franiportatfon 
an~ other. q:n11p~n§e~~_(}~ 6fthe 9eJet1¢<t-~t.S:'i:!l5f.t eJ•:J~Jqif~d: h1s·~cqe,s.s t9za.hiJ<{s nehti~yk f°:I" h~s p.~~:sQn~ ! 
finant:ia i g.atn,. b,y ·searching 'iiatioo us~r commi:.inications:forcred it card and-gJftcard .a-reountnt1n1bt<rs, 

red!t'etdt;ga-stib~~t of'r'ahoo·s:ear~h-~t1J!~Ti,a ~~iep.fri°fHt.so tJe,,<1::'0U~cl ?li.:l'ke t'.U.bti1 iSS§Q~J$ar1d encap~it1g:tbe 
th~f.t-6:ffo:e ()pijfa'~~ o.f:a~ leas! ?O tnWfon 'f'.~hoo ~c~nti tq'faiH/t~t~'a :s~~-; :c-,impaign·, 

The.et1'.:lrge-~ yJsr:~ ~f!f.)6~,n1te.gty ;,.ttotneyGgnet~tieu sr,r;shi0s {1:f:.the<u;s. P.epartmeritof)~sucei Djt~t:.to:r 
JaftlE.S c&mey oh.be. f.Blef Atting,Ass§s.tantAito.H;ey General .f;r N,monalSeo;Jf:itv. ~;iarv !VlcC~rrl. vs. Atforne''{ 

' ' ' . ' . ' :, 

BI:,lan:strefoh fofti')e·~-ch.niirn P:istf~d pfdalifor.nta aiid·Bke£tfCT;'e Assish~nt' !)fr~c.tor P:~.rJAbhi~ie· 6f the fB{s 

Cdn1~nal, Gy.h~fr; ~espiins~ a0ql S~t.\dge~ llr.~rit;.~ .. 

~·cyo,et \tJn'IE p-0~~s -~' E;igr1Wt:;~flt:H1n:~<rt fo o\it ni:iJiop~J s~~v1:styiW9.. pr~<.,Spert~-y, ·:~11 ¢· tN%: is one oflt1e ~~Jt~st 
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.A.i+:"'< .·i" ......... r.i.. . .,,..,:·;: ... !'<.,,,~,..·r\t•;,, -,...{~:. ,~ .. ~0"'"'·<>.v~'."x:;-e"'"i ·;.:.~ --,>"<·!'<,,. ,;Ci·~~;,.,.,,. .... ·~--<~·" f*'-p.,"-•~"'i" .. ~ ,,.f~.-.ff- ~<l' ·<.:i $; · t=.la~.c, .. ~.J( CG: .$l'C=: ::J>· h ~,, .~.:;;~-~:::.tu t t · ~o .. "tl :,,..,\). }. . ~~.CCf. '-.1 .... ·~:l ,_, :,.·o ·~··.~..1.eS:S:;~J'~)~ ~ .... .si: .l-~ J:G X•J";,:\~ :S-:tJ ).,t:l ~- .. t :H w.$·c::t--_ •'C:~-1:...:.....-,. ::. .. ':t ~:~: ~:J~M; 

Pfu:~i~u tors .andis'lveshg.ih}.(:S, as. ~ve.H as our canad§aitpa:rti:iets/toda)' .~ie,J\~ve h:fontif.l:ed °f.O!Jrfrid·Mr.fo~lt 
·~!ld udsfrg:lf\td R .. isi§iiri PS~ o:ffacers; tesoc,ti?ibie·fo":i: tin a ~sthotl aed.-.aoo.es:s· to n1m tons. of 0.s€frsi acc.ourHi;- 1'!ie . 

•• • + - · • • • • •• • • • • • ·. ) •• + •• • • • •• • •• ·• •••• •• •• ••• • ••• + • • • • • • •••• · • • 

U.r1lte:q:s~ate-s V) ii l \/1gbfb{!$1y niv~stfgate··antj prosectitethe p~,ople. ~1:¢h ft:)t:i :s:Q~h attack~_to .ti~~ ft/! les.t e~te:nt 
of.the !=aW;" 

;'today i\i~ q,iitr~ue: fo pi eri:;~.tt:fr,iiieri of:ai:lo:n)~1r-tf s~in:o.undit:ig .c.¥b~r:b·ir,1€·s/' s~iorilreethrcohey, '.•\ve are 
shrfokjhgJh¢ ~~-{odd to ~§i~.u(e,thilt cyper i;f{ ir-r.frn,d~ HH(i~::t~{·f#~'b~fd/e tMg~tiiig U,S::.p:~i'stlfi\ at~~ ifl:l~r.e&{j/' 

"'The:cti,·ijih.!11 ioh9V~! at iss~~,e:;):a.tr§e~. o(it~nd gtri~}yJ§it f~:diit:afo¢.by ?ff.i~ef'S ti:ciman~$~\.it1~J.:thtt}~nie:s 
as.-,the FBl;s p:c~i,fofcoi1t~:6t !h.}\<ioirow on C\'O-ercrlmema:tte:r:s; !s.beyor.idttie .oa·ie} ~: Sr3$d Acting .A.sststant . 

~ " . " ~ 

. . 

t,he: ~-iqdc.h;anind. idMbe eipP~~a· aridh~~d.::a#biilritiltii~\.:State·:~r.:.fori m~y ha t:i:~Jtigtoi'i)mofi:p}miiii.:fafo ·. 
a~sstbe·d~ta the:y fV.?,nt -!?~it:tne' fndlcHTJ:ai)ts:ho~ys:~~8t dtJr cturjpa,!)§~s'do p{)t. haveJo staiit;l:8 kirie ag?lits:t. 
. . . . . . ·. . . . . . . . .. . . . . . . ... · .· . . . . ·. . ·. · •. . . . . ·.· 

this threat We rommend Vahoo;and-,Googlefor thefr:sustain~d tmrl: invaluab1e cooperahi:l:n it1'the 
. . 

·,·TM5 is.a. hightv.: c6i,1p!~¢5te~Jnve~ttgMJ6,'i ~1:t~.veiyCqfr1p~¢ithr'_e.~t It _unde~ores Uleti~foe: qf ~ady_,. 
pro~<:t§i.ie· :engaget.i)~ot and,cooperati911: bebve:ehthe.pfitahi sec.to.fa nq We gove,tnir,ient~ ,« ;s.;i§d Exepitive 
Assistant D'lrect.~r:Abhat~. ;+he :fm .>/~iii t ,o.nt$BU~:ti:i:work reient~~s~Jv ~~.ith otlr nrsvate s~ctOr·.tt-)d •· . . .. . ;.• . )" ' . . 

frlterri.?il.iO()al p.artneri lP .idei~tly tJio-se \?ihO. con<l ud ;,ybii-att~d~: .,igaJnitour :tfatei·i !i and dti r :riatioi1 •. 
. . . 

e~poskJhe.m.an~ }1q{a.:th~ti):.a6co.u~ta,~~e:tliicier':t.fi~Ja(%>.·00 tr.ia'ttet vVhet~,tbey]tttrnptJqh\t:ie/' 

.' .. smc¢n Val l~y·s totnpi.iter: i nfrastrLJi;ru r ep,r:pviq~s.the nie-flps: by ~vMc.h p:e-qpfe ~rour.id the y-.r tirkf 
• • + • . • • ·• .• . • • • •• • · ._. .• • . • • . ••• • .• . • • • ~.- • 

coiti mlw1fr:ate. with each tither in :Uie fr. buSl n€s:s and ·person ... ~ l'ives, The-pr.hracy and ·s-ec1.nitv. tit• tliose 
;..o,.;..;.m'J;,...-1.-,.,:H,;-,;.;:<:: ·m· , ,;~ h;:,,-i:i,,..,~,,;;.:,;.;p.,h .. ,.i,t· ·s.c..,.·· r·:•~""· ;,;f· j\-,,;x,- ,;.."' ... ·· t:.~,:-.,,:i;;,e .,.-;k,~ ... ;,.,~ ...;.~~ .. ~..;~-' t:....,,...t,.,,;~ -~-.:,,...i -... ~ ........ ,; .~.s,,:;.; . 
k_..; :::qb< ' £ , .,.:,...\."fxh.,J,.j ·-· .;:) :!i.:e.~~- ~J.,_ .. ·o~·'\'I <.::(, ~ f ._:).~ ·''·t l!"~·· . ~.lOC:V _-u·('~ .>: ;:,-..:.-J'~---·~.> { ·li:H ·-· ·,Z'( >:-i ri,~ :t ·'-·"~· .,,.,,~~~--- ~~~,~·t Slq:(,.-~ ...... ,..·~ ·tt} :1( J.- ~--~~:l..J'~'li;; ~,~Hi..t· 

-~·n1psoy the-,n .. F~Qple right.iy _ex pec;f~hffthe.tr. -pgiiis-niiris~a.t:ipns thrr.itlgh :Smfni1 V. ~i l fi:y i i':lt~foet .iJiovldefs "'~·m:. 
r~ma~nJirivateii ~iilassla1<\<fof~Y.fht,1thy:rr.oyJ~tc!S\Ot~~l)/<i§S:e.\Vre tviU not folerate u:ntiuthcfrii¢d.~s'itl:H hJga! 
intrusfons infaJ:th:e SHioon\laiie,:y computer snfrastrtrntur~ t~po.n 1<t>hfoh hath µd\t8.te.cst~:zens:-:and:.the gfoba§ 

e~vtJpr;ty rely;-\ said0.i ti:t.fotnf1\i; stietih, i\\Vor:~}ng iio~d~·· ~ilth it~hoo~ntl6COgle,,.Qe#~rtirJ~i1t diki~tk~ 
·. : . ·. . ·. :. . 

fa,\:-/yifri-fo1~:the F Bftv~r~ ~~liito.)i:'lefittfy aMtf ~~p:&~·the ·1::,atk¥iit r~s:p.orHnH~ t& fhe toriq~~t flks,id~et.f: 

\9tiay,yi.tit.t:iq~Jt pnd\j!'y·it)tT~!d_i~e;Jryt;c tf1e ffri~a<:y pf th:!? ~q:c,w11;s t.0-~t ~\fa~f:f\Stq-~eri; \iVf ~m~1enct. Y~~t?°Cta~~: 
G.,., "c,l>:< :io.-· >">f· ·--"~.,,;.; ,,,,,., . ""-., . .:,.=· ,,.1:.,,. .... ,. ·"o·o·"'"'·,.""1· "'"' .,,"!i- tr.;. ·""" «·~on -i" "'"'"':t-:""ct· ;.,_" :;..h->:<·• .. . . , -:,;,.,.-) '"f. i\ ., __ -s( .»·. ~~~~C ,jl c, · ~ : .. tJ.·~·~x-).:~>··>~ ~-·'-~~!>l~(·. G~-r- ~ ; · ~f::;:;.;,>~.~~·0 ¥ J >~~-,:::?~~·,;;; L.c;~~ · ~:s:~l ~,n:-,w·, :c: · ~i: ra.·~-~·J·c:~~ · "'1:5~> ~ · ~ : ~-~·~ ·~-y.~ .. 

Th~ Fs~4m~er:rlefen4'an~, usii:s,t.{D.:o~.u:ch~~-v:~:nci lg?r:Su~fifryin, tirote~e<l:,_.dfri·~'?tf faci!i-tatet{ 3q~ p:a(c:\ 
crim-lnal hat.k~,rs::t:o-~o! feet irfformatica1dmJugh ct::1-rt-iput~r ·iiitrnsfons:-in the tJ..S:, and -e.i:s:e:~vh@re. ln .the 

pre:~e:i1tcase/ the'{ ~t.~;ot:K~Jl ~\· J·t:k cp~.ii:fa~:f'€r)cfoti-ts .t\~~i<:st~v aefai:i ~:rid- k:atifn: sat:a:r.o~~ to. obta fri accE!ss: to th~ em~ ii 
. . 

ac...\..'\tl:nt{of -thousaridi 6f frfrH'v'kh.iaJs. 
• ••••• ·••• · -: • • • • • ~ • + + • • • • • •• • • . • . ~ + .... ••• • 

B:eMn Mad ?~eti :pttb)l.dYA1~§.tteq i.1_~e.ptem1?i2( 2G.12·ahd:JuiJ~· 1Q:I,:3.Jnq was. na·m~q p;ne ·ofFBf S CVb€.t ~iiost 

\t·iaf~ted i::::r-ir.ilHi!.i~s: in·November.i.OBiAri !ritetp.o! Red Nbtice·s.eekjng hisirmweti~ate deterrt:fonhas been 
~."'*,.,:1:g,:,,,.;1·-.t:,..,,:.{tJ~'.,-,.,;,. ,~;:,t·i.. rif,..:--~, .;.,~ ,,.;,;."'.,.;. i;;l~;'!)t- ::'j~"'~· "':~.b:,.;. ,,., . ...,-,: . . :,..-..:,,;_~.lo,,.~ ·;.;.. ,;.. ,.;,,~r··"''"'"'··;,.., .. .><o,:;.:.i-;...;.,._,..·. ""··-""~'1..,.,·~·;. · ·s·-..>.~ ... .._.U \:U ·J\.·.h ·t .fh '~> ·~s_ ~ }:S n:.".>.:?>-1Q:,} .;."')t :u,<le=: .::,,.., <t ··l?:. ~~·. A..\.§.L , ... ~. ti~:-ov. , .-·~vo_,. >~·>,. c..,.l:c:·:.:J ~u·:a t,~ t-..•J·i:c=.:::031:J .. (.;· :'.\.~:bo: ·f ( ni ·o ~ .... _ ~.;._c_ ~.·.· 
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. . . . ·~ . . . 

Sushch§n subsequently us.ed .him fo ga§n tma u:t.hmized access to Yahnoi"s network. frl nr-.-arnun-tf Nm•£·mh-Er .· 

ai'id Qecernber 2Gli; S¢fonstofo.a tqµy of at least a phiti:bn of 'iahoits Us:ef Qa~base (.UDBJ ·--~ Yahoo trade 
~etret '.thijt.co.nt~~t1~d;)rinongotJret'. dat~; ~u°'~knti:~r infQtma.tton k1¢.kidH1g.tis~,~· narriis, r¢cqf·er:y.emi!iff 
acccHiht~l ph9ne nt~~wb,~(i and c¢~j'§ln-1rrfO:rn1ation re~uH:ed.tp rnarJ~H!§~lV c~at~;pr ")n!°i-)1;/'' aoc9ynt. 
authetJtic:a:t~on ;,;veb bru,\ils-ef "';cooktes? fof,ntore t~i~n500 ttiHiio:n Yahoo attounts, 

se~a n al 5(}· otit~i ne,d UFl~Utht:rriied tJC(:ess qs1 b¢bii~ f ttf. \ne: Fi; i.:oiJ$plt'~t6.i:s to Yahoi:is p;t;obunt !'V:lanagen,ei:ii 
ti::i.iif {AMTJ, vHiitft t-ia~ a=}ittiprietJfyr,iiad~ b.y'~ih ich Yaho¢ friJ}:ile ~hd !(,'ig.~iaµ ·th~.11g~s:to ~s.~r·i.t~\'ii.,int~, 

IleJ~n;, pq~u~haev :a.n9}pshchh1:tp.e:tt Y~¥tl-the'st:¢tenJJ~S.¢o_py a:t~d AMJ)itqe:ss \f:i to,;~t€:Yahi3:oe.t.n;;iil. 
__ ,_.,,,.,..., ;.,;;,,,.. ~-f· ;., ... '"" ,... • ._ . ...,,....;i: .. o· .,..,,""t·"""'"'''~'"'·" t··o .. -'l-~"' .. ,,., .. ..,,..,,.." •· ...... ,... - "·a·~·,~--+s-"" "'·"· .. ,..-,.."-·1r '"t""-.,. .• t·,.., .. ..,,.,,..,.,_s "'t· \, .. ..,,.... .d :l .-{;.vvh :{'.'S.:r-:(,< . { ,. ~:i C: r !.:::8 ~- GJ:O:·:O:~ •1. :,. ~:t ~.;;, ' ·t...-.\.,,:.'-..,.K,c-3- . . s.. .... lh . ..o:-:N;::· >:H..:'-tlJ~.A}•fX;)l -E·~ :, " .[;:.h:x ,.g : ... s: ,c· J,:;\..,. .. -:,........s~ :f ..:t,,~ ~ 0 ... {.1·.: 3 · ~ : ·>:H..:'-,C!) 0 . -~·..::·,-:·;(~i> 

&;sm),s·ud,a,cqurits\i,.;>§thouta-uthtit'§z:ititfrl; 

SQh-}~-vi~tfrna~otjri{s W:er~qf pr~_dkt~p.le"tnter.est:'to Jhe FS~i a.for.~tgi1Jnte-J:J~gert6~ and)~Nil ehf.i:m:-eltienf. 
s~Nf:qe/ S~Jth as p~ci(inaj :~~u ~t~ b$:lt?'~~~ hgtd: B.uis1~,!1 }04r1,~l faW; R9s:sfan and. u .s~ ~qven~·i:l)lE'Jit:?~~d al-s;: 

e:mpkiyees of :a .pronliAentRussi.an-cy.berseeudty mmµ:asiy; and n1.mmrous empk,yees of t;the·r.provider-s-· 

~tboie n~t\f/0!'./(s:Jfu: cot"ispfr~foi,s_s:ougnfto,expfoiL Hc\\,iE'Vi,i. ctnei; g~P,S,~h~J ai.cotiiJtibefonged to · 
. . . 

¢n:ipk:i'i/e~~ uf ctfrriHletc;i:af ~t1m1Jit s~{;h is -a, Rti:!ii{;1,ri friv~~th1~nt tiihki r~gfafo1 A Frebit.~ t/ahi?1rt-~tion 
\:OS:~1_Ri'3ny~ ~.tr;. :f i rya ncia~ set.)tk~~ ati{t f(lV.pt~ eqtiRV f.~{trl:S( ·:a $\V§£$ -~jt(Qin tl!'a.!tet ~n9 qa11·kj_ngffrm: ~mg? µ.s. 
:ajifh1ii .. : 

Otir.i,hg,the foiJ spl(.lC~\ tha"tsa; omp1i·~f~cjlitafoci S:elan's tJthi(crlii'iin~JactiVRie$, :oy providHig'hlmyit(h · 

s~risithte:f~-!I ~$\\' iMcr~et.nent ~nd lnte!~igen<;~' l"nf()nr.i~Uoii tha.t.}~b\l!d hat•:e·he!p.eq him .avq~tj. ciet~ctii¢iii by: 
U. -s: .· ;:i·"';,.i-:.,_.;.~~<X:>"·:f,,~*' ~--4 i-tr)':':o.,~~"·l~ ·aa-"'nc~j;>,:- -~ ... ~.,~·~·'ri_;,,· ~; <.c:~ , .• , · .;. , ,-•. d 1 ,),;~ ... --~: '<:1-f,:Yr'•;:l'~.t -1' .<.,~~::-r· ""'"'.>f" ,~\ ~g -~ ~: ''<><·Y,:::>.<J··Sc,:>'<f'o . . <·>.c·. ,.._,. ....... LU,,;l '\.,.,~.>,.,~~ · , -~'Si:, ~h .. ·~ w•;;;a~·l~:; ~ • 5:Ct h,,:-: .-;::i. '-J-.J;..'o:,S.;t,3._,.~ >~-U -.;i;:;t:,~:r J~-~~>._-.~~~,;~t;.·)<-) >......:· >~. Q..,. ....... H ~t;Q ~H"l . ~-~>o.,.< ~HV'5;;·- "~Cf.:~~§ H ·;::> 

"''~'-~r.<.;...,,,...;-;_ ... .,.·r·· h-;.,...1,;~,;..g· .,,., :.:s ~<;.. ;..,,:~i...:,;, ~;,·,,.,..-·f"'·r.·· , . .;i,,.,...,-i-:;,f.\,:s",.,·- .; ·r··:·,,;.,,.,.,;.s ha· ,..!..,..;; .. ., ;(;,;..;Ht' ,..,,.;~·!-<·· :,;,;.; il'-- ,~,: ..... i;.i.,;;"M.", ,, ,,.{..· 
·U $.::>x-x... t-:~:,.p'\:~·~-: .... ·. \.· ~ -~ix~~"· ··'91'·r l;:J· ... :·:.,.. .ti, ( c Ct:h d..:.1;,,,;..~.;;, {.• ... ~Ucx ,i.~ -· l~~·,g.""-'. ~; ~:fh:Jo~ f ,.:~ wfi..c•:·~ . ·H:V,U~ ~~ :!ri·~·,3 ~ .. if- ~~tl3.. ~ . t':.,:t)~ ~ -~> .. ~~-,~:.c U.it. 

.. . 

hfa t$a coi,spkatcks tq criin~:iit,snfa:aYanori' !S · i1¢hv or.k ahtl jfa i~s-ei-~; net~n, \is~d his iicc;e5~ to: stE;ii,~lih~hda,l 

Jnforirulttori s~1ch as gift catc;l ~rid. {te:gst~w-¢: ~\tih:.H;ier.s..f t9ri:i v. ... ,eb,~11.aJra.cc¢§:.$ht~,; to-:gtkf abt.e.ss· to :more thqn. }{} · 
• · • .. • . . . . ·.·· .... • .. · ·.·· .· . . .. · . . . . . ... . . •. .. . . .. ·.·· . ... . . . . 

ml}~$on·aa::ounts whose cm)tacts were-th ers std-e:n,tc. f.aci!ltate a spam c.;;iri-tp.aJ$t'G and -~.o'-:earn comm t.si~ons-, 

frqrri friili:dulfmf!~· reti§fettfrj~~-s-ubiet q:f.V.ahoofi i~aoih~t:igiri~ fraifk;. 

\Yhe.ri no.~u:r.hae~ ail:d s.ushch~n l~arnedthat i,:t,arge.t:·qnnter~stha.d·atft?~J.Ot~:·at\-V.!?brnail PF-?'i.'lciet~ omet 
tharn ~·ahoo, ·lildtJding--through frlforrnmt~on ohtai ned -as ·part.of" the,\;ahoo intn.1510:n;; thEy tasked their rn-" 

cqdspl1~ato(,. .. H:?tit0v; a re-s-fo~nt of (a,nada, %Viffi :abtafrifr1g tiri~tittJe<rfi;e-d 8C~-S.S ·fo 1i:10{tti: foan 00 aC03.·U nts ki 
e ~cih~.ttgeJ or cqm:ir.iii5i:¢ti~, Qr:, M~i:di)\ th~ D~p$.i:h:n4d(ci:f J~£~tfo€ siJ~rHitted, a _pf o-•:/faioniif atR~t\r~'1<fr(;)ht\o 

Gan~]d{arda(v er-if~):t:tenJ¢~t~.ll~h9rlti~s., r~gl-i~s,ing :Bcitatov"s:¥res,t'. :oh·M~f.di14~ B§r.~tqV >k•ii:ara,rrest~tj }rt 
C·anadaandthemat:ter,isnow·pem.:ling·wifh:theCanadian,auihorities:. 

A~1kidkth1ei,.t is ri\erely)n ~ciu5at~c,i( and· a def¢hdar1t§spres-~rnect.fot1q~JW l:it1le~5 proVfin gqs~tfsn at(ii!h· 
o.f ~a\y. 

T~e P 01 t ..... :.:sb~i- *i....,,. f~,,.. Fr,:_.i<,-,..f;c··~ tf .... i..l .o· .".t' ii:;;;...:; .. .--,...:~,..i"""~.,.i .*:i....,,,,:i~,t.~·"""':ii;,:;.:.i ,,:.::i<:::"tf .,;-*··'..:,;.,~,;,1+;;:,A-.-i.;. '*'r...:" .... ~,:,; .. ,...,..,., .. 
~:j - 'D.t~,: ,.ct.J J :S:{)~ ·:;,?a.q . ~G~l"<. ..... .,.. -~ .-- ' . . c:,J,...i ·~ l .<i,1--e~.~ \.,.\...,hl,,h.A~.,:c ... ..:~ · :S:{) c: ~t:n: ..__ . .:)i:i:0~3-~)X.1..:t ... :::1g~. t: c;;;_.,.,..J,.>.C.,._~ .. vH x~~C . l ·.·=-:H:u5 . ._.~ 
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9~~t1t~(inteWgence ~i,q .£;,tpqii: Ci:mfro($.~cttt,1.n and the: us. p;t~6rne.v~s Qffa:e. fftr. ;he Nort;~.eii1~isfr{ct ?f 
Cafifon,l~; wfrfci,s:u:000:rt Hom·fhe iustke De.oartrnent"5 &Hfoe.ofil"lt@m~ticw1s{Aff.ai1:s:.; 

~ l!> ~ 

~ P.h.Jitr.y'.Pihiks.~ndr:~vifli ~~u:eh~e\t; 3= ;; tifris: •~ii off~ce:r h1 th~: f $:a ~e:~Jer fqz.Jhto.tfo~tloM Se?.J,dtf­
.a:ka ''CerU'.e.t'J:8f·Orikumcae\;-Wss::.a, Rtissl~'n nstl:citiaJ a.nd t1isidetit 
•• . ·-~ • • :- • • • • • • :·~ •• • ••• • • • + • •• • . • • • + •• ·•• • • • • • + • • ·• • • 

,• t~rAnatolyevlch:Sushchini 43;, 'l.Vas,an f-S.r:i: of.fa::er: a:sup-a:dor to Dok~!(~aev w§thh1 .the ~S.!:1,: .H1d 
-~ ~<i;,~ ... ;,,..~ ,.;,,.,~,i-..,.,:a, ·.,~;1/~5;-:..I o,;.;_. .. 5;.,s:h·c:~F:..: ,,,;...·~·· ,,.,:..:;~·e:-l:.,r:..J ·.,.~ ,..;..., .• !·'., .. ,.;,-4'""';.{ .;.:_~,....§·«,.1-""' ,~;~_.iu,,.aA "'i 
;g .. ~ :u...:::4,:u -~,··~:~~ii..~~,:·;s~ ·r u ~ ·t;..: .{~ ·~u~/":;t.,; : ~~-:,,.:~ .~h ~-.~:.}~.t;~'.;,i. ~s~i~: uU-:::..:~.: o::;.i t~ .f:?\A JJ\..q, ·i.c~, ='"'~n:~~t:..: f't!\.:, :tJ~s~: ~~. :U ~H:: 

:ii J.,J~~~:¥·~t~:~eyevh;h:Bel~t))-,aka "M~M!'i 2S:;, ~,{35 bprn)ri ~tVja~t.ltj)~ a, ~§.J:S5~a.:ri ria.JJp~~~ ~no 
res!dei1t (i;s .. Federai grand Ji1des, .ha:ve .i~,cik.ted Befa~ :twke bef~re:,.: in 20t1' and 1.01:?!(for 
:rompu:ciir fra~<la:ndfat1Use; acces,::;..dev'ire fra~d ,ncfaggr:ava:red R'l:e-niity theft f~1vq}VJ!:,g u-fre·e 
JJ,~. ~ bas~q :e: OO~lt1·w~t¢E· ¢oi'ripan i~'~ anq:try~ FSLtitzjced B;e~a n, ori Jts ·~:t'.yfre( fy4dst Was'it~d~lis(. 
Belati ts. 01rr:ept~>j· the $.ttbJeft of~ f~ti9I11g ·'1Re~ Nqtit-12-'.'reqtJe:Stsilg tMat ~titerp:i;tt-rnemJier 
ttatfon~ { hidudihg Russi a} am.=st b§ni: p.:efrcl !fig e-ifr.aulUon. Bel.an t~'as a~.Stl QJ)e .cfht,<:O Cr! fl~itiai 

.hM:keri /lan-ie.d bi;:ii~skl~nt. ·Rirad.:. difama on bee. i.s. .itdt\: plits-uant:io ~xecimve cirde:r.13&3:4, · 
'as a, Spetfolh/ O:e,slgn~t-e;t( Natks~\aJ subf~cf to: sa,ncHons. 

• K-0ih1t B:attitov_. akt. '~K9,v~ rt ·"tari rti=r.a lovenil' ,1:1 nd i'l<:a.,rin, Akelvuet ·r9kti¢rgenpv;"" 2l Hf! wa 
·tariadiian n~t16rn,i'.1 a;d ~: residentofc:anada'; . . . . . . . . . . . . . . . . . . . 

Vii tims: ¥.ahod; h1cie:.th~h:50J,1ml!HqnYah6oaccc,un~.f6.·r\:vhltjj.aico,~n(k~fc:irn1a.tfo,0,ahoiit\y.ajstble:ri6.yJh~ 
d-e.tend~nt5:; rnofe than Jo tl~ill ion Yahoo aqca:qnfs. t.oriwh.lih .acmt:intro,Ments: were scces:sedv.,titholJt: 

. . . . · .. ·. . .· .. · . . . .. ······· ·. . .. . .. . . ·... . ..... ; ·.· . . . . . . . .. .. . . ... · 

authori:zatfon to fadNfate a sparn-,ca rnDelgn: :and ·at fo~st :1.8' ad'1j§tion-a~ us:ers-:at ~ther i~rebmai ~ or(n1iders: .. )" . s.;.: .- ~ . )> . 

~tboie ati:oubts \-Vet)'ctaoee,ss~d ~\·lthoul ~Jiriti:rfi.~thin~ 

Jinie-f~rlott: ,A~ .dJegecl:tn th~ !t)filtt9~.nt.JMe19n~p.ir~cy ~egari·a.t1e=a.s~_a$;:e~fl'/ ~s.2Q.14~rtq;:ev~r1.,tho:Jgh 
the· mrispk.ators: ~ostihelr .,Kees~ to i~hocls·rietwork!.·irn September .2t1l6; they c.ontfriued to tJti !ti.e 

Jiifom1a:ti (i,p .stolen frtirn tbe·:,frhn.istbs:i .tlptoandJndtiding.atteasfrieceniber 2016, 

tl'iines: 

,cm.int 
l;} . 

1 . 

OO·fendan:f · c:J:targe r~J- . . 

: Cohsµ.fr ingtq. 
·oommit · 

cotnf4:te/ 
i1~cit1.:tH~m1l 
.~bii$B-

:~"tat1:d:e . ·'.·· .. ;.;.· 

u.:s:t. 

. . . 

mto tlie <computers of Y~hoo 
and.aoccants n,aintatriil!d bv 
.... ;··: ·.·. : · : ·: .• ··•• · · •• · ·• . ::>' 

Yahoo\ GitogkandQfh¢r 
rirbisd@t§t-0,·steai H1f~n11atic1ri ~ · . ·. . .. . ... · . 

.from th@nl. 

flr~t !le/at) gaih~~h~c:t-e~it{j:· 
\i.Z:'lfioci/s, $-Er'V~rs ,ana :S,tqle· 
inf6nrtation t tJat·a-i!ot1:•ed hirtt; 
D6kuehae'v. and Sus.heh int o ..... : .. ·~ .• . .. -: . . ~ • ·~· . . •'. .. :.·.< •• ., . . .· .: ·. 

gafo l~ri~:litliorti~d aise~s t6 
li1dJvid(la~: ¥'ahci¢.~&er 
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·2 . t)okacba-e:\i 
S.u,$h~in 
a~ian 

tfohn::ha-ev 
i~;;;ihir, , · · 
aeJ.m 

Pdkutha.~y 
:s.i_;,shcit ii~ 
.Bel.an 

_c9_n~µIt:Ir~t tti. 
:engaf:tfr fri 

. ·. ~ . . 

:~mt1c1.;nsc 
es.pso-nag,i 

. Coi'Js.pfrfrit(tt( 
:eng~gg ln 
theft. af t r.acle 

·s,-ecrets 

Eco.t.1i:fri1k 
-_JipkttJa_ga 

accc.mnts; 
Then~-Otikuch~~v snd 
Stish~ri iotaiked 'B~f ~:iov ~Y.ltJt 
gaihfrig acce:ssto-fod~\;•kiuai 
user.acrnt.n:1ts. af Googie·-and 
otherPr.t:rv§tj~rs {tipfhot• 
vahq:0} ahd.•P~~'1Bat1teiyf¢ir 

. .:-,.._,.,,d.' i-.c .... ' ; · · ·1,,,~· . .-h,·.,,. p,:x,\t~ .. ~'-':b,-tfle:,rl -·-.H~~t .<n~ 

a(:eotintpass\:\.'Ol'.l~S:, In s.cme-' 
~nst~pc~-~,; Dqkuchaev and 
Si ,,,1;c11 rt,·J ~s~··ed · B~·t,alo~/~,.,:t h _: 
·:: ~~:? .': : .. ~ ~ :, ":~· .. ~~ + :_ • • : ~ •• · ., , - ~ •• st~. 

t~:rgetfriff ;i:j(::.Counh;thahh1:w 
ie:-anted ·of.through acces:s--to 

·"-~ . 

Vah4d's _upa:-~r,p .A&ff(e,g/,-
Gm~ii ~cc.ol;ntsthat iei:vedas - .. :- :- ~. . . . .·.·. ·.·· 

,{Y:ahoo\;ser·'i s'.er;ndar.r ·- . • . • .. ·· >· 

...... =n~·nt~ 
CJ~-(: •• ~, .. ~ .. ·'"'·$· ~ 

Stirtit1g9.>l NP\'. 4/2{114, 8e1$D .. l~y~~tf 
stdte, and: the defen-dants .·. 
t~;~;fr;aft~ctr1Mf ~rrEd~· 
t:eceiv~d am:i-po.ss:es:s.f!ci:tlle-
fo! !b~'.'J,Ing -\~aJ~:tit1:tra9~ ~€-ct~l$1 

• t'.n~iY~heiQ Qr.is; _;,tnkh 
was proprietary and 
t¢nfid~nti~J• Y~hoo 
tecf noJbg~'. ~t)d .. · 
cl nfohifa:tio.r\,, il)i,:'!ucli ng . 
sub-scriber names, 
se~ona:aw atcoqnts:,, 
pho~e)wtn:beh:, 
¢h~H~rige::quest§bns. 
·and .answers; 

• the AMT_. yehoo':s. .. 
1 rtterfoce· fo: the. U:DB; ~rid . . ·. . . 

• Y~hocli 
~.9ok~e '"m·Jnti0f' 
sciui,e··~o:d~,-.tf,ih,icti. 
e-naored the:. 
d -i: . d·.. . -t . . -~~en . a.nts ,O 
fo:imiif.acture':accotnit . 
cook$~S-:tb·ih~n gatn-

. . . . 

tJcce:5s to indiv§dua? 
Yc1hoo user a,ctounts . 

Se!!bo0ht2. ·· .. ······ .· .. ·. .·'!;?years 
.fi~ih 
count} · 
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1441 

. . . 

. o,.:rhiehaev . Theft of tt.ade ·.··. ·.· . .·.· ·. . ·.·.·. 

oo.bchaev 
Stis:heM~l 
B~J~~r· . 

poii:1ch.~e0 
· :S.Ushchfo. 

Po-k~Kha,ev 
'Sushchih 
t~fan 

ootiiith6av 
stishcfri:n 
.B~Jan 

.. .•/ 

.conspJil:n~ to 
· oo.rmnn .wire . . ~ .. · 

Afr.eiskig { cir 
~ttempth-1gto 
accesi}.=~ · 
• c.otripu.f~:r. 
V-Jitt)hut· 
ilttthorizat~on · 
· to {:ibtain 
int6-m1:ation 
for.th¢' 
. purpose: ci.f 
· oo.rrimercta~ 
.advalttag~ . 
arid pr~~~t:¢ 
Hriandil gafrl. 

·y r~:ns:rn§1t~rtg 
i:ocie tAth the. . . .· .· .• · 

~t,felittb 
cause 
parna.geto,: 
·:t9itiput~rs-. 

.A(ce?s~rig ( or· 
attemoHng to . ..... .,,;;: · 

-~(;C!?~Sfa 

i:i.~:r=r 
·m:ith:cdzal§on 
to-obtaH'l . . . . . . . 

tnfon'rtatfo.n 
foitnP.o 
·- . ...... .... - - k 

·. §§ 1832{8:!Uj1 .and 
i: 

-~~ l<nfi(aJ{S}(A,J; 
. ·lf."f'""'·.;.,\r·,<<. ;~., .· ·. ··:> ,""""'"'~}{;r\°1:Jlu.11.--~na 
t 

1'he<lefendants fralidol@·nt!'l . ~ ~ 

schemed to gatri .· .. ·. . . . .... ~ ... 

t1niuthdrized ~:d)ass.to: . ·.· ··· ·. . . . . .... 

i~hqq'·i r.~el\ydrK)ht-·dugt) 
comp:r-:U:ffiised Yahoo . 
~mp(ayee_atco.Q~is.·a:nd:then 
us~d ~}:;f?·Y,ihoo·-fn:le· ifr~ir~t, . _ 'CC .. '1. :\- · . . > •••.• ,<::: .• . - · -. ·- -

• ·:. · .· : .~:.. . • •• + . ~ · , •• ·. ~ • . : ' • : >·. . . .. 
t.q_gt1.H1 uriaur,ngnzed.~:cre:ss: tn · 
va~uab~e ncm.,.p:ubHc, 

§11formatlo.rHri ~ndividv.a( 
Yahoo i.:is~titc~\int:s:, . ·· ... · .. ·· .... · . 

m1:a~thodted::aG:e:ssto 
)'~h()tr'5:torp?rate: iietwo{k 
arict.-0btahied iri}Qt!i1atlqrr 
regardr;g·Yahoo.'sfret~¥oik 
archiie,ctur€· and.t.h~·O(iB,. 

OiJri·....,.i;-:t·~ ~. ~.-s , .,..,,..,.,.. ,..t .*'1 ... .-,.,:r· 
.., .. , "' . .. ,H~~ i .rE ·~·~:1~~ :>c :•s:$. :~:t:t.~~ -

~h~utfi{t:rhed ~t:t~ssto: 
raho<Y~ heh~{Prk, the· · 
defendants, transmitted code· . . 
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