
U.S. Department of Justice 

Federal Bureau of Investigation 
Washington, D.C. 20535 

 July 29, 2019 

MR. WILLIAM F MARSHALL 
JUDICIAL WATCH 
SUITE 800 
425 THIRD STREET, SOUTHWEST 
WASHINGTON, DC 20024 

FOIPA Request No.: 1391365-000 
Civil Action No.: 18-cv-154 
Subject: Communications between Peter Strzok and 
Lisa Page (February 1, 2015 – Present)  

Dear Mr. Marshall: 

The enclosed documents were reviewed under the Freedom of Information Act (FOIA), Title 5, United States 
Code, Section 552.  Below you will find check boxes under the appropriate statue headings with indicate the types 
of exemptions asserted to protect information which is exempt from disclosure.  The appropriate exemptions are 
noted on the enclosed pages next to redacted information.  In addition, a deleted page information sheet was 
inserted to indicate where pages were withheld entirely and identify which exemptions were applied.  The checked 
exemption boxes used to withhold information are further explained in the enclosed Explanation of Exemptions. 

Section 552 Section 552a 
(b)(1) (b)(7)(A) (d)(5)

(b)(2) (b)(7)(B) (j)(2)

(b)(3) (b)(7)(C) (k)(1)

(b)(7)(D) (k)(2)

(b)(7)(E) (k)(3)

(b)(7)(F) (k)(4)

(b)(4) (b)(8) (k)(5)

(b)(5) (b)(9) (k)(6)

(b)(6) (k)(7)

500 pages of potentially responsive records were reviewed. 
 211 pages are being released in whole or in part. 
  17 pages are being withheld in full per exemptions. 

 172 pages are being withheld duplicate. 
  53 pages are being withheld referral/consult. 

 47 pages were determined to be non-records/non-responsive to the FOIA request. 

Below you will also find additional informational paragraphs about your request.  Where applicable, check 
boxes are used to provide you with more information about the processing of your request.  Please read each item 
carefully. 

 Document(s) were located which originated with, or contained information concerning, other 
Government Agency (ies) [OGA]. 

 This information has been referred to the OGA(s) for review and direct response to you. 
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 We are consulting with another agency.  The FBI will correspond with you regarding this information 
when the consultation is completed. 

 In accordance with standard FBI practice and pursuant to FOIA exemption (b)(7)(E) and Privacy Act 
exemption (j)(2) [5 U.S.C. § 552/552a (b)(7)(E)/(j)(2)], this response neither confirms nor denies the 
existence of your subject's name on any watch lists. 

 
For your information, Congress excluded three discrete categories of law enforcement and national security 

records from the requirements of the Freedom of Information Act (FOIA).  See 5 U.S. C. § 552(c) (2006 & Supp. IV 
(2010).  This response is limited to those records subject to the requirements of the FOIA.  This is a standard 
notification that is given to all our requesters and should not be taken as an indication that excluded records do, or do 
not, exist. Enclosed for your information is a copy of the Explanation of Exemptions. 

 
Please direct any further inquiries about this case to the Assistant United States Attorney representing the 

Government in this matter.  Please use the FOIPA Request Number and/or Civil Action Number in all 
correspondence or inquiries concerning your request.  

 
You may direct any further inquiries to the attorney representing the Government in this matter. 

 

 See additional information which follows. 
  

 
 

Sincerely, 

        
David M. Hardy 
Section Chief 
Record/Information 
  Dissemination Section 
Information Management Division 

 
 
Enclosure(s) 
 

In response to your Freedom of Information Act (FOIA) request, enclosed is a processed copy of Bates 
Stamped documents, FBI(18-cv-154)-6036 through FBI(18-cv-154)-6535. The enclosed documents represent the 
fourteenth interim release of information responsive to your request.  
 

The FBI conducted email searches for any email communication between Peter Strzok and Lisa Page.  
This search located both official government records and non-record personal communications between these two 
individuals. 

 
The FBI reviewed 500 pages of these emails.  While conducting this review, the FBI individually analyzed 

the emails to determine whether they pertained to official government business constituting records under the FOIA 
or whether they consisted of purely personal communications between the two individuals.  As a result of the FBI’s 
review, it determined 47 pages were non-record, personal communications not subject to the FOIA; and 453 pages 
consisted of responsive FBI records.  
 

As previously indicated, document(s) were located which originated with, or contained information 
concerning another agency (ies). We are consulting with the other agency (ies) and are awaiting their response. Our 
office has processed all other information currently in our possession. The FBI will correspond with you regarding 
those documents when the consultation is completed. 

 
To minimize costs to both you and the FBI, duplicate copies of the same document were not processed.  
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EXPLANATION OF EXEMPTIONS 
 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552 
 
(b)(1) (A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign 

policy and (B) are in fact properly classified to such Executive order; 
 
(b)(2) related solely to the internal personnel rules and practices of an agency; 
 
(b)(3) specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the matters 

be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding or refers 
to particular types of matters to be withheld; 

 
(b)(4) trade secrets and commercial or financial information obtained from a person and privileged or confidential; 
 
(b)(5) inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with 

the agency; 
 
(b)(6) personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal  privacy; 
 
(b)(7) records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records or 

information ( A ) could reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of a right to a fair 
trial or an impartial adjudication, ( C ) could reasonably be expected to constitute an unwarranted invasion of personal  privacy, ( D ) could 
reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any private 
institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law 
enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence 
investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law enforcement 
investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could 
reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or physical safety of any 
individual; 

 
(b)(8) contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for 

the regulation or supervision of financial institutions; or 
 
(b)(9) geological and geophysical information and data, including maps, concerning wells. 
 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a 
 
(d)(5) information compiled in reasonable anticipation of a civil action proceeding; 
 
(j)(2) material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control,  or reduce crime 

or apprehend criminals; 
 
(k)(1) information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign policy, 

for example, information involving intelligence sources or methods; 
 
(k)(2) investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or privilege 

under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity would be 
held in confidence; 

 
(k)(3) material maintained in connection with providing protective services to the President of the United States or any other individual  pursuant to 

the authority of Title 18, United States Code, Section 3056; 
 
(k)(4) required by statute to be maintained and used solely as statistical records; 
 
(k)(5) investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian 

employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished 
information pursuant to a promise that his/her identity would be held in confidence; 

 
(k)(6) testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government  service he 

release of which would compromise the testing or examination process; 
 
(k)(7) material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the  person 

who furnished the material pursuant to a promise that his/her identity would be held in confidence. 
FBI/DOJ 
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FEDERAL BUREAU OF INVESTIGATION  
FREEDOM OF INFORMATION ACT (FOIA)  
DELETED PAGE INFORMATION SHEET  
FOIA Request No.:1391365-000 Civil 
Action No.: 18-cv-154  
  
Total Withheld Page(s) = 289 
  

Bates Page Reference  Reason for Withholding  
(i.e., exemptions with coded 
rationale, duplicate, sealed by 
order of court, etc.)  

FBI(18-cv-154)-6036 Other – Non-records/Non-responsive 
to the FOIA request 

FBI(18-cv-154)-6039 thru FBI(18-cv-
154)-6040 

Duplicate to FBI(18-cv-154)-6044 
thru FBI(18-cv-154)-6046 

FBI(18-cv-154)-6041 thru FBI(18-cv-
154)-6043 

Duplicate to FBI(18-cv-154)-4888 
thru FBI(18-cv-154)-4890 

FBI(18-cv-154)-6051 thru FBI(18-cv-
154)-6053 

Duplicate to FBI(18-cv-154)-1488 
thru FBI(18-cv-154)-1490 

FBI(18-cv-154)-6054 thru FBI(18-cv-
154)-6055 Referral/Consult 

FBI(18-cv-154)-6056 thru FBI(18-cv-
154)-6057 

Duplicate to FBI(18-cv-154)-1488 
thru FBI(18-cv-154)-1490 

FBI(18-cv-154)-6058 thru FBI(18-cv-
154)-6059 

Duplicate to FBI(18-cv-154)-6066 
thru FBI(18-cv-154)-6067 

FBI(18-cv-154)-6060 thru FBI(18-cv-
154)-6061 

Other – Non-records/Non-responsive 
to the FOIA request 

FBI(18-cv-154)-6062 thru FBI(18-cv-
154)-6063 

Duplicate to FBI(18-cv-154)-1488 
thru FBI(18-cv-154)-1490 

FBI(18-cv-154)-6064 thru FBI(18-cv-
154)-6065 

Duplicate to FBI(18-cv-154)-6066 
thru FBI(18-cv-154)-6067 

FBI(18-cv-154)-6066 thru FBI(18-cv-
154)-6067 Referral/Consult 

FBI(18-cv-154)-6068 thru FBI(18-cv-
154)-6069 

Other – Non-records/Non-responsive 
to the FOIA request 

FBI(18-cv-154)-6071 thru FBI(18-cv-
154)-6073  

Duplicate to FBI(18-cv-154)-1513 
thru FBI(18-cv-154)-1515 

FBI(18-cv-154)-6074 thru FBI(18-cv-
154)-6077 

Duplicate to FBI(18-cv-154)-1524 
thru FBI(18-cv-154)-1527 

FBI(18-cv-154)-6078 thru FBI(18-cv-
154)-6081 Referral/Consult 

FBI(18-cv-154)-6082 Other – Non-records/Non-responsive 
to the FOIA request 

FBI(18-cv-154)-6083 thru FBI(18-cv-
154)-6084 

Duplicate to FBI(18-cv-154)-6085 
thru FBI(18-cv-154)-6086 

FBI(18-cv-154)-6087 thru FBI(18-cv-
154)-6089 

Duplicate to FBI(18-cv-154)-1530 
thru FBI(18-cv-154)-1533 

FBI(18-cv-154)-6090  
Other – Non-records/Non-responsive 
to the FOIA request 

FBI(18-cv-154)-6091 thru FBI(18-cv-
154)-6094 

Duplicate to FBI(18-cv-154)-1558 
thru FBI(18-cv-154)-1561 

FBI(18-cv-154)-6095 thru FBI(18-cv-
154)-6096 

Other – Non-records/Non-responsive 
to the FOIA request 

FBI(18-cv-154)-6098 b5-1, b7E-4 
FBI(18-cv-154)-6100 thru FBI(18-cv-
154)-6103  

Other – Non-records/Non-responsive 
to the FOIA request 
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FBI(18-cv-154)-6116 thru FBI(18-cv-
154)-6127 

Duplicate to FBI(18-cv-154)-6104 
thru FBI(18-cv-154)-6115 

FBI(18-cv-154)-6128  Duplicate to FBI(18-cv-154)-6129 
FBI(18-cv-154)-6136 thru FBI(18-cv-
154)-6141 

Duplicate to FBI(18-cv-154)-6130 
thru FBI(18-cv-154)-6135 

FBI(18-cv-154)-6142 thru FBI(18-cv-
154)-6147  

Duplicate to FBI(18-cv-154)-6148 
thru FBI(18-cv-154)-6149 

FBI(18-cv-154)-6152 thru FBI(18-cv-
154)-6153 

Duplicate to FBI(18-cv-154)-1579 
thru FBI(18-cv-154)-1581 

FBI(18-cv-154)-6165 thru FBI(18-cv-
154)-6168 

Duplicate to FBI(18-cv-154)-6169 
thru FBI(18-cv-154)-6173 

FBI(18-cv-154)-6169 thru FBI(18-cv-
154)-6173 

Referral/Consult 

FBI(18-cv-154)-6187 thru FBI(18-cv-
154)-6191 

Other – Non-records/Non-responsive 
to the FOIA request 

FBI(18-cv-154)-6192 thru FBI(18-cv-
154)-6202 

Duplicate to FBI(18-cv-154)-6203 
thru FBI(18-cv-154)-6213 

FBI(18-cv-154)-6204 thru FBI(18-cv-
154)-6213 

b5 -1, 2, 3 

FBI(18-cv-154)-6214 thru FBI(18-cv-
154)-6215 

Other – Non-records/Non-responsive 
to the FOIA request 

FBI(18-cv-154)-6216 thru FBI(18-cv-
154)-6217 

Duplicate to FBI(18-cv-154)-1614 
thru FBI(18-cv-154)-1615 

FBI(18-cv-154)-6218 Duplicate to FBI(18-cv-154)-6219 

FBI(18-cv-154)-6219 Referral/Consult 

FBI(18-cv-154)-6220 Duplicate to FBI(18-cv-154)-6221 

FBI(18-cv-154)-6221 Referral/Consult 
FBI(18-cv-154)-6222 thru FBI(18-cv-
154)-6224 

Duplicate to FBI(18-cv-154)-1622 
thru FBI(18-cv-154)-1623 

FBI(18-cv-154)-6227 b6 -1, b7C -1 
FBI(18-cv-154)-6228 thru FBI(18-cv-
154)-6229 

Duplicate to FBI(18-cv-154)-6230 
thru FBI(18-cv-154)-1631 

FBI(18-cv-154)-1631 b5 -1 
FBI(18-cv-154)-6233 thru FBI(18-cv-
154)-6237 

Other – Non-records/Non-responsive 
to the FOIA request 

FBI(18-cv-154)-6238 thru FBI(18-cv-
154)-6248 

Duplicate to FBI(18-cv-154)-6249 
thru FBI(18-cv-154)-6259 

FBI(18-cv-154)-6249 thru FBI(18-cv-
154)-6259 Referral/Consult 

FBI(18-cv-154)-6260 thru FBI(18-cv-
154)-6261 

Other – Non-records/Non-responsive 
to the FOIA request 

FBI(18-cv-154)-6267 thru FBI(18-cv-
154)-6268 

Other – Non-records/Non-responsive 
to the FOIA request 

FBI(18-cv-154)-6270 thru FBI(18-cv-
154)-6271 

Duplicate to FBI(18-cv-154)-1640 
thru FBI(18-cv-154)-1641 

FBI(18-cv-154)-6275 thru FBI(18-cv-
154)-6277 Referral/Consult 

FBI(18-cv-154)-6278 thru FBI(18-cv-
154)-6280 

Duplicate to FBI(18-cv-154)-6275 
thru FBI(18-cv-154)-6277 

FBI(18-cv-154)-6282  Other – Non-records/Non-responsive 
to the FOIA request 

FBI(18-cv-154)-6283 thru FBI(18-cv-
154)-6301 

Referral/Consult 

FBI(18-cv-154)-6302 thru FBI(18-cv-
154)-6303 

Other – Non-records/Non-responsive 
to the FOIA request 

FBI(18-cv-154)-6304 Duplicate to FBI(18-cv-154)- 6305 
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FBI(18-cv-154)-6307 thru FBI(18-cv-
154)-6309 

Other – Non-records/Non-responsive 
to the FOIA request 

FBI(18-cv-154)-6311 Duplicate to FBI(18-cv-154)-6312 
FBI(18-cv-154)-6316 thru FBI(18-cv-
154)-6317 

Other – Non-records/Non-responsive 
to the FOIA request 

FBI(18-cv-154)-6318 Duplicate to FBI(18-cv-154)-6319 
FBI(18-cv-154)-6320 thru FBI(18-cv-
154)-6321 

Other – Non-records/Non-responsive 
to the FOIA request 

FBI(18-cv-154)-6323 Duplicate to FBI(18-cv-154)-6322 

FBI(18-cv-154)-6324 Other – Non-records/Non-responsive 
to the FOIA request 

FBI(18-cv-154)-6326 b5 -1, 2, 3 
FBI(18-cv-154)-6327 thru FBI(18-cv-
154)-6329 

Duplicate to FBI(18-cv-154)-6330 
thru FBI(18-cv-154)-6332 

FBI(18-cv-154)-6332 b5 -1, 2, 3 
FBI(18-cv-154)-6333 thru FBI(18-cv-
154)-6338 

Duplicate to FBI(18-cv-154)-1692 
thru FBI(18-cv-154)-1694 

FBI(18-cv-154)-6339 thru FBI(18-cv-
154)-6341 

Duplicate to FBI(18-cv-154)-6342 
thru FBI(18-cv-154)-6344 

FBI(18-cv-154)-6344 b5 -1, 2, 3 
FBI(18-cv-154)-6345 thru FBI(18-cv-
154)-6346 Referral/Consult 

FBI(18-cv-154)-6347  Duplicate to FBI(18-cv-154)-1698 
FBI(18-cv-154)-6348 thru FBI(18-cv-
154)-6351 

Duplicate to FBI(18-cv-154)-1704 
thru FBI(18-cv-154)-1705 

FBI(18-cv-154)-6355 thru FBI(18-cv-
154)-6358 

Duplicate to FBI(18-cv-154)-1709 
thru FBI(18-cv-154)-1712 

FBI(18-cv-154)-6363 Other – Non-records/Non-responsive 
to the FOIA request 

FBI(18-cv-154)-6364 thru FBI(18-cv-
154)-6367 

Duplicate to FBI(18-cv-154)-1724 
thru FBI(18-cv-154)-1726 

FBI(18-cv-154)-6368 Duplicate to FBI(18-cv-154)-6369 
thru FBI(18-cv-154)-6370 

FBI(18-cv-154)-6375 thru FBI(18-cv-
154)-6376 

Duplicate to FBI(18-cv-154)-6373 
thru FBI(18-cv-154)-6374 

FBI(18-cv-154)-6377 thru FBI(18-cv-
154)-6380 

Duplicate to FBI(18-cv-154)-1736 
thru FBI(18-cv-154)-1738 

FBI(18-cv-154)-6381 thru FBI(18-cv-
154)-6383 

Duplicate to FBI(18-cv-154)-6384 
thru FBI(18-cv-154)-6386 

FBI(18-cv-154)-6387 thru FBI(18-cv-
154)-6392 

Duplicate to FBI(18-cv-154)-1739 
thru FBI(18-cv-154)-1741 

FBI(18-cv-154)-6393 thru FBI(18-cv-
154)-6395 

Duplicate to FBI(18-cv-154)-6396 
thru FBI(18-cv-154)-6398 

FBI(18-cv-154)-6399 Referral/Consult 
FBI(18-cv-154)-6400 thru FBI(18-cv-
154)-6402 

Duplicate to FBI(18-cv-154)-1749 
thru FBI(18-cv-154)-1750 

FBI(18-cv-154)-6406 thru FBI(18-cv-
154)-6407 

Duplicate to FBI(18-cv-154)-1770 
thru FBI(18-cv-154)-1771 

FBI(18-cv-154)-6408 thru FBI(18-cv-
154)-6409 

Duplicate to FBI(18-cv-154)-6411 
thru FBI(18-cv-154)-6412 

FBI(18-cv-154)-6410 Other – Non-records/Non-responsive 
to the FOIA request 

FBI(18-cv-154)-6413 
Other – Non-records/Non-responsive 
to the FOIA request 

FBI(18-cv-154)-6414 thru FBI(18-cv-
154)-6417 

Duplicate to FBI(18-cv-154)-1770 
thru FBI(18-cv-154)-1771 
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FBI(18-cv-154)-6418 thru FBI(18-cv-
154)-6421 

Other – Non-records/Non-responsive 
to the FOIA request 

FBI(18-cv-154)-6422 thru FBI(18-cv-
154)-6433 

Duplicate to FBI(18-cv-154)-6434 
thru FBI(18-cv-154)-6445 

FBI(18-cv-154)-6445 b5 -1 
FBI(18-cv-154)-6530 thru FBI(18-cv-
154)-6531 

Duplicate to FBI(18-cv-154)-6532 
thru FBI(18-cv-154)-6533 

FBI(18-cv-154)-6532 thru FBI(18-cv-
154)-6533 Referral/Consult 

xxxxxxxxxxxxxxxxxxxxxx  
X  Deleted Page(s)   X  

   X  No Duplication Fee X  

   X  For this Page     X  

Xxxxxxxxxxxxxxxxxxxxxx  
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. . 

•· - - --~- -j:l' ~" -,_± _ '· .i_. ~ I ' - , • -- f---, - .; __ - - -- --, _ . .,t. _ - i-_- ~'- - - t __ - . -- ,,.-r Yes_, Jte 
9

o" .ery .:rrea.l.l<,et~ a.._ ____ _.oescnpt,o.ri, a rn.e as.arigrv. anQ upse, a S-~. ve e'I. er .s€-en he-r,_ , 

YJ4ty m4~t,t. expfocde:d_ ~t·~'.qw ap~fy-~ ~\i~S: a1 h t,t; f~i·:=~~:tting.i n~q,, .~v~1~h ! F~t.r:t<-lhlUy e~~¢P;f~$: 
he~t-6fth-~ r})Oltletl4 hbt-t{"ia:t. l :wa,~ sWj fo;19-µs Jhat --~~· 'ii\'i)µJd f~~J '"the n~~~ totiy ·fo:pcuttmi rn lny 
p.Jace-,.after-our,fsi;torytogether., C:onflrr.n~d a coup.Ji? of tirnes.·afthe, end of:the ·convet,satlonthat-T c.anrt 
hai~ :oiihfrh. 

'---~-'--- Orig}11al.mf.;~sage. "--~~:..~-~ -

ft:on1; "St~tik.'. ~~t~r P:Jff)} {fEW' I 
·oat:e:-03/21/2016.:10:00-Pif(GM'.:..af-"""JJ .... 5...,:00'"", ""),...·- ______ ___, 
1)~: .,?~~~. ps~ c. ((J.GC)ffSlH ... ____ · _____ ___, 
-C:;,.:~h :f~ . ..,;;,;*-•· n-r::.:.- ·T~ .. ~-~;~ ... "">·.,_~·-

b6 -1 
b7C -1 
b7E -6 

b6 -1 
b7C -1 
b7E -6 

b6 -1 
b7C -1 
b7E -6 

b6 -1 
b7C -1 
b7E -6 

FBI (18--cv-154)-6044 
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N¢; t1!$;~C}fl\"ersa{ion wi:tRJfre fnad~JotaHY.d~Jt \vh~tEf~e star1d1:.aiid \\th.at l}e.expetts•fron, ·me; thope · 
heis as:.dear Wfth his EAD.s:, 11ut at leasfl :know ,Mh.e-re I stand •. 

Ybuamf~.neeq to fa!kt¢rt)Cm'tiw. ~ :gnow:youspnketoO iastn{ghtandl ~odav, ;;]boot somettf!he. 
~~t~•~t~e*:~:f.r9tn: Ja~t,y~e&; F~6~~ ~JY. P~•~PJ.~~1y¢ spiri:~ ~lit ~\ta$. w~t.aw·~r.1G. .\Jfl~~n~(j fq.l l~np ~bm~ 
w~1r~aeHohto)''\J#i'We1lJh\etitl¢';;!:!d(Qut•mt~pei.'~¢N~d o•ts¢Me} p:µ~s,tipi1$·attbij ____ p1~~:m1g,. 

You kn ov,tt.h at •t:place: enotmous yatu e on yourobserv:ats ofis; tns.i;ghl:;. t(Hitlsel ,af1d. a1l awuntf~hi litres; :Yotl ~re 
ooth ah es~erlf1~t~¢lvis.¢r.; a:rn:l~•gciqd: frt~rtt{. we iif~d to m~k~ s~te fo~tWe ha~{?vo~r iole: tjefln~ in.~ i\ia~•. 
thitgiv~s: yocif he. light~itei~Jlfrkttfori .and :ioom Yb:$1iceedi . . . . . . . . . . .. . . . .... 

b6 -1 
b7C -1 
b7E -6 

b6 -1 
b7C -1 
b7E -6 

b6 -1 
b7C -1 
b7E -6 

b6 -1 
b7C -1 
b7E -6 

FBI (18-cv-154)-6045 
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Aotfrew G. McCahe 
.u~p~iv Pi~ct~t •· · 
fede-rai Bm·e~u of tnveitjgatio:n 

~~?J~"'""""" __ ____.L .. 
Mobil~._ _____ 7__. 

b6 -1 
b7C -1 

FBI (18-cv-154)-6046 



Obtained via FOIA by Judicial Watch, Inc.

Fta;lri:­

S,~".'t~ 
To: 

Su.bject.: 

;$tpt9k~ Pet~f P'.~ {GD}jFBl} 
Monµ~\•, t•1~rth ?1; ·ioi~.-:1tl:3flPM 
Pa.&.e! p~~-:C:: ,t9)?c::}.(f3.{} 
RE:: -1'.'oruon:o►V 

~ :kri~~\r·yoti do. Artd;i&}tt~-~.y-P?lnt Yotl. t~n/f-pf :~ ~v~l!f~o~\•~r~ ~ptDr□s~~np!yiio.t ~~1.·Ad# i'fo . 
gla1 Jwas.-dear about :say_ingthaf s not-1Nhat he \Man-ts. 

Make:s rne a Httle<a"tigry th:atl ... _ ___.!ah1cr~g:stotheri(thh1ks )'O~shou!d be <lnjfdiff.~~cent:thaii youe\~r 
tvere~ H~'!lcome:-amvrHL 

.Antl )'€S~ th,~~e's tC<t?UY roorn for-joipfoi-emesit Alv?a¢i-. B:ut. as-!'to'ld .Jim_, fin: dots$y~ng) ci-oukfri't 'do tl}e; 
jol:f betryg ~-~~l m~\1~r l seen hut.not h~a~d};,b.ut Jh~t JS_;9,_co.rikaf:v-:tri- mf fund~n,e,\tai · ~iktg: it \~·6tJkf 
probably he-mor-e stre-.s.sfo!-fhsn it woriJd he IN.Orth it to.do for me: 

~q<H~>Yq;kh~v~-m:~e_yol,i~ Not saylhg Jh¢re's_ m:itroom. in everv.otte tq ggte\t~n better; •_ b~ he ~ f thlnk ~­
~(•;~nts 1.~Jf~i whpc you-ar:e; That\,~~s t:n:e:pur.pose fr~tmy '\;au h~ha~•kdJ"dlii_thi:Ssrne when: he·was:~~d'' 
q-u~st11:m: 

-~-,-~~---- Qriglnaj iue~sag:e ~~-~--~'-
fron,~·lt?~;~~• u~a: c io-Gc1JfB_1_r1 I 
O~t_~;:03/2-UJ01:6J.0:12 p~,1 {GM-~1""".::o"""s""":o"""o"'"i"""------.... 
T~~ ;:~@cik_,: f.\ke(P\ {sm•tfB_~Y1 1 
SubJ:ect ::Rf t Tomon:m\<' 

-: 

b6 -1 
b?C -1 

b6 -1 
b?C -1 
b?E -6 

b6 -1 
b?C -1 
b?E -6 

b6 -1 
b?C -1 
b?E -6 



Obtained via FOIA by Judicial Watch, Inc.
s-~~D uvi.L•~:,iy. ·t.v;:~i i :nmc-~(l<tt i w-.:.,:,-: ::iU'-dn~.1-Y Ull:RJ .!;"-fl\..~ 1/i::H t ~1 .. N,rn.m v .w:t1:;,11 t. Wl_l tlH~ t.V t:J(J :fl:ty JV,U 

corrsbmt!y \i\>'Orryin~ ab-out vA-1-ether or not i should S-S)' something. s.oLJt the- end of our 
c,qnvef.s,~tionh~ th1=c~e¢ iil a: C:O_t1ple Pffh'hes.to: ssy so~athing Ii k€ Y(?ll i::a:i, li?sve .In~ :or-v()_U. cap ~r ~~il 
onrne. 

~---~~:-- qr1gin~lrrifss.ag$- -:-:-:---.--~ 
from: "Strzok~ ?e:ter.·P. fen) {FB!Y._I ________ _ ..... 
D:aiit:'03/21/2Q_16. }O:O~PM (GMT.:os:DO} 
To: •:page:,: tis~ C.(OGC}{F8ll1 ... -----------------
Subje·ct:·RE~ tomorrow .-

Y~s, h~ g<>.t 1,/¢ry freaked: a~._ ____ ... ~¢~crip:tfo,n -ofrne ., as. ,aJ1giy _:and·-l~pset .1s_f've. ei.;:~r -S€'Efl · h~r/' J 
Very icryuch exp~~ded at ftow angry ~ 'Wcl5 -ai ln~Jor~~ttlng rnad, t,vhkh l_ -tali: tota.lh/ e~c;e:pt :as· 
he~f 6-fthe rno.ment/btif that.! vfa.i. s-W~ furfovs th~t he_ "~~!d fe:e:Hhe rf~~d to tr\>; to' :ptitme Jn mi 
p!ace-, ._ after our history together. Confimw~d,a voup-ie ci.f-Hme.s a.i. the end of the ·c.onversatkm·thaf-! .can'..i. 
&an 011 h1nl. 

••, . ·· ...... . 

~~o~~;-.. ~=~~~::::s:i;;;}-{~~~!•·I 
D.at~~03/21/2015'JO:OQ-J>M{GM.,..l-... U""$""':D"'"U·.,..,---------
to: :'Pfg~,:p~~-f,, (0€;t}:(H3JYI._ ________ _. 
SvbJ½=Ct: RE: Tqtnprrow 

You kno..,-_ine pro.b.~bly ~vo11't-:be; 81J.t you )Nork for_ hl m,, n~t thern; 

No, Hls c.on\iersatiori .v.1tt!t hie made t6:taJ!y deat tvhere he· stands and· '1vhat he exoects: from me.-f htioe{ 
¾€' fa ~$ ~!ear ·with his EAOs; hutat-:least rk~10:1iv ~',;;hei€ f stand. --· ... -. -- . - - -:> - •. · - : . . • • -

:----:--~~~"'-Qdgfo~l n1:l?Ssage- ~,-· ,--:,:--:~· 
from: ·,.s~rzok, Peter P. f ~}_ {fBl)'i 
Qate!-03/21/4~16 9:26:.P:l\it ,{GMT-..,o""'s'""d ... j· o ... l!-,. _______ _. 

to; ~'P~gei Lt!iia C, (OGC) {FBl11 
Subject: -RE: Ton-tortow ..._ _________ __. 

b6 - 1 
b7C -1 

b6 - 1 
b7C -1 
b 7E - 6 

b6 -1 
b 7C -1 
b7E -6 

b6 - 1 
b 7C -1 
b 7E -6 

b6 - 1 
b7C -1 
b 7E - 6 

b6 -1 
b 7C -1 
b 7E - 6 

FBI (18-cv-154)-6048 
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YotLkrmw that l place ern:J:1'.i11Q~S valu~ onyow:-obsarvahons; ;it'.ls:ighl; wuns:el and. an a-rourid.aolnti e~ ••. Vot.tare­
b:0th an ess~htr~! adV!sot; •a:ci1:f ago.og :friend, We i,eed tb tcriake 'SU.re that we fi.)\'£YO~tr role· detineg .in a-\~;,ay . 
tnatg)y_e:S\,,o0 \li~Jlgn{~cc~!.-s~ oir~t.il6h atid rponi'~ 0$lJtt~~~:!'.] · · · · · ·· · -- · · · · · · · 

Si.:n:ri,• fi.J:r: ~ayin~ a:ifahrs, oo yoti tan(g_!1t. i lookf.on,vard-to,-dJscus-s1n:g t-vith yo1:.1.k1 deta:H. -Feet fre:e to caUif you 
yiHsh, Ahijj:dea!>~ dotlt rriake·a~v ti?styd12t~s;iops, - -- -- .. 

okputyOkedor: 
Fedenii Bureau of i:nve~.foi:aHon 
i~:or.w ~ ~ 
Mt1bHa._ _____ _. 

b6 -1 
b7C -1 
b 7E -6 

b6 - 1 
b7C -1 
b 7E -6 

b6 -1 
b7C -1 

FBI (18-cv-154)-6049 



Obtained via FOIA by Judicial Watch, Inc.

Fta;lri:­

S,~".'t~ 
To: 

-Su.bjet.t.: 

c$ttt~~ Petef P'.~ {GDl]PB.l} 
T~~s~§:Yi Mareh 22, ?016 ?~07 P:¥ 
Pa.~e-( p~~·:C::_{p?c:}:{F8.:!} 

- - .. 

F~\•d! Con.fer:eace tan' -~·. ... . . •, -

81ll;f spok4 '-•4thbo~h!_ ~t Cl:;5:ariQ toda't'· for yc<ltr ~ori~lo~iatiQ~J, fpr.t~~-me~tjng yc,u ah~ 
seekiri&:fo·setup with Ths.cas:, miJ!hf we d6-thg:f by c.onferenc-~H:ai 1 so·thatJon ... and (can. dial -in? 
Alt~,n,at~~ii~\ tve t~,fri .. ge.f:a fc.ontlfr;~lpc \vith _s;pe,#k~t-~!;qn~ l!yhi~h ii/pti!d~U6\f.1 -e,ieryq~1~_t6 ni;get ~here: 
1i{fi:h ~s. 11n t~;rcei - - -- - - -- --- -- ---- -- - - -- - ---- -----

____ lindi¢~t~:. ne·feelk ~,:·ne~tt(·and:t~gf-ee} ti;/ie~f)Pn# .t6":S¢th qt1kk!y·.aB.o~~f tak1hg' pb~f;e:~sfon:~1:f 
the fapt?p.Sc; :She-!s,Hne. to provirl:ethem fo,he destto\•~, bt1tnotfostore them., .from _"t,vh-ai llaid 
HMhfd 

Thanks,. 
P.~t~_ 

b6 -1 
b 7C -1 
b7E -6 

b6 -1, 2 
b7C -1, 2 

b5 -1 
b6 -2 
b7C -2 

b5 -1 
b6 -2 
b7C -2 

FBI (18-cv-154)-6050 
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Ftolri:­

S,~".'t~ 
To: 

-Su.bjet.t.: 

Strt~; Peter P~ lGPl]F8.l}. 
-W~dtt~s~:ayf Marth'.4~;; JD.1& 4;_$} -PM 

I koc;½}' tFf.3l}; fas~h l:iS;~t';-.{Q§~J (fan· 
. . . . . 

Rf; Ces _av9H/:l:~mty _· 

Yoti·tl;l?'I \Nadt.to d!s(i~ts.ly -~ad1 .. hi~~t l d._ _ __.h~~t a-$~ns_e._cif \•~h:~t Biff~t•aiitt: to.do. i{elnlii~tD ' n tk· 
hack Thnrs 11ig:ht. Thanks -

~=Jo::::Ge:,~~g\Ji~~ .. I :-oo""'::"'"l _________ _ 

I to, hlS!tzok; l'eter & lt!JI (fill~ tpag<a. ll5a fu (OiGCi; (FSi)" 

$ubjeci:: RE:·ces ·avaH~Ml!.ty. 

----- ......... --,--,,,.. ·-· ................................................................................................................................................................................................ .. 

:au,.~~·-G1.~~~~sd:~:t~~r~~~1~i~\•m•-?•;·sn-rn1 
1:0: Pag~, lisa::C .(OGE} (F:BJ}j toccj:(~a~: 
subject: PNd:: ces a,;1a.ilal:iii'ltf _- · 

F11 tjiili please:. 4,-ii'i:si11:11::e '-\1th Your }.1dnd1;iAls .. Not sifre.\\~fBil \,,ru sa~•i\\¼wf fo: do: bufI think it\(hetter fo_:: 
·do ttiis_Etf 

t:::;::s~=~=~~;1dBx-~ir)'1 ... --------..... 
I ~:;z;.l~J~£~ .... ~---:~o_· 

5
_J_l·o_J_· ____ ___ ____.ter?}Cf-Btt· 

S1ibject:cb:,~~bilitf··· 

But; 

¥ 4mi:c¢.1tt-~~ed th. t-----,....,.,...-..,..,.......,.....,.,,........,,.--' F ---'-l-.,-----,--..,,,...----.,......,..,,,.--.....,.,...,...---,---,--...,.J 
Nh~l Jlas-tchecked ,vith too · .. ------. -momit1g whe-n \Ve W'e!e k"-okin~ at Friday~ both dd and. 

- .e-:ad"""··_ -: w-_cer_; _e.a:~~bfeat_-lO o,_:P)i,-S?f!.y¥.'t!4i! c~µs~~:~~ rcAe#jg~ t~~~ _____ phd f c;m·be the.re 
;9?lh dayi:1It1mit '\'\illibe: batl.:1vfotiliay" 
Thanks,: 
P;ete 

b6 - 1 
b7C -1 

b6 - 1 
b7C -1 
b7E -6 

b6 - 1 
b7C -1 

b6 - 1 
b7C -1 
b7E -6 

2 
-1 , 2 

FBI (18-cv-154)-6070 
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Fta;lri:­

S,~".'t~ 
To: 

-Su.bjet.t.: 

c$ttt~~ Petef P'.~ {GDl]FB.l} 
-W~d fl:i?s~:ay) . l\•1ar'c_h ~~;2016-:l;0_:34-i'l'!Jl. 

Pa.g;e'. p~~·:C::_1p)?c:}.ff8.:l} 
R(:G~:;:tn):_!n -sutJl_<l ha~:ctnoaq• 

--:--77:-- Origi.nal tne~iage ~..,-.. .,-
frorn:: ;,$trzo~~ P:eti:rP. {CP) {s:mr1 ... _______ ....., __ _. 
p~t::o_~/23(2q1l_' -p1:6J ~~1- J(~MJP®;no) 
10: , ag:e;, t1sa §;j.Ob\.:;} {1-!:}lfl 
~t,gJit~~-~f:t ~:~d. lm M:s~~h a .. : b- a-_d-__ -m_p_• -od-- __ ---, _____ _, 

Ba-b:~;that stinks~ -atross,-the·boafd. i-tfon"t have·an easy_,u'is"ve-t'for·you on-the hot10..• .. H y-titt·catl't get 
putpefqre 7_. qi):~ #av he _isn't tne_i¢;. \>\"ieH,_ yo1/1'~_:gtiit:1Jrt~ h9<:J'.e to g~~ie SOITl~\•;here•. Yci4-#e:6.n}t¢JY 4i~ 
n~ed -a,11" office t:toi4tT.c Ancl~<ntc!hds: to ~b th~i. Th~re .lr~ at ~~ast 5 ~eoplB i. C8Jl thlnk<i(~ ... ib~-easily c~~ 
go; 

Happy to. i:neet !=.rid~y. Don.'t know lftcl he.invited (rot sa.:yi~ ynu wmildri't-recommend lt;; J jus{have. 

::!it~:!::idt!0~::\1 ~ti~k1::1~t~~~::::~:t~~;;~:\ttt~:i!di:2~r,~::.~~t;:::t1;1;:1~r~:~~~d 
t .a re of the-same rnind: bri that one~ 

G6ing .to bed soo~ 
~ -e" locator record, soth:-afs.qltel 

~-2 :.:.-~ QrtgJnat mes$age .:~~~.:'"--
c,;.:...,.;.~'..;~. tt-ri-:·:.:,.;_ 1·~;...-.. ~ )~..,..-· 1--r.\.f":.i-"""i·-~Co~\~: 

b6 - 1 
b7C -1 
b7E - 6 

b6 - 1 

b6 - 1, 3 
b7C -1 
b7E -6 

b 6 -1 
b 7C - 1 
b 7E -6 

FBI ( 18-cv-154 )-6085 
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1us\ :ey~t,,.. ... •.,.th ... · • ... 1 n ... :_·· ............. ="""""' ....... =""""""""'"'"""""'"'"""'--"'-==""""'o_n_' u ... c ... ·· ..... j ... o __ li_.· : ......... ·-i_it ... 's ... : • .... h.,.a_.c ... k_u..,o_.·:_~;a,,;~O ... · · ... o ... o ... · ._--.... t ""d""6_ii_-'t ... · '\ __ ',,v""·a;;:.n.,.t _t _.,o_h __ ,''-e ... · i:.""''£.,.'. 

ahoutlf 

Jµst propose~Jo, Ari4YJhi3t wf have :a_:pre-c!'rie:et on Fd4~Y~ Think \A,~ :~~~q-it: plus if tviU glv~ }JS ¥n 
opportimity t; sklniny dd.Wntbe rootri if' h~ thl rJks-it's too big. . .. . 

b6 -1, 3 
b 7C -1 
b 7E -6 

b6 -1 
b 7C -1 
b7E - 6 

b6 -1 
b7C -1 
b7E - 6 

FBI (18-cv-154)-6086 
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Fta;lri:­

S,~".'t~ 
To: 

Su.bject.: 

c$ttip~~ Petef P'.~ {GDlJFB.l} 
.:%t¥ttj~y; -M~u;h2~1:~◊l~7:SO·,~-M 

Pa.&.e! p~~·:C::j pyCJ:ff6.:l} 
. . . . 

F~ .. ,d::SensiHve Case Bri~f .. -· ... ·. . . . . .,• 

''"Jonei Robert A. ttt, >'E~W' __ _ _ _ 
'-------1------------.,_,0GCf{-f.-Sl)' ;. "tlifof.f~, .fonathan C ,..._ ________ ..... 

. . -·------------------------------

b6 -1, 2 
b7C -1 , 2 
b7E -6 

b5 -1 
b7E -4 

154)-6097 
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Fta;lri:­

S,~".'t~ 
To: 

-Su.bjet.t.: 

c$ttip~~ Petef P'.~ {GDlJFB.l} 
.:%t¥ttj~y; -M~u;h2~i:~◊l~ ~-;:S~AM 

::_:·~~~=rclffllj! 

r J ___ o ___ n_a_tf __ \a ___ n _ _. ___ c __ ._ .... ·c __ -.P .... --_.{_FE ___ 1 ... Y .... _, _______________ __J'QG~} (FBI)(' 

sm_,-ple~'$~.riofo-lgi_d_h!:ifsE6q·th.Jt-orthe·r.Htit:-emai!totfi~_thain_a.bcove.•iniVnor·tti .HmBaker,d~fer:fo 
you; 

b6 -2 
•b7C -2 

b6 -1, 2 
b7C -1 , 2 
b7E -6 

bS - 1 
b6 -2 
b7C -2 

FBI (18-cv-154)-6099 
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Fta;lri:­

S,~".'t~ 
To: 

Su.bject.: 

$tpip~~ Pet~f P'.~ {(;D}jFBl} 

.:StJfll:laYi Mar,cfi_Z,7, 201t(6:4+.l'-:fl.1 

page, Us~-C: {Q~C}(FB!} 

F~~•tf:: _ ~o~v ti1~~~r1
~ ~m~its.car.idaf t®kJodt•- T:he·\!Vaslthlgtc@_Po~t · 

yyortry.t~~dlng~ lhr~:J~ silong:;'.,ve:ll"te~e:~r~tl~'tj::p/~c-1=\ -'-'-'---'-'-' (.)rigl~~J }ri~~~~ge~:___-'-'-' -
frornrPet~~ L 
~::~~~;:~:!~P.~~~~~11~~}rT~P5:00;l - -
SubJ~ct: Bowt'.llntorls email scandal tookroot ,,The Washlngto.n•Posf 

;:~tt~r~h--::/~ ~~~\<~:\: ~~{;~:.:/,-;~ ~}~::t~{~¾;-~-:l}:: -~f,-~&.'-S~,; iA'i~is\.; ~ini~ B.:~~-~:~$~-:••Jt~unE:ih~--~ t;\:•-:•t .. i~ ;~kh}h:5-~H:::~H,.'3 {: -~~; .... ~~-~\~,.:1~{~,:,-i{~:z~K-. 

tz>ttt/i~.(1:! ~~/p;~/l/?·t1rJ:~il·\J~~~8~,ifl: ~~-~~ --·+:=\~~q~~~~t{~~~t1-~-J~1:1·$.l~;t1)\;:~~;~~t~::_~_-:~%~\~r~~:_.; htth i 

tiil ja.:I)' CAJnf:o.n; yJh{) i~t tlie • time w_a.s. s~tett~ff to.-~ sa~t~t~n'y qf ~ta.te,, cfletk~-~:ec>t Bla~~fl-erfy -o:n • $1'.' 
~lefiiJtbt afth~. !):t (~:pitd_liiithe .D.1~t{ipf :in: J~nµi:r/%PD9; -(Chip Soi.nod~~{! t~/Getty (m:~g~j} · -- ... 

ttm~wYGllntor:(s · ~ri1an prqp~em$ t:iegar1 .in. h¢r f1'!'$t -tj~y_i ~s sedeJar:v ~(~tat~\ She in~! ~te:a_,ut -~i.sf ~g heT · 
pce~sd;iafata~kBe1/y f6f :~H her E'ilJ~lL~ohlmtink~tlh~;; b~it:s.tJe: ,,;1l~ri't~Ho~\ied fot~k~ tp~id.g~fo~ foto 
h~r: seventh~f.loot· ~Wi~e1of o#fces; a. t~cur,esp~ce:lnov,th as . fytaho:~ai-iy•_~O~\!~ 

fpri:flnt◊n;-this. was Jr1tstraHng. -,~s-a po1frka-l heawweig ht and chle:f. o-fth-a ·natfr1n's dip!oma.tk •corps_;· 
~I}~ ·11eed~~ tg tp~q~g~. s tpp:~tlt 9f ~irtl:~il -to ~t?y' C<)g~eet~q ~ti- tdJte~g4}~_s; frl~pds ~nd <S~pporJ.~-~ - ~h:e 
hlit~d.' l)ayi~g:10 pt.ti fief B!ac~S~~f't i:nto a locckbox_bef~re gti,lng::hifo}ie{o\;\/1fqffii:;i; -. - - -

Hef atd~sai14 .s~nror.:offkials pt1s~~dtlffoid-ll: t•1<3y·to ei,_~·M¢: Mar t9 µs¢ the d~vi~-e.trfth~ !?l:?i:µre,are:~. 
But theif ~fftH~i "ilns~tt~edthe d:lpl~i11at!csec(ttityJit;reau; ~tti:~h\~~as ;.vcirded:thafforagl~ intt}l i1g~nce . 
s.erv1~es 'CO:!J1? n~):kh!tt 13{ac.;~8-etrc:y ·and ttan.sfor:rn 1t}pto· a n~_tenin~d;evke, . 

:on Feb, 17_. 2009,1. !'e:s:s th~n •a month ktfo tifri-tort?s. tem,irer thtf issue came, to a head. Deparfrnent-· 
s.ec.yr!ty~ _ lnt£:if l~t1_(Z,~ ~tl:P t:e~hrJ~ti:gy _sp~ti~t l~s,, ;,3 io:ri-g ·1w:lfh flv~ offitj:?{~ frop· tf'I¢' f4 atlqpl'?!:5€qtni:\i 
.~ . .;,..';,~.;_-.;..;..:,,:. :.C:.,·;.~~,./~;,,:__.~•-:~---.-.;· .:~;,-~~'-' ..... -:.::.:.....-~ ... ;-o ·-...;..~:o-.. :.;:;.;...;.:..i~.:;~"~~l. -~ -.-.;=;,..;. --r~-.....-... .; -~:'";:i~.!~ ::-..:..-..... ;,t il:~-- .. :::--·t.-.~ -~....:-_r,~-..... -~:~~ 3(.1!~:u~ 

b6 -1 
b7C -1 
b7E -6 

b6 - 1 
b7C -1 
b7E -6 
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~•:::H<..:Yi·~<i;l'U:it;;::n:!U : m .Q: 1-~l~! I\.J~apy fl:V~¥:1 . .:-\nN ~[tHK~. I_V:V!SJ •. ~ ri:~)' .: t:·.l>;fnaHlttU .1._n <=:·I l.:!>f:\.!> .1,V_'!,..,(!~1¥1 lY.B H::,., . 

C,Hnton' S· chief of staff,. 'While, 8 ~so seeking:: ~mm&ation 0,ptfon5f"' th.at \>\t'OU!rl ·accommodate CHnto..•f S 

1-vishes. 

''Th~ is.s:ue h~r~i.s: :011e ofperson'9l: CtHnfoit/'. on~ oft~e. part:lcipaht~-: in that-r.negt:ing~ ·_Donald HeJd;; the 
p~partinerrt'-s, Si:!~!§r c-0ot:dti-f~t()f~ for se~-t:itjty Ji1fra~trti~ttire,, \;frote ~fte(1;\i,;1ajl ti• an :ernaH th~t. des~,tJb~d 
Cllnton's. inner drde of advlsers as ·''de.dkated fBfackB:enyl adtU~.ts? · 

t!-lht~n useJ h~r Bfo.ck~erty as-the: group continued fohkirig for a s~h:itiori: B.u-t un_ktfo'\.«1n fo: dipkinist!c 
sec:udty.and tedmolog;y offklals ·at.the tfe:parfmeot, there was another looming communkation:s 
ytih,~r~pilH:y: ,ci1:n~9~•~-m~t-kBerr.y ~y~.s-~;igi~allyteth~i~.dito a privat~ ~mi;1H-sel'\t:a(in the:ba~/;!'tnectt pf 
bel"fatnl!y home, spme -2!i0 ·ri-1l!e:s i~the -north-in· Cha~qµ.a,. ht-Y~. t:i:¢¢utn(?11ts ~rid litt~ri•ie1i,vs show. 

'lhos¢., offkiM_s-, tooki~o)t¢ps tp. pto:tet:~-Jh~ s¢hier agaii)sf in\mq-e,rs and sp~l?s,. b,ecause th~y appare11tlY 
were not told about It~ .· 

The \~uin~rah!Ht:y 61 Cl i qt9rr'.sJ:5ils-em:irits€rved s. Ofj·E ofth~ k!;i' I.Jnans.i,v~h~,a q~ecstions at the foia rt of ~i 
st~-ndal that has dogged her carnp:aign• for the-Democr~tfc·pre=sid-ential nornh:1ation, .. 

Sine;~ (Jirtfor{i.-prhiate -eri1l:i:!i · ~-c:c,o.unt .twas br¢oghtJo ilght a vear ago in "' Ne•,.'/ YorkThtl~s rep:prt:--: 
foHo\ave:d by ,rn J\ssod.ated:Ptess re=port-revea!Iqg the-eidstence ofthe.~erv.er - the•matter has bet:n a 
·-o•Jrc··· ·--e· .. ··of ;;..·o·,.",...._;.,:~ ·•·na;io' .. ,:ai··· ;..,:.~~.~ •.,..;r.· i.:~,i.~ ·.c<·r··o·· ~.;.;,;:, ;;..::,~,,,; i,i;,.;a·' i~,~,.,~~ ... s·. ".,.;Jr··-+h· ·e .,., r •e:• ·,,.alo·· m: ... ·o·· ·f .·1·n; ;;o. 'r~ht·: .~~.:. 
~ -: ~ ... :.· .... -. . :p~ ·c::,!H,,.,.~p: .. . '~ ... ·.,:. __ ).:,~ . ·P:~,,:•~.3-.. r-- :..~~.i.-~: b) ~~=> n~=» c: ~:,t~_.- ·_:tp-.~c' .. ,~~-~~: ---~.pµc - ~- ~- r~::.· -~~-- -: ~.: .. : .· .-t .:. -~_~:1~ - -<~) :J 

Act. frrvest1gati6ns WE:?r-e hegunby congress-ionaJ commltte-esand lnsped:or_~ene-rsfs o.ffke.s ·in.the 
St.~te DP-p~itrn~nt find tl,:e lfS. 1~teHlgenc_.e C¢-rt,riu:inity_; 1'1Mdi ref:~r:r¥;d the _ca5s~: \0 _thefB!·ih Jµ!y . 
f af ~; C,◊urit~rln:tEmg~rt~e . pll~~es{:' aft~t: d~t~gf.Jn lng. t~)$t _tl;~ $e.Nef ~at+(ed c;~as.$iti¢d l~at~t·j ?l. 

The .H:H. is nc;iWtfyihg ~o. detet'mfr1e~s.1hether. ~-~tjht~~,,as. c.qn1mittetj·.lh;the h~hdl tng qf t!)at:dassified . 
~n~tel:iaLJH$ a Iso j?1':a njlhl ng \ ... ihether":the servir ~;iaShci~k~d:/ · · · · · · · · · · 

on.=~ h~riqri~fo\i)~~Se\':e.n:fm ~g:e}1ts h.ali:e:·b¢e::n: .d~pioVed t6 ru;rj dou\¥1 lead:$ ___ a~c6:r~ihg:fo:a i~wma:ke:r 
{ , -- rdL- f 0 '' r>.; t J ri •·c · -rt.: ,;-8· ! ' 1 .· d . .L . . ; .• S,.i: ·f·f· • •' i one,e. t1 .. y &! s..tirec or - ames i.'.- o.:mey, Hie t :nas· acce.,erate- :tue mvest~ga.tmn .Jec.ause ,o 1c1:i,1:.s 

wat)~ to-J'fq!d th~ po:ssi b.M!ty. <>f ann?uncing ~oy a,:cuetii toi> do~e to tD~ :~led:foi,. 

The \1i~.slfih~_ton .Post revietved huntfreds:of :•docmnents -and ii1:ter1.iie'i,\1'€d more:than a do,zen 
kl10\Vj~dgeab!e _gqveti,.ment·offkJs~stp unde(St~rid the _defl$io_~,s _·an4'J~e ·fo'.i:pli~~t:io_nt df pllntoi,"':s . 
~diorii. Th~testih:ing sc.and,J( re.vo~s~rriund q~eS:tions abblttdas~iti~d informafl6~, the' preserv~Hotr 
of..governm~nt records. anti t;.¾:g,$:e:etuity.ofh~r e~nali oom~riqrikation~ · . •:. . . . •• .. ·,•. . . . • . . . . . . . 

from the earl! est days,, Clki.ton aldes and· sen-lbr ,offkiafa focused intently on · accommodatfag the 
secretari/s des~r~•~}is~ h€!1' prh/~te email ~q;ount; doo.Jnlent$ gfl~ hitfnii€:li~-s shp\-.1• · 

ihmughout,it.heyp<lid insuffid ent attention to iaw:s: and regulations. go.vemfrlg-_the handling of 

da,s;s{fietl mahirial ~n:dJh~. ptes-e.rit~trcin qf govern:rrient r:gccif'4s( :in.tehf\fy,;-s, a;d ~qct.uil~~ts ~ho\:vs Th~y ·· 
also negl~cted r:epeated\vafili ngs ~:bout th~ s~cllnty. of.ti1e B!at.kBEfrfy ~\thlie chnt0:ri and h~~ dosesi .• . 
aides: took ocivlous see11!ityriski1i. ,usl11g t:h~t1ttset1)et1_t-se~r. · 
.· .• •,•·· ' ....... • ... :-••. •. . . . . . . . . ' . . ... . 

Sens~roffl-~-fob lNOO .helped C:Hnton with her Sfoc:k&:!ny dalm they di&notkno'<N d€talh •oflhe 
h~se,rt}~nl server, ·tneSf:ate ~ •p~rtme·nts~lfl_, eyen tlinugh they:re:celyed -emgJ!s• from her priv-,?t€i 
.acc~Lt~t. On~ ern~-l(~~dtte.n b\ta s:enio?omdat mentioneij the·:seiv~r;'. . . . . 

The si:;~nda! has pl:tted :th~~=1i-.~ho_~av pl! ntorr WilS innocently trying fo flnd:.t~¢ easiest .,,.,.iay fo 
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c,01nmunicate:~g~instthnse: t~,ho say she: piac:ed·he1°i~~f -above the: fa\;\t in a qu'estfot bontrol of heir' 
records. She and het campaign ~lave b~~n-accused -of t,on-fusing:-matte_rs 1.vith ton.tradk:tory and 
~volv.hig st~tenients thai niih}n1lzed th~ i.o,.')~eiiieinceSM fo~." aitit:n,-i. . . . . . . ·. 

. . 

{Hntqn, 68_. de:d!-ried tp)ie- int~rVi!i:1¥"'.WL Shf!; ·h~:s s~Jd · ~p.e~t~fl!y that b~rti?12 ~r the pdv~t~·s.etver\y~s. 
~nigrt ar1d.thaHnei~ is iio_ ~vii:ifrice pf~n\thifrtisio~. . - - -- - - - - -- - -- -

:1n · a sitvvs c:o)tfe1;et1~e Jtt?"t M~rch:; :slie-~aid: "''1 opted.fgr co.nve11iei'l:~e·t:o tise:h')y, pe1:s9~a! ~n1aH •a¢c9~itt, 
~~·hkh" was a Howtili: by the'·s-tate D~paitinent,- b:eca<lse t thought Jt \\,'bukf..be:ea:sler. to cai:i-)'Ju-st- ori~ 
dewce f_ttr my wort: .amffor rrtY _ person_al. ~malls_ lnstear,i of tiivo./" . 

Dtirliii:a Democ:r-at}c {lebate-on fv.larchB;; -sh,e acknm.vle:dg~ using poorj~cl.gment but ma.inta.foed•she 
.%~'.35' perlnitted to: !JSJt her O\tV(I s:~~•~r; /"it w~.sn't ;he ~~st ch:tttl3e~ J ina(.i~ ·a ft)SStake;. !t _\\13:S:: t1Qt 

P:iobiblted~ Jt \t.raf rfoflh .any \~.'ay (H saHo.~\1ed." -

T~e-~JnfcH,d:1,g\st~z o~:[Jl~ton' s ijs$~h,ef)t s7rv1t ha;.~Mt.;~~:~Q a~"~~ot:qte~:: or ~bvei111i~~ht ~rans~r::7n(:y 
andmy~ti:f1e-dpo!h1¢,Hsuppotters- and.;,tjvers.an.es ahk~ .. -1udge. Emmet G~ St~Hivanof:the. U.S. Distnct · 
Co,urt :ln. Wasl1(r1gt:oni o~ ~'-' \<vhct is pr~s:i~ihg over one cif :the· FOlA law~ti it$, _fu! s expte5.5e:4 p.~ul~.:net1t 
t>:~'?f :th¢ affai •• H~ :n,otied: Ui~{CJit\.ton p.~Lth¢ $tMe Qeiici{jmenl i rt th$. !=i.P;;irJn qf. l)ay:lng td. a,sk fw/to, 
return ihm.1s~~1ds ofg_ove-rnment records ~ ·her. ';;VOtk em~H, . . 

''Am r m~ssfog_.<somethfri:g ?" S.u! !ivah ask~d du:d.ng 3" _fe:h. 23 heating; ~'Btlw Jn the \i:•ipdc:1-co~-ld this. 
ha:pperiit 

HUia fy {:.Hntotlh~g~n:prep,a.rihg J{}. use :the p-rlvat~. has,emient: server. afief Pr ~sMeiTt Ob~iJ1a pkl<ecl bet 
to h~J,i.s secre:ta:ry of state in NoVf!ll1bet200Si Th~ system \<Vas 4fr~aqy in µlac~. ii ry~\i b~en s~t;o~ for 
f¢i't'ne1' pre~i~¢Ylt Bif I CH nJbn,.11vho/ ~sed it f4(pe~on.M~~d Cl ii1tori fouridahott _pus.) ne~~- . 

EjgfJtBays Jater, s_h~_v.,.a$ sworn ln at s~i:tet~ry of sta.te. A.rnqng'the multitude of chaUeJiges:she:fac,ed. 
was. b~w fo lnte;grate emall. kito-her Stat€ Depa1tirietrt routfnes: Be~~ use dinfon Ql.d ~ot. use de.$kt6p ·_ 
cor.n.:p-ut~rs, sh~"re~ioo: on her-·person;l ! eiackBitr{Y,_ '<;\>;Mch she~ad st~rted usiog three ve~ffS eadie:r ~' .. · 

The_ ne\,f pr~~iderltw~~ tll~kiog -broad :pnin1Js~5: ~fuufgo~mn1~nt:tt-at'l5par~rn:;y that hail' a b:ea!'lrig .oh. 
cf!ntor{scomrm .. mkation.dmices; ~nmemos fo· his.,a_g~ncy chiefs~ bbama s.aid:his-adrnin:!strntion: would 
promote ,ac¢o.uh,tahiHty througry th~ disdosure. ofa ·i,vide. array o:f \ n'forma:tfon, ohe p:art •df ·a _1'pl'tifound 
i1~tiJn~Lro,1i1mitinentto e~s.ltrfhg ~o~eri go1.1emtnerit/ ' Th~t-induded );'1◊rke-n1ails:. . . . 

o~~ Yi~r ¥adi~r; d:udrig h~t:o;~:rrpresldenti~r :~~1Tlip-aigh; qlntor:i had said. that if ~~ctt:!d" ·~\Ve wiff adopt 
~: presmnptfon of opetmes:5 and Freedom oflnfor-mation Att:·re:qpests and urge ag.end~s fo release 
Jrifoni~at1◊n qu1~MY.:'' · · · ·-

Sut-in :tho,se fkst te\.\t days, Clinton''~ senfo.r·ad,,iisersw.e-re--a!read.y·taki:ng: steps.that wouM he-!p--her 
.d ri::4:1i1,tentthbse hfg h-f Mv)o vicntl~, :accohfing: to a t:h~fo _of. i i,tema! Stat€' J)lipattfa.emt eniai!s !,~{eased 
td Judidai Viat~h, ~ conserv~Hve,·no,lprofit -oiganfoitiori suing the governmenfciver Cilotoif s emJHs .. 

. .,• . 
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Cheryl. Mil lb., \<~1Q.serve<l.as.fHH~I')' C.Hntori\, tl¾lef · ofsfaff~. \••ion<lecred ff the State Oepaihnent t,o(4kLget . 
the .sepetary of sfate.an ,,€mfirypted devfo~ .. slich:as the on~ . .frmn the .Nat~onal Secudt.y, Agency hsed by · 
:Pr¢!;,id~~t 'Qb$~\a.. { FHi pp6 i\1pnt$:fqit~/AnVG~~t ihi~ges} . . . . . . . .. 

l~adlng $~:t gffort. \.vas 1\>n1 i~; CJintqI1's cbt~f of sta.fi\ ~he: wa.:s jo1qgiJ. ti;y Qh~to~ advi~~r: HfJ!nt.a. Abed! 11,. 

1J.p1e.l's~n~f~tf Piiiiitk~ei)n;d~;: ~.nti· t►.hvis fok¥::;5.i .. ~ i:enapr ~ai:e,er 6.ffi~fa:! ·. i;~ho s'e.r.veq ~j :C!iritoiV:% .· 
!O'gistks-~Mef .Jhe!r:foq.us \;VSS 00 accornmodatlng-Cjfoto,ri. 

tuk~ns.Jesppnd.~a.tnatii~m"€$:ev¢r@g,. s~'\/iiig he ¢:t,uld help s~t .µp: ""? .:stand. ?!one. ?CihJh!? ·~crets:cy'~ 
df{ke, • connected"to..tbe k1femet·{l;n.tt :not thrpugh Ot.H' systerr\) ID :e~ahle her. fo: check. h~r emails fro.in 
he-r: dJ s.k ;;: . . 
.. . • . . ,·•. >.···:· .. 

Ahedkfand MiHs.ded!hedtcr corrimentfoithis aitld~,:: acc.ordsngtoC:i!nfuns,pokesrnan BdanFa:ilo.n,. 
l~kf-:!1S••afaod~tJinet.l'.t:o·q~mrne.nt,.gtt::9t~}f1Jrto,h~-S~at~ ~~~m¢nti: . 

Ast.1n4~r..se-cre(pfyforma.n~g~mer1t $et10:edy occqp.ies a ce:nir:aJ-rol~ 1nC!intor/semail-s:ag;a, The 
4~p~ryn1ent~ckn~w-1~ijg~qth~tK~htj$~Y, £l•s:p.art qf h~ .~1¢p'nai l'l\itre$,. helped c:Hritqri \.V~frher 
-BlackSet'ry', • aut i~ i :sta~mentl th ei :dep~rtt~enf s~1ik "Vn,derSe·cret+3ry l<eoned\• m~ Jotalns.that: he 'iN.35 
une~v-are of'the -em:ail server •. Comp!ete-h(sfrparate: from that issue, Uhtler.S~cretaty Kenned\t was aware: 
th.at at :th¢ ~~.gloriUi_g Of her:t~n.t1rt1ii :SP-cr~t;~ (:! ihtqii$ .sfaffv}~s int~r~~te4 §i·fseti;ii,g up:lt tp11'ipl;lt~r at. 
the. Deparfrnent..~o-ske i:qukf..~maff her fa·h~ih/dtJringthe wnikday •. 

'''-ti$ \\re have· Jit·evi o.0s!f-rtt~d~ {ll~aY-'-- .h6 .. stath t-ot,ip:gJet: ~W:i~ ev~t s~t tip-. Ftifthi:! rrtidr~\ Urider: ·$edet~t)" 
Kenmw~· had ve1y littl~ ins~ghdnto-Secretary ch.nt9n' s. emaiLptadia:s 1ndudinghov1 f:re:quendy or . 
n1freqµcittfy thecr(s~c~tatyCHnto/1 B~~d\emcH.IY · · · ·· · · · · · · 

;>~s it:bappened~, Clinton \<;.,oulq ne'\.•er h~v~ a ·govemment Bfackfleny, p~rsona! romp•uteror em~ii 
atcdunt k i~qu~~ f6{'.~: s.~cyre tt~vk~fiom:try~ .~SA".t~s· tehajf~a-~-tthe Qtlt€~t:; I';fhec ftH·r~t1f,Stq~ pf 
the: :a{t is · not tdc-user friendly;; has tto. inf·r-ashuctur-e; atSfate;; and is -very experishie"/ -Reid~ the ·se•c.udty 
offithal; .· wrote:ln-~.n • en,~H·ofl · Fe:h, 13~ .· ad.di M th~r :"each·tlm~ '!:\,<e•, fisked the .quesHott.'What tvas the 
;~fonb11·foi' eotus:'1' 1,;e i-J~re po~it;lyiJtd•th shuE•ti'.P and:coioi-i•1 .· . . . . . . . . . . .. . 

qinton t'ilotild. c~ntinue {o.:us~ her•tH~pk."Se·n·V fcirvlrtµ~ih•. ~Hof h..efgri\te·mme~t i;:qm:rriunk;$tion •. ~tJ\ hot 
on Kifahogany.Rh,N. · · · · · · 

Het ffrst ks1P:,,,Vn B!~pkBerfy:ti4ri;ln\t1tikatlph thro{tgh-flte ~setn:et1f~eK><:!r tan1e' onJan. ZBt i009~ . ._yheh · 
cHnton exd--ianged notes with Annv t~n. 6~v1H ft Pe:fr.aeus, .then cbl~f or the-its~ C:e-ntra~ cornman:J,, . 
arcording to a :S}ate:Oep~ rt'i:neiJt spo~'¥S\\10TI}iln.i .ff has .-ti?theentel¢ased,. 

t . L . -~h••. ·d •t .i.i !;. !;.• d•,i.i.. . . . . ,-:\>,w.<•••"c""•· " "S•,:,;,~\. __.,,,,._ d:d•:: .. O, .. ' · •·. •1..-.+.:h ,..L :,.: ,,._ ... h• • ~ ff'iN r-n•e.\iv. t• •. ,e. e -~ •ri.s -.~eui n .. .. i.ie·. ne1;v ,-A! , •• ,m., qt,.,,<'-~"~,•~--,~ i . .a... . ress., utlt-net,is arn.1tJ~. . er u JO,Ce ·t,O . use -~-e1 

~ ... ~~ · §faclBerr-y .sptgad Jllllckly:a rnor\g the.-d'epattn\'eQt's• g~plpmatip s•~t;}iiity •·~ 6~· ;,ihfg!!tseoc;~ . 
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Their f~ar.s·focus-etj -~ff th~ S!?\'.€:~thflq~r.. -w'.tiich, a:dticade: e~:r1r~t tvii:J l?ee/1 try~ :~rs'~tqf-lltisslaq spies -
'-~ho rrianage<f tq plants l!stenih:g: d~vke· friside: a decorative i:hafr ;tall· molding iioi f at-Jrorn Mahogany 
Row, ln more recent Y'¢~rs:;1n ~ :s;erjes 9f\v;tje:!:y pupli~beq cybe.r:-~tt~.9ks, hackers. brea~:~e-g tornpufe'fS. • 
att_h~ :d:e.partm~nt 1l6ng ~~;ith t!,osa ?t_otb~r.fe9eta,t agencJ½s ~Ocl se\teial · rn_ajq.r co~rations. -- - --- -

. . 

TheSt j:lte. O~pttrtmer1t S'fC~fflfy' ¢.ff!dal~ }te.t.e dlstres,s~ ~bot,ttt~~ p6$~rbn ify th.at Cl'Uitpn' s_ ~l.3dd3~rty 
¢9uJd: ~e c'dm.p(Olr.iis~~:fand tiseo: for ~~ves:droppJr:ig~: dbc:ui:nedts ~nd ·idt~iii{e\vs· s.!fo'itv.~ - -

.A,fui;r f~~ .rtie:!¼tln,g)m E~l,; '17 -~,.1th Mllls_. _ ~ecWlty o.ffitsafa jh -the d~partr,ne.nf cra.£tiai:i~ n'lemo_~boufthe 
dsks.<And among tbemselVes.,they. e;pres-s&! c◊nt:em thatot.h~r<lepart~~Jt~mpfbyees t~,d~'.t!d follo.{~1 
the: ''lfa:~ ~x~rnpk~<~nd ,seek to. µ5e fr~~etci.ira Bfad,r;Berr,y~JhemsBlve-$;. em~Hs shq~v~ . · 

As they \<\<'Or.k.ed ori the nJen10;, they. \,vere aware-ofaspeech delivered tw- Joel E -m,enner; -the-n. chle-fof -_ 
~otitifairi:nteWgence._:att~:e-Office Qf th:e· pi1:~¢~or: qf N~tiogal !n,te!lig~nc~,;c 01t !=eh. 24 at_a hqte.i ·gn 
Vleo6~~. Va~, :a: Stat~ Department (fo-cfan1tnt' ;ho~t,s~ · 8-reriner· urged. his:: ;a J~iend~:to corisjt{i?r -~•ihat i;oukf 
have happened to them during a visitfo.the £:ece-nt H-eijl'ng,Q!Ympks:. 

•''Your-,pho:h~ or efac~Berry couJd ·h~~,e b~ehtagged,tr~tke-d, 1riot11fored an& ¢xpiolt~4~t\i\;.i~~n Mout 
di S€:fl1barid t)g_ th~ ajrpi~ne ~nd _feijd\1 pg th~ t~)t.i. st~nd attlw. a.irport,/-~i'~nner s~kt ?Ai:1~. \,vh~n \".dif 

pmaH~d p·~cl{hot~e; ·_som~l of-a!(qflh¢ rn~h•i~r~. tl~~w hijVe -n\1gt?teq to you/hoine-·se·iv~? This i~tfot 
hypothetkatt -

At the Hme;J~iihtbrt hadJJist {¢turned fro~ an.dfk.l<)! trip titat:tookfieYfo Cfifo_a antlehe\vh~r~in ,Asi~. 
She \:'.i;;.lS •embarking on -another foray to 'f.f¾e Middle EasttHid Europe.: She took-her siackBerty· vAth· her. 

·'>'.Ou:nevi.ect,$1. raafflm1s. our biilief that the vulnerab!Htie-s antfrisks.assocl-ated 1;,;vfrh:the use-0f 
Biackbet't'ies ki th¢ ~~hog any Ro~v fred@cted}tonsidet;ab-ly:oµtweightrye cpnvenle~cetheifqs~ :catj add/' foe nien,o ~~1d. - - - - - - - - - - - - .. - - -

H~ erri_p,hisiz~& -"'-Any·.uncl~$Slfled6h:ic:~berry fr;. highlyvidner~ht~'fo-~IJY settfogtpfomotely and 
covertly mot1ifarlng_ conversadons, • refrievi f.l:g e--,tnaHSc_, an-d .. e-xp!oRliig calendars;'' 

iJfoe-days·!ater\ Cltntor\tokt Bosvie:HtHafshe had ~.~cf nfa nte·irfo and ·'"g¢ts it;" atco(dingfq,ai1 ~ma.i! 
sent by a. senkir d1plomat1c 5 ecurlty offi('.sal. ((Her -attenth:m \'\1aS -tfra1,;•.m':to .thes.entern:e-that rndkates 
{ .Oh:,lom~t:1{:: :S~cudty} have. h1tfHigeh<:'..e conce:tt! lng Jhis. vulnecrabHHy :dudng he-r f~teht· hip to: AsJ~;, '' Jne eMaiL~i:fld. . . .. . . ·• . . . . . . . . . . . .. . . 

Th~ s:J?rJ~r. iNas:'nothkig 1",en1ar~abie; the k!t)~ ohN:stem ofte11c used.hy::sm~U husi"h~s,ses; aci)ording to 
people: famii i ai \~·frh its c;oilflgur~tfofr ~t tri/ end of h~i ten tire,_ it. c-~ilslst:ed of t~o. off ~th(i)5heff setv~r 
computers; Both were,e-quipped v.,fth anthikus sott\lvare/r'h;ey ~\'ere -Unke.d.hy cable to a local l.ntemet 
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f~11,v.-t:~i!dhave. ktJO}\rn lt,. 9ut the'er:nali ·system ~-!'.}~rated !_11 thtis.e firs.t.ti.vo rnot:ith~ w§thoutthes.t.lnd:a-r¢ 
€';1C!)'~~pti g~h>eraJ Iv'. t.is~d iw1th;i:i: h1tefoet.to protect:·t o"!llmi.1hl¢<1t]ofl, ac:6<h::d! ng •t¢t ah ind~pe:liclcent . . . .· 
.anaiys:ss :inat~;:enafi Tnc,, . a cybersecurltyfii-m that specializes ·in the. enc r.yptfon,process, took . .upon· 
ltseff fi? :plibli3n ·qn tts ~veh~ i~ .ffre(the '?c~ ndaf-bipk~. . . 

Not until M.ardi 29:;2009. - two month~ aftetCJJn.ton b£,gat1 usi11g it .- did the.se-rvet' ·r:ecei\<-e a ;,digital · 
t:~rti{k,ate,, thici{pt'qt~d~d: cbr1:mµrlkatfon dVer th~ I tr.lei:h~:t · thr◊~~h: et1trcypt1tm, ~c~ortHng tq Ven~fi~:s 
a~aly$is, · · ···· · ·· · · · · · · · ·· · 

it ls. tiriknow11 t\>fl:e:th~t th~ .syst~fo:·h~d-so!1'te tH:ff~r\~fay tQ ¥-riciypfthe.:e.lnaH traffk ~tt!'n(tirne. Wifhouf 
encrypdon - s pmc:ess .that .scr:ambl-e:s com.munkation for any.o-,•w·. \vlthout the correct key - ·email, 
~tta¢hmen~_and!'i.ae:s}y.or~~ 9re t_ransroi~~-in ?-l?hi:t~~t. 

"That means that anyone co8fd,have ac£1?ss:ed k An,{on~,•• K~vih ··soc.ek;: v.k.epr.:es0ldent-0fthr)?at · 
hitemgend~ at :Y~e:n:afi; ttjtd Jhe-J?ost •. 

The system had otlier f earures :thatma~e it v-uJner:sb!e tt1 ~ien~ hackeI"S.i Jnd_u:d}ng:_ ~• soft'iMare 
pi-ograhi th~; ~t:fa~iec! ui~r~ foJ~g 01'1 ,clk~~;; ff9rri th; V{q~M VlkTi Wej:l.; . .. . .• . . .. 

Fovr ¢ompuMr--:s.~cu.ntv :sp::et~~Jis.t:s il')t~-ry;!ewed by 1'he· PQ$t $aid th~t sµch :sa systerrr tqu!d ii~ made 
t:easqri:abfy: scec;t:ii'.~ buttha-t it \.voJ!d ·m::ed co-itstadt JtibrHtoring by: people ti'a!ne!tto-krok :fot; · · 
jrregui~rit~es inth-esetver's !0:gs.i 

''Rli:-d.afa of this sen-~iti\;·fr:i , ·: ·. ive \~oukt need ats rriinJmum a smill team. hi dd m:onitoring ~nt! . 
h .. rdenl'ng/ S?id faso.n :f 0$$$:t, a cptnP'µter~:security sped~ji st at the Si\NS institute., \,\'hl(:h_ pro:tiid~s. 
C\•1)e(se:C:qdtit~-alning ar'IJ\lfld \he \t~tlij;_ . . .· 

. . . . . 

The· ,11.111 C! lriton:h§s sakt m~h1ta !nf!d ~nd monltQred_ h.er s~rv~t 1.,\i8s Bryatt. P-agllano1 1,vn9:• had ~vocrked 
as the techhok>g•1t cbie:ffor:h~f :poii:tk-~:i .· actlhn bon~inittee and hti·. gr~sldentlit. carhpa1gn: lt is not deaf 
whether he had any he~p . .-Paglfo no. had.afao provided· comptrter services to the .c:Hnfon familyc fri . 2008;; 
be recei9e~rnP:re than· S?;ooo fur-t~at ~ir:6rk~ a_cc6tdingJci fk1a.ncia.) discl~ure st~tem~nts tilnl~d 1,vith 
.. t . ·.· .. · .. _ ·. .. . ·-. .·. . . . . . . 

t~:e :government, 

in M<iy.ZOOS,:\•iith ~~nneclV ~ he_tp; p·~gHano_!at1ifeJi.. a.-Job ~s a .. po'Ht1~:ai .e:mploye:e :lri•fhe:State 
Departments lidi~·1sion, docurnents and interVie\Nsshow, ~t w·as an urmsua! arrangement. 

.. . 

.Affue · s:arne • nme, .. P~gH~n6 ippare.i'ifly: ~gre.~d to. mJfotafo the ba~emet1t.s¢nrei; .bffkfa3!s frrtfl~. fr· 
dh>i$ibn have told fnve-stlg~fors:· they could ni.J-t rec~ll prev1olls-ly htr1 rtg a _politfoa1 aJ}p,t--i1ntee-iThree of . 
Psgjianrj1s sup~rvl'$qrs. alsp toMin•,iestig~t,i:ws they hi;td t;,q i¢e~ thatCJin'.ton ti:s~{,i -the ha-semen:t ~erv~r 
or th~f.Pag!fano 11~'£iS ri,:Oonlfghting 6ri. it . . . . . . 

Through an. attcfh¢:\•; · PsgUanf} HedfrieiFa reqiueist lroni. The P.ost foF .a.n h,H~:rvi~t.v, He· .aJso r¢foseaa · 
re-que.stfi-om the- Senate-Judidary 'and Homeland Security and Gove·nimentai .~ffair-s c.omrnittee:s to 
dJsfU'S:$ bis re1fo. Ort Sept.;, _ZOJS,. his .~tt'<>tn~yto~d t~ec comml.tte:~sJha{ h~,\tvcti.t!d inyoke. hi$· Fifth 
Ari1~ndmentdgfrts· if: ilrn/~#ernpt.wa$·,,n1d~:fo .. :c6mpel his t~stirn9.n\i. H:e:\vas laiergivenknrtiunitt :!Jy · 
the Justlce · oepartment ·1 n exc.hang~ for his. oooperatlon; accon:l:ing to articJes. lnthe. N~:HiV York: iimes 
arid The F'.#?:t. 

. . 

lg a stateme-nt.,: Cliritmfs camp?-1~:ri ~afdth~: s~nter w~s protecte.g l.;ut pa::Jin~<l:topro-vldeted:inlq--~j 
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~'Th~ set.1irlty .2nd l ~~~gdty of: ~ett~ r-niJy' ~ · e.l~ctrpriit- cp:mtnUni~tlon..~ W$.fta~e.n · seriq,i:!;;;lY 'fron,: di:e 
ohs-et •.vh~"' ih-vasllr$.ts.et Jip fO.i: ?reildentCHntciif {teadi;_"·tte s,fat~foerit ?,gld; 1'St,ifflc~ iffo $t{y, 
.robust protedlons were put¥1:p!ace-,and additional upgrades and tec:hniques·0em~t!oy·ed over tfo,e as 
t~•eV b-kG_1:mje·?v~1.fobie; Intl !.icli.i\g ~01'ii_4JUng,: ~hd .~nplov.1i1g·t!:tfrp party exre:~-,., 

Rep. Susan Brooks {R,Jn.rf() speaks as plles ·of lm !ary d~nton' s ,es.malfa abmrt Ubya are :seen on the. 

~~Mt::h dfrdog .,a hearing befqre the+fo-u.:se Sg_l~ct C:pm:mitt~e J}tf B~rghaz-i ori C,tpito~ HH! 90 Q/:t; 22~ 
{Chlp Somod:e:.1.>i!l~/Getty lm~gesJ . ·. ;'• ,· ·. 

1h¢ iH;111b:e-r:ol~ti'l<;l! is mqv! rig Jhrougfrthe. h~seri1eht ~ystgfoJn~re~~etf quickh/ ~s~!Haty ~liiiton doye 
Jnfo.the e-nd!ess.detalts of hergfohetrotlJn:g f.oh. · There 1;vere 6:?'i~20:- in ,all. an ·average-bf :296 a ·week, .... -. 
r}eady ·1.,3QD · a.· 9iqn1h, · accqrding to 11µmbe-r5: CWiton later repo:ii:ed to th~ .$1:~te !Yep~tt_ment: .. A~w.t hsff : 
of;:h~~ weie ~vo:rk~rei~t~d. . . . . . . . . . . . .. . . . . ·.• .• . ... . . .... .. . . 

_Het' most -fi::e,quenfcor(e:5pp-fl(f:ent was:. ~1ms:~ hcer_ cMef ,pf st~Jf, · 1,,ii:ho Si'!!lt thQ'l/~arids pf rtot;E?s-! N¢~t ('.anie 
Apeq!rt{ the·d~pufrchief of staff; ~ndJacob SuHiv~n, afso a d~puty d:1ief of ~~ff, act.6rdii1g to-a taify by­
The P:ost. 

The majority \;\l'ellt to two differe-ni -~dclrasses that CHnton sometlme.s use-cUntercJ:ian:geabJy .(}n a Sin~f~. 

:chaifl_: .Q~·:;~~~~~•l .. !~d/?:;l@)~:/t1tr?J~~f~~ ?~~?~·.~~~::~~!· ~ry4'.:f ~:tt)~f):·/~zf} f {it~·r~~~t1~1~❖~?t4(,:t-tit~?, _-:m·~-~~~ :tt- ~try~e4-~:~~~ly 
a-pp~i-~dt that the ~ma ih/w~r~: ncitq)rt1Jrjg fronror"going:t6 p go\terninerit addre~s. 

M<>st_pf her ~01ijils. ~\t'el'E: routine, indudi ng. tt}O.$€ se}1t .to Me~itjs:. Sorn~.; !l'iiolved the cqqtdliii.tion .of 

eff6ifs tb oa;g .an:i to Hahl b;, the,State D~partrn~nt.and het :ht~sbahd~s Ne;'l•\' ~(ork;b~sed Clihton .: 
Fottridatfoq·- ·no~? ~h_at.m~x~d &ovep-tn;ient~nq f_amflybusiness:;t~eenial~s ~how. 

Others .kivo!ved ·c! assified matter:s,.St.ate- Depa-rt:ment and fote:n igenc.e C:o-r.nrnunity .offi~iab have . 
d#termhed that 2. 093 en,aH. thains c,orrtained da:ssified Jnfonnat foh; M:os.t of tbea:fasslfled entai!.s-
· ... _.· .- .· • -·. ·::;. •. ·.· • _ . • , .•. · ·: • . . . · . ·•. .· -;.· -:, . · ... _: ·.· . : ·· .• _; . -;/ . _ ... / ·: :-.- •· • . • · _,: •. · • . • ·> ·-.-. ·. · ••. ·•·· : •·• . . • . .. · .• : . . ·.: • ··· _· • ••. :. 

h,h,-e· .beet1 fab.e-led::as . "c~mf.!dedt!,q)/ th~· lo~\l'e-s:t !ev~! Qf dasslflt~dori:. CH11-toii herself autho~d.104 
emaHs that c.ontakied dass'1fi:ed materi~!,.a Po-st an-aty~iss. !at e[found~ 

Before thesenier rece~ed a d!gitaf certiflc~te mfiddng thii use bf standard encP/ptioni Clinton arid her . 
.:iki12s.e~-c~an,ged: ti9"t~s: tQ1:.1cMngot1·Nort:h Kore~, !vtexlcoi- Afgha1i1s~~t1; triilita:ry ad'\ifa,ets, 0.$. ~1-petadons 
~nd~ hriefH)g:for Obarna'. . . . . . . . . . . . . . . . . . . . 

. . 

Clinton ad~Jsei---Phi~ippe Reihl?;? \.V@te .? . note··t.o .net a boiifAfg!)ani:sfan PresJdent tfamid·.KJ3 dat_ ije_lhes 
?tariid hi~-i1ote tty ~~nitftding diiiton that~einei:\;. ~• clo~e·fri~n~J.eremy S~s.HjS::fro,.v fciA Ditl?ttor Leon 
·r:;J· Panetta'.'.s:.ChJef.·otStaff/' The r.est of iftE no-te:v,,·as:r-edaded be.for,e.r:e!ease,. under-gmuni:fathaf 1i. 
"yas. n~tipn,a).:securib.t-sensitwe, 

. . . 

¢.n ~~ntJay, r,.,fa.tth .29, .2~:.Jt.Jst hours. bef9:re: stan~;laj eni;ryptson·q.nth¢ SefVet beg;nv Sulliv.srt 
'2!naH~d chnton -~i dr~:ft :of ~:-cohflgehtial }ep.ort ,sh~ \>va$Jo m ak€· ll) Oh?n,a. ·"Attach~4Js· a ,.dfa.ft of .youf. 
Mexko trip .report to· PtfrUS/' .StJlHvan .·wrote. 
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·frrthe-:h!g h~p-t~ss-lJr:B''i."lorh{ of d)plomar::;y,; .theshar.!ng.ofso.cb .. mate.rfal h.ad\heen·:a· dlsfr~-e·fbut ·c,om:n'l.on 
pi~d:kE?. f crmi:I (ty ye,ars. omr..:lais \,\ihq tn~n.ag:e- p.tt>plems ""fOtn:i~ th~· dock i:eq1,1Jfe a' nt.'!v.~1'.0 errdii~ HoviJ 

pf ·1.ncjsiyi:l _inf ptf:n*ipht0:'.:rh~•ke)l11J~Jy)le#~-ion~, 

Notari cl:a§smeit ma~ria! ls .. eqm~J)y >~nsittve.Much oflt i.nv(!h'.'eS: <Us(:u::sskfris.-apoµt-for~ign countrl€S 
oi:_ i¢~der:S:. not inteHfg~~~i~ ~cioic.eis 'al1d m.eth<i?ii. \N&rtingi.vlit~:d.asiifled :n~~terials ~~n h~ . . . . 
cumbersome and~ fr1 the ~as~ of 1ow .. fe:vel dassffit~tltn,,. • ann~yln~, 

Qr1 :Feb .. 10,, 2010, -.ln ,i:lffexthaug.e• \:Vit:h sumv<cm,. Cl:itrt~1.ye'ntet:f·h€'t'.fr.ltstraHon bn~ clay:\:¥h~n she 
t.vante# to-.ma c1,:\~-s.tate:inent re~_.ardJng Jos~ M}g"<l.el tns~jjza,._th~n secre-ttn-y.g@'ner~1 Qfthe. Ot;g~Itlz:atl'on 
pf Ainefic~n :states.. _SuJ)l""~r( \~'.r?.t'e toa;t -·he cotild· '!ldf~~liq-1:t tp fj~f i rhmeci:lJateN b:¢c·avs~ thii. 
_j -·•·• ... ,+:· .. + L _;..;i •.. , • • . ·+• . ~to .-· ~,f{ d. ·• ··: ... , : . -uepai .. mer," ·i ,au. put fo-Drt '-t ,e c.J.a:s.~l,,.e •· n.eb\i'OT!o(~ . 

#Jr-u~f njei. _! ~he (e yt>µf ~!:(<1spe~~i.µ.t;'r_ ·-suH hian ·li~itot.~'. ~BttftifiMLop_s t.:qriv~~ :it. fii ·dJ¢ µhcJ~ssifietf 
.emJil !-VS>tefo, there: ls no :ph;:skaf ,;vay for' metb• em[,~, it~. i can!t. eJen: ac&e;s it:". . . 

f ~tty on· l~ne17::;2t.rll. CHhton·gre\~ in\paHent as-s~~-\v"~lte:dJ~r "talkfr1g po.!n't$" ~Qeut a _s~hsifo.i:e 
matteft~:rat had to .he-deJi~~;ed:vi" a a secuiejl he.~ 

~'Vihaf s;he-i>¥~s: .. as~ing• -..Vas th?it -a:nrtnforit1ilthifr. th~t:c~u!d: he·trat1~mRted or(th.etin¢~_ass!:fi~:._sy.stk:m•. 
be: tran:s111itted:;{he S.:Hd~-··rtts \,vroi1gto suggest. that.she ·Was fe.questln:g:otherwlse • .Tqe State·· 
Of paJtrn:eti.t J99ked,foto th1t an-d: · tqnHtrn~d: .thaf0t16 cJassiftii!d° n,:~t~riM ht.a'% s•ent \hi:ou:gh :a·· nbh~sec.µre 
~-~~~ •· ·• . 

Set~dty futnafo:~d -~ .cphst~nt ¢i9t1~:eth~ Ori. Juhe JS, 401$.~ ht re~Whiitto·: tepotts,th~t -;<~tii_~H actdl:lfrt:$' }jf­

go~iBmment workers :had been ·targeted hy ~'onl!ne.a&ve-rSades/'::a note: \:Ventocit aver t:Hnto11~ s ncarne 
tfrging d~parttntstJt e;mp!oyees to ,.;a\<'oid tont:h.1cting offtds t Departmenthus-ines.s· -frot11. yo.ur:-personai. emai1ccoctnts-i . . . . . . . .. ... . . . . . . . .. . . .. . . .. . . . .·. . .. 

Cha:irm~.n ·rrev :<;'.0\'¥'4Yl R~S:J;.1 an~ m~m~rs of.::tp~ J,!99se $ifiecf.CpnJ(nfttee ._qh ·: tti?_nghaij atj:dr~s$ th~ 
fi~<iii,gs_bffortrief s:~ci~f~:r.v ofltati HiH~ryd-infb;ifs':p~ts6nal: ema11s ~drit1£:~:ruih~s£ohfon"nc¢.st:th--e 
:, : , . C. C 't·· i ~ ,,;il I ·2·r.1·J£ i·G··. -~- •;....JL ··o·: .. ,.. . ,.i •. ,,,..;: .. t. le,.. . ' s· ,µ .<Ci, . ap1 O.{ m 1naf,t)l u <,.-:,. t a"'-'ncna . et,tCZy~-.f.ci·e.tc l .1 mag:e-s ( 

fa. P~C€mber :2ott near: the ~n:d oft:!lnt~r(s. tem.fre, a nonprofit.group. palk,d dtlz~ii.s for-_ResP9-n$lbi iiW. 
and Eth lc.s in:\~iashing:ton~ .or CREW,, filed a FOlA reqpest seeking re£ord-s:.-abouf her einaH, · CREW 
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Qther_reqtle:s,ts fpcr C1h,ton: re,qirds. m:¢t .the sah)~ f<3:te- vnti l the. Stat~ Oepartfylent (ec~lv~. a · d~m~ nd. 
fr~riih~. n.e\vl:Y fbmted rfou~~ 5~1$.ct Comrnine~ •q.f1•~~nghijzl • fh)ttJY: 2014~ Thi; 6omn1iitee \vanted .· 
•clii-i-ti;m's. erm,il!,-among i)therthli)gs, to see ~-..ihatshe·and others kr-1-evv aboutthe. deadl_y attack kt Uticya . 
lm:Clthe 'r~$p611se by th¢ p .s .. gQy°~~'.nlnetit, 

Officials lnthe depsrtm,ent's congressionafaffalrs offk:e·found some.dint.on-.emaH andsavsi thfit she 
b~d re_Hed:q.nthe pth?~teito_rn.:iin/ notthf!·4epart~ent':s: syst~m~ . 

See-r.etalv of St?Jtf J*hrr E · K~rry resohi~cf t-p to:w1q ti.p the ,CHntprr ,:;nialls And {1:eHve.r th~ni- ~ : c:~igr~~s 
a;s qiif¢~(y· as pos:sipie'. Oep.~dknehtoff.kJals, te~t.he~:tcmttti clln:toh hifgrm~!I~' ~n th:e sutum~(pf:2.0:141 
bn Od. 28,; 2014, .the deoadmentconta-cted(:iihtonantlthe offices..of'.thre-e -othe-r-·formersecretarles -
MadeleJne r;~ fJbri~ht, C6.nd9!~¥i'.l'.a Rice. ~nd <=:Cl'tio_ l ., P.m,?al ( ~ -.. <.ii'!dng l'f.the.y had·• l'!ny·,em~H ?r ·etther · 
federal J~or:ds ih their po~iission. 

A.!b:dght;aod Rif:~ st1 kl th~~' tl:id rwt lts~ .eni-aJl. 'ltvh~~e at"$ti;itE ~-Pi::h,,v~ll_, :~~-ri;t~ ry of ~\ateJ rbti) 2001Jq 
·2005/ had a pdvate::.email acc.outJt through Ani~;ic~ OnUne: b~if.dld ~ot .reiafo-cQpl~i 9l .his eh1ails. Th~. 
Jnsp,€cto(g:e~W!f·al. for d-teStat~: Departtnentloun~ that ?<H;\>-:eU':$ personal emali. acc,owithatl receivect. 
t1.~•6 ~-itiaiis ftomstaff that-c.on.taJned • ~~~t!~nal sect,irit\; · informatfon'd~•sslfieil at th€ ~ :fetot'. . 
Confldentiaf Jeveh;." .. . . .. . . . . . . . . . . . 

ditifot1latvy-ef DavfrJ Keitdall lat¢[ to.lt[th~.5t£ete D~partm~iit that hi,l '\is:~ ofp!;!rion~d e~~i!:was· 
consistent. \.V1thth-e. prattfoes. of oH,erSecretaries.ofState, ''. .citing Pbwell in· ~iiJctilar;. accm:dcirig toa 

letter he. \\1rote .ln. August; 

Bt1t ~owen's ckcumst~n£:es .ah;Q differnd fr:ont CHnto..,*sh1.rmtabie v.1a:y-s.- Paweli. nad ·a:. phone !in~· 
fo~taiied<in hi; :qfflc~ ~~Jfti t~ ifok fo hls ~iy?te. •~c~otiht~ ;Yhkn heg~ne~~H~; ~sedf,iper.sqha!" o('nor~ . 
dassified wrmnunicaUon. Afthe.thhE:, he was pusfon:g the department.to .embrace the. tritemet era find 
,.;v-aijtecl tQ's:~t ·ani')(amp!e-;_ .. 

''l pe·1forrned a~itth~-test'.vhenevet l \'!Sited an em!:n~ss.y: td dfoe· lnfo the-first•open offrce f could fihtl 
Js~m~~\m~s lt: .1ivaS.-the afri~as~atj9r'-s: qfflc~J'. lr tfie.cori1µyter Ii\,'~? •on~ !'di try ;~:get H1to · my prl,•ijt~ : eti'1aff 
a.{::count,' ... ?o\.'\leli J;~/ro~ it1 ·;;it:VJmrb•d foi· ~}j~; Jn tifo,;;md L~~~d.e.nrhlpi''' ffif l·couid/ they pas:s~:d;/' 

Pow€!Jf ¢oridu¢ted: viitQ•tlly aH.qf h!s_•tJ~~siH~ C:<itnr)wni_critl~ns,.onf)~pei· of µv~r a Si:~t~ Depahrn.et~t 
computer kistalle:d on. h.is d~sk that \t,t~s;•res•erved for da~ifled: lnformat!On, according toi1nt~rvie-ws •... 

C!intph .1~Ev~r•h~cf.~~~h a Jesktpp pr a :~l~s$jfl.~~ ~m~if a¢c9u.n't, _ a¢~or<lirl&ttl :t~e 5't¥tiV [)epai:tin~tit . 

On Dec.. SJ.2014,. Clinton ·tawyers deHvered.12 .rne 00.XFS tilled 'W'i:th. pnnie-d:paper: contalnlng. more than. 
30_.!}00.ema.lls . . p!in!oh\•~·1th~~i~, aJmgsfJ4,000 ~tnpi!s deemedt~ b:e of~-per-sqn~l n~tute .. 

Jhe · d:ep~i-:tm:e-nt ~g~q ~feas.,i~g-tpe; :en1~Hs:Ja~t l\{a~1. startlrig. vtlrh !;Oi!'n.e ·296.efl1aUs request-e-~ hyJhe 
eengh~tr con1tr\itt~¢. !n r~v1iv,ing thqs.r~ 'etna:l i~} bt~lHggnce :ttffid~ls t'eat1ieq !h~t iofoe tont~fot!t..i. ·. 
das:sif1ed maferiaL 

Cllnfori a11.d Her-.c~;tjpa lgn hat;l=b off~ red v.af:kiy·s fe~:ppi-lses fo. qtiest1ons iiooµt}he tlasiUic;atioi\s, Af 
fast;; .she lht:-otit ·detiled that.her se1:vef ever. held i1n'}'., "There ·is .. m .. "l das:sified. m:aterfal/' she s:aid ~t-a 
March 10 2015 -~e\t\<-s conferl:!rice~ . . . .. l - ,: •: •. ! . ·-· ·'.· .. - . :- · ..... · . .. 

Hei•can1nai~.n later reie:ase:d a statement s.svfrt'l' she could hot h.;ave knm..vti i.vhether materfal v.1as 
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das~ifioo; .~cin:is~Jt w~S:-nqt fapel~d-as :Such; ·«f.io.inforrt1atio,hfri. C-Hntort's e.c111aili-\yasfoark~ 
dassffied atthe·Hme s _h_e sent or·rec~lved them/' the: .statementsald:. 

(Jfotori ha?: a Iio !iioggg~ted that ma !ty: ofth~ -~n1~i 1~ \.v.1?~~::da !?~tfi¢d' ~s a.f ¢:rrrt~f ity ;jn ly tk-t~ lis-e:ihey 
were being prep~red for r.eleas:e tnider a FdiA re-que-si Her c(:am-p:aign.has.salcf that mttch of the 
dassi:fle<l •~-,at~ina~ . ......:; in 'eh"'i~Hs: sent.:b~• tnbr~th{i:i"l 300 indh>ioµ_a~s · ~ can:ie fro Iii: ne~vspi~per ai;coi;,U)\5 
3{ld tith~r puhHc sotlrce$. . . . .. . .. .. . . . . . . . 

"\\fr1af you -are f$lldng ahou,t 1$ retro.~tjive disiiflc:atlon/' -she saiq f,iµting -·'? •· (ec~nt-~e!late. ~'Arf(r.i l: tMbk 
"~hat ~~e have: got-here· is -a case,;;foverdassfficatfon/' Her stat~me-nt appears to conflict. wtth a -report . 
to Cpi)g res$ !$it year' hi. i.tiC?p:~dprs g~'ti~r':,# front the-~t?t~ Oep:?rtrn~.ait~nt¼_ the g mtJ:p 9f s:py ?gf,!n~ies: 
kno~~+i as the !ntelHge1ite t0:n)mutjJty. They mad~ the'.lr_· repb.rt•iHt~ithJ dfscpv¢ry"thaifmtr einiJfa, from 
a s.amp!e of 40 that \.vent througJ{he:r server, contained dassifted ir;fon:natfon. • 

''These emails 'll\iere-iiirt. r~tro$cthie1yttassifietl O)'th~ State Departmant, ,_,, the report siid, '«Rath~r 

:t:rf::;!~t;1~1~1:t t~=t~:~;~:.t~::n;;~:1~:i~:::::;~::~t~j~:t:11:~1~~:;~1:~:!~!:t~~hQulq· 
never ha\'€ be-erdransmitter.fvia an uncfasstfied p-e~·sona! system.:,, · · 

On~oft!iosefout emans:fias::shfre been ·dedassif.i~d:and r~ieas:ed pub!kly. bf the Sta-ti Qe-partment. 
ihe. departms-nf has questioned the .. c-l:assif.katlon. of ·-a nether of those ema~f s. 

t\!,;~rity-t~\i'Q emai ~s di~~o:Vered · fat~/ w~b~ deetned strhigMy. da~si fierl thafthev \-vete j:vhhhei d Iii dtefr 
~ntit~t\t from pvhik rele:ase. 11Thev are -on thefr fa~ 5.1sn~tive and ¢,b\'iou:sJy dassHred/' R~p. Chris 
SteV,;?rt{!tU.tah}, imen,h~r of the Ho~ise P~frnai1¢.rit ·S~l~:tt •Con1~'flittee qn lnt~t!!geric~; tokl: Th~ . 
Post. "ThiS information shouki: have be·ert maintai~·u~d in the mosts;ec:ur:e~; dassif1e1i:. fop:-secre-tsenter:s;'_;-· 

h!lrin .pd.lnted ouf thaf niine, of those emaHs qrigfo.Med il\!Hh. C!l ntori_; sornethingthatq-e said Dfoi:h<-te 
feiristein 10-ccaflt }) the Senate Select tnte!l ig:enc:e, Co-tntnittee vk.e:.1.:hait"lri~ n~. has:. noted. ~;we s.trong!y 
d!.sagH!e ~✓ith th~ dect~h~lftto withhpk{ th~se _ein<:lilS jfl fvH, u he·saJd, . . · .. 

Un<le1; Tide :18; Sec.tl~n 1!.fl4; .. otfed~raf jaw. lt is a misden1e.anor punis}tab¾~ hy flnes a11¢• ioipdsOfl-ment: 
foi \3 .foderaJ-emp~(?\•ei to ~no'iving!);. rerriov~ d ass}fiedfhforn\atioii ;'\;lt.hoitt: zjiithorify :~nq,:~ifuthe . . .. 
lntent-to·ratain such doc.um-e,nts ormate-d.a!s at an unauthoHzed.locatfon'." 

ri~v:iousiaies br.dhg)fft.mdefthe fat-/have}egdtetl·pr'.o~f 6fari: fotehf fo otbhand!~ da~sifieg 
infom1atl:on./ a. hi~h foJrdh; in th~ -C! into.n case. 

1he tiasement ser\'·er also_ piitcHnton _ati:Jsk of vlotatlng: · t:aws and. regtdations afrned atp:rotedinJf and 
pteserJipg govemr-t,~nt records .. 

fo a s.ta.temen}i ¢iinfon's c:am:paign s-aiif she had te-ce.ived ;,guidance r:egart.HngJ:he need to prese-rve. 
f e4eni.l :rfcottj'S; 't and. fol !ci~v~.d th~s~ · l\!Je~. '"ltJJ~s h~r pra.tfit:~ t~ -~m.ai ! gpvernrni{~t. ¢ntp!oyees qn 
fheiJ \ go'\/.{! ina ii a_c{di'e:s~~ Th~b,vay, ... ~;oi-{ e:111~i 1; Wo(1kt h€!l mfried:f at~ly cit ptt~q?d and pre$=erved j~ 

.gove·rnrnent·-reccor<fkee-ping.:-systems)'' -·the ·stat:emenf .. sald~ 
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niand~t~d~ $qtn,~ qf Jt,0:stfobUga~i-0:ii~ , ... ~€«= \,peiied ·ot1f a.re:w mqntt.)~ J1:1:ifaire qi ntoo. took qffice ir) 
~atib•rtal_ f ~l~'f~$1?0~:ec.~r.ds.:~~ir)is~r~t:01:.at~i ~ti·n:zoog:05,, ;;fji~ ~{said €·\;ery·en~ai I :iy;tt:m .t¾a~ 
~upp-osed ,o .. pem:ut e:asy .:1.nd ume!y retnevs! . oL ... herec:or.ds-. 

The ,s'ec~ta!l/ qfstati: '$ ·\\l'orkemaHs are, suppos,ed fo he. P.fusefyetl ~rmaneritly, !n :$tkhtion_, hilies al SP 
rnanq:~t~d•tnatperrn~f:'le~t re~p.r~s.-are, t~, he,: set:lt Jo the ~~pa rtntem:':s. ~$¢Qt:ds Service,. CeJ)t~r ?at the -
ettd of tne·siG;et~-r¥~ tk!iut·e o(sminerff ngqf-s~~r~··' fdti~f~keep}t1g. . . . . . . . . . . . . 

Uhc(er T1t,l~ l~; S¢ttlon ~071., it i-5 ~ mi~d~rneanorto-take.J~d~ra~.t.:(;'!iords iAiittiQtjf ~4thori;;a,tiori. 
~b.m~thfrig t.~~t ls sdiiietHtikg':rif~:rre:d tb i.ith~ ;;alleri~tlriri •of(~tords~ Th~ l?\V is·r-~r~Jy ~rif~t~•ed, lfot 
a cu-nvittfon can cany a fine tir imprlsontne'nt: · 

fas.on ~-· H~{i:,n,. a forrner d1fuctor of JitlgaUhn at :the National Archives; and Rec-0rds A<lmfril:str-ation; tokf 
the S:e:rtate JtJgidary c::omms~ fast Y¢ar h~ beHeved $at tik1totl,s. serv~r-rnn afootol the toie:s . .ln: a 
ni:en,o t~ the-:cornm~~~¢; Baro.i, t,w\n:e:· that f'th~ . settlng:up. ~.'lf ami- rnaJrtt~ining a prW~W ernaif n¢t.tivork. 
as the-s.ole.meBns,-to condt1d offit.ial b.ush1ess by ema~!_; coupled. with the. fal!tJres:to, ti meiy return emaH 
re~or~5}ntogo,~rnme.nt cµ~ody, ~mounts.l~actiq0s plaihly inconsJstent ~virhthe·f¢er.aj 
retqrdkeeµIng fa,wi,'"• . . . . . . . . . . 

Qti t\Aay 19, 2015, ln ~spi~nse to~-FOtA fotvsuitJrq_fJT the·rnedia q:rgafii~atlon Vke N:e\v~>-~tS, Qlsttkt 
iid$i? R;do1ph:Contt~eras ofd:ered a.U the:,,miailto he t"eiea·sed lr1 stag;~s. ~~·lth-redactfo,ns. . . 

(foe notable. emi!H \va~-s~.rit in August2:01L Stephen MtiUiJhen s~tkihJ:Ias tfle deparl:ni.erWs .. 'e,(1:-cufive­
s;ec.refary; -emailed .Abedin; ·• fi.1iifs and K~nnedy about gettii,g·a g_ovemment-issued BfackB-en:y linked to 
a .gqv.eYnntehfs~tver. fqtClh1t1Jn. · · · · · · · · 

~·h)/e.are v.iotking to.•pmvide• the Secretary per her request a Department issued Blackherryto replace-• 
perspii~l qnit whkh. is, m~If:tihdionlng (p~~slbly: pe-c'atfse 'Pf her ·per.son al eti'1aH sehief ls. \:fo~vh.). We• iA!! 
prEp~:r~: hvo v.efalon fr.fr her to use-:- eyne: \~frh -~n operat1nistate Oepartm~ot erna-lh~Cc;otint_('\J\ihtch 
._. .· 1· ~ ... _.,.,.,i'. ·L ·.d ....... , . t t . L••J:1.. -. . ·*°d .. • ~. 'b . '. ,.,t.• tt-~' ro· ··1-,~ ... . ..... t> •· t ,;; wou:u,,)ac:,I'< !J~rii_e:rki,.y, OU •wnklt \VO:Ui ·-.• a,.s.o._ e s.;.u1ec / _0r- ·. ,h ,e-ciuc:s~s-t; 

l-h.nna Ahedin, a top :aMe·fo Hi! fary dfnto.o; · reacts fo-testhnony at an October.: hearing_ of the House 

SeH=jft .Corninitlef or( Bengh1it {h1~ffria M~ra/Tpe \,Va5.hingtan Po~t) 

fall6n. s'.<3frl the erna.l ! sJfr~~~'Ecii that.the .sEciet~:i;,,l Sstaff "opposed th~-idea :ofhe'r klen{i_ty heirig: 
masked:_;.. 

la~fJifoiith, fo'a Ji~ari11g ahout i}uQitj~J \Vatch ia~viuit;, u&. Dlsfo~t Jttclge Su!Hva11 .dtedth~t ~mi31l_:as 
part of the. reason h~ {jriiferag .the State Dep:a:rtm~nt prod~ce: reco1tl-s rehited tcdts ·frt:i~lal f~Hwe;s ln t_he 
fOJA-~e:~frchE¥s fof cHnton~s. ri?c~mjs. 

SpF-aidng.-!q gp.en £9t1t:t,·Sullhta_r.i sakt ~egltirnat~:qµes,tix.m? f)ay~heery ra.i~~ ~~tHJt ~\!'he:t~erC!Jnfonis 
staff \V$i: ii)"iJ1gt6h~p h~{to. sid_~ite~fFO!A . . . . . . 
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"W¢ 'i:e talkfrig ab.out.~-C~=hil}et-:Je-vel .pfficl.:H \vho \.vas_ accomfob.dat~d•_py the goV~riline-n-t fq( i'eas:ons. 
tthknOi;,yn td• the: Ptd:ilie;. Ai1d i tfifok th~t; ~ a f:asi:·_ statement:" Foireason~ h:eretof df'€ tfrrkbo\,\;n to-th~ ... 
pJiblfo. Ai1-tl ~ff th~ J)Q¥i k :_ c'"'n- do -.ls spe~_~late/ ·h~ 5aid, qdding: ,;'Jh,ls · Js .all ahrnttth~ J-~uhik;:5 right to 
iho"v~ ~,. · .... ·.·· 
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Fta;lri:­

S,~".'t~ 
To: 

-Su.bjet.t.: 

c$tttt;,k~ Pet:ef P'.~ {GD]JFBl} 
Monµ~y, ll.•1~ttlt 2&, '?0'1;tl_-:q;~:Q. PM 
Pa.le.; _ ~!~a-:C:: _:(p?cJ ff8.:!} 
R(: ~o~;; fmffu~tr~t~~-

·tu, J ?·fh . tft~t~~t~4·_:t;.i~;-· ~l~rt~i¢,'sjJ~l%-~h'.~~!~} icl;' ~~~~-- s:~-re:-y-o~~:rJ ITljJ{~ :~¢: att~f-~rye:-&i~{~l ~=~1g=·~,\~:~J1~~L f f~i s~:~4 -iPtj -
n1:a~:i-~t 'tt1\the n~~~t.i~1g :-\~\3_~;"_ (:\~tiriJetl-)~:~k(~1i$lt r1<it .{}~:Vi0tiStV\\Ja:~1ft.t9.taik: ~b(?tt( vc~,~r frtit}f"lf~:~~Oif5.:Cf\b€. 
-\~:fht1Je-thtnr;-~ te-tt11ft ¾~1n\~~: tf:yoJ:1-·=ca:n .r~tee{/talk. tater~ Knpe-iti8cl1 ~~\ijJ.H:JCf -~ \~a:rrti~1: tiear:a~1c11t. that tno.; 

from:'P~g¢,: Vsi C'. {QG~}.(F:B:l} 
SeJit: ~>f~ticla~,~ :March '2$~ 2.0ifl 1;t;~ AM 
lo.:· -sitz1t P-~iar"P~ {t:O)(F~l) --.. ·- - -
~~~c:g9~;Ji·r1:~ftl~tr;at~p" . 

J u-stsq:yqy-kno\r, ;,dpJ1i1dn ,iiork piod.cid~" Wnfoh ihtittdes stkh it~ins:ai~ttir11~/1 tegaJ str~i~tv hi$­
iittende.ct tines of ;:m)Jjf_.J:fr~. ~vakiafron -of strength and Vieaknes:ses: of htsaise:, and it'lf~rern::es hedrnws from 
inwtvi_ews:o:f ·vi1nne~se:s/ati~Js:.norrr-w#yaccord~d,abs:O~pte _protectiortf.ton:i:,di5'ot<:ery,. :_,,:f a:ct-,workp_rodµci',. 
chth:e-.otne."t-:~iani,1~ cq1\sjsti pftt~rris p,i-ep~:\'e'd.li\:~~tlpifo~tlcn'i: c.f" /fogatibh: a~d-.is •cHscpve,i~bleffthi ~nqvlng 
b--.ihf i:i-lak~l ~:,ihoWing of sul:fafanHal n*d ihdiinm1e· h~rd$~1t{ - - - - ----- - - --

At)oTm ~otrYilt is~lc:<t)D.bviovs;to.trtgt~atthe sort il$ ppl nipn w,)rkpro¢ticL _it st1Q.ti{~ ~.ave' b:ei?n condupt~d 
py$t~t~' departrne:rit tetoroi mai1agErs: Oi~ntj :yqµ <;i{t6ui!1 r.i't ek~iI b~}h t~f5 p(,~si'.tiOtj'.-to ~e Ut! kiog;~bo~t .. 
pi,fo•H~g~. ;'\niltd: f}f?dea~;,5&ci1g.opJoi&rf vA,rkpr68Jd:m~{~ri~li-.,;dq hi#:i~ .. a~ht'heJghf~nedt%citetUon 
b€caus:e, -d~-s:pjt e r•evi.el,Hions-tfl-ey ccm-ta-irr as:,to-attorn.ey·'s tbougb t processes,, -lawyer: has.no justifi~bie 
ia~p-ectatiotdh at men.ta:! ~mpressi"ons r~ve:a led bv: matB-ri~b 's\•mf ~m~1n prtvat~~i 
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~-~~e:·~:~~~:~¾~~~~~~i-~~ .. t~~ i-=~~;i~~r~· ... .. _ . . . . 
,~~-~~,;.-~~-... ~·~,f~~~'Z~)~~~i.f~1,'>~~-~:~~:~ti},-~,~~~~ ~:- .. . ·.· · ·;.; .. · .. · ·. · ·. · · · -. ,; ;;-. '. .. • .- .... :• . : . ... -· .. 
~-~~~ ~.-s::c.«~ ~~.t~.~$i:~\~~~w* ~~.;-~w;-~~~-~~:-:~~-~~~.¢fm!;~-~~~-=-~~3_:~s.::~~:~?~'-~~ ~~~~~~x,~ ~ :~~~:£:;~K-!.!•~~=~~1.--:;~:m~r:,~~-
~~~-~:¾-~~-~~-M~~~~~~-~~~~;;:~£~=~~~-~~-i~F''l-~t~~-.~'Si:~~~-l~~:- -. · · ·· ·· · · · · · ..• . · ·· ····-
~~,t-:::~~:~~ie-.;.1~~~~~~~,;.~~ ~~~~~~~t:-•~:~~~i'::-~;:...~:~.-~~~-~f~ :\..'»-~~~ -~ \ .~~-~~~: ~~~~:-..~.~#f=~~w::.:t.·w.~~~~ :~~1~;~~-~~<.S. : 
~~,~~~<~~:~tt~•~~-1~f~t£~~~~a.~~---· . . . .. · 
.'!.f:«v,-,~ ·:<\<>,'b,,.'«:·!:>t':><'5"-'<'. 

~'C'.":~F;~-~ - :~:;,~t ~ -~-. 
~ .:'-..'-:.~):. :-.~.~:-~ ~~~~~:-~~'=· 
i ~:-~~~>;. ... ~~~i~{~-i~~; . 
~-#~• -~ ~~~ . 

~~~.Ji~t~~:~~!~ .. 
:SO..~! .,.~~< .. ·'~~ z:,_:·~;~;, .. ~ :::--~ ,"~"' ~~<r~~~~-:~~;·-: 
{~-~·¥-:~-~~~~}~t~;-~~~~-~ 
~•;~}~~~-~~--~~~-~;~ ~~~~~ ~~ ~~~!'5-··· 

FBI (18-cv-154)-6135 
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Fta;lri:­

S,~".'t~ 
To: 

-Su.bjet.t.: 

c$tttt;,k~ Pet:ef P'.~ {GD]JFBl} 

Monµ~\•, 11.,1~rcJt 2&, ·iot~ a~1a Pflil 
page, Us~-C: -{Q§C}(FB!} 

Rb :gftidis:1,i,'•ii{ te;~1 o~i: Clintpf-1: ~mil.ll pfob~ not n:ear 15!1 -POUTK;O 

V~P hiit:g.h"¢ ihe a s~c fo· iti!httfo Silt 
I I --------------

•-:· . ;:· . · ··. 

h~{!:~1~-~//~';i~~~~1~ .. \t~if~:it:~-~~~?~:.f.{?i)\(~~t~~rsr(?.t~~:~t/ttt/hfhl}-~·rti{~'.f~:y-.-f.~~~:,.~i~g/~t~tfi~~~~~il~1~)~-~-tti:f!~;bt~:-~r~irr~t1l:-:?:?:·l?~;~11: 

Thef-Bl doe-s not -have dose to 1.St:i ag-ents. wo:rk!qg-the hwestlg ation. lnto former Secretary -of State 
HH l.~r:y qlnton~s•e.ii1:an se·rvet;:a.; $dprdeJ!lniHI~,, \,1ttfy tt,~ m~tt~i td<l P91.rricq f\<lon~ajY~ · 

+: - J.i-i .i i .. -,+ -.. - t: . __ -·-· ---- :;.i--~•: . - f-:·_ - .. :- ---,--- -- - -_ - _-.. -:,.!" __ _ j:;i·. - -i., _:-~ ),:..._~i-• . --- __ -i:J, - ·r·•"'-''''''''~•+•~• '.-:---i:.. -'·-, he.-.onir:.,a i_, wno spot'<..~ on conuLHl'n -o ;a_norr-ym1:ty, comm.enie-o ._.auer tne \>~,-.,,.""n1ngton !'."JlS, ,_ -·-t·" " ''·'1.tmat. 

FSfQ_irect{)t James C:~ti!:c~'t told .an i~n~am~d. _mem~etgf Coo,gre?$ that 147~g:e;nti ii;.,~t~. '\;\1'{):f~h;g thi;( 
:cHntori in~testif$etio6. - - - . - -

Th:e s,ourc.e and other: officials -d-edi-n:ed tt:J _provide any fo'-rthe-r ,dt!t:ai !s-shout fBl stafnhg .or the .sfatus of 
lf-i-~•inq!-iit)t, . 

b 5 -1 

b5 - 1, 3 
b6 -1 
b7C -1 
b7E -6 

b6 - 1 
b7C -1 
b7E -6 

FBI (18-cv-154)-6148 
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·rhe P'ctst re.port fciliowed Slfllilat hut sHghdy-different tep-orts ffl other media. outfots. l-n.Ja;;iuary, fox 
N~ws ii,;p(.:1hef! thaf 1tHl fB.i. ~g~nts. »v~fre\vcrkl ng ·t"egµlaiiyo.'\ .th~ dihton iase~iltff:a; ·tda;ti ~i 50: -­
piore on :.temporary asslg_nment. At about the same tlme; the- \iV:ashk1gfon Examiner n,'.p:z,rh,d that a _ 

forroer ~,~- 1t:torn~y.for V41~t.~ing~qn; Q,½~, }~sep~•£HGenova, _lndfo:~t~~•;j· ~kryJfor sco:p~•tp the: FBI p~~: 

'There. are noi:;v, i am-toid:. 1sriagei1ts \:vor!<lng on -this case,;" DlGenov-a said~ caH!l'lg that ;~a ve-ry 
tfrliJs-uaily.-hig!tntih19e¢:" . -.. 

Botht~e-fqx .and W-ashfn.wori t',1-atnh)~r r:eports fo:cnse-µory :8cn ~xpa~sfori·9f: th~·{::ifntot1 f3m~il-ptoheto 
CQ\ler p.o·isl~!e p~&Hc ~omrptJon ln-i-to.lvinglhe C.!lnton Fou.ndaJio.n; The Faj .has .•dedfo~t toicohffrmtha.t 
any such -pmhe j~ •und~F\l'«ay_;. slthoughComev has .Cot1flrmed publldy that the FB{ ls fooking _ info i.ssues 

involvinc 'class.ff¾ed inateital otl the: .CJh,totr Se-.1'\ter •. 
. ' .'. . : _.Qr . . ' -·:. •· . . · _: __ :-.• :·· _•.'. ·- ·-· . __ :- . •. . . - ... . · .- ••, 

. . .. - . . 

fat~ c ourt Hik~,,,•frkbv. an F.Bi. records-offkia! · ca!!ed that ii,ve.sUo:ation "active'( ar,id-_"ongoina?' ....... ;,;'-' - 0 · -b 

FBI (18-cv-154)-6149 



Obtained via FOIA by Judicial Watch, Inc.

Fta;lri:­

S,~".'t~ 
To: 

Su.bject.: 

c$ttt~~ Petef P'.~ {GDl]PB.l} 
Tl:tesiJa_,; ••· Msrch29 201s-1-1~33·AM--. __ ,., - ·---·•.t.r - , - . , -., _._.., ··--- - - .- - ·- ····· ·--· 

Pa.~e'. p~~-:C:: _:(p)?c::}:(f3.:iJ 
. .. . 

R~; Dµ~ Qµ-te:mail 

BiH stopped· by to reqt.H3star.mg~norialltation of tt'-1edue-outs .and-. pos!ttonScftom yester-da1•'s meeting, Here's 

fftyfl~tstab,: fileaseprmii~te edrt,s/tomment~/arJdJti9n$: --

riri• wiitfo_gto:'.ti:i¢tti:Cl"l9llie•iM~:t!\~~ tfrrt.if r:io'.n1 ;tdif3fd~~lt ~)~~tfo:g-•~iid provid~•'.d }iH~(ttat:.$$. i.tpdit~ _apotit 
.o-uf'items, 

b6 -1 
b7C -1 
b7E -6 

b6 -1 
b7C -1 

bS -1 
b6 -3 
b7C -3 
b7E -4 

, -01 \.Lo--cv-i.::,4)-6150 
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003:.----------------------------------------. 

Pe-ter ii, Strwk H 
s~r.:tlon O?~ef 
Cot1ritere$pl-qr1a:ge Sectjqn '( COM 

I ,so,n 1:1 

bS -1 
b6 -3 
b7C -3 
b7E -4 

b6 -1 
b7C -1 

FBI (18-cv-154)-6151 
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Strzok, Peter P. (CO) (FBI} 

Subject: 
location: 

Start: 
End: 

Recurrence: 

Meeting Status: 

Organizer: 
Required Attendees: 

MYE DOJ email drafting 

4869 

Tuesday, March 29, 2016 2:00 PM 
Tuesday, March 29, 2016 3:00 PM 

{none} 

Accepted 

Strzok, Peter P. {CD) {FBI) 

Page, Lisa C. {OGC} {FBI} 

When: Tuesday, March 29, 2016 2:00 PM-3:00 PM (UTC-05:00) Eastern Time (US & Canada}. 
Where: 4869 

Note: The GMT offset above does not reflect daylight saving time adjustments. 

FBI (18-cv-154)-6154 
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Fta;lri:­

S,~".'t~ 
To: 

Su.bject.: 

c$ttt~~ Petef P'.~ {GDl]PB.l} 
T~~s~§:Yi Maroer-1 2~, ?016 ~i;lp ?.¥ 
P:a.&.e! P~~·:C::jp)?cJ:ffB.:!l - :. '.,·. ·.· ,; 

F\At: 28 ~larch m~etlna notes ,•. . . . . . . ... 0- . · .. 
. . • - . ··- . . 

t~-~lke-; -·:f :Of: yot1.r·rev~ei1~\ : b:iJtJ~J;J js .ti1e. errt<1:~f §_.. :Gf likiJ.-{etti:-Strzo=K to-s:~n:d: t:rt 66.:t -~tf5-._n)~~-ut:ltlers.ta~1di~1g lt-lla i -. 

~~-~$J)l~:~1)r6:\i~:tJ.by-· t~?l~~ ?~t:e: \:\$·Qttt: f!~J~-d:_i; :t~?~~~h _tt~?t~i/fO_~-a~t~:!h:~· __ PD-j =ppro-v~t jt ~ _ _.·r11a~n-ks~·-a~~~ · 

ftrun:::Strz~t F~tarf~ (i,:Q'}-{FBI} 
Sent: Tttesifav., ;si:a,rth.19, iriio 3;23:-PM 
r.~: en£$t~~i s\N:(ciiJrF.s~\ --- ·• ·. 
SUb~t.: .is Marc~_ rnee~ip'f! nc1~e:i3: 

f!I~eam~. i:'rn #rl.tH1g~¢·m"em6rta1i;Atfi~ .t)t1S_imii1 q-f t_he Faf pt-~~guted ~Y-the D~p<ltya;t·y~it.$t~wls :ii\i~~t in~:; 
thedu~titits-ta~kedfo ~achof u{, afidtopr{}~;i:d~ a:-b;:f~f,i tatus· update:abcutfthe f_a.i•iften1s. . 

bS -1 
b7E -4 

bS -1 
b6 -3 
b7C -3 
b7E - 4 

._ ____________________________ ___,~-4)-6155 
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Thi.ll1k~; 
?~te 

bS -1 
b6 -2, 3 
b7C -2, 3 
b7E -4 

b6 -1 
b7C -1 

FBI (18-cv-154)-6156 
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Fta;lri:­

S,~".'t~ 
To: 

c$ttt~~ Petef P'.~ {GDl]PB.l} 
T~~S~§:Yi Maroer-1 2~, ?016 ~iltl ?.¥ 
P:a.&.e! P~~·:C::jp)?cJ:ffB.:!l - :. '.,·. ·.· ,; 

Su.bject.: F\At: 28 ~larch m~etlna notes ,•. . . . . . . .. . 0- . · .. 
. . • - . ··- . . 

fr()m:Ah#e{soii,. Ti'istiti B; {QGC} (fEII)·.· 
$enti: T)Jest:!9:y/M~frdi"i"Q,-:to1.5,· ~;4JlPP->1 
;f,); ~trzof Pali!r P, {C:b}(FBI).; Pi%&~f\ -~ y1. {_CD}{F~t); _S.h?ii,1/!:ip:th, Mid1zj~l l:!.-{Dq} (FB1~ ~:OQC) 
i;;fijJ} .__ ____ __, 

~b.~t;. ~r.;;:za Marin i"t:1e~tfr1.9 qote.~ 
- . . . 

! -Jla\r~--~:J c.::J~pl:e --st~:ggE'St~ otl5Jn-· red-.teit be!o:t~~l ~· 

fmm; ·strzo~, Ptiter f~ (j.::iJ.}{HiI} __ _ 
Sen_t: -Tuesday,: ~larch ii,: 21)16 'S: 24' f-'M _ ___ _ __ . . _ .- _ _ __ _ . . _ _ __ . 
To:·Atit1ersor1~:fd;;ha EL (;:m¢} {FBj){ Pdestap,: .E ~v, tcrt-}.tFB1};'5teti•ibach,i Mitha€ltL (00:)(F&ij. 
subject: RE: 26 t,larch 11-tee:fin~:notes . - . -- - -- - --- . 

from~-Pt-·lestap* ~:\v,. (¢4}(fBl) . . __ 
Sent:: Ttissday;; r,:tarch, 29~: ipi5._s:.1s f'M 
To: stelnba&l/~tichaeFa. {DO}{FBi} . _ . _ _ . __ . 
ct; sfrzoii; Petfr: P. {P[)){FBij:; 'AJ.derson; Trisha B, (p&t) {FBJ) . 
subject: Hit 28-March meet1r-19 n.otes · ·· ·• · · --

i~1Jk~ ~: . f:~f ·yp_ut t:£~~ie\~~~ -~e~fi\~~,.~~-=_til~ f~Vrl~H_ tq=J~kff P~1~ !;tt.?<li :t{f ~~}f~~1-;f~:1)~~~, tf.~_ ~-~:~y-9!'~:~}~r¥-~}~t,t~~~t\g ~:; -~,1~~~­

·!?:~-~~--'.~ffati❖~~if ~tr. :N}ts:~ ~~~\~~9ti~t s_~~l~fJl't~\9.Ji~i~l.ht,tf\~~~~:\)i\~-~n=Ef:pt\~_pfli·o:~te:.~l~-<r-h~n.~ ~~ ?H~ 

fr()m: Sh'Z.p~~ P€led3
• ( ccrj (FB:H 

$e?~::_Te~,d~)\;11~i-~\i~,-;~f l.~--1;?3.. PM 
T-Q¥ fnes.tll-Pr E:,Vt. l.~D:l \FE•J 
~~~t:J~~ -.M~(Gfi tneftit\g not~s 

H~ team~ ·-~im 'li\<'t:hingtomemoda.Hze fhe.pos~Uqn of the fB~ prese:nted bytbe Deputy:at1,estE-rtl~wMo,~dky'5 
n,eetlng, th~-du:e o~~staske4to ~th ~f(Js; ~mfto· ptqt>ide:~, bne-fstatus UP:Q?te-a~utth~ FB;t:s _ it~n,s.: -

b6 -1 
b7C - 1 

b 5 -1 

b S - 1 
b 7E - 4 

-----------------------------154)-6157 
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b5 -1 
b7E -4 

bS -1 
b6 -3 
b7C -3 
b7E -4 

bS -1 
b6 -2, 3 
b7C -2, 3 
b7E -4 

FBI (18-cv-154)-6158 
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Thanks, 
P.,\?te 

Peter P, Strrnk U 
Section Chi~f 
counterespionage secuon (CQ4} 

CJO} 
C} 

b6 - 1 
b7C -1 

FBI ( 18-cv-154)-6159 



Obtained via FOIA by Judicial Watch, Inc.

Fta;lri:­

S,~".'t~ 
To: 

Su.bject.: 

c$ttt~~ Petef P'.~ {GDl]PB.l} 
T~~s~§:Yi Maroer-12~, ?016 ~i48 ?.¥ 
P:a.&.e! P~~·:C::jp)?cJ:ffB.:!l 

fr()m: Str:z.9~~ P~tef P. (CCT}Jffl;l} 
$etit:i Tl:iisd~yi N1~ith' iQ,-;to1.f$;4~ Pt!.1 
T~: Ste\t>~di{ Mid$ei <!3-,: (DQ} (F~l}~ Pti+:i-sfail F }~(. tcfft {FBI\ 

~~:.:~r~~;--.ig~zr:h:~Z~frj~i~!.~• jcqt~i••t.f.~~} 

front: s trzo~;_ ~ terP. (CO}:[fBlJ 
~iit:j'µ~~dti::t/ Mirtl~ 2~;_ tr15. :1::p PM 
io_:'Ffiest.a.p, EyL:(ti~}-(f~t} - -- - - --
,§~bject: '2$ r.1a_t¢h i11¥t1ng ~,ote:s 

t¾l f~~tn,. Y1n\,vflti1iglc.i• rfoa1nqr_Hi:Hzi:ih~ po:stti9n: of the ~~f pr:ese.nt~d By:m~ Depilty. afMonday•s. pieeHng, . 
the due outs tasked to each or·us .• and top-Hnikte a brfef status updateahoutthe-fB.fs'Jtems. 

b6 -1 
b7C -1 

bS -1 
b7E -4 

bS -1 
b7E -4 

,..___ ________________________________ __.54)-6160 
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bS -1 
b6 -3 
b7C -3 
b 7E -4 

bS -1 
DOJ: .------------------------------------------~•o~6 -2, 3 

Pe:ter p;·sn:zokU 
Sectl.ot1t:hl~f: ·· · 
tourite-i~esbiom1ge SectRh1· {CD4.\ 

~Ol . 
1 

L___j:q 

b7C -2, 3 
b7E -4 

b6 -1 
b7C -1 

FBI (18-cv-154)-6161 
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Ft a;lri:· 

S,~".'t~ 
To: 

Su.bject.: 

c$ttt~~ Petef P'.~ {GDl]PB.l} 
T~~S~§:Yi Maroer-12~, ?016:B}Jf ?.¥ 
Pa.&.e! p~~·:C::jpycJ(f3.{} 
F~\•d:;:S~pond judge o~flS ·d_oor · 10. d~posiiion.s !fl C!hitO'.il ern~i j C~s~ I thJihif 

~.~. -.r.: .. ~.=;-ci~£i~~;··O·.·~,.:,tG_•.e·t.: .••.•. J .. ;.{·;· .. ~,~,•:,,-.~:r t ... o-. S ... ·:_D_o ... r _______ _, 
i,..,:! ~ ;_;! p-... -~ ~:P$.,CY\FBlt~· rl ......__ __ ___._............, ............... ,_l~~~~~~~~~~~~~~~~~-=--1------. 

I !Ge: "Molfu, Joi\•t~im i:. (C.Pl ll-!!J~ _ _ ___ _ _ _ knc,itnnj1 

Subje,ct: ·Rf: :Sec.on.djudge ·o-pens.door to·deposhions,.h-1 (Jlnfon :email cass J. 'fheHiR 

----,..,--·Ong1nal rrie$sage ~-~~--7" 

fiorn: .... I ____ ____.}oGG}. {FB!f"I.__ ______ ,...... _ ____. 
D .. · · :n:Z/""'9/~lH··~ "r "''""·O:ti·,O:·J~i'i-.'l:T·•n ... OO' · .a.te·:-...,::,,~{- .:4-vJ.~f! ~;:tf$~lr(;:iw ... ·., .... · . .-__ ,v __ ::.> __ .: __ ·•--· ... 1:-_______________ _ 

-rt}i ~'Sh~tijk: · Pekf P >tco1 #an'I 10:Gtftt~n" 
I 1---------cc.: ~'Mdffa ,.JohatJ:i~n.C. .•coi <ffi i:;io,. 1Fm"•1• 

'.OGCJ 1re1v .__ ___________________ _., ... I\ ... J ._ ______ ....,.,,,_ ____ _. 

Su~j~t~f RE: .~tot1:¢ j4{fge; qpe:t)s •. ·.oortQdepos~~p.hslh t'.!in~oli .em~H t~se: . TheHi!l · 

.fion~w.,g;;!t~~;::.P11b~}{;.e.i...,I ___ ..... ,..... ________ _. 
Dafe' 0:ll79l ?Qlfr 7•40:PM (GMT,..)-..a,ca.:a1S..a.:oo""· .. ·a:..: 1_. -----------------. 

ln_ laGfl ffrM'1 h.qG.CJ{F?'l}" 
-....-........................... ---.------... 1 . ---------------------

Cc~•~foff~ jonath;an C COl FS!f'I RRcW{fBI};-'. 

b6 -1 
b7C -1 
b7E -6 

bS -1, 3 

b6 -1 
b7C - 1 
b7E -6 

b S -1, 3 

b6 -1 
b7C -1 
b7E -6 

bS -1, 3 

FBI (18--cv-154)-6162 
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·h\t}~_:/)JJ~fjtttlJ ,·£:t:~~J~{p~}Jf¢\~l~\1~~-t~i1.$},:~~fH:~~iltf°tV./1; 7·~1 ;"i7:~l-.. $~~\t~r)tl~J~J~1~t~~-::ppt~;it•·;\i~-~)f<tt}:·{1:~'l~~~:t~i~1t??:➔ ':~~~·fH~rtt?:~~~~·· 
_i:~t}~~~}~\~if~·?~~~ 

i\$~,(.\nd;f~det:al: Judge, ~S' 0;p~~1h1gc(p~ d.o~t: t~ aHti\v.iiig CUl'l£ttt 3 nd fofft)~r.· f:~deral ofnc;J.:ifat~ ~£)S:\;\1~} 

¢fUesfiijhsW1d~:r path a.s pa}fof:th~{¢g.;il b~ttl¢PVetl-.f1.h;;$(Y.¢Hbttit)~~,ifiai~'i~(~il ·s~'i'V¢r'; . 

The,Obama 0ad-!i1ints:tratfon· has offer-ed .nronstitndy sJ1if-fir1g adtti~s$ions""· aboot:.the-state: oJ·cllnton'i. 
·s~fyjl~,' lao)~rtn -~dd?d: in hts Tqesii!3Y ord~1:, ta):sh1g tj#~Stih,8$ t~bout th1f-~x:t~nto.f fief use of the 
sei:tier ~n<.t trig '.go'~'e~:nrhenr~.t¢J~ ih settit)g ·1t u.'.p. ... . - .. . . . . - . . . . -. . - . -- --

'fhe d~~-i~lohf; •• li%~ly}9 ·~if1th<f~tiher _triflan1~:sr:H.itlrtt4f-•cir~tq~':~b.-esppkeEiil~i\ .. at'r:~hg;i:rh$tilt.·\Vhicb•. 
has: dogg_ed ·herpraS>icl~nti~f C$-mpalgo. Ap~ndl~g coun hattl~ ab.-outtbe State D.epattment'~;­
qomp!i¼l~-t:¢ vii th fe-der.t~i ._record~ fat~s, l~ • ll-~ely to: S:.tr~tch -v1eH lofo the .g~:rter:~J eiec.tioi): 

Tµe.sd;:,r/$ case: ~entered Qn tafkiqg pdntSc pre:r.iared lnthe· atfor:wiath .o:f the 2.912terrqd$t atta~ks-o-n -· 

th~ JLS. ~j'p)om~tie f~dlitY 1n.Jlepgfi#~li · t:i:p\fa, 9tjt),~?'hF.!C.Ptl1~ ~~t~rygl:¢d ht iir~d~(qu~~tiijris 
·s-,.;,...,,~;, . ..,d'ir1g '"*~~tc<,,••·s /±r·•i~i-<>t. ':e• . .- ·~·e•·•'e-r· · · · · ;:...:.~f-~"M❖-(: -~ • : .-~.:,,.b,.;, __ J,..J: .. . -~:. <'.'iO'~- .. ~ ~:-~ . ·,.: · 

T<>fo rtttqn,Juqkial -VV~t.clf s · &resr9eht:: sam Jhattb~' ''tfflniarka·h!e. 9edsicitt tj11J uesday "'ni~t help the 
American people finifoutvA1y our-efforts -to get Ben-&haztanswers \Vas thwartetf hte!ititoi-i;s ernaii: 
~~m~s/1 

fa the-ffrsrcase, -wb l-ch alsodnvoTves }l1dl~iaf\1\\:1.td1; Jucfa;:e-· Emnu{S~!!i\tatl qµest1oneil =.i,\lhethef top. 
&tate:QePf ttmemJig~1~s,hatl )rrb~i~0tbn,~1lytr$;;~stt1:~ :skttlhe-Fr~~4tjnfif !nfdl·ma~ioi;:i:_A~t-(FrnAtby . 
al !ov,4ng Cllhtbil .fo:-exdus:ii,te!y use-herprlvate e:l'haff ierverthn:tt.l~houthertlri1~' as set:,retary of State .. 

l~is rnoi-ith,, Juqici~l tV~tth J~tbn',ittcii}}~ Hit of s~ight: cu~:pf <}nd.f6n:h~f $t_~t:e .l)epsn:ii}~i'lf qffldafoithat 
'if hoped \.VOOh1 t~itift ab~uithek rril~sAh fatint~tingC:! 1i.frorirs. ~:se of- the unorthodox:e:mai i system .. 
The-.Juµg¢ kt tha:tt9sf has .yntifAprU 15.tQ d~cirl:e: w~P-tfie:tJo .p.fot,~;~;-

l3etaose th~ process-ls: ,akeiady mpving forx.vardJn-the casel1eforeSuHhtan, 1.:an,:herth' s.or:d'e:r on. 
l)ie~rl~'{ i~ Jikeffl¢ ha,;,-e a Jintit~~ ,pi~ct~~ai -~ffect_. · · · · 

tarnh~rth .tokL) u~kfai Watt:b.·thattthat:t untiL-in days afi:er-SriHivanoutfiries the path fon,s..iard'i n ljlcs· 
¢:~s~ to_ dedd~ "vh~ther ·lf:has ;~9difiprl~l:Hne~ of i8quhyit~iro:Ji4 l i ~ th _p\lh-ue ·hi the.:Cothe( c9i..frt: baftlei 
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fri adpl.t-fpn·tq the FO!A lawsuits;,: the Fm· af);da • pak O'f inspectors .gener~l.'afeinvestigatJng viliether 
dihton o r '!Jet tq:p)lhie:s mls~i:l_ndied :fl§s;ffl:~d _foform~tf~~'t through4~e t~f tb~"pdvat~:Server. --

FBI (18-cv-154)-6164 



Obtained via FOIA by Judicial Watch, Inc.

Fta;lri:­

S,~".'t~ 
To: 

Su.bject.: 

c$ttt~~ Petef P'.~ {GDl]PB.l} 
T~~s~§:Yi Maroer-12~, ?016·~,;~8 ?.¥ 
page, Us~-C: {Q~C}(FB!} .·. - :- . •• · · .. __ ... ,•• ·.• · . . • • · ··-.· .·.• ·. 

Hf team. fm t.vdt§ng tO.ri'ii2foofsa:lfae:Utei: pQs:ifimtcqf thi FB! .presented -hf the i>eputy:~fMo.iiday'.'.~, 
meeting;· the-due- outs tasked to e0ad1 of tlS:, -and to .pmvid:e::a"t:rnaf-status up:d~te ahootthe FB-l;s,items.. 

b6 -1 , 2 
b7C -1 , 2 
b7E -6 

b5 -1 
b7E - 4 

b5 - 1 
b7E - 4 
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DOJ~ 

lf youi" undetstai:kl:ltlcg :of9\.1r:i'e.spe4i:h}e_ due.:oafs-dHfers hi: an\•' ,.fiay~ pteaseJet i"ne .M1oi:V __ as,soori -a,s 
po.ssiWe •. -

bS 
b6 

7C 
b7E 

bS -1 
b6 -3 
b7C -3 
b7E -4 

-1 
-2 , 3 

-2 , 3 
-4 
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Thanks, 

P-eter P. S.iqok H 

L..-----___.j 

O} 

C) 

b6 -1 
b7C -1 
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Fta;lri:­

S,~".'t~ 
To: 

-Su.bjet.t.: 

c$ttt~~ Petef P'.~ {GDl]PB.l} 
-W~d n:es~:ayf l\•1ar'c_h 3Q; 201& 4.~;t:3.: PM 

Pa.~e-( P~a·:C::Jp?Sl:ff8.:!l 
F~\•tj; Feq~our~e; A~ou.ri:2 Fm Agents. \•\fpr~in:g on_ Cl_iqtptfth~aJ! 1ngpify bh -

Nac:;~~~y~;wr:1:' 

Ct W'F} · f6t • ,Cc'Q} {:f.~!}" .--"'--'-"""----------...... "--, ._ _____________________ _. 

Fed-Sotin:e: About1.2 FBLAgent5.\\Vorkingon Clinton .t/naH Jnq;,dr.y -
~t.t.p,v)'t~;~'ft~~<~,~~~1er;t,1s-i:/drri/rte,;,<;'5_/t1s:,~1e\'i.~!ilted~soutc~_~about,,1J-fbJ ,-ag~~nt~~-wotkJng.~dlnfori:,timaH­
Jrtgtl16t":n548J126.,,-

b6 -1 
b7C - 1 
b7E -6 
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Fretm: 
Sentz .... 

to:. 
Subject: 

J 

. .. 

S!rZq~; . Pete.r P, {9?t(FBH 
Thursday, fylarth-31, 2oi9' 4:4t PM 

Fm director nmtmnev·urst•invest~ated the-dmfams::zovears a~o 

Late.I~ s-u1-tu.n¢1y~ ili~9t~r, pf tjJ.¢Fetler:~1 ~ur~ai1_pf Ii1Vtftfg~tjo.i\ ~:~U1E$'. R-9n;iey/~t:1\'ltp; .-

_!!:l~!~f ;~1!1:!!~!!1:.i~:t~f l~:~!:t~f :J~~~!i;:ii:!~=;l1!:f{~!:~~'\' . 
Y\li'kGty,J1eld i'ige.nf b9-ttfu1;g orgarl:ize(i' c1:im.eir-1tt\e•l 9~l0S, --lvatitedl to bhef Corn~y .pn~hjgh-­
Pr@fil¢ i½µe.tfi~tfoid qren r~fertJftl-tctthe.h\ire?\f '\))"'th~ ••In;;~¢tot:·Oenera! #ftpe,JDtq~~1jc¢, 
Cofui11titut)"; ::£111~ found ori the prjVatti~ i¥1dassuiecl.:ie1~v& used·Jh\Hillarf ClittQi'i"'as. . . . . 
Secret,1n:1: of Sta#~ contmi1ed dass.med:mro.rrmioon; $1acfil.d.ne".s-Natforiru $ecur.itr:Bi·aneh _ 
i,~~ted:tb-invest~ate: ho\\'th~ ~ecrets:got there: and..,\41efuer-anyoneJ'lad. _co-m:t1titted a- crime in 
ilie pr~~~> CQJll¢iWa$ dear.:~l)outt:me th,tng~: ;;,lie i~imite~;to:m~~e $11i'eit: \'ti.$ tr¢a.t®-:We --
same \¥:ai~: ~ -.@: uthe1i eas;$f' $aft Gi.¾c~Jou~,;. t-vh~i'Jeft::th~ btir¢ad m F'e.pi'u~y .C . -- -

Seten immth.~Jat€:r;_= .2,0·-toc30 ag~iitst t er.lmi~al *cialistsai'id anal);sts,have been ~igi-ie(ito. 
the inyes~ig?-tiw1; _ a9cw~dilig-tosournes"fanuliar1,~Jh.it; 1':ie agents have, contlucted_:inter.vie1"'-s 
~11ti go;t¢:fitre:psi,¢{iualysis qf:the eyj4et1:{i¢ ~9.Jle#ed. M _dth~y];,av~:exee:ute4 pr-ti~St:fbe. 
soiiices' ·s4i\ iiife(r.mg 1Io:tfeatetdniofin\'¢sti§atife. tQA1s:-that;:~i iriciutl¢~ amofig o'.tlrer'•thii:tgs~ 
Sttl>p~JlqS..· As ti-ie.y·nearcthe-end of\the ~ve.stjgatlon; t-li~.--agents are:,preparmg,fojntetvi~hv 
s:eve.rai-of Clintori's.dQS~st~e~r and perhaps: the::canmilateJre:rseff/ a~cord.ing fo,the: so1rrpes.~ a _ 
111ove ·fJk1tpn can1p~n},11Jfieial,s sa.r she_v.,n·_(XU)1PfY ·,yfthi ~it~i'.µe:Y Gen~ralµii'etta ;tyneht¢ld' 
C9ttre,,~ 911.F'eK 2-4"1:riat'.s}jf i$aWaitli1g:a•retu1nt11er1cfo.ti~i1 ftom C()mey andtlre:-~I ¢r1.. .. 
\4hetl1er atif one:should:be. {Ihat:ged~ 

Co.rn~y'is' }t.eyping·~· ¢1~ :w(lteh an thf _lll}'eStigptJOllf gettirm: btje:fi11g;.~ ir-0:-q1 te-p;111]e~.<l~rs-and 
pet't~oi1hlli o,•~t~mg t!)e d!~~. Ag~ntsl-1.tiv~ been tqiitth~i:may' ~p9lirg;fap1iedl'o.:Pi~Ye.ftt .. 
1¢aks; Hie saurces:±mnili~i' vri,tlttne proli¢-s}\y. ~t:want fo ¢1isureTtli-tlintofre1nrol -- .. 

b6 -1 
b7C -1 
b7E -6 
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fovestigatk~nJ is-do1i~.futhe i,·ay~ the FBI does allits ,¥ork: p1~ofessioi1~}i\ t,1th.futce:gritf; ·. 
~ronw.to:i" Comey fold tot~'ess in February. "An~ ,dtbout anyllite:r:tere11ce 1~lhatsoe\;e1' ;" 

~n;I~: -~pµbli~at1$ are• tef~rringt? h.is: ~~m~l¥fatjon -~ J:he('Cp.rn~:y:primai:Yi i11tne h_o_pes Jt• 
v.rill fW~-:,i tlie clectiontheir.:·wa3< Thati1uay re·vris11futthm.kh1& liuf one· thing: iifh!eai: Qonieji . 
ljss spent u:iucli o(pis career .i11vestigati1ig · and occasionally eonfrdntn.1g high,-profile public 
f\~res} il1ih1djr1g; theClmtousc: · · · · ·· · · 

.comey;s.first ln:~h-'iciitll ffi.~1t:i: c~m,e W4e.n.Bill CJinton)vas .ptesi<J~nt.-tqo~. to· g~t :~~~Jt·ip:to 
go\;~ritii~t:aft~r a; stintmprbfate P.t~ctkef :Cqri)ejt signed ciri ~ de.pUtJfspecidl ¢otm$eHoti1e 
Senate iVl:ntel\'°a'.ter Cornmitt~~•.In.1996,.afte.r: montnsot\\tatk* Come)~ can:ie to SOttl~• damning 

~~R!!~~:~1~~:::n~!;r;;':~~~:1!~~1:i:~:i;t::i,;tt;~;~:~~!:t:::~;d 
ofcbltcealhient: sheiat1ii her hu.sbah&~ad:lliaj to hide their roles irin-vo otlier. uiatl.er? lJlide1· . 
ihvestigatio1ii bt lai\~ .ernoi·renierit.-Tak¢ntogethe1\. the interfere11ct=bji ~Vhifu House officfa1s'1 
·wfoch iqduded destructjon {}f.'qociunel}t.St amo1mteilto '~f€ll' IµGte thap.ju$t aggresruve . . ·. •.• 
lai\1t~t'll'ig:Ofp◊Iiti~al i1~ivite;-" ,Co~-µ'ey ai1d .bl-; (el{(}jy .inVe-$tlg~tors.CQll~furle,l. If CGIJ~tittiteµ ''a· 
highly impr4petj:nittern ofdt>,h.1)eiate nw;cot1duct. ». . . . . .. . . . . . . . . 

Comet pa:rli:l:j~ed the \\fJ:iiteivater joh:mtq top. })dsts in Virginia andN'.etv York1 returrnrig to 
I\!l_ijrihattan lri 20:(.l~ tl)·~ t4e· top-fede•r~ p1·0:seeutor there, .Qne :Oflris.filst:.r~~s as aJine . 
'3:_ttoi~~Y •µ1:the: ~~:~ftiee .15 _y¢ar$ ~artiBt had 1'¢et1:tl1e $U~~ssf.aj pf-0,s;~cutiori o{Ivlarc ~d\ a· 
\\~e~lthy in.te>ri1atjop.al.fiuaritiei\fo1·:'tat: evasipt1. But c;hhis:Jast day as 'fres.iderit fo 2001~-.13ill 
yliri:t:on pardm1edJHcli. "I ,\:as stunned~» torpeylate1· fold ~t1qgress. As top lf S, prosecut.orJn 
Ne~'\; york in.2002., qppofute<:l py George vV'c Buslt, t'.otn,f;:y 11iheiih2d thr ctrm111alprohe into-tlle 
~cliJ,~don ~1ld J7fi ot}jets gi,1.1;oi;ihaq ;UJ;adf!:.~tflre iiJ}1µ09r. · · · · · · ·. · 

Despitee\ddenceithat sev~raJ.;p~dofr.i~dpien~-indu\'lirig·ruai, .. h;acd:.c◊rinedionstifd.onationsJ.O: 
Bill:C:tinton·s. pl'~¾ieritfal libi·arY and.Hi1latY CJmton'.s 200·0 $enaie.ca1npaigti~gornef found nri 
.cr.nnhml 1-\Ton,gdoing~ He,vas ca1:eful ,n~t to. l?t the µ1vesfigati~ll: he us~d fQ:rpciliti~al pm:poses . 
by~ther patty, \;v'betl p:ress.¢4!{W deta~}'.'1 m one c,~e;. he $.aid, ''I ~a1i'tre.aDN ·go-in~o it Qeta1,1S~jt 
-vdci:a1l in\~¢stigation that djd:n)t1sesulf 111 ,cliaiges~ -That111.ay ®a fr1tsfratii1g ans,fer, .. hut: th~t'.s 
the one J'm.•rorr}'.pelled.:toghie~"··· 

Cpme:Y l1asil:t only discw;nfit~d be-,mw:r:at'S'. ._45.·BusJ~tsDeputy.Atton~y Ge~r?iCotu~,y . 
la~c~: tile Pt◊heinto tl!e)ealt oftl1¢.ldfntity·<>fGL~ ¢:fi~(VakriePiame :@d -hriet1s-~fod(~d 
'the-N~tiop~ Security Ag~ncy~ $te~ \~'ind progra11iofbl~nl<fi-~e,l¢pfiqne:-fueta.dafo after:~ . 
diru:natie -corifr,ontation \dth then--,\'\1nte. Hause C):ninsel .. 41berfo .Goriz.ales..:comef's stand. · 

~=-~:::~;~~:·;:rii~t:~::tt~:~:,:~ri;~::~~=~::~~:~;;:~:;?;:ti:r:t. 
&htroft'afop theJustke Dep~frti11e:n1:,; Was.ffo1ging:tolrisjoh~id uru:efated s6u1d~~ Coh1ey··· 
SUqlrised°the:top -~n1ocra:tjc st~fftfr 011 tlre Sen.ate.,Judfoia.ry C~nnriittee bi. agreeing to iuake: 
pt:iblic the details p;fthe. Steliar·'\\'"ind confront?tfo:n. for the: fi:tsttime in compeJfom open 
.te-§.tit.11.oriy, 1::f.le.liearing. was ~~,signed to f9r~ Gon;?lt:~S: {)ut; ~i1d Pf!ir1,iate}yit,1~rirkel1.:CQn1ay-'$ 
t¢s.tin'iony.·]ed.· to·t11e:dis¢ov~i-,,· hf \Ynite :HJiuse:J~,\'.)'¢l~~ithat Goi1zaii;s,hati :impioped}' stortd· 
rlassm~11otes o~-Stellai\:v•jnd; :which inturn led to· his 1~esignation thatA~oi.ci½.ac.coi~ding to 
to:p Bllsb.\\'hite H<mse offidrus.·Conrey and Gormales both dedin~d to comment on. the 111a1ter; 

4,v~r,~1-s :prep~dng_ Clint<H;r and;p~1·-~9~s fotp~$i'"bl!=.interyre,vs a},~ well Jt·wg1·ethat :C◊µ-i~y lias 
a. history hfpros¢ctitilig th~e ·vthn im~de.i{i'vesngafors. C]?etieJ~'s. ai~e-.Lft)by yii~<eon~ticted n<>t 
ofleaking Plarire"s. kleptity but.of oli.~ucting justitei: as {\·as M'.artlla S.tt~\w11-1, Come1i . .had a .. 
trorrt~ rm\~ seat Jo-Clinton's conti.'p\r-eJ:sial llandnng_ of documents n1·1:11e '\>thite~-'W.tter ease~. . 
tfltimi\ti1Y the Semfte: :c6thmitteeJl.e 1~-ot~d r9r ti\~ ,:µ~iade~ ago fotind rip c1funin~hi"J:'o.ngdoing • 
bµt issued ftpoJiticalif dari1agii.ig tifport·-ait~nvai. ·amtori campmgn ¢ffk.ial· Bd~.f;alkin sajis.th~t 
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the.FBI has notrequested.atl,mtei.,:f,,~ 'i'k1tH h~l~ Yet andtliat she ~emaius ready:to coop~:rate 
·with the, probe-; ":She first expr~ssedher -vd.Ilingnessto cooperate in-any vray possible fast 
A11g4st,'' say$F.allim~ '''and. tpatm.eludeij offerh1gtoi111eet vdt\1 th.em ;!illt1· aps1~(et_any 41ti$ti.9ns ti1e:y-might'baVe21' - - - - - - - - - - - - - - -- - -- - - - - - -

Cb111et~s _re~~pun11~ttdaponto Lynch~ \vhe.u it ,comeBi, cctul~J11dudea description of: t~ e·dde.nce; 
vihat fa\\"Si ,Ifan:y~ nnght'have been·ddlated; g11ii flO'l\' eonndent h.e:fa irtthe re.stilts ottlie probe, · 
tp~ sources fa1ililiar "\\ifh the:i11Ves;tigaticin tell,Tl~{E. '\'v'h?t,,ill coi~e:of:the:Cm'ney ptjn;lai·y? --
Sajts Gkic~one~-"If the evidence, is there~ it's tner~~-_lf iflead#·to sometlimg meo1.1elitsh'e,~ o,r: 
1iotb.h~ lre.~s ·not goitlg to reconniietlcl .:filifag charges/' 
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Fta;lri:­

S,~".'t~ 
To: 

Su.bject.: 

;$ttip~~ Pet~f P'.~ {GD}jFB.l} 
ftlµ~y\ AptII tlt,-.291:6 ~:og AM 
Pao.e Us-a·CJOGC\(fP.!\ 
: :;- •• ~ : -~_ .. : / : ,•, .•. : ' ."1:-;_: ... '.,''• ·: .. 1 ... _ ·::_9.)-? .. · .. ·. -<-> · . . .. 

F~\•d; ~rnn:tpA 1:.dd~s qr11.t~ b.:flHM lfg~l ~tatecgy" POUT!CO 

. . . . . . . 

Ti·:tH.:. f~1J.:sr-:n~t~t>•~?1 H,£ K'{JrtJJl sa itf Btib: ·l~ilder:EUn-.\:VEi~/t:1t~~-it. \~•ie:l~~i~11i-tr~-· .. p.ubiitJ1~· ·Ot1 :tb e-:e:~na~f n1~~{ter.~ · H ~-·d·f.t:ir/ t 
~~Y: \V:h~:~:.·~-~t~ · th~d},J)tft°if.It\tl3·5~ . 

f~nt! S.tr?rik! P$t~ct. f~ -( C.'g}{~~ij 
Senb R1qay~~phf91, 2:0)6g~M ,~,M 
10: Pi,tesra . e\~:L rqti}{F~i};)®:i~s; -~b.ert}1; {CD; {FBI} 
Cf • 9¢9 (F$1}; M~~i -Jo:ngt~tifr ¢~ (.C~) {Fa1 .... J 3'°"_ ,..,...-------'~~qJ (~arr 
:Sti : c }ntqn :;;1I~e~ imtte ~n .FBJ fe•gi;i{st~at~gy :_ f()~t1:Jty-

Fol~of1Iillaq C'lwton:·~·closest .aide~ appear t,:fhave adopkd ~ UltJISOOt;e:gcl saategy.·haing-:the same.-ex-, 
.,Iu$tice'._D¢parttJI¢nt, attm:tt~y' trjJepte:§~t:tileflll!l_.~ ~fs •• ~~~µgafjpn QfC~ton's .pii~;ate. ~:uaAA serV~f, 

Beth \\'.mcinso~ awe.11.:oonne.ct'ed.tbnneras:sistant ti.s :•-attorney -besrknmm wr:1,.1-tosec~g.Okh.moma city 
bctl;iher Tipii~~ ).JcVci--ji_; fa i½fe;d\is;tgiie~rntihg _th'.r~-Of C~ti}if i topiSt~e, I;l~irtrii,ci,1t'swreis, • aji¢#~g 
tl-t _a--c~giess_kiti,µkttet--i\ifoiried1~yPOLifiCO:$ct,da;tecdf.ieb_c:1ft• Afcirirth. Cliilt.&~aidJ;:P~e-R~es, is 
al~<-' l~f.si:?,titl:!(f~11 \\l~$01\ ,ac~qrdnlgtQ ~tltn:ces.fumlli1:tt' y.'!_!fh -~-~s~tl~K 

'.The• tfrine~£froot$1igge'sts t11e), pli$ W teU'.iit'\~$tlgatotitfi.~ t~if si~ - -~i~gli !ega.t· i\1eifi ~,y ilie muiism.11 
j<lmiittatezy·stili-pre!<---e.11ts--its· mv.nrt.d:s; shoi:M-theWerests: ofthe.fbtlir: aides -b~wa·to.di\•e.rge. as 'the: prribe 
fuo,~~s\a.hi~. 

b6 -1 
b7C - 1 
b7E -6 

b6 - 1 
b7C - 1 
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1h~ qµartet in<::ludes ~J$t-01i-" s t~·tllet cfucl ot: stat('Ch~i i~, 'i.yho i.::~ded GfultOt)'pbclititally .and legally; 
d.~ff cfuet\i'Jtaff J~e)3iifilvat( \{,1wtn ii9,i\~i~/ S:tiy antl1ored ~ iru.nib~'. of e111rut~·t6: q1jnt9t1 µmt fti~ no~·· . 

+.:. . :-·:·~ . --~,, ::; . ·.- . ·. -.. :.: : : ·:·.; -·. - ·: . : ·~: ~<, ~ : :x· - ·• ·_. ;.; - . ··: - ::· .·•: . 
~onsidere:d top secre.t ;JieatherSruJ:IDelson; 1'1.fils deput}· ,vho ~,iim~-; ,:,.., ifkd•Ctinton s 'wo:tk,-,.refate'd ~nails: . 
ttom11et~Otiittw~sages•.ttmt·~V#e.:thtj1;.qf!~d;::an4 R~s~ ~"tio save~ A$ Ccljntont~~estnml ~d·a:Iso..,qsed peisonafe~ior.,ti}rkµutpoi~i at Staf~~ ·. .. . . . . .. . . . . . . . . . . . . . 

\V1llcitis-0-11 and the fqur s-taflers, as \\'elas the Clmtowc~np1¼iga. ~4 npff~s:p01l4t()re~~ts:ibf ¢<m111:1ei1t:for &is st◊iy: . .. . . . . . . . . . . . . . . . 

fhe .. EB r l:s .n~~stigaoo.g·~·dilithei cfu$~ed infonnati◊n.· \Vas ie'\'~ :oosh.,<tiiqfed or put. atrisk. by· the former 
secret.-u-y oJ:st~et:~ unus.m1(:home-'ha:<sed. e1nruLarrang\}:ment. 1\.lills, Stllfu,'an, and Rekes alref:}iarly emalled 
c~:s lJ.rison[d asc9~rt.. . 

A.ud'.foffo~.,~gt'.e{,"lOffS that the. FBl 1:ifat1s. to strut inter\.ie~.vmg top Clinton stafters.ifl .:llie·c:onm1:g \\teeh; many . 
~~ectatiea,st s6me.pf\Vti1s.011;~ fpt~ s~e-:nt& to ~it fur questioning: . . .. 

Hki:ngtbe: same acttot:n~y tillmvs Cllintoo's.~'Befi tolmve one gatek~er:fot most o.f tltl3:Dors ID!E~S -
~cfit filcehi ~$1;:~~:s lli.ifth~·•~~~t to ◊fter :S.lib~¾ft,. ~ar. t~~timony if .tliefte.qu~ti~4-. La\'\'1~e¢s are 
bai:re.1 iiom ~eous,ty ~epresentlng people .,~}ho may have corifliL-titlg tttterests in an .lfl.vestigati◊&;• fil \\-ho 
,~:outct saysom~g :;t¢gailiie Qrppt~.Y !¢g~1: ~ •ab.om tM: latvyef s other die1:1;ts, e.;.petts ~y; 
althcigh ;01iie:s~dltJitlkts. cru1:be ·wwiedby}he dk:11t§c_ · · · · · · · ·. · ·. · ·. · · · ··· ··· · · · 

Thii,s;. th~. aide{ 4-~isiori tP:· t~~: .. a·.so-salled ?jq,mt~ri.pr~e~tatiprt. oi ?- '\::oomirui~dt-1efi~e'' str-l!t~gy i¼ggests the .. · ~m; believe.thefre iti.thls tbgeilie{aru1 ar.e ucltkdyto tiful Oh eadh olli.~.. . . .. . . . .. 

On flie. cth¢-t ~id i(otje: of fh~ai.de.l~tiqs ::up h:i. crm$ki1 je,op~~•as pptf Qf the'pit>b:e. choosing. a '°\;Qrilµ~rt­
defense" strategy c.ouid ~eantnmb1eYor-that.sb1fu:; ,.,~ho may need fo say so~ethlng a<kiier.se .iwoui bis or her 
attorney,' s .othe_; clkntiL . . . . 

. . .. : . .. . ·.--.. •·· - . . ::::;: -

'11ie p:ren11se of emphyingthe ~ counsel fafuat the::/helteve•there is not fi\..~, to he a situation \vhere. they . 
5-{att pqfi:lting ~ finger af ~~e ~othe-:r· t(}. sm~·th~ o~~ skins ·-\::ic:t" perhaps at ~ett~b.IY Cltn;~n;~ sm1i Dati ... 
it;tcitlfe~ fu~dmg. &etto{ of the DQJ's ~~e,.ofttifotfuitioh. Md prii;acy. ~ An.<l)llct'.e' !. a ~cilse tltat·if .o~ of 
thool g~¢~ -4:t,~'ll,. $e:Y an go d~~'ft ii show~ they tnkk.,~~y t:an c.oor~e tile d~se to: eyetyoue:s:bate-iit> 

Nfetca1fi, llO':V a h,~v proft.$0f. aL~nerk:an tfoh,eysity, • c~d:tt an: "optimist.k: ~Qacll? ;They n~1sfbditwc 
}X(i~cCillQf$ d6,'r~~ t.lh'tt 11fn91t . . . .. . 

By. •tappfagitilkioson~•ihe··Ctttuo11 corifidams.ha\1e. ·s:~ected someonewitli .Jeep.·.ue~to\Va.4tttgt,0t1 politic,s and 
ttfo DOJ. The: 5J.-cyettt~.6ld:\iitli offom~ei~'Me#tlie.Prds"' h6.st Pa\i4·Gtegocy is aCar~toir'do~r.:~id . . . 
Dauocratlc conmbutor.;.•az:.cording: toFeder:alE1ectron Crnmrussion.filings, · 

.SJ1e•c-utber tee:th'q.il tk.iiiiµatjo~i .issu~~i ~lt iii hire~~, ~ehfag.);L~ a·c~#in ~4 assiii:iiifto .theAiJliy ' 
genernl com1sel for intelligence afld special operations.· 
. . . - . . 

A5.· a f011n,er·assi."-tmit U<Et attiliriey l,ri Nev>' Vdtk, CO.UtlitHo the depfil)' attori1e.y generalahd prlncli.~ deputy 
:to tile Justlcf. oflice·QnJerrorism. and vmkntt~ift_le:; ,,r~-0Rl5.~ ~' tw~-timeret~ent of the boi~ highest 
hqiot; the eii:epfionru.:sefdc.e: a.~t•ara . . . . . . . . . .. . . . . . . . 
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A.t1l~e:) no ·s,trrutger_ to hlgh~pr:ofileo ¢~e-f :She pr<:>~~ut¢d: fcn:m:ey:l)~ di¢-ta;{}f 1-itmµel :tj{)riega Md 
ColQmb1rui&tig -~a1tel~ii1Dfu.i~eny Mm1o.z ~fosqµ~a'f9£b?mhinga ~iliml rurlin~ and½lnug: tJ:s_:~~~-

~·111ey'\':e µ-itl,4 ,h;r hecaus~ slie-Jqh?,tii :~Vef}.'O~ itilm.~:Justice/ ',said JO$eph. tji(;i;:i1ov~, :a:for#~ v:s .. _ 
attoihei.:~tinned.-tijntA6.fumg te~~orrnufut~toii "Sheh~s:i•en' good personai·rehitioos~-i\'lfb hll:tti.~ p61ttk~ . 
&)ii taie~:t:p~(}p1e ifi die Justice l)~atfu!ert;•so.tb$' ~-v~y:~ -~il thi:ir·prutt 

.~~ch joint stmtegtes -are typically used in-corporate cases by people ;,~1so ,sh.are simibr- jdb respongl\ilities. but 
~e 11?ttbt:tbr:us if:~ in'\~stig"~on~~39~•yea.iCnia.llaityet ~imfa:~~t\\"* ·~ Rllm.l,:~-g~~k~f C~4\\•eff, 

One up:sicie. is. price: usmg one fa_,,.yef is:,.often c-Jieap:erfru-~ the diem:shecause ~ ,raves mn.e .arJ innore 
effkietlf~ hiring ctiuniel fot;,;~h p_a:~oa. . 

ti ig m1dea1··-.."1i~ kp~yit1g thekgcl·billii tbt thetour .. st~~: Btrt \\'ilk:mson -inst this .fau_-aacy teft. PhuL \\rciss 
Rit1im«·\Vmt(}il:aud~~i~oriLLPt().Sefnp.he{-m~-~l>mru;qµe ;~ .tellingThe·,wMt Srr~~~t:khi(ditt·that·1~et ·· 
compru1y· \-Y0ttld ditch the h:illablebonr :setup typkaiti, used h:lbtg fa\v fumS ni fu,,or. of:tlaf i'ees tbai are iiiknde.d 
to :r~wat& efficiciicv. · · ·· · · 
. . . . ' - . . -. -.,.:_ 

The sk:ateg_v Catl alSO bcl-ster the de±"ense. team as-a '.l/boie~ :allowing the lawyer to gather ttlf (}trnation.:6·01t1 
tll.i_$iple clknt~. to ht:lp heijefu a4otlie( ie:gaI exp~ts ·s~"<l '\V~o11~ ~ol' ,®pirtc,e-~ \vii! :g¢t~ idea-of die FB!' $: 
mie'. of questli:>rililg aftef:her fir~ cuenf5, tiitetiiew, ,~ittclt co~ benenttbllo\fmg:~.vime,;se:~i. . . . 

llntBiH. ~ ~-fonpler us~ at;toroejr foilhe .e,~teli( dis~t ofTeni1,esseex said fue stt'ategy .,:is fraught y,dth 
dange::r"'.f& the·Clint~u.aidesbec:aus.-et,\1iat:the.y did, \,,twi.fhey said, -i>hai they '.l.vr-0te, \'1,iiat ilicii: remtio.n~hip 
was\vith·-..~1lbmeVet'1kgo.#,g.to :b~. ~o/:~t-~t~-illy :gt.~g: tlle~~e:r~nt t~,efs • of lJgal ~~sure~ . 

"']ti my 3 0 years -as· a defe.ns-e attomeyi .aimostiO as a:stateor- federaf pmsecut-01· ;t have-rarey.or-ever .seeua 
sittlatii;m,\vhere a la\t~/¢! caifprc~,jq1::: a 'i:ti~u011 dtiei:iseJ-0:. muttlp1~ i-ieppkj titl1~t there b-¢mg a c,ot)jilitt 0of 
futere~tat soo~ pohlt in some _regard,.~ .he:: said; '1f s tire that the cpmn1011det"etise\¾'~tnfo.ctb.e ~ ~s.t 
~fctisefoc all the pe~e·unde,t' ~wstigatkm.i• 

Sullh'rul, tor lllS~Ce, ·anthored-n.ow ''top -se1...,ef' etnails. sources have told POLrnco-· .- potenthlly seiliug 
hitn ap~ :fttwn· the gp:,t1p,. An~f $~lll~S,O~ ~i.:;~~ -&µg to•tes~ny ).4ill~ ga\~ toJ-Io11$e G(_")p tt.l\tsngatfut 
spfted 'Clintoif s en~ ~s ~rthei cl1kw doclili1e11ts i:>.( pb·ional issu~i- •. . ·. •. . . . . . . . . . . 

B?ili, Jbr. e-.iplt?; .~ii tmi;f: likclf •pe·asked·~it \'<)iat:-~ ·•of ~~-tiom tltei ·re~:eh~ed;· ivitkh 6o~d:ia\~ok~ 
'.\Vbsoii° s. oilier cJie.nt '.M~,-tvho was s.ecior to &otk 

J)iµr31~oi~ is qu.es1;t-q~ ~".>if'.iy:ihiDOJ t~'dak.f §t"ee{ili.ght -~~-aii~gnd1e1)t: in,. the_:fitstplac~, ~gi;m1.g tufit 
iL'.:'°pres~-t~t~ anamazii1g_ couffid offatere:sC and·iltow.s f~r coordination of stotres. · ·· 

;J!!~,a;::!::.~J;!:~!=~=t.:::l~1~if!~~t::::~-0w~:i!:en:;not 
b~g.a·<:~se; ll-ei;:aus~ :.they"" re :n,or ~etjo~s ·#:t4e)' hID'.e <oK-c~tajc ~t art,uigem¢nt •· . . Th~y\•e tiir?'+\'n m ~ 
~o:wel'-.: 

A :..♦ . 
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·-:it 1 ,vet.e·'lVls.: Clmton,: r-iv'OWd-ivanr mese seconctarypeqpte· to :allsayme Saine umw--not rum on one 
~t.}l&:.1~ alo:~Ju:e, arid ltlvitig ·oue .~oroey ~et.i:e~eht ~in ~e,s it alLa heU ofaJot ~;.!er.~' ~{~tt~lfo· said .. 

Senate:JudidruyConmttt3e, Cfutlnnar,i C:hm:k Gtasi~y-(R~fo,,d) last N6yanher asked \\'fficit15ein, ·Ctmtctfs .· 
artpµiey l)aiid,Xen~hll~ \iidfas J~~7fistbr Br:~art Pagliano ~ -':Clliito11".~ top if aj'.aiter ~ -arip II~ A,b¢dt11 . 
if there :was ·:a. ffitrd~parly fee ar:r:ang~nmt ,md joint defense coordination. agreement that aikr,,\<ed them to share 
fufon:11ari~: .. 

The::ietter fuilo\t~:a t:epmtill'altJ.Clit. Cofut·ado ne\:vspap-er ~hmvfug lliat :a company-m•vok,ed inmaint~litJg 
.Clinton"$ seni~~ Platte· lli\-ei: / ':V°a~ iti,:ttiltigSt:q bill Clinton's· i-~pre.s~taili•t~stol:cits tJ~at fl!es, . 

~Tu~ tftY(}ke nus_es questions :as fo \.Vl~tik: Seo'eiary' Clinto.11 has smillar ar:rangemen.ts y,,;,lli •othe--peopk o:r 
.~ti~s cis:soo,,"{eq .ifth.µci-: cii.i~. ser\~,'':thf :rette.t rit}cts;. •;~ ¥ght {-ffhis,:it 1; ~mint tgtthe:~o.mmit;tee fo 
knmv .whe!hei::secretary Clinton aµd her artomeys are _p-·roviding.lin,.-1:nciaf .support,. 'leg.afsupport. o-r.other 
CQordu:iat:bp tqthose isspci~s. .. ()fher,s\li'ho. ~e: invoked in f,◊ngres~phru (titfu:llittee atidfe<leraf' la'!,\/ 

~nfi:1-i:ceme~troquiri~s:iclatltig to lier ett:i~ sen::¢t'/ . . . •, . . . ,,• . . . . . . ,· . . 

Th¢Y deqmed fo answ«-

•i ~ bomd; tiy etlm:,al 6bllg#ons ttr1µamtain the conMentlal1tf af';im~tmation 1-~~•1gt◊ m.y:-teptesentatioo/ 
,vllkmsgt1 ,iiot~ ~.p¢hhlf)ifl\\ffils, .~µ1th-an :ariif Satnools.6,tt·o,n F¢b~ .Ht a.ei(}t.dwg t~ a copy.of her 1;:eptt . . 
ohtainedbyPOLtrrco_:·•·As s~c:h; J,mu umibie to address your quemons/'" . . 

Attthti.ts:: 

FBI (18--cv-154)-6184 
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Fta;lri:­

S,~".'t~ 
To: 

Su.bject.: 

;$ttip~~ Pet~f P'.~ {GD]Ji:m} 
ftlµ~y\ AptII tlt,- .291:6 ?:O:-tP:M 

Pa.&.e! P~~·:C::Jp)?c:Jff8.:l} 
F~\•d~ •fn:m1 ;th~Hlll,;com --StateDeyJ. -. ptits hold: on· f~:!}Aew-of Clintqn:~rryail~;. d_~f~r-fl!ig tq>f8f --- - ------ -- - ---- -- - - - - - - - -- -

fmm4 l 
;:~;:~j{.~~~~:~(~if~&a-~~~~J;l.,Jon~.Hmn C {CD) {};ai)J kim}'ffBJ} __ 
subject:. Froni the J-HtLcom -~..: Stiite• .. De:p,t. putsJiol<l on. revl~w ofC!trrt:011 emails; <lefofr!ng' to -fB! . 

. . . . 

. - _ -·-· 

ByJJdl~rt•Hattem ~•:fi4({!i/1.~f:tt1~.-P¥ E:Oj 

The.State Oeµa rtn1enthas. f.ait:ed ifa internal H~lJie\>Vabout whether jjW~_t)t_tlitit1:M1 :i.i-fo:l'at!YJ 
das:s_ifl.catiotl.>}µ~eS: tivitll_h~r:pt-h.'~tf e~i~ff s~h?et:;, ?:Jef~r'rinif t9Jh~ FBfcs prig:t1) hg ·in(•~s~iga tf:o()_.-

1\,~:mqriti1$ ago; th~ dep~rtm~nt- launched-:an ititernal r~vi~~\rof-22-0:f theeform~r •seeretai:y.l)f St;a.n{s 
eiila!i~,which h~il~~•er~· ~l~~siHed:. at lfoith!gh~st fove.fol ''top :s~cret!':·artg:~-f~te~iif re!¢~-~~~: •ev~r.t'Jh -_. 

b6 -1 
b7C - 1 

b6 -1 
b7C - 1 

b6 -1 
b7C - 1 
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reoac-r~a . .rorm, Ar issue was wnerner m:e em,rns snou.m-n-ave, oeen -c1assff!eo ~t-rnenm:e, tney were 

s~nt, - ◊r 1;\fhMhetthe kiforrnatioh had·merelyoe:c:ome tlasjJfl~d.Pverfime,. 
_._.• ;· . . . . . . . . . . . . . . . . . ·. . .•'.'.- .... . • ,• . •. -. . -~ . . . •'.'. -. . '.-'.·: -.. · . . -:• .. · . . · : . . . 

011:Friday; State Departmetit spokes\~-'Otnanfilizahe:lliTrndeau atillOOllt,ed-that lfie FBI t'ec•001m€'JlGed'. iait 
'month t.h~.t:the.de-pafun~1t 1101doff ·onits te\je\\' . ttilet.~e_bureari t.?titinue -~s-,vork.• 

• ''\,~hUe: \he. oiigo:ing !sw e!Jfor{:ertumt ~nvestig atfo•n. · is taking plate; .qur frit~m~I teview is on ti.Q!g~ 
~ndk$ the:cdmplecti~h df ~at;" Ttucleau:t6!d r#port~~~ . . . .. .. •- . . -. ·-.. ·-... 

"\!Ve do. not\¼~tJtOUf k1ternal_ tl2V!eW~o cpmpli~te pr ·imped_ethe-progres? of th~!rongotng !aw·· 
~<ifotcern~riffovisdg~ti;{r." . . .· . -. . . . .· - . . . . . . . . . 

The d":eci~iofr fo pt·~ss P?US~" the Sta.ti I)~partt:neo1.s~ke·s,\t~-orriah ~dd~d; 1~ ··:st~fr1d.ard pfoc~d{tre sri • 
c~ses hk~lhis, ifthere's an otigolilg J~1.,\ce~foiceme..~.t:irw~stigatfon'.",. . . . . . . 

The t:&lfa t:~~tirhtnenci~tkiri ~an'l.~ h1·re~pobse·tp aiSt~t¢"0-e:pllr!h1¢J\t k1q-airy aboutho~yJp tfitlVe 

for.~v-ar.d~. Tnide-au.said. she-dedined to speeuJate on hrnM the. State Dipartment~s review might inteifere 
vvi~h the. f81's in~•es~\~atjp;f:1: .. 

The fBt has be-e.n rev~ewir:1g: CJinti:m~s unorthodox emaiLarrangement for months;-t,\,jth an eye ttJc1Mai-d-
tth~be:r-clinfon ot or1e q;f h~r .t6p a iqes rnlsfy!:l rii:Ueifcfa~?~!fi~d-. jf!.foifoatfo~. . . 

Jh~ rev~ew· iS . re:ported!y {1e.:uii1g!t~ f.h,.~J · s't~$€S,, at)d the hltP,?8tl h~s b~h kl th~ prqt~ss q-f:a:J.T.qn.giryg 
intervii=:\\~ W'.lth key offidaJs. . .·.· . . . . . . . . . . .· . . . . ·. .. . .·. . .· . . . . . . . .· 

ln_.adq1tion tqthe f8:! pro&~, irtspe<:tors:.genenll ~fthe·state Depsrtmejt ahd.for\he nation's· 
lnt~l~igence:·ag~,indes :ii-~ afaitlw.kingJnt4 <Cli htori's ._eiitail 'sihfatio,h. The:St1ite:: oJ~itirle~f• s dedsHj,h 
t:ohaltitsint~malr-evfe'i;\/ d~ not affedthe-ongofog·prob:e byfhe departmenl s insp:~etotgene-rat 
\,~1'1k~iir a •s¢~rttt~ e_t1-tW1,Tn,1:4ea~ m~iht.ah~,~ ~ 

The lh1ge.(ing f ~tjera i . inv~stltfatioti-5. have. COlit1nued ~o dog ¢1inton's presidE!nn~J ~ampaign~· V1lhll 1,::, . sh~ 
ii<as. 4isn~iss~q dt~ &~:spok~ ~irian·: se~up_-~; -~,. shi1 pie err-pr in. jti~giri~rtt, pbntkal. crrrtcis baie ~ic~sed·the 
former. top diplomat of •uvitlfoHy skirtlng_ federal-security. and £'ecordkeepfr1~ lca,;,vs,. 
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Fta;lri:­

S,~".'t~ 
To: 

C,t; 

$~bj•~t~ . 
-Attach ~nts: 

;$ttip~~ Pet~f P'.~ {GD]Ji:m} 
Ft1{t~y\ AptII Q?; .. 29lG 17~4-S·PM 
P~$e~ P~~·:C:~:lf)?C:l:ffB:!U .... ------..... ,{Q§~J (fBt} ... I ____ __.lf9G9 
jfBll 

M.t;iffa·, Jbn~th,a.r)C:. u;:;,o; ffJH~._ ______ k~o}- ~H3H 
_f\N{·i•n!ls/S~m~~dsQo_ Categpr!es ·torPo~t::state· __ 
.fy1iffs a!i# .S~mµ~!'son._ FoJi~w: lJ.p.dp~x . 

l.~~J~~;~. l~: ~-~1-tl~1Qa~l~:~:t\if -~:dte~1t_ij ~ :rl&~(f ·t~( (~:~-~l1~i' fH:i{~$~Itf~i 1/~;f ~\~~.ir~:}}t~-.Fat~=~~)~l-~O~ · O~i --~f~;e·:~;i)~i~~j~~r.Pf . 
. ~-ttti:rne~t-.(~ie-nt :a-nd ·.at{i;}tJ1e·~~ J~u.:nk:~rQlh .. a~t ~t:hd }e ~le-s-.-erld u:n:rte-~.tlotr 

................ -----.--..... -----........ --..... ----..... ---......... - ..... - He::~~~st~f~P.t:~\{~-:f 9:!:~~--f~~~=~ ~.1~~~~~~-·qQt:. 
lQl:~ P\\::~i~tu=?-\fith li.Jm.- ~ t~:}a~1ti~t t~·:p19~~itl~: ¥:&µ: r~\atenat h:~tp\~{-{q --~ht~J~--:~~:p~ftJ>\t_Me--~~iirii::ii/e·:gq\fr)~i~~~tJJ1.~{ 
fl=J~1te ·{ 5l·n:d -f.Hte:n.· if.-.~ve th:~n~t$:-:xfJ:that·1rsL-Llf pri~-dtpai:s h~ve: -ih-la· ber~ ~t~f .c-f"."v~~}1:r.1i. ,~l~t t-~e::i:ry~hgfo.-do 
i~)V~~1:~tr~thr~}~~):~ 

a~taii~~ ·! LO:\lE .S~tt§~1g. [ii-iodi+t.s-l~fi~ci ~ittt ~~tto~~.n-~:f5~ l .t.1ffe.~~t1tl--tq ··ffiCde:rat~ lit~: clisi::tfitJoii ~-i:i~\ 5:{jr~;·:~~btf.~ 
~\fOti:h:f )citt nie~ iO-.-[iS "to-: take-:.t.k.~rn .s-h-~=\s tng-pes1c:H~·inio ~ttr ey.·e-s" · 

b 6 -1 
b7C - 1 

bS -1 
b6 -2 
b7C - 2 

b6 - 1 , 2 
b7C -1 , 2 

·s;eh)\:V i$-tn¢) iit&f. ;;i!tte;1~ -ifb~tJ{\~t}i~t~J it)e:t~voi~ic(~t~~::io i~1tir~~l~:li~ -~~iit~s aitid. =5b)~t~~:~S6:n :~Pnce·~~:~jtnt{~~:~~r_.pp$~\❖ . 
-st:~te-. en~~pll)r .. nient~ sO:as:b-e~~t tO·i~t'.torrn ~-e~af .ai1s-!~1~§:9~~:a con1p=re-h@:nshfe: ~·tst":a!i~f~J@Stion~/~ntervi-8:~~i~. r§: 

::!!~~tS,tJ~~::;i;,d.:~i:~~:~i;!!d.~I!~::~::~;;!t?~AS£9q -11dt •• t9~:; S~fit'Ei (i.rotf}e~,\•'!$~ p(;ilM~·•itto e:~,p~5;ir1g 

Tl"ll:ihk§; 

?'$:fo 

bS - 1 , 2, 3 
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Fta;lri:­

S,~".'t~ 
To: 

Su.bject.: 

c$ttt~~ Petef P'.~ {GDl]PB.l} 
-W~dn:es~:ay;<-,~pm_ ::13:; :,201£*49 PM. 
page( p~a-:C:: {O)?C::}:(FB)} 
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Fta;lri:­

S,~".'t~ 
To: 

-Su.bjet.t.: 

c$ttt~~ Petef P'.~ {GDl]PB.l} 
-W~dn:es~:ay;<-,~pm_ :13:;:,201~ .7:29 PM. 
Pa.te( P~~-:C:: lfJ?C:l:{F~:!} _. . . . . · : . . ·: .• · . . 

F~\•d~ R~tm1lr:n~nd;1t.lq.n:fo. M1'E M®tlng 

fr.omf Ptie~~P., ~ t\{ {f;:O}(F~l} 
~ nt:-• k.1€ii:lhesd~}"; .Aprill3.( 21):'l;~ti::54_. ~•l 
Tof ~~i:eatk; -~_hd,,e~t.G,(D())-(fBJ){$te~rib~cli. ~~w;;naefB.{flO) {FB-1) · 
~ biett.=. F \y: -Rec~friri:i'$d~aflonf{ir MYi; _ M,ieuns 

oh !Vtcc~be andEAD steinb,ach: -Tbe: lVlYE meeUng is· schedded:f:'o~i2:30VF.1·on Thursday; ti4/:i4. -_ fr' s my 
undetst.intli:n:gyou t·vpn~t h~v~ time: fe:ra pr:~~tie:f, s:~t th-e tean, and tthougfa HJ}ttH:Jenito retomn)end ,tn 
ap_pto~¢h y~~:m~y~vr~ i9 t~k~duNrig th~ me~t.iJ"lg~ m~~$~_5e~·bel~\;V. : \\1Rhytio'.~ p~rmf~~iori~ w:e \i•nt .. 
Pf'.9'Ade: Jhe fie;lb~\i »·1~su~s fo:J>~sh1l~"'\i;.dtH :odit&i:ilght think'yo,!J;;. srH - - - - - - -
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S,~".'t~ 
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-Su.bjet.t.: 

c$ttt~~ Petef P'.~ {GDl]PB.l} 
-W~dn:es~:ay,<-,~pm_ ::13:;:,201'.!~_S;;J;?: PM_ 

Pa.~e-( p~~·:C::_{§l?CJ:ffB:!} 
F~\•d: &.ke.tc~\'1lkh1so£1. c~lf -~· .. . . .·· . 

;;~~~-,:ii;:i:~~ti:!t~~~;;··J;'.;11·1 .. _....,... ________ _ 
+.Z;t~2!!!~:~:~\t~7Gt~f s\11·;-~ t"""r--~n .... --~_s-""':o ... ,o ... r ______ -----
sub1e-d: Baker~\!Viikinson caff 

Blild J•st s!AA<e ..,;thj jH<i; s.;!d J!m;Seht hi maMt,.uli,.,iii,"air'al L,i,, lrjg l)<et!-i · M.d 
contacted hlm. a.nd thathe. to-Jtl her it 1,vould-b-e-more apprQ.priateto confaci H~-was-•seeking/ 
futther ~,ffotrtlc#ifon abol)t the ~~nt¢ot.,q.f tffr\t Ba:ker\\VH½f ~1~on bonfatl'; -; kob~v:th~ie: ar~ a tot::of.peopt~ 
Iu1d rt1ovihg pfaces. dght rtO~Y; fait.l~ d t lkE:-tO .:St~y :&n fop .~f -~vhat ·s golrig QTT., To the e~ie~t: y;du t:an i$k -
wh~t Jim's c9fit~ct w~s ·,a.nd ,a,sk:.that the .ifwest!gi:ltii.;,£tgarn be kept ~hre~s-t o-f tontact;ti\i.ith-- ti,ut _Do:J 
t'.~!,l;it~r:p~i-(~¥ -()~1ul~-:g.t~:~H~•: ?Pf)r~¢i~t¢' lti · · · - - -- - · · -· · · - · -- · - - -- · · 

Thanks,. 
Pet~ 
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;$ttip~~ Petef P'.~ {GDl]Fm} 
.:%t¥ttjtiy; ~pl'H ~3_; 2?+6-J;1;5$: A¥ 
Pa.&.e! P~~-:C:: Jpyc::tffB.:!l 
F~\•d; Gr.asScl~y f'r~~kts".f:$1 agB~ts fl'l~)1 ;<f¢a~~CHrttorre'maij bJpr;fCljntor:r lsrft 
lrid1riteq 

~-~:.::.::a.:- Onglryal irtti!~s~ge: ~~--"'----
frqth:. ";a~;~,;;_ £"j~~~pet,h ~'.-l~Q} {Fair1..,,....,. _________ ____. 
D.aie: 04/2$/2016:10:33 AMJ@ ... tv_;~_;T_0:_o_S_:o_o __ ,_-_____ _ 
To:•"Strtbk: Petel'P~ O'C:Dl flW ~~ndets◊t;i Tris.ha' BAOGO n=B!}" __ 

._ ________ ,..... ________ ....... ·o_-.-_G_C~- :FfHY( j·~Mqff~; 
Joriath)3:f:l :c {CPl.O=l3l) 
Sutsjf-dt; -BF: G;r~;JiiJ~:i/:p ... t--'¢ ... _- -_ '""tt __ t_s_F __ B--~-"'c?-g--e-it-ts- ._.-i~-~?l-Y-_ ..... , e-- :a-· .... _.'.'""_c: ..... --__ in.tori. eh\!lH !f:if9, Jf::qinfon i$,tt-Tf:icllcteq •; 

T~~rk$ ?e:te-:.. l ·5~\ajJhes~ ~prrm.~nts ttjq: tvMfh rn~kes: m~r.mor.e :~1tlouf a_oo;.it -(}.~r ¢~I~f tivrn ;~\ tip 
-a.riothern,~eHrigJor. h~~t ~vee~:: ~.s ·e~rfr a:5 f◊)ks ate av~ ii ?h:!e:~ -
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Thanksfor. fori,,\iatcling c:uued:t draftof :Gla.ssh~y whisdebiot~et.ntsponse e<:l(i!ertoday.-rfm for11v-ar.c:Hr~~ . 
q~}ij),>J _cqi't)m$-d:ts rfi,f°tT.ipQEi .ill JO.\\ia t{)<lp~--. l'd . likr;f tci push.to g~t oui·: r~:sponse 4ttf~. ano ! thhJk \:\I~ n-e,etj 
ttf~:ritsdp~tJ ~·htt;i.1f.tirti~:totfr<>rttoffit¢ to ~i~ar;; . . . .... . . . .. . 

~r$$?.l~y a'i:i~\"'~r;~1: q~~stio~~ froli'l. m~m#e,rs 9f •~ . .Qe~ .fi4olhe$ ~?l:aE)<CJu,:~ for Jpot1t b.:aff ~n ·h~iJ'tjis-• 
rnorning~-He. \vas, ask~d. ~houtihe Fal~~-iu;1i-es{ig~tfon ·of ttm~:rv:CHhtoit'.s-use -of J~m$H i;1;.1hHe:s-he 'i.~as 
secre-tati/ pfst;at.e/ Gr.assley suggi?s.tad• ifthf!re:is: ··"'enough: evkferice to pro~e.cqtei1 ·Clinton/but !J 
qo~~r{t fi~gp¢ri:.O;~CGl(s€: of. ''.'p6iitif~1 lhterf~ret1(:ettne:n·h{f ass~inif$ sfon~bne!h the: F~!H ."ts·g1'H1g ~o 
featt' rep:orts on tHnton; 

•''Ihe;te\t aJat of pi?oph?. inlhe f!:U.that ~lee .rE?aiiy proud qf~eing= Fm :people; ,~ou i,,\r5iddtf'tcaUtn.em 
wfost!ebbvters because.they'n:: not g6!ng. toda-ssify'themsehres as whfatfob!owers. - . lt;s ·g;okig-fo:be 
veff ~0◊-fl}'OJ.(JHS ~ hqtWs-diff~c:i.dtJok~~p lnfr1rn;afion q~i~!/'-: Grass t~yto_ld }€porters afrerhi s. Rota.ty 
appe@r~nce:, '?-'iti1f ve h~ard ~1:$:sajt¾at 'if ·f~\l'.O··pJop!e -kiiow -~O~~t.½i;g. iri \¾.i:e.;hi Mgton Yit'sho seit~t/~ 

B;ut V.r:?S~-1 ~y s~Jd hfs n:Ot: p$r~9naHy · ~! lin.g. Off F~~-r ag~ot5:tcf re~e~:se lnf or:m~ti~n. ~tl9!ft: (Jint~nf ~-1?.+t~H~ if sh~·i$ nfit:fndlct~d~ . ... . . . . . . . . .. . . . . . . .. ... .. .. . . .. . . .. . .. . . .. 

'' l woti_l#rrl ~- ~o¢oµr;-agln€" :it:pe:;~t1!'>~ tf-W~' ~ · \'!o!'~(i9n of Jaw, t c~~"ft ~~-- e,11,co.p.q.iging ~ yib.l~:fiorrof · 
fi~v/'. :Gr~ssley sjid. · · · · · · · · · · · · · ·· · · · · · · · · · · · · · · 

h:t{fi~/l¾?i~\~.~t~i~~]~)t(it'il:~~:t;titi.~/'.l(ttQ/tj4l?;~/~~r~~'.~l~d-e~i;~'l~i~f~iitii::~J~iiµ:a~-~~-~it5 ;·iit~~:~~:~li~·~~~~-fi~\lJjh.~¼~iti5~~~ ~~i·~+f9:~:if ~:. 
~-Hrlb:)-r:t:.-tsnt-:-~-rH\Ht:te-d:~l 

G~ssley J;tredi~s. ~l ~g~ots·m~:y·,i:le~te::(::Jbttt)o ;~miiU info:; .if Plinto.nJ:sp!t 
indicted 
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Senator Chqc~ · Grassl:e,y sa:y's th~ W{nvst dev.~Iopmer'it (l:µtlt1g his 40iyear ~ree1s:jn. co.ogress l:tas ·· 
.,·.·,.:.·· ,. .. ·, :··.: .... ··;;•' ···- . L·~ ·:,,ci·t..c•. <i,,.;. , ,,.:• 1/ '': i:/ .. , ... · , .. · ~,:c : •1: .:.: . ,£' ·._h. ·.~ .. ..... ,·.s..;,.,· .. ··.~L. ···.- .. · ...... ... ,, .. b . ;;. 
~!?~ . mor~. parti~ans:mp, upf4ra:,:,? ey _,,ay.s tn~~§ cl5n.one:.(l} i, e. tt,~st. tn1rygs ue:c.,_use it..l?- ett~. 
deflhin&""\:vho-'s a R-epuh!k.an andwhci~s a Democrnt1

' 

·""! th1nklt'$ dearetto,.the:A'tned¢~npeo·pie.Wbatth~ ijep{J~Hcar:iPar:ty st;:ind:s foLan~ the,~inocratic 
Pil rty stands: f.or,"' Grnsslet says~ 

ihe p:resence,of"'moderate;; Repubikans anrl.D~mocrats: in congress· ,;blurred" things for.voters~ 
ac-:ordingto G:ras.sl~y'- ·• 

"And· that makes itrnor~ frizzy for thf; · peop! e atthe.grass.root$/' .:Efras..sley says; 
. . . -. •: ,· 

Gr-a~s!~y. ~11::;wered qt.t~~lons f rp_m frlemqers ·of a Des; fy1qfoe.s • Rotary qµb for k!goµt ha~ an h,ou:r $ls . 
morning. ·He \~'.aS ~S~!~d abbtithe fBi\; i~vestigat:ion:o-f Hi!lity(J!fi:tdt1's use pf.en;ai! ~vhl!e she \~'as· 
secrnttirjro{statt!. • Gr.a s.sley sµgg·este•d if.th~re :fa ''et,¢~igh evltlem:-eto p-rQ:s~:tut~':' cniit(}o;. h!J:t Jt 
dQ~sn't.ha:ijp~n bec:.3.U~~ of Wimmi~flriterfeience'., then n.e:a~ilJme;: sb~11-eone in th~ F-lf! ;,'j'5; going· tij. 
leak' ·rep~rts on CHnton. · · · · , · · · · · · 

~'Jhei,i(s:a Jot of people frl Hfo> FBfthaJ . .'irereaHy proud of being:: .f.Bl p~6pfe/ \'oh :\,\toiddfr't calf them 
whlstlebb~ve-r!. be-cau-sethei/n~ noigdngto dass.ffythern:s:e!ve-s.as ..,~ihrstl:ebfo.wers ~ it's goir1g to ,be. 
ver{ ~honyh1:t~ll:S. - hut it's cliHH~uit to:'ke~p information· q:i;tiet" -Gr:a~s~e\~tdkl f~·porters•a.fter:. hls ·Rot:afy. 
app&Jrs-nce:; '•''Yotlv~:heard m~ s:aftliat lf t!j~:o:peop!e·know:somerhirig fo V~~ashi~gton,:ifs no,secret/'. 

lki{µressle~· ~aid.1-le's ·not peri~hally c:a!Hng. on F~~l agent;sio re!eaie kiformatloh.aboi'.tt·cnntori's 
emails H .sheJs not l ndkted. 

··t \,\f.C}tddNfhifentol!t:agfilg it hecausfW it'S:.3 v1d~tklr{pf law; l c~r-{t:'l~~:ecnco~t:8gh1g ~ vfoi~tlon .◊f . 
law," Grassieysa!d. 

G~\isS!i::)'•to_!d he·'s·hea.rd.rumors FBI agents are upset former Gen£raj DavidP.etraeus didn't:get a.. 
roughe/:p~nafry:fot ~harhig c·lassif1ed'.l;formatlon-.w;th his blographer., t!Jho he t~J-as ~!sohayh1g: arr aff~fr:\\it+L . . . . . .. . . . . ·.·· . . .· . . . . . .. .. 
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I I · ~- i'it,r, ;<~:,,« 
~ . .......... ~-•·:~.,.~;. 
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Fta;lri:­

S,~".'t~ 
To: 

-Su.bjet.t.: 

c$tpt9k~ Pet~f P'.~ {GDl]Fm} 
Monµa\\ Apt:R ~5)20'.I§ ~;4~.'P:~1 
Pa.~e-( P~~·:C:: _:(p?c:l:ff8.:!} 
F~'l.•d!•Ces .. -· .. ,• 

Jtq}{FB~) ------------------- -------------S l l . Jet:ti-Rfa Ces: 
. . ·.• .. ·"":· • , ,•_. ·- ._; ·. · ... 

ijqt}JFtliJ? -...,,,...,..,......,...---,.....,...,..,..,------------- ...._ ___________ _. 
SubJe:tt: Rfa" C~{ 

.~ ~9rig as yqu.tf,it*Jhe' pf~p: '01~~~s s~~~:efahd tra¢ks ~'<i'fth :~vh~t -~vf~-:~~~n ilis~tj:s.$1,qg.l §uF.!ss tv¥. 
tfjn •t?fu.aJ!,i ohje(;t. -u/s1i,~foJ {hti bn \s th~ t1riit fo \nd,,<Jtbo~n.: \•Vh~n d:i:cl fhat:becor1,~ the ~~nn? 

:..--~-:..-- Orig}qaf iTlJ:;~Sage, 0 .-:..:..:..~-~ · 

Ft:o~: i.•s.~rztik.J'~t~r i>:l_c,o} {FBN1.-------------. 
Dats,:b4/25.2016•9d:S-P'fvt (Gf\1.,a---... -.: ... - ..._.....___________ __ _ 
To O.G{::J Hl!~ ,tMoff:~t Jona-thane c._ (c:ofiFBff' 

~: spoke_ ~vrt~ _ _ ~btHght, 'rhe~ti !~re ·hl~eting· ~\6th_ Wlik1iisdn and ,KEinda~l (hot. 
d~ar-tf: ◊then,} ~t dES -tomt}ff<.iW :at :i H~ g,3ve tne a vgry JJf.◊9;Q, ptarii:i\~() said:G~org~t~id .4{'<li Fr-tor 
thl!,: ~1i:lrning, C$ifi:vn fr1t9_ugri th.~itg¢bfi<J(ticttiihe·tQtn~frroj~~ lf:ybtJ:~~~•~ s!l09b~ qbJe\¢tid~ (fd:irtiqt -
ofoer:than'flndln~ out aboot!tafterthe-D-D},'i,_\1€ shoii!d raise know .. 
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Fta;lri:­

S,~".'t~ 
To: 

-Su.bjet.t.: 

c$ttt~~ Petef P'.~ {GDl]PB.l} 
Th~r-sda\•;A_titH_ i~, :29t6"3:S:i3 PM 

PFte'. P~~-:C::_1p?c:tff8.:!l 
· Ypcu._ ha¥e yam·.itth,qn~·?r.l vo,ii. 
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Fta;lri:­

S,~".'t~ 
To: 

Subjed:: 

c$ttt~~ Petef P'.~ {GDl]PB.l} 
Th~r-sda\•,-A.kit-H i~, :29t6 5!2S "PM 

I Kq{;q (~~~}; P'Mest~P- E W: {CD} {FJ3!}; Jo~es~ Rcihert ,$i. (CQ} (FB-1); 
-~s,tf.~,.Ji:ki~thaA c.:1ct.1fff~d fRo):{F~~11 !t)'.}GC}. 
{fBl} 
RE:,-

ti ks~t tip a: con teretice call so:th-al ~#e cati ¢;sc:u:s'$. 
·-:• . .. · .. ·· . · .. .... •,•.· . ... • ·,• . . . . . . . .• . • ·•·:-;. .. , .. 

b6 -1 
b7C -1 

bS -1 
b7E -4 

b6 -1 
b7C -1 

bS -1, 3 
b7E -4 

b6 -1 
b7C -1 

I :~. -= • 
..___---------------------------.-,, D.,.,.1"""(""""10.....-r-tJCV 154)-6272 



Obtained via FOIA by Judicial Watch, Inc.

rhanks, 
Pete 

P~ter It.StrzokJr 
section Ghlef 
fytiti~l~sp:Jonag$ S¢ctiqn {CP1H 
.- ·. . . . .• .· . . . 
FBIHQ 

bS - 1 
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Fta;lri:­

S,~".'t~ 
To: 

-Su.bjet.t.: 

c$ttt~~ Petef P'.~ {GDl]PB.l} 
Th~r-sda\•; A_titH i~, :2Jlt&: 7:Q1, PM 
P:a.,e-'. P~~-:C::_1p?C:l:ff8.:!} 
F\t,k 

r~~t~~{ ·f H·-i~): ;~P::~~\:Qh i:~-ti:f£ti(t~l i ~ajet: t1"4;ji@i~1~·'.#tt4~o-f.T~~;~.:: tn:.9rri~h~1i•_=:h~~f\tt~·~1~-~:. ~o-;s~6~---~b·:_~~M:~t~·.:i9 .· 
ev~~<'Q,Qe hi ,:n\ the sat11e ;h€:ei".¢f it\ti<ik· ln GlH'! the: ._:aH 

f l i·si?t UP a: confer._tinooc;aH s,pctt'latyie ·~ti \ilsc;uss • .. ·- · -- . . .. . -. -.,•. . . . . . . .. . ·.. . . . . •.·.• . . • . . . - •, .•• . . 

bS -1 
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Fta;lri:­

S,~".'t~ 
To: 

-Su.bjet.t.: 

;$ttip~~ Pet~f P'.~ {GD}jFBl} 
ftlµ~y\ Aptii ZQ'.,-.291:6 7:'?.1 · PM 

Pa.~e-( P~~·:C::_{p?c:l:ff8.:1} 
F~'l.•d: .. -· 

Bali is Jf)'fh-efr·cpurt tQ • te.$p6nq:J ... ___ ~:a1d)f they di~ hofhe~r •:b~tk:hY.Moh-T~~¢sJhe-y ,.;JtM!d foli6~s; : 
up~-

Diti yp_u g~t ~'f¢.~t:l:gut:{)r1 ~h~.sr t-aJ I -tyith the;· at~:qf'h~vs or ~ke th~y goJ~,g:to t~!ltfte [JQ ~¢fof~.l~~y:\l\fii l tf!JI Us ~gatJ? · -- · · · -- · · ---· · · · · · · · · · · · · · -- --- · -- · · -- · 

b6 - 1 
b7C -1 
b7E -6 

b5 - 1 
b6 -2 
b7C -2 

b6 -1 
b7C -1 
b7E -6 
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Fta;lri:­

S,~".'t~ 
To: 

-Su.bjet.t.: 

c$tttt;,k~ Petef P'.~ {GDl]FB.l} 
Monµ~y, t•19f~Q, 1016 9:~5. PM 
Pa.le( p~~·:C::_Jp;GCJ:ff8.:!} 
F~\•d: Ta!ked,.irth Usa -~· .. - . . - . 

Rg:r, TaH'<~d t4 !tl~•-tfa'e,.fba~~Jtt~t doj-~\~~\vai~ihg on._ u;; f.of..&fffd~\~itr~vls~oh~. rv~Hed.athhn 
fu get a:f~'c.kJng:.ttiPS :arfy as:sign:ed fothe•.hubble arnlhe'd have.an-.ansvitera!ready.;~ . 

A.gre,ed.:J toldbinarm 6a.s:ic-al!ydearlngthe decks to pdoritfa~:th1s·case 'first, SOJ\Jst n-amethetim-e 
~n~ p.lac~ andTi1f t~er~:. 

~=~151:::~ .. tij<,ugh~:i@r~~=:~•nfu fr<>mOT!) I\) ti,<> ffiQ[~ f toJd. ~lo ;,e; u•W!>a'. 

---:---- . Qrig{i1af m~isag.e ~:c:---:--:--,:­

Fionn · ,iSi:(zuk., Reter .f\ {OOl {fEH:~1 
o~;e:: QS/09/Z0.169!2{} Pl'VljGMT-""'o'""-5"'":o"'"-,o""'J,--. _______ __. 
Jo: ~M.jjf.f;j, J◊nath~n t . {¢DJ (f&ll"1 ... ___________ __, 
S.ub:ject::-1 alk.ed \.v.ith Usa 

b6 -1 , 2 
b7C -1 , 2 
b7E - 6 

b6 -1 
b7C -1 
b7E -6 

b6 -1 
b7C - 1 
b7E - 6 

1h~ -thr:~e-bf -~:s:: s:&6uld_ slt\1~ii~i gi;i t!"lru th~ P's ern~ii; and id~ntify stih_sta #tlt-~ comtne:t,ts/qcte~ti6n.~ td. 
go. ba~:k;tq:hirri t\•·1;.h,: He opet1~dth~.doca: toda,i •• 
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~q~j~t;:: 

lo1;,~ti¢iri~--

Start.: 

End~ 

· Or_g.arri~r:: . 

ft~qQi_red A~ecnd~s: 

Tµe:sday, May 1Q; ;uJ1.,&1Jo Pfl.1 
·1uesday1 May.Id, 2016.'2:30.PM. 

. . .. 

Stt:zo.k. ?~teq~:JC'.D} {Ft}!} 
f\;l4ff~t Jonath~tt c~ (co) (Fe1kPagerLi~a G. (PGC) ttsff 

·.·. .. . . . . ·.· .. '• · ·.·.·-•· -·· • · . . . . . -- .. 

_\\1¥ett:M~Y JQL 2.Ql~"lfJO:O.◊. 'P~l 
'\Vllere: 4869 . 
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Fta;lri:­

S,~".'t~ 
To: 

-Su.bjet.t.: 

;$ttt~~ Pet~f P'.~ {GD]JFm} 
T~~S~§:Yi · May 1,t){ 20'.1;:~:-.4.:S{Jft~1 -

P<3.@:e'. P~a-:C:: 19?C:l:ff8.:!} 
: . · ,.:, 

D?ihtbutl'~t~ 

~~~-----'I ";gel I .sh~~t for PP t;3l t~p s±jt.e· ti"r:odv~cl ~n<i:_pn:.Added to L P~g~ 

b6 -3 
b7C -3 
b7E -4 

~ Br!efed.APt1Bov~;d ichpn Cbatkghiu:nd\)f t&e rn:v,estlgatioh 
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Fta;lri:­

S,~".'t~ 
To: 

-Su.bjet.t.: 

thaJ)kii . 
f.ete 

;$ttt~~ Pet~f P'.~ {GD]JFm} 
T~~s~§:Yi· May 1,t}{ 20'.I§ ~:)JJ:ft~1 -

Pa.te( P~~·:C::Jp?c:Jff8.:1} _.. . . . -.· 

F~\•d;-q frr;mt _ 7t:h Hoor 

b6 -1 
b7C -1 
b7E - 6 

bS -1 
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Fta;lri:­

S,~".'t~ 
To: 

Su.bject.: 

c$ttt~~ Petef P'.~ {GDl]PB.l} 
-W~dn:es~:ayf-l\•1ay":k1., 20.1E; }:3_6 AM 
Pa.&.e! P~~-:C:: J9)?c::}:(f3.{l 
F~\•tf:: j4~tke\; rep_ut;3tJ~n hat1gs :\/1 h.aJ~hC~,f of CH nton_ pro_b~ f Th~Hl ll 

l~t t:1:~//J~t~;IiH~ ~·t~=t~i) i/§~~1~ ~:t:t/?t~itf ~~~~ ~tJ ~-~~~~i~qtl!~)~/.17.~f¥}~.~\-~J(~~~~-1{:~~~!-~, r:i\t~·irt~~-r~~?r~;;.h~i~i~~~~H~(~*=~-iis rf~ji--.=~t\:~:H ~t~/f ~·~--
'" flf()l~i~~-

N.o-tn~~~f~yh~t'.fl:ecis\on· f¥iJ.~r~l pros.1ecut~rs :.attcl fBflnyestfg?~o:r~ r11~~§_:~~'Jh¢· i:~i§i,:;,ty .~flhih~i'i ~,~i.aii 
probe, th.ere. is sure to he a ptlb~k backlash from the: left ,or the right-

.ff en ofotido~sntfface ¢h~rge~~ Att&hi¢y t~<1:ei:a1 · toi'~tta -lyh;ch a Nd th~ J ttstlte P~iia}tfoei·fr ~...-Hl · 
certainly come -under criHd'sm from con:s.en,,afi\.,-es. '!<\>'no \.vm si,spect-Pres~dent O&ama"s · adn1-irt1strafion: 

9f~~,vetjt11i·Y.rtf9:r' . .;:f6~'m~r C)!f.'ijrief ~~e,fo,b~f .. __ · 

Yetl( charges 8 £:~ hro4ght1. Denioc:rnts-an~ jost <)S s~ r'¢to :qqest'ip:n the; ·motives cfrnf Dlt:ettqt Jani:es 
¢.q1:ney f ~ Rt>pqJ)Hcaf1, whp "i.-.-ork~dfgr HjiflµsH·:,a#n1ihifttat!:0t). _ . . . . . . . -· -. 

. . 
~ · . . . - . . 

T!le: :Stakes. at¢· IJ_ug'li giver. :Ciinton'.s St?.tUS ?S::the- li~el9·•·0~111ociatlc: P:fE!~lpenti_iil ,. nl'.lnl inee_;. lthd~rscqr.tng 
the presf.uie :on the j ~~-tice Oep~rth1eii:E i:h~fge.s: ag~uht !1ei other~id~;, ci.U.!li;t v)csiiAd h~ii :pr.~f ld~rit1~1 
hid;; whHe-sHe:nc€ i..vouicl ~se--her.path:to the \Athtte Ho.use. 

·'"In this stJ!11iri6; f~tleral pr:Osetuturs are dattin~d lfth:eV de, br-ing a cas:e-·anddaninei.Uf thevdoii't/ ' 
sa!d,jJJstln.Shur;,the.fort-n~r d~pgtydjief of th~ JQ$tk€c Department's p~r>Hc.:lntegrity -s.ectbtJ, \>.Vh<Hs 
nq~~·:at_th~ fa:w fih'll J•lioloLathkett~-- . . . . :. . . . . . .. . -· . . . . ·-. . . . .. . ... 

''Reg~rdt~:~s pf whether- the-charglng q~i:i~ibn_ is·,:sqpp~rtedhy the facts_ and:-the·fai~y; there:~ 5:_. $1w~v..s -
s:Jrr1~on~ ~vbh~\(ilfstiggeii :thiI:te\va.s' ~ ~!iti~~f ag.~nd;a. behlri'.d.it'.'f . . . . . . . . . . . .. . 

The: f_e,dE!raI in\"estigatl6ri)c~nn~~1$# to cHnro:ifs :use:.of :$ 'pcr:Jv~t¢ _eM~lt::s~r:vet°:thr◊ugh~t hel'-tenure. a~ 

b6 -1 
b7C -1 
b7E - 6 
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secfe,tafy· ot Stat~ ~as loomed tJ'<,,<ei' her:presfolet'itlai c.a~npa)gn. Centr~J to·the-inveshgatiqn is , .. ,.tj~thefr 
she--sehtc~asiiffecd. §iifotrnatfon over. he~:servei'i though. ri-iore than. 2,000 oHhe ~m-aHs. now consid~r;ed 
dassffieit ;,~':ere riotma*ed:a$ such atthe.tfoie the'iW¢re:sent . . . .. . . . . . . . . . . . . . 

The h:i~e-stig.:1~~1th~~-gone.·onJo~g~rtb.~,1. sr.mte:~nticJp~ted; thpug:h.it_[nay'n<'.i:w· hei1etidng ~. : 
p9ntI,is km. . . - -- - . . . 

F:.mihit•es:tig~!9r£ arid 'federal .. pro~~·cutor.~ h:av~ reporte-dlyiiiti?:rvie,,1t~~ f.ni.il{iplE? c;:!jnto:ti. aides ·sn iei::e,it 
~veeks; · ai,d a-ie-sslon with Cfoiton herse.lr-ts e·xpe~ed h1 the ct0hilng day·s/ 

f,,.foJtf~eform~rprosecuto~ a?¢ seeing .t.ho.se:foteiy.i:~i.ivs ai a ~:lgri·tn:at the· ihveiJig~th.:i-n ~s i rf lfs.flna! 
stages. 

Son1i:·fonnefoffic!~l~.\,vi_ttithe.JL1$ti6e P~ti,~rto)eiitare t;,atch:!ngth~ ~nfoldingt~s¢ 'it~4tb ¢ondern a.ttd 
warn a deC:sskm in·the diriton cas~ oouid affed:lustlce's image foryeers ·to,come. 

,·.-i.•·· ... ·· ··•t··1·,-.·· _ ·. __ -;._4_ ·,o·· ; .. ·t·,, _·.·. ,.:;ti; · _. -,t+,,;. .- a:-.; -o···.- ·· _•;;·rt - ··¼ ·>h, h ·, ·: ,:L . d,,;,; · ;.:..: ·t·.· :..t::fL··· t · , m, grea . -y r,;oncem=.a- oui. ne reptJ ... a,~on o, ,, .• eJus--,i~-e . e:pc1 rneo~, .. w ,c . ,s Wf!Y uu,~e :,ta .eq. ,na .. 
l thirik t~~ p(oper· ai1d ~e:st·c◊µ~~ \;\1-6:u.~d h~\1e be~tl to h~ve ·thi~ ge> to•a:11 Jr1td:ep~mtl~n.tpt_o~~q{qr: a 
iood ye'ar ~go/' said ffo,,i~l\d Sieyert_, -~ fom:i¢t Ju~tke· Dep~{iJtJ.entdffkia~ "..,,fV{°i'e.ach~s. !~\~: ~(T¢~as 
A&Jir.~ Univers.1ty andthe u ii!ve-r.sit~r oft exas., law· Schoo!. . .. . 

•r-it .. ~'.8s Jfr~tty q;bviot.tsthat:to put.the~ dt!dsfons ln th~ hands ¢cf.,. hl;gh~:ranking 
•priHtk:aJ.appoirit~e:s creates. a perception -- valid ornot - .of, at the: very least, unconscfous· p-.o~itk-al 
inft9g~c~/ he. a.dqe;dt 

S!?n, .kifor (m:,trt,_fr~-9.s}.;#\e: ~o. 2 Setta}E! Re;iubh~aiv h~~Jaken to th~S:enatefJpp(to: c:,,m fot'. .Lyt1:i::;h 
t¢; app~i ht.a sp~t i~l PrO:sectitO:r t~j. ha,i:gt~·thi. Cq$e, Sd: fi3rf ho-w~ver; h.is-tke •htj~•-:<iecJliied to do.. so: .. 

ln the. a bsen~ trf -~ sp.~d~},C:otfnse-1,. othe-rs; haVf .p-ush!!d for th~ Ohama . admlnistr-at.lp:n•to reJease_ as 
much infqrni#idh as pciss.iWJ:abritrt +h~-i~si Wit d.etl4~5 ~iit ·to }1-;esS fdr~v.ard ~vlt:h:~n lhgkttnent; 

~'AH.!_ :c~tt gb hy ss ~vhaft~fo presldeht ha~ saf.:l a;nd wh~t the. attot:n~i g;erieral h~.s :said: :tb:a.rthe(e's haf 
going to b~ any· pql itjt s. pia\~~cl/ Sef)-a't¢ )url!c:i'.a.ry Corri~)irt.e.:e CJmkrnan C.htick ttrJ.::-;~{foy {R:~10 .. ~i,af .said 
Otl Tuesday. . . .. . . . 

Prosec.utoi:s )are lar.g'e:ly prohi bite-cl: frori, fele:as ll'lg ·d:etaH? a ooui iJl~;est1gatio~, s :-t~at:don't lead t6 _· 
(;rtrn~n~~-~har:ges~ An4 1;;hife there ~re· 59n,e instances of prosec:uto-r$ ~ •!eas·iog •ln{tmn_ati.orr ~bout a 
cas~:tne~'-dedin-~cfto pur.;,µ~i si:fob •a; fri cases bf ~fice:.;hoo(i~g~, th~•· cl iMtort·c:as~ .fac:ks· m;~~y of the 
qui~·ks if1at m~de,.th~se ciisdoSUffiS posslM~. · . . . . .. . . . . . . . . . 

1'lt':svery;: iierr'. rat:efor thJ3t to.be done; and)t ~\•nuJddthappeh snthls cas.e be<:au_s~ thefcahYgo·info: 
the detaHs of'Hritary 
(Clinton's email j.h a :pu~ik T~port/' Amy Jeffress, a :forri1ei~-JtijtkeO!¼partn1ent off:id.al\vhoJs tiovi'a 
psrtnar at ArnoM · p:nd Port:er:.·t~kJ The· Hilt ;ilt*.:o,ctidhe fo~ poHika•l~•Secnsfrh/e, ~s ,~;ell -~s pijte;rd:i~l!y · 
da mag)ng. to-m~tiqnaJ s~cg.ri~y afid foreign relations; toc·rele:i~se ~riyt!iing - m◊l'e· thati th~ d~dsfot1. '.r 
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A~,co.~-din,g't~ repo-1~,federa! prose~utors . .:ind FBi imlestigators. have.vettqtMg .up evltl~oce that Cotihf 
lead w,a cridiirrnJ ln{Hc;tlnent,tfiPtlght~e :pr(x:,es~ ,~ n61: vktcomp.lliteq. Th~(Ei ha?,j:i¢gil .. iiq :ev-Menc~ 
thafa=grandJurv: ha~ b~:eo Con;enedJO.the ~a:se; v.½i.f:ch tt~~I1:idhe: nec.essarv' befot.e dsmina! cbarg€s 
could: be.filed .. . .. . 

lf. fhe .:k1s:th::e bt:partiuerit: does dedd~ to,p:r-es~: charges~ either. <e1iah1~tdfottm orot1e ,ofh~r ~mes" th~ 
evafi~:r~c::~ .w'jl r b~otri.e. pypJN\. ~ilk1nt tne .d~!$lP~,. e~ ~i:½r t◊ Jusi;ifv.. 

$tHt..C;er.neyJs a Repuh!foari· 'i#ht) gave money]'O 'Mittlfoniney,:·th~ :2Ci1t{30~ J}res1<len(i~l /'lomfoee; ·ln 
nl~:i.8~¢ agajtlsfObarti~; =H~t 0~$' a::f~pt;ifati<.>ti frtd:r~ ,asi~}h$l/~dckt:h~o: ~·.ptilit]csl ! ~9key, .. b~1t.~lintpo4s . 
alHes rn1ght try to. ch~ngecth;it.If theJtistfoet be~rtmet.itpmceedi v}ifltan Jod!cfm:ent. . . . 

'1Thatinv~~tigatlo~, J~,· as yo~f ~!to\:t; all: ohgoJi)g }n~tt¢.r/' lynch saltf: this w-e:e~;. i~tf s ~elhg l1ahdietl by 
th:a ~iket i~(~;~ers ~~ci·~g~cits: of th~ depadin~rii;: ahd.fhe•/ yJiff i~evs~:~Y\~H.th'e·t ads a,nd e,i~d~iic~:~nd 
qiake··.a .recommen,fa,,fon=atthe.approprfate :Ume·/' 

Ciim~y:fa: fhnd ofsa\fff::litth~: FBf do.esr/t. t[give :a dp ,about polrtics/' .~mlmt.dbp.fe:.fonner'offfoi~ls · 
frtslsted th2t. po!1tk$l considerations: viouid not etitet !nto the=it n,inds; 

.. . 

"'There's no ~gger qtiote-:m:iquote· 'target' wfren ,Y'OU tilkabout :.a p:resk'lentsafnon1lne~; ·~sp=ed:a Hr· 
~etret~w·CHQtq~~ :'' . ~a}~ Glen;• ~Of P1. a 'fupuer lJt~s~c~y~tpow rn t~~ ·white,c;cpnar septior\$:f ii~a~~•-tie.l !, B 

}a\>iiffrm, 

Btitthere ate p!¥:?i1fv of oth;er 'fbe~d~ on th~ wal I" of po!itk-l:a~i, fron1 )iotfrna:ttl~~<~vhif ha,;;:~ f;,.1e:¢4 
f~deraI =charges., he. said; De:spJte the u11ique mittire. =of :the C:llnton. case_; the, .mechanksarertttoo 
dtff~r:ent frprfrotry~·hlgh~pi:~fii.e i.nv.~~fig~t.ioJls., 

t'.Peopie: ate wary=:ofthos€ 1,0Jl:'tfoall nil~1ences·aotl; front my e~p-etienc~; do tbek best ttf pksck.o:ut the 
h,ois~:/' hi; ~id.. 

".Jq:JhE:·q:mt~:i<t_; ~=s~ th~r¢ wHl~=pem~ps ~om-~ •.• kitt~etscrel3rns ¢fqt:ss~tisfac~~qn\vitn the :ptc,~$s,; 
Btitlt~i~lklt's thJ.:h1te:ght\t'ofth~ pro~.ess tttarii pat~mb~1n·t" .· . . . . . . . . . .. . . . . . 
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Fta;lri:­

S,~".'t~ 
To: 

-Su.bjet.t.: 

c$ttt~~ Petef P'.~ {GDl]PB.l} 
· W~dn:es~:ayf l\•1ay":k1., 70.1E; 'lQ:!12, PM 
Pa.te( P~~-:C::_1§l?C:l:ff8.:!l 
F~\•cl; ~\lll kinso.'r t1~0\iatietllthn~1n~ 

1 't.houghtJt·%:\<'Otdd he contextually-helpful to l~y out the-time lln.e--0flhls negotiation process"' N-;b.A'hat 
\"fii. wmn:a:v~ ~ti~nf:~4 :t1;1ys .\:'?~itbJg for opposing C-OQPS~l • tq n1akettie-· i tlit]~f :~tep.ofanVtarigi ~!e-frffer_; 
abtfot1ivhich "~'~ h~Vl',-i"ib · idea;oiff lt will be --~ h)l\~h~r~ cfo~e fo\vhat\ve. hav~.b~~nj:pec:ifk ib6uf{~t ... 
•t t,:.• ,s... M··••>if~•-- t ,..,; :.- , .. -f· ..... · t• -- l,;.•-" o·· .. lt ---- •t~ · fe~~ ..:,-HlC~ '-H~ tr!;$S: m et_:Vfl?,.,\t';~ $ _n .... ,._eat)l~r.uy. P<i wai, 1:;1,g._ 

~ sat 9.Apdk:sAsconvey irriportance ofquestfon! t1.ga bot:1t-sort and ta;ptops t o ~1ill:s and co.m1.s.ef 
-~ T u:esd~\,.- ~E5 Aprl !: in· p~r5i4n meet!ngh~tt•ieen P.OJ ;and t9un~¥i i~,-:pet5un a_f CE$:-
-,- fd d~f 29: _Jpdi:. bofrf~i~nc.e t~u·:~~ithi)Oj_ ~iidc~udi:~t nM ptovldes n,oi:~ . .J~fo. ahdtrt ~vhy ~V,'e \V.;iht ·. 
·wh-at we. want 

~-:~~::!-t~:;.f •!;t~!:~;r:t:;:i~i6!8t~~~~li{~~:°s:e:n •\vrlt,ng'--n¢xt.w~•d-
- \Merl ti-fu~as.r; 1,wfr tiff t~-r 

b6 - 1 
b7C -1 
b7E -6 

bS -1 
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Fta;lri:­

S,~".'t~ 
To: 

-Su.bjet.t.: 

. . ·~ . 

Pe-temRStrzok!! 
S.~t:ti qri:(::!ijef 

c$ttt~~ Petef P'.~ {C:D{]FB.l} 
Th~r-sda\•; fy1~y :ii, 2016 4!~? Afl.1 
Paie'. p~a·:t?_:(p?C:l:ff8.:!} 
Wr~p tii-iYE hµi~et poihts-

b6 -1 
b?C -1 
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.. --. .. ·.·. 

Sent: 

To:· 
su~ject: 

: . . 

. Pag~,•Usa C{b{iC}jfS!} 
. f\\{: Sorr/ f ~Qt;kin't hefp :inysalf 

.. .•. ., ..... ...... " ..... ... " .......... . ................................................................................................................................................................................................................................................ . 
frt.>lW fefl~; lf?O ~~ fooc;}:(FB:l) . 
Sentcrn · rstla,: .A r:ff 11L 201011 :.25 AM .. · . . . . . . 
i-~=~=~"'T'"':::::! Q(}C).{FBI}i . sy'i~t .Peter P, (t:~}:(i:a1j;: MoffQi;-Jcwatt a,~ c. (CQ}{FBI) 

Qny; .· cou!dn'th~lp m;•seif . . ·• . . . .·.· . . 

. . ' . 

r:ommentreaHy irked .rne yesterday~ .s.o rdedcled !n:do a frttle pck~~g armJnd~ · ,.\s ycn/il Scee from the 

I 

b6 -1 
b7C -1 

b6 -2 
b7C -2 
b7E -4 

bS -1, 2 , 3 
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Fta;lri:­

S,~".'t~ 
To: 

Su.bject.: 

c$tttt;,k~ Petef P'.~ {GDl]FB.l} 
Monµ~\•, ll.•19fl;t\ 1016 9:27PM 

Pa.&.e! p~~-~:j p)?cl_(f3.{l 
RE: StiH)', J cai.ddr/ t h~lp mvs12fr -

bS -1, 2, 3 
b6 -2 
b?C -2 
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I 2bs~ri1entreca!tf irk~d. foeyestefcia)\ .~q, t d~c;Iq~d to do) little: poking arm; i~d, Af~/ci~(H S'~~ rn,imt he 

oeJmv I 

b6 - 1 
b7C -1 
b7E -6 

b6 -2 
b7C -2 
b7E -4 

b S -1 , 2 , 3 
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Fta;lri:­

S,~".'t~ 
To: 

Su.bject.: 

;$ttt~~ Pet~f P'.~ {GD]JFm} 
T~~s~§:Yi May 17:, 201;:~: &~:!9_ AM­
Pa.&.e! p~~-~: {())?C:)_(f~:l} 
RE: StiH)', J cai.ddr/th~lp mvsefr -

b S -1, 2, 3 
b 6 -1 

----------------------------------------b7C -1 

~;1Jiilir(~@~,!-,t.,,,.0""'5""',oo"""_ ,""'t-. ______ _.! 

:o" Stnok, Peter i\ ( CO) \tB~J_ I. . --- : . I 
;sqbjep:trRE;: ~ony, I _cq~J~r't hmp:_tI)y~eJt 

b6 - 1 
b7C -1 
b 7E -6 

bS -1, 2, 3 

b6 - 1 
b7C -1 
b7E - 6 

b S -1, 2, 3 

I 
b6 - 1 
b7C -1 
b7E -6 

b S -1, 2, 3 

b6 -1 
b7C -1 
b7E - 6 

b S -1, 2, 3 
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b6 -1 
b7C -1 
b7E -6 

b6 -2 
b7C -2 
b7E -4 

bS 1, 2, 3 
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Obtained via FOIA by Judicial Watch, Inc.

Ft a;lri:­

S,~".'t~ 
To: 

Su.bject.: 

;$ttt~~ Pet~f P'.~ {GD]J Fm} 
T~~s~§:Yi· May 17/ 20'.I§ ~:Z.1 P:~1 

page! p~a-C:: xo)?c:}:(FB{l 
~~~ I -- b6 -3 

b 7C -3 

b6 -1 , 3 
b7C -1 , 3 
b7E -6 

b6 -1, 3 
b7C - 1, 3 
b7E -6 

Rlch, J)'SA, Th:efe's. ti~·ery. ~fa~rg~ntifoJ)'Pn Pttf sld\=. \.Vq1:ddj{ppfee:~ati~hea11i..up.-0n: c4hf~J::U>i1 
! !th-e.re:h-ave been.mn:i:ors -of a c:oiumn for-a \>v.hHe;: 

-,-----:-~ Oci~inaime:ssage- ~--:-""""-'"'~­
_from: "l{tibfo,-' Charles H. 1WF} (HW(1 
Dat;;·ps/i1/tot&8tO~' Pk, {~~1T:~bs..,·:u""'ib""!,------------' 

sk 
wm ... ----... c .... i ----.... ::~i~-§~ ... ,-----
,.._-~--:--- Odglnalmessage .. -,.,=,,,..,._- _ 
fromi l-4$~o,tl....._ ________ ____. 

b6 - 3 
b7C -3 

b6 -1 , 3 
b7C -1 , 3 
b7E -6 

b6 -1 
b7C -1 

b 6 -2 
b7C - 2 
b 7E -6 

FBI ( 18-cv-154 )-6352 



Obtained via FOIA by Judicial Watch, Inc. b6 - 1, 3 
b7C -1 , 3 
b7E -6 

b6 -2 , 3 
b7C -2, 3 
b7E -6 

Pfoa~:e see .be.Jotv shd·.att~chedfron1 \ apJ fo,ri,v?rdJrfg fofa to Cf$ 
.· . . .. •-·-·.· -------------------

b6 -3 
b7C -3 
b7E -4 

~-?. -~lief i ~·. 

b6 -2 
b7C -2 

b6 -2 , 3 
b7C - 2, 3 
b7E -6 

b6 -2 
b7C -2 

b6 - 3 
b7C -3 
b7E - 4 

b6 -3 

• 

b7C -3 
b7E -4 

, U l \. HrLv-154 )-6353 



Obtained via FOIA by Judicial Watch, Inc.

He. afsa aske-dJf ,sh~),vas pl~nnin,g :!:I;) ~u~ DO:J arn.tO okJhfo1 that she ~s not . • !i~·to!O nath~i 
~p9k.eici sbtrieqn~ ·at .DQJ . { \iy'e. don ~t · i<r.9.\V 1Nh9 J. ~ . i a?silrne. you. p~ss~4 ~Jqiigirtly flie~t\tge th~t lie. Thight_ 
raachmd:, and thanks.for doing Seo. 

r..i.Uo,j,,l,.u..7......,....,......,,........,..,...,.._ ..... J •entthe. att~tq~tl l~tert95.~cretary ~¥ny.la.?.t mer.it~. i d~li:'t thin~ .. 
.r:i't m~ntkfr1 it) and:1,\i~.Qbflot}~te~d:.tpr~fo-aie• it puhlich,i:,but j ~'J~l1ted ypu,·(o b~ 

.fn,\"a~o -it ~ 

,___ _____ _.r 
,A.rncld & Port~r U P .. ·.-·. ·, . ·. . _ .. 

·:)~: :-..-,.,J.-;,:_n.::: ~~-;~..;.-:,}:..;..-:~ -~-.:-§:~~ ·v .. : ~~:,.:: ... -_;_:~.:~•--::,:.~-~::~::.~,:l":_ ~: .-;.--.-:, .: * :-~:.;_,;.-::-:-:-::.'. :::-.::) ~ ~~~:-f~::-::-.~- ::.,~-_:.:~~~--:: .. -~;.-::.: .-/_:-~::~ :-.-::~:-~:~ :._ : .. :s -;:'::-::-.-~:-.:~~~--:i-:~. ;:: ~:=-~~--: :£;.: ~::. - .-:.::':.: .::-:;,::. ~ :1: :-~:-•. -:..~-::-;)= 

}-~ .... x:;,.,-=-~~~t _ ~-=-f ~'F.:· .... ._ ·:'"~"':~~.:-'::-...::;. .... -:.:.::""/ <"=~:::.:•~.;-:-;..-::-~:'"-:-"~·j.~,_: ... ; .. ❖.::: ~ -~•-;•~--::•~-~-~:-:"· •• -:-:•} : ---~--=:·:::-~~ .. :::: :/···:1-. ::,,:. ,~,-·.-:·:"'"····•·:--~--;~.;.:}j';.;::•' . j? ~':••,::-,~::y-~~:-~~,.~ ... :~:-·::~~• ........ •:::=: ,.:.'.:. ' "~::---:~:-~, ·;;•:.;.:.:-:- ~: ... -..:-:'!,:: <:~.:x t•x•fa; 
.:<:-:,..:.-... ,~·i:-=·· ·:: .•. :.,,_..:..~-=-- ~-;<.-i~-~:s· -:-:-• ... t(:·.-·~•·<-, :~~, ~. ;.s.;i.:-··: !~-:; •.. :,:~:,~:-:~~t: .... :~. ~•::~ ~ .... ~=-=·:----~~-•-=-~ .-,:~· ,.::. ~-~~ ,..,,:.:.., •. :~ -.---. \ --:~::-~ -~~:-·:} ,:-~,:~,-~·,:: '.;~•-K.-~::~ :~-:.::~ • ..... ~-:-'\:;• .•.:...:-, ;·<.:::..~-~~:-=. 

b6 -3 
b7C -3 
b7E - 4 

b6 -3 
b 7C -3 

b6 -3 
b7C -3 

b6 -3 
b7C - 3 

b6 -3 
b7C -3 

FBI ( 18-cv-154 )-6354 



Obtained via FOIA by Judicial Watch, Inc.

Fta;lri:­

S,~".'t~ 
To: 

Su.bject.: 

c$ttt~~ Petef P'.~ {GD}jFB.l} 
-W~dn:es~:ayj.l\i'lay-1~,20.1~ s92 AM 
Pao.e Us-a·C :(OGC\(FP.1\ 
;~~~{ -, ---- . __ ,_, - ~-1 -_ °--'? 

;__~'-----·odgfna! n1i?$sage .:., .. -.,.a.-•. -,.:.. 

F.fom, "Qoii~ri_. R~chattJ.Ri JD(?} {FBl~ 
O.·ate::OSh,7/2016 $Q;49 PM(Gtiff~u!,,,5,,,.._~=00""'},... _________ _. 

th;_ i;~tri6k.i. P¢t~TP.]dDJ f~BI}1 ... _________ _ 
Subjed: REI I 

.__ __ __,he"li~~c re-ar.:h-e-9 QtJ_t. 

-Fl\tps;Jt\~W\•i,\M:a;shit~tORWSt~r:.pm/opir,ior1:5-,l\,;h~rt:d~plmn;3t$--ge\-lH-Jr:,i~he_clc-f9r-~oi9g-:th~-k­
ihb.sfZ~l+.?/Q5/17/~~~~5794J:(;i;o:1.·i~{i~~c81~,'-lheit14fi.~t?j~oty::htnjl.?hplq=hp~i)ci-t~flrtl¢~ 9Piniptf­
card:-f%3.Ahomepage%2fs:tory 

fef:1,,,r:al Burnmt·,i~}:r \n,-,;;<iHgdtfa.m 

,~ ...... 
.__ ____ .... ,~•f 

Rk:n,;. -f{S.J\ Th~r:fe'~-• a V&ri,'.\;l:foefgk-nf iton~ on .,~ltf sJtt~~ \.V.<:i.½lld-app~H.f#te> ·~ -h~a:t.Js qp· -o·n tqi\t.itt ~Y · 
I !there-have he:er-rrn-mo-rs--of a ooh.1nu)Ofo-r a \>vh-He.: 

That1k$, Pete -.-.. 

b6 -3 
b7C -3 

b6 -1, 3 
b7C -1, 3 
b7E -6 

b6 -1 
b7C -1 

b6 -1, 3 
b7C -1, 3 
b7E -6 

b6 -3 
b7C -3 

b6 -1, 3 
b7C -1, 3 
b7E -6 

-------------.F=s .... 1 .... c .... rs""".-..... L-1s4 )-6359 



Obtained via FOIA by Judicial Watch, Inc.
b6 -1, 3 
b7C -1, 3 
b7E -6 

b6 -1 
b7C -1 

b6 -1, 2 , 3 
b7C - 1 , 2, 3 
b7E -

Pfea:S·t~tsee::b:eJo\\r ~n{f .atta{~-h~e-d :f\orr t ·dtr~-.f:it:tr\y~:rJJti:~~-•ti-~~s ttJ CE~· ..._ _______________ .... .. · . . ..... 
b6 -3 
b7C -3 
b7E -4 

D 

•·,: 

Frc m• ..._ ____________________ ... 
Se:nt.:: Mon.day, Mav 16·, 20165:32-P~•l 

tel S~:b'"".J,...'e-_ct-ljr-------,.. ___ ___,, _______ ___,J 

D 

b6 -2 
b7C -2 

b6 -2, 3 
b7C -2, 3 
b7E -6 

b6 -2 
FBI (18-cv-1:b~c -2,0 



Obtained via FOIA by Judicial Watch, Inc.

He-afso asked-lf she-was p-farmlng. :to sue DOJ anQ old him that she%:i- not. -He tofof0that he 
spoketo-$'omeone at:D.OJ (\."-ve dqn't kno\:¥ whQ} ·:. rass\ih1e yb.u passed .afon:g rpy 01e.s.sage·that fie lri!ght 
reach9Jt, a-nd·tha.,iks fordolhgso. - --.. - --- - - -- - - - - -

. . .. 

H oaH . et'tfth~ ~tt$che¢l letter to Se.c:-teta fy-l<:efry l?st n1on\h. _ t d.Pn 't think 
nas it (he dldti't 111e.i"it!6i1 -lt} ~nd v~e d~ nof ihte~1tl to ~le~s~ lt p~tllidy,_ hti( t ;.v.3:nte1:l you to: pe 

... ,a- ti-Na- 1-,e---.,0 .... Ut. 

Arn¢1d & PO.rte,- UP. 
soi ~1~:f sad1usetts_Aiht ; N\V 
\J;fash1nsfon; DC_ 2oooi<f743 

b6 -2 
b7C -2 

b6 -3 
b7C -3 
b7E -4 

: 

b6 -3 
b7C -3 
b7E -4 

b6 -3 
b7C -3 

b6 -3 
b7C -3 

b6 -3 
b7C -3 

b6 -3 
b7C -3 

FBI (18-cv-154)-6361 



Obtained via FOIA by Judicial Watch, Inc.

·p:-::·~ ::.::= ... :r~·:~r:-~t~:»{~"t~~:~~r:::--".: ::~:~::.-~;:- .~;' ·:' _-:.:;_, :: .; :': ~:r:::••:·:':r ... ~~,_.;::,, •5~,.-:v:~:;::" ~--.:~:t.:-: ~~-- -t:f: -_-:: t ~--K·:::~ .... ~--~·:·:·:.: :-•"-·.-_,:~~~ :: '..· ::-•:-~ ·t:,-:.·;,._·:·::::·•·~•-·~:·•·v:·'.·:·. ~~•:':.·;·--:~ ~::!'_ ... :·:>-. ~~ \,-:.~t:::·.~-~:: :~:- ~:-::,:;.~:-? -::.h-~::. _:::--'t~'.~~::-~~~:~~-~~ 

::~::::;:~t;;:,;::;~::}:~;,;~=~'.::,rt[':~::;;;;\~;!~'::~:::;:;t;;ti:,~~:;:;;;;/!it:'·;;;=,~;.;/'.;~~~;'.;::t~'.'):i:::;~::::::~;:l:t::;'.'2❖~t:;!;:':/:;;1::::;:, :tt:,~-iitL:~;,,;:;I::. -:,; --~'" -- -,,:,,. 
~<--:~ ❖~:-:,:·-:~~ :_, :i\::. {:<~:t.~:~-: ~.::~>~~ i~:; ::\.: .. _,~ .. -~:...S: ?{ ~-:...,_.:.\:..:-_:. ~~~":·,: .,~~t) ;_,\~~,:.-~".:. 
·htll}·:,(,\~~,~~f~~~,~~lti:~~~~: OOi~~-

b6 -3 
b7C -3 

FBI (18-cv-154)-6362 



Obtained via FOIA by Judicial Watch, Inc.

Ftolri:­

S,~".'t~ 
To: 

SJrt~; PeterP~ lGPl]H3.l}. 
Th~r-sda\•;¥~Y-t~, 201q t?~4~-?'N.l 
Pf~e'. p~~-:C::Jp?cl.ff8.:!} 
Fvi{: ~):c.Ai~~tp iii1fa,r:y Gl'nt.qriTe:sHfies ,,.\hp(lt Emi3ii S~rver -NYTin1es~ conr -Su.bjet.t.: 

fr()m: Str:z.okr P~te(P. (CCT)-{:Hll} 
$erit:: Tbti_rsµay.,: :M~y. i:g~_ Zti.J~.1-2;40 P~1 
T~;;f'rie~~Pr>~ \\t. (f\}HF?~} _ - - __ _ _ _ _ _ _ _ __ __ __ __ . 
~~~t;_ ~E;_S~Ai1~ti:;,HH!ary y!irrtor1 T$stifi~~Abbl/t ~1!i~i! SeNifi'.-Jffni'tilis;t?,fli 

H:e= J):la){~ :~i ttth~:H:)t: r£-::~e.'tiuf,:l?pe~.rs·-ii1 .a:r1 € r,11aJ f · ----------------------{ ~. ~ ~ ~ ~ ~ ~ ~ h ~ 1 ff ?:~{Jf~~1g;}!f(~. ~~~~llJ):~.~~~t -~f:~ =i~~~~t~~~~/J~~- ~~1-~\~'·\~it~ff ~~-?~}~ ~:9\~J ~~--~r:~~~;·-pIJ\~~~t~ ~p:~;~i~. -~~f~i{:{\:~\1~~:~~~~\t~:'. 
t~ttPri. -~f~{ s:on~1~·;_ci=4~ts{~.e~ 

from:strzok. eet~i p; rcriitrat} _ 
senfrTlilirs.dav -~1avi9-2016 6~09AM 
: "·. . :- _:_._ ,• . ~- "'-··. : -~-- .' .. "1, ·- .· : ·.. . . . . . .. . 

lb:J''.nestap,J\V~ (C[:f} (FEt} . . . . --- --- . .. . . . .. . . . . . 
sul(Ject~ f).<-:Aide'l◊-HJl!aiy. Clinton T~stiftes ·A!i-out-Ei.ri:a"H -Seri,-er-, -fMlme-s.corcn 

~e i;ivil fys~Wf ..._ ____________________ ___. 

'Thorru-1~ fl~ot't, ih~ presidt::titof ~h:idi~ \Vatch. '\\~00 tqcilniart in }Ar. Luke~\~~. aepositiqt1; saki::afterwat:d 
th~tpbcii~tfi10f 9iitii§~ v~. subs!at1¢.e,, ~ffu~ ·t~stim\."li1yliec@s~cff:tlre_- gr~iij9 -ru1e~ $et 9-y_Juqge S1~-i~. 

Jfot:Mh Fitforii,,fedkted tha1 okce th~ testimotiJ~i$ p~h1klf retease<l--- perhaps :as e.arfy ai1ie~t,.ve,¢k-_ -• 
itwoµld $11·w '\vh~rfu~ StateDe;patinientm1d::~It;. C:fultou.iuwe:: s!cP,v:,:io~dthis. ood-,\;iful;teld:a complete 
e~larA:1tiolt of'v,tf~t\,,;ent oii: i•ith:he~ #nml systt11t \\'hat -\Ve Jcimie<l. is: goii1g t6J:ifeniti~.:i:~1g to ~1'.r~, -­
Clinforrandthe .adi:ni&strati.~n:-·mayhe m,pre than: e~b:arrasmig:»· 

:He-'¢fose;dt°'.dabcra~~ diit)gthe-c~'s-·re.strktio.tlS. 

Aft~r·tt)~:: 4~'9Sttt~~ S.tcit~---R4~ui1eitt f;twyets $:!5-ib.'kaj ~ m'o:c:¥dute tq-jeVje\•i ];\.Jr, L~~:::Sl¢st#h,o11y 
Jor tlu:ee aays:befqt~-.d1~d.dttig;f/hclh~i to Mk the.F.iag~ th_keep--auy friris· of ii :c~tiai-Kir s~~ty::¢t' 
:i~gah~~~1ts, - - --

~t.~~.i,~~~!uir~££9LnXZQlfr'Q:~L1_gi•~)'W.i,.t'.:~~i~thfil..c!tY.:.~~-"'t~!!le~~-b1f~1~lth!i!.hlZ 

b S -1 
b 6 -3 
b 7C -3 

bS - 1 

bS - 1 

FBI (18-cv-154)-6369 



Obtained via FOIA by Judicial Watch, Inc.

FBI (18-cv-154)-6370 



Obtained via FOIA by Judicial Watch, Inc.

Fta;lri:­

S,~".'t~ 
To: 

-Su.bjet.t.: 

c$ttt~~ Petef P'.~ {C:D{]FB.l} 
Th~r-sda\•, fy1~y t~t 2016 ·s.:4~: Afl.1 

P:a.~e-'. P~~·:C:: _:(p?C:l:ff8.:!} 
F\/!l:Rt; 

fr()m: Str:z.okr P~te(P. (CCT)-{:FBl} 
$ent:: Tb~_r,sµay,:'May 1_9',. ZOJ§:f ~~ PM 
~~;;:;; ~~n:!t'n c>{cb}(tB!J _ 

b6 -1 
b7C - 1 

b6 -1 
b7C - 1 
b7E -6 

b6 -1 
b7C - 1 
b7E - 6 

FBI (18-cv-154)-6371 



Obtained via FOIA by Judicial Watch, Inc.
\ye qecide~ to ~l'CJ"I rne o.~iJ a rid 9i\'{~e ~M _1..-onquer.:so~ve: ca.~ b_~Jntw9·pti:1t.es atqn(ei 

j 

FBI (18-cv-154)-6372 



Obtained via FOIA by Judicial Watch, Inc.

Fta;lri:­

S,~".'t~ 
To: 

-Su.bjet.t.: 

c$tti~~ Petef P'.~ {C:D{]FBl} 
Th~r-sda\•, ¥~¥ t~t 201 t(G.~4%. 1'-:fl.1 
Pao.e Us-a·c JOGC\(fP.!\ ~;;; .. :·~ ·::( :_.-: <·_•:• -;, ; ~_.-1-:_, .. ;.··- ·:• -~ -·. ·.-9.)-? 

R(~:-MYE'~fai:Hy 

---..;...--, Orlginal message --a~,,,.-- ------------. 

H.qn1; i•p~ge~ p~~· -~-~ fQGGft:i=snj 
P.&1:~;-0$/JQ/2J)iG:6ios: r>i-4 (GM..,.; ""'~o"',s-:o""'ffi""1J,--------
..... o-· .,,.;:t• ··:roi,; -ij;.,.,;.e.,, ·n -----~-c--!f'i.\ (~:6~\1 

i -- ~ ~J~: "-:,( ~--~ -1: .f :-r-~·;J .. ~i \t'·o:~.1 ... ___________ _ 

~pbje;~t: .BE:2: .MYE:qaHy· 

from:·Strzok; Peter P~Jt:d}(~Br} __ 
Sent:Thursdav>·M,w 1g~ Z:016 5:4:o P~t 
To::Piiesrnp, &\ii. {(ll}}:{F-Bi; __ 
C<::: ~ki#a, ~9m1tn~ri c; (Cb){FB1)J t~oGC}{i4q jo:;io).(FBti· .Stibject.: :MYErlatly: .__ ____ .... ._ _____ _, 

b6 -1 
b7C -1 
b7E -6 

b6 - 1 
b7C -1 
b7E -6 

b6 -1 
b7C -1 

bS -1, 2 
b6 -3 
b7C -3 
b7E -4 

1 U l \.HYLV- 54)-6373 



Obtained via FOIA by Judicial Watch, Inc.

Fet~r P. •. Sti-t¢k n 
•Sectfortchief: 
ce:un~~sptm,ag~Secqtipn (CD4} 

bS -1 , 2 
b7E - 4 

b6 - 1 
b7C - 1 

FBI (18-cv-154)-6374 



Obtained via FOIA by Judicial Watch, Inc.

Fta;lri:­

S,~".'t~ 
To: 

Su.bject.: 

c$ttt~~ Petef P'.~ {C:D{]FBl} 
Th~r-sda\•, fyt~y t~t 2016 ~~.07:!'-:f\.1 
Pao.e Us-a·c JOGC\(fP.!\ ~;;; .. :·~ ·::( :_.-: <·_•:• . ;. ; ~_.-1-:_, .. ;.··. ·:• -~ .·. ·.-9.)-? 

R(~:-MYE'~fai:Hy 

b6 -1 
b7C -1 
b7E -6 

b6 -1 
b7C -1 
b7E -6 

b6 -1 
b7C -1 
b7E -6 

b6 -1 
b7C - 1 
b7E -6 

b6 -1 
b7C -1 
b7E -6 

'i:t~l ! ·--~t~:;.,.i~s .. "".~ ,..,:t.;.;..;~~~~~."' - ·.;:.:.._.~ /-. ·1:-~;,.~ ... :.;;. -~i-: 6-..t..•;..-. ~.;:s~_tt;;;,.:,.. -c::,.'.;k~ .• ~ ti ~~~--:,.:t .~-- t.;,•~~-" ... ~·t,., .... :,~,,;;_; -~~;;,._.j.-..i1-.4-:~..oi.::-. ,;;;,.., -.~·.-·$.S;.·~~~-~ ··,+;;:,:~: 

FBI (18-cv-154)-6384 



Obtained via FOIA by Judicial Watch, Inc.
D .m,. . umtl".m~ -_j::H&t~n- t:UU.IVHV_~~, l_ W_i:!,;,> . ~~-- tHI:!" M.U~Hnl:f-Wtl>=U · l';_~_nuy L!l VUt,~U _ ~~. U :1t::·.~u iu:vq H]:¥ 1.:·.:,,u15-,;3!-lV~l :I VI -

the flrst• (and I th-i"nk• only} ti" me with the- DNL To.the extent you \\ian-t to think about itoi- consu~t .w,ifb 
Ml:l<;e;or -~n-Vone hefo~, :thi?n; tve :sho:u td qinsider ~vhat we .saii "if~~ ~sks about th~·' ¢urtentst~fosJ.-----. 

b7E -4 

bS -1 
b7E -4 

b6 -1 
b7C -1 
b7E -6 

b6 -1 
b7C -1 
b7E -6 

bS -1, 2 
b6 -3 
b7C -3 
b7E -4 

....._ ___________________________ ___. 154)-6385 



Obtained via FOIA by Judicial Watch, Inc.

. ~ . -· 

Section .Chief 
Count~resp}onage S~trJqn{CD4} 

CJ.· 
fO} 

it) 

b5 -1, 2 
b7E -4 

b6 - 1 
b7C -1 

FBI (18-cv-154)-6386 



Obtained via FOIA by Judicial Watch, Inc.

Fta;lri:­

S,~".'t~ 
To: 

Su.bject.: 

c$ttt~~ Petef P'.~ {C:D{]FBl} 
Th~r-sda\•, fyt~y t~t 2016 ~~40_::i'-:r1.1 
Pao.e Us-a·c JOGC\(fP.!\ ~;;; .. :·~ ·::( :_.-: <·_•:• . ;. ;~_.-1-:_, .. ;.··. ·:• -~ .·. ·.-9.)-? 

R(~:-MYE'~fai:Hy 

{$t1ia,Hn)n~ing ~te - th~n~ you! l l.t\i'.iH ,di.sc.(fas Jt ~wththe £AD :torr10:l'ro\¾ Af.;t Jusftq ~n~ure· ~v~rvoni/s 
on the -same: -page:~ Thanks a-_g:~1 n;; Biil · 

. · ·•:;. 

b6 -1 
b7C -1 
b7E -6 

b6 -1 
b7C -1 
b7E -6 

b6 -1 

b7C -1 
b7E -6 

b6 -1 
b7C -1 
b7E -6 



Obtained via FOIA by Judicial Watch, Inc.

Pete, 

:RQ} {fB-W --------------------· ._ __________ __. 
~ubJect:MYf da1li . 

b7E -4 

bS -1 
b7E -4 

b6 - 1 
b7C -1 
b7E -6 

b6 - 1 
b7C -1 
b7E -6 

bS -1, 2 
b6 -3 
b7C -3 
b7E -4 

-- \-- '-Y 154)-6397 



Obtained via FOIA by Judicial Watch, Inc.

Pet~r ?,. Stdpk 11 
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VL\ ELECTRONIC TRANSMISSION 

The Honorable James B. Corney, Jr. 
Director 
Federal Bureau of Investigation 
935 Pennsylvania Avenue, N W 
Washington, D.C. 20535 

Dear Director Cotney: 

July24, 2015 

The :Inspector General of the :Intelligence Community (IC) and the :Inspector General of 
the State Department (State OJG) recently notified the FBI and several Intelligence Community 
agencies of a compromise of national security information in connection with Hillary Clinton's 
use of a non-governmental email server while Secretary of State. Specifically, in a sample of 40 
of Secretary Clinton's emails IC identified four containing classified IC-de1ived information. 
These recent revelations raise important questions about the role the Federal Bureau of 
lnvestigation (FBI) has taken and will continue to take in this matter. Jn addition, a notification 
from the IC indicates that these classified emails existed on a thumb drive and may exist on a 
server. According to a briefing provided today by the lC and State OIGs, former Secretary 
Clinton's personal. attorney, David Kendal.], was i.n possession of the thumb drive at the time of 
the notice to the FBJ and other JC components. This raises very serious questions and concerns 
if a private citizen is somehow retaining classified information. 

Accordingly, please explain whether Mr. Kendall had the requisite security clearance and 
authorization to be the custodian of classified national secmity infonnation. If not, pl.ease 
explain what steps the FBI has taken or plans to take to secure and prevent further dissemination 
of the classified information contained on the th umb drive. In addition, what steps are being 
taken to hold anyone in this matter accountable for unauthorized possession of classified 
material? 

5225. 
If you have any questions, contact Josh Flynn-Brown of my Committee Staff at (202) 224-

Sincerely, 

Charles E. Grassley 
Chairman 
Committee on the Judiciary 
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VJA ELECTRONIC TRANSMISSION 

The Honorable James B. Comey, Jr. 
Director 
Federal Bureau of ]nvestigation 
935 Pennsylvania Avenue, N .W. 
Washington, DC 20535 

Dear Director Corney: 

May 17, 2016 

lam writing in regard to the FBI's ongoing investigation relating to Secretary Clinton's use of 

a non-government server and email address for her official State Department business. In particular, ] 

am writing to raise concerns about the appearance of a conflict of interest by Justice Department 

officials and to seek your input about possible remedies. To state the obvious, it is a rare occurrence to 

have an administration' s former cabinet official being investigated under the authority of that very 

same administration. The circumstances are further complicated by the fact that the investigation is 

underway during a presidential election year in which Secretary Clinton is her party's frontrunner. 

Moreover, the President and his press secretary have made statements that seemed to prejudge the 

scope and outcome of the FBI's ongoing investigation. Taken together, these circumstances 

reasonably raise the serious appearance of a conflict of interest. This is not just an academic concern, 

as it appears the Justice Department may be trying to keep the scope of the fB I's investigation 

unreasonably narrow, according to press reports. 

While career FBJ and Justice Department attorneys may be involved in the investigation, 

political appointees at the Justice Department, including the Attorney General herselt~1 will make the 

ultirnate determination whether or not to prosecute Secretary Clinton and her associates. Even if these 

! At a recent hearing before the House Appropriations Committee, Congressman John Carter asked the Attorney General if 
she would authorize prosecution if the FBI makes the case that Secretary Clinton broke the law. ln response, Attorney 
General Lynch testified that the FBI and Justice Department personnel involved in the investigation '\,vill make a 
recormnendation to me when the time is appropriate'' and refused to answer whether she would authorize prosecution iffhat 
is the FBl's recommendation. The F. Y 2017 Budget for the Dep 't of Justice: Hearing Before the House Committee on 
Appropriations, Subcommittee on Commerce, .Justice, Science, nnd Related Agencies, l l 4'h Cong, (20 l 6), 
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appointees are acting with the utmost integrity and professionalism, at the very minimum, the 
appearance of a conflict cl.early exists. Indeed, there appear to be at least three areas of conflict here. 

First, because the Justice Department officials who ,vill. make the decision are political. 
appointees, their prospects for continuing employment at the Department are likely tied to whether 
Secretary Clinton or another Democrat is elected President in the fall. It is understandable that the 
public might bel ieve there is a conflict of interest when it appears that the political appointees making 
the decision would harm their own employment prospects if they moved forward with a prosecution, 
should the investigation find one ·warranted. 

Second, the President and his press secretary have made public statements that seem to suggest 
the President's prefen-ed outcome in this investigation by downplaying the seriousness of the 
underlying facts. The President has since claimed he is not exerting political influence on the decision 
whether or not to initiate a prosecution because he does not talk to the Attorney General about pending 
investigations.2 But this misses the point. It is not necessary for the President to exert political 
influence through private, one-on-one conversations; the public statements by the President and his 
press secretary undoubtedly also reached his Justice Department appoin tees and broadcast his 
preferences to them. Accordingly, in doing so he may have put additional pressure on his political 

appoinlees to refuse to approve indictments or al leasl to narrow lhe scope oft.he invesli.gation. If the 
political appointees' boss, the President, has a lready publicly asserted that Secretary Clinton merely 
acted with "carelessness" and that her actions did not threaten national security, how can his political 
appointees contradict him if the investigation finds otherwise? 

Third, Attorney General Lynch has additional professional associations with the Clintons that 
underscore the appearance of a conflict. Former President Bill. Clinton appointed her to be the U.S. 
Attorney for the Eastern District of New York. 1n between serving as the U.S. Attorney under 
President Clinton and returning to the position under President Obama, she was a partner at a law firm 
that represented both President and Secretary Clinton. Once again, even if the Attorney General is 
acting in good faith, there is at least an appearance of a conflict of interest.. 

In short, there are legitimate reasons why the public would question whether a potential conflict 
of interest could affect the Justice Department's decision whether to pursue one or more prosecutions 
in this matter. Moreover, the current process for making these decisions lacks any meaningful 
transparency, scrutiny, or accountability. Especially in this unique circumstance, it is vita lly important 
that the public have confidence in the out.come of the investigation, whatever it may be. 3 

2 Wallace Presses Obama: Haw Can You Say Hillary Didn't Jeopardize Nat'/ Security?, FOX NEWS L'\fSIDER, Apr. 10, 
2016. 
3 Even joumalists who are sympathetic to Secretary Clinton have noted this. See Ruth Marcus, Why a No-b;dictment for 
Hillary Clinton Would Still Be a Problem for America, THE WASHINGTON POST, Mar. 29, 2016. (stating: '"lt bears some 
thinking at the top levels of the Justice Department and the FBI about whether there is some way to mitigate the suspicion 
[that political meddling will squelch an indictment] by making more information public than is ihe norm." as well as 
noting: "There ' s no indication ibat Jusiice has contemplated [appoin611g a special counsel].") 
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The Justice Department has a mechanism in place to deal with such conflicts, namely, 
appointing a Special Counsel from. outside of the Department, but the Atlorney General has not 

exercised it. The Special Counsel regulations are supposed to help ensure fair and impartial 
investigations in the face of conflicts, although the use of a Special Counsel can present its own issues. 
According to the regulations: 

The Atlomey General, or in cases in which the .Attorney General is recused, 
the Acting Attorney General, will appoint a Special Counsel when he or she 
determines that crirninal investigation of a person or rnatter is warran ted 
and-

(a) That investigation or prosecution of that person or matter by a United 
States A.ttorney's Office or litigating Division of the Department of 
Justice would present a conflict of interest for the Department or other 
extraordinary circumstances; and 

(b) That under the circumstances, it would be in the public interest to 
appoint an outside Special Counsel to assume responsibility for the 
matler.4 

According to the regulations, there are three conditions for appointing a Special Counsel: l) the 
Attorney General decides an investigation is vvarranted; 2) the Justice Department has a conflict of 

interest or there are other exh·aordinary circumstances; and 3) the public interest is served. Based upon 
the available facts and circumstances, all of those condi tions appear lo have been met here. 

This is not just an academic issue about conflicts of interest; it is possible that the Justice 

Department might be failing to provide the FBI with all the resources it needs for this investigation and 
mighl be improperly limiting the investigation's scope. You recently testified before Congress lhat 
you are "very close personally to that investigation to ensure that [the FBI has] all the resources [it] 

need[s], including people and technology."5 But, to the best of my knowledge, the Justice Department 
has made no similar commitment. The Department refused for months to confirm to the Committee 
that an investigation was underway at all, and it still refuses officially to confirm the scope of the 
investigation or whether it has provided the necessa1y Department resources for the FBI to properly 
address all the relevant legal issues. 

lnfr)rmalion in the public domain raises serious questions about whether the Department has 
done so. For example, it is unclear whether the Justice Department has empaneled a federal grand jury 
in order to issue subpoenas, so that the FBI can gather all of the relevant information. As a recent 
article in the Washington Post noted, "there is no indication that prosecutors have convened a grand 

4 28 C.F.R. § 600.l. 
5 Encryption Securi~F and Privacy: Her:ring B,fore the House Committee on the Judicimy, l 14''' Cong. (2016). 
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jury in the email investigation to subpoena testimony or documents[. ]"6 Given the public reports of the 

resources and time being devoted to the investigation by the FBJ, this appears highly unusual. 

Moreover, Attorney General Lynch's public statements seem to imply that the investigation is 

being limited to an extremely narrow scope, as she only acknowledges that the investigation is 

evaluating the issues relating to Secretary Clinton's and her subordinates' potential mishandling of 

classified inf-orrnation.7 In a recent interview, Attorney General Lynch described the investigation as 

follows: "We're looking at whether or not classified information was handled in a particular way, in an 

appropriate way."8 At her recent appearance before the Committee, Senator Thom Tillis asked if the 

Justice Department had analyzed issues sunounding the joint income President and Secretary Clinton 

received from foreign governments for speeches President Clinton made, an issue raised by some of 

the released emails. One of the Clintons' joint tax returns implicated in this and related public 

com1ption issues was prepared by the law firm of Hogan & Hartson v,rhile the Attorney General was a 

partner at the firm.9 In response, the Attorney General seemed unaw·are of the Constit11tional issue 

raised by Senator Tillis and testified that "the matter that has been under discussion both in this and 

other proceedings has been the Department's review of how the State Depa1tment handled classified 

in.formation."10 A recent news report also included the assertion by anonymous "U.S. officials" that 

the investigation is solely focused on the handling of Classified information and has not included any 

other legal issues stemming from the server arrangement or information revealed .from the retrieved 

emails.11 12 

6 Adam Goldman, Justice Dept. Grants Jmmwlity to Sta/fer Who Set Up Clinton Email Server, THE WASHINGTON POST, 

Mar. 2, 2016 . 
.,. This is in contrast to a report alleging that the FBI expanded the investigation to address public corrnption issues. See 
Catherine Herridge, Pamela K. Brow"Tie, FBJ's Clinton Probe Expands io Public Corruption Track, Fox NEV,'S, .Ian. 1 l, 
2016. 
" Bret Baier, AG Lynch Discusses Apple Feud, Clinton Probe, Cybersecurity, Fox NEWS, Feb. 29, 2016. Available at 
bttp ://video. fox.news. com/v /47 802 6987 400 l iag-lynclJ-discusses-apple-feud-clinton-probe-
cybersecurity/?intcm p=hpvid l #sp=sbow-clips 
9 See Meet the A.itorney General, THE D El''T OF JUSTICE, available at https://w',Vw.justice.gov/ag/meet-attorney-geoeml 
(noting that tbe Attorney General was a pa1iner at Hogan & Hartson/Hogan Lovells from 2002-20 l O); see also Hillary 
Clinton Releases flealth, Financial Records, H!LLARYCUNTON.COM, available at bttps://www.biHaryclinton.com/tax­
retu.rns/ (showing the Clintous' 2007-14 joint tax returns were prepared by Hogan & Haiisoo/Hogan Lovells). 
:o Oversight of the U.S. Department of.Justice: Hearing Before the Senate .Judiciary Committee, 11411' Cong. {2016). 
: J Evan Perez, Pamela Brov.n, Simon Prokupecz, FBI Interviews Clinton Aides Including Huma Abedin As Part of Email 
Probe, CNN, May 6, 20 l 6. 
:2 If accurate, fhis statement by a U.S. official about the full scope of the investigation is additionally troubling in light of 
the fact that an FBI official recently filed a sworn declarntion in a FOIA case regarding records relating to the investigation 
stating that ''[b ]eyond Director Comey's acknowledgment of the security referral from the Inspectors General of the 
Intelligence Cormnunity and the Department of State, the FBI bas not and cannot publicly acknowledge tbe specific scope, 
focus, or potential targets of any such investigation without adversely affecting the investigation.'' See Deel. of David M, 
Hardy, Leopold v. Dep 't of Justice, l 5-cv-2117 (DDC), ECF No. 9-1 at 7. In that lawsuit, the FBl official declared under 
penalty of perjury that the FBI was withholding materials it had recovered from the server, and other records relating to the 
investigation, because they are exempt under FOIA Exemption 7(A). He stated that those records and other FBI records 
relating to the investigation were "compiled for law enforcement purposes" and that their disclosure could reasonably be 
expected to interfere with "a pending or prospective law enforcement proceeding" ··· Exemption 7(A)'s prerequisites. Id. at 
7-10. He similarly stated that the records ''are potential evidence in the FBI's investigation," that disclosing "evidence [or] 
pot·eutial evidence [] while ihe investigation is actlve [] could undermiDe tbe pending iuvestigation by prematurely 
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Perhaps the most troubling report is the ·washington Post' s recent article about the FBJ's 

interview of Cheryl MillsY~ That article stated that Justice Department officials had made an 

agreement with Ms. Mills' attorney that it "would be off limits" for the FBI to ask her questions during 

the interview about her role in deciding which of the emails on Secretary Clinton's server would be 

deleted and which would be turned over to the State Departrnent. 14 The article forther stated that the 

FBI agents nonetheless asked about this important issue, thal Ms. Mills walked out of the interview 

briefly in response, and that the Justice Department prosecutors \Vere "taken aback that their FBI 

colleagues" had asked the question. 15 Ms. Mills reportedly never answered the FBI's questions on this 

issue. 16 

Secretary Clinton's potential mishandling of classified information is undoubtedly important 

and must be fully investigated. However, it would be disturbing if the Justice Department has 

narrowed the investigation to prevent the FB:I from a lso investigating the other important issues raised 

by this extraordinary situation. For example, press reports have indicated that the FBI has been able to 

recover emails deleted from Secretary Clinton 's private server.17 If federal records on the private 

server \.Vere hidden or destroyed, then there may have been a violation of 18 U.S.C. § 2071, which 

prohibits concealing or destroying sllch federal records. If any of the deleted emails were responsive 

to Congressional inquiries or to agency inquiries, such as ones from the State Department Inspector 

General, then there may have been violations of 18 U.S.C. §§ 150.5 and l.519, respectively. Similarly, 

the content of many of the released emails implicates Constitutional issues and public corruption laws 

by raising issues relating to joint in.come from paid speeches given by President Clinton for foreign 

government entities, as well as the blurring of the lines bet\.veen the actions taken on behalf of the State 

Department, the Clinton Foundation, and Teneo, a private fim1 founded by a fom1er counselor to 

President Clinton. 

Despite this range of relevant legal issues, which extend far beyond the national security issues 

raised by the potential mishandling of classified information, public reports only indicate that the 

Justice Department has assigned personnel from its National Security Division to supervise the FBI 's 

investigation, 18 with another report claiming the U.S. Attorney's Office from the Eastern District of 

Virginia is also involved.19 There is no indication that the Justice Department has assigned prosecutors 

from its Public Integi-ity Section or prosecutors with expertise in the unlawful concealment or deletion 

revealing its scope and focus, [aod tbatJ if iDdividuals become aware of the scope aDd focus of [the] investigation, they can 
take detensive actions to cooceal their activities, elude detection, and/or suppress evideoce." Id. at 9-10 (empbasis added). 
:3 Matt Zapotosky, Clinton Aide Che,y l 1vlills Leaves FBI lntervie·..,, Briej!y Ajier Being Asked About Emails, THE 

W ASHINGTON POST, May 10, 2016; see also Andrew McCarthy, Obama 's Justice Department Shields Cheryl Mills from 
FJJJ 's Questions, N ATIONAL REVlEW, May 14, 2016. 
:< ld. 
is id. 
16 ld. 
!? Paul Reid, Hannah Fraser-Chanpong, Report: FBJ Pulls Deleted Emails From Hillwy Clinton's Server, CBS N EWS, Sep. 
23, 20i5. 
18 Supra n. 6 (" 'Ibe email investigation is being conducted by FBI counterintelligence agents and supervised by the Justice 
Department's National Security Division."). 
19 Matt Zopotsky, Officials: Scant Evidence that Clinton Had Malicious Intent in llalldlillg of Emails, T HE W ASH1NGTON 

POST, May 5, 2016. 
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of federal records. ]ndeed, when Attorney Genera l Lynch was specifically asked if any prosecutors 
from the Department's Public Integrity Sect.ion are working on the case, she refused to answer.20 

ln previous investigations, the Department of Justice has been willing to state which of its 
divisions and sections had attorneys ,vorking on a particular case.21 Because there is no indication that 
Justice Department has provided any resources relating to the other legal issues surrounding Secretary 
Clinton's private email server, and in light of the Attorney General's statements about the scope of the 
investigation, as well as the report claiming the Justice Department made an agreement with Ms. Mills' 
attorney to preclude the FBl from asking her about the sorting and deletion of ernail, it appears that the 
Justice Department might be improperly limiting the scope of the FBI's investigation. Viewed within 
the context of the Department's appearance of a conflict of interest in this case, this raises the question 
of whether a Special Counsel is in fact needed. 

One news report has even gone so far as to claim, \Vithout naming its sources, that FBI "agents 
have been spreading the word, largely through associates in the private sector, that their boss is getting 
stonewalled [by Obama political appointees], despite uncovering compelling evidence that Clinton 
broke the la\'V."22 The article further claimed that "FBI sources say [Director Comey] has no backing 
from President Obama and Attorney General Loretta Lynch to recommend charges against the former 

secretary[.]"23 While this report may or may not be accurate, it is understandable that the public's 
confidence in the integrity and independence of any prosecutorial decision is in question, given the 
appearance of a conflict of interest by the political appointees in charge of that process. This is 
precisely the type of situation a Special Counsel appointment is designed to address. 

You have experience in these issues not only from the perspective of the FBI, but also from the 
perspective of the Justice Department, and specifically in the context of investigations of senior 
administration officials. \Vhile you were serving as the Deputy Attorney General during the George 
W. Bush administration, Atlomey General Ashcroft recused himself from the investigation regarding 
the Valerie Plame leak, due to the appearance of a conflict of interest he had as a result of past 
professional associations with one of the suspects, v,:hich then made you the Acting Attorney General 
for that case. ]n that case, there was substantial public concern about whether an investigation of 
administration officials that was being conducted under the oversight of the administration's political 
appointees would be fair and impartial. Upon being designated Acting Attorney General, you removed 
the case from the usual Justice Depaitment chain of command and appointed a special prosecutor, 

20 Supra n. 8. This is additionally troubling because prior Department of Justice guidance on "Election Year Sensitivities" 
states if prosecutors "are faced with a question regarding the timing of charges or overt investigative steps near the t:ime of a 
primary or general election, please contact the Public integrity Section of the Criminal Division for further guidance.'' 
E lection Year Sensitivities, THE DEPARTMENT OF JUSTICE, Mar. 9, 2012. Available at 
https://www.justice.gov/sites/ default/fi les/oi p/legacy/2014/07/23/ ag-memo-election-year-sensiti vi t:ies. pdf 
21 For example, in the investigation into the lRS's targeting of conservative groups, the Justice Department acknowledged 
while the investigation was ongoing that it had assigned attorneys from both its Criminal Division and Civil Rights 
Division. 
22 Charles Gasparino, Will Hi limy Get Charged, Or What? THE NEVi YORK I'OST, Mar. 20, 2016. 
23 id. 
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Patri.ck Fitzgerald, to handle the matter.24 Ivfr. Fitzgerald subsequently brought an indictment against 

the Vice President's Chief of Staff, Scooter Libby, who was later convicted. Accordingly, it appears 

lhat based on your relevant experience you are uniquely suited to weigh in on whether a Special 

Counsel is needed in the current case. 

In order for the Committee to evaluate the issues surrounding the investigation stemming from 

Secretary Clinton's use of a non-government server and email address for her official business, and 

related issues, please answer the following: 

1. In general, under what circumstances do you believe that the FBI would need to work 

with a Special Counsel from outside of the Justice Department in order to properly 

conduct an investigation? Please describe in detail. 

2. In general, if you believed that the Department of Justice, pursuant to the regulations, 

had a conflict of interest in a particular investigation, would you express this view, and 

if so, how? 

a. Would you make a request to the Justice Department for a Special Counsel? lf 

not, \Vhy not? 

b. ]f you were to make a request, but the request were denied by the Justice 

Department, would you notify this Committee, wbich has oversight authority 

over these matters? Jf not, why not? 

3. Do you believe that a Special Counsel is warranted in the investigation stemming from 

Secretary C linton's use of a non-government server and email address for her official 

Stale Department business? Jf not, why not, and what is different about the current 

extraordinaty circumstances that causes you to reach a different conclusion than you did 

in the Valerie Plame matter? 

4. Has the FBI requested or othenvise indicated to the Justice Department or other 

administrntion officials that it believes a Special Counsel should be appointed in this 

case? If so, what was the response? 

5. Has the Justice Department limited the scope of the FBI's investigation in any way or 

denied it any resources? 

6. Is the FBI aware of any agreements Justice Department officials have made with 

Secretary Clinton or her associates to deem certain areas of inqui1y "off limits" in 

interviews with the FBI? If so, was the FBI consulted about such narrowing of topics? 

24 While you did not rely on 28 C.F.R. § 600.1 to appoint l'vir. Fitzgerald, you did explain the interaction between that 
regulation and his appointment during the press conference in which you announced your decision. See http:// v,"NW.c­
span.org/video/? 179743 --1/special--prosecutor-appo iuirnent 
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Did the Justice Department officials make these agreements over the objection of the 

FBI? 

7. Has the FBI requested that a grand jury be empaneled in connection with this 

investigation? If so, did the Department of Justice deny that request? 

8. Has the Justice Department assigned prosecutors to the investigation from its Public 

Integrity Section, who have relevant experience in public corruption laws, or assigned 

prosecutors with experience in the laws pertaining to the destrnction of federal records? 

If not, has the Justice Department explained to the FBI why it has not? 

Please provide your answers by May 31, 2016. Thank you for your attemion to this 

important matter. lf you have any questions, please contact Patrick Davis of my Committee S taff 

at (202) 224-5225. 

cc: The Honorable Patrick J. Leahy 
Ranking Member 
Senate Committee on the Judiciary 

The Honorable Thom Tillis 

Sincerely, 

Charles E. Grassley 
Chainnan 
Committee on the Judiciary 

United States Senator for North Carolina 

The Honorable John Carter 
Congressman for the 31. st District of Texas 
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Honorable Charles E. {rrassley 
Chaim1ru.1 
Committee on the Judiciary 
United States. Senate 
\Vashington, DC 2051.0 

Dear Mt. Chairman: 

U.S. Department of ,f ustk-e 

Federal Bureau of"Invesbgation 

flc-c1sl-1!11gf.os·1_. D._C. 20535 

August 2.7 ,· 2015 

This is in response to youi' kttcr to Director c~nney dated July 24~ 2015, regarding 
questions about the potential handling of classified infonpation by a private citizen. 

As you noted 1n your letter,-the Department of Justice has received ,i referral related to 
th~ potential compromise of classified information. Consistent ,vith long-standing Department 
of Justice an4 .FBI policy, we pn neither confim1 i1ot deny any .ongoing investigatiou, nor a:re we. 
il-1. a position to provide additional infr)m:1ation at this time. 

We appreciate your continued suppmt fbr the FBI and its mission. If you have any 
further questions please c~mtact the Office of Congrcssiqnal Affafrs at (201) 324-5()$1. 

1 - Honorable Patrick J. Leahy 
Rm.)king t\{ember 
Committee on the J ndldary 
United States Senate 
Washington, DC 2051 n 

S-i'ncerely, 

Stephen D, Kelly 
Assistant Director 
Office ofC()ngress.ibnal A.Hairs 
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U5. Department of State • Broadcasting Board of Governors 

ESP-16-03 Office of Evaluations and Special Projects May 2016 

Office of the Secretary: Evaluation of 

Email Records Management and 
Cybersecurity Requirements 

iMPORTANT NOTICE: This report is intended solely for the official use of the Department of State or the 
Broadcasting Board of Governors, or any agency or organization receiving a copy directly from the Office 
of Inspector General. No secondary distribution may be made, in whole or in part, outside the 
Department of State or the Broadcasting Board of Governors, by them or by other agencies or 
organizat ions, without prior authorization by the Inspector General. Public availability ot the document 
will be determined by the Inspector General under the U.S. Code, 5 U.S.C. 552. Improper disclosure of this 
report may result in criminal, civil, or administrative penalt ies. 
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UNCLASSIFIED 
May 2016 
OFFICE OF EVALUATIONS AND SPECIAL PROJECTS 

Office of the Secretary: Evaluation of Email Records 
Management and Cybersecurity Requirements 

What OIG Found 

The Federal Records Act requires appropriate management and 
preservation of Federal Government records, regardless of 

physica! forrn or characteristics, that document the organization, 
functions, policies, dec1sions, procedures, and essential 

transactions of an agency. For the last two decades, both 
Department of State (Department) policy and Federal regulations 

have explicitly stated that emails may qualify as Federal records. 

As is the case throughout the Federal Government, management 
weaknesses at the Department have contributed to the loss or 
removal of emai! records, particu!arly records created by the 

Office of the Secretary. These weaknesses include a limited ability 
to retrieve email records, inaccessibility of eiectmnic files, failure 

to comply with requirernents for departing en-1ployees, and a 
general lack of oversight. 

OIG's ability to evaluate the Office of the Secretary's compliance 

with policies regarding records preservation and use of non­
Departmental communications systems was, at times, hampered 
by these weaknesses. However, based on its review of reco.rds, 

questionnaires, and interviews, OIG determined that email usage 

and preservation practices varied across the tenures of the five 
most recent Secretaries and that, according!y, compliance w:th 
statutory, regulatory, and internal requirements varied as wel!. 

OIG also examined Department cybersecurity regulations and 
policies that app!y to the use of non-Departmental systems to 
conduct officia! business. Although there were few such 

requirements 20 years ago, over time the Department has 

implemented numerous policies directing the use of authorized 
systems for day-to-day operations. In assessing these policies, 

OIG examined the facts and circumstances surrounding three 
cases where individuals exclusively used non-Departmental 

systems to conduct official business. 

- . . Office of Inspector General ---~ 
U.S. Department of State• Broadcasting Board of Governors 
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OBJECTIVES AND METHODOLOGY 

rn April 2015, the Office of Inspector Generai (OJG) initiated an evaluation to address concerns 
identified during recent audits and inspections1 and to respond to requests from the current 
Secretary of State and several Members of Congress [nvolv[ng a variety of [ssues, indud[ng the 
use of non--Departmental systems2 to conduct official bus:ness, records preservation 
requirernents, and Freedmn of Inforrnation Act {FOIA) compliance. This report, which is the 
fourth and finai to document OIG's findings in these areas,3 addresses efforts undertaken by the 
Department of State (Department) to preserve and secure electronic records and 
communications involv[ng the Office of the Secretary_ Spedical!y, this report (1) provides an 
overview of laws, regulations, and policies related to the management of ernail records; (2) 

assesses the effectiveness of eiectronic records management practices involving the Office of 
the Secretary; (3) evaluates staff compliance with records management requirements; and {4) 

examines information security requirements related to the use of non-- Departmental systems. 

As part of the current evaluation, OIG reviewed iaws, policies, and practices from {and, in some 
cases, pr[or to) 1997 through the present, covering the tenures of five Secretar:es: Madele[ne 
Aibright (Januaiy 23, 1997-January 20, 2001); Co!in Pm,vell (January 20, 2001-January 26, 2005); 
Condoleezza Rice (January 26, 2005---January 20, 2009); Hillary Clinton (January 21, 2009··· 
February 1, 2013); and John Kerry {February 1, 2013- Present). 

OIG reviewed the requirements of the Federal Records Act4 and the Federal Information Security 
Management Act (FISMA)5 and reiated regulations; circulars and d:rectives issued by the 
President, the National Archives and Records Administration (NARA), the National Institute of 
Standards and Technology (NIST), and the Office of Management and Budget (0MB); applicab!e 

1 OIG has identified the following issues: inconsistencies across the Department in identifying and preserving records, 

hacking incidents and other issues affecting the security of Departrnent electronic c:ornrnunication, delays and other 
processing problems related to FOIA requests, and concerns about an Ambassador's use of private email to conduct 

official bus, ness. See OIG, Review of State /t,Jessaging ,,nd Archive Rettieval Too/set tmd Record Email (ISP-[-1 5-15, 

March 2015); OIG, Audit of the Department of State Inforrnation Security Program (AUD-IT-15-17, October 2014}; 

OIG, Management .A.!ert: OIG Findings of Significant and Recurring Weaknesses in the Department of State 
Information System St.=euri(v Program (AUD--IT-14-03, November 2013); OIG, Inspection of the Bureau of 
Administration, Global Information Services, Office of'Jnformation Programs and Sef\lices (JSP-l-12-54, September 

2012}; and OJG, lnspedion of Embassy Nairobi, Kenya (ISP+·12· 38A, August 2012). 
2 For purposes of this work, O!G uses the term "non-Depa1tmentai systems" to mean hardware and soft.vare that is 

not owned, provided, monitored, or certified by the Department of State. 
3 Previous reports include the foilowing: orG, Potential l,sues Identified by the Office of the Inspector Genera! of the 
Intelligence Community Concerm;7g the Departrnent of State's Process for the Review of Former Secretary Clinton's 
Ernails under the Freedom of Information Act (ESP-15-04, July 2015), OIG, Evaluation of the Department of State's 
FO!A Processes for .Requestsirwolving the Office of the Secretary(ESP-16-01, January 2016), and OIG, Classified 
Material Discovered in Unclassified Archival Material(ESP-16-02, March 2016). 
4 44 U.S.C chapters 21, 29, 31, and 33. 
5 Pub. L. No. 107-347, title !II. 116 Stat 2946 (2002). In 2014, HStv1A was replaced by the federal Information Security 

Modernization Act, 44 U.S.C. § 3551 (2014). 
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Department directives issued in the Foreign Affairs Manual (FAM) and the Foreign Affairs 
h'andbook(FAH);6 and guidance and policies in cables and memoranda. Appendix A. summarizes 
the relevant laws and policies that OIG reviewed during this evaluation. 

OIG employed a number of strategies to test compliance with email records preservation 

requirements applicable to each Secretary's tenure, including (l) sending questionnaires to 
current and former staff of the Office of the Secretary requesting information about email usage 
and preservation practices; (2) reviewlng records and public statements related to emai l usage; 

(3) comparing stated practices against applicable laws and policies; and (4) searching available 

hard-copy and electronic files to identify and analyze email records and assess staff practices. 
OIG faced a number of challenges in conducting this testing, whk:h will be discussed in greater 
detail throughout the report. 

OIG also interviewed dozens of former and current Departrnent employees, including the 

Deputy Secretary for Management and Resources (D-MR); the Under Secretary for Management 
(M); the J\ssistant Secretary and other staff in the Bureau of Admlnistration (A); and various staff 

in the Office of the Secretary and its Executive Secretariat {S/ES). the Office of the Legal Adviser 
(L), the Bureau of Information Resource Management (IRM), and the Bureau of Diplomatic 

Security (DS). In conjunction with the interviews; OIG reviewed paper and electronic records and 
documents associated with these offices. OIG also consulted with NARI\ officials. Finally, OIG 
inter✓iewed Secretary Kerry and former Secretaries Albright, Powell, and Rice. Through her 

counsel, Secretary Clinton declined OIG's request for an interv1ew. 7 

OIG conducted this work in accordance with quality standards for evaluatlons as set forth by the 
Council of the Inspectors General on Integrity and Efficiency. 

BACKGROUND 

The Federal Records Act requires the head of each agency to "make and preserve records 
conta1ning adequate and proper documentat1on of the organization, functions, policies, 

decisions, procedures, and essential transactions of the agency and designed to furnish the 

6 The Department articulates official guidance, including procedures and policies, on matters relating to Department 
rmmagernent and personnel in the Foreign Affairs M,nual and 1-/andbook. 2 FAM 1111..1 (July 3, 2013}. 
7 

In addition to Secretary Clinton, eight former Department employees declined OJG requests for interviews: (1) the 

Chief of Staff to Secreta1y Powell (2002-05); (2) the Counselor and Chief of Staff to Secreta;y Clinton (2009-13); (3) the 
Deputy Chief of Staff for Polic; to Secretar; C!inton (2009-11) and the Director of Policy Planning (2011-13); (4) the 
Deputy Chief of Staff for Operations to Secretary Clinton (2009-13); (5) the Deputy Assistant Secretar1 for Strategic 
Cmnrnunication (2009-13); (6) the Director of the S/ES Office of Information Resources Management (2008-1.3); (7) a 
Special .Advisor to the Deputy Chief Information Officer (2009-13} who provided technical support for Secretary 
Clinton's p,~rsonai email system; and (8) a Senior Advisor to the Department, who super✓isiid responses to 
Congressional inquiries (2014-15). Two additional individuals did not respond to OIG inter✓iew requests: the Deputy 
Secretary of State for Management and Resources (2011-13) and an individual based in Mew York who provided 

technical support for Secretary Clinton's personal email system but who was never employed by the Depa1tment. 
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information necessary to protect the legal and financial rights of the Government and of persons 
directly affected by the agency's activities."8 Effective records rnanagement is critical for 
ensuring that sufficient documentation of an agency's business is created, that an agency can 
efficiently locate and retrieve records needed in the daily performance of its mission, and that 
records of historical significance are identified, preserved .. and made available to the public.9 

Citing its responsibilities under the Federal Records Act, the Department sent letters in October 
and November 2014 to the representatives of former Secretaries Albr:ght, Powe!!, Rice, and 
Cinton requesting that they make avai!able copies of any Federal records 1n their possession, 
such as ernails sent or received on a personal email account while serving as Secretary of State. 
In response, Secretar; 1\ibright's representative advised that Secretary Ai bright dld not use a 
Department or personal email account during her tenure, and Secretary Rice's representative 
advised that Secretary Rice did not use a personal email account to conduct official business.10 

Representatives for Secretaries Powel! and Clinton acknowledged that the Secretaries used 
personal email accounts to conduct official business. 

Secretary Powell has publicly stated that, during his tenure as Secretary, he "installed a laptop 
computer on a private line" and that he used the laptop to send emails via his personal email 
account to his "pr:ncipal assistants, individual ambassadors, and foreign min:ster colleagues." 11 

Secreta1y Poweil's representative advised the Department in 2015 that he did not retain those 
emails or make printed cop1es.12 Secretary Powell has also publicly stated that he generally sent 
emails to his staff via their State Department email addresses but that he personally does not 
know whether the Department captured those emails on its servers.13 

Secreta1y Clinton employed a personal email system to conduct business during her tenure in 
the United States Senate and her 2008 Presidential campaign. She continued to use personal 
email throughout her term as Secretary, relying on an account maintained on a private server, 
predominantly through mobile devices. Throughout Secretary Clinton's tenure, the server was 
located 1n her New York res:dence.14 

8 44 U.S.C. § 3101. The FAM assigns these record keeping responsibiii ties to ofk:ials within the Bureau of 
Administration. 1 FAM 214 (May 1, 2009}; l FAM 214.2 (November 25, 1998); 1 FAM 216.4 (January 17, 1997). 
9 GAO, National Archives and .Records Administration: Oversight and l'vlanagernent linprovements initiated, but More 
Action Needed(GA0-11-15, October 5, 2010). 
10 Letter from Margaret P. Grafold, Deputy Assistant Siicmtary for Giobai Information Systems, Bureau of 

Administration, U.S. Depa,tment of State, to Paul M. Wester, Jr., Chief Records Officer for the U.S. Government, NARA 

(April 2, 2015} [hereinafter Grafeld Letter]. 
11 Colin Powe Ii, it Worked For Me: In Life and Leadership 109 (2012). 
12 Grafeid Letter. Secretary Poweil did not provide his emails to the Department in any form. 
13 ABC: i'lews; This Week Transai,ot· Former Secret.,ty of State Coiin Powe!! (March 5, 2015), available at 

http://abcnews.go.com/Poi itics/week-transcript-secretar1-state-coi in-powell/story? id == 294 63658. 
14 A March 17, 2009 memorandum prepared by S/ES-mM staff regarding communications equipment in the 

Secretar/s New York residence identified a server iocated in the basement 

ESP-16-03 

UNCLASSIFIED 
~ FBI (18:.cv-154)-6452 



Obtained via FOIA by Judicial Watch, Inc.UNCLASSIFIED 

In December 2014, f n response to Department r·equests, Secretary Clinton produced to the 
Department frorn her personal email account approximately 55,000 hard-copy pages, 
representing approximately 30,000 emails that she believed reiated to offldal business. In a 
letter to the Department, her representative stated that it was the Secretary's practice to emai l 
Department officials at their government email accounts on matters pertaining to the conduct 
of govemrnent business. Accordingly, the representative asserted, to the extent that the 
Department retained records of government email accounts, the Department already had 
records of the Secretary's email preserved \.Vithin its record keeping systems.15 

PRESERVATION REQUIREMENTS HAVE GEN ERA LL Y REMAIN ED 
CONSISTENT AS LAWS AND POLICIES RELATED TO THE USE OF 
EMAILS HAVE EVOLVED 

The requirement to manage and preserve emails containing Federai records has remained 
consistent since at least 1995, though specific policies and guidance related to retention 
methods have evolved over time. In general, the Federal Records Act requires appropriate 
management, including preservation, of records containing adequate and proper documentation of 
the "organizatfon, functions, policies, decisions, procedures, and essential transactions of the 
agency."16 Although emails were not explicitly mentioned in the Federal Records Act or FAM until 
the mid-1990s, the law has stated since 1943 that a document can constitute a record "regardless of 
physical form or characteristics." 17 

NARA promulgates regulations providing guidance to agencies on implementation of the Federal 
Records Act and recordkeeping obligations more generaliy.18 Since 1990, the regulations issued by 
N/\RA have explained that the medium of the record may be "paper, fi!m, disk, or other physica! type 
or form" and that the method of recording rnay be "manual, mechanical, photographic, electronic, or 

any other combination of these or other technologies."19 These regulations also have stated that a 
record can be made "by agency personnel in the course of their official duties, regard!ess of the 

method(s) or the medium invoived."20 See Appendix A for a compilation of preservation laws 
and policies that were in effect during the tenures of each Secretary, from Secretary Albright 
through Secretary Kerry. Figw-e 1 shows the evolution of management and preservation 

requirernents related to ernails containing Federal records. 

15 LE,tter frorn Cheryl Mills, cdrnllls Ciroup, to Patrick F. K,~nnedy, Und,~r S,?c:retary of State for Managem,~nt (Oecernbiir 
5, 2014). 
16 44 U.S.C. § 3101. 
17 

H.R. 2943, Records Disposal Act of 1943, 57 Stat. 380 (Ju1y 7, 1943). 
18 44 U.S.C. § 2904. 
19 36 C.F.R. § 1222.12(b)(2) (1990). 
20 36 C.F.R. § 1222.12(b)(3) (1990). 
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figure 1: Ti'meline of Seloct:ecl Records Managen,ent Requirements at1d Policies 
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Email Records Equivalent to Other Records: In 1995, NARA amended the Code of Federal 
Regulations to confirm that "messages created or received on electronic ma11 systerns rnay meet 
the definltion of record."21 The regu1ations also referenced the use of electronic communications 
systems external to the Government, indicating that "agencies with access to external electronic 
mail systems shall ensure that Federal records sent or received on these systems are preserved 
in the appropriate recordkeeping system."22 A record keeping system is a manual or electronic 
system that captures, organizes, and categorizes records to facilitate their preservatlon, retrieval, 
use, and disposition.23 The FArv1 adopted similar requirements in 1995, by providing in pertinent 
part that: 

ail employees must be aware that some of the variety of the messages being exchanged 
on email are important to the Department and must be preserved; such messages are 
considered Federal records under the law.24 

The FAM also included examples of emails that could constitute Federal records, including those 
providing key substantive comments on a draft action memorandum, documenting significant 
Department decisions and comrnitments reached orally, and conveying information of value on 
important Department activities.25 The Department has frequently reminded employees of this 
requirement, induding through a November 2009 announcement to an employees that noted 
that Federal records can be found in "any media, including email, instant messages, social 
media, etc."26 However, the Department believes that the majority of the millions of emails sent 
to and from Department employees each year· are non-permanent records with no iong-term 
value. 

In 2014, Congress amended the Federal Records Act explidtly to define Federai records to 
include "information created, manipulated, comrnunicated, or stored in digital or electronic 
form."27 

Methods of Preser✓ation: According to NARA regulations, an agency "must ensure that 
procedures, directives and other issuances ... inciude recordkeeping requirements for records in 
all media, including those records created or received on eiectronic mail systems."28 These 
recordkeeping requirements include identifying specific categories of records to be maintained 

21 36 C.F.R. § 1222.34(e) (1995). 
22 36 C.F.R. § 1222.24(a)(4) (1995). 
2

~ 36 C.F.R. § 1220.18 (2009). 
24 5 FAM 443.l(c) (October 30, 1995). 

:?S 5 FAJ✓l 443_2(d) (October 30, 1995). 
26 See, e.g., 09 STATE 120561; Department of State, Records fv1anagement Responsibilities, Announcement No. 

2009_11_12.S, November 23, 2009. 
27 

Presidential and Federal Records Act Amendments of 2014, Pub. L. No: 113-187, 128 Stat 2003 (November 26, 

2014) (amending 44 U.S.C. § 3301(a)). 
28 36 C.F.R. § 1222.24 (October 2, 2009). 
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by agency personnel. Such maintenance includes ensuring that complete records are filed or 

otherwise identified and preserved, records can be readily found when needed, and permanent 
and temporary records are physically segregated from each other {or, for electronic records, 

segregable). Guidance issued by both NARA and the Department emphasize that every 
employee has records management responsibflit:es and must make and preserve records 

according to the law and Departrnent policy. 29 

At the Department, compliance with this regulation and preservation of emails that constitute 
Federal records can be accomplished in one of three ways: print and foe; incorporation into the 

State Messaging and Archive Retrieval Toolset (SMART}; or the use of the !'-JARA-approved 
Capstone program for captudng the emails of designated sen1or officials. Since 1995, the FAM 
has instructed employees, "until technology al lowing archival capabilities for long-term 

electronic storage and retrieval of E--mail messages is available and installed," emails warranting 
preservation as records must be printed out and filed with related Department records. 30 NARA 

regulations codified in 2009 also specified that agencies must not use an electronic rnail system 

to store the recordkeeping copy of electronic mail messages identified as Federal records unless 
that system contains specific features. 31 However, accmding to the Department, its technology 
has "lagged behind" this mandate. 

29 5 FAM 414.8 (September 17, 2004). The prior version was located in 5 FAM 413.10 (October 30, 1995). See also, 
NAR1\ Frequently Asked Questions about Records Management in General, avaiiable at: 
http://ww,v.archives.gov/records-mgmt/taqs/general.htmi#responsibility (Januarf 20, 2001) (stating that "Federal 
employees are responsible for making and keeping records of their 1,vork."). 
30 5 FAM 443.3 (October 30, 1995). S/ES-IRM reported to OIG that it has preserved emaii flies numbering in the 

thousands for selected senior officials dating back at least as far as Secrnta,y Powell's adrninistration, although 01G 
found that these files are maintained in a format that makes them almost impossibie to review or use. 
31 36 C:.F.R. § 1236.22 (2009). These requ ired features am specified in 36 c.r.R. § 1236.20(b) as follows: 

(a) General. Agencies must use electronic or paper record keeping systems or a combination of those 
systems, depending on their business needs, for managing their records. Transitory ernail may be managed 
as specified in § 1236.22(c). 

(b) Electronic recordkeeping. Recordkeeping functionality may be built into the electronic information 

system or records can be transferred to an electronic recordkeeping repository, such as a DoD-5015.2 STD­
c:ertified product. The following functionalities are necessary fm electronic rernrdkeeping: 

(1) Declare records. Assign unique identifiers to records. 

(2) Capture records. Import records from other sources, manually enter records into the system, or 
link records to other systems. 

(3) Organize records. Associate with an approved records scheduie and disposition instruction. 

(4) Maintain records security. Prevent the unauthorized access, modification, or deletion of declared 
records, and ensure that appropriate audit trails are in place to track use of the records. 

ESP-16-03 

(5) Manage access and retrieval. Establish the appropriate rights for users to access the records and 
facilitate the search and retrieval of records. 

(6) Preserve records. Ensure that all records in the system are retrievable and usable for as long as 
needed to conduct agency business and to meet NARA-approved dispositions. Agencies must 
develop procedures to enabie the migration of records and their associated rnetadata to new 

storage media or formats in order to avoid loss due to media decay or technology obsolescence. 
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In 2009, IRM introduced SMART throughout the Department, enabling ernployees to preserve a 
record copy of emails through their Department email accounts without having to print and file 

them.32 However, the Office of the Secretary elected not to use SMART to preserve emails, in part 
because of concerns that the system would allow overly broad access to sensitive materials. As a 

result, printing and filing remained the only rnethod by which ernaiis could properly be preserved 
within the Office of the Secretary in full compliance with existing FAM guidance. 

In August 2012, 0MB and f\JARA issued a memorandum requiring agencies to eliminate paper 

recordkeeping and manage ail ernaii records in an electronic format by Decernber 31, 2016.33 

Subsequently, in August 2013, !'JARA published a bulletin authorizing agencies to use the 
Capstone approach to manage emails based upon the sender or recipient's role within the 

agency (rather than the content of the email), which "allows for the capture of records that 

should be preserved as permanent frorn the accounts of officials at or near the top of an agency 
or an organizational subcomponent."34 In February 2015, S/ES began retaining the emails of 

senior Department officia1s within its purview using the Capstone approach, a practice that was 
broadened to approximately 200 senior officials across the Department in September 2015.35 

However, it an employee is not a senior officia l under Capstone, he or she would still be 

responsible for preserving emails in an appropriate agency recordkeeping system, such as 
through the use of SMART or printing and filing. 

Requirements for Email Records in Personal Accounts: As previously stated, documents can 

quaiify as Federal records regardless of the location, method of creation, or the medium 
involved. Consequently, records management requirements have al\Nays applied to emails 

(7) Execute disposition. identify and effect the transfer of permanent records to N/\RA based on 

approved records schedules. Identify and delete temporary records that are eligible for disposal. 
Apply records hold or freeze on disposition when required. 

(c) Backup systems. System and file backup processes and media do not provide the appropriate 

record keeping functionalit;es and must not be used as the agency electronic recmdkeeping system. 

ii Prior GIG reports have observ'ed that that use of the SM.A.RT system to create record emails has varied widely across 
Department offices. OlG, Review of State Messag1i1g and Archive Retrieval Too.l,et and Record Emai/(iSP-I-15-15. 

March 2015) and GIG, Inspection of the Bureau of Administration, Global Information Setvices, Office of Information 
Programs ,,nd Services (ISP-I-12-54, Septernber 2012). 

B OMB and NARA, Memorandum for The Heads of Executive Departments and Agencies and Independent Agencies: 
Manc",gli1g Government Recmd, Dkective (0MB Mernorandum M-12-18) (August 24, 2012). 

,,. NARA, Guidance on a New Approach to Managing EmaH i?ecords, Bulletin No. 2013-02 (August 29, 2013). available 

at https://www.archivE,s.gov/records-mgm t/bul leti ns/2013/2013-0 2 .h trnl. 

"
5 On January 29, 2015, the Executive Secreta1y notified the covered officials in the offices of the Secretar; (S}, the 

Deputy Secret,;ries Gf State (D), the Under Secretary for Political Affairs (P), and the Counselor of the Department (C) 

that on February 1, 2015, S/ES-IR.M would begin permanently retaining ali email activity in their State Department 

accounts. This notice also stated: "You should not us,~ your private ernaii accounts (e.g., Gmail) for official lJL1siness." 
Later in 2015, the Under Secretary for Management notified all Assistant Secretaries and equivalents and Principal 
Deputies that all their email will be permanently stored and indexed beginning September 1, 2015. See Memorandum 
To All Assistant Secretaries, Assistant Secretary Equivalents, And Principal Deputies: Email Retention (july 29, 2015). 
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exchanged on per·sonal email accounts, provided their content meets the definition of a record. 

In 2004, NARA issued a bulletin noting that officia;s and ernployees "rnust know how to ensure 
that records are incorporated into files or electronic recordkeeping systems, especially records 

that were generated electronical!y on personal computers." In 2009, NARA amended its 
reguiations explicitiy to address officiai emails on personal accounts: 

Agencies that allow employees to send and receive official electronic mail messages 

using a system not operated by the agency must ensure that Federal records sent or 
received on such systems are preserved in the appropriate agency recordkeeping 

system.36 

In the 2014 amendments to the Federal Records Act, Congress added a provision prohibiting 

agency employees from creating or sending a record using ''a non--otficial electronic messaging 

account" unless they copy their official electronic messaging account in the original creation or 
transmission of the record or forward a complete copy of the record to their official electronic 

messaging account vvithin 20 days.37 Shortly before the enactment of the 2014 amendments, the 
Department issued an interim directive with similar requirements38 and subsequently updated 
the FAM in October 2015 as follows: 

Under the Presidential and Federal Records Act Amendments of 2014, employees are 
prohibited from creating or sending a record using a non-official email account unless 

the employee (l} copies the employee's offkial emaii account in the original creation or 

transmission, or {2) forwards a complete copy of record (including any attachments) to 
the employee's offieial email account not later than 20 days after the original creation or 
transmission .... The U.S. Nationa! Archives and Records Administration has advised that 

"personal accounts should only be used in exceptional circumstances." Therefore, 

Department employees are discouraged from using private ernail accounts (e.g., Gmail, 
/\OL, Hotmail, etc.) for official business. However, in those very limited circumstances 
when it becomes necessary to do so, the email messages covering official business sent 

from or received in a personal account must be captured and managed in a Department 

email system in a manner described above in accordance with the Presidentiai and 
Federal Records Act Amendments of 2014. If an employee has any emails (regardless of 

age) on his or her private email account(s) that have not already been forwarded to the 
employee's official email account, then such emails need to be fon,varded to the 
empioyee's state.gov account as soon as possible. Emp!oyees are reminded that private 

email accounts should not be used to transmit or receive classified information.39 

:;
6 36 C.F.R. § 1236.22(b}. 

37 44 U.S.C:. § 2911(a). 

Jg Department of State, A Message from Under Secreta,y for Management Patrick F Kennedy regarding State 
Depc11tment Record,; Responsibilities and Policy; Announcement ~fo. 2014_1.0_115, October 17, 2014. 
39 5 FAM 443.7 (October 23, 2015). furthermore. the Consolidated Appropr-iations Act of 2016, which became Public 
Law 1.14-113 on December 18, 2015, requires, at Section 7077, that the Oepartrnent update poiic:es and directives 
needed to comply with Federal statutes, regulations, and presidentiai executive orders and memoranda concerning 
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However, forwarding to or copying an employee's offic;al email account alone is not sufficient to 
fully meet records management requirements unless an employee's email is being captured 
under the Capstone approach. If such an email qualifies as a record, employees are stil! 
responsible for preserving it in an appropriate agency record keeping system, such as through 
the use of SMART or printing and filing. 

Safeguards for Loss or Removal of Records: Both the Federal Records Act and NARA regulations 
also focus on preventing the removal, loss, or alienation of Federal records. The Act requires the 
head of each agency to establish safeguards against the removal or loss of records, including 
making it kn01,vn to officials and employees of the agency (1) that records in the custody of the 
agency are not to be alienated or destroyed and (2) the penalties provided by law for the 
unlawful removal or destruction of records.40 Although the FAM itself does not contain any 
explicit administrative penalties for removal or destruction of records, it does advise employees 
that such penalties exist and cites the Federal Records Act for this assertion.41 

NARA regulations require each agency to have procedures to ensure that departing officials and 
employees do not remove Federal records from agency custody.42 The Department has 
implemented these requirements through various FM\11 and FAH provisions that prohibit 
employees from removing, retiring, transferring, or destroying Department records; prohibit 
departing employees from removing any records; require each departing employee to sign a 
separation statement certify1ng that hem she has surrendered ail documentation related to the 
official business of the Government; and requ ire a review of documents proposed for removal 
by a departing emp!oyee. 43 For exarnp!e, since 1982, the Department has given the 

the preservation of ail records made or received in the conduct of official business, including record emails, instant 
messaging, and other on!ine tools. The Act aiso required the Department to direct departing ernployees that their 
records belong to the Federal govemment and to repott within 30 days on the steps required to implement the 
recommendations issued by GIG in the March 2015 Reviev, of State Messaging and Archive Retrieval Too!set and 
Record Email (ISP· l··l5··15) and any recommendations from the OIG review of the records management practices of 
the Depa1tment of State. Section 7077 also conta,ns a prohibition from the use of certain appropriated funds to 
support the use or establishment of email accounts or email servers created outside the .gov domain or not fitted for 
automated records management as part of a Federal government records management program in contravention of 
the Presidential and Federal Records Act Amendments ot 2014 and a provision for withholding $10,000,000 from the 
Capital [nvestment rund until the records management repotts required under Section 7077 are submitted to 
Congress. 
40 44 u.s.c. § 3105. 
41 

5 FAM 413(a)(6) (September 17, 2004). NARA's regulations interpreting the Federal Records Act refer to the criminal 
penalties in 18 U.S.C. §§ 641, 2071, but do not cite to any administrative penalties. 36 C.F.R. § 1230.12. 
42 36 C.F.R. § 1222.24(a)(6) (October 2, 2009). 
43 5 FAM 431.S(d) (July 31, 2012); 5 FAM 432.4(d) (.Juiy 31.; 2012); S FAM 414.7 (June 19, 2015); 12 FAM 564.4 (July 10, 
2015); 5 FAH-4 H-217.2 (August 13, 2008). These are the most current versions of these provisions, but the 
requirements have existed at least since 1995. See al.m 5 FAH-4 H-218a (Apr,1 15, 1997). For related discussions of 
agency responsibiiities concerning removal of agency documents by senior officials upon departure, see also GAO, 
federal Recmds: Removal of Agency Documents by Senior Official., Upon Leav1;7g Office (Gi\0/GGD-89-91. Juiy 1989), 

and GAO, Document Removal by Agency Heads Needs Independent Oversight (GAO/GGD-91-117, August 1991). 
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responsibility to the management section of each bureau, office, or post to ensure that every 

departing employee has signed a separation statement (form DS-109) that includes the 
following certification: "I have surrendered to responsible officials all unclassified documents and 

papers relating to the official business of the Government acquired by me while in the employ of 
the Department.''44 Numerous Department cables and announcements have emphasized the 

responsibility of every employee to sign a separation statement before she or he departs.45 

Since 2004, both the Department and NARA have issued mu!tip!e notices emphas:z:ng the need 
to preserve emails that constitute Federal records and to surrender ail Federal records pr:or to 

departing governrnent employment.46 These include an August 2004 memorandum from the 
Executive Secretary that reminded departing officials not to remove any documentary materials, 
whether personal or officia! and whether in written or electronic form, until such materials have 

been reviewed by records and security officers. The memorandum also required departing 

officials to ensure that ail record material they possess is incorporated in the Department's 
official flies. The Department reiterated this guidance in April, June, and October 2008.47 S/ES 
conducts annual workshops with the Agency Records Officer on records management for 
departing senior officials and their staffs. Such workshops were held in February 2007, 
September 2008, June 2009, April 2010, October 2011, October 2012, October 2013, October 

2014, and June 2015. 

44 5 FAM 417.2 (March 16; 1982); S FAM 413.9 (Octob,ir .30, 1995); 5 FAM 414.7 (September 17, 2004). 
45 See, e.g, Procedures for the Removal of Personal Papers and Non-Record tv!aterial - S FAM 400, 5 FA/-1-4, 
Announcement No. 2000_01_021, January 14, 2000; Procedures for 1he Removal of Persona! Papers and Non-Record 
Matetia( /1.nnouncement No. 2005_02_017, February 3. 2005; 05 ST ATE 00018818 (February 1. 2005); 14 STATE 56010 

(May 09, 2014). 
46 See, e.g., N.t,RA, Proteding Federal records and other documentary materials from unauthorized removal, Bulletin 

No. 2005 -03 (December 22, 2004); NAR.l'\, NAWI Guidance for implementing Section 207(e) of the E--Govemment Act 
of 2002, Bulletin No. 2006-02 (December 15, 2005); Department of State, Records Management Procedures, 

Announcement No. 2007 _02_147, Februarf 28, 2007; Department of State, Preserving Electronic Message (E-mail) 
Records, Announcement No. 2009 __ 06 ___ 090, June 17, 2009; 14 STATE 111506 (September 15, 2014); Department of 

State, Departing Officials: Procedures for the Removal of Persona! Papers and Non-Record !v1ateria/, Announcement 

No. 2008_04_089, April 17, 2008; Department of State, Reminder - Departing Official.,: Procedures for the Removal of 
Pe1:mna! Pi~pe;:,; and Non-Record Material, Announcement No. 2008_06_095, .June 16, 2008; Department of State, 

.Remi;r1der -- Departing Officials· Procedures for the .Removal of Personal Papers and Non-Record Material, 
Announcement No. 2008_10_087, Octob,ir 16, 2008 ("The willfl!i and unlawful rnrnoval or destruction of records is 

punishable by a fine or imprisonment of up to three years, or both (18 U.S.C. § 2071)."); 09 STATE 120561 (November 

23, 2009); Department of State, Records Management Responsibilities, Announcement No. 2009_1.1_1.25, November 

23, 2009; NARA, Continuing Agency Responsibil:ties for Scheduling Electronic: Records, Bulietin No. 2010 -02 (February 

S, 2010); Department of State, A Mess,~ge from Under Secretary for Management P,,trick F Kennedy reg,,rding Sti,te 
Department i?ecords Responsiblfities and Policy, Announcement f\Jo. 2014 __ 10 __ 115, October 17, 2014. 
47 Memorandum from Karl Hoffman, Executive Secretary, to al! Under Secretaries and .t,ssistant Secretaries, Refresher 

on Records .Responsibilities and Rev1ew(.A.ugust 9, 2004). 
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MANAGEMENT WEAKNESSES CONTRIBUTE TO LOSS OF 
EMAIL RECORDS 

As discussed above, the Federal Records Act and related NAR/\ regulations impose records 

management responsibilities on both Federal agencies and individual employees. For agencies, 

these responsibi!ities include establishing "effective controls" to manage the creation, 

maintenance, use, and disposition of records in order to achieve adequate and proper 

documentation of the policies and transactions of the Federal Governrnent.48 According to 

NARA, an effective records disposition program depends on schedu!ing49 a!! records, regardless 

of location and regardless of physical form or characterist:cs (paper or· eiectronic).50 Therefore, 

agencies must irnplement a records maintenance program so that complete records are filed or 

otherwise identified and preserved, records can be readily found when needed, and perrnanent 

and temporaty records are physically segregated or are segregable from each other. 51 

According to a 2010 U.S. Government Accountability Office (GAO) r·eport, most agencies do not 

prioritize records management, as evidenced by lack of staff and budget resources, absence of 

up-to-date policies and procedures, lack of training, and lack of accountabil ity. 52 In its most 

recent annual assessment of records management, f\JARA identified similar weaknesses across 

the Federal Government with regard to electronic records in particular. NARA reported that 80 

percent of agencies had an elevated risk for the improper rnanagement of electronic records, 

reflecting serious cha1lenges handling vast amounts of email, integrating records management 

functionality into electronic systems, and adapting to the changing technological and regulatory 

environments. 53 

In an effort to deveiop solutions to its own electronic records management chal lenges and to 

comply with NARA and 0MB requirements, in 2013 the Department established the Electronic 

Records Management Working Group (ERMWG).54 The Under Secretary for Management55 

4
'~ 44 u.s.c. §§ 3101, 3102. 

49 A records schedule identifies records as either temporary or permanent. Ali records schedules must be approved by 

NARA. A records schedule provides mandatory instructions for the disposition of the records (including the transfer of 

permanent records and disposal of temporary records) when they are no longer needed by the agency. As part of the 
ongoing records life cycle, disposition should occur in the normal course of agency business. 44 U.S.C. §§ 3303, 3303a. 

so Set' http:i/wv,w .archives.gov /records· mgmt/pu blications/ disposition -of.-federal· records/chapter·· 2.html 

Sl 36 C.U<.. § 1222.34. 
52 G.A.O, Information Management: The 01a!lenges of Managing Electronic .Records (GAO-10-838T, Ju!y 17, 2010). 
53 

NARA, Records Manage.rnent Self-Assessment 2014(Novernber 6, 2015}. 

"" The ERMWG is chaired by the Director of the Office of Management Policy, Rightsizing and Innovation, and its 
members include the Chief Information Officer (CIO) and representatives from l., !RM, and A. 

"~ OM B and NARA Memorandum M -12-18, Mernorandum for The Heads of Executive Departments and Agencies and 
lndependent Agencies: lv!anaging Government .Records Directive,. requires each agency to designate a Senior Agency 

Official (SAO) at the 1\ssistant Secreta1y level or its equivalent with '"direct responsibility for ensuring the department 

or agency efficiently and apprnpriately complies with all applicable records management statutes, regulations, and 
NARA. policy, and the requirements of this Directive. The SAO must be !ocated within the organization so as to make 
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approved recornrnendations submitted by the ERMWG, which included updating guidance on 

preserving senior officials' ernails, developing a pilot program for the Capstone approach to 
record email, and directing IRM to pertorm a cost-benefit analysis of upgrading SM/\RT as 

opposed to obtaining other solutions for preserv:ng the emai!s of senior officials.56 

In September 2015, Secretary Kerry named a former career Senior Foreign Servke Officer as the 
Department's Transparency Coordinator. The Transparency Coordinator has been tasked with 

lead:ng the Departrnent's efforts :n conjunction with the ERMWG to rneet the President's 
tv1anaging Government Records directive, responding to OIG's recommendations, and working 

w1th other agencies and the private sector to explore best practices and new technologies. 

While these are positive steps, OIG identified multiple email and other electronic records 

management issues during the course of this evaluation. In its technicai comments on this 
report, the Department noted that its budget has been declining over the past years and has not 

kept pace with inflation at a tirne when its national security mission is growing. According to the 

Department, it did request additional resources for records management for fiscal year 2017, but 
additional funding wnl stiil be needed to fully address its records managernent challenges. 

Insufficient Oversight of the Recordkeeping Process: During the 20-year period covered by this 

evaluation, S/ES has had day-to-day responsibility for the Secreta1y of State's records 
management responsibilities, and it relies upon guidance and records schedu!es prornulgated 
by the Bureau of Administration. The Bureau ot Administration "plans, develops, implements, 

and evaluates programs, policies, rules, regulations, practices, and procedures on behalf of the 
Secretary to ensure compliance with the letter and spirit of relevant statutes, executive orders, 
and guidelines."57 The Office of Information Programs and Services (IPS) is the component of the 

Bureau specifically tasked with issuing records guidance and overseeing records management 

efforts of the Department. Upon request, IPS reviews the records rnanagement practices of 
Department offices. The Acting Co-Director of IPS currently serves as the ,\gency Records Officer 
with program managernent responsibility for ail records Department-wide throughout their life 

cycle (creation, acquisition, maintenance, use, and disposition}. IPS has provided briefings, in 

conjunction 1Nith S/ES, to Office of the Secretary staff and has issued Department-wide notices 
and cables about records retention requirements, some of which included requirements to save 

email records, indud:ng records conta:ned in personal emails. According to the FAM, the 
Agency Records Officer :s "responsible for seeing that the Depa11ment and all of its component 

elements in the United States and abroad are in compliance with Federal records statutes and 

adjustments to agency practices, personnel, and funding as may be necessary to ensure compliance and support the 
business needs of the department or agency." The Under Secretary for Management has served as the Department's 
SAO since 2012 . .A.ction fv1emo for the Secretary, Designating A Senior Agency Official (SAO) for Managing 
Government Rec0tds (November 27; 2012). 

s6 ERMWG, Action Memo for Under Secretary Kennedy Preserving Eledronicaliy Senior Officials' Record Email 
Messages (August 22. 2014). 

s; 5 F.A.M 414.3 (June 9, 2009). 
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reguiations," 58 yet IPS has not reviewed Office of the Secretary records retention practices 
during the current or past four Secretaries' terms. 

A!though NARA is responsib!e for conducting inspections or sur✓eys of agencies' records and 
records management programs and pmctices/'9 it last reviewed the Office of the Secretary's 
records retention practices in 1991-a quarter century ago. Beginning in 2009, NARA has relied 
on annual records management self-assessments and periodic reports from the Department to 
gauge the need to conduct formal inspections. The Department's last two self-assessments did 
not highlight any deficiencies. 

Print and File Requirements Not Enforced: S/ES staff have provided numerous trainings for the 
Office of the Secretary on records preservation respons1biEties and the requirement to pdnt and 
fiie email records. However, S/ES staff told OIG that employees in the Office ot the Secretary 
have printed and filed such emails only sporadically. In its discussions with OIG, NARA stated 
that this lack of compliance exists across the govermnent. Although the Departrnent is aware of 
the failure to print and fi le, the FAM contains no explicit penalties for lack of compliance, and 
the Department has never proposed d1sdpline against an employee for faiiure to comply. OIG 
identified one email exchange occurring shortly before Secretary Clinton joined the Department 
that demonstrated a reluctance to communicate the requirement to incoming staff. In the 
exchange, records officials within the Bureau of ,\dministration wondered whether there was an 
electronic method that could be used to capture the Secretary's emails because they \,Vere "not 
comfortable" advising the new administration to print and file email records. 

Limited Ability To Retrieve Email Records: Even when emails are printed and filed, they are 
generally not inventoried or indexed and are therefore difficult to retrieve. As an illustration, 
almost 3,000 boxes, each filled with hundreds of pages of documents, would have to be 
reviewed manually, on a page-by-page basis, in order to identify and review all printed and filed 
emails from the Office of the Secretary since 1997. To help alleviate this problem, the Office of 
the Secretary could have adopted an electronic email management system in 2009 wfth the 
introduction of SMART. SMART allows users to designate specific emails sent or received 
through the Departrnent's email system as record emai ls; other SMART users can search for and 
access record emails, depending on the access controls set by the individual who originally 
saved the email. However, prior OIG reports have repeatedly found that Department employees 
enter relative!y few of their emails into the SMART system and that compliance varies greatly 
across bureaus, in part because of perceptions by Departrnent employees that SMART is not 
intuitive, is difficult to use, and has some technical problems.60 

53 5 FAM 414.2 (June 9, 2009). 
59 44 U.S.C. § 2906. for an in-depth assessment of NAR.A.'s oversight practices, see GAO, National Archives and 
Records Adn11i1istration: Ove1:,ight and Management improvements lnit/4,ted, but More Action Needed(GA0-11-lS, 
October 2010). 
60 OIG, Review of State Messaging and Archive Retrieval Too/set and Reco;d Email ([SP-l-lS-15, March 201.S) and OlG, 
Inspection of the Bureau ofAdm1i,istration. Global Information Services, Office ollnformation Programs and Services 
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In 201.5, the Department began perrnanently retaining the emails of approximately 200 senior 
officials pursuant to the Capstone approach discussed previously. The Department aiso plans to 
purchase an off-the-shelf product to e!ectron:caily manage its emails :n keeping with OM B's and 
NARA's requirement that it do so by December 2016.61 This product will be adapted to 
Department requirements to indude an interface that requires users to determine the record 
value and sensltivity of an email with one click and an auto-tagging feature that will al!ow emails 
to be stored according to disposition schedu!es. The new system wi!I also be able to process 
legacy email fiies, such as the Persona! Storage Table (.pst) files of departed officiais.52 In 
addition, the Department expects that the product will irnprove the Departrnent's ability to 
perform more comprehensive email searches. 

No Inventory of Archived Electronic Files: The S/ES Office of Information Resources 
Managernent (S/ES-IRM), the unit that handles information technology for the Office of the 
Secretary, reported to OIG that it has maintained electronic copies of ernail records for selected 
senior officials dating back as far as Secretar; Powell's tenure. These records consist of 
thousands of electmn:c files, principally saved as .pst fiies. During OIG's fieldwork, S/ES--IRM did 
not have an inventory of the .pst or other eiectronic files that cons:stently identified the former 
email account holder. However, in eady 2016, 5/ES-IRM began to create a comprehensive 
inventory of these files.63 

Unavailable or Inaccessible Electronic Files: When OIG requested specific .pst files, it 
encountered difficulties in obtaining and accessing those files. S/ES-IRM was unable to produce 
all of the .pst files OIG requested, and some of the requested files were corrupted and their 
recove1y required considerable resources. Some .pst files were password protected, and staff did 
not know the passwords needed to open those tiles. Other flies contained no data at all. Of the 
.pst files OIG was able to review, many were inccxnplete 1n that they did not span the particular 
employee's entire term of service, were mislabe!ed, or were missing key files such as populated 
sent or inbox folders. Accord:ng to S/ES-IRM, as part of the :nventory process currently 
underway, it is moving all .pst files in its possession onto servers and clearly labeling them. 

Fai lure To Transfer Email Records to IPS: All Department offices are required to retire, or transfer, 
records to IPS in accordance w:th the Department's records disposition schedules.64 For records 

(lSP-l-12-54, September 2012). As noted previously. the Office of the Secretary did not implement Stv1Nff in pa1t 
becaus,~ of conc,~rns the system would allow users to access highly S(msitive records. 

"
1 On November 30, 2015, the Department issued a Request for [nformation to determine the capabilities of the 

private sector to prov!de and support a system to sat!sfy recordkeeping requirements involving erna!ls by December 
31, 2016. Department of State Email Management, Solicitation f\Jo. SAQMMA16!0008 (November 30, 2015). 
62 The term ".pst" refers to the format used to store copies of emaii messages, calendar events, and other items within 
Microsoft software. 
63 According to f\JARA regulations, creating .pst files is not an approved method of preser✓ing Federal records, 
because .pst fiies do not have the required controls of an electronic records system. 36 C.FJt § 1236.10. 
64 5 FAM 433 (July 31, 2012). 
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specific to the Office of the Secretary, the relevant schedules require transferring most records 
to IPS at the end of the tenure of the Secretary.65 S/ES has regularly retired paper copies of such 
records throughout the Secretaries' terms. However, S/ES has not consistentiy retired eiectronic 
email records. In April 2015, S/ES retired nine iots of electronic records containing approximately 
16 gigabytes of data, consisting of emails, memoranda, travel records, and administrative 
documents from the tenures of forrner Secretaries Poweil, Rice, and Clinton. However, the only 
email accounts included in this material 1,vere those of six of former Secretary Powell's staff and 
two of former Secretary Rice's staff. No email accounts from Secretary Clinton's staff were in the 
retired material. 

In addition to retiring records in accordance wlth disposition schedules, offices must comply 
wlth Department policy requiring them to electronically capture the emaii accounts of selected 
senior officials upon their departure. A january 2009 memorandum from the Under Secretary for 
Management required Executive Directors and Management Officers to notify their system 
administrators of the departure of Presidential and politicai appointees and directed the 
administrators to copy the email accounts of those officials to two sets of CDs. The 
memorandum instructed the office to keep one of the CDs and send the other to IPS for records 
preservation?; The memorandum included an attachment identifying ali officials who were 
subject to these requirements, including 50 officials from the offices under the purview of S/ES.67 

In August 2014, the Under Secretary sent another memorandum reiterating the requirement to 
electronically capture the email accounts of senior officials and broadening the list of officials 
subject to the requirement.68 The Director of 5/ES-IRM told OIG that S/ES complied with this 
requirernent by creating .pst files covering the email accounts of the specified officiais upon 
their departure. However, S/ES has never sent any CDs to IPS. In its most recent self-assessments 
of its records management, the Department stated that :t has "estab!ished a procedure for 
departing officials to have their ernai!s sent to the Department's Records Officer for· 
preservation," but it failed to note that it has not cor-nplied with that procedure for the rnost 
senior officials in the organization.69 

Fai lure To Follow Department Separation Processes: As noted previously, NARA regulations 
require each agency to adopt procedures to ensure that departing officials and employees do 

65 The schedule for records specific to the Office of the Secretary is ava!lable at: 
https:/ ifoi a.state.gov/_ docs/RecordsDis position/ A-01.pdf 
66 Under Secretary Patrick F. Kennedy, Memorandum for All Under Secretaries; Assistant Secretarie::.~ Executive 
Directors and Post Management Officers: Preserving Electronically the Email of Senior Officials upon their Departure 
(Januarf 2009). 

f:
7 The list of officials included the Secretary, Deputy Secretaries, Counselor, Chief of Protocol, Special .t,ssistant~ to the 

Secretary, the Chief of Staff, and the Deputy Ch!d of Staff. 
58 Under Secretary Patr!ck F. Kennedy, Memomndum: Senior Offic/4,ls' Records Mm,,gement Responsibilities (August 
28, 2014). 
59 See, e.g.. Department of State, Senior Agency Offtdal for Records Management FY 2014 Annual Repott Template 
(February 5, 2015). 
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not remove Federal records from agency custody.70 The Department has implemented these 

requirernents through various FAM provisions, induding one that requires every departing 
employee to sign a separation statement {DS-109) certifying that he or she has surrendered all 

documentation related to the official business of the Government.71 This function is handled for 
the Office of the Secretary by the Office of the S/ES Executive Director (S/ES-EX). However, S/ES·· 
EX told OIG that, as the head of the agency, the Secretary is not asked to follow the exit process. 
Consequently, Secretaries Albright, Powell, Rice, and Clinton did not sign a DS-109 at the end of 

their tenures. 

Notwithstanding the failure to adhere to separation requirements, all departing Secretaries of 
State from Secretary Albright on have fofowed the procedures governing the removal of 
personal papers. The FAH specifies that departing officials \.Vho wish to remove any documents 

must prepare an inventory of these personai paper·s and any non--record materials for review by 
Department officials.72 Once the reviewing official is satisfied that removal of the documents 
would cornply with Federal law and regulations, the reviewing official completes and signs Form 
DS-1904 {Authorization for the Removal of Persona! Papers and Non-Record Materials). As the 

form itself notes, this process is especially important to ensure that the "the ofticiai records of 
the Department" are not "diminish[ed]." S/ES officials signed DS-1904 forms after the departures 

of Secretaries Albright, Powell, Rice, and Clinton. OIG reviewed the completed forms for these 
four Secretaries; none listed email as proposed for removal. However, in contrast to the Form 
DS-109, the D5-1904 does not impose a specific requirement to surrender documents. 

Failure To Notify NARA of Loss of Records: Federal laws and regulations require an agency head 
to notify NJ\RA of any actual, impending, or threatened unlawful removal or ioss of agency 
records.73 Although numerous senior officials emailed Secretaries Powe!! and C!inton on their 

personal email accounts to conduct official business, the Department did not make a formal 

request to the former Secretaries for the Federal records contained within these persona! 
accounts until October and November 2014.7'1 The Department also did not promptly notify 
NARA about the potential loss of records.75 NARA officials told OIG they learned of former 

70 36 C.F.R. § 1222.24 (2009). 
71 12 FAM 564.4 (July 10, 2015); 5 Fi-\M 414.7 (june 9, 2015). These are the most current versions of these provisions, 
but the requirements have existed since at !east 1995. 
72 5 FAH-4 H-217.2 (August 13, 2008). 
13 44 u.s.c. § 3106; 36 C.F.R. § 1230.14. 
7
" In letters to the respective representatives of S,~cretaries Pow,~ll and C!inton, the Department aski~d that, should 

they "be aware or become aware in the future of a federal record, such as an email sent or received on a personal 
email account whiie serving as Secretary of State, that a copy of this record be made available to the Department." In 
addition, the Department advised that they should "note that diverse Depa1iment records are subject to various 
disposition schedules, with most Secretary of State rec:crds retained permanently." Therefore, the Department asked 

that "a record be provided to the Department if there is reason to believe that it may not othe;wise be preserved in 
the Department rncordkeeping system." 
75 in ~,1ay 2014, the Department undertook effor+..s to recover potential Federal records from Secretary Clinton. 
Thereafter, in .Ju!y 2014, senior officials ;-r;,?t with former members of Secreta;y Clinton's immediate staff, who were 
then acting as Secreta1y Clinton's representatives. At the meeting, her representative indicated that her practice of 
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Secretary Clinton's email practices through media accounts in March 2015. Immediately 
thereafter, NARA requested that the Department provide a report concerning "the potential 
alienation of Federa! email records" created by former Secretary Clinton and actions taken to 
recover such records.76 

In April 2015, the Department 1nfonned NARA of the information 1t obtained from the former 
Secretaries concernlng their email records.77 NARA subsequently requested additional 
information about how the Department imp!ements records management requirements with 
regard to senior officials.78 NARA also requested that the Department contact the Internet 
service providers (ISPs) associated ·with the personai accounts of Secretaries Powell and Clinton 
to inquire if "it is still possible to retrieve the email records that may still be present on their 
servers." The Under Secretar; for Management subsequently informed NARA that the 
Department sent letters to the representatives of Powell and Clinton conveying this request?; 

Wel l before the disclosure in April 2015, Department officials discussed in 2011 whether there 
was an obligation to search persona! email accounts for Federal records.80 In 2013, this issue 
arose again. Speciticaily, in early June 2013, Department staff participating in the review of 
potentiai material for production to congressional cor-nrnittees examining the September 2012 
Benghazi attack discovered emails sent by the former Policy Planning Director via his 
Department email account to a personal email address associated with Secretar; Clinton. In 
ensuing weeks, partly as a result of the staff's discovery, Department senior officials discussed 

using a personal account was based on Secretary Powell's similar use, but Department staff instructed Ciinton's 
representatives to provide the Department with any Federal records transmitted through her personai system. On 

August 22, 2014, Secretary Clinton's former Chief of Staff and th,~n-rnpresentative advised Department i,~adership that 
hard copies of SecretarJ Clinton emails containing responsive information would be provided but that, given the 
volume of emails, it would take some time to produce. Subsequently, in October 2014, the Depa;tment began making 

formal, written requests to the representatives of Secretaries Albright, Poweil, Rice and Clinton to produce any Federal 
records maintained in personal accounts. Secretary Clinton produced emails in hard copy form in December 2014. 
Thereafter, in March 2015, the Department made a similar request to four of Secretary Clinton's immediate staff. 
ri1ey produced email from their personal accounts during the summer of 2015. 
76 Letter from Paul M. Wester, Jr., Chief Records Officer for the U.S. Government. NAR.A, to Margaret P. Grafeld, 
Deputy ,;ssistant SecretarJ for Global Information Systems, Bureau of Administration. U.S. Department of State (March 
3, 2015). 
77 Grafeid Letter. 

"IB Letter from Paul M. Wester, Jr., Chief Records Officer for the U.S. Government, NAR.A, to Margaret P. Grafeld, 
Deputy Assistant Secretary for Global lnforrnat:crn Systems, Bureau of Adrninistration, U.S. Department of State (July 2, 
2015). 
79 LE,tter from Patrick F. Kenrnidy, Under Secretary of StatE, for Management, to Laurene,~ Brewer, Acting C:hiE,f Records 
Officer for the U.S. Government, NARA (November 6, 2015). Secretar1 Clinton responded to the Department that she 
has provided it with all official emails in her possession and pledged to provide any other rernrd emails if they 
become available. As of May 2016, the Department has not received a response from Secretary Powell. 
80 This was prompted by a FOIA matter, in which a plaintiff inquirnd about a document it receivi,d showing that a staff 
assistant in the Office of the Secretary had received a work-related email on her personal account from someone who 
iNas not a Federal employee: the staff assistant had forv11arded the email to her official account. This matter was 

ultimately resolved without further litigation. 
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the Department's obligations under the Federal Records Act in the context of personal email 
accounts. As discussed earlier in this report, laws and regulations did not prohibit employees 
from using their personal email accounts for the conduct of offldal Department business. 
However, email messages regarding official business sent to or from a personal emai! account 
feli within the scope of the Federal Records Act if their contents met the Act's definition of a 
record. OIG found that the Department took no action to notify NARA of a potential ioss of 
records at any point in time.81 

STAFF EMAIL USAGE AND COMPLIANCE WITH RECORDS 
MANAGEMENT REQUIREMENTS VARY 

As part of this evaluation, OIG sought to examine whether staff in the Office of the Secretary 
complied With relevant email records management requirements, including those associated 
with the use of personal email accounts. However, OIG was unable to systematically assess the 
extent to which Secretaries Albright, Powel!, Rice, Clinton, and Kerry and their immediate staff 
managed and preserved emaii records. In particular, OIG could not readily retrieve and analyze 
email records, in part because of the previously dlscussed weaknesses in the Department's 
records management processes. Although hard--copy and electronic email records dating back 
to Secretary Albright's tenure exist, these records have never been organized or indexed. For 
example, the Department could not immediately retrieve and make available for review spedfic 
email accounts identified and requested by OIG, which ied to 2- to 3-rnonth-!ong delays in 
obtaining the requested records. In addition, OIG was unable to reconstruct many events 
because of staff turnover and current employees' limited recollections of past events. These 
problems were compounded by the fact that multiple former Department emp!oyees and other 
indivlduals declined OIG requests for interviews, and OIG lacks the authority to compe1 anyone 
who is not a current Department employee to submit to interviews or to answer questions. 

Moreover, OIG was unable to assess the degree to which Federal records sent though persona! 
email accounts have been appropriately managed by Secretaries of State and their immediate 
staffs. Emails sent from the personal accounts of these individuals to other Department employees 
may or rnay not exist in the Department email accounts of the recipients, but OIG has limited 
ability to deten-r1ine vvhich accounts might contain these records uniess the sender of the emails 
provides detailed information about the recipients. The Department currently !acks the resources 
and technical means to systematica!ly review electronic files in its possession for records. 

Despite these issues, OIG discovered anecdotal examples suggesting that Department staff have 
used personal email accounts to conduct official business, with wide variations among 

81 The current Deputy Secretary for Management and Resources, who during the summer of 2013 served as Counselor 

to the Department, told OiG that she recalled conversations with Secretary Keny about ernaii usage, but the 
conversations focused only on Secretary Kerry's practices. In his interview with GIG, Secretary Kerry reported that he 
;:,;as not involved in any of the discussions regarding Secreta;y Clinton's emails and that he first became aware of her 

exdusive use of a personal email account when an aide informed him around the time the information became public. 
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Secretaries and their immediate staff members. For instance, OIG reviewed the Department 

ernail accounts (.pst files) of senior Department employees who served on the immediate staffs 
of Secretary Powel! and Secretary Rice between 2001 and 2008. Within these accounts, OIG 

identified more t han 90 Department employees who periodically used personal emai l accounts 
to conduct official business, though OIG could not quantify the frequency of this use. 

OIG also reviewed an S/ES-IRM report prepared in 2010 showing that more than 9,200 emails 
were sent within one week from S/ES servers to 16 web-based email domains, including 

gmaiLcom, hotmail.com, and att.net.82 S/ES-IRM told OIG that it no !onger has access to the tool 

used to generate this particuiar report. In another instance, 1n a June 3, 2011, ernail message to 
Secretary Clinton with the subject line "Google email hacking and woeful state of civilian 
technology," a former Director of Policy P1anning wrote: "State's technology is so antiquated 

that NO ONE uses a State--issued iaptop and even high officials routinely end up using their 
home email accounts to be able to get their work done quickiy and effectively." 

f\Jotvvithstanding the limitations on its abiiity to conduct a systematic evaluation, the information 

availab!e allowed OIG to establish that email usage and compliance with statutory, regulatory, 
and Department requirements varied across the past five Secretaries' tenures. The practices of 

each Secretary and their immediate staff are discussed be1ow. 

Secretary Albright (January 23, 1997 - January 20, 2001): During Secretary Albright's tenure, 

desktop unclassified email and access to the Internet were not widely avaiiable to Department 

ernployees. OIG seardied selected hard-copy records frorn her tenure and did not find any 
evidence to indicate that Secretar; Albright used either Department or persona! email accounts 
during that period. OIG additional!y inter✓ievved Secreta1y Albright and current and former 

Department staff, who further confinned that she did not use emaii while serving as Secretary. In 
her interview with OIG, Secretary Albright noted that emai l use was stili in its eady stages when 

she became Secretary, and at the time she had no familiarity with the practice. 

With r·egard to Secretary A!bright's immediate staff, OIG did not find any emails that appeared 

to be to or from persona! accounts and only found a few emai ls from staff Department accounts 
related to the Secretary's schedule. Staff responses on OIG questionnaires also identified 

minimal email usage-though two staff noted retaining emails on "Department servers."83 These 
responses suggest staff may not have consistently complied with the preservation requirement 

to print and file ernails containing Federal records.84 

82 Not ail of these emails may indicate the use of personal email to conduct official business. Some of these emaiis 
could be communications with individuals outside the Depa1tment. Others could be communications by employees 
on personal matters, which is permissible under the Department's limited-use policy. 

B OIG sent 13 questionnaires to former Secretary Albright's staff and received 8 responses, of which 2 '.•Jere 
anonymous. None of the respondents reported having a personal email account 'Nh:le employed with the 
Depa1tment. and most did not acknowledge using a Department account. Two noted that they retained their emails 
on Department ser✓ers and one recalled receiving training on the topic of email prese;vation. 
84 5 FA.M 443.3 (October 30, 1995). 
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Secretary Powell (January 20, 2001 ···· January 26, 2005): During Secretary Powell's tenure, the 
Department introduced for the first tirne undassified desktop ernail and access to the Internet 
on a system known as OpenNet, which remains in use to this day. Secretary Powell did not 
employ a Department email account, even after OpenNet's introduction. He has publicly written: 

To complement the official State Department cornputer in rny office, I installed a laptop 
computer on a private line. My persona! email account on the laptop allowed me direct 
access to anyone online. I sta11ed shooting emails to my principal assistants, to individual 
ambassadors, and increasingly to my foreign-minister colleagues .... 85 

OIG identified emails sent from and received by Secretary Powell's personal account in selected 
records associated with Secretary Powell. During his interview with OlG, Secretar; Powell stated 
that he accessed the email account via his personal laptop computer in his office, while 
traveling, and at his residence, but not through a rnobile device. His representative advised the 
Department that Secretary Powell "did not retain those emails or make printed copies."36 

Secretary Powell also stated that neither he nor his representatives took any specific measures 
to preserve Federal records in his email account. Secretary Powell's representative told OIG that 
she asked Department staff responsible for recordkeeping whether they needed to do anything 
to preserve the Secretary's emails prior to his departure, though she could not recall the names 
or titles of these staff. According to the representative, the Department staff responded that the 
Secretary's emails would be captured on Department servers because the Secreta1y had emailed 
other Depari:ment employees. 

However, according to records management requirements and OIG's d1scussion ·with NJ\RA, 
sending emails from a personal account to other employees at the1r Department accounts is not 
an appropriate method of preserving emails that constitute Federal records.87 Guidance issued 
by both NARA and the Department emphasize that ail employees have records rnanagement 
responsibilities and must make and preserve records that they send and receive.88 Moreover, in 
keeping with NARA regulations,89 the Department's policies specifically acknowledged that its 
email system at the time did not contain featu res necessary for long--term preservation of 
Federal records.90 Therefore, Secretary Powell should have preserved any Federal records he 

85 Colin Powel!, It Worked for ,'vfe, at 109 (2012). 
86 Grafeid Letter. 

El 36 C.F.R. § 1234.24(b)(2} (August 28, 1995). 

,;
8 5 FAM 414.8 (September 17, 2004). The prior version was located at: 5 FAM 413.10 (October 30, 1995). See also, 

NARA, Frequ,~ntly Askeid Questions about Records Manag,mwnt in General, available at 
http://ww,v.archives.gov/records-mgmt/taqs/genera!.html#responsibility (Januaiy 20, 2001) (stating that "Federal 
employees are responsible for making and keeping records of their 1,vork.") 
89 36 C.F.R. §1234.24(d) (.August 28, 1995). In 2009, this provision was moved to 36 C.F.R. §1236.22(d) (October 2, 

2009}. it states, "Agencies must not use an eilectronic mail system to store the rncordkeeping rnpy of electronic mail 
messages identified as Federal records unless that system" has certain listed attributes. 
90 As noted pnNiously; Department guidance explained that messages must be printed and filed until ''until 
technology allowing archival capabilities for long-term electronic storage and retrieval of E-mail records is available 
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created and received on his personal account by printing and filing those records with the 
related files in the Office of the Secreta1y91 

NARA agrees that the records should have been printed and foed but also told OIG that any 
effort to transfer such records to the Department would have mitigated the failure to preserve 
these records. At a rninirnurn, Secretary Powell shouid have surrendered al l emails sent from or 
received in his personal account that related to Department business. Because he did not do so 
at the time that he depa11ed government serv:ce or at any time thereafter, Secreta1y Powe!! did 
not comply with Depa11rnent policies that were :mplemented in accordance with the Federal 
Records Act. In an attempt to address this deficiency, NARA requested that the Department 
inquire with Secretary Powell's "internet service or email provider" to deterrnine whether it is still 
possible to retrieve the email records that might remain on its servers.92 The Under Secretary for 
Management subsequently informed NARA that the Department sent a ietter to Seuetary 
Poweli's representative conveying this request.93 As of May 2016, the Department had not 
received a response from Secretary Poweli or his representative. 

Members ot Secretary Poweli's immediate staff who responded to OIG questionnair·es described 
minimal email usage overall ------two statt recalled printing and filing emails in Department 
recordkeeping systems.9

'
1 Whi!e the limited number of respondents also asse11ed they did not 

use persona! email accounts for officia! business, OIG discovered some personal email usage for 
official business by Secretary Powell's staff through its own review of selected records. 

Secretary Rice (January 26, 2005 --- January 20, 2009): Secretary Rice and her representative 
advised the Department and OIG that the Secretary did not use either personal or Department 
email accounts for official business.95 OIG searched selected records and did not find any 
evidence to indicate that the Secretary used such accounts during her tenure. 

OIG received limited responses on questionnaires sent to former Secretary Rice's staff. Two staff 
recalled printing and filing emails, and only one acknowledged the use of personal email 

and installed'' that will preserve messages for "periods longer tr;an current E-mail systems routinely maintain them." 5 
FAM 443.3 (October 30, 1995). 
91 5 FAM 443.3 (October 30, 1995). 
92 Letter from Paul M. \Nester, Jr., Chief Records Officer for the U.S. Government, NARA, to Margaret P. Grafeld, 
Deputy Assistant Secretary for Global Information Systems, Bureau of Administration, U.S. Department of State (July 2, 
2015). 

"~ Letter from Patrick F. Kennedy, Under Secretary of State for Management, to Laurence Brewer, Acting Chief Records 
Officer for the U.S. Government NARA (November 6, 2015). 

, .. : OIG sent 18 questionnaires to former Secretary Poweli's staff and received 6 responses, of whid; one was 
anonymous. T•No ms pendents stated they created records by printing copies of ernails from their Department 
accounts and filing them into the Department's records system. One respondent recalied receiving records retention 
training. 
95 Grafeld Letter. 
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accounts for official business.96 OIG reviewed hard -·copy and electronic records of Secretary 

Rice's irnrnediate staff and discovered that other staff who did not reply to the questionnaire did 
use personal email accounts to conduct officlal business. 

Secretarf Clinton (January 21, 2009 ···· February 1, 2013): Fonner Secretary Clinton did not use a 

Department email account and has acknowledged using an email account maintained on a 
private server for official business. As discussed above, in December 2014, her representative 

produced to the Department 55,000 hard-copy pages of documents, representing 
approximately 30,000 emails that could potentially constitute Federa! records that she sent or 

received from April 2009 through eady 2013. Secretar; Clinton's representative asserted that, 
because the Secretary emailed Departrnent officials at their government emaii accounts, the 
Department already had records of the Secretary's emai1 preserved within its recordkeeping 

97 systems. 

As previously discussed, however, sending en1ails from a personal account to other employees 

at their Department accounts is not an appropriate method of preservin9 any such emails that 
would constitute a Federal record. Therefore, Secretary Ciinton should have preserved any 
Federa! records she created and received on her persona! account by printing and filing those 

records with the related files in the Office of the Secretary.98 At a minimum, Secretar; Clinton 
should have surrendered al! emails dealing with Department business before leaving 

government service and, because she did not do so, she did not comply with the Depariment's 
policies that were implemented in accordance with the Federa! Records Act. 

NAR1\ agrees with the foregoing assessment but to!d OIG that Secretary Clinton's production of 

55,000 pages of emails mitigated her failure to properly preserve emails that qualified as Federa1 
records during her tenure and to surTender such records upon her departure. OIG concurs \•;ith 

NARA but also notes that Secretary Cinton's production was incomplete. For examp!e, the 
Department and OIG both determined that the production included no email covering the first 
few months of Secretarf Clinton's tenure-from January 21, 2009, to March 17, 2009, for 

received messages; and from January 21, 2009, to Apt·il 12, 2009, for sent messages. OIG 

discovered multiple instances in which Secretary Clinton's personal ernail account sent and 
received officlal business email during thls period. For instance, the Department of Defense 

provided to OIG in September 2015 copies of 19 emails between Secretary Clinton and Genera! 
David Petraeus on his official Department of Defense email account; these 19 emails were not in 
the Secretary's 55,000--page production. OIG also learned that the 55,000·-page production did 

96 OIG sent 23 questionnaires to Secretar/ Rice's former staff and received 9 responses. Only one respondent reported 
using personal email accounts to conduct official business when "Department accounts were down or inaccessible." 
Two respondents said they printed emails and filed them into the Department's records systems; another said he 
believed !RM "backed up" all emails. One respondent stated she did not recall any specific instructions about 
retaining emails but assumed a!I emails were captured electronically. 
97 Letter from Che1yl Milis, cdmills Group, to Patrick F. Kerinedy, Under Secreta1y of State for Management (December 
5, 2014). 
98 5 F.A.M 443.3 (October 30, 1995). 
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not contain some emails that an external contact not employed by the Department sent to 
Secretary Clinton regarding Departrnent business. In an attempt to address these deficiencies, 
NARA requested that the Department inquire with Secretary Clinton's "internet ser✓ice or email 
provider" to determine whether it is still possible to retrieve the emai! records that might remain 
on its servers.99 The Department conveyed this request to Secretary Clinton's representative and 
on Novernber 6, 2015, the Under Secretary for Management reported to NARA that the 
representative responded as follows: 

With regard to her tenure as Secreta1y of State, former Secretary Clinton has provided 
the Department on December 5, 2014, with all federal e-rnail records in her custody, 
regardless of their format or the domain on which they were stored or created, that rnay 
not otherwise be preserved, to our knowledge, in the Department's recordkeeping 
system. She does not have custody of e--mails sent or received during the first few weeks 
of her tenure as she was transitioning to a new address, and we have been unable to 
obtain these. In the event we do, we will immediately provide the Department with 
federal record e-mails in this collection. 100 

VVith regard to Secretary Clinton's immediate staff, OIG received limited responses to its 
questionnaires, though two of Secreta1y Clinton's staff acknowledged occasional use of personal 
email accounts for officia! business.m However, OIG learned of extensive use of personal emai! 
accounts by four immediate staff members (none of whom responded to the questionnaire). 
During the summer of 2015, their representatives produced Federal records in response to a 
request from the Department, portions of which included rnateriai sent and received via their 
personal ema1i accounts. l.02 The material consists of nearly 72,000 pages in hard copy and more 
than 7.5 gigabytes of electronic data. One of the staff submitted 9,585 emails spanning Januar; 
22, 2009, to February 24, 2013, averaging 9 emails per wor"kday sent on a personal email 
account. In this rnaterial, there are instances where the four individuals sent or received emaiis 

99 Letter from Paul M. Wester, Jr., Chief Records Officer for the U.S. Government, NARA, to Margaret P. Grafeld, 
Deputy Assistant Secretary for Global Information Systems, Bureau cf Adrninistration, U.S. Depa;tment of State (July 2, 
2015}. 
100 letter from Patrick F. Kennedy, Under Secreta;y of State for Management, to Laurence Brewer. Acting Chief 
Records Officer for the U.S. Government, MAR.A. (f\Jovember 6, 2015). 
101 O[G s,int 26 questionnaires to Secnitary Clinton's staff and receiv,?d S n?sponses. Thme respondents report,id that 
they did not use personal emall accounts to conduct official business. Another reported occasionally using personal 
email accounts while traveling with the Secretary and when Department accounts were not working. Another said he 
occasionally used his personal laptop or desktop at home to access the Department's Openi\let and that he assumed 
all data processed on OpenNet wou!d be available to the Depa;tment. 
102 The materiai was produced to the Department for the following individuals: 

Title 

Counseior and Chief of Staff 

Deputy Chief of Staff for Operations 

Deputy Chief of StaffiDirector of Poiicy P!anning 

Deputy Assistant Secreta1y, Strategic Communications 
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regarding Depar·tment business using only their· personal web--based email accounts. 
Accordingly, these staff failed to comply with Department policies intended to implement NARA 
reguiations, because none of these emails were preserved in Department record keeping systems 
prior to their production in 2015.m As noted above, NARA has conduded that these subsequent 
productions mitigated their failure to properiy preserve emaiis that qualified as Federal records 
during their service as Department employees. However, OIG did not attempt to determine 
whether these productions were complete. !'Jone of these individuals are currently employed by 
the Depaiiment. 

Secretary Kerry (February 1, 2013 --- Present): Secretary Kerry uses a Department email account 
on OpenNet and stated that, while he has used a persona1 email account to conduct offldal 
business, he has done so infrequently. In his interview 1,,vith OIG, Secretar; Kerry stated that he 
used his personal email more frequently when he was transitioning from the U.S. Senate to the 
Office of the Secretary. However, after discussions with his aides and other Departrnent staff, he 
began primarily using his Department email account to conduct official business. The Secretary 
stated he may occasiona!ly use personal email for official business when responding to a sender 
who emai!ed him on his personal account. The Secretary a!so stated that he either copies or 

forwards such emails to his Department account and copies his assistant. OIG's limited review of 
electronic records shows some personal email account usage by Secretary Keny. Secretary 
Kerry's emails are now being retained using the Capstone approach discussed previously, which 
complies with the Federa! Records Act and emai! records management requirements. 10

'
1 

OIG received responses to questionnaires from rnost of Secretary Kerry's immediate staff, who 
reported occasional use of personal email accounts for official business. 105 I\ number of staff 
also reported that they fo1low current policy on forwarding emails containing Federal records 
from personal accounts to Department accounts.106 OIG's limited review of electronic records 
shows some personal email account usage by these staff 

Other staff repo1ied that their emai1s are being retained using the Capstone approach, and 
some mentioned preserving emails through printing and filing. Several staff mentioned 
preserving emails by saving them in their Department ernail accounts. Hovvever, as previousiy 

mi 36 C.F.R. §1236.22(d) (October 2, 2009); 5 FAM 443.3 (October 30, 1995). 
104 N.A.RA, Guidance on a New Ar->proach to Manag;i1g Email .Record,, Bull,itin I\Jo. 2013-02 (AL1gust 29, 2013), availabl,~ 
at https://www.archives.gov/records-mgmt/bu! letins/2013/2 013-0 2.html. 
105 OlG sent 36 questionnaires to Secretary Kerry's staff and received 30 responses (several cf the non-respondents 

had depa1ted or were depa1ting the Office of the Secreta1y), as well as a compieted questionnaire from Secretary 
Kerry. With regard to prns,~rvation of D,~partrnent emails, many reported retaining fi!es in Microsoft Outlook and 
others reprnted that the Department was permanently retaining their email as part of the new Capstone program for 
senior officials. Most staff reported receiving training or other guidance on records preservation requirements 
through a variety of means, including formal training sessions, briefings, memos, and Department notices. Eleven staff 
reported using personal ernaii acrnunts or other devices for official business, usually becal!se of Internet connectivity 
interruptions while traveling. 
106 Eight stated that they for..varded or copied these emails to their Department accounts for records preservation 

purposes. 
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noted, NARA regulations state that agencies may oniy use an electronic mail systern to store the 

recordkeeping copy of e;ectronk mail messages identified as Federal records if that system 
contains specific features;107 the current Department email system does not contain these 

features. Given that the Office of the Secretary does not use the SMART system, staff whose 
emails are not being retained under the Capstone approach should still be preserving emails 

through printing and filing. However, as previously noted, the Department is in the process of 
adopting a new email records management system that will cover the Office of the Secretary 

with the goai of meeting the requirement to manage all emaii records in an electronic format by 
December 31, 2016.108 The Department plans that this system wil! eventually capture some of 

the email currently saved in Department er-nail accounts and ail of the ernail of senior officials 
currently being preserved. 

CYBERSECURITY RISKS RESULT FROM THE USE OF 
NON-DEPARTMENTAL SYSTEMS AND EMAIL ACCOUNTS 

In addition to complying with records management and preservation requirements, Departrnent 
employees, including those in the Office of the Secretary, must comply with cybersecurity 

policies. Department information must be secure and protected from threats. 

DS and IRtv1 are the two bureaus within the Department with primary responsibi1ity for ensuring 
the security of Department electronic information.109 IRM is responsib1e for establishing effectlve 

information resource management planning and policies; ensuring the availability of information 
technology systems and operations; and approving development and administration of the 

Department's computer and information security prograrns and policies. DS is responsible for 
providing a safe and secure environment for the conduct of U.S. foreign policy, inciudlng 

personal, physical, and information security.110 

According to DS and IRM officials, Department employees must use agency--authorized 

information systems to conduct normal day-to-day operatlons because the use of non­

Departmental systems creates significant security risks. Department policies have evoived 
considerably over the past two decades; but since 1996, the FAM and FAH have contained 

numerous provisions regulating the use of such outside systems, including computers, personal 
devices, Internet connections, and emaii. {See Appendix/\ for a compilation of related 
cybersecurlty laws and policies that were in effect during the tenures of each Secretar;, from 

Secretary A1bright through Secretary Kerry.) These provisions do contemplate limited use of 
non--Departmental systems, but the exceptions are quite narrow. Among the risks is the 

107 
36 C.F.R. § 1236.22 (October 2, 2009}. 

108 Otv1S and f\J/•.RA, Memorandum for The Heads of frecutive Departments and Agencies and Independent Agencies· 
Managing Government Records Directive (0MB Memorandum M -12-18) (August 24, 2012). 
109 1 FAM 271.1(4) (March S, 2010). 
110 12 FAM 010 (December 21, 2004). 
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targeting and penetration of the persona! email accounts of Department employees, which was 
brought to the attention of the most senior officials of the Department as early as 201.1.. 111 

Another significant risk ls the introduction of viruses and malware onto Department systems, 
which increases their vulnerability to intrusion. 

Based on this evaluation and a previous OIG inspection, OJG identified three Department 
officials- Secretary Powell, Secretary Clinton, and a former U.S. Ambassador to Kenya- who 
exclusively used non-Departmental systems to conduct official business. As wili be discussed in 
greater detail below, OIG acknowledges significant differences in the facts and circumstances 
surround ing each of these cases. 

Employees Generally Must Use Department Information Systems To Conduct 
Official Business 

The Department's current policy, implemented in 2005, is that normal day-to-day operations 
should be conducted on an authorized Automated Information System (AIS), which "has the 
proper level of security control to ... ensure confidentiality, integrity, and availability of the 
resident information.';112 The FAM defines an AIS as an assembly of hardware, software, and 
firmware used to electronically input, process, store, and/or output data.113 Examples include: 
mainframes, servers, desktop workstations, and mobile devices {such as 1aptops, e- readers, 
smartphones, and tab1ets). 

This policy cornports with FISMA, which was enacted in December 2002 and requires Federal 
agencies to ensure information security for the systems that support the agency's operations 
and assets, including information security protections for information systems used by a 
contractor of an agency or other organization on behaif of an agency.114 FISMA defines 
information security as protecting information and information systems from unauthorized 
access, use, disdosure, disruption, modification, or destruction in order to provide for the 
integrity, confidentiality, and availability of the informat ion and systems.m In 2006, as required 
by FISMA, NIST pmmuigated minimum security requirements that apply to ail information 
within the Federal Government and to Federai information systems.116 Among these are 
requirements for certifying and accrediting information systems, retaining system audit records 
for monitoring purposes, conducting risk assessments, and ensuring the protection of 
communications. 

111 See, e.g.; 11 ST.A.TE 6S1.11 (June 28, 2011). 
112 12 FAM 544.3 (November 4, 2005). This provision aiso states that "The Department's authorized telework 

soiution(s) are designed in a manner that meet these requirements and are not considered end points outside of the 

Departments manageme;;t control." 
113 12 FAM 091 (January 11, 2016). 
114 44 u.s.c. § 3554. 
115 

44 U.5.C. § 3552(b)(3). 
116 NIST, HPS PUB 200: Mti?;rnum Security Requirements for Federal fnfor.rnation and Information Systems (March 

2006). 
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In 2007, the Department adopted additional policies to implement these requirements, 
including numerous provisions intended to ensure that non-Departmental information systems 
that process or store Department informat:on maintain the same minimum security controls. 
Further, non-Departmental systems that are sponsored by the Department to process 
information on its behalf must be registered with the Department.117 

Restrictions Apply to the Use of Non-Departmental Systems 

The FAM and FAH contain a nurnber of restrictions regarding the use of non-Departmental 
computers, mobile devices, Internet connections, and personal email to transmit Department 
informat:on. These provisions have evolved since 1996, but employees must implement 
safeguards or request approval before using such equipment. Figure 2 shows the evolution of 
these provisions and related statutes and regulations. 

117 5 FAH-11 H-412.4(c)(4) (June 25, 2007}. 
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i-:tgure 2.: TimeUne of Selected Se~urity Requirements and Polk;:ies 
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Privately Owned Computers and Mobi le Devices: In 1996, the FAM directed Department 
systems managers to ensure that privately owned computers were not installed or used in any 
Department office building.118 In 2008, the Department amended this provision to prohibit the 
use or installation of non-U.S. Government-owned computers in any Department facility without 
the written approval of DS and IRM, with certain exceptions.119 

In 2009, the Department adopted polices addressing the specific requirements for use of non­
Department-owned personal digital assistants (PDAs).120 Under this policy, PDAs could only be 
turned on and used within Department areas that are strictly unclassified (such as the cafeteria) 
and could not connect with a Department network except via a Department-approved remote­
access program, such as Global OpenNet.121 In 2014, the Department amended this provision to 
authorize Department managers in domestic locations to allow non-Department-owned PDAs 
within their specific work areas, provided users maintain a minimum 10-.foot separntion between 
the PDA and classified processing equipment. In 201.S, the Department replaced these 
provisions with a new FAH provision that included the domestic 10-foot-separation rule and the 
ban on connecting to a Department network except via a Department-approved remote-access 
pro•;vam_ 122 

Related to these provisions is the Department policy on "remote processing"- the processing of 
Department unclassified or sensitive but unclassified {SBU) information on non-Department­
owned systems {such as a home computer or a tablet) or on Department-owned systems (such 
as a Department--1ssued laptop) at non-Departmental facilities (such as at an employee's home 
or a hotel)-which has been in place since 2008.123 Under this policy, rnanagement and 
employees must exercise "particular care and judgment" when remotely processing SBU 
information.w Offices that allow employees to remotely process SBU information must ensure 
that appropriate administrative, technical, and physical safeguards are ma1nta!ned to protect the 

118 12 FAM 625.2-1 (April 12, 1996). 
119 12 FAM 625.2-1 (July 28, 2008). This provision was removed from the FAM in 2015, but a FAH provision prohibits 
the instaiiation of non-Depa1tment owned information systems within Department facilities without the written 
authorization of DS and !RM. 12 FAH -10 H·-112.14-2 (September 19, 2014). Both the FAM and FAH provisions include 
an exception for a non-Department entity that has an approved dedicated space within a Department facility. 
120 The FAM defined PDAs as "hand-held computers" inc!uding "standard personal digital assistants; e.g., Palm 
devices, Win CE devices, etc., and multi-function automated information system (.t,1S) devices; e.g .. BlackBeny devices. 
PD.A/cell phones, etc." 12 FAM 683.1 (December 2, 2009}. 
121 12 FAM 683.2-3 (December 2, 2009). 
122 12 FAH-10 H-165.4 (May 20, 2015). These devices are referred to as Non-Department Owned Mobi!e Devices 
(NDOMDs). 
123 12 FAM 632 (August 4, 2008). This subchapter was !ater removed from the FA.M and moved to the FA.Hat 12 FAH-
1.0 H-170 (as amended January 1.1, 2016). 
121 12 FAM 632.2-4 (August 4, 2003). This requirement is currentiy located at 12 FAH-10 H-173.4 (January 11, 2016). 

SBU information is defined in the F.A.tvl as information that is not classified for national security reasons but that 
warrants or requires administrative control and protection from public or other unauthorized disclosure for other 
reasons_ Examples include personnel data, visa and asylum records, law enforcement information. privileged 

communications, and deliberative inter- or intra-agenc1 communications. 12 FAM 541 (March 5, 2013). 
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confidentiality and integrity of records and to ensure encryption of SBU information with 

products certified by NIST. Employees must implement and regularly update basic hor-ne 
security controis, including a firewall, anti-spyware, antvirus, and file-destruction applications for 

all computers on the network.125 In 2014, the Department added a provision to the FAH to 
requf re users who process SBU information on non--Department--owned storage media to 

encrypt it with products certified by NIST. 126 

Internet Connections: Since the end of 2002, the FAM has required all Department fadities to 
use the Department's primary Internet connection, OpenNet, to establish Internet 

connectivity.127 The Department further regulated access to the Internet by establishing rules in 
2004 addressing the use of non-Departmental Internet connections in Department facilities. 128 

Personal Email: Since 2002, Department employees have been prohibited from auto--forwarding 
their email to a persona! email address ';to preclude inadvertent transmission of SBU email on 
the Internet."129 

The FAM also reminds employees that "transmissions from the Department's OpenNet to and 
from non--U.S. Government Internet addresses, and other .gov or .mil addresses, unless 

specifically directed through an approved secure means, traverse the Internet unencrypted."130 

The FAM further states that, with regard to SBU information, the Department is expected to 

provide, and employees are expected to use, approved secure methods to transmit such 
information when available and practical. However, it such secure methods are not available, 

ernployees with a valid business need may transrnit SBU information over the Internet 
unencrypted so long as they careful!y consider that unencrypted emails can pass through 
foreign and domestic controlled ISPs, placing the confidentia!ity and integrity of the information 

at risk. In addition, the FAM instructs employees transmitting SBU information outside the 

125 12 FAM 682.2-5 (August 4, 2008). Currently, these requirements, as amended, are located at 12 FAH-10 H- l73.4 

(Januar; 11, 2016). The amended provision requires NIST FIPS 140-2 encryption for SBU information in addition to the 

use of a firewall anti-spyware. anti-virus, and file destruction applications. 
126 12 FAH--10 H -172.1 (September 25, 2014). Currently, this requirement is located at 12 FAH··l0 H-173.4 (JanuarJ 11, 

2016). if the employee has a wireless home network, the FAH requir·es use of a NIST-validated product to secure the 

wireless connection. 12 FAH-10 H-173.4(9) (September 25, 2014). 
127 5 FAM 871 (December 30, 2002). The language of this provision was amended in 2004, 2009. and 2013, but the 

basic requirement to use OpenNet has remained consistent. 
128 5 FAM 874.2 (May 4, 2004). Currently, these rules are at 5 FAM 872 (May 1. 2014). Department facilities must seek 

authorization from the bureau Executive Director or post Management Officer to use such a connection. 5 FAM 872.1 
(~111ay 1, 2014). Such systems may not be used to process SBU information, except in limited amounts under exigent 

circumstances. 5 FA.M 872.2 (May 1, 2014). 
129 5 FAM 7Sl.2 (February 27, 2002). This rule was amended in 2011 to incorporate a prohibition on including a 

personal email address in an auto- reply message. 5 FAM 752.l(e) (November 14, 2011}. 
130 12 FAM S44.3 (November 4, 2005). From 2002 to 2005, transmission of SBU information over the Internet was 

compietely prohibited. 5 FAM 751.2 (Februar; 27, 2002). 
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Department's OpenNet network on a regular basis to the sarne official or persona! email address 
to request a solution from rRM. 131 

In 2015, the Depa!iment amended the FAM to incorporate NARA's guidance, which advises 
employees that ''personal accounts should oniy be used in exceptional drcumstances."132 This 
provision also states that "Department employees are discouraged frorn using private email 
accounts (e.g., Gmaii, I\OL. Hotmail; etc.) for official buslness [except] in those very limited 
clrcumstances when it becomes necessa!y to do so." However, the FAM gives no fwiher 
guidance about what type of circumstances wouid permit use of personal emaii. 

The Department Has Issued Numerous Warnings About Cybersecurity Risks 

One of the primary reasons that Depar·tment policy requires the use of Department systems is to 
guard against cybersecurity incidents. Threats and actual attacks against the Department have 
been on the rise for nearly a decade. For example, in May 2006, the Department experienced 
large-scale computer intrusions that targeted its headquarters and its East Asian posts.133 

Consequently, the Department has issued numerous announcements, cables, training 
requirements, and rnernos to highlight the various restrictions and risks associated with the use 
of non-Departmental systems, especially the use of personal email accounts. 

As early as 2004, Department cables reminded staff that only Department-approved software 
should be installed on the Department's information systems because outside software rnay 
bypass firewall and anti-virus checks, creating an open channel for hackers and malicious code, 
thus placing Depa!iment networks at serious risk.134 Since then, the Department has publlshed 
prohibitions or wamings related to the use of instant messaging, PDAs and smartphones, thumb 
drives, CDs and DVDs, Internet browsers, and personally owned devices.135 Employees are also 
reminded of these issues through the Department's required annual Cybersecudty l\wareness 
course.135 Further, ln 2005 DS's Cyber Threat Analysis Division (CTAD) began issulng notices to 
Department computer users specifically highlighting cybersecurity threats. For example, CTAD's 

131 12 FAM 544.2 (November 4, 2005). 
132 5 rAM 443.7 (October 23, 2015). 

m See Cyber Insecurity: Hackers Are Penetrating Federal Systems And Critical Infrastructure: Hearing Before the 
House Committee on Homel,md Securit;-; Subcornrnittee On Emergli1g Threats, Cybersecurity And Science And 
Technology, 110th Congress (2007) (statement of Donald Reid, Senior Coordinator for Security Infrastructure, Bureau 
of Diplomatic Security, U.S. Depa;tment of State), at 13-15. 
134 

04 STATE 204864 (September 22, 2004). 
135 See e.g., OS STATE 096534 (May 200S); Prohibition Against Use of Privately ()wned Software/1-lard'Awe on 
Department Automated k!formation Systems, Announcement No. 2006 __ 01 __ 074 (fanua1y 24, 2006); Use Of 
Undassified/S8!J Thumb D;ives, .A.nnouncement No. 2008_09_046 (September 9, 2008); Using PEDs Abroad 
Announcement No. 2008_09_068 (September 12. 2008); Remote Accessing and Process,;,-,g, Announcement i\!o. 

2008_11_061 (Novenber 1.4, 2008); 09 STATE 130999 (Decenber 24, 2009); Use of Non-Department Owned Person,,:' 
DigitaiAssistants (PDAsj and Srnartphones k1 Department Facilities, Announcement No. 2010 __ 10 __ 150 (October 26, 

2010). 
136 5 FAM 845 (july 12, 2013). 
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notices frorn 2005 to 2011 addressed BlackBerry security vuinerabilit:es, generally dting mobile 
devices as a weak !ink in computer networks.137 CTAD warned that BlackBerry devices n1ust be 
configured in accordance with the Department's security guidelines. 

In Juiy 2005, IRM introduced its BlackBerry service that provided domestic users access to their 
OpenNet email, calendar, and contacts.138 From the beginning, the BlackBerr; servers were 
required to be configured in accordance with the current DS Information Technology Security 
Guide, which contains an extensive list of security settings that lock down the devices. These 
security standards continue to apply to current Department BlackBerry devices. 

In March 2009, after unsuccessfui efforts to supply Secretary Clinton with a secure government 
smartphone, DS was informed that Secretary Cinton's staff had been asking to use BlackBerry 
devices inside classified areas. The Assistant Secretary of DS then sent a classified memorandum 
to Secretary Clinton's Chief of Staff that described the vulnerabilities associated with the use of 
BlackBerry devices and also noted the prohibition on the use of Blackberry devices in sensitive 
areas. According to a DS officiaL shortly after the memorandum was delivered, Secretary Clinton 
approached the Assistant Secretary and told him she "gets it." 

The use of personal email accounts to conduct official business has been a particular concern 
over the past several years. For example, on March 11, 2011, the Assistant Secretary for 
Diplomatic Security sent a mernorandum on cybersecurity threats directly to Secretary 
Cinton.139 A portion of the unclassified version of this memorandum states: 

Threat analysis by the DS cyber security team and related incident reports indicate a 
dramatic increase slnce January 2011 in attempts by [redacted] cyber actors to 
compromise the private home e--mail accounts ot senior Department officials .... 
Although the targets are unclassified, personal e-mail accounts, the likely objective 1s to 
corn promise user accounts and thereby gain access to policy documents and persona1 
information that could enable technlca! surveillance and possible blackmail. The persona! 
e--mail of family members also is at risk. 

The memorandum included as an attachment "a snapshot of affected Department personnel," 
noting that many of the email account owners play major ro1es in forming diplomatic and 
economic policy.140 It concluded by noting, "We also urge Department users to minimize the use 

137 See, e.g., CT AD, Cyber Security Awareness (March 3, 2011)_ 
138 Department of State, Blackbe;1y Wireless PDA Use 1i1 the Department of State, Annol!ncernent Mo. 2005_07 _(ll8, 
July 7, 2005. This announcement also notes: "Personal Biackberry devices are not ailov;ed." In September 2005, 
overseas posts were also authorized to procure, install, and operate their own RlackBeny Enterprise Seiver (BES) and 
BiackBerry devices. OS STATE 172062 (September 2005). 
139 OJG asked DS if it had sent rrn~rnoranda warning of sirnilar risks to other Secreta1fos, but it could not find any 
similar examples. 
140 Spear phishing was one Gf the several types of threats included in the Memorandum. lt is an attack on a single 
user or department within an organization, such as asking employees to update their username and passwords. Once 
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of personal web email for business, as some compromised home systems have been 
reconfigured by these actors to autornatically forward copies of all composed emails to an 
undisclosed recipient." 

Foiiowing the March 2011 memorandum, DS cybersecurity staff conducted two cybersecurity 
briefings of S/ES staff, the Secretary's irnrnediate staff, and Bureau of Public Affairs staff in April 
and May 2011. OIG discovered in Secretary Clinton's retired paper files a copy of the dassified 
presentation used dudng the briefing. It contains material similar to the type provided in the 
tv1arch 11, 2011, memorandum. 

On June 28, 2011, the Department, in a cable entitled "Securing Persona! E-rnail Accounts" that 
was approved by the Assistant Secretary for Diplomatic Security and sent over Secretary 
Ciinton's name to all d1plomatic and consular posts, encouraged Department users "to check the 
security settings and change passwords of their home e--rnail accounts because of recent 
targeting of personal email accounts by online adversaries."141 The cable further elaborated that 
"recently, Google asserted that online adversaries are targeting the personal Grnaii accounts of 
U.S. government employees. Although the company believes it has taken appropriate steps to 
remediate identified activity, users should exercise caution and fo!low best practices in order to 
protect personal e-maii and prevent the compromise of government and personal information." 
It then recommended best practices for Department users and their family members to fofow, 
including "avoid conducting official Department business from your persona! e-mai! 
accounts. "142 

Three Officials Exclusively Used Non-Departmental Systems for Day-to-Day 
Operations 

Cybersecurity risks demonstrate the need both for restrictions on the use of non-Departmental 
systems and for requirements to seek approval before us1ng such systems. A senior IRM official 

hackers obtain this information, they can easiiy access entry into secured neb.AJorks. Another example of spear 
phishing is asking users to d ick on a link, whic:h ckplcys spyware. 
1
"

1 11 STATE 65111 (June 28, 2011). 

i,:
2 That portion of the cable reads in full as follows: 

3. What can you and your farnily rn,irnbers ch? 

(a) Follow the personal e-mail guides posted on the Awareness site to change your password, to ensure that 
messages are not auto-forwarding to an unintended address, and to verify that other security settings are 
properly configured. 

(b) Beware ct e--mail messages that include !inks to password reset web pages. These can be easily faked. 

(c} Create strong passwords for all of your online accounts, change them often, and never use the same 

password for more than one account. 

(d) Avoid conducting official Department business from your personai e-mail accounts. 

(e) Do not reveal your personai e-mail address in your work "Out of Office" message. 

(f) Do not auto-fo;v11ard Department e-mail to personal e-mail accounts, which is prohibited by Department 
policy (12 FAM 544.3). 
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reported to OIG that many Department employees have requested to use non--Departmental 
systems to conduct business; examples include requests to use outside video conferencing 
systems and file sharing software. According to this official, the Department typica!ly refuses 
such requests. For :nstance, in 2012, Department staff submitted a request to IRM to use an 
Internet--based teleconference service. In response, IRM cited the 2005 FAM provision (12 FAM 
544.3) requiring that normal day-to-day operations be conducted on an authorized AIS and 
further noted that the Department "expect[s] employees to use the tools provided by the 
Department to protect sensitive information from unauthorized access or disclosure" and only 
permits the use of non-Departmental systems "when absolutely necessary." Other emp!oyees 
have sought to use Dropbox, a cloud-based file hosting service, but IRM has blocked access to 
the site on OpenNet since 2011 because of the risk of unauthorized access to Department data. 
The senior IRM official told OIG that the Department seldom encounters "an 'absolutely 
necessary' condition that would lead to approval for non-emergency processing/transmission of 
Department wmk outside [the Department's] network.'' 

OIG identified many examp!es of staff using personal email accounts to conduct official 
business; however, OIG could only identif; three cases where officials used non-Departmental 
systems on an exclusive basis for day--to--day operations. These include former Secretaries Powell 
and Clinton, as well as Jonathan Scott Gration, a former Ambassador to Kenya_ Although the 
former l\mbassador was not a member of the Office of the Secretary, the Department's 
response to his actions demonstrates how such usage is normal ly handled when Department 
cybersecurity ofticia!s become aware of 1t. The facts and circumstances surrounding each of 
these cases are discussed below: 

Secretary Powell: Secretary Powell has acknowledged using a persona! email account from a 
commercial Internet provider, which he accessed on a "private line" in his Department office. He 
further stated that he had two cornputers at his desk: "a secure State Departrnent machine ... 
used for secure material, and ... a laptop [used] for email.";43 Neither the Secretary nor his 
representative could recail whether Secretary Powe!! owned the laptop or whether the 
Department provided it to him. However, the Secretary characterized the use of the laptop as his 
"unclassified system," which was not connected to OpenNet. Jn his interview with OIG, Secretary 
Powell exp!ained that, when he arrived at the Department, the email system in place only 
permitted communication among Department staff. He therefore requested that information 
technology staff install the private line so that he could use his personal account to communicate 
with people outside the Department.144 He described his email usage as "daily," though OIG was 
unab!e to determine how many emails he actualiy sent and received during h1s tenure. 

m Meet the Press (NBC television broadcast September 6, 2015) (interview with Colin Pcweli), avaiiable at 
http://www.nbcnews.com/ meet-the-press/ meet-press-tr a nscript-septem ber-6-2015-n4 22606. 
144 Secretary Pmvell also acknowledged using his personal account to communicate with Department employees. 
Meet the Press (NBC teievision broadcast September 6, 2015) (inte1view with Coiin Powell}. 
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Various DS and IRM staff told OIG that, before Secretart Powell arr:ved at the Department, 
ernployees did not have Internet connectivity on their desktop computers. The Department's 
Chief Information Officer (GO) and Under Secretar; for Management during Secretary Poweil's 
tenure reported to OIG that they were aware of Secretary Powell's use of a personal ema:I 
account and also noted the Secretary's goal was to provide every Department employee with 
similar Internet and ernail capabilities at their desktops. The current CIO and Assistant Secretary 
for Diplomatic Security, who were Department employees during Secretary Powell's tenure, also 
were both aware of the Secretary's use of a personal email account and recall numerous 
discussions with senior staff throughout the Department about how to implement the 
Secretary's intent to provide all employees with Internet connectivity. 

However, it is not ciear whether staff explicitly addressed restrictions on the use of non­
Departmental systems with Secretary Poweil. For example, at the beginning of Secretar1 Poweil's 
tenure, the Department had an outright prohibition on both the installation of privately owned 
c<xnputers in Departrnent facilities and the transmission of SBU information on the Internet.145 

By 2002, the Department had established the requirement to connect to the Internet only on 
OpenNet.146 The CIO and Under Secretary for Management during Secretary's Powell's tenure 
reported to OIG that they believe that these issues were addr·essed, either by installing a firewall 
to protect the Secretary's Internet connection or providing the Secreta1y with a Department 
laptop. They also reported having mu!tiple discussions with Secretary Powell about the 
Department's implementation of FISMA requirements. In contrast, current DS and IRM officials 
who worked at the Department during Secretary Powell's tenure ar·e unsure about the exact 
configuration of Secretary Powell's systems and whether staff addressed applicable restrictions 
w1th the Secretar1- However, they reported to OIG that the Department's technology and 
information security policies were very fluid during Secretary Powell's tenure and that the 
Department was not aware at the time of the magnitude of the security risks associated with 
information technology. 

Secretary Clinton: By Secretary Clinton's tenure, the Department's guidance was considerably 
more detailed and more sophisticated. Beginning in late 2005 and continuing through 2011, the 
Department revised the FAM and issued various memoranda specifically discussing the 
obligation to use Department systems in most circumstances and identif;ing the risks of not 
doing so. Secretary Clinton's cybersecurity practices accordingly must be evaluated in light of 
these rnore comprehensive directives. 

Secretary Clinton used mobile devices to conduct official business using the personal email 
account on her private server extensively; as illustrated by the 55;000 pages of material making 
up the approximately 30,000 emails she provided to the Department in December 2014. 
Throughout Secretary Clinton's tenure, the FAM stated that normal day-to-day operations 

145 
12 FAM 625.2-1 (April 12, 1996); 5 FAM 7.Sl.2 (February 27, 2002). 

146 5 FAM 871 (December 30, 2002). 
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should be conducted on an authorized AIS, 147 yet OIG found no evidence that the Secretary 
requested or obtained guidance or approval to conduct official business via a personal email 
account on her private server. According to the current CIO and Assistant Secretar; for 
Diplomatic Security, Secretary Clinton had an obligation to discuss using her personal email 
account to conduct official business with their offices, who in turn would have attempted to 
provide her with approved and secured means that rnet her business needs. However, according 
to these officials, DS and IRM did not- and would not- approve her exclusive reliance on a 
personal email account to conduct Department business, because of the restrictions in the FAM 
and the security risks in doing so. 

During Secretary Clinton's tenure, the FAM also instructed employees that they were expected 
to use approved, secure methods to transmit SBU information and that, if they needed to 
transmit SBU information outside the Department's Openf\Jet network on a regu1ar basis to non­
Departmental addresses, they should request a solution from IRM.'48 However, OIG found no 
evidence that Secretary Clinton ever contacted IRM to request such a solution, despite the fact 
that emails exchanged on her personal account regularly contained information marked as SBU. 

Similarly, the FAM contained provisions requiring employees who process SBU information on 
their own devices to ensure that appropriate administrative, technical, and physical safeguards 
are maintained to protect the confidentiality and integrity of records and to ensure encryption 
of SBU information with products certified by NIST.149 With regard to encryption, Secretary 
Clinton's website states that "robust pmtections wer·e put in place and additional upgrades and 
techniques en1ployed over time as they became available, including consulting and employing 
third party experts."150 A!though this report does not address the safety or security of her 
system, DS and IRM reported to OIG that Secreta1y Clinton never demonstrated to them that her 
private server or mobile dev1ce met m1nimum information security requirements specified by 
FIStvlA and the FAM. 

In addition to interviewing current and former officials in DS and IR!v1, OIG interviewed other 
senior· Department officials with relevant knowledge who served under Secretary Cinton, 
including the Under Secretary for Managernent, who supervises both DS and IRM; current and 
former Executive Secretaries; and attorneys within the Office of the Legal Adviser. These officials 
all stated that they were not asked to approve or othervvise review the use of Secretary Clinton's 
ser✓er and that they had no knowledge of approval or review by other Department staff. These 
officials also stated that they were unaware of the scope or extent of Secretart Clinton's use of a 
personal email account, though many of them sent emails to the Secretary on this account. 
Secretary Clinton's Chief of Staff also testified before the House Select Committee on Benghazi 
that she was unaware of anyone be1ng consulted about the Secreta1y's exclusive use of a 

1
''

1 12 FAM 544.3 (November 4, 2005). 
148 12 FAM 544.2 (November 4, 2005). 
149 12 FAM 682 (August 4, 2008j. 
150 https://www.hillarydinton.com/briefing/factsheets/2015/07 /13/email-facts/ (date iast downloaded Aprii 20, 2016). 
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personal email address.151 OIG did find evidence that various staff and senior officials 
throughout the Department had discussions related to the Secretary's use of non-Departmental 
systems, suggesting there was some awareness of Secretary Cinton's practices. For exam pie: 

• In late--January 2009, in response to Secretary Clinton's desire to take her BlackBerry 
device into secure areas, her Chief of Staff discussed with senior officials in S/ES and with 
the Under Secretary for Management alternative solutions, such as setting up a separate 
stand-alone computer connected to the Internet for Secretary Clinton "to enable her to 
check her emai ls from her desk." The Under Secreta1y's response was "the stand-alone 
separate network PC is [a} great idea" and that it is "the best solution." According to the 
Department, no such computer was ever set up. 

• In November 201.0, Secretary Clinton and her Deputy Chief of Staff for Operations 
discussed the fact that Secretary Clinton's emails to Department ernployees were not 
being received. The Deputy Chief of Staff emailed the Secretary that "we should talk 
about putting you on state email or releasing your email address to the department so 
you are not going to spam." In response, the Secretary wrote, "Let's get separate address 
or device but I don't want any risk of the personal being accessible."152 

• In August 2011, the Executive Secretary, the Under Secretary for Management, and 
Secretary Clinton's Chief of Staff and Deputy Chief of Staff, in response to the Secretary's 
request, discussed via email providing her with a Department BlackBerry to replace her 
persona! BlackBerry, which vvas malfunctioning, possibly because "her personal email 
server· is down." The then--Executive Secretary inforrned staff of his intent to provide two 
devices for the Secretary to use: "one with an operating State Department email account 
{vvhich would mask her identity, but it✓hich would also be subject to FOIi\ requests), and 
another which would just have phone and internet capability." In another email 
exchange, the Director of 5/ES-IRM noted that an email account and address had already 

151The pert!nent testimony from the former Chief of Staff, who declined OIG's request for an interview, reads as 
follows: 

Q Was anyone consulted about Secretary Clinton exclusively using a personal email address for her work? 
A l don't recall that. If it did happen. I wasn't part of that process. But l don't believe there was a consultation 
around it, or at least there's not one that I'm aware of, maybe I should better answer that way based on my 
knowledge. 
Q So no private counsel'? 
A Not that I'm aware of. 
Q Okay. The general counsel for the State Departrnenf? 

A Not that I'm aware of. 
Q Okay. Anybody from the i'l,;tiona! Arc:hives"? 
A Not that I'm aware of. But I can only speak to my knowledge, obviously. 
Q Sure. And anyone frorn th,~ White House? 
A Not that I'm a~vare of. 

152 Secretary Clinton declined O[G's request for an interview. The former Deputy Chief of Staff for Operations has not 

responded to O!G's request for an interview. 
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been set up for the Secretary153 and also stated that "you should be aware that any emafl 
would go through the Departrnent's infrastructure and subject to FOIA searches."154 

However, the Secreta1y's Deputy Chief of Staff rejected the proposal to use two devices, 
stating that ft "doesn't make a whole lot of sense." OIG found no evidence that the 
Secretary obtained a Department address or device after this discuss: on. 

• OIG identified two indivfdua!s who provided technical support to Secretary Clinton. The 
first, -.vho was at one time an advisor to former President Clinton but was never a 
Department employee, regfstered the clintonernail.com domain name on January 13, 
2009.155 The second, a Schedule C political appointee who worked in IRM as a Senior 
l\dvisor from May 2009 through Februa1y 2013,1s6 provided technical support for 
BlackBeny communications during the Secretary's 2008 campaign for President.157 OIG 
reviewed emails showing communications between Department staff and both 
individuals concerning operational issues affecting the Secretary's email and server frorn 
2010 through at !east October 2012. For example, in December 2010, the Senior Advisor 
worked with S/ES-IRM and IRM staff to resolve issues affecting the abi!ity of emails 
transmitted through the clintonemail.com domain used by Secretary Clinton to reach 
Department email addresses using the state.gov dornain.158 

1s3 According to the Department, this account was only used by Secretary Clinton's staff to maintain an Outlook 
calendar. 

l S
4 The former Director of SiES-IRM declined OIG's request for an inter,1iew. 

m The clintonemaiLcom domain name was registered with Netvvork Solutions Certificate Authority on January 13, 
2009 and identifies the adviser to former President Clinton as the registrant. 
156 Schedule C appointments are those of a "confidential or policy-determining character" 5 C.F.R. § 6.2. 
157 Secreta,y Clinton's counsel advised OlG that the Senior Advisor ''performed technology services for the Clinton 
family for which he was compensated" by check or wire transfer in varying amounts and various times between 2009 
and 2013. In addition, the Senior Advisor's direct supe,visors in [RM from 2009 to 201.3 told ()[G they were unawan~ of 
his technical support of the Secretary's email system. While working at the Department, the Senior Advisor reported 
directly to the Deputy Chief Information Officer (D00) for Operations, who in turn reported to the Chief Information 
Officer (CIO}. The DCIO and CIO, who prepared and approved the Senior Advisor's annual evaluations, believed that 
the Senior .t,dviso;' s job functions were limited to supporting mobile computing issues across the entire Department. 
They told OIG that while they were aware that the Senior Advisor had provided IT support to the Clinton Presidential 
campaign, they did not know he was providing ongoing support to the Secreta;y's email system during working 
hours. They also told OlG that they questioned whether he could support a private cl!ent during work hours, given his 
capacity as a fuli-time government employee. 

lss At that time, S/ES iRM staff met with the Senior Advisor, who accessed the Secretary's email system and iooked at 
its logs. The issue was ultimately resolved and .. on December 21, 2010.. S/ES-IKM staff sent senior S/ES staffers an 
email describing ti",e issue and summarizing the activities undertaken to resolve it. On another occasion, ti",e Senior 
Advisor met with staff within CTAD and received a briefing on cyber security risks facing the Department A third 
interaction took place on October 30, 2012, during the period when Hurricane Sandy disrupted power in the New 
York City area. An email exchange between Deputy Chief of Staff for Operations and another member of the 
Secretary's staff revea!ed that the se,ver located in Secretary Clinton's New York residence was down. Thereafter, the 

Senior Advisor met with S/ES-IRM staff to ascertain whether the Department could provide support for the server. 
S/F.S-IRM staff reported to OIG that they told the Senior Advisor they could not provide support because it was a 
private server. 
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• Two staff in SiES--IRM reported to OIG that, in late 2010, they each discussed their 
concerns about Secretary Clinton's use of a personal email account in separate meetings 
with the then-Director of SiES-IRM. In one meeting, one staff member raised concerns 
that information sent and received on Secretary Clinton's account could contain Federal 
records that needed to be preserved ln order to satisfy Federal recordkeeping 
requirements. According to the staff rnember, the Director stated that the Secretary's 
personal system had been revlewed and approved by Department legal staff and that 
the matter was not to be discussed any further. As previously noted, OIG found no 
evidence that staff in the Office of the Legal Adviser reviewed or approved Secretary 
Clinton's personai systern. According to the other S/ES-IRM staff member who raised 
concerns about the server, the Director stated that the mission of S/ES-IRM is to support 
the Secretary and instructed the staff never to speak of the Secretar/s personal emai! 
system again. 

• On January 9, 2011, the non-Departmental advisor to President Cinton who provided 
technical support to the Clinton emai! system notified the Secretar/s Deputy Chief of 
Staff for Operations that he had to shut down the server because he believed "someone 
was tr,/ng to hack us and while they did not get in i didnt [sic] want to !et them have the 
chance to." Later that day, the advisor again wrote to the Deputy Chief of Staff for 
Operations, "We were attacked again so I shut [the server] down for a few min." On 
January 10, the Deputy Chief of Staff for Operations emailed the Chief of Staff and the 
Deputy Chief of Staff for Planning and instructed them not to email the Secretary 
"anything sensitive" and stated that she could "explain more in person." 159 

Ambassador Gration: Ambassador Gration served as the U.S. Ambassador to Kenya from rnid --
2011 through mid-2012. OIG first publicly reported on the activities of Ambassador Gration as 
part of its 2012 inspection of Embassy Na:robi.160 Prior to the inspection, in June 2011, DS 
learned that the newly posted Ambassador had drafted and distributed a revised mission po!icy 
concerning communications security that authorized him and other mission personnel to use 
commercial email for daily communication of official government business. That prompted 
senior DS management and cybersecurity staff to email the Ambassador to advise him that DS 
was dispatching an experienced Regional Computer Security Officer to provide expertise and 

159 !n another incident occurring on May 13, 2011, two of Secretary Clinton's immediate staff discussed via email the 
Secretary's concern that someone was "hacking intc her email" after she received an email with a suspicious link. 
Several hours later, Secreta1y Clinton received an email from the personal account of then-Under Secretary of State 

for Political Affairs that also had a link to a suspect website. The ne>:t rnorning, Sr,cretary Clinton n~plied to the Eimail 
with the following message to the Under Secretar;: "Is this really from you? I was worried about opening it!" 

Department policy requires employees to report cybersecurity incidents to !Rtv1 security officials when any improper 
cyber-security practice comes to their attention. 12 FAM 592.4 (January 10, 2007). f\Jotification is required when a user 
suspec:ts c:ornprornise of, arnong other things, a personally owned device containing personally identifiablE: 
infom1ation. 12 FAM 682.2-6 (August 4, 2008). However, OIG found no evidence that the Secretary or her staff 
reported these incidents to computer security personnel or anyone else within the Department. 
160 ISP-I-12-38A (August 2012)_ 
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advice in establishing procedures for handling SBU information that adhered to Department 
standards for the processing of sensitive material. DS further noted that this visit would be 
"espedally timely in the wake of recent headlines concerning a significant hacking effort 
directed against the private, web-based emaii accounts of dozens of senior USG officials, which 
has generated substantial concern from the Secretary, Deputy Secretary Steinberg, and other 
Department principals." Notwithstanding the Department's concerns, the Arnbassador continued 
to use commercial email for official business. 

DS then notified the Ambassador via cable on July 20, 2011, that the FAM did not permit him to 
use non-govemrnent email for day-to-day operations.161 The cable stated in relevant part: 

The 1anguage in 12 FAM 544.3, v✓hich states that "it is the Department's genera1 policy 
that normal day-to--day operations be conducted on an authorized [automated 
inforrnation systern)" is purposeiy included to place ernployees on notice that if they are 
given a tool that provides an adequate level of security encryption, such as an OpenNet 
terminai ... or any other Department-supplied security mechanism that works in the 
given circumstance, they must use it. 12 FAM 544.3 goes on to say that in the absence of 
a Department-supplied security solution employees can send most SBU information 
unenetypted via the internet only when necessa1y, with the know1edge that the nature of 
the transmission lends itself to unauthorized access, however remote that chance might 
be .... Given the threats that have emerged since 2005, especially in regard to phishing 
and spoofing of certain web--based email accounts, we cannot allow the pmliteration of 
this practice beyond rnaintaining contact during ernergencies. We are ail working toward 
the same end-to protect the avai!abil(ty, integrity and confidentiality of Department 
information and systems, while recognizing that emergency situations may arise, 
particularly tor our employees serving overseas .... The Department is not aware of any 
exigent circumstances in Nairobi that would authorize a deviation from the requ1rernent 
to use Department systems for official business. 

However, the Ambassador continued to use unauthorized systems to conduct official business. 
The Departrnent subsequently initiated disciplinary proceedings against him for his failure to 
foliow these directions and for several other infractions, but he resigned before any discipiina1y 
measures were imposed. 

OIG could find no other instances where the Department initiated disciplinary procedures 
against a senior officiai for using non-Departmental systems for day-to-day operations. 

161 11 STATE 73417 (July 20, 2011). 
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CONCLUSION 

Longstanding, systemic weaknesses re!ated to electronic records and communications have 
existed within the Office of the Secreta1y that go well beyond the tenure of any one Secreta1y of 
State. OIG recogn:zes that technology and Department policy have evolved considerably since 

Secretary A!bright's tenure began in 1997. Neverthe!ess, the Department generally and the 

Office of the Secretary in particular have been siow to recognize and to manage effectively the 
legal requirements and cybersecurity risks asso6ated with electronic data communications, 
particularly as those risks pertain to its most senior leadership. OIG expects that its 

recommendations will move the Department steps closer to mean:ngfu!!y addressing these risks. 
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RECOMMENDATIONS 

To ensure compliance with Federal and Department requirements regarding records 

preservation and use of non-Departmental systems, OIG has Issued the following 
recommendations to the Bureau of Administration, the Office of the Secretary, the Bureau of 
Information Resources Management, the Bureau of Human Resources, and the Department's 
Transparency Coordinator. Their complete responses can be found in Appendix B. The Department 
also provided technical comments that OIG incorpor·ated as appropriate into this report. 

Recommendation 1: The Bureau of Administration should 
• continue to issue guidance, including periodic, regular notices, to Department 

employees to r·emind them that the use of personal email accounts to conduct official 
business is discouraged in rnost circumstances, 

• clarify and give specific examples of the types of limited drcumstances in which such use 
would be permissible, and 

• instruct employees how to preserve Federal records when using personal email accounts. 

f'\,1anagernent Response: In its May 23, 2016, response, the Bureau of Administration concurred 
with this recommendation. It will continue to issue guidance on records management practices 
and policies, and will ensure that this guidance explicitly reminds employees that the use of 
personal emails accounts to conduct official business Is discouraged. 

OIG Reply: OIG considers the recommendation resolved. The recommendation can be closed 
when OIG receives and accepts documentation of this additional guidance. 

Recommendation 2: The Bureau of Administration should amend the Foreign Aflairs Manual to 
reflect the updates to Depa11ment recordkeeping systems that provide alternatives to print and 
fiie emails that constitute Federal records. 

Management Response: In its May 23, 2016, response, the Bureau of Administration concurred 
With this recommendation. It noted that it is currently working with the Transparency 
Coordinator to update sections of the FAM related to the Department's recordkeep1ngiretention 
schedules, with a goal to elirr1inate the practice of print and file as the Department's policy for 
the retention of emails by December 31, 2016. 

OIG Reply: OIG considers the recommendation resolved. The recommendation can be closed 
when OIG receives and accepts documentation of the amendment. 

Recommendation 3: The Office of the Secreta1y, Executive Secretariat, should work with the 
Office of Information Programs and Ser✓ices to conduct an inventory of ail electronic and hard­
copy files in its custody and evaluate them to determine which files should be transferred to the 
Office of Information Programs and Services in accordance with records disposition schedules or 
Department email preservation requirements. 
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Management Response: In its May 16, 2016, response, the Executive Secretarfat concurred with 
this recommendation. It noted that the inventory of e1ectronic and hard copy files has been 
ongoing since Januarf 2016 and that once it is complete, the Executive Secretariat wiil retire al! 
such records according to applicable records schedules. 

OIG Reply: OIG considers the recommendation resolved. The recommendation can be closed 
when OIG receives and accepts documentation that this effort has been cornpleted. 

Recommendation 4: The Office of the Secretaty, Executive Secretariat, should work with the 
Office of Information Programs and Services to improve policies and procedures to promote 
compliance by ail ernployees within its purview, including the Secretary, with records 
management requirements. These policies should cover the retirement of records in accordance 
with records disposition schedules, preservation of email and other electronic records of 
departing officials, and training of employees on their· records preservation responsibilities. 

Management Response: In its May 16, 2016, response, the Executive Secretadat concurred wlth 
this recommendation. It noted that it is committed to coordinating closely with the Office of 
Information Programs and Services to provide updated guidance and training to all staff. 

OIG Reply: OIG considers the recommendation resolved. The recommendation can be closed 
when OIG receives and accepts a copy of the policies and procedures. 

Recommendation 5: The Office of the Secretary, Executive Seuetariat, should work with the 
Office of Information Programs and Ser1ices to ensure that ail departing officials within its 
purview, including the Secretaiy of State, sign a separation form {DS-109) certifying that they 
have surrendered ail Federal records and classified or administratively controlled documents. In 

addition, staff should ensure that al! incoming officials within its purview, including the 
Secretaty, are thoroughly briefed on their records preservation and retention responsibilities, 
including records contained on personal email accounts. 

Management Response: In its May 16, 2016, response, the Executive Secretariat concurred with 
this recomrnendation. It noted that it is instituting a process whereby completed DS-109 forms 
are placed in the employee's permanent electronic performance files to ensure they are easi!y 
accessible. 

OIG Reply: OIG considers the recommendation resolved. The recommendation can be closed 
when 01G receives and accepts documentation of this process. 

Recommendation 6: The Department's Transparency Coordinator should work with the Office of 
Information Programs and Services to develop a quality assurance plan to promptly identify and 
address Department-wide vulnerabilitles 1n the records preservation process, indudlng !ack of 
oversight and the broad inaccessibility of e!ectronic records. 
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Management Response: In her May 16, 2016, response, the Transparency Coordinator concurred 
w1th this recommendation. She noted that this plan will be part of her continuing efforts, in 
coordination with the Office of Information Programs and Services and the Executive Secretariat, 
to improve overall governance of the Department's information, including how it 1s captured, 
stored, shared, disposed of, and ar·chived. 

OIG Reply: OIG considers the recommendation resolved. The recommendation can be closed 
when OIG receives and accepts a copy of the quality assurance plan. 

Recommendation 7: The Bureau of Information Resource Management should 
• issue regular notices to remind Departrnent employees of the risks associated with the 

use of non-Departmental systems; 

• provide periodic briefings on such risks to staff at all levels; and 

• evaluate the cost and feasibility of conducting regular audits of computer system usage 
to ascertain the degree to which Department employees are fofowing the laws and 
policies concerning the use of personal emai l accounts. 

fl.,1anagement Response: In its May 23, 2016, response, the Bureau of Information Resource 
Management concurred with this recommendation. It noted that it wil l continue to Issue regular 
notices regarding the risks associated with the use of non-Departmental systems. With regard to 
the evaluation of the cost and feasibility of regular computer system audits, the Bureau has 
considered such an effort but has concluded that audits conducted on such a wide scale would 
not be beneficial or feasible, especlally because the Department already conducts continuous 
monitoring to ensure the integrity of the Department's networks and systems. 

OIG Reply: OIG considers the recommendation resolved. The recommendation can be closed 
when OIG receives and accepts documentation of additional educational efforts. 

Recommendation 8: The Director General of the Foreign Service and Director of Hurnan 
Resources should amend the Foreign Affairs Manual to provide for administrative penalties for 
Department employees who (1) fail to comply with record keeping laws and regulations or {2) fail 
to comply with Department policy that only authorized information systems are to be used to 
conduct day-to-day operations. The amendment should include explicit steps employees should 
take if a reasonable suspicion exists that documents are not being preserved appropriately, 
including a reminder that the Office of Inspector Genera! has jurisdiction to investigate and refer 
to appropriate authorities suspected violations of records preservation requirements. 

Management Response: In its May 23, 2016, response, the Department concurred i.,vith this 
recommendation. It wi!I revise the FAM accordingly. The Department also noted that under 3 
FAM 4370, it currently has authority to discipline violations of any administrative regulations that 
do not provide a penalty. 
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OIG Reply: OIG considers the recommendation resolved. The recommendation can be closed 

when OIG receives and accepts documentation of the revision. 
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APPENDIX A: RELEVANT LAWS AND POLICIES DURING THE 
TENURES OF THE FIVE MOST RECENT SECRETARIES OF STATE 

~v1adeleine Albright (Januarv 23. 1997 -·· January 20, 2001) 

Foreign Affairs fv1anua/(FAM) and Foreign Affairs Handbook(FAH) Requirements for Use of 
Non-Departmental Systems: Since 1996, the FAM directed Department of State (Department} 

systems managers to ensure that privately owned computers were not installed or used in any 

Department office building.' 

Applicable Cybersecurity Provisions and Related Guidance: In 1988, Congress enacted the 

Computer Secw·ity Act to require al! Federal agencies to identify computer systems containing 
sensitive information, conduct computer security training, and deveiop computer security pians. 2 

Office of Management and Budget (0MB) Circular A-130 {Appendix lll) required Federal 

agencies to establish security programs containing specified elements, including development 
of a System Security Plan, assignment of responsibility for security to individuals knowledgeable 

in 1nforrnation security technology, and regular review of information system security controls. 
The FAM did not contain specific computer or cybersecurity provisions. 

Statutorf and Regulator/ Requirements for Email Records Preservation: The Federal Records Act 
of 1950 requires the head of every Federal agency to "make and preserve records containing 

adequate and proper documentation of the organization, functions, policies, decisions, 

procedures, and essentiai transactions of the agency."3 The agency head is also required to 
estab!ish and maintain an active, continuing program for the economica! and efficient 

rnanagement of agency records that provides for: 

• Effective controls over the creation and the maintenance and use of records in the 

conduct ot current business; 

• Cooperation with the Archivist in applying standards, procedures, and techniques 
designed to improve the management of records, promote the maintenance and security 
of records deemed appropriate for preservation, and facilitate the segregation and 

disposal of records of temporary value; and 

• Compliance with Federal law and regulations.4 

As part of this program, the agency head must establish safeguards against the removal or !oss 

of records, including making it known to agency employees that agency records may not be 

1 12 FAM 625.2-1 (April 12, 1996i. 
2 Pub. L. No. 100-235 (January 8, 1988). 
3 44 U.S.C. § 3101. 
4 44 U.S.C. § 3102. 44 U.S.C. § 3102(3) specifically references "compliance with sections 2101-2117, 2501-2507, 2901-
2909, and 3101-3107, of this t itle and the regulations issued under them.'' 
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unlawfully a!ienated or destroyed and that penalties exist for the unlawful removal or 
destruction of records.5 The agency head must notify the Archivlst of any actual, impending, or 
threatened unlawfu l removal, defacing, a1teration; corruption, deletion, erasure, or other 
destruction of records in the agency's custody.6 The Federa1 Records Act define records broadiy as 

ail books, papers, maps, photographs, machine readable materials, or other documentary 
materials; regardless of physical fonr1 or characteristics, made or received by an agency 
of the United States Government ... or in connection with the transaction of public 
business and preserved or appropriate for preseivat:on by that agency or its legitimate 
successor as ev:dence of the organizatlon, functions, pollcles, decisions, procedures, 
operations, or other activities of the Government or because of the informational value 
of data in them.7 

The regulations :ssued by the Nationai Archlves and Records Adrnlnistration (NARA) ln tltle 36 of 
the Code of Federal Regulations (C.F.R.) that were in effect during Secretary A1bright's tenure 
specified actions that must be taken by an agency in establishing a records program. These 
included: 

• Assigning an office the responsibility for the development and impiementation of 
agency-wide programs to identify, deve1op, issue, and periodically review recordkeeping 
requirements for records for ail agency activ:ties at ail leve1s and locations in all media 
including paper, rnicroform, audiovisual, ca!1ographic, and electronic {including those 
created or received using eiectronic mail); 

• Integrating programs for the identification; deveiopment, issuance, and periodic review 
of recordkeep1ng requirements with other records and information resources 
management programs of the agency; 

• Issuing a directive establishing program objectives, responsibilities; and authorities for 
agency recordkeeping requirements; 

• Establishing procedures for the pai1ldpation of records management officials ln 
developing new or revised agency programs, processes, systems, and procedures in 
order to ensure that adequate recordkeeping requirements are established and 
implemented; 

• Ensur:ng that adequate haining is provided to all agency personnel on policies, 
responsibilities, and techniques for the implementation of recordkeeping requirements 
and the distinction between records and non-record materials, regardless of media, 
including those materials created by individuals using computers to send or receive 
electronic mail; 

s 44 u.s.c. § 3105. 
5 44 u.s.c. § 3106. 

"I 44 U.S.C. § 3301 (amended 2014). The regulations stated that the medium may be "paper, fiim, disk, or other 
physical type or form" and that the method of recording may be "manual, mechanical, photographic, electronic., or 
any other combination of these or other technologies.'' 36 C.F.R. § 1222.12(b)(2} (1990}. 
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• Deve1oping and implementing records schedules for all records created and received by 
the agency; 

• Reviewing recordkeep1ng requirements, as part of the periodic infon-nation resources 
management reviews; and 

• Reminding ail employees annually of the agency's record keeping policies and of the 

sanctions provided for the uniawfu1 removal or destruction of Federal records. 8 

The regulations explicitly noted that "messages created or received on electronic mail systems 
may meet the definition of record."9 Furthermore .. the regulations required agencies to develop 
procedw·es to ensure that departing officials do not remove Federal records from agency 

custody.rn The regu1ations gave fwiher guidance as to what constitutes a Federal record, 

specifying that records are those documents that 

• Document the persons, places, things, or matters dealt with by the agency; 

• Facilitate action by agenc; officials and their successors in office; 

• Make possib1e a proper scrutiny by the Congress or other duly authorized agencies of 

the Government; 

• Protect the financial, legal, and other rights of the Government and of persons directly 
affected by the Government's actions; 

• Document the formulation and execution of basic policies and decisions and the taking of 

necessary actions, inc1uding ail significant decisions and commitments reached oraliy; or 

• Document important board, committee, or staff meetings.11 

The regulations issued by NARA included separate provisions on electronic records 
management, including email. 12 The requ irements for electronic records management largely 

matched those for general records management, but they did require integrating electronic 
records management with other records and information resources management and ensuring 

that adequate training is provided for users of electronic mail systerns on record keeping 
requirements. 13 The management of email records had to include instructions on preservation of 

data regarding transmission, calendar and task lists, and acknowledgernents.14 Agencies were 
restricted from storing the recordkeep1ng copy of email messages solely on the electronic mail 

8 36 C.F.R. § 1222.20 (1995). 
9 36 C:.LR. § l222.34(e) (1995i. Even prior to the issuance of this provision, emails wou!d have been considered a 
Federal record based on the broad definition of "record'; in the Federal Records Act. 44 U.S.C. § 3301. 
10 36 C.F.R. § 1222.40 (1990). Even for non-records, th,e regulations p,errnit rmnoval oniy with thr, approval of the head 
of the agency or the individual authorized to act for the agency on matters pe;taining to agency records. 36 C.F.R. 

§ 1.222.42. 

11. 36 C.F.R. § 1222.38 (1990). 
12 36 C.F.R. part 1234 (1995). 

B 36 C.F.R. § 1234.10 (1995). 
14 36 C.F.R. § 1234.24(a) (1995). 
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system, unless the system was able to meet regulato1y requirements.15 If an agency used paper 
files as its recordkeeping system, it was required to print email records and the related 
transmission and receipt data.16 

The regulations a!so noted that the use of external communications systems to \IVhich an agency 
has access, but which are neither owned nor contro!led by the agency, does not alter in any way 
the agency's obligation under the Federal Records Act. Specifically, the regulations provided that 

agencies with access to external electronic mai! systems shall ensure that Federal records 
sent or received on these systems are preserved in the appropriate recordkeeping 
system and that reasonable steps are taken to capture available transmission and receipt 
data needed by the agency for recordkeeping purposes.17 

The regulat:ons also focused on the security of electronic records, requiring an effective records 
security program that ensures that only authorized personnel have access to electronic records; 
provides for backup and recovery of records; ensures that appropriate agency personnel are 
trained to safeguard sensitive or classified electronic records; minimizes the dsk of unauthorized 
alterat:on or erasure of electronic records; and ensures that electronic records security is 
included in computer systems security plans.11' 

FAM and FAH Requirements for Email Records Preservation: The FAM largely mirrored the 
statutory requirements_ It created a Records Management Program headed by the Ch:ef of the 
Records Management Branch within the Bureau of Administration (A}.19 The FAM requ1red that 
all official tiies must rernain in the custody of the Department and must be maintained in 
accordance with the Records lv!anagement Handbook, and it prohibited Department employees 
from improperly removing, retiring, transferr1n9, or destroying Department records. 20 The FAM 
noted that it is the responsibility of all Department employees and contractors to ''make and 

preserve records containing adequate and proper docurnentation of the organization, functions, 
policies, decisions, procedures, and essentia! transactions of the Department." 21 

The FAM emphasized that "ail employees must be a\•;are that some of the variety of the 
rnessages being exchanged on E-mai1 are important to the Department and must be preserved; 
such messages are considered Federal records under the !aw."22 Jt gave examples of ema11s that 
could constitute agency records, such as email prov1ding key substantive comments on a draft 

l S 36 C.F.R. § 1234.24(b)(2) (1995). 
16 36 C.F.R. § 1234.24(d) (1995}. 

,; 36 C.F.R. § 1234.24(a)(4) (1995}. 
18 36 C.F.R. § 1234.28 (1995). 
19 

5 FAM 413.1 (October 30, 1995}. 
20 5 FAM 422.1 (October 30, 1995); 5 FAM 423.1 (October 30, 1995). 
21 5 FAM 413.10 (October 30, 1995). 
22 5 F.A.M 443.l(c) (October 30, 1995). 
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action memorandum; email providing documentation of significant Department decisions and 
commitments reached oral ly; and email conveying information of value on important 

Department activities, such as data on significant programs specially compiled by posts in 
response to a Department solicitation.23 The FAM gave instructions on how to preserve emai! 
records, noting that 

until technology allowing archiva1 capabilities for long-term electronic storage and 
retrieval of E-mail messages is available and installed, those messages warranting 

preservation as records (for periods longer than current E-mail systems routinely 
mainta:n them) must be pr:nted out and filed with re!ated records. 2" 

For departing empioyees, the FAM gave the adrninistrative section of each office, bureau, or 
post the responsibility for reminding all employees who are about to leave the Department or 

the Foreign Service of the laws and regulations pet1ain:ng to the disposition of persona! papers 
and official records; seeing that form OF--109, Separation Statement, is executed for each 

departing ernployee and is forwarded to the Office of Personnel for fiiing in the employee's 
Official Personnel Folder; and advising departing officials ranked Assistant Secretaty and above, 

or Ambassador, to consult with the Department's Records Officer about depositing in the 
National Archives or a Presidential archival depository papers that they may have accumulated 

during their tenure and that may have historical interest.25 Form OF-109 required the employee 
to certify that "I have surrendered to responsible officials all unclassified documents and papers 

relating to the official business of the Government acquired by me while in the employ of the 
Department." 

Other Preservation Guidance: On February 3, 1997, at the beginning of Secretary Albright's 

tenure, the Office of the Secretary's Executive Secretary sent a memorandum to all Assistant 
Secretaries on "Records Responsibilities and Reviews." The memorandum referred to a 

Department Notice on the subjert, as vvell as the Federal Records Act and 5 FAM 443, which 
covered email records. The memorandum stated that information maintained in email may 
constitute a record if it meets the statutety definition of a record and stated, "You need not 

preserve every e-mail message. If a record in electronic media or electronic mail must be 
preserved, print the files or messages and place the paper· record in the appropriate official file; 
or continue to maintain electronically if feasible." 

On July 28, 2000, a notice reminded al! Department employees to preser✓e emails that qualify as 

records, stating that "those messages containing inforrnation that documents Departmental 

23 5 FAM 443.2(d} (October 30, 1995). 
2
" 5 FAM 443.3 (October 30, 1995}. For emails c:cnsidered records, the FAM required preserving the email message, 

any attachments, and transmission data such as sender, addressee, cc's, and the date and time sent. If the email 
system did not print this necessary data, employees were instructed to annotate the printed copies with that data. 
25 S FAM 413.9 (October 30, 1995}. 
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policies, programs, and activities must be preserved in paper form." It instructed employees to 
print out such emails and file them with related paper records. 

rn August 2000, the Bureau of Administration published a Briefing Booklet for Departing Officials 

on "Senior Officials and Government Records" that included a signed letter from the Secretar; 

stating that records "must be preserved to enhance our national archives and to provide 
accurate and complete records." The Secretary also noted that "we [senior officials] have a 

special obligation as the officials who welcomed in a new century and techno1ogica1 era to 

preserve e-mail messages as federal records, as appropriate." 

A December 2000 cable to all ambassadors and administrative officers reminded departing 

officials to not remove any papers, whether persona; or official, frorn the Department until such 
materia!s have been reviev✓ed to ensure compliance with records laws and regulat1ons. 26 It noted 

that electronic records must be preserved by printing the files or messages and pladng the 
paper record in the appropriate official file. 

Colin Powell (January 20. 2001 - Janua!"'J 26. 2005) 

FAM and FAH Requir·ements for Use of ~~on--Deparimental Systems: Beginning in Decernber 

2002, the FAM required all Departrnent facilities to use the Department's primary Internet 
connection, OpenNet, to establish Internet connectivity.27 OpenNet provided improved 
information management and heightened information security throughout the Department. If a 

bureau or post wanted an exception to this poiicy, it was required to request a waiver.28 

The Department established rules in May 2004 regulating the use of non-government 
information systems, called Dedicated Internet Networks (DINs), to access the Internet. 29 A DIN 
is a stand-alone information network, such as a local network or server, with dedicated Internet 

access provided by a cormnercial Internet service provider {ISP). DINs were not to be used to 
carry out Department business or to transmit sensitive but unclassified {SBU) information. All 
bureaus and posts were required to submit a waiver to request an exception in order to use a 

commercial Internet connection for a stand--aione local network or server. The request for· a 
waiver needed to contain detailed information about the network or server, including an 

explanation of compliance with Departrnent's standards and specific reasons why OpenNet did 
not meet the requester's official business requirements. The FAM required ail waivers to be 
approved by the Department's Information Technology Change Control Board {IT CCB).30 

According to the IT CCB, it approved appr-oxirnately 180 such waivers during the fast year this 

provision was in effect. 

26 00 STA TE 22895 l. 
27 

5 FAM 871 (December 30, 2002}. 1\t the time, OpenNet was referred to as "OpenNet Plus." 
28 5 FAM 872 (December 30, 2002). 
29 5 FAM 874.2 (May 4, 2004). 

lO 5 F.A.M 874.2 (May 4, 2004). 
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Applicable Cybersecurity Provisions and Related Guidance: The E-Govermnent Act, signed 1nto 
law in December 2002, recognized the importance of information sewrity to the economic and 
national security interests of the United States. Title Ill of the /\ct, the Federal Information Security 
Management /\ct (FISMA), gave the National Institute of Standards and Technology (NIST) 
responsibil ity to develop Federal Government information security standards and guidelines. 31 

Statutory and Regulatory Requirements for Email Records Preservation: The requirernents in the 
Federa! Records Act of 1950 and related regulations in title 36 of the C.F.R. did not change. 

FAM and FAH Requir·ements for Email Records Preservation: The requirements in the FAM 
generally had not changed from Secretary Albright's tenure. However, in 2002, the Department 
added a section to the FAM on email usage that included a requirement that email users 
"determine the significance and va!ue of information created on e-mail systems [and] determine 
the need to presen;e those messages that qualify as records."32 In 2004, the FAM was amended 
to designate the Director of the Office of Information Programs and Services (IPS) as the 
Department's Records Officer.33 This amendment also noted that "emai! sent or received as a 
Department official is not personal."34 Finally, the amendment assigned the responsibilities related 
to departing officials, including ensuring the OF--109 was signed, to Management Officers, but 
elirninated the requirement that the OF-109 be filed in the employee's personnel foider."5 

Other Preservation Guidance: On August 9, 2004, the Executive Secretary sent a memorandum 
to al! Under Secretaries and Assistant Secretaries entitled "Refresher on Records Responsibilities 
and Review." The memorandum stated that: 

Departing officials may not remove any documentary materials, whether personal or 
official and whether in written or electronic form, from the Department until they have 

been reviewed by records and security officers to ensure compliance with records laws 
and regulations .... In addition, departing officials must ensure that all record materia! 
they possess is incorporated in the Department's official files .... Finally, the 
administrative section of each office and bureau in the Department will ensure that 
departing officials receive a mandatory briefing and that ail departing officials \•;iii 
execute a Separation Statement (OF-109) certifying that they have not retained in their 
possession classified or administrative!y controlled documents. 

31 E--Govemment Act of 2002 (Pub. L. i'lo. 107-347), Title HI, Information Security, titled federal Information Security 
Management Act of 2002, 116 STAT. 2946 (December 17, 2002). NIST did not promulgate guidance on minimum 
security requirements until ~vlarch 2006. 
02 5 FAM 751.4 (February 27, 2002). 
03 5 FAM 414.2 (September 17, 2004). 
34 5 FAM 415.1 (September 17, 2004). 
35 5 f.A.M 414.7 (September 17, 2004). 
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In December 2004, NARA issued a bulletin to remind heads of Federal agencies that official 
records must remain in the custody of the agency and that they must notify officia!s and 
ernployees that there are criminal pena!ties for the unlawful removal or destruction of Federa! 
records. 36 Employees may remove extra copies of records or other work-related non-record 
materials when they leave the agency with the approval of a designated agency offlc1al such as 
the Records Officer or lega! counseL It also noted that "officials and employees must know how 
to ensure that records are incorporated into fiies or electronic recordkeeping systems, especially 
records that were generated electronically on personal cornputers." Further, the bulletin stated 
that, "in rnany cases, officials and employees intermingle their personal and official files. In those 
cases, the agency may need to review and approve the removal of personal material to ensure 
that all agency policies are properly followed.'' 

A January 2005 cable to ail embassies, posts, and offices reminded them of their responsibilities 
to preserve records under the Federal Records Act and noted that responsibility for 
implementing and administering records policies and procedures is given to the Management 
Section of each Department office.37 

Condoleezza Rice (January 26, 2005 - January 20, 2009) 

FAM and FAH Requirements for Use of Nern-Departmental Systems: In November 2005, the FAM 
listed the connection of prohibited hardware or electronic devices to a Department Automated 
Information System (AIS) as a cybersecurity violation. 38 In 2007, the Department restated this 
provision to prohibit the connection of "unauthorized hardware/electronic devices to 
Department networks," which included non-Department -owned hardware/electronic devices. 39 

A!so in November 2005, the Department adopted the policy that normal day-to-day Internet 
operations are to be conducted on an authorized AIS designed with the proper leve! of security 

control to provide authentication and encryption to ensure confidentiality and integrity for 
transmitting Departmental SBU data and informat1on.4

() Employees with a valid business need 
may transmit SBU information over the Internet unencrypted so !ong as they carefu!ly consider 
that unencrypted emails can pass through foreign and domestic controlled ISPs, putting the 
confidentiality and integrity of the information at risk. The FAM further specified that employees 
transrnitting SBU information outside the Departrnent's OpenNet network on a regular basis to 
the same non-Departmental email address shou!d obtain a secure technical solution for those 
Internet transmissions from the Bureau of Information Resource Management {IRM).41 The FAM 

36 
NARA, Protecting Federal records and other documentary rn,tetiais fmm unautho1ized rernova/, Buli,~tin f\Jo. 2005-

03 (December 22, 2004). 
37 05 STATE 013345 (January 24, 2005). 
08 

12 FAM 592.2 (r\Jovember 1, 2005}. 
09 12 FAM 592.2 (January 10, 2007). 
40 

12 FAM 544.3 (November 4, 2005). 
41 12 FAM 544.2 (i'Jovember 4, 2005}. 
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noted that SBU information resident on personally owned computers is generally more 
susceptible to cyber-attacks and/or compromise than information on government-owned 

ccxnputers connected to the Internet.42 Ail employees who possessed SBU information on 
personally owned computers must ensure adequate and appropriate security for the SBU 
information.'13 

In 2008; the Department amended the FAM to define "remote processing" as the processing of 
Department information on non-Department-owned systems at non-Departrr1ental facilities.44 

Offices that allow employees to remotely process SBU information must ensure that appropriate 
administrative, technical, and physical safeguards are maintained to protect the confidentiality 
and integrity of records.45 Employees are prohibited from storing or processing SBU information 

on non-Department-owned computers unless it is necessary in the performance of their 
duties.46 Emp!oyees must {1) ensure that SBU information is enciypted; (2} destroy SBU 
information on their personally owned and managed computers and removable media when the 
files are no longer required; and (3) when using personally owned computers, implement and 

regu!arly update basic horne security controls, including a firewall, anti-spyware, anfvirus; and 
foe-destruction applications, and if those computers are netv✓orked, a!so ensure the same basic 

contro!s, plus NIST-certified encryption, for all computers on the network.47 

Also in 2008, the Department eased the FAM restriction regarding the use or installation of non­
Federai -Government-owned computers 1n any Department fadity; such use was now allowed 
with the written approval of the Bureau of Dip!omatic Security (DS) and IRM with certain 

exceptions. 48 

Applicable Cybersecurity Provisions and Related Guidance: The Department implemented the 
Cyber Security Incident Program (CSIP) in November 2005 to improve protection of the 

Department's unclassified/SBU cyber infrastructure by identifJing, evaluating, and assigning 

responsibility for breaches of cybersecurity.49 CSIP focused on accountability of personnel for 
actions leading to damage or risk to Department information systems and infrastructure, even 
when only unc!assified material or information is involved.5° Cybersecurity :ncidents are defined 

as acts against, or failure to protect, the Department's unclassified cyber infrastructure.51 

4
? 12 FAM 544.3 (November 4, 2005). 

43 12 FAM 544.3 (November 4, 2005). 
44 12 FAM 682.1 (August 4. 2008). 
45 

12 FAM 682.2-4 (August 4, 2008). 
46 

1.2 FAM 682.2-4 (August 4, 2008). 
4

;- 12 FA.M 682.2-5 (August 4. 2008). Although the F.AM chapter relating to remote access and processing was 
amended :n 2009, 201.1, 201.4, and 2015, these basic requirements did not change. 
48 

12 FAM 625.2-1 (July 28, 2008). 
49 12 FAM 591.l(a) (November 1, 2005). 

so 12 FAM 591.1 (November 1, 2005). 
51 12 FAM 592 (January 10, 2007}. 

ESP-16-03 

UNCLASSIFIED 

r::5 
FBI (18::.cv-154)-6504 



Obtained via FOIA by Judicial Watch, Inc.

UNCLASSIFIED 

Reporting cybersecurity incidents is every employee's responsibility, and each employee must 
be familiar with the list of cybersecurity infractions and violations. 52 Employees must inform their 
Information Systems Security Office and their Regional or Bureau Security Officer when any 
improper cybersecurity practice comes to their attention.53 Improper security practices include 
personnel compromis1ng the confidentiality of sensitive information, deliberate introduction of a 
malicious program code, and use of encryption to conceal an unauthorized act, such as the 
transfer of SBU information to an unauthorized individual. 54 

f\JIST was tasked with responsibility to develop Federal standards and guide!:nes to implement 
FISMA. NIST responded in February 2004 with Federal Information Processing Standards (FIPS) 
Publication 199, Standa1ds for Secutity Categorization of Federal Information and Information 
Systems, which established security categories for both information and information systems 
that are used in conjunction 1Nith vulnerability and threat information for assessing the risk to an 
organization.55 This vvas followed in March 2006 by FIPS Pub!ication 200, which specified 
minimum security requirements for information and information systems supporting Federal 
agencies. NIST's announcement of the publication of FIPS Publication 200 noted 

this standard is applicable to: (i) al! information within the federal government other than 
that information that has been determined pursuant to Executive Order 12958, as 
amended by Executive Order 13292, or any predecessor order, or by the Atomic Energy 
/\ct of 1954, as amended, to require protection against unauthorized disclosure and 1s 
marked to indicate its classified status; and {ii) all federal information systems other than 
those information systems designated as national security systems as defined in [44 
U.S.C. § 3552(b)(6)]. 

Section 3 of FIPS 200 sets forth 17 specifications for minimum security requirements, including 
the following: 

• The Audit and Accountability specification states: "Organizations must C) create, protect, 
and retain information system audit records to the extent needed to enable the 
monitoring, analysis, investigation, and reporting of unlawful, unauthorized, or 
inappropriate information system activity; and (ii) ensure that the actions of individual 
information systen-1 users can be uniquely traced to those users so they can be hekJ 
accountable for their actions." 

• The Risk Assessment specification states: ''Organizations must periodically assess the risk 
to organizational operations {including mission, functions, image, or reputation), 
organizational assets, and individuals, resulting from the operation of organizational 

52 
12 FAM 592.4 (January 10, 2007). 

s,; 12 FAM 592.4 (January 10, 2007). 

S4 12 FAM 592.1 and 592.2 (Janua1y 10, 2007). 
55 f\J[ST, HPS PUB 199: Standards for Security Categorization of Federal Information and Information Sy,tems 
(February 2004). 
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information systems and the associated processing, storage, or transmission of 
organizational information." 

• The System and Cornmunk:ations Protecf on specification states: "Organizations rnust (i) 
monitor, control, and protect organizational communications {i.e., information 
transmitted or received by organizational information systems) at the externai 
boundaries and key internal boundaries ot the information systerns; and (ii) employ 
architecturai designs, software developrnent techniques, and systems engineering 
princip1es that promote effective information security within organizationa1 information 
systems. 

Federal agencies were required to cornply with these standards by March 2007.56 

In 2007, the Depa,1ment adopted rules implementing these FISMA requirements, including the 
requirement that non--Departmental information systems that process or store bureau­
sponsored Department information on behalf of the Department maintain a baseline of 
minimum security controis to protect Department lnformation and information systems.57 Key 
personnel identified to pe1form certification and accreditation of non-Departmentai systems 
must not be involved with its development, implementation, or operation, or be under the 
sponsoring bureau's direct managernent author(ty.58 

DS reported to the Office of Inspector General that, in 2005, the Bureau of Intelligence and 
Research {INR} issued guidance permitting BlackBerry devices to be used inside secure areas. 
However, in January 2006, the Office of the Director of National Intelligence issued a clear 
prohibition on such use, and the INR guidance was immediate1y rescinded. 

Statutory and Regulatory Requirements for Email Records Preservation: The requirements in the 
Federal Records Act o f 1950 had not changed. The records requirements in title 36 of the C.F.R. 
were aiso largely the same, except that, in 2006, NARI\ amended the regulations to allow 
agencies to store transitory email records (which have minimal or no documentary or evidential 
value) on an email systern rather than requiring employees to print and file them or store them 
in a recordkeeping system, as long as the transitory records are maintained through the 
appiicable NARA-approved retention period.59 

FMv1 and FAH Requirements for Email Records Preser1ation: The requirements in the FAM 
generaily had not changed. In 2005, the FAM was amended to include a reminder that "every 
Department of State employee rnust create and preserve records that properly and adequately 

56 f'JIST, FIPS PUB 200: Minimum Security i?equirernents for Federal Information and lnforrnation Systems (March 
2006}. 

s; 5 FAM 1065.1-6 (February 22, 2007); S FAH-11 H-411.4 (june 25, 2007). 

ss 5 FA.H-11 H-411.5 (June 25, 2007). 
59 71 Fed. Reg. 8807 (February 21, 2006) (amending 36 C.F.R. § 1234.24). NAR1\ also amended 36 C.F.R. § 1234.32 to 

provide a NARA-approved disposition authority for transitory emails. 
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document the organization, functions, policies, decisions, procedures, and essential transactions 
of the Department."60 

Other Preservation Guidance: A February 2005 cable drafted by the Bureau of Adm1nistration 
and sent over the Secretary's name to all embassies and posts and an announcement to ail 
employees reminded departing officials not to remove any papers unti! they have been 
reviewed to ensure compliance with records !aws and regulatfons.51 

In December 2005, NARA issued a bulletin that reminded agencies that al! e!ectronic records 
created and received by agencies are subject to the same existing statutory and regulatory 
records management requirements as records in other formats and on other media. 62 

A February 2007 cable drafted by the Bureau of Adm1nistration and sent over the Secretary's 
name to all embassies and posts and an announcement to ail employees were distributed to 
remind employees that, until the new State Messaging and Archive Retrieval Toolset {SMART} is 
impiemented, emaii, Short Message Service messages, or instant messages that qualify as 
records must be printed and filed with related paper records, including any attachments and 
transmission data. 63 

In April, June, and October 2008, announcements to ail employees again reminded departing 
employees not to remove any papers until they had been revie1..ved. They also stated that "e-mail 
messages rnust general!y be printed out and filed with related paper records."64 

On January 15, 2009, the Under Secretary fm tv1anagernent issued a memorandum to all Under 
Secretar1es, l\ssistant Secretaries, Executive Directors, and Post Management Officers on 
"Preserving Electronically the Emai! of Senior Officials upon their Depariure." The rnernorandurn 
required bureaus to copy the email accounts of senior departing officials onto CDs and deliver 

those CDs to IPS. The requirement was applicable to political appointees; not career staff, and 
was put 1n place to supp!ement the traditional print and fi!e policy for record email. 

Hillary Clinton Uanuary 21. 2009 ··· February 1. 2013) 

60 5 FAM 422.3 (October 11, 2005). 
61 OS STATE 018818; Department of State, Proet.'liures for the Rt:movai of Personal Pc1pers and Non-Record Material, 
Announcement No. 2005_02_017. February 3, 2005. 
62 NARA. NARA Guidance for Implementing Section 207(e) of the E·Government Act of2002. Bulletin No. 2006-02 
(December 15. 2005). 
63 07 STATE 024044; Department of State, Records Management Procedures, Announcement No. 2007._02._147, 

February 28, 2007. 
64 Department of State, Departk1g Officiais: Procedures for the Removal o!Personai Papers and Non-Record Materiai, 

Announcement No. 2008_04_089, April 17, 2008; Department of State, Reminder- Departing OlfiC1i1/.,;: Procedures for 
the Removal of Personal Papers and Non-Record Material, Announcement No. 2008._06._095, June 16, 2008; 

Department of State, Reminder- Departing Official.,;: Procedures for the Removal of Personal Papers and Non-Record 
Material. Announcement No. 2008 .. 10 ... 087, October, 16, 2008. 
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FAM and FAH Requirements for Use of f\Jon-Departrnental Systems: A December· 2009 FAM 

provision states that non-Departrnent-owned personal digital assistants (PDAs) may oniy be 

turned on and used within Department areas that are strictly unclassified (such as the cafeteria) 
and may not connect with a Department network except via a Department-approved remote­

access pr-ogram.65 

Applicable Cybersecurity Provisions and Related Guidance: To meet the requirements of FISMA, 

the Department implemented a mandatory annual requirement for al! Department computer 
users to take Cybersecurity Awareness training.66 

Beginning in 2009, the Cyber Threat Analysis Division (CTAD) in DS issued regular notices to 
Department computer users highlighting cybersecurity threats. CTAD notices addressed 

BlackBerry security vulnerabilities, citing this device as a weak link in a computer network.67 

CTAD warned that BlackBerry devices must be configured 1n accordance with Department 

security guidelines. 

CTAD's concerns also induded cybersecurity risks faced during international traveL According to 
an articie posted by CTAD, digital threats begin immediately after· landing in a foreign country. A 

primary threat 1s traced to the traveler's mobile device (BlackBerry or other smart device) which 
is necessarily connected to the local ceilu!ar tower. This connection gives foreign entities the 
opportunity to intercept voice and email transmissions immediate!y after the traveler arrives 

overseas. 63 

The E-Government Act and NIST FIPS PUB 200 were unchanged. 

Statutory and Regulatory Requirements for Email Records Preservation: The requirements in the 

Federai Records Act of 1950 had not changed. In October 2009, NARA published a final rule that 
revised and reorganized its records management regulations.69 The existing requirements 1,vere 
largely retained, but renumbered.70 New responsibilities were added to agencies' records 

program duties, including assigning records management responsibilities in each 

progran1/m1ssion to ensure incorporation of record keeping requirements into agency 

65 12 FAM 683.2-3 (December 2, 2009). 
66 13 FAM 331 (December 22, 2010). 
67 CTAD, Secu,i(vChecklist(December 15, 2009); CTAD, CjberSecunlyAwareness (March 3, 2011). 

f:S /-low to manage cybersecurity risk,; ot,;,-,temationa/ travel (September 15, 2010) by (ISC)2 Government .t,dvisory 

Board Executive Writers Bureau (posted by CT AD on january 26, 2011). 
59 74 Fed. Reg. 51004 (Oct 2, 2009). 

"IO For example, the requirements of an agency records program were moved from 36 C.F.R. § 1222.20 to 36 C.F.R. §§ 

1220.30, 1220.32. and 1220.34. Requirements regarding departing officials were moved from 36 C.F.R §§ 1222.40. 
1222.42 to 36 C.F.R. §§ 1222.18, 1222.24(a)(6). 
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programs.71 The new section on managing email records required preservation of email 
attachments that are an integral part of the record.72 It also stated: 

1\gencies that allow employees to send and receive official electronic mail messages 
using a system not operated by the agency must ensure that Federa1 records sent or 
received on such systems are preserved in the appropr1ate agency recordkeeping 
system.73 

FAM and FAH Requirements for Email Records Preservation: The requirements in the FAM and 
FAH generally had not changed. 

Other Preservation Guidance: In June 2009, the Departrnent sent an announcernent regarding 
preservation of email messages.74 It reminded employees of the requirement to preserve email 
records, citing the FAM and C.F.R. provisions, and noted that, until SMART becornes available, 
employees must print and file emails that are Federal records. 

In November 2009, the Department sent a cab1e to an embassies and posts and an 
announcement to all ernployees reminding them that an Department employees have records 
management responsibiiities.75 It noted that Federal records can be found "in any media 
including e-mail, instant messages, social media, etc." 

On November 28, 2011, President Obama issued a memorandum to the heads of executive 
departments and agencies requiring them to submit a report to the Archivist and the Director of 
0MB that 

{i) describes the agency's current plans for improving or maintaining its records 
management program, particu1arly with respect to mana9in9 e!ectronic records, 
including email and sociai rnedia, deploying cloud based services or storage soiutions, 
and meeting other records cha!lenges; {ii) identifies any provisions, or omissions, in 
relevant statutes, regulations, or official N/\RA guidance that currently pose an obstacle 
to the agency's adoption of sound, cost effective records management policies and 
pract1ces; and (iii) identifies policies or programs that, if 1ncluded in the Records 
Management Directive required by section 3 of this rnernorandurn or adopted or 
implemented by NARA, would assist the agency's efforts to improve records 
management. 76 

71 36 C.F.R. § 1220.34 (2010). 
12 36 CF.R. § 1236.22(a)(2) (2010). 

?3 36 C.F.R. § 1.236.22(b} (2010). 
7
" Department of State, Preser✓ing E!ect,vnic Message (E-mail) Record,;, Announcement No. 2009_06_090, June 17, 

2009. 
75 09 STATE 120561; Department of State, Record,; Management Responsibilities, Announcement No. 2009_11_12.S, 
November 23, 2009. 
76 President/4,! Memomndum - Managing Government Record, (Novern ber 28, 201 l ). 
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In August 2012, 0MB and f\JARA issued a memorandum to the heads of executive departments, 

agendes, and independent agencies in part directing agencies to eliminate paper and use 
electronic record keeping. Per this memorandum, agencies wiil be required to manage al! email 
records in an electronic format by December 31, 2016. 77 

.John Kerry (February 1. 2013 ··· Present) 

FAM and FAH Requirements for Use of Non-Departmental Systems: On May 1, 2014, the 
Department amended the definition of a Dif\J to require the DIN to be on a Department-owned 
and operated discrete non--sensitive unclassified local area network that is not connected to any 
other Department systern.78 In addition, the domestic approving authority for a DIN changed 
from the Department's rr CCB to the relevant bureau's Executive Director or equivaient.79 

A September 2014 FAH provision stated that supervisors must exercise "particular care and 
judgment" in allowing users to remotely process SBU information and must advise users that all 
non-Department-owned storage media containing Department SBU information must be 
encrypted with products certified by NIST.8() Employees were prohibited from remotely 
processing classified or SBU/NOFORN (not releasable to foreign nationals) information. 81 

Employees were also required to (1) exercise "particular care and judgment" in remotely 
processing SBU information; (2) destroy SBU foes saved on personally owned and managed 
information systems and removab!e media when the files are no longer required; and (3) 
implement and regularly update basic home security controls, including a firewa!I, anti-spyware, 
antivirus, and file-destruction applications. If an employee used a networked personally owned 
information system, he or she had to ensure that all information systems on the network 
implemented these security requirements. 

The FAH further prohibits the installation of non-Departmental inforn-1ation systems within 
Department facilities without the written authorization of DS and IRt-..1.82 This provision replaced 
an identical FAM provision issued in 2008. 

In 2015, a new FAH provision was added regarding non-Department-owned mobile devices. The 
FAH provision included a rule requiring a 10-foot separation between a PDA and classified 
processing equipment, a ban on connecting to a Department network except via a Department-

77 Memorandum for the Head, of Executive Departments and ,4gendes and Independent Agencies: Managing 
Government Records Directive, M-12-18 (August 24, 2012). 
78 

5 FAM 872 (May 1, 2014). 
79 5 FA.M 872.1 (May 1, 2014). 
80 12 FAH·lO H-172.1 (September 25, 2014). These provisions are currently located at 12 FAH--10 H-173.l (January 11, 

2016). 
81 

12 FAH-10 H-172.4 (September 25, 2014). These provisions are currently located at 12 FAH-10 H-173.4 (Januar; 11, 

2016). 
82 12 FAH-10 H-112.14-2 (September 19, 2014). 
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approved remote-access program, and a requirement to conduct normal day-to-day 
Department operations on a Department information system because it has the proper security 
controls to protect Department information. 83 

Applicable Cybersecurity Provisions and Related Guidance: The Federal Information Security 
Modernization Act of 2014, enacted in December 2014, updated FISMA by clarifying the roles of 
0MB and the Department of Homeland Security, improving security by moving away from 
paperwork requirements, and making improvements in the way that Federal data breaches are 
managed and reported.84 Rules and guidance governing cybersecurity threats have not 
changed. 

Statutory and Regulatory Requirements for Email Records Preservation: In 2014, Congress 
enacted the Presidential and Federal Records Act Amendments of 2014, which amended several 
sections of the Federal Records Act.85 It simplified the definition of record to: 

ail recorded information, regardless of form or characteristics, made or received by a 
Federal agency under Federal la1,,v or in connection With the transaction of public 
business and preserved or appropriate for preservation by that agency or its legitimate 
successor as evidence of the organization, functions, policies, decisions, procedures, 
operations, or other activities of the United States Government or because of the 
informational value of data in them ... 86 

The Act noted that the definition of "recorded information" includes "information created, 
manipulated, communicated, or stored in digital or electronic form." The Act also added a 
provision that prohibited agency employees from creating or sending a record from a non­
official electronic messaging account unless they copy their officia! e!ectronic messaging 
account in the origina! creation or transmission of the record or forward a complete copy of the 
record to their official electronic messaging account within 20 days.87 

The requirements in title 36 of the C.F.R. had not changed. 

FAM and FAH Requirernents for Email Records Preservation: The requirements in the FAM 
generally had not changed. However; in October 2014, the Department issued an interim 
directive superseding some of the FAM requirements. 88 The directive noted that employees may 
delete persona! emails, but that "the only e -mails that are personal or non--record are those that 

83 1.2 F.A.H-10 H-16S.4 (May 20, 2015). 

,;,: Pub. L. No. 113-283 (December 18, 2014). 

as Pub. L No. 113-187 (November 26, 2014). 
86 44 U.S.C. § 3301(a). 
87 

44 U.S.C. § 2911(a). 
88 Department of State, A Message from Under Secretary for i'vfanagement Patrick F Kennedy regarding State 
Department i?ecords Responsibilities and Policy, Announcement i'Jo. 2014 __ 10 __ 115, October 17, 2014. 
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do not relate to or affect the transaction of Government business." The directive also noted that 

departing employees may only take persona! papers and non-record materials, subject to review 

by records officials. It reminded employees that "all federal records generated by emp!oyees, 

including senior officia!s, be!ong to the Department of State." Finally, the directive stated that: 

employees generally should not use private e--mail accounts (e.g., Gmaii, AOL, Yahoo, 

etc.) for official business. However, in those very limited circumstances when it becomes 

necessary to do so, the email messages covering official business sent from or received 

in a personal account must be captured and preserved in one of the Depat1ment's 

official electronic records systems. The best way for employees to ensure this is to 

forward e --mail messages from a private account to their respective State account. Private 

email accounts should not be used for classified information. 

In October 2015, the Department updated the FAM to incorporate these requirements. 89 

The responsibilities of Management Officers related to departing ernployees have not changed 

since Secretary PO\.vell's tenure; ho·wever, in 2015, the Department changed the name of the 

separation form from OF-109 to DS-109. The pertinent language in the form did not change.90 

Other Preservation Guidance: In February 2013, the Department sent an announcement to ail 

employees reminding senior officia1s that they may only take personal papers and non-record 

materia1s fofowing a review by a records officia! to ensure compliance with Federal records !aws 

and regulations.91 

In J\ugust 2013, NARA pubiished a bulletin authorizing agencies to use a "Capstone" approach 

to managing emai! records, in lieu of print and file.92 The Capstone approach al!ows for the 

automatic capture of records that shou!d be preserved as permanent from the accounts of 

officials at or near the top of an agency or an organizational subcomponent. In Septernber 2013, 
NARA published a bul!etin that stated that, "while agency employees should not generally use 

personal emai! accounts to conduct officia! agency business, there may be times when agencies 

authorize the use of personal email accounts." In these cases, "agency employees must ensure 

that all Federal records sent or received on personal email systems are captured and managed 1n 

;;
9 5 FAM 443./ (October 23, 2015). 

"
0 5 FAM 414.7 (June 19, 2015). 

91 Departrnent of State, Dep,wt;i1g Senior Olfidaf.,;;: Government Record<; and Pe;:mna! Pape;:<;, Announcement No. 
2013_02_122, February 26. 2013. 
92 NARA, Gwdance on a New Approach to Managing Erna;! Reco:ds, Bulletin No. 2013-02 (August 29, 2013). [n 2014, 
NARA. and 0MB issued guidance on managing emai!s to be used in conjunction with NAR.A's Capstone guidance. 
Memorandum for the h'eads of EYecutive Departments and Agencies and Independent Agencies: G1J1dance on 
Managing Email, M-14-16 (September 15, 2014}. 
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accordance ·,,.;ith agency recordkeeping practices."93 In 2015, NARA issued guidance on 
managing other forms of electronic messaging, including social media and texts.94 

On August 28, 2014, the Under Secretary for Management sent a memorandum to the Office of 
the Secretary, all Under Secretaries and 1\ssistant Secretaries, and a number of other offices to 

remind them of their responsibility for creating, managing, and preserving records "regardless of 
physical format or media." It noted that "records may exist in many formats, including Instant 

Messages (IM) and records on mobile devices like BlackBerrys, mobile phones, and iPads." It aiso 

included specific requirements relating to emails, including: 

• At no time during designated senior officials' tenure will their e-mail accounts be cleared, 

deleted, or wiped for any reason. 

• While senior officials may delete persona! e-mails, they should be aware t hat the 
definition of a personal e-mail is very narrow. The only e-mails that are personal are 

those that do not relate to or affect the transaction of Govermnent business. 

• l\s a general matter, to ensure a complete record of their activities, senior officials should 

not use their private e-mail accounts (e.g., Gmail) for official business. If a senior official 
uses his or· her private email account for the conduct of official business, she or he must 

ensure that records pertaining to official business that are sent from or received on such 
e-mail account are captured and maintained. The best ·way to ensure this is to forward 

incoming emaiis received on a private account to the senior official's State account and 
. h . S q~ copy outgoing messages to t ,e1r tate account. --

93 NARA, G1.1idance for agency err;,oloyees on the management of Federal records; including emat! accounts, and the 
protection of Federal record, from unauthorized removal, Bulletin No. 2013-03 (September 9, 2013). 
94 NARA, Gwdance on Managing Electronic Messages, Bulletin No. 2015-02 (July 29, 2015). 
95 The Under Secretar1 sent this same message to all Chiefs of Mission in September 2014. 14 STATE 111506 
(September 15, 2014). 
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APPENDIX B: MANAGEMENT RESPONSES 

ESP-16-03 

T:(): J:nsp~ctor General ··· Steve Lirti~ 

FROM: Transparency Coor.dfrtator.- Janic.e L Jacobi;-0< 
:,. ... ' · .......... -

·slJRJECT: OIG Jlraft Report-«Office of the S~retary; Evaluation of Email 
Re'.Gotds Mru.1agement and Cybe'.f.Secitdty Reqldtemenis (ESP-1.6-03): Responses 
t~) Rernmm.end=atio:ns• 

fo Marcb:2015,S~xretary Ke.rry-asked ~he Office of the Inspector d~ne.tal tq 
revie\¥ the D~pai:tment's.etfortsto preserve :a; :fuU ariµ c9mpfote.tet-0rd 0f 
Art.1erican fordgn _polic:,\ ar:iJ· our .protedi1.1J.~s for making that retord. a~•rulabfo to 
ti1:e Amcriciiii public. \Ve·\vekome the.Jcipportunity t,Hes,pond to:y.our report,. 
Ojj7ce. ofth<:t Secre_iary~ £valuqtion qfEmail R?lcorc,ls f..:flmagfm-en..t and 
<.)-'1Hmsecurtt,, R.e,quiremenis, the fourth installment of your review. As youi' 
reporisrec9gnize, tlirough t>tir W<>rk with youroffie\e; a~ we:ll ~$ the-Dep~rtine_nt's 
effort$ to 1n.eet Pi'e~i<len{faI .in,d D~p~itrmmt directives; \.'i•e have made great 
progress towards a bette:rpr<~e.rvtd and rnore iecc-essibkptib1lc :record. As 
den:1onstra4!<l iu the.enclosed responses and.crn;nments to .your specific 
recommendations~ the Dep-artment-.i:. 'C()mmitttxl tcn;ontinuing to imp.rove. 
Ho·wever, 1 also wim:t to ackn,..1wledge and higbfig-ht fa."i"W tar we have· already ~ome, 

For dec4.<les;:the govqcmn:i,.crith~s be¢rt w:orklng to ad..<}j>tkii'.\gstaii<liii:g 
re.cordkeepin:g Pti11cipks and rules to the ~mail-ilomin~ted modem era. The 
.Federal R~c.or<ls Act.and the Fr~dom.oflnformation A-t,i:are established piilars of 
transparent g;)Vemment, fo:itemail and ofher cmnnmnications technologies ¢reat.e 
-cl.ifficu!t:charlenges for implementation. As yQut rc_portdesc-l'ibcs, over th.,e y¢ats. 
·the Deparm:ierit has beet _goQd at 9taf'tf ng principles Qn the importance 9f 
preserving emait; hQwever, only i:ecetitly have-we, begun to match results with. our 
aspil.'aii.QtJS. The- NationaJ Arch.i:ves· . .and RecQrds Administration {NA.RA) has 
ac knowledge&thatihe entire fe-<leraf govemment~not.justthe St.~te · Dep'.u-hne1tt'­
contit1:ues-to. grapp1e wlth these chaHenges. Jrt fi1d; NAR.,<'\:has issued s01:ne o:f"lt'3c 
most refovant gu.idim~e regarding these matte.rs h1 the-last t!iree ·yea:1--s. 

Tnda.y, J ca~ att~st to the Pep.art;m_ent's gpa:l of le.ading 0-11 the.se issues lnth~ 
future, EarFe.r this year, Secretary K:erry issued a Depa.--imenbwide notice on the 
critical importance of the f 1,eedom of lnfonnath.,n Act, den1onsir·a:ting a 
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com:miti.rierit. to ti'anspar~ney at the most senior Ietel. N Sep.tern her 20 l 5, _ 
Secretary Kerry announced my appointment as the Department's 1ta..<1spar-ency 
Coc1rdinatt'\t' to ove".rsee tlie Departtnent' s efthrt.s on these. matters, At the-tune, the: 
l)e_partn1ent wmi a:keady engaged in a process to meet the P.re.skienf s A-ianaging 
Ciove_11r,,:1iem fl.ecOf'ds di~ctl\e, · inchi4ing thr<:rugh the -robust v.<ork -of our Hlecttonk 
.Re-.;ords Mari,igep:t¢nt WQr~fog-Cito.ti;p. We ,t:re b:!.l. tr~ckt:o ltl¢¢ttl:i~ beiicht,,,a.tks of 
the .President's cJrecti ve fot 2-016; fur example, yc1ir rep.ort notes t.hat the 
Department is in th<~ process ofpmcurin-:g new tedmtilngy to.man.age ~mails 
dectr.onicaliy: 

Jti. i<.kli!ion,' in: 20 l 4th~ Depatt.(nent issue<l guiiliince iin the tise of persona;l 
eniltils-h1.effecran,tidpiting latrr changes fo the Federal Records_ Act--·--·a-nd 
initil:l-ted !heDep;il't111erii's impkirn .. -n1atiQI..:Ofthe Cap.sfone program in Fibrua..ry 
20r5 to ardtive m.1tornatic.u!ly senior:ofJkia1s=' erm,ih. Over 200 offi:d-a!-s are · 
·already C<wercd by Capstone,with mote.on thewaj•. \Ve. also have already closed 
a t:1umber of the r¢com1u,cndatio1js in :ymirfhi>t tht~ re_po~s .. 

Finally, the Execul:iye S«re~aI:iai,. Bm:eau of AdmfaistNrtioh, an\1 other 
-relevant bui:eaus,have.estabtishe-d a strong ·working relationship to iinpro,te ~cords 
management. We a...-e afready catalogujng our current holdings of electronic 
~c~Lve~,-frnprnvirtg the v,ra-y w--e seitrch email recor<ls, and -~stahllshing pto~utes: 
:ti.>r $tch1vin=g t..""<:or<l.s goi11g fµi:wat<l. 

As a.result: ofthese and other eflbrts, today the-Departme.n.tis mu<:h 
.difrerently situated. than during historical periods described i:nyour report. It is 
dear fhat the D.epatt1i'1ent :could have done better at preserv-fr1g emaHs of 
B"<crewies of State e.n-dtheii's.en.lot ,St,'i:r.f going b~ck sever-a!_ a:dminhtratkms.. 
Flowtv.e1\ py ea.•1'.Y 201 s~ the Dep-artn1ent ha,~ alr:eady tak~r. irnpm:t.<4'1.t steps to 
igidres$ the,se 1&it1~s, As ripted a,bove, -µur ~le.<:tt:oriic Re.con}$ _Ma~~geni:ei1t 
Work.in~ Group w~ls .a!ready es.tablishe<l. In. additi-on., the Departmeiit had already 
received Se-..··:retary Clinton's emails and undertook to rek~ase over 30,000 ofthem 
to the public, "fhe Nati()i:laJ Afch.ives 21.ri<l Rec.-0rds A<lmi.msttatk)n concllJded that. 
our efthrt$ ~'iJ:h re$p.i¢t· to Secret:al}' ('.lintpn i¢d ter seni¢.r staff mitig$,~e&. past 
probtems, a$ Jrn:s a Jed~t,~ <listritt s;:o-un: 41 a s.cit broliglit u.tidet th\;': F¢dera1 Records 
Act . . Asyou note in-th,e report, you concur with this co.i1dusio.11. 

'the W,iy v;.•e: conduct diplomacy has: evolved si.gniflc,mtly in recent years 
frcti. a tfrne 'v<'hen. ofti;eiat cables \vm-e one o:f the pr1mary ways we conrn1nnicM.ed, 
Mq<le:t:n · tech-0~1iogy has unqucsticynabl y ·enhau-ccd o-u:t t:riission; however. there •i$ 
stiH wot~ 1.o <lo-to ~tisur:e"tf)at we ptes:erve a record of our wo.rk~ We loPk forw:;J.1·d 
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toworkillg 'Wltt! your ot'fi..ce ih the futl.lre <'in th~s~ issues, and remain-c-0m.mitted to 
fruildin_g on what '\v{' ha,ve afr~ady accotnpHshed. · 
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'lvfay 23, 2016 

UNCl,ASSJFIED 

TO: Inspe1.:tor Gem-:ral - Steve Linick 

FROM: 

SUBJECT: Draft report - "Ofhce of the Secretm-y: Evaluation of Email Records 
Management and Cybernecurity Requinmients" (ESPN 16-03 <lated May 2016) 

Thank you for the opporltmit:y ltJ comment o-.n subject draft report. On.-'!" the pm,t 
ye.ar, the Department has taken steps to improve its re<:\)rds m;.magcment prm:-.ti.ces 
and \:VC believe \:VC have made progress. However, more prs)grcs:~ can be made, and 
we are com.mitlt:.xl to reaching the Dec{.,'lnber 2016 go,tl set by NARA for email 
rek.nti<)tl ,md continue advancing sotmd records mtuwgemt~nt 

Responses to n:.x:onunt:.'\11dation:, from bureaus ,vithin the M' family folhnv bdo\V. 

Re(,ommendr1tion l : The lJurean ofAdm:inistration should 
• issue gnidanC(\ including J)<:'.riod.ic, rt~gdar notict~t\ to l)(:partnwnt ei:npk)j',X!S to 

remind them that Hie use of personal email accounts lo conduct official business 
is discouraged in most circumstances, 

• chuify and give specific examples of the types of limited cire1m1st1HJ.Ces in 
\Yhich i;uch use would be permissible, 1md 

• instruct employt'.'.es lK)W to preserve Federal records \Vhcn using petS<ll1Hl email 
a<;counts. 

l)epartmcut Respimsc: The Bureau of Administration concurs ,vith this 
.recormnendati<.m and wi.11 cm1tinue to h,:-.ue guidance on records n1<111.agement 
pnic.t..ice-s and !Xllicies, Hl1d \\iH ensure that this gui,d,'l.Jlce exphc.Wy reminds 
{;'lnployees that the use of personal emails accounts to conduct official lRisincss 
is discournged. Similar to previous recmds mm1ageme11t guidance, st1ch 
guidance will he provided to employees in \-Vriting (vin l)epmtment Notices and 
/\LDACs) and in appropriate briefings (i.e, training courses, meetings, etc.) to 
remind employees of their re::.ponsibility fcir preserving do(:utncntation of 
<)fi:kial activith:s, inclnding em(ijls. Tbe Department \Vill c()nsider (idditkn11l 
mc.uis. by which to ii1fonn empklyees <Jf records mmwge.m.mt require1nents ,md 
best prndic11:s. 
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Recommend:rtfon 2: The Bureau of Administration sh@ld m11end the Foreign 
"4(fl:1ir.s Manual. to rd1~ct the up<hle~ to Department 1-ecMdket1)ing sy~tems that 
provide alternative:, to print and file. 

Dcpi1rtme11t Resp<m~t!: We concur \dlh this n::commendMion, but please 
eel.it to read "alternatives to print and fi1e emails that are records." 

The Bureau ,1f Admin:istrntio11 b currently ·working '-\·ith the Office of the 
Transparency Coordinator to up<la:te 5 FAM. and -::huptt'T subparts related to 
Department's recordteeping/rntcntion schedules. The goal to elin1inate the 
prncticc of print and file as !he Department' s policy and practice for foe 
.retention of em1J.ils by December 31, 2016, v,hich is also the demiline by 
w'hich the Department is supposed to implement a solution to manage all 
emails. All l)ther ek~tronic doc-u1nent:'l :,hould folfow this electrmric 
.retention p.rnctke by the t;,'tld of 2019, 

Re(:ommendation 7: The Burea.n ofTnEmnation Resourc.c iv.lanagement (!RM) 
~holild 
• i:-sue regulm· notices to remind Department employees oft.be risks associated 

\Yith tbe u:,t.~ of 1Km¥Depa1.tlnt.~ntal systems; 
• provide pcri(}dic bridfogs on such risks to staff at all levels; and 
• evaluate the-cost and feasibility of conducting regular m.idits of computer 

system u.-,.ige to asctrtain tlle degree to \vhich Department ernpl()yces are 
following the la1,vs an<l policies c(mc-emjng the use of personal email accounts. 

Dcpi1rtine11t Resp<.Hl:Hi: The Department concurs w:il11 the first t\'.'O b\llld 
points of lhis rn<:Qmmtmdalion, IR.t • .f will continue to i~-ime R--gu1ar notice:, 
regarding the ri::;ks ass()6ated with the use ()f-non--J)epa.rtine:ntal sp;tems. 

Regartli.ng the third bullet, <1.uJits conducted <m :mch .:l '-Vide scale ,,vould not 
be beneficial or fe.asibk Limited use ofper.:;ona1 email is accc-ptabk under 
cummt policy um! itllow·<tbk'. under htw. 11K: Dep,u-lrnent alrt~tdy c<mduds 
c(mtimtolB monitoring to ensare the integrity of the Depmtment net.\vork.s 
and systems and in fact wa~ a govemrncnt kiadcr in this regard. State's 
Continuous Diaguo:,tics and Monitoring vvhich ii; also known as iPos{ has 
b(1en ad<)pted and nu)dit'!ed by DHS int() the new govei•;rment-wide 
Continu.ow; Diagno~-tics and Mitigation prngrnm (Cmvf), Un<ler 5 FAl\.·1 
724, th(: l:>epartm1::nt can audit an employee's nct\'.vo!'k activity or ~.vorkstittion 
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.u..w,_wh.foh :iqch;i.dcs hut tirnot limitcdfo eJed"ro1)ict.i>nHnu11ication,Tntc_mct 
a(,~cess, local disk tiles, and server fiks when there i~ sµ;,;picion that in.1p:ro~r 
_tise of g1;wero.inent ~'.quipment ha$ ()cCtl1t<;\,l. fa tldditfo1t lnl'<.mm1tior1 
Systm11s Scclli.1iy Oi.'ficets{lSSt)s) \'/orlthvi:de ure re.quired Ll) r~view 
systitns tind sccurily lo~s dn a rc~ulurbm;is. 

Rcg,irding t:he first bullet j~oirit, tlic Bu:g:au oflnfonnutl:1m Rcso1u·c1;~ 
Mmia:gemeni: continues lo issue 11otk:es ,md prnvkle biieting.~ 0111:isks 
assodf!_ted '"'ith the us~ Qf no11,.J:)epartme1tt1.1l systtrns. For e_xample: 
.- Mahdatofy PS 800 Cyher Sectlrity A tvan."'ness Tfai.itiug cotli:se 
• lnforrnatinnul links 

c 1·••-ini· //•il.l'''W~''" ,j · st,1t,, -:-ibu,'f'iSfS1 i('Sf-i· ,.,y,,;·tx)"<·,d/('i"lite'·•t/l:•'tl't'l'~ ·r •fil~ ..... ,:-..... ~.~~: ..... :$..~~.:¼_ ..• :i:1;,:-!-::.., ••. ; •.•. ~~::..2•.···!-:...•&:~_.! ... , ... ~~~--~~~-..-..:.:....,..~X-... ·~ •. M ...... .;:1!.2.~-&.&o!. 

-~px:;for c:mail, ():f 
<> bric kvt.~Lhigher for other tn1esbf a~\-arericss info-.tmatfon 

• . l)eparl.ment Notices (recent) 
o 20-J6J)J_I28 Glo"bal Cyber F<.ircign Policy 'l)--ai:ning Vv\Irkshop 91J 

April 25~29, 2016 _ 
o 20.16 02 03SRGviscdl.2FAM.620a:n<.lNe'w 12 FAH.:-10 

(Unc~i;i:,'ilted C:yb.,>\'Secutity. Policies) are p11hlished 
o 2015 _11 _ 063. Octohll.r \VaSNati<:mal Cybi:'.i· Settu·.it? AW.:1rene$S 

l'vfonth 
. .- n Cnsto.mer ServkeBi:tlfotins (e.g., 7/30/15)a:nd itl~-<.) Ini:onnatfon 

. A1mou1\cemc-:nts-011. 
hHp/!i\·m.ni,stuti.i>fai/site~fopdCSO/rJ:'-SC/defa:ultusbx,_ 

• DS Cvhcn:ecuritv k.vareness ln Ca.~eYou1vrissed It . . -: . .·'. . ...~ . . . 

• · 0yber ~eurity A\vareness mo:n:th - PcWb1;'-! 
• Tipitof the!)ay 

o Tips ofth~ D1.,y itnd St.iteNet a:dvertiscn1et)t \in PY0Aidit1g-S'J3!..J 
Di-ifa·fil,i th.:i (kpq;:'hnent ~lr;,i Pt·ote(~ting·,F,w.-r<mq{ 1(m;1/l ;,ikcm m ts. 

:• Faet Sheet 9P Az~tiNUtt<t l}N~Yfn,;~l,;l.:'tni.~i/ )k,;,;tRm{:s 
• . F~fot Sheet ()ti Jfo~t' friHm·id.fo 8'thpicfot~S Bttia.iI (includi1i_g p~rs<mal 

etmiil) · · · 
.- Fi:tct Sl1edt,()t1}ittmil (%:fiitiy 
~- Peri-,orn.d EnfoH 8\-0utltv- Bcis.t 1¥iittiN:~ g1;1 idt~ 
• Ffo-\',' ki Ri.1wrt Si.Jspici6us.·l\ikis~{1g~s.iAd1vi.tvzin V.✓&hmtlil Aet(itir~ts_ 

gui<l~ 
.- .Notei, hlflst c1t1aiis ◊i:1 Fer:it~ntil HinaH Ad.dref,$es. Piii:s<"inal f:tnaiJ 

_ R(iih:intk•r;JlWW t-i.i .Hi.utdfo.:f:fostHi.~h:itiK famdt _ Si-ti1d1iig. SHU {).\~t\f the 
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Jn:temet Cfo:ud-Con1p11tfog,, Gk1ud Seci:n.it·,,;, J>n:ife.ctin~ OpenNd \Vh.-e<n 
J\,;,-c~'Ssinu Persomtl. Enwcil j\cc.,.:ninls _ 

• Awareiws;~ 1'.hi!ieiin on l\~rnt11i~1l Email Acc~1u11l:s1itd ()nt<tf Offit1) . 
A,1\ .. -:ssag:& 

• E!ti:!Ku1i-11Ftrlfill.Gtlt( ~l~\(Guiail, Jfotn1ail, -Yfiho1\ Ontfook) 
• lufQr.rnat.io1i SyskJlW Seccurity Otl1cer (LSSO) tiok;;Based Trni11ing--· 

.1nand1:ifo.ry i'or lSSOs 
• A¥ 1 (XJF<.irdg11 S-e1'vioo Gene-:n:1list t)k1:fa - · gene:tal o,ie-tvfow· 
• Utl\1 Tradccraft 

q YWJ 19 ~ lRM 'rradcci'al't i:(~1' ihc T:nfbnna(jon · Teclmofogy 
tvlai1ag-et 

o YW387 - Information ResoifrccsManagc.ment TradccraJt 
• Dipl<>ruatic $ecurily Trninin_g Cenk·.r (DSTC.} i:;_qmmmy: 

¢ .h~r f'Y 20l 5 D$TC ct,t1ductcd 80 cotn:se se;:;sion_s in dlfforc.nt 
cyber:-ec:urily area:, (indttding those i'or JSSds) - -

o Fol' FY-2016; DSTC h~is.scheduled 81 different cybersectu-ity 
(:O:UfSCS 

• /\lnbasszalot/PO .:md J)CM semh)afs --·(Wt'J:Vietv 

We' \:Vil! tc\'Je\.-V \\:h.¢thti' the m11tt.'lial fa theile :tlqiic-e,-, Imd eou~s ne_eds to be 
updated i:1r -expanded, 

Rcconl.menQation 8: The Din.<ctor GciforaJ. of foe Foreign Service und Director (il' 
HurtmnResom:cesshmtld umerid theEr,)t'e(!{nAlJ2Hrs Afamwl toprovide for 
adtni:ni strntivc pemi lties t<)fc DGpartment emplt)yces. whi., (1) fail to _com ply \ViUJ 

rC):.ordkeepjng laws m1d rcgufotions or (:2) fail to comply with the requ:ir1;,-1nenttha.t 
()t1l.y irunwsriiedinf<=.1tu1,\ti(ln "S;_\-'~1¢IiH,· &.re t() hc1:iscd 1:0 c<..1n<ltic1 day-to-d".ti.y 
f>perali(ltis. The i1rt1ci1d11ic11t :_;.hic1tild.incltl.dc c~pllcif51.cp:reitipfoyecs 1:1h<l1:il<l.thkt, if 
a reas()nablc s1igi}foic111 e~isl s that di)ct1111:ei1Js. nJ:e nt1tlfot.ng· preser\..;e.;i app:r{~priatel t, 
inpl\1<fo_ig ,1 _ ~min4~r !ha~. th:i,i Of6ce pf Inspeqt.or Gencralhiisjuri~licti~)n tt) . 
itwe::;tigutc-and· rofr,~- ·lo·-~ppr<1piit1(e. autho1:iti~I$ sµ:-,rK~Jed vioJationspf rni,:o(cl~ 
prq~"lYP:tiim requfr~m~nts, 

O~ptll't1hcn.t Res pun sc: Th.t~ Dct}artnier1t .d.Hicttrs \\:ith this-re-ct>mrh.etidti.tk)ri 
titid. wiJJ. iil:lJJl~m(.".llt it•i)y:ro\1sing,.1:b11o,.ving· any· apprpprii1tCcconsuhat'ipn 
'Nith the ttnig11s;thc 1-ist!; 61' di;,ci\}Jiqhr~· oft\i11sQs ,x1cntaif11:.~ atJ FAN14:,7"1 
a.lld 4542 t() · in~h:1de .explkit:ly violations i)fla,,,~, reg'1.ltitt·6tis.:an:d. di:r~tives 
r_cgm:di:ng ~cqrds _ mtu:uigGm~nt, .irn,iJtid.ing p.1~-sc.rvitti:Qn,. VV pl't\'Nn!, .. i➔n¢h 
nffo:t1,;e:;1 \,'t>uld fall it.1.fo geMi:iil ~f1t11h~~tll provisions co11fained h1 ihidi HsL) 
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With respect i-r, lhc sec<.md sentence of H.ec<.)1mne-ndation 8, ~s part of its 
continuing issrmn.:..--e of rec<):n:ls guidance, the Bureau of Administration,. in 
coordination with the 'Bureau of Flu.man Re~ource"-, wiH include guidance on 
hl>W and ,vht~1c to rui:;e rcc.or<ls ma:uage.ment cone.e1ns, Such gui<l;.w<:.c will 
remind einpl()yees of th~~ jnrisdi.ctfon of thi~ Of.Hee ()f Inspector General, 
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TO: 

FROM: 

SUBJE·CT; 
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May 16~2016 

Steve Linick, ln .. ~n."',dor Genenil (~· ·:. ..,..-,,, 
l'- \ ~ - . ~ -· 

,fos~ph R ~1aynl@.lliS, Executive $eri~~ ;, .· · .... .,; .• 

Respo1~seto Dtatf◊IG Reviev,, of:E~~~rds.Tu-·fanageme:nt 
&o.<l ('.yl'>¢r$.e"Ct1rify Reqitirements h1vnfv.ingihe·ot'fi~xrofthc 
-Secrefaty 

The Executive Secreta/i.1t thank.s the ()10 for th:e o.ppptti.niityto t'espotid t;:nhis 
f¢Vi¢V',, The Setret.,ri-_rt.values :ili.e OlG's study -0feleet1'on:ie te0oid~.m'.ana:gem~nt -
ca,Dep;m1i1e.11t-v;,_ide cb.al!:enge that we ,vilt contihue to address. The SectetaNat has 
the fo11()Wi:iig specific re_sponses to ·th~ recon1itieni.lati:oi.ts contained in ·fre .re.part. 

Recomme:n{fatioti.3: Th.e-Ot11ce of the S~c:ret.'liy;"E:ite¢t.tt!v~ Secretadat, .shtrnfd 
v'<'ork with tht~ Office o:f fofoomitfon Progrmn-s ai1d S:er:vkefto <;-011<l(1cd ru~ 
in.•/em,o,-y of:$11 electr(mfo a.1.d hard,copy tiles in its custody and e\iajtiafe. t:hehi to 
detei:n:ifue-\vhiqhfiies ~hould be ttans.fei-rea to the-Offi.i;e o flnformatku1 'Progi:ams 
an<l .SetvictS· fo:~CCQrqan¢.e With r¢~P:t4s µi~pqsili.011 scht?qu~es or Department email 
preservation reqi.1itehteiits • 

. DcpartmenfResponse: The.Execufrve Seeretari:c·,t.agrees•with this 
recortirnendaiJon <1116 nptes that-the inv.entoi:y ofek:ctronic and hHtcd c;Opy 
fl!e~ ha<s be.cnongoing~irtye Jai:)ll,~ 2016. the .Ex€cutiveSecretothitagrees 
this is. ar1 hnpott&it ahg necess~ty proj'ect 

.Recommcnda.t~o~ 4': The Office: 6fthe S.~ctet.atY.~ ~x¢;;Jttiv~ S~tr-etati.1.tt.; should 
work V;,ifh.the Office of Infonna,tioii Pr6grarti.s WJd Servlces t0:adoptpolicfosruid 
pto<:R<.hltes to es1sure c-0mpliance byall empJ~yees wifuhi }ts purr.it\ i-v, hi~lµdi:ni?; 
t}te SecretatY, With r~$. rmmagement.requkements.. These policies shollid · 
cov.r;t the retireni#11t, of're¢µr9s"i":ti accoroance·with records disposition schedules, 
· preservation of ~mail. an.~ o'thci· pl¢'-:tron:k tecords of deti~1iit1g o,ffkfals, and. ·· 
fra:foingt ofempl-dy~~s -i:n theµ: tecl)ids presefvatiqn r~sp.o~stbU1des. 
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Dcpartmen-t Re.~1}01Jse: 111e Executive Secreta..'1at str:ong!y a:grees with_ the· 
or<.}recommendatlotl that it ih<)(lld \.-VQtkGfosdy with the Ofnce-of 
Infonnati:on ·_J'rogran'is and Set\•i~e:s t-Q fo!ly imp1e:rnl:lnt polici.es. and 
procedures to inipto'v~ ~◊tri:pHance with rect)i;ds q'lflrta:ger1ent 
responsib-iliti:es; ln-elu_ding the· r.ctitemei1t _of r?coidif fo acct>:r4~Ki.e. ·v..iith 

· records disoosHion schedules, mes.ervation of eu-aiil and other eledfonk 
records. of departing ot11dalst ill"itl thii:ning of en-rploye~..s on thdr record.-. 
pres¢.fv~tion i'Gsp~m:sibiliWis, The E:x~cntive ~rotas·1at.stafi'is comm.itte.dto 
c0.or.diri-.atin.g dose}~; ~-ith th~ Qffi~e of Intol>ntati~1ij P.rtJ_grams and ~rVkes 
to-provide updated ~uidance and trai.m11g to sill .staff 

Recommendation ~: The Office Mthe Secretary, Executive Secretariat, .s.houl:cl 
~ork v.~tl!fth.e ()ffic~_ofJnfotn'l'ati9n P.togra:~s ai;dServices t<).ertsure thataH 
departkg.,offidaJs v.•i:thin its pu,tvlew, in~lmfo:ig;·we Se¢I:ctlicyof'.State;. .sign.ft 
separ:ation•fon-n (DS:., J 09}.ce.;tifyi11g that they"lfov~ ScUfl'.erid:ete.ci.4U f ede.rnJ record~ 
and dassHi.ed ,ot administmt.1:vdy eontroU ed documents" In additkm; st:aff sb<iuld. 
e:nsm:e that all l:nct)rtt1ng o:fu.cklls \vlliiln its purviewt including the. Secretary, 
cl$(irJy mipifrstiincl'their rec9rds p.t'esen'a1fo:1 a11d teientkmtes.ponsihHhies,_ 
fo{,~!.u<ling.~(.l¢-0:.rt:lli: e◊11ta1te4 oi) pets<;ii\~:i ~rtiaH-accourr.t$ .. 

Depadm:ent Respo.nsec:0 The .Executive Secr.etadat agtees \\•1th· the OJG 
recomtQ.ei1dati ()U tfrat it ~hould e:r1sur-e ,ill deparHng ntl1dals within its 
buzyi¢\y, irtdµding ~e s~cret-afy o.f $tate. s_ign ~. s~pri,rstiori. agreeirt-ent fot,11 
(r>S~l 09)., and thiit all .it◊on1lt1g stafit\:1-early r1n.detstan4 µid:n.:e1.x.irds 
preserv,ition and ret-e11ti:011 l'e~ponsibiritje$, Th~ Eke¢trtiv~ S¢~l~t}i,ilat is 
instituting a-process whereby employees' co-ir1pleted DS--109. fiirn\s: are 
pia;ced in thek pennanent· e1ectrcmicper:fotn1a:nce fl ks {eOl>F} to ens.ure they 
easily itc-ce~s.ible. 
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JiNCLA$.$1FlED 

TO: mspccto:rGeneral - Steve·Lirfrck 

Tr.inspar~m;y Coordinator:... Janice L. ):acob~/\'1C 
V \ .:" 

St!BJECT; I)raft re-port··· "Office ofthe Secretary: Evaluation ofEmailRecords 
l\fahagetne.nt tind Cy!ier:sect1rit)'Re.r.WfremifriJs11 (.ES.P~16-03 dated May 20i6) 

Thank yoli tct the opportun'ity to ~om:ttient.on subject {trail report, which inql'!Jdes 
·the foHO\,Ving :recomL.'1endation: 

''the D~µllrtinent's T:ranspai'en.cy CoordinaiQr ;iho~d work with the Office of 
!tiform$tion Prog:;;am:s and Se.rvit~Sc to.<lc,~elop a.quality ~sl,"\ra:n,i;e"pl£i:n to promptly 
identify ,md address Dep:mtment-,vid~ vulne.rab:iliti.es in the r~otds preservation 
· process, .. foctudfoglack of oversig!1f arid the bri>ad irmcces.idbifay of ~!ec:ttonic 
. rocortls," 

I concur and am happy to <;omply wil;h your. re.coimnend~tion · as part ofiny· 
c.ontinu.ing efl:od:s;, in coord!naHon w.ith the ()ffi~c cf fofortnati:on Progt'.<Utl~ and. 
Servic.es (t.\/GI$.11PS) and.the Executive.S-e~rdariat (S!ES), t.o impmve overaH 
g-o~-ei::nan.c~ of the .Oeparti.nent' s fafo1:mation •·' how it is capture<!, stored, shared, 
dispo.~e-d.Qf; a.ry<lijtchived as. appropriate. Your f41(fit1gs will help i.nfotm the5>--e 
efforts. The repqrfs foi:u$ on: ei:ti$"il rec~rds ispi¼rtictt1arly rdevant given that till 
fe:dcrai agencies have bee1t directed by the White B.ouso a.'1tl tJ!e Natio:i1a] An~hive$ 
·and Recor.ds Acimrnistration (NARA)t<i rrn,nage all emtiil records iii a..<s electronic· 

fqt'i:natby Dei.~ember 31 of!}iis y~ar.. Depaitment progress towards this goa! is wdl · 

underway With n'.leas1:n:~s eith¢r ~Hre<)<ij.i.il. pfoce. o.r·Qn the hori:;,:on. The .Capstone 
program rnenti_one<l in yourr.efl()rt, :wl1erebytht-: emaiH ofde$igt1ateJ setiior 

of'fic.iais are ail captured and te.tained permanently, !fl on~ s.t~ch .sfep alit adytaken. 
by-the Dc_partme11L 

UNCLASSIFIED 

- 5 
FBI ( u~::.cv-154 )-6524 



Obtained via FOIA by Judicial Watch, Inc.

ESP-16-03 

UNCLASSIFIED 

By Dec-emb.<..--r 2019; ali pen:mment dectr.oni.c records in.federal agencies. must be 
rnanaged. cketrN;tk1~1y to the Jb..11,est .e:xtetitpo~sibfe; This wm be a ·nvge 
·undertaking _reqµinng a'g~}vcrmi.nce structure for all forms of info_t_mation created 
-ot r~eived. by the D~_partment, -The Departm~qt is conunitted w gettirtg ~hi:s right 
to help assme a 21 ,,t century enterprise--wide·infonnation managementsystem that 
-advances the I~parimenfs goals of.increased efficiency, transparency and 
.'!C,i::O\ri;itilbHhy. We ,tm not SUyC~~d with<ll..it Jufl}d~nt metrics, q.uaiily controls, 
and general 9v~rsig.ht of the $)'$ten~ w~ c~ate. Ttli s is. why the qua ilty asS.utaili:e 
·p1an yoii've:tecotnt.temfod is.so.impo$nt. 

A$. l i:n.Me fo~l'd, 1 reinain nHndfoJ ofSedetmy Ketty's strong co.mmitment to 
:impi::nvihg- t.¾e Depmu1_em.' ~ re¢q_rd$.1nanagt;i;ne11t and transparency. S)'ste::mi in. 
.o:rder to preserve t¾e record-0fti_,S. fote-ign polfoy and t~~ ~hare th:ar s.t<>rY vhih the 
·widerpubHc. 
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ABBREVIATIONS 

A 

AIS 

C.F.R. 

CIO 

CSIP 

CTAD 

D-MR 

DCIO 

Bureau of Administration 

Automated Information System 

Code of Federal Regulations 

Chief Information Officer 

Cyber Security Incident Program 

Cyber Threat Analysis Division 

Deputy Secretary for Management and Resources 

Deputy Chief Information Officer 

Department Department of State 

DIN 

DS 

ERtvlWG 

F/\H 

FAM 

FIPS 

FISMA 

FOIA 

GAO 

INR 

IPS 

IRM 

ISP 

ESP-16-03 

Dedicated Internet Network 

Bureau of Diplomatic Security 

Electronic Records Managernent \Norking Group 

Foreign Affairs Handbook 

Foreign Affairs Manual 

Federal Information Processing Standards 

Federai Information Security Management Act 

Freedom of Inforrnak;n Act 

Government Accountability Office 

Bureau of Inteliigence and Research 

Office of Information Programs and Services 

Bureau of Information Resource Management 

Internet ser✓ice provider 

UNCLASSIFIED 
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IT CCB 

L 

M 

NARA 

NIST 

N0F0RN 

0MB 

PD/\ 

.pst 

s 

S/ES 

S/ES-EX 

S/ES-IRM 

SAO 

SBU 

SMART 

ESP-16-03 
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Information Technology Change Control Board 

Office of the Legal Adviser 

Under Secretary for Management 

National Archives and Records Administration 

National Institute of Standards and Technology 

not releasable to foreign nationals 

Office of Inspector General 

Office of Management and Budget 

personal digital assistant 

Personal Storage Table (Microsoft Outlook file format) 

Office of the Secretary 

Office of the Secretary, Executive Secretariat 

Office of the Executive Director, S/ES 

Office of Information Resources Management, S/ES 

Senior Agency Officia l 

sensitive but unclassified 

State Messaging and Archive Retrievai Toolset 
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OIG TEAM MEMBERS 

Jennifer L. Costello; Tean1 Leader, Office of Evaluations and Special Projects 
David Z. Seide, Team Leader, Office of Evaluations and Special Projects 
jeffrey McDermott, Office of Eva1uations and Special Projects 
Robert Lovely, Office of Evaluations and Specia1 Projects 

Michael Bosserdet, Office of Inspections 

Brett Fegley, Office of Inspections 
Kristene McMinn, Office of Inspections 
Timothy \IVilliams, Office of Inspections 

Aaron Leonard, Office ot Audits 
Phillip RopeHa, Office of Audits 

Kelly Minghella, Office of Investigations 

Eric Myers, Office of Investigations 

ESP--16-03 
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HELP FIGHT 
FRAUD. WASTE. ABUSE. 

1-800-409-9926 
OIG.state.gov /HOT UN E 

If you fear reprisal, contact the 
OIG Whistiebiower Ombudsman to learn more about your rights: 

OIGWPEAOmbuds@state.gov 

oig.state.gov 

Office of Inspector General • U.S. Department of State• P.O. Box 9778 • Arlington, VA 22219 
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Fta;lri:­

S,~".'t~ 
To: 

C~: 

:subject:: 

. .. . : · , . . .· . 

page! ~l~~-c::JP?fJ:(FBHf~~ffa, Jot1p~1a_n ½~JC:Q) {Ff!!} I loGC}{Feff .. . . . . . . ---.. 
. RE::-ob-visiHo·the:hubWe 

l thinkth:at :sh&y!i:t \~rk. -Jofi a.riq_! have a ? ~tit !'in 0~rt~iri :~n9\rc 'l,\~l l ;,.v~ntfo·go :~#~"r 5 rt1itlliJ"?~ of 
COFl\/0 an&the- subseque~t io mhwtes of:.a\.vkwarni-silence •. ; .. - - - -

~ot h~ he 6ut$ti'1n~d. b~0 th f'!:t.:oo,fort oogs,-A:iiily wo_uld !*e to·'.<t'is'lt th~·:wan\ tq·ih~nkth~info(~!l t:h~kh~rcl 
\-~{Qfk, B:ased ordifafaj~nd\h-,. do. yoti thHikthaft;30..qn ciext \'.\te.dnesday {JtHie 1J°\vouid .work? ~etme khow. 
Thanks~ 
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Fta;lri:­

S,~".'t~ 
To: 

-Su.bjet.t.: 

· ;$ttip~~ Pet~f P, _ { GDl A FB.l} 

:SJt¥ttj;'.iy; -M~y28/ g~'1&),$5)lAM.· 

r:a.,e: p~~-:C:: l9?c:l:ff8.:11 
F~'t H\!'d: 

~i.~~•-:~~:::f;;; ~~;fu~:-~~~~i~t~·1_~s7AM·• 
Ti?: $bzof fle;terP, {C.b) (FBl} 
~~~t: Fv.i4r 

Th~ mcrmng'imt~~e,y was :arutdi!Tu,~, ·as. the_ ~~!tb\~lee w~sptie'fJy, but::it'<tvart:lme o..ver~:. Ni:i~g: 
pariiiutkJi~ n6t~-i.ycirth.r1-:,;as_leajied..b#t-,~;~,~-•~~iiieiss:i1~ ;~:th~:~f~Iu~~~y; as-it\,~:-like'fy·­
hets--0111e otNnter-estfrom au afrnospl1eiics-~¾l·edive, 
Thanks, Bill ..... ··· ·.: ·::· •, 
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