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MR. WILLIAM F MARSHALL
JUDICIAL WATCH

SUITE 800

425 THIRD STREET, SOUTHWEST
WASHINGTON, DC 20024

FOIPA Request No.: 1391365-000

Civil Action No.: 18-cv-154

Subject: Communications between Peter Strzok and
Lisa Page (February 1, 2015 — Present)

Dear Mr. Marshall:

The enclosed documents were reviewed under the Freedom of Information Act (FOIA), Title 5, United States
Code, Section 552. Below you will find check boxes under the appropriate statue headings with indicate the types
of exemptions asserted to protect information which is exempt from disclosure. The appropriate exemptions are
noted on the enclosed pages next to redacted information. In addition, a deleted page information sheet was
inserted to indicate where pages were withheld entirely and identify which exemptions were applied. The checked
exemption boxes used to withhold information are further explained in the enclosed Explanation of Exemptions.
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500 pages of potentially responsive records were reviewed.
139 pages are being released in whole or in part.
26 pages are being withheld in full per exemptions.
219 pages are being withheld duplicate.
86 pages are being withheld referral/consult.
30 pages were determined to be non-records/non-responsive to the FOIA request.

Below you will also find additional informational paragraphs about your request. Where applicable, check
boxes are used to provide you with more information about the processing of your request. Please read each item
carefully.

v Document(s) were located which originated with, or contained information concerning, other
Government Agency (ies) [OGA].

| This information has been referred to the OGA(s) for review and direct response to you.
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v We are consulting with another agency. The FBI will correspond with you regarding this information
when the consultation is completed.

-

In accordance with standard FBI practice and pursuant to FOIA exemption (b)(7)(E) and Privacy Act
exemption (j)(2) [5 U.S.C. 8 552/552a (b)(7)(E)/(j)(2)], this response neither confirms nor denies the
existence of your subject's name on any watch lists.

For your information, Congress excluded three discrete categories of law enforcement and national security
records from the requirements of the Freedom of Information Act (FOIA). See 5 U.S. C. § 552(c) (2006 & Supp. IV
(2010). This response is limited to those records subject to the requirements of the FOIA. This is a standard
notification that is given to all our requesters and should not be taken as an indication that excluded records do, or do
not, exist. Enclosed for your information is a copy of the Explanation of Exemptions.

If you are not satisfied with the Federal Bureau of Investigation’s determination in response to this request,
you may administratively appeal by writing to the Director, Office of Information Policy (OIP), United States
Department of Justice, 441 G Street, NW, 6th Floor, Washington, D.C. 20530, or you may submit an appeal through
OIP's FOIA STAR portal by creating an account following the instructions on OIP’s website:
https://www.justice.gov/oip/submit-and-track-request-or-appeal. Your appeal must be postmarked or electronically
transmitted within ninety (90) days of the date of my response to your request. If you submit your appeal by mail,
both the letter and the envelope should be clearly marked "Freedom of Information Act Appeal." Please cite the
FOIPA Request Number assigned to your request so it may be easily identified.

You may seek dispute resolution services by contacting the Office of Government Information Services
(OGIS). The contact information for OGIS is as follows: Office of Government Information Services, National
Archives and Records Administration, 8601 Adelphi Road-OGIS, College Park, Maryland 20740-6001, e-mail at
ogis@nara.gov; telephone at 202-741-5770; toll free at 1-877-684-6448; or facsimile at 202-741-5769. Alternatively,
you may contact the FBI's FOIA Public Liaison by emailing foipaqguestions@fbi.gov. If you submit your dispute
resolution correspondence by email, the subject heading should clearly state “Dispute Resolution Services.” Please
also cite the FOIPA Request Number assigned to your request so it may be easily identified.

Please direct any further inquiries about this case to the Assistant United States Attorney representing the
Government in this matter. Please use the FOIPA Request Number and/or Civil Action Number in all
correspondence or inquiries concerning your request.

You may direct any further inquiries to the attorney representing the Government in this matter.

See additional information which follows.

Sincerely,

Dbl

David M. Hardy

Section Chief

Record/Information
Dissemination Section

Information Management Division

Enclosure(s)

In response to your Freedom of Information Act (FOIA) request, enclosed is a processed copy of Bates
Stamped documents, FBI(18-cv-154)-9536 through FBI(18-cv-154)-10035. The enclosed documents represent the
twenty-first interim release of information responsive to your request.

The FBI conducted email searches for any email communication between Peter Strzok and Lisa Page.
This search located both official government records and non-record personal communications between these two
individuals.


https://www.justice.gov/oip/submit-and-track-request-or-appeal
mailto:foipaquestions@ic.fbi.gov
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The FBI reviewed 500 pages of these emails. While conducting this review, the FBI individually analyzed
the emails to determine whether they pertained to official government business constituting records under the FOIA
or whether they consisted of purely personal communications between the two individuals. As a result of the FBI’s
review, it determined 30 pages were non-record, personal communications not subject to the FOIA; and 470 pages
consisted of responsive FBI records.

As previously indicated, document(s) were located which originated with, or contained information
concerning another agency (ies). We are consulting with the other agency (ies) and are awaiting their response. Our
office has processed all other information currently in our possession. The FBI will correspond with you regarding
those documents when the consultation is completed.

To minimize costs to both you and the FBI, duplicate copies of the same document were not processed.
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign
policy and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the matters
be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding or refers
to particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with
the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records or
information ( A) could reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of a right to a fair
trial or an impartial adjudication, ( C ) could reasonably be expected to constitute an unwarranted invasion of personal privacy, ( D) could
reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any private
institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law
enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence
investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law enforcement
investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could
reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or physical safety of any
individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce crime
or apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign policy,
for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or privilege
under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity would be
held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant to
the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;

investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished
information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service he
release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.
FBI/DOJ
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FEDERAL BUREAU OF INVESTIGATION
FREEDOM OF INFORMATION ACT (FOIA)

DELETED PAGE INFORMATION SHEET
FOIA Request No.:1391365-000 Civil

Action No.:

18-cv-154

Total Withheld Page(s) = 361

Bates Page Reference

Reason for Withholding

154)-9731

(i.e., exemptions with coded
rationale, duplicate, sealed by
order of court, etc.)
FBI (18-cv-154)-9537 thru FBI (18-cv- _ . . . _
154) -9539 b5-1, 3; b6-1; b7C-1; b7E-6
FBI (18-cv-154)-9540 thru FBI(18-cv- Duplicate to FBI(18-cv-154)-3194
154)-9544 thru FBI (18-cv-154)-3198
FBI (18-cv-154)-9545 thru FBI (18-cv-
154)-9549 Referral/Consult
Other - Non-records/Non-responsive
FBI (18-cv-154)-9558 to the FOIA request
FBI (18-cv-154)-9559 thru FBI (18-cv- Duplicate to FBI (18-cv-154)-3215
154)-9561 thru FBI(18-cv-154)-3218
Other - Non-records/Non-responsive
FBI (18-cv=-154)-9562 to the FOIA request
FBI (18-cv-154)-9563 thru FBI (18-cv-
154)-9574 Referral/Consult
Other - Non-records/Non-responsive
FBI (18-cv=154) =9577 to the FOIA request
FBI (18-cv-154)-9578 thru FBI (18-cv- Duplicate to FBI (18-cv-154)-3244
154)-9583 thru FBI (18-cv-154)-3247
FBI (18-cv-154)-9584 thru FBI (18-cv-
154)-9587 Referral/Consult
FBI (18-cv-154)-9588 thru FBI(18-cv- Duplicate to FBI (18-cv-154)-3244
154)-9591 thru FBI (18-cv-154)-3247
Other - Non-records/Non-responsive
FBI (18-cv=-154)-9592 to the FOIA request
FBI (18-cv-154)-9593 Duplicate to FBI (18-cv-154)-3248
Other - Non-records/Non-responsive
FBI (18-cv=154)-9594 to the FOIA request
FBI (18-cv-154)-9598 thru FBI (18-cv-
154) -9605 Referral/Consult
FBI (18-cv-154)-9607 Duplicate to FBI(18-cv-154)-9606
FBI (18-cv-154)-9608 thru FBI(18-cv-
154)-9639 Referral/Consult
FBI(18-cv-154)-9640 thru FBI(18-cv- Duplicate to FBI (18-cv-154)-9608
154)-9671 thru FBI (18-cv-154)-9639
Other - Non-records/Non-responsive
FBI (18-cv=154)-9672 to the FOIA request
FBI (18-cv-154)-9673 thru FBI (18-cv-
154)-9695 Referral/Consult
FBI(18-cv-154)-9696 thru FBI(18-cv- Duplicate to FBI(18-cv-154)-9673
154)-9718 thru FBI(18-cv-154)-9695
Other - Non-records/Non-responsive
FBI (18-cv=-154) -9729 to the FOIA request
FBI (18-cv-154)-9730 thru FBI(18-cv- Duplicate to FBI(18-cv-154)-3271

thru FBI (18-cv-154)-3272

FBI (18-cv-154)-9733

Other - Non-records/Non-responsive
to the FOIA request
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FBI (18-cv-154)-9773 thru FBI(18-cv-

154)-9811

Duplicate to FBI(18-cv-154)-9734
thru FBI (18-cv-154)-9772

FBI (18-cv-154)-9812

Duplicate to FBI(18-cv-154)-3273

FBI (18-cv-154)-9814

Other - Non-records/Non-responsive
to the FOIA request

FBI (18-cv-154)-9816

Duplicate to FBI(18-cv-154)-3274
thru FBI (18-cv-154)-3275

FBI (18-cv-154)-9818

b5-1

FBI (18-cv-154)-9820 thru FBI(18-cv- Other - Non-records/Non-responsive
154)-9822 to the FOIA request

Other - Non-records/Non-responsive
FBI (18-cv-154)-9828 to the FOIA request
FBI (18-cv-154)-9830 thru FBI(18-cv- Other - Non-records/Non-responsive
154)-9833 to the FOIA request
FBI (18-cv-154)-9834 thru FBI(18-cv- Duplicate to FBI(18-cv-154)-3279
154)-9844 thru FBI (18-cv-154)-3289
FBI (18-cv-154)-9845 thru FBI (18-cv- Duplicate to FBI (18-cv-154)-9890
154)-9878 thru FBI(18-cv-154)-9923
FBI (18-cv-154)-9879 thru FBI(18-cv- Duplicate to FBI(18-cv-154)-3279
154)-9889 thru FBI (18-cv-154)-3289
FBI (18-cv-154)-9890 thru FBI (18-cv- b5_1
154)-9894
FBI (18-cv-154)-9908 thru FBI(18-cv- . _
154)-9923 b5-1; bT7E-7

Other - Non-records/Non-responsive
FBI (18-cv=-154) -9925 to the FOIA request
FBI (18-cv-154)-9927 thru FBI(18-cv- Other - Non-records/Non-responsive
154)-9928 to the FOIA request
FBI (18-cv-154)-9932 thru FBI(18-cv- Other - Non-records/Non-responsive
154)-9934 to the FOIA request
FBI(18-cv-154)-9950 thru FBI(18-cv- Duplicate to FBI(18-cv-154)-9935
154)-9964 thru FBI (18-cv-154)-9949
FBI (18-cv-154)-9966 thru FBI(18-cv- Duplicate to FBI(18-cv-154)-9936
154)-9979 thru FBI (18-cv-154)-9949
FBI(18-cv-154)-9980 thru FBI(18-cv- Duplicate to FBI(18-cv-154)-3310
154)-9981 thru FBI (18-cv-154)-3311

Other - Non-records/Non-responsive
FBI (18-cv-154)-9982 to the FOIA request
FBI(18-cv-154)-9986 thru FBI(18-cv- Duplicate to FBI(18-cv-154)-3115
154)-9987 thru FBI (18-cv-154)-3116

Other - Non-records/Non-responsive
FBI (18-cv-154)-9991 to the FOIA request

Other - Non-records/Non-responsive
FBI (18-cv-154)-9997 to the FOIA request
FBI (18-cv-154)-10000 thru FBI(18-cv-| Duplicate to FBI (18-cv-154)-3327
154)-10001 thru FBI (18-cv-154)-3328

Other - Non-records/Non-responsive
FBI (18-cv-154)-10002 to the FOIA request
FBI (18-cv-154)-10003 thru FBI(18-cv-
154)-10004 Referral/Consult
FBI (18-cv-154)-10005 thru FBI(18-cv-| Other - Non-records/Non-responsive
154)-10006 to the FOIA request
FBI(18-cv-154)-10007 Duplicate to FBI(18-cv-154)-10008
FBI (18-cv-154)-10013 Duplicate to FBI(18-cv-154)-10014

Other - Non-records/Non-responsive
FBI (18-cv-154)-10015 to the FOIA request
FBI (18-cv-154)-10017 thru FBI(18-cv-

154)-10018

Duplicate to FBI (18-cv-154)-3339
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FBI (18-cv-154)-10024 thru FBI(18-cv-
154)-10025

Duplicate to FBI(18-cv-154)-3359
thru FBI (18-cv-154)-3362

FBI (18-cv-154)-10026 thru FBI(18-cv-
154)-10029

Duplicate to FBI (18-cv-154)-3348
thru FBI (18-cv-154)-3349

FBI (18-cv-154)-10031

b5-1, 3; b6-1; b7C-1; bT7E-6

XXX XXX XXX XXX XXXXXXXXXX

X Deleted Page (s) X
X No Duplication Fee X
X For this Page X

XXXXXKXXXXXKXXXXXKXKXXKXKXKXX
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Strzok, Peter P, {CD} {F

From: Strzok, Peter 8. {CO} {FBY

Bent: Wednesday, December 14, 2016 8:50 PM

Tan Page, Lisa € {OGQ] {FBY}

Subject: RE] b5 -1

And thank you ?

ceemene OFiginial fiRSSAgE —e
From: “Page, Lisa C. (OGC] {Fai}| | b5 -1
Dater 12/14/2018 8:47 ¥ {GMT-05:00) b6 -1

Rt bt SR ) b7C -1
Yoo "Strzok, Paler P ICEY £FB§! | b7E -6
Subject:s Fwd

bs -1, 3
b6 -1
b7C -1
b7E -6

rorrro—r—r—)-9536
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From: Stzok, Peter P, {CO} {FBY}
Sent: Thursday, Decerber 15, 2016 7:50 aM
Tae Page, Lisa € {OGC; {F8Y

Suﬁi&ﬁcﬁt;' Fd: Thu&_’-s:gi_.ay__

EYSA

From| ooy ieen . b6 -1
© b7C -1

Sent: Tha rsday. focernber 15, 2016 724 Ak
Tor Slrzok, 9915—"1‘ oD} {FBY : b7E -6
Subjeﬁ“ Thursday

b7E -7

bée -1
b7C -1

Chief.

FBI (18-cv-154)-9550



Obtained via FOIA by Judicial Watch, Inc.

Strzok, Peter P, {CD} {FBI}
g .- ... ... ... ...}

From: Strzok, Peter B {CO} {FBY
Sent: Tharsday, Deceraber 15, 2016 8:05 AM
To: Page, Liss C. {0GC) {FBi}

Subject: FWL ij‘i article on Dem Hacks

Shaddy sh*tat AU D

EXCLUSIVE: Ex-British ambassador who is
now a WikiLeaks operative claims Russia did
NOT provide Clinton emails - they were handed
over to him at a D.C. park by an intermediary

for 'disgusted' Democratic whistleblowers

. Craig Murray, former British ambassador to Uzbekistan and
associate of lulian Assange, told the Dailymail.com he flew to
Washington, D.C. for emails

. He claims he had a clandestine hand-off in a wooded area near
American University with one of the email sources

. The leakers' motivation was "disgust at the corruption of the
Clinton Foundation and the ‘tilting of the primary election playing
field against Bernie Sanders’ ”

. Murray says: 'The source had legal access to the information. The
documents came from inside leaks, not hacks’

. 'Regardless of whether the Russians hacked into the DNC, the
documents Wikileaks published did not come from that,’ Murray
insists

. Murray is a controversial figure who was relieved of his post as
British ambassador amid allegations of misconduct but is close to
Wikileaks |

By Alana Goodan In Washington, e For Dalvmst com

Published: 15:33 EST, 14 December 2016 | Updated: 18:01 BST. 14 December 2016

A AXTHritanlrs arrndstndnr alainas ha smarcamalic sanairad Flintan s areanisan amvaite in

FBI (18-cv-154)-9551
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Washington D.C. after they were leaked by ‘disgusted’ whisteblowers - and not hacked by

Craig Murray, former British ambassador to Uzbekdstan and a close associate of
Wikileaks founder Julian Assange, told Dailymail com that he flew to Washington, D.C.
for a clandestine hand-off with one of the email sources in September.

"Neither of [the leaks] came from the Russians,’ said Murray in an interview with.
Dattvmail com on Tuesday. "The source had legal access to the information. The
documents came from mside leaks, not hacks!'

His account contradicts diectly ihe version of how ih{}ugandw of Democratic emails were
published before the election being advanced by U.S. intelligence.

FBI (18-cv-154)-9552
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: , {ieft} former British ambassador to Usheldstan and a close asseciate of Wikileaks founder Julian-
As&aﬁge {right}, told the Dathymatl com that be flew to Washington, D.C. for a clandeatine hand-off with one of
the emaif sowrces Se;)tmkber

Murray is a controversial figure who was removed from his post as a Brilish ambassador
amici allegations of mz@umaduct He was cleared of those but left the diplomatic service in
acrimony.

His Hinks to Wikileaks are well known and while his aceount is kely o be seen as both
unprovable and possibly biased, it is also the first intervention by W ikileaks since reports
surfaced last week that the CIA believed Russia hacked the Clinton emails to help hand
the slection fo Donald Trump.

Murray's claims about the origing of the Clinton campaign emails comes as U.S,
infelligence officialy are mcreaamﬁ}v ce;mﬁ{ieﬂt that Russian hackers infiltrated both the
Democratic National Committee and the email account of top Clinton aide John Podesta.

In Podesta’s case, his.account appeared 1o have been compromised through a
basic ‘phishing’ scheme, the New York Times reported on Wedaesday.

U.S, intelligence officials have reportedly told members of Congress during classified
briefings that they believe Russians. passed the documents on fo Wikileaks as partafan
mﬁueﬁue operation to swing the election in favor of Donald Trump,

But Murray insisted that the DNC and Podesta emails published by Wikileaks did not
come from the Russians, and were given to the whistleblowing group by Ameticans who
had authorized access o the information.

Neither of [the leaks] came from the Russians," Murray said. "The source had legal
access o the information. The documents came from inside leaks. not hacks.”

He said the lsalters were motivated by 'disgust at the corruption of the Clinton Foundation
and the filting of the primary election pia}mﬂ field against Bernie Sanders.'

Murray said he retvieved the package from a source during a clandestine meeting in a
wooded area near Aumerican Universily, i northwest D.C. He said the individual he met
with was not the orginal person who oblained the information, butl an intermediary.

FBI (18-cv-154)-9553



‘G‘% .:kﬁeaka - W mﬁh was t-he- ergamzaﬁaﬁ thai guﬁkbmé -{he-. ?ﬂdesia aﬁd. DE'&. C' -ama;{a :

Wikileaks published the DNC messages in July and the Podesta messages i October.
The messages revealed efforts by some DNC t}i"ﬁc&a}s o undermine the presidential
campaign of Sen. Bernie Sanders, who was running against Hillary Clinton.

Others revealed that Clinton aides were concerned about potential conflicts and
mzama}}a%meﬂt at the Clinton Foundation.

Murray declined to say where the sources warked and how ﬁ;ev had access to the
mfﬁmzatmn. o shield timr identities.

He suggested that Podesta's emails might be ‘of legitimate interest fo the security services'
in the U.S., due to his communications with Saudi Arabia lobbyists and foreign officials.

Mutray said he was speaking out due to claims from intelligence officials that Wikileaks
was given the documents by Russian hackers as part of an effort to help Donald Trump
win the U.S, presidential election.

'T don't understand why the CIA would say the information came from Russian hackars
when they must know that isn't tru . he said. ‘Regardless of w ‘hether the Russians hacked
into the DNC. the documents Wikileaks _g}ubiisizaﬁi-dzé not come from that.®

Murray was a vocal crtic of human tighis abuses in Uirbekistan while serving as

FBI (18-cv-154)-9554
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gmi:aassaés:}r between 2002 and 2004, a stance that pitted him against the H( Fs:srezgn
Oiffice.

He describes himself as a ‘close associate’ of Julian Assange and has spoken out in
support of the Wikileaks founder who has faced rape allegations and is currently confined
to the Ecuadorian embassy in London.

Assange has similarly disputed that charges that Wikileaks received the leaked emails from
Russian sources.

“The Clinton camp has been able to project a neo-MeCarthyist hysteria that Russia is
responsible for everything, ' Assange told Jobn Pilger duting an interview ot November,

‘Hillary Clinton has stated multiple Gmes, falsely, that 17 US intelligence agencies had
assessed that Russia was the source of our pubimamai:s, That's false —we can say that
the Russian govemment is not the source.”

Nurray suggexted that John ?ﬂ&esm 2 emais might be ‘of Ef‘p_;ttmaie -mtat:e&t to the security services i the Us,
due to his cormmmnications with Saudt Arabia lobbyists and Foreign officals

The Washington Post reported last Friday that U.S. intelligence agencies had identified
individuals with connections to the Russian government who pmwdeé Wikileaks with
thousands of backed emails.’

The paper said U.S. senators were presented with information tying Russia to the leaks
% DR AR RGP R ] . PRER IR VPR PRSI WG o 5 GNIEDI R PR, = -, 25
FBI (18-cv-154)-9555
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GUHIE & ToLu DUCTHEE LY SIItigorics QIcinis.

‘It is the assessment of the inteligence community that Russia's &ea} here was fo favor
one candidate over the other, to heip Trump get elected,’ a senior 1.8, official familiar
with the briefing told the Post. 'That's the consensus view."

The paper said U.S. senators were presented with information tying Russia to the leaks
ém“mo a recent b‘ﬁeﬁﬁ’ﬁ b}* mtaﬁioame officials.

‘It is the assessment of the intelligence community that Russia's goal here was to faver
ﬁﬁi“ s.andﬁiate over ﬁie cher w ﬂei;:s ’Irump ﬁﬁt eieeted a &:ET‘,}GY U.S. pfficial familiar

The C}hama aﬁmsﬁah@n has been emmmz Russia's potential role i trving to
inflnence the presidential election. Officials said Russians hacked the Repubhcaﬁ National
Committee, but did not release that information in a deliberate effort to damage Clinton
and protect Donald Trump.

Several congressional committees are also looking into the suspected Russian interference,

\mﬁiﬁ ihere iS 2 CONSERSUS on Capﬁai Hiﬁ ﬁaat Ri&s sm hacked {) S, pohma} gmups anﬁi

ﬁiecm}n or ;zrsi to cni}eef m?e%*ﬁemce

"‘Now whether they intended to interfore to the degree that they were trying to electa
certain canditate, 1 think that's the subject of investigation,' said Sen. John McCain on
CBS Face the Nation, ‘But facts are stubborn things, they did hack into this campaien.’

President elect Donald Trump raised doubts about the reports and said this was
an ‘excuse’ by Democrats to explain Clinton's November loss.

It's just another excuse. T don't believe it,' said Trump on Fox News Sunday.

Read mofe— Sl Hnailooukinewsdanicle Ao iﬁaufifx Seiish-mnhassadar W;ki'iwak&-';:so'e}a‘z&?'&
'ra-tié i \C)T—r»rmvsue-_(:sat oo §§-?mfidt\“ ﬁ-iﬁ-;}ﬁ{% s>1*w§*nwzé§a§¥—r}>ugﬁ fod-Demuinat (5
iniEaratuYiirim

~--=-Qriginal Message---—-

From| fLo) {8} b6 -1
Sewty Thursday, December 15, 2015 255 AWM b7Cc -1
To: Streok, Peter 8. {CO} {FRI | b7E -6

T Moffa, jonathan €. {CD) {FBY]
smect ux -artacie ooy Dera Hacks

Pete--

Thought this was interesting.
FBI (18-cv-154)-9556
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bée -1

b7C -1

Bt Avarse datiymail.couk/ news/article-4034038/ E:x.—'83r?tééh#ambassadﬁr-:‘;&‘ikiieaks:—.cparaiw:a--c%aimzs.—
Russia-chid-NOT-provide-Clinton-emalis-handed-D-C-park-intermadiary-dizgusted-Democratic-insiders. bhimt
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Strzok, Peter P, {CD] {F
From: Strzok, Peter B {CO} {FBY}
Bant: friday, December 16, 2016 8:32 P
Tae Page, LisaC {OGG {FBY
Subject: Fuord: Hey Pete...you around?
------- Original message ——
From: “Kortan, Michael 9. {{JG‘ (eBY)" Egc_il
Date: lEle;Zi}jE; 81 “}3 ?’!‘u" {GMT—QS’_'_Q} bIE -6
.'§_'.L “Strzok, Peter P { j ¥y |
Subject: RE: Hey ?e?’.e,.‘yms arounad?
Lo, *“t stilbeenrking with them. . More changes to ogme. Thanks, M
Frony: Strzok, Pater 8. i\{:{} i?ﬁ‘;_
Sent: Friday, December 16, 2016 8120 M bé -1
To: Kortan, Michas! 8. (D0} (FBi} | e e
Subject: RE: Hey Pete..you sround?
b5 -1
be -1

fmm Rnﬂa}x-; haeﬁp (T ){FBI} p7C -1
e 127 ﬁ.”{iié &l’?\’i{ﬁ‘ﬁﬁ {300} b7E -6
Ts} “Strzok. Pater P.(CD) (FBYH
Snb;&ct. RE: Heyv ?e&}‘-,:», i around |

your thoughts on the dvdlving Wash Post stony foday. They ard nty
Fromy: Strzok, Peter 9, {CO} ;Eau _
Sent: *raﬁa\; Lrecember 16, 2036 B PNV
To: Kortan, Michas! 2. {00} {781 | b6 -1
Subject: RE: Hoy Pete...you arpund? b7C -1
b7E -6
Sorry Mike fust clearing email. I'm om cell if you stil need me.

-------- = Original message ---=--=--
FBI (18-cv-154)-9575



From: "Kortan, Michael P. (DO) (FBI) o
Date: 12/16°3016 4:51 PM (GMT-0500) b7E -6
To: "Streok, Peter P (CD) (FBH

FBI (18-cv-154)-9576



From:
Sent:
Tae:

Ce
Subject:

Strzok, Peter P, {CD} {FBI

Obtained via FOIA by Judicial Watch, Inc.

Strzok, Peter P, {CD} {FBY
Sonday, Decermber 18, 2016 12:35 P8

Baker, lames A {OGC} {FBI}: Ang

sreon, Trisha B §

{eaiy josc) (Fai

Motfs, lonathan C. {8} {8y

New foolnote

Just sent you new footnote language on red side.

JGCH (FRY: Page, Lisa £ {OGC)
00} (FRY

bé -1
b7C -1
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Strzok, Peter P. (CD) (FBI)

Subject:
Location:

Start:

End:

Show Time As:
Recurrence:

Meeting Status:

Organizer:

Required Attendees:

BSS/BSS mtg
4012

Monday, December 19, 2016 3:00 PM
Monday, December 19, 2016 3:30 PM
Tentative

(none)

Not yet responded

Strzok, Peter P. (CD) (FBI)
Page, Lisa C. (OGC) (FBI)

FBI (18-cv-154)-9596
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Strzok, Peter P. (CD) (FBI)

Subject:
Location:

Start:
End:

Recurrence:
Meeting Status:

Organizer:

Required Attendees:

BSS/BSS mtg
4012

Monday, December 19, 2016 3:00 PM
Monday, December 19, 2016 3:30 PM

(none)
Accepted

Strzok, Peter P. (CD) (FBI)
Page, Lisa C. (OGC) (FBI)

FBI (18-cv-154)-9597
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Strzok, Peter P, {CD} {FBI]
From: Strzok, Peter B {CO} {FBY}
Bant: Monday, December 18, 2016 5:45 PM
Ta: Rybicks, Sames £, (DO} {F8ij i
Baker, Jamexs A, {OGC} {F8ik Ander&m‘ié Tnaha 8 QGC} 5583} : b6 -1
{elcloBz: ) o pre -t
Co: Kortan, Michael B. {D«“ﬁ} :¥ﬁ§}
‘Subject: RE: SW
! do not. Checking...
~eeeos Original message -
From: “Rybsc%s James £.{DO; {FRYY’
Da!‘e 13/19/2016 5: :ai} Pid {iz?‘*ﬂ" -03:001 o _ :
To: "Priestap, £. W. (€O} (FBY)’ Pstrzck, Peter P, (CD) {FBY)” b6 -1
| ['Page, Lisa €. {0GE) (F8iy "Baker, James & {OGC) | b7c -1
{Fay Anderson, Trisha B. {OGC] {F81}" - b7E -6
[ locey §?B‘j| '
€ "Kortan, Michael £.{DO} {¥8Y) [
Sthe;t,SW
€‘0 e haoﬁ & ::c-p:; o the search s rrant that will be u«s&a ad b‘:\ms-‘rﬂw {uith r&dactmns it aceﬁ
Thanks,
sim
James Rybicks
hisf of Staf
Federal Burssu of investigation
) be -1
b7C -1

FBI (18-cv-154)-9606
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Strzok, Peter P, {CD} {F

From: Strzok, Peter B {CO} {FBY
Bent: Tuesday, December 20, 3016 £:56 PM

Ta Page, Lisa T {OGC; {FBI}; McCabe, Andrew G. {DO) {FBY]; Sporre, Eric W, {CYD)

{ray
Ce: Seith, Scott §. {PG} {¥BY} lcvo) {eBey; pojfeRy;  P° L
Prisstap, . W. {CD) {FBY}; Baker, James A {QGC; {¥Bi]

‘Subject: RE: post-SIQC brief for the AG

OX will b there

BETCTEnS Original FBSSAGE =i

From: “Page, Lisa C. {OGLT] {FBE zsc‘fl
Date: 12/20/2016 4:51 P {raw T05:00] | b7E 6
To: "McCabe, Andrew 5. (DO} (F8H}] ["sparre, Eric W, (YD} {FRY)”

Sty z;a_k_. Peter P (CD) (FBU] |
To Smnh, Soow S, var e [EvT) (eayy®
_ EITEE [eriestap, £ W,

{CD) {FBYY [*Baker, James A {OGC} {FBYY

Subject: RE: post-S¥QC brief for the' AG

Adding S Baker

Fromy: McCabe, i'qf!drew G. {00} (¥R

Sent: Tuesday, Decermber 30, 2018 .50 oM

To: Page, Lisa C. {OGT) {F8i1] [sparre; Edcw. {OYD} (st | b6 -1
Strrok, Peter P, {CD} T8y _ b7C -1
€e: Smith, Scott S. (PG} {8y j kyoi ceni b7E -6

] (78] lpriestap, £ w. tco)

Subject: RE: post-S10C brief for the &G

Thanks aft Let's plan T nsed a qiick pre-beief tomorrot immediately following the raoruing Intel brisf at 0800,

Timﬁ»:s

Andrew G, McCabe

Deputy Director b6 -1
Faderal Bureau of Investigation b7C -1

b6 -1
b7C -1
Sinerans {}ngmaime»sage amsnsien b7E -6

FBI (18-cv-154)-9719
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LIERIERLL A S AN Mt LN b AR L

Date: 132016 4:43 PM (GMT-05T00 ;23; :é
To: "Sparre, Eric W {CYD) (FBI)| ['Strzok, Peter P. {CD) (FBIY
O Stk Qe S PCOERD [CYDyFBD"

(DO} (FBIY| | Priestap. £ W

{C’D} (?BDI ["MeCabe, Andrew G (DOYFBD
Subject: post-SIOC brief for the AG '

b5 -3

FBI (18-cv-154)-9720
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Strzok, Peter P, {CD} {F

From: Strzok, Peter B {CO} {FBY

Bent: Tuesday, December 20, 3016 4:58 PM

Ta: Anderson, Trisha B. {OGC) {FBY} {OGC) {FBH}; Page, Liza C. {0GC) b6 -1
e8] FoGCI 7o MolTa, Jonathan €. (CD} {FB1) | p7c 1

Ce: OGC} {FBI)

Subject: RE: Message to SACS/ADIC

Good

~=mrr-o- Original message -
Fronw: "Anderson, Trisha B, {OGC)H ?853‘ E'?C_]—.l
Date: 12/30/2016 J:46 8M (GMT-05:001 bTE -6
Yoy loce) ivsiy I’*?agel;, tisa C. {0GC {FBY”

EERREY |"strzok,

Peter P, {CD) (FBI] ‘WMoffa, Jonathan € {CD} (PR

[OGL) (+H
Sub;ect. RE: Message to SACs/ADICs

?t"z languags foska good o ms,

From {OGC){FBY Egc‘ 11
Sent: Tuesday, December 20, 2015 & 45 BN L7E -6
Fo: Sage, Lisa G {OGC {F8i] foGe isai

|Stizak, Peter P, {00 {F8Y [iofts, sonathan €:ien}

iFay] Bnderson, Trisha 8. {OGL} {F83] |
€53 [oGiy iFay] |
Subject: RE: Messa g2 to SACS/ADICs

Yaah, ciholicated Wiy o good Wwith ihis, Logrvsend o on o High, cfioyping yaiaiail

From: Fage, Lsa L. {OGC] (F81
Sent: Tuesday, Decamber 20, 2016435 OM

Yol s clutis:t | Flgagc-} {say b6 -1
Sirzok, Peter B, Em} (7B Toffa, Jonathan € {CDYEFRL biCc -1

b7E -6

G {81}

€ OGCY {Ea
Subject: RE: Message 10 SACs/ADICS

Oh

\;@,n‘v\ :"‘ NS ,,,(ﬁ,\.\

bée -1
b7C -1

FBI (18-cv-154)-9721

From OGCH{FBY
Sent: Tussday, Decemuper 20, 2016 230 P\




Obtained via FOIA by Judicial Watch, Inc.

Tol foscyissy Page, Lisa €. {DEC) {7 bé -1
Strrok, Peter 9. CD} {v8y] [ofta, tonatian C. {CD) (FBI] oo
I \nderson, Teishs B IOGE} {F8i) |

(lcl [oec e
Subject: RE: Message to SACS/ADICS

b5 -1, 3
b6 -1
— - b7C -1
Assistant General Counsel
National Sscurity Law Branch
From{ koGe) (Fag b6 -1
Sent: Tuesday, Decerber20, 3616 418 °M ‘;:; ‘2
To: Page, Lisa C. {OGC) [FBY [strzok, Peter . {cDj {Fayl
dioffa, lonathan €. {CO} {FB} |anderson, Trisha & (OGC] {F81)
0GC} {F8i] |
T OGE] (v
Subject: BE: Message 1o SACS AT
b5 -1
b6 -1
b7C -1
Frony: Page, Lisa C. {OGT) {£84)
Sent: Tussday, December 20, 20154113 PM
Tol |oGc) (e |Sirznk, Peter B {CO} {E8Y _ b6 -1
Moffa, sonathan C. {CO} (¥8Y nrisrsen. Trichs b7Cc -1
{OGC} {vay| [oscy (Fay b7E -6
Subject: RE: Message fo SACS/ADICs
St ool qusatio i I b5 -1
Fron lioees (a3}
Sent: Tuesday, December 20, 3015 345 PM
To: Streok, Beter @ {Co} {raif |Motffa, jonathan € (0D} {FE b6 -1
| | Anderser, Trish; Cl{EB: |page, tisa c. b7C -1
SOR (Rt foad b7E -6
{065C) {£8YY 0GC; (¥ |
Sulbject: hessage to SACS/ADICS
Importance; High
| ®5 -1, 3

SR

P piediate Yo PO MIEES IS

FBI (18-cv-154)-9722
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b5 -1, 2, 3

bé -1

Sssistant Genersl Counssd b7c -1

National Security Law Sranch
fosce o “ihe thegw Counsed
Sederal Bureau of | westsgqtmn

.Eﬁnfide’ r’t;‘éii*‘f Siatemeﬁt

%Neatssaisca The me&sage, esmg mih any at‘ach ments, matg hﬁ mnﬁd eata& and iega Ey prsvi.eged Hyou
arengy the intended renipient of this message, pledse destroy it pmmg“%y withput further retention

or dissemination {unless otherwise required by aw). Blease notify the tender of the siror by a'separate e
mailor by callin

FBI (18-cv-154)-9723
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From: Stzok, Peter P, {CO} {FBY}

Sent: Tuesday, December 20, 2016 7:23 PM -

Ter Page, Liss €. {OGC) {F8}] (00} (FBY) - Be 1
Subject: Fuvel: Nor

Importance: §-*=gh

wemeneis Original message —o-
Fram: “Strzak, Peter B, {CO) (FBY}] : Ef;c‘f .
Dater 12/20/2016 7:22 PM {GMT-TST : BIE -6
To: "Priestas, £ W. {CD} {FBY Moffa, Jonathan C. {CO} {FBI}Y -

I |

Subject: Nor

&l Eva nina, “the head of US -'mmﬂteﬁﬂiﬁﬁig-&nca‘:j-_-.-“- about to iagk:on-.ﬂ-pr ahout putting _t{;getﬁet-t’he
report on Russian intel activities, | -

Tid he coordinate with-anyone?

FBI (18-cv-154)-9724
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Strzok, Peter P. {CD} {FBI} ]

From: Strzok, Peter P {CD} {FBY

Sent: Tuesday, December 20, 2016 7:40 PM

Ta: Page, Lisa C. {OGC) {F81}

'Sqf_ajég*-_f:_: &ud For America’s 'éfppégy:'{:aié&er;f .&W&rid Of Problems. :_?pi Fix — And Prevent :
Paraliels : NPR

%i?;;}:.}‘-‘;fiﬁgwwsamr-;aagg*ae_;:ﬁﬁﬂﬁgfgaf&iﬁﬁi 532{}163‘1252{};’ SﬁSESSQ&Sﬁf@r—ameﬁf:as-i@p—gw-eatcher:-aaa:wr'i-&
of-groblems-ta-fix-and-preveat |

For America's Top Spy Catcher, A World Of
Problems To Fix — And Prevent

......

Russian spies are currently operating on LS, sail.

Courtesy of the {}fﬁce of the Director of National intelligence

director of the National Counterintelligence and Security Center.

Eyes glazing over? Here's a simpler way to think of him: as the nation's spy catcher in

As the head of U.S. counterintelligence, Evanina is in charge of keéping America’s
secrets out of enemy hands. 2016 has proved an exceptionally challenging year,
between Russian hacks and another massive data breach at the National Security

Agency.

But }beféfe we gelto iﬁﬁiﬁ, heres a story that _553'?&!5@!8 ;';s..;.t‘»me-.si.nﬁgh't: info the ..i_%_:i'ﬂ#:f of year
FBI (18-cv-154)-9725
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Evanina has had: On May 4, he was meeting a friend and farmer colleague at the Silver

Diner in Mclean, Va. They were tucking into lunch when they heard a crash.

SR 3

“Alot of people started yelling, 'Gunt' And then there was multiples crashes,” Evanina
remembers.

A Hummer had slammed into t‘hﬁ '_&fine{}. The man _Eijﬁvi'ﬁg: it — acaok who h-aé. been

suspended — backed up and tried again, three or four times.

“And then he set himself on fire, trying to burn the restaurant down,” says Evanina,
who may now fun counterintelligence efforts for the entire U.S. governtment, but
remains — by training and instinct — an FBI agent.

Evanina helped pull the man from the burning Hummer. And then he cuffed him.

"'m stillan FBI agent," he says, “and until that day is over, | will be an FB! agent, and
that entails carrying handcuffs.”

One customer died from his injuries. The man Evanina cuffed — the suspended cook —

was charged with second-degree murder.

“Crazy things happen,” says Evanina, "1 just happened to be in the right place at the
right time. When you look at that individual, that is the epitome of the insider threat.”

Insider threats are a phenomenon Evanina has had to confront mare often than he
might have liked over his 27-year career. In 2013, when NSA contractor Edward
Snowden fled the country carrying a laptop stuffed with secrets, Evanina was assigned
to the investigation. At the titme, he was assistant special agent in charge of the FBi's
Washington field office.

This, he says, “makes it difficult for me to opine on Edward Snowden. But inmy job
now, | handie the damage assessmient aspect of Mr. Sniowden. On a quarterly basis, we

develop a damage assessmient, provide that to Cangress and the White House."

That means every three months, Evanina briefs official Washington on the ongoing
fallout from Snowden. Which raises the guestion: How much {;iﬁssﬁiﬁie;{:?_: material may

D e n SERCRLROEL I L e e L e X R D L DR R L e
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YOI COmMe 10 NENTY CVanina says anowdaen 1S esumated 10 Nave 1aken 1.5 muion

daocuments,

“if you subtract the give or take 1,000 that have be en disclosed, there's alot moreto
g0," he says. "We have a pretty good fundamental idea, every agency does, as to what
documents were stolen by Mr. Snowden. And we've put them inte tranches, in terms
of significance and in terms of damage that could be caused. And every day, every [U.S.
intelligence] agency is watching the world media to see what's being disclosed.”

This year, the world learned of yet another possible inside job at the NSA. Harold "Hal"

at the NSA, He wasworking for the Pentagon atthe time of his arrest.

Federal prosecutors have not claimed evidence of links between Martin and a foreign
power. But at his house in Maryland, investigators found huge piles of classified
documents, which Martin is alleged to have stolen over a two-decade period.

Coming just three years after the Snowden episode, is there any way to view Martin's
case as samething other than an epic security failure?

Evanina says there is. "Someone who is in an insider threat, who's seeking to do
damage, will dothe damage,” he says. "IWs really, really difficult to stop that person

once they've made a decision.”

Evanina says the answer is not to rely on intrusive security checks. He insists the NSA's
internal security is excellent. Instead, he argues that spy agencies need to do a better

job of monitoring behavioral indicatars: identifying when employses are vuinerable —
whether through financial or marital troubles or because ‘%:'f}ey’vef been passed over for

Evanina also says that obsessing over Snowden or Martin will get you only so far, "We
spend a lot of time on ﬁﬁiﬁg‘-what’rss happened, and not enough ;"t‘_ir’:‘;_;;e-_i;s‘.-:-ﬁ.Whaii-th-efumte
fooks Jike six months from now," he says. "What are the new technologies and
capabifities to take [classified materials] away?”

Speaking of the future, Evaninag will spend the next several weeks helping to pull
' . S R - :  FBI (18-cv-154)-9727
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together a White House-ordered review of election year cyber-intrusions, The review

sent issued by Evanina’s boss, Director of National

intelligence fames Clapper, and by the Department of Homeland Security, which
conciudes that Russia’s "senior-most officials” authorized recent hacks.

Evanina’s role is to unravel which Russian spy agencies were involvead.

“{t gets characterized as the ‘government of Russia,” * he says. "Well, inour world, it's a
fittle bit more complicated than that.”

An investigation by the private cybersecurity firm Crowdstrike has attributed the hacks
to Russia's military and domestic security agencies. Evanina is probing that further.

“There's an intense competitiveness within the Russian intelligence services,” he
notes. “The GRU [main intelligence directorate] and the SVR [foreign intelfigence.
service] and the FSB [federal security service] are competing for resource dollars and

for activity here inthe U.S."

which specific adversary they're dealing with, Evanina says, helps to inform the

response.

Meanwhile, he estimates that more than 100 Russian spies are operating on U.S. soil
right now.

"They're here to do their country's &}i&ﬁiﬁg,_ﬁ':ig-.le-:say;s,“_As:quiring-.p!aﬂs-.a nd intentions of
our country, and stealing our trade secrets and proprietary information. Our jobisto

identify them and track then down, surveil them and neutralize their efforts.”

As to where the Russians S;}}&;f*&t‘&,,j&#ﬁniﬁa{: says they're in big cities: "Washington, D.C
New York City. Los Angeles. San Francisco. Our innovation hubs.”

That's because Russian intelligence officers are focused on America's energy,
telecommiunications and financial sectors, he says. Sa there's plenty to keep Evanina

busy until next June, whern he wraps up his tour as the country’s top spy catcher.

FBI (18-cv-154)-9728
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Strzok, Peter P, {CD} {FBI)

From: Strzok, Peter . {CO} {FBY)

Sent: Wednesday, December 31, 2016 7:33 P
T Page, Liss € {OGG {FBY

Subject: §:Wu On Russia, Cyber, and Esplonage

hitp:f f www.defenseoneconftech ﬂqiﬂgw’ 2016712/ are-we-new-sra- espionagefl 13*3’*32!’39@? defens:
eone_today.

This weekend, Michae! Moreli, the former acting: director of the CiA, was asked about the intelli gence
community's f;ﬁdmgs that Russia interfered in the gregsdemiai election, His answar was: uneqmmf:ai
The country 50t grasping the magmmde of the story, be told The C;p?‘e&r Brief. "Tome, and this is 1o
mie Kot an overstatement, this s the political eguivalent of E;ii..

mei ko*s*s {F81)
Sent: Wednesday, December 21, 2016 5:05 PM
To: Moffa, jonathan €. {CDY ;Fﬁj [strrok. Peter §.1C0Y {FBY |
fCD) iFsy) | b6 -1
corEs _ ______ | o e
ko iFey] iumis, Alfison B, {CYDY (FaY :
{cvo) {rai] oy (Faiy
| JCO} (Y |
Subject: On Russia, Cyber, snd Espionage
Falks;
cfim t recognize many of the falks quated, but this shart piece from The Atlantic {reposted in Defense
-Qae} is worth 3 glance: httpyfwmew defenseons. mmfmz‘:hﬂﬁiag’gfz{}“‘ 6712 fare-we-new-era- -esplonage
3'%33932;“@;’&‘?49?9;’15&9315 “today n
be -1
b7C -1

Senior National intelligence Officer
Foderal Bureay of investigation

FBI (18-cv-154)-9732
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Strzok, Peter P, {CD} {F

From: Strzok, Peter B {CO} {FBY}

‘Sent: Tharsday, Decerabar 22, 2016 12135 PM
Te: Page, Liss C. {0GC) {781} 0o} teey)
Subject: Fuerd: House intel report on Snowden'today

b6 -1
b7C -1

Stachments: hpsci_snowden_geview declassified pdf

b7E -4

FYY, Mike sent to Andy)

weieni- OFiginal message o
From: “fortan, Michas! P, {DO] 184 | b6 -1
Dater 13/22/2016 12:23 PV {GMT-05:000 s 2

To: "Steinbach, Michael B. {DO) {FB| I“aﬁem%a W {CO) {FBY

|”S\‘.:za§a‘;_ Peter P. (OO} {FaI® ‘Herring, lason V.

{COj (Fai} | |

Ce: "MicCabe, Andrew G. {DQ) {F8H] |
Subject: House intel report on Snowden today

o o, A i TR Ay ._-q.‘ - --—..\-".-.u‘- -;v\ -
Foontalh iR Ths hom countny serviges.

e

Tyl The Newes madid made note of thereferantethat he s ntegul
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(U) Review of the Unauthorized Disclosures of
Former National Security Agency Contractor
Edward Snowden

September 15, 2016

FOR-SECRETHHES -O-PELGHAYOREONNOEORN :
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(U) Executive Summary

(U) In June 2013, former National Security Agency (NSA) contractor Edward Snowden
perpetrated the largest and most damaging public release of classified information in U.S.
intelligence history. In August 2014, the Chairman and Ranking Member of the House
Permanent Select Committee on Intelligence (HPSCI) directed Committee staff to carry out a
comprehensive review of the unauthorized disclosures. The aim of the review was to allow the
Committee to explain to other Members of Congress—and, where possible, the American
people—how this breach occurred, what the U.S. Government knows about the man who
committed it, and whether the security shortfalls it highlighted had been remedied.

(U) Over the next two years, Committee staff requested hundreds of documents from the
Intelligence Community (IC), participated in dozens of briefings and meetings with IC
personnel, conducted several interviews with key individuals with knowledge of Snowden’s
background and actions, and traveled to NSA Hawaii to visit Snowden’s last two work locations.
The review focused on Snowden’s background, how he was able to remove more than 1.5
million classified documents from secure NSA networks, what the 1.5 million documents
contained, and the damage their removal caused to national security.

(U) The Committee’s review was careful not to disturb any criminal investigation or
future prosecution of Snowden, who has remained in Russia since he fled there on June 23, 2013.
Accordingly, the Committee did not interview individuals whom the Department of Justice
identified as possible witnesses at Snowden’s trial, including Snowden himself, nor did the
Committee request any matters that may have occurred before a grand jury. Instead, the IC
provided the Committee with access to other individuals who possessed substantively similar
knowledge as the possible witnesses. Similarly, rather than interview Snowden’s NSA co-
workers and supervisors directly, Committee staff interviewed IC personnel who had reviewed
reports of interviews with Snowden’s co-workers and supervisors. The Committee remains
hopeful that Snowden will return to the United States to face justice.

(U) The bulk of the Committee’s 37-page review, which includes 237 footnotes, must
remain classified to avoid causing further harm to national security; however, the Committee has
made a number of unclassified findings. These findings demonstrate that the public narrative
popularized by Snowden and his allies is rife with falsehoods, exaggerations, and crucial
omissions, a pattern that began before he stole 1.5 million sensitive documents.

(U) First, Snowden caused tremendous damage to national security, and the vast
majority of the documents he stole have nothing to do with programs impacting individual
privacy interests—they instead pertain to military, defense, and intelligence programs of
great interest to America’s adversaries. A review of the materials Snowden compromised
makes clear that he handed over secrets that protect American troops overseas and secrets that
provide vital defenses against terrorists and nation-states. Some of Snowden’s disclosures
exacerbated and accelerated existing trends that diminished the IC’s capabilities to collect
against legitimate foreign intelligence targets, while others resulted in the loss of intelligence
streams that had saved American lives. Snowden insists he has not shared the full cache of 1.5
million classified documents with anyone; however, in June 2016, the deputy chairman of the
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Russian parliament’s defense and security committee publicly conceded that “Snowden did share
intelligence” with his government. Additionally, although Snowden’s professed objective may
have been to inform the general public, the information he released is also available to Russian,
Chinese, Iranian, and North Korean government intelligence services; any terrorist with Internet
access; and many others who wish to do harm to the United States.

(U) The full scope of the damage inflicted by Snowden remains unknown. Over the past
three years, the IC and the Department of Defense (DOD) have carried out separate reviews—
with differing methodologies—of the damage Snowden caused. Out of an abundance of caution,
DOD reviewed all 1.5 million documents Snowden removed. The IC, by contrast, has carried
out a damage assessment for only a small subset of the documents. The Committee is concerned
that the IC does not plan to assess the damage of the vast majority of documents Snowden
removed. Nevertheless, even by a conservative estimate, the U.S. Government has spent
hundreds of millions of dollars, and will eventually spend billions, to attempt to mitigate the
damage Snowden caused. These dollars would have been better spent on combating America’s
adversaries in an increasingly dangerous world.

(U) Second, Snowden was not a whistleblower. Under the law, publicly revealing
classified information does not qualify someone as a whistleblower. However, disclosing
classified information that shows fraud, waste, abuse, or other illegal activity to the appropriate
law enforcement or oversight personnel—including to Congress—does make someone a
whistleblower and affords them with critical protections. Contrary to his public claims that he
notified numerous NSA officials about what he believed to be illegal intelligence collection, the
Committee found no evidence that Snowden took any official effort to express concerns about
U.S. intelligence activities—legal, moral, or otherwise—to any oversight officials within the
U.S. Government, despite numerous avenues for him to do so. Snowden was aware of these
avenues. His only attempt to contact an NSA attorney revolved around a question about the
legal precedence of executive orders, and his only contact to the Central Intelligence Agency
(CIA) Inspector General (IG) revolved around his disagreements with his managers about
training and retention of information technology specialists.

(U) Despite Snowden’s later public claim that he would have faced retribution for
voicing concerns about intelligence activities, the Committee found that laws and regulations in
effect at the time of Snowden’s actions afforded him protection. The Committee routinely
receives disclosures from IC contractors pursuant to the Intelligence Community Whistleblower
Protection Act of 1998 (IC WPA). If Snowden had been worried about possible retaliation for
voicing concerns about NSA activities, he could have made a disclosure to the Committee. He
did not. Nor did Snowden remain in the United States to face the legal consequences of his
actions, contrary to the tradition of civil disobedience he professes to embrace. Instead, he fled to
China and Russia, two countries whose governments place scant value on their citizens’ privacy
or civil liberties—and whose intelligence services aggressively collect information on both the
United States and their own citizens.

(U) To gather the files he took with him when he left the country for Hong Kong,
Snowden infringed on the privacy of thousands of government employees and contractors. He
obtained his colleagues’ security credentials through misleading means, abused his access as a
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systems administrator to search his co-workers’ personal drives, and removed the personally
identifiable information of thousands of IC employees and contractors. From Hong Kong he
went to Russia, where he remains a guest of the Kremlin to this day.

(U) It is also not clear Snowden understood the numerous privacy protections that govern
the activities of the IC. He failed basic annual training for NSA employees on Section 702 of the
Foreign Intelligence Surveillance Act (FISA) and complained the training was rigged to be
overly difficult, This training included explanations of the privacy protections related to the
PRISM program that Snowden would later disclose.

(U) Third, two weeks before Snowden began mass downloads of classified
documents, he was reprimanded after engaging in a workplace spat with NSA managers.
Snowden was repeatedly counseled by his managers regarding his behavior at work. For
example, in June 2012, Snowden became involved in a fiery e-mail argument with a supervisor
about how computer updates should be managed. Snowden added an NSA senior executive
several levels above the supervisor to the e-mail thread, an action that earned him a swift
reprimand from his contracting officer for failing to follow the proper protocol for raising
grievances through the chain of command. Two weeks later, Snowden began his mass
downloads of classified information from NSA networks. Despite Snowden’s later claim that the
March 2013 congressional testimony of Director of National Intelligence James Clapper was a
“breaking point” for him, these mass downloads predated Director Clapper’s testimony by eight
months.

(U) Fourth, Snowden was, and remains, a serial exaggerator and fabricator. A close
review of Snowden’s official employment records and submissions reveals a pattern of
intentional lying. He claimed to have left Army basic training because of broken legs when in
fact he washed out because of shin splints. He claimed to have obtained a high school degree
equivalent when in fact he never did. He claimed to have worked for the CIA as a “senior
advisor,” which was a gross exaggeration of his entry-level duties as a computer technician. He
also doctored his performance evaluations and obtained new positions at NSA by exaggerating
his résumé and stealing the answers to an employment test. In May 2013, Snowden informed his
supervisor that he would be out of the office to receive treatment for worsening epilepsy. In
reality, he was on his way to Hong Kong with stolen secrets.

(U) Finally, the Committee remains concerned that more than three years after the
start of the unauthorized disclosures, NSA, and the IC as a whole, have not done enough to
minimize the risk of another massive unauthorized disclosure. Although it is impossible to
reduce the chance of another Snowden to zero, more work can and should be done to improve
the security of the people and computer networks that keep America’s most closely held secrets.
For instance, a recent DOD Inspector General report directed by the Committee found that NSA
has yet to effectively implement its post-Snowden security improvements. The Committee has
taken actions to improve IC information security in the Intelligence Authorization Acts for Fiscal
Years 2014, 2015, 2016, and 2017, and looks forward to working with the IC to continue to
improve security.
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(U) Scope and Methodology

(U) Since June 2013, the unauthorized disclosures of former NSA contractor Edward
Snowden and the impact of these disclosures on the U.S. Intelligence Community (IC) have been
a subject of continual Committee oversight. The Committee held an open hearing on the
disclosures on June 18, 2013, and, over the next year, held eight additional hearings and
briefings, followed by numerous staff-level briefings on Snowden’s disclosures.

(U) In August 2014, then-Chairman Rogers and Ranking Member Ruppersberger
directed Committee staff to begin a review of the actions and motivations of Edward Snowden
related to his removal of more than 1.5 million classified documents from secure NSA networks.
The intent was not to duplicate the damage assessments already under way in the executive
branch; rather, the report would help explain to other Members of Congress—and, where
possible, the American people—~h0w the “most massive and damaging theft of intelligence
information in our history” occurred,' what the U.S. Government knows about the man who
perpetrated it, and what damage his actions caused.

(U) Over the next two years, Committee staff requested hundreds of documents from the
IC, participated in dozens of briefings and meetings with IC personnel, and conducted several
interviews with key individuals with knowledge of Snowden’s background and actions, and
traveled to NSA Hawaii to visit Snowden’s last two work locations.

(U) The Committee’s product is a review, not an investigation, largely in deference to
any criminal investigation or future prosecution. Since he arrived in Russia on June 23, 2013,
Snowden has not returned to the United States to face the criminal charges against him.
Accordingly, the Committee did not interview or seek documents from individuals whom the
Department of Justice identified as possible witnesses at Snowden’s trial, including Snowden
himself, nor did the Committee request any matters that may have occurred before a grand jury.
Instead, the IC provided the Committee with access to other individuals who possessed
substantively similar knowledge. Similarly, rather than interview Snowden’s NSA co-workers
and supervisors directly, Committee staff interviewed IC personnel who had reviewed reports of
interviews with Snowden’s co-workers and supervisors.

(U) The Committee’s review has informed numerous congressionally directed actions
and resource allocation decisions in the enacted Intelligence Authorization Acts for Fiscal Years
2014, 2015, and 2016, and in the House-passed Intelligence Authorization Act for Fiscal Year
2017.

(U) Early Life

(U) Edward Joseph Snowden was born on June 21, 1983, in Elizabeth City, North
Carolina. His parents, Lon Snowden, a Coast Guard chief petty officer, and Elizabeth Snowden,

! Testimony of Director of National Intelligence James R. Clapper, HPSCI Worldwide Threats Hearing (Open
Session, Feb. 4, 2014).
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a federal court clerk, moved the family to Annapolis, Maryland, when Edward was a child.? In
2001, his parents divorced.’

(U) By his own account, Snowden was a poor student.* He dropped out of high school in
his sophomore year and began taking classes at the local community college.” Snowden hoped
that the classes would allow him to earn a General Education Diploma (GED), but nothing the
Committee found indicates that he did so. To the contrary, on an applicant resume submitted to
NSA in 2012, Snowden indicated that he graduated from “Maryland High School” in 2001 .8
earlier, in 2006, Snowden had posted on a public web forum that he did not “have a degree of
ANY type. I don’t even have a high school diploma.”’

(U) After leaving community college, Snowden eventually enlisted in the Army Reserve
as a special forces recruit. He left after five months, receiving a discharge in September 2004
without finishing training courses.® Snowden would later claim he had to leave basic training
because “he broke both his legs in a training accident.” An NSA security official the
Committee interviewed took a different view, telling Committee staff that Snowden was
discharged after suffering from “shin splints,” a common overuse injury. 10

(U) Unable to pursue his preferred military career, Snowden turned to security guard
work. In February 2005, the University of Maryland’s Center for the Advanced Study of

2«NSA Leaker Edward Snowden Has Ties to North Carolina,” Raleigh News & Observer (Aug. 1, 2013).

3 John M. Broder & Scott Shane, “For Snowden, A Life of Ambition, Despite the Drifting,” New York Times (June

15, 2013).

4 Glenn Greenwald, Ewen MacAskill, and Laura Poitras, “Edward Snowden: the Whistleblower Behind the NSA

Surveillance Revelations,” The Guardian (June 11, 2013), available at

https://www.theguardian.com/world/2013/jun/09/edward-snowden-nsa-whistleblower-surveillance (accessed June

28, 2016).

% Matthew Mosk, et al., “TIMELINE: Edward Snowden’s Life As We Know It,” ABC News, (June 13, 2013).

® See, e.g., Edward Snowden Resume. Regarding “High School Education,” the resume Snowden submitted to

NSA’s Tailored Access Operations unit says as follows: For “Grad/Exit dt,” Snowden wrote “2001-06-21;” For his

“School,” Snowden wrote “Maryland High School”; and for “Level Achieved”, Snowden wrote “High School

Graduate.”

7 See supra, note 3. One of Snowden’s associates claims to have reviewed official educational records that

demonstrate Snowden’s passage of a high school equivalency test and receipt of high school equivalency diploma in

June 2004. Any receipt of such a diploma in 2004 stands in tension with Snowden’s 2006 claim to not have a

“degree of any type [or]... even a high school diploma™; and with his 2012 resume, which stated that he either left or
duated from “Maryland High School” in 2001.

“What We Know About NSA Leaker Edward Snowden,” NBC News (June 10, 2013), available at
http://usnews.nbecnews.com/_news/2013/06/10/18882615-what-we-know-about-nsa-leaker-snowden?lite (accessed
June 28, 2016); see also “Edward Snowden Did Enlist For Special Forces, US Army Confirms,” The Guardian
(June 10, 2013), available at http;//www theguardian.com/world/2013/jun/10/edward-snowden-army-special forces
(accessed September 15, 2016).

? “Edward Snowden Did Enlist For Special Forces, US Army Confirms,” The Guardian (June 10, 2013), available
at http://www.theguardian.com/world/2013/jun/10/edward-snowden-army-special forces (accessed September 15,
2016). .

1% See supra, note 6. If untreated, shin splints can progress into stress fractures, but the Committee found no
evidence that Snowden was involved in a training accident.
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Language (CASL) sponsored Snowden for a Top Secret security clearance.!' The investigation

for that clearance turned up only one piece of derogatory information: of
Snowden’s said she did not recommend him for access to classified information.”© Snowden
sought counseling | and the counselor recommended him for a position

of trust with no reservations. - The favorable investigation, combined with a successful
polygraph test, enabled Snowden to work at CASL’s lobby reception desk as a “security
specialist.” He worked there for four months, until he was hired by BAE Systems to work on a
CIA Global Communications Services Contract.

(SHNE) Snowden’s stint as a BAE Systems contractor was similarly short-lived. For less
than a year, he worked as a systems administrator who “managed installations and application
rollouts” in the Washington, DC, area.'* In August 2006, he converted from a contractor to a
CIA employee. As part of that conversion, Snowden went through an “entrance on duty”
psychological evaluation.

(U) CIA Employment

(U) Snowden was not, as he would later claim, a “senior advisor” at CIA.'® Rather, his
only position as a CIA employee was as a Telecommunications Information Systems Officer, or
TISO. The job description for a TISO makes clear that the position is an entry-level IT support
function, not a senior executive. TISOs “operate, maintain, install, and manage
telecommunications systems,” and “provide project management and systems integration for
voice and data communications systems,” including “support to customers after installation.”"”
Even so, the position may have appealed to Snowden because TISOs “typically spend 60-70% of
their career abroad.”"®

(U) In November 2006—less than three months after starting with CIA—Snowden
contacted the Agency’s Inspector General (IG) seeking “guidance” because he felt he was “being

1 NSA, Edward Snowden Timeline (Sept. 30, 2014). Overall document classified C//NF; cited portion classified
U//FOUO.
12 NSA, FBI, and NCSC, ‘““Negative Information’ Found in Edward Snowden’s Personnel Security File,” (Sept. 30,
123014)' Overall document classified U/FOUO.

Id.
4 CIA Office of Security, “Response to HPSCI Staffer Meeting,” (Nov. 18, 2014), Overall document classified
IS;';"N F; cited portion classified S//NF.

Id.
16 | aura Poitras and Glenn Greenwald, “NSA Whistleblower Edward Snowden: ‘I Don’t Want To Live in a Society
that Does These Sorts of Things,” The Guardian (Jun. 9, 2013), available at
http://www.theguardian.com/world/video/2013/jun/09/nsa-whistleblower-edward-snowden-interview-video
(accessed May 2, 2016).
17 CIA, Careers and Internships, “Telecommunications Information Systems Officer — Entry/Developmental,”
www.cia.gov (Oct. 2, 2015).
¥ Id.

TOP SECRETHHES-O-P/SI-GKHORCON/NOEORN

FBI (18-cv-154)-9742



Obtained via FOIA by Judicial Watch, Inc.

unfairly targeted” by his supervisor.'® After entering on duty, Snowden believed there were
“morale and retention issues” among his fellow TISOs.2® He raised those concerns with his
training supervisor, the chief of the communications training unit, but “felt they were left
unaddressed.”' He next tried the chief and deputy chief of his operational group, but was
similarly dissatisfied with their response.”

(U) Undeterred, Snowden spent the next week surveying the other TISOs who entered on
duty at the same time as him.”> He wrote up his findings and sent them to the CIA’s Strategic
Human Capital Office. Then, instead of attempting to raise his concerns again with his
supervisor or work collaboratively with other TISOs to resolve the concerns, Snowden sent his
concerns to the Deputy Director of CIA for Support—the head of the entire Directorate of
Support and one of the ten most senior executives of cia*

(U) In his e-mail, Snowden complained about the process of assigning new TISOs to
overseas locations, the pay of TISOs compared to contractors who performed similar work, and
the difficulty for TISOs to transfer laterally to other jobs.”

(€) Despite his lack of experience, the 23-year-old Snowden told the Deputy Director he
felt “pretty disenfranchised” because his immediate supervisors did not take his unsolicited
recommendations to heart.”®

(U) Snowden told the IG that, after he contacted the Deputy Director for Support, his
supervisors pulled him in to their offices for unscheduled counseling. In his view, they were
“extremely hostile” and “seem[ed] to believe I have trouble bonding with my classmates.”’
Those counseling sessions prompted Snowden to contact the IG to help protect him from
“reprisal for speaking truth to power.”

(U) One day after receiving his complaint, an IG employee responded to Snowden and
.recommended he contact the CIA’s Ombudsman, an official who could help Snowden sort
through the options available to him and mediate disputes between managers and employees.™®
The IG employee also directed Snowden to the relevant Agency regulation regarding the factors
managers could consider when deciding to retain an employee beyond the initial three-year trial
period.” Whether that response satisfied Snowden is unclear; shortly after receiving it, Snowden
sent another message to the IG employee instructing him to disregard the initial request because

% E-mail from Snowden to CIA Office of Inspector General (Nov. 2, 2006). Overall document classified S; cited
rtion marked U/AIUO.
% Id. Overall document classified S; cited portion not portion-marked.
2! 1d. Overall document classified S; cited portion not portion-marked.
2 1d. Overall document classified S; cited portion not portion-marked.
B Id. Overall document classified S; cited portion not portion-marked.
2 1d. Overall document classified S; cited portion not portion-marked.
25 1d. Overall document classified S; cited portion not portion-marked.
% Jd. Overall document classified S; cited portion classified C.
27 Id. Overall document classified S; cited portion not portion-marked
2 £_mail from CIA Office of Inspector General to Edward Snowden (Nov. 3, 2006). Overall document classified S;
cited portion classified U//ATUO.
® Id. Overall document classified S; cited portion classified U//AIUO.
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the issue had been “addressed.”*® During the rest of his time at CIA, Snowden did not contact
the IG.

¢S) After the completion of his training, Snowden was assigned to I i» March 2007
for his first TISO assignment.”’ Snowden was, in the words of his supervisor, “an energetic
officer” with a “plethora” of experience on Microsoft operating systems, but he “often does not
positively respond to advice from more senior officers, . . . does not recognize the chain of
commangli often demonstrates a lack of maturity, and does not appear to be embracing the CIA
culture.”

) A few months after starting in . Snowden asked to apply for a more senior
position in [l as 2 regional communications officer. His supervisor did not endorse his
application. When he was not selected for the position, Snowden responded by starting “a
controversial e-mail exchange with very senior officers” in which he questioned the selection
board’s professional judgment.”® Years later, when characterizing his experience as a CIA TISO,
Snowden would write that he was “specially selected by [CIA’s] Executive Leadership Team for
[a] high-visibility assignment” that “required exceptionally wide responsibility.”** The
description is in tension with his supervisor’s account of a junior officer who “needed more
experience before transitioning to such a demanding position.”’

¢S) Snowden also modified CIA’s performance review software in connection with his
annual performance review, by manipulating the font. 36 This behavior led to Snowden’s recall
for “professional consultations” with the head of all CIA technical officers in Europe.”” This was
the first but not the only time more senior CIA officers attempted to correct Snowden’s behavior.
His supervisor in i cataloged six counseling sessions between October 2007 and April
2008, nearly one per month, regarding his behavior at work.*® In September 2008, Snowden
requested to leave [l “short of tour,” that is, before his scheduled rotation date to a new
assignment.”® The request was denied. Disobeying orders, Snowden traveled back to the
Washington, D.C., area for his and his fiancée’s medical appointments. Because of his
disobedience, Snowden’s supervisors recommended he not return to 40

3% E-mail from Snowden to CIA Office of Inspector General (Nov. 3, 2006). Overall document classified S; cited
?Oﬂioﬂ classified U/AIUO.

! NSA, Edward Snowden Timeline (Sept. 30, 2014); overall document classified C//NF; cited portion classified
C/INF.
32 Memorandum for the Record by Senior Telecommunications Officer — Europe, “TISO [JIllll—Edward
Snowden” (Sept. 4, 2008).
33 CIA Office of Security, “Response to HPSCI Staffer Meeting,” (Nov. 18, 2014).
* Edward Snowden Resume.
% Memorandum for the Record by Senior Telecommunications Officer — Europe, “T1SO [ ll}—Edward
Snowden” (Sept. 4, 2008). Overall document classified S//NF; cited portion classified S.
% 14 Overall document classified S//NF; cited portion classified S.
37 Id, Overall document classified S//NF; cited portion classified S.
38 Memorandum for the Record by Office in Charge, [l “T1SO IIlll—Edward Snowden” (Dec. 18, 2008).
Overall document classified S//NF; cited portion classified S.
% Jd. Overall document classified S/NF; cited portion classified S.
* 1d. Overall document classified S//NF; cited portion classified S.
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(SH#NEF) In January 2009, CIA submitted a “fitness for duty” report for Snowden, an
administrative tool to determine whether Snowden had any work-related medical issues."’ The
Agency also assigned him to a ]gosition in the Washington, D.C., area so he could be available
for any medical appointments.”

(SHNE) Several years later, Snowden claimed that, while in [l he had ethical
qualms about working for CIA.* None of the memoranda for the record detailing his numerous
counseling sessions mention Snowden expressing any concerns about
i. Neither the CIA IG nor any other CIA intelligence oversight official or manager
has a record of Snowden expressing any concerns about the legality or morality of CIA activities.

(U) Transition to NSA Contractor

(CHNE) Around the same time that Snowden returned to the D.C. area, he applied for a
position with an NSA contractor, Perot Systems, as a systems administrator. He was still a CIA
employee at the time and his clearance remained in good standing with no derogatory
information.** On March 25, 2009, Perot Systems sponsored Snowden for employment; six days
later, on March 31, NSA Security checked the Intelligence Community-wide security database,
“Scattered Castles,” to verify Snowden’s clearance.

(U) Seeing no derogatory information in Scattered Castles, NSA Security approved
Snowden for access eight days later, on April 7.6

(S/ANE) On April 16, Snowden formally resigned as a CIA emplo ee.”” CIA’s Security
Office updated his Scattered Castles record on April 20,
.* Because NSA had checked the
database three weeks earlier, NSA Security did not learn of the [JJ]ll] in his record at that

time.* It is unclear if NSA Security would have treated Snowden’s onboarding any differently
had NSA been avare of [

41 CIA Office of Security, “Response to HPSCI Staffer Meeting,” (Nov. 18, 2014). Overall document classified
S//NF; cited portion classified S//NF,

:2 Id. Overall document classified S/NF; cited portion classified S/NF.
3

NSA, Edward Snowden Timeline (Sept. 30, 2014). Overall document classified C//NF; cited portion classified
CI//NF.
* 1d. Overall document classified C//NF; cited portion classified U/FOUO.
% 1d. Overall document classified C//NF; cited portion classified U/FOUO.
4 1d. Overall document classified C//NF; cited portion classified C//NF.
~ 8 CIA Office of Security, “Response to HPSCI Staffer Meeting,” (Nov. 18, 2014). Overall document classified
S//NF.
* NSA, Edward Snowden Timeline (Sept. 30, 2014). Overall document classified C//NF; cited portion classified
C//NF. The alerting function for in Scattered Castles has since been fixed.
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(U) From May 2009 to February 2012, Snowden worked in a variety of roles supporting
IC contracts for Dell, which had purchased Perot Systems in 2009. He worked as an IT systems
administrator at NSA sites in for a little more than a year, where he supported NSA’s
Agency Extended Information Systems Services (AXISS) contracts.”’

(U) One co-worker recalled that while he was working in . snowden traveled to
Thailand to learn how to be a ship’s captain, but never finished the training course. According to
another co-worker, at some point before he was stationed in . Snowden took a trip to China
and spoke about his admiration for the Chinese people and Chinese martial arts.”’ The same co-
worker remembered Snowden expressing his view that the U.S. government had overreached on
surveillance and that it was illegitimate for the government to obtain data on individuals’
personal computers.’> There are no indications of how Snowden attempted to square this belief
with his continued employment in support of the foreign signals intelligence mission of NSA.

(U) Other co-workers from Snowden’s time in I cccalled him as someone frustrated
with his lack of access to information. One remembered Snowden complaining how he lacked
access at CIA;>® another recalled him attempting to gain access to information about the war in
Iraq that was outside of his job responsibilities. * Although Snowden did not obtain the
information he was looking for, he later claimed it was “typical” of the U.S. government to cover
up embarrassing information.”

move him to a position where he would support IT systems at CIA. Because of the in
Scattered Castles, however, CIA refused to grant Snowden access to its information.™ Dell put
Snowden on leave for three months while waiting for a position that did not require a security
clearance to open up. Eventually, one did: In December 2010, Snowden started work in an
uncleared “systems engineer/pre-sales technical role” for Dell supporting a CIA contract.”’

(C/NF) In September 2010, Snowden returned to the United States and Dell attemited to

(U) Snowden was also due for a periodic background reinvestigation in the fall of 2010.
OPM contractor U.S. Information Services completed that review in May 2011, finding no
derogatory information. According to an after-the-fact review by the National
Counterintelligence Executive, the reinvestigation was “incomplete” and “did not present a
complete picture of Mr. Snowden.”® Among its other flaws, the investigation never attempted
to verify Snowden’s CIA employment or speak to his CIA supervisors, nor did it attempt to
independently verify Snowden’s self-report of a past security violation—areas where further

%0 1d. Overall document classified C//NF; cited portion classified U/FOUO.

5! Interview with NSA Attorney (Feb. 8, 2016) (report of interview with [l

52 1d, The same co-worker, |, also mentioned that Snowden considered himself a privacy advocate.
%3 Interview with NSA Attomeﬁeb. 8, 2016) (report of interview with [JD.

>* Id. (report of interview with .
% Id. (report of interview with
% NSA, Edward Snowden Timeline (Sept. 30, 2014). Overall document classified C//NF; cited portion classified
C/INF.

57 Jd. Overall document classified C//NF; cited portion classified C//NF.

5% National Counterintelligence Executive, Technical and quality review of the April 2011 Single Scope Background
Investigation — Periodic Reinvestigation on Mr. Snowden,” (Aug. 23, 2013); overall document classified U/FOUO.
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information could have alerted NSA to CIA’s concerns.” Contrary to best practices, the
investigation also failed to develop any character references beyond the two people Snowden
himself listed, his mother and his girlfriend. *

(S) From August 31, 2011, to January 11, 2012, Snowden took a leave of absence from
Dell. His Dell co-workers offered conflicting accounts of how he spent his leave,®’

(U) NSA Hawaii — Contract Systems Administrator

(U) Snowden returned from leave in early 2012 and took a position as a general systems
administrator supporting Dell’s AXISS work at NSA’s Hawaii Cryptologic Center.?> As part of
the change in station, he took a counterintelligence polygraph examination. The first exam was
“inconclusive,” but did not lead to NSA Security developing any further information; the second
was successful.® At the end of March 2012, Snowden moved to Hawaii.

(U) The job Snowden performed in Hawaii was similar to his duties during the previous
three years with Dell. He was a field systems administrator, working in technical support office
of NSA Hawaii. Some of his work involved moving large numbers of files between different
internal Microsoft SharePoint servers for use by other NSA Hawaii employees. Although most
NSA Hawaii staff had moved to a new building at the start of 2012, Snowden and other technical
support workers remained in the Kunia “tunnel,” an underground facility originally built for
aircraft assembly during World War Two.

(U) Snowden had few friends among his co-workers at NSA Hawaii.®* Those co-workers
described him as “smart” and “nerdy,” but also someone who was “arrogant,” “introverted,” and
“squirrelly”; an “introvert” who frequently “jumped to conclusions.”® His supervisors found his
work product to be “adequate,” but he was chronically late for work, frequently not showing up
until the afternoon.®® Snowden claimed he had trouble waking up on time because he stayed up

late playing video games,®’

(U) Few of Snowden’s Hawaii co-workers recall him expressing political opinions. One
remembered a conversation in which Snowden claimed the Stop Online Piracy Act and the

* Jd.
60 Id
8! Interview with NSA Attorney (Feb. 8, 2016).
62 NSA, Edward Snowden Timeline (Sept. 30, 2014). Dell Federal was a subcontractor to CACI International for
NSA’s AXISS Field IT support contracts. E-mail from NSA Legislative Affairs to HPSCI Staff, “Responses to
Your Questions on Read and Return Documents for HPSCI Media Leaks Review,” (Dec. 2, 2014, at 3:47 PM).
gverall document cited U//FOUO; cited portion classified U/FOUO. '
Id.
% Interview with NSA Security Official (Jan. 28, 2016).
% Interview with NSA Attorney (Jan. 28, 2016).
*1d,
1d.
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Protect Intellectual Property Act would lead to online censorship.®® In the same conversation,
Snowden told his colleague that he had not read either bill.* The same co-worker recalled
Snowden once claiming that, based on his meetings with Chinese hackers at a conference, the
United States caused problems for China but China never caused problems for the United
States.”® Although no other co-worker in Hawaii recalled Snowden expressing any sympathy for
foreign governments, a different co-worker from the Kunia tunnel remembered that Snowden
defended the actions of Private Bradley Manning.”"

(U) One incident early in Snowden’s time at NSA Hawaii merits further description. In
June 2012, Snowden installed a patch to a group of servers on classified networks that supported
NSA field sites, including NSA Hawaii. Although the patch was intended to fix a vulnerability
to the classified servers, the patch caused the servers to crash, resulting in a loss of network
access for several NSA sites.”> One of NSA’s senior technical support managers, a government
employee, fired off an e-mail to a number of systems administrators, asking who had installed
the troublqgome patch and sarcastically chiding that individual for failing to test the patch before
loading it.

(U) Snowden replied to all the recipients and added the deputy head of NSA’s technical
services directorate to the e-mail thread. This individual was several levels above the immediate
government supervisors whom Snowden could have contacted first. Calling the initial e-mail
“not appropriate and . . . not helpful,” Snowden accused the middle manager of focusing on
“evasion and finger-pointing rather than problem resolution.””*

(U) Snowden received a quick rebuke. The NSA civilian employee in Washington
responsible for managing field AXISS contracts sent Snowden an e-mail telling him his response
was “totally UNACCEPTABLE?” because “[u]nder no circumstances will any contractor call out
or point fingers at any government manager whether you agree with their handling of an issue or
not.”” She further instructed Snowden that if he “felt the need to discuss with any management
it should have been done with the site management you are working with and no one else.”’

ﬁ That weekend, Snowden came in to work |
7

5 Interview with NSA Attorney (Jan. 28, 2016) (citing co-worker [JIlID.
 Id. (citing co-worker

™ Id. (citing co-worker

7 Jd.: Interview with NSA Attorney (Feb. 8, 2016) (citing co-worker Il

™ Interview with Oct. 28, 2015).
™ E-mail from “RE: (U) ICA-tcp issues with KB2653956,” (Jun. 21, 2012, at 1:20AM). Overall
document classified U//FOUOQ.

™ E-mail from Edward Snowden, “RE: (U) ICA-tcp issues with KB2653956,” (Jun. 21, 2012, at 1:00PM). Overall
document classified U/FOUO. .
7 E-mail from NI, <(U) E-mail you sent in response to ICA-tcp issues with a patch,” (Jun. 22, 2012, at
%:ZGAM). Overall document classified U/FOUO.

Id.
77 Interview with NSA Security Official (Jan. 28, 2016).
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(U) The following Monday, he sent an e-mail to the NSA middle manager saying he
“understood how bad this e-mail looked for what was intended to be a relatively benign
message” and acknowledging that the e-mail “never should have happened in the first place.
The manager accepted the apology, explaining that his problem with the message “had nothing
to do with the content but with distribution” because he did not understand “the elevation of the
issue to such a high management level”; that is, to the deputy head of NSA’s technical services

directorate.”

3378

(U) Snowden would later publicly claim that his “breaking point”—the final impetus for
his unauthorized downloads and disclosures of troves of classified material—was March 2013
congressional testimony by Director of National Intelligence James Clapper.®

(SHREL-TO-USA;FVEY) But only a few weeks after his conflict with NSA managers,
on July 12, 2012—eight months before Director Clapper’s testlmony——Snowden began the
unauthorized, mass downloading of information from NSA networks.®

(U) Snowden’s Downloading and Removal Process

(U) Snowden used several methods to gather information on NSA networks, none of
which required advanced computer skills.

(U) At first, Snowden used blunt tools to download files en masse from NSA networks.
Two non-interactive downloading tools, commonly known as “scraping” tools, called “wget”
and DownThemAll! were available on NSA classified networks for legitimate system
administrator purposes.** Both tools were designecl to allow users to download large numbers of
files over slow or unstable network connections.”® Snowden used the two tools with a list of
website addresses, sometimes writing simple programming scripts to generate the lists. For

8 E-mail from Edward Snowden, “RE: (U) ICA-tcp issues with KB2653956” (Jun. 25, 2012, at 2:31AM). Overall
document classified U/FOUO.
? E-mail from [ Bl <RE: (U) ICA-tcp issues with KB2653956” (Jun. 25, 2012, at 1:51AM). Overall
document classified U/FOUOQ.
89 «Transcript: ARD Interview with Edward Snowden,” (Jan. 26, 2014), available at
https://edwardsnowden.com/2014/01/27/video-and-interview-with-edward-snowden.
81 NSA, Edward Snowden Timeline (Sept. 30, 2014). Overall document classified C//NF; cited portion classified
C//REL TO USA, FVEY.
82 NSA, “Methods Used by Edward Snowden To Remove Documents from NSA Networks,” (Oct. 29, 2014).
gverall document classified S/REL TO USA, FVEY,; cited irtion classified S//REL.

NSA, “Methods Used by Edward Snowden To Remove Documents from NSA Networks,” (Oct. 29, 2014).
Overall document classified S/REL TO USA, FVEY; cited portion classified U/FOUO
8 Jd. Overall document classified S//REL TO USA, FVEY; cited portion classified U//FOUO
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instance, if NSA webpages were set up in numerical order (i.e., page 1, page 2, page 3, and so
on), Snowden programmed a script to automatically collect the pagﬁs.8 Neither scraping tool
targeted areas of potential privacy or civil liberties concerns; rather, Snowden downloaded all
information from internal NSA networks and classified webpages of other 1C elements.”’

_

(U) Exceeding the access required to do his job, Snowden next began using his systems
administrator privileges to search across other NSA employees’ personal network drives and
copy what he found on their drives.”! Snowden also enlisted his unwitting colleagues to help
him, asking several of his co-workers for their security credentials so he could obtain

information that they could access, but he could not.” One of these co-workers subsequently
lost his security clearance and resigned from NSA employment.”’

(SHREL) Snowden infringed the privacy of at least Il NS A personnel by searching
their network drives without their permission, removing a copy of any documents he found to be

of interest.” ? -

8 Jd. Overall document classified S//REL TO USA, FVEY; cited portion classified U/FOUO
8 Id. Overall document classified S/REL TO USA, FVEY; cited portion classified U/FOUO
88 NSA, “HPSCI Recollection Summary Paper,” (Jan. 26, 2015). Overall document classified S//NF; cited portion
classified S//NF. See infra for a more detailed description of the files Snowden removed.
89 NSA, “Methods Used by Edward Snowden To Remove Documents from NSA Networks,” (Oct. 29, 2014).
Overall document classified S/REL TO USA, FVEY; cited portion classified S/REL TO USA, FVEY.
% Interview with NSA Security Official (Jan. 28, 2016).
' NSA, “Methods Used by Edward Snowden To Remove Documents from NSA Networks,” (Oct. 29, 2014).
Overall document classified S/REL TO USA, FVEY; cited portion classified U//FOUO.
92 HPSCI Memorandum for the Record, NSA Briefing to HPSCI Staff (July 22, 2013).
% NSA Legislative Affairs Memorandum to Staff Director and Minority Staff Director (Feb. 10, 2014). Overall
document classified U; document not portion-marked.
% Interview with NSA Security Official (Jan. 28, 2016); NSA, “Number of Personal Network Drives Searched,”
(Mar. 14, 2016). Overall document classified S//REL TO USA, FVEY; cited portion classified S/REL TO USA,
FVEY.
j: Interview with NSA Security Official (Jan. 28, 2016).

Id.
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(U) Snowden’s searches quickly expanded beyond surveillance programs. Some of the
personal network drives Snowden searched belonged to individuals involved in the hiring
decision for a job for which Snowden had applied. On these individuals’ network drives,
Snowden searched for human resources files and files related to the promotion and hiring
decisions.”’

(S#REL) Snowden first saved the information he gathered on his personal network
drive.®® At some point in 2012, a fellow systems administrator noticed that Snowden’s personal
drive used a significantly larger amount of memory than most other employees and asked him
what he was doing.” Snowden responded that he was downloading system patches for NSA
networks, a task that was consistent with his job res nsibilities.'®

(U) In late August 2012, Snowden requested a “thin-on-thick” machine for his desk. 102
At the time, NSA Hawaii was in the middle of a transition from “thick clients,”—physical
desktop computers at each worker’s desk, to “thin clients,”—virtual desktops hosted on servers.
On a “thin client,” there is no traditional desktop computer at workers’ desks, rather, each user
has a client that provides a display and input, with computing processors, memory, and storage
on network servers. Snowden’s “thin-on-thick” setup meant that he had a physical desktop
computer at his desk, but he only used its computing power and hard drive to operate a virtual
computer. This “thin-on-thick” setup allowed NSA Hawaii to reap some of the benefits of thin
clients, such as uniform security policies and improved information sharing, without the cost of
buying new thin client devices. NSA Hawaii could also make use of a large quantity of “thick
client” desktop computers it had recently purchased.'” Yet the thin-on-thick setup opened up a
loophole for Snowden to exploit.

(SHNE) Snowden knew NSA’s networks recorded and logged every action by users on
thick client workstations while connected to the network.'” He also knew that auditing controls

" NSA, “Number of Personal Network Drives Searched,” (Mar. 14, 2016). Overall document classified S/REL TO
USA, FVEY; cited portion classified S//REL TO USA, FVEY.

% NSA, “Methods Used by Edward Snowden To Remove Documents from NSA Networks,” (Oct. 29, 2014).
Overall document classified S/REL TO USA, FVEY; cited portion classified S/REL TO USA, FVEY.

% Interview with NSA Attorney (Jan. 28, 2016).

100 1 d

0I'NSA, “Methods Used by Edward Snowden To Remove Documents from NSA Networks,” (Oct. 29, 2014).
Overall document classified S/REL TO USA, FVEY; cited portion classified S/REL TO USA, FVEY.

192 N'SA Response to HPSCI Question on Thin-on-Thick Computer at Snowden’s Workstation (Mar. 2, 2016).
Overall document classified S//NF; cited portion classified S//NF. Because thin-on-thick workstations were
prevalent at NSA Hawaii at the time, Snowden did not have to go through any special approval process to obtain a
thin-on-thick workstation.

1% Interview with NSA Security Official (Jan. 28, 2016).

104 NSA, “Response to HPSCI Document Request — Question # 10”
S//NF; cited portion classified S//NF.

May 1, 2015). Overall document classified

12
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would send an alert to network security personnel if he tried to remove data from the network.

106

(SHREL) There is no evidence that NSA was aware of this specific vulnerability to its
networks. Because Snowden’s legitimate work responsibilities involved transferring large
amounts of data between different SharePoint servers, the large quantities of data he copied as
Step 1 of the exfiltration process did not trigger any NSA alerts for abnormal network traffic.'®

105 NS A, “Purpose of Functioning CD-ROM and USB Drive,” (Mar. 14, 2016). Overall document classified S//REL
USA, FVEY; cited portion classified S//REL USA, FVEY.

106 NS A, “Methods Used by Edward Snowden To Remove Documents from NSA Networks,” (Oct. 29, 2014).
Overall document classified S/REL TO USA, FVEY; cited portion classified S/REL TO USA, FVEY. See also id.

for additional details on the NSA forensics process that allowed for the reconstruction of Snowden’s methods.
107

Interview with NSA Security Official (Jan. 28, 2016).
19 NSA, “Response to HPSCI Document Request — Question # 10” (May 1, 2015). Overall document classified
S//REL USA, FVEY; cited portion classified S/REL USA, FVEY. Although Snowden, as a systems administrator,
was authorized to transfer large quantities of data on the NSA network, he was rot authorized to remove data from
the network for his intended purpose of later transferring it to removable media so he could disclose it.
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(U) NSA Hawaii — Gaining More Access and Departing for China and Russia

(U) After he began removing documents in the summer of 2012, Snowden spent several
months applying for employment as a NSA civilian. In September 2012, he took a test to obtain
a position in the Tailored Access Operations office, or TAO, the group within NSA responsible
for computer network exploitation operations. After finding the test and its answers among the
documents he had taken off of NSA networks, he passed the test.''' Based on the test result and
his exaggerated resume,' > TAO offered him a position. The pay grade TAO offered, however—
a GS-12 position that would have paid around $70,000 per year—was not sufficient for
Snowden. He instead believed he should have been offered a GS-15 position that would have
paid nearly $120,000 per year. 13

(U) In early December 2012, Snowden attempted to contact journalist Glenn Greenwald.
To hide his identity, Snowden used the pseudonym “Cincinnatus” and asked Greenwald for his
public encryption key so Snowden could send him documents securely.'"” In January 2013, he
contacted filmmaker Laura Poitras."'®

(U) In late March 2013, Snowden finally obtained a new position, not with NSA as a
civilian but with Booz Allen Hamilton as a contractor.''’ He would be a SIGINT Development
Analyst, meaning he analyzed foreign networks and cyber operators to help NSA’s National
Threat Operation Center (NTOC) in its cyber defense efforts. NTOC’s operations helped defend
U.S. military networks from attacks by foreign cyber actors, including Russia and China.

119 NSA, “Purpose of Functioning CD-ROM and USB Drive,” (Mar. 14, 2016).

1! Brvan Burrough, Sarah Ellison, and Suzanna Andrews, “The Snowden Saga: A Shadowland of Secrets and
Light,” Vanity Fair (May 2014), available at www.vanityfair.com/news/politics/2014/05/edward-snowden-politics-
interview (quoting NSA Deputy Director Rick Ledgett).

112 Edward Snowden Resume (June 28, 2012). Snowden described himself as a “Senior Advisor” at
“Dell/NSA/CIA/DIA” rather than as a systems administrator. Resume inflation was a habit for Snowden—in the
files he sent to Glenn Greenwald, he described himself as an NSA Special Advisor “under corporate cover” and as a
former CIA “field officer.” See Glenn Greenwald, No Place to Hide at 32.

13 Interview with NSA Security Official (Jan. 28, 2016).

14 NSA, Edward Snowden Timeline (Sept. 30, 2014).

115 Glenn Greenwald, No Place to Hide at 7 (2014).

16 NSA, Edward Snowden Timeline (Sept. 30, 2014).

17 NSA, Edward Snowden Timeline (Sept. 30, 2014).
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(C/ANF) In his new position, Snowden had access to more documents on NSA networks,
many of which he later removed. '8 Because there was not a thin-on-thick workstation at
Snowden’s new desk, he had to return after hours to his old desk—located at a different NSA
facility a twenty-minute drive away—to exfiltrate documents 1o
His NTOC job did not require him to visit his old building, so he had no reason other than
document removal to return.'?

(U) On May 15, 2013, Snowden told his Booz Allen Hamilton supervisor that he needed
to take two weeks of leave without pay to return to the continental United States for medical
reasons.'?! According to his supervisor, Snowden had previously claimed he suffered from
epilepsy, '2 although he never presented evidence of a diagnosis from any doctor.'”® Four days
later, Snowden flew to Hong Kong without telling either his girlfriend or his mother (who was in
Hawaii at the time visiting him) where he was going. 124 The Committee found no conclusive
evidence indicating why Snowden chose Hong Kong as his destination, but, according to later
accounts, Snowden believed he would be safe in the city based on its tradition of free speech.m

(U) On Friday May 31, Snowden’s leave without pay ended. The following Monday,
June 3, Booz Allen Hamilton started looking for him.'* Two days later, on June 5, Booz Allen
reported Snowden to NSA’s Office of Security and Greenwald published the first of Snowden’s
disclosures."?’

(U) Four days after the first Greenwald articles were published, Snowden revealed
himself as the source of the disclosures.””® According to press reports, between June 10 and June
23, Snowden hid in the apartments of refugees in Hong Kong while his lawyer worked to arrange
transit for him out of the city.'® On June 23, 2013, he flew from Hong Kong to Moscow’s
Sheremetyvevo airport, accompanied by Wikileaks activist Sarah Harrison.'*® The next day, he
failed to appear on a flight to Havana and disappeared from public view until August 1, 2013,
when Russia granted him asylum and he left the airport.”*! As of September 15, 2016, Snowden
remains in Russia.

18 Interview with NSA Security Official (Jan. 28, 2016).

¥ NSA, “Response to HPSCI Document Request — Question #2” (June 24, 2015). Overall document classified
S//NF; cited portion classified C//REL.

20 14, Cited portion classified C/REL.

12INSA, Edward Snowden Timeline (Sept. 30, 2014).

"2 Interview with NSA Attorney (Jan. 28, 2016) (citing BAH supervisor).

15 Interview with NSA Security Official (Jan. 28, 2016).

12¢ NSA, Edward Snowden Timeline (Sept. 30, 2014); Interview with NSA Security Official (Jan. 28, 2016).
125 See Luke Harding, The Snowden Files (2014) at 108.

126 NSA, Edward Snowden Timeline (Sept. 30, 2014).

27 Glenn Greenwald, “Verizon Order: NSA Collecting Phone Records of Millions of Americans Daily,” The
Guardian (June 5, 2013).

128 See Luke Harding, The Snowden Files (2014) at 146-52.

122 Theresa Tedesco, “How Snowden Escaped,” National Post (Sept. 6, 2016), available at
http://news.nationalpost.com/features/how-edward-snowden-escaped-hong-kong/

%7 uke Harding, The Snowden Files (2014) at 224.

31 1d. at 229-30, 250.
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. °“ Additionally, although
Snowden’s objective may have been to inform the public, the information he released is also
available to Russian, Chinese, Iranian, and North Korean intelligence services; any terrorist with
Internet access; and many others who wish to do harm to the United States.

SHNE) When he fled Hong Kong, Snowden left a number of encrypted computer hard
drives behind. N

133

(U) Communications with Intelligence Oversight Personnel

(U) In March 2014 public testimony to the European Parliament, Snowden claimed that
he reported his concerns about “clearly problematic programs to more than ten distinct officials”
at NSA." Snowden also publicly stated that he “specifically expressed concern about [NSA’s]
suspect interpretation of the law,” inviting “members of Congress to request a written answer to
this question [from the NSA].”'** The Committee requested such an answer from NSA,' and
found no evidence to support these claims. The Committee further found no evidence that
Snowden attempted to communicate concerns about the legality or morality of intelligence
activities to any officials, senior or otherwise, during his time at either CIA or NSA.

(U) As already described, one of Snowden’s Hawaii co-workers recalls him defending
Bradley Manning’s actions,"*’ another remembered him criticizing bills under consideration in
Congress that he regarded as harmful to online privacy'*® and criticizing U.S. foreign policy
toward China.'* None of his co-workers or his supervisors, however, recall Snowden raising
concerns about the legality or morality of U.S. intelligence activities.'*’

132 DA, Information Review Task Force-2, “Initial Assessment” (Dec. 26, 2013), at 3. Overall document classified
TS//SI//RSEN/OC/NF; cited portion classified S//NF.

133 HPSCI Memorandum for the Record, Insider Threat/Counterintelligence Monthly Briefing (Feb. 4, 2014).

134 Edward Snowden, Testimony to the European Parliament (Mar. 7, 2014) at 6.

35 Bryan Burrough, Sarah Ellison, and Suzanna Andrews, “The Snowden Saga: A Shadowland of Secrets and
Light,” Vanity Fair (May 2014), available at www.vanityfair.com/news/politics/2014/05/edward-snowden-politics-
interview.

136  etter from HPSCI Chairman Mike Rogers to Director James Clapper (Aug. 5, 2014) (requesting, among other
things, “[a]ll communications between Edward Snowden and any IC or Department of Defense compliance, legal, or
Inspector General personnel”).

137 See supra, note 71.

138 See supra, note 68.

39 See supra, note 70.

140 Interview with NSA Attorney (Jan. 28, 2016) (citing supervisors, co-workers). The co-worker who recalled
Snowden defending Manning expressly mentioned that Snowden did not believe Americans’ privacy rights were
being violated and that Snowden had no qualms about the legality of the NSA mission. See Interview with NSA
Attorney (Feb. 8, 2016) (citing co-worker [JJi.
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(U) Neither did Snowden raise any concerns with IC oversight personnel. As previously
discussed, Snowden contacted the CIA IG within a few months of his start at the Agency to
complain about training issues and management style, but he later dropped the complaint."*! He
did not contact the NSA IG, the Department of Defense (DOD) IG, or the Intelligence
Community (IC) IG, all of whom could have responded to a complaint regarding unlawful
intelligence activities. Nor did Snowden attempt to contact the Committee or the Senate Select
Committee on Intelligence through the procedures available to him under the Intelligence
Community Whistleblower Protection Act (IC WPA). He could have done this anonymously if
he feared retribution.

(U) Snowden did, however, contact NSA personnel who worked in an internal oversight
office about his personal difficulty understanding the safeguards against unlawful intelligence
activities, While on a trip to NSA headquarters at Ft. Meade in June 2012, Snowden visited a
training officer in the internal oversight and compliance office of the Signals Intelligence
Directorate. The training officer remembered that Snowden was upset because he had failed
NSA’s internal training course on how to handle information collected under FISA Section 702,
the legal authority by which the government can target the communications of non-U.S. persons
outside the United States.'*?

(U) The internal training is a rigorous computer-based course that walks NSA employees
and contractors through the laws and regulations that govern the proper handling of information
collected under the authority of FISA Section 702, including information collected under the
programs Snowden would later disclose, PRISM and “upstream” collection. At the end of the
course, NSA personnel take a scenario-based test to gauge their comprehension of the material;
if they do not receive a minimum score on the test, they must retake the computer-based training
course. All of the answers to the test questions can be found within the training material. After
three failures of the computer-based course, the individual must attend an in-person training
course to ensure they are able to understand the rules governing Section 702, including privacy
protections.

(U) According to the training officer, Snowden had failed the computer-based training
course and was afraid of the consequences.'® He was also upset because he believed the course
was rigged. '** After the training officer explained to Snowden that he could take the course
again—and that careful reading would allow him to find all of the answers to the test—Snowden
became calm and left the oversight and compliance office.'** At no point during his visit to the
compliance office did Snowden raise any concerns about how NSA used Section 702, PRISM, or
“upstream” collection.'*

"1 See supra, notes 19 through 30.
2 NSA, “OVSC1203 Issue Regarding Course Content and Trick Questions,” overall document classified TS/NF;
cited portion classified U//FOUO.
"3 Interview with [ N (Oct. 28, 2015).
144
I
145 Ij
16 14,
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(U) In April 2013—after he had removed documents multiple times from NSA systems—
Snowden contacted the NSA Office of General Counsel with a question about a different training
course.'*” He was curious about the mandatory training on United States Signals Intelligence
Directive 18, which is the foundational authority for NSA’s collection activities overseas
targeting foreigners.'*® Specifically, he believed the training erroneously accorded the same
precedence to statutes and executive orders. A few days later, an NSA attorney clarified that
while executive orders have the force of law, they cannot trump a statute.'*® Snowden did not
respond to that e-mail; he also did not raise any concerns about the legality or morality of U.S.
intelligence activities.'*°

(U) Was Snowden a Whistleblower?

(U) As a legal matter, during his time with NSA, Edward Snowden did not use
whistleblower procedures under either law or regulation to raise his objections to U.S.
intelligence activities, and thus, is not considered a whistleblower under current law. He did not
file a complaint with the DOD or IC 1G’s office, for example, or contact the intelligence
committees with concerns about fraud, waste, abuse, mismanagement, or violations of law.
Instead, Snowden disclosed classified information to the press.

(U) Snowden, however, has argued that even a lawful disclosure would have resulted in
retaliation against him.

(U) Among other things, Snowden has argued that he was unable to raise concerns about
NSA programs because he was not entitled to protection as an IC whistleblower given his status
as a contractor, (He was with Booz Allen at the time of his leaks to the press.) But the 1998 IC
WPA applies to IC employees as well as contractors. Although the statute does not explicitly
prohibit reprisals, the IC WPA channel nevertheless enables confidential, classified disclosures
and oversight, as well as a measure of informal source protection by Congress. The statute
specifically authorizes IC contractors to inform the intelligence committees of adverse actions
taken as a consequence of IC WPA-covered disclosures.

(U) Moreover, explicit protection against such actions was conferred on Snowden by
DoD regulation 5240 1-R. Snowden’s unauthorized disclosures involved Executive Order (EO)
12333 activities as well as activities conducted under FISA. At least with respect to intelligence
activities authorized under E.O. 12333—and, according to the DoD Senior Intelligence
Oversight Official, activities conducted under other authorities—5240 1-R requires employees
and contractors of a DoD intelligence element to report “questionable activities,” or “conduct
that constitutes, or is related to, [an] intelligence activity that may violate the law, any Executive

147 E.mail from Edward Snowden to NSA Office of General Counsel (Apr. 5, 2013, at 4:11PM), overall document
classified U//FOUOQ; cited portion classified U/FOUQ.

48 14., cited portion classified U/FOUO.

199 E_mail from NSA Office of General Counsel Attorney to Edward Snowden (Apr. 8, 2013, at 1:37PM), overall
document classified U/FOUQ; cited portion classified U/FOUO.

130 [C on the Record, “Edward J. Snowden email inquiry to the NSA Office of General Counsel,” (May 29, 2014)
(“There was not additional follow-up noted.”).
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Order or Presidential directive ... or applicable DoD policy[.]”">' 5240 1-R also says that DoD
senior leaders shall “ensure that no adverse action is taken against any employee [or contractor]
because the employee reports [questionable activities]” pursuant to the regulation.'?> The IC
IG’s Executive Director for Intelligence Community Whistleblowing & Source Protection
(ICW&SP), a former employee of the DoD IG’s staff, has advised HPSCI staff that these
procedures applied to Snowden during his employment as an NSA contractor and would have
helped to shield him from retaliation for voicing his objections internally.

(U) Finally, Snowden also likely was covered by 10 U.S.C. § 2409 (Section 2409). As
written at the time of Snowden’s leaks,'*> Section 2409 was primarily focused on protecting
DoD contractors from reprisals if they properly disclosed a “violation of law related” to a DoD
contract. However, Snowden has not advanced any contract-related claims about NSA
surveillance. Rather, he generally disagreed with NSA surveillance programs on policy and
constitutional grounds.

(U) If Snowden did have concerns with programs related to a DoD contract, then the
prior version of Section 2409 authorized him to raise those concerns without fear of retaliation
with a “Member of Congress, a representative of a Committee of Congress, an Inspector
General, the Government Accountability Office, a Department of Defense employee responsible
for contract oversight or management, or an authorized official of an agency or the Department
of Justice[.]”

(U) Foreign Influence
. l_

' Department of Defense Regulation 5240 1-R, Procedures Governing the Activities of DoD Intelligence
Components that Affect U.S. Persons, C.15.2.1, 3.1.1 (Dec. 7, 1982) (emphasis added).

152 1d at C.14.2.3.2.

1% Important amendments to Section 2409, which took effect in July 2013, substantially altered the statute. Among
other things, the updates extended reprisal protections to DoD subcontractors as well as contractors, and widened the
list of persons to whom contractors and subcontractors could make disclosures. At the same time, the amendments
also narrowed Section 2409’s coverage by explicitly excluding employees and contractors of IC elements. However,
that limitation, like other alterations to Section 2409, did not take effect until July 2013—affer Snowden had
unlawfully disclosed NSA material to journalists,

13 See, e.g., Testimony of Gen. Keith Alexander at 30, HPSCI Hearing (Jun. 13, 2013) (“It is not clear to us if there

is a foreign nexus. There [are] some things; it does look odd that someone would go to Hong Kong to do this.”)
155
5
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FSHHES/OEATE) Since Snowden’s arrival in Moscow, he has had, and continues to

have, contact with Russian intelligence services.
, " and in June 2016,

the deputy chairman of the Russian parliament’s defense and security committee asserted that

“Snowden did share intelligence” with his overnment,'’

(U) What Did Snowden Take?

. In light of the volume at stake, it is likely that even
Snowden does not know the full contents of all 1.5 million documents he removed.

(U) One thing that is clear, however, is that the IC documents disclosed in public are
merely the tip of the iceberg.

(SHNED) As of August 19, 2016, press outlets had published or referenced -
taken by Snowden.'® This represents less than one-tenth of one percent of the nearly 1.5 million
documents the IC assesses Snowden removed. '®

' 1d. Cited material classified S//OC//NF.
16! Mary Louise Kelly, “During Tenure in Russia, Edward Snowden Has Kept A Low Profile,” National Public
Radio (June 29, 2016), available at http://www.npr.org/2016/06/29/483890378/during-tenure-in-russia-edward-

Is‘ls'aowdf:n-hzzs-kcit-a-lcmr-ircxﬁle.
]

See NSA, “HPSCI Recollection Summary Paper,” (Jan. 26, 2015)

Overall document classified S//NF; cited portion classified S//NF.
E-mail from NSA Legislative Affairs (Aug. 22, 2016, at 4:48PM). Overall document classified S/REL TO

USA, FVY; cited portion classified S/REL TO USA, FVEY.
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(U) The 1.5 million documents came from two classified networks, an internal NSA
network called NSANet and an IC-wide Top Secret/Sensitive Compartmented Information
network called the Joint Warfighter Information Computer System (JWICS). If printed out and
stacked, these documents would create a pile more than three miles high.'®

-
165 NSA, “HPSCI Recollection Summary Paper,” (Jan. 26, 2015) Overall document classified S/NF; cited portion
classified S//NF.

166 Testimony of Mr. Scott Liard, Deputy Director for Counterintelligence, Defense Intelligence Agency, HPSCI
Hearing (Jan. 27, 2014), at 7-8. The 1.5 million document count does not include 374,000 blank documents
Snowden downloaded from the Department of the Army Intelligence Information Service (DAIIS) Message
Processing System. See DIA, Information Review Task Force-2, “Fourth Quarter Report, 2014” (Dec. 31, 2014), at
Xvii,

1T NSA, “HPSCI Recollection Summary Paper,” (Jan. 26, 2015). Overall document classified S//NF; cited portion
classified S//NF,

1% NSA, “Timing of Recollection and Security Flags,” (Mar. 14, 2016). Overall document classified S//REL TO
USA, FVEY; cited portion classified S//REL.

169

™ g

"7' NSA, “HPSCI Recollection Summary Paper,” (Jan. 26, 2015).

' Id ; see also DIA, Information Review Task Force-2, “Fourth Quarter Report, 2014” (Dec. 31, 2014), at xvii.

' Id.; see also DIA, Information Review Task Force-2, “Fourth Quarter Report, 2014” (Dec. 31, 2014), at xvii.
'™ 1d.; see also DIA, Information Review Task Force-2, “Fourth Quarter Report, 2014” (Dec. 31, 2014), at xvii.
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€8) The vast majority of the documents Snowden removed were unrelated to electronic
surveillance or any issues associated with privacy and civil liberties.

(U) What Damage Did Snowden Cause?

(SHNE) Over the past three years, the Intelligence Community and the Department of
Defense (DoD) have carried out separate reviews—with differing methodologies—of the
contents of all 1.5 million documents Snowden removed. It is not clear which of the documents
Snowden removed are in the hands of a foreign government. All of the documents that have

been publicly disclosed 176__can be accessed by foreign militaries
and intelligence services as well as the public.

(U) Out of an abundance of caution, DoD therefore reviewed all 1.5 million documents to
determine the maximum extent of the possible damage.

(FSHNE)-As of June 2016, the most recent DoD review identified 13 hiih-risk issues,

which are identified in the following table.'” Eight of the 13 relate to
d capabilities of DoD; if the Russian or Chinese
governments have access to this information, American troops will be at greater risk in any
future conflict.'®

175

E-mail from NSA Legislative Affairs (Aug. 22, 2016, at 4:48PM). Overall document classified S//REL TO
USA, FVY; cited portion classified S/REL TO USA, FVEY.
177 D] A, Information Review Task Force-2, “Initial Assessment” (Dec. 26, 2013), at 3. Overall document classified
TS//SI//RSEN/OC/NF; cited portion classified S//NF.
'8 Mary Louise Kelly, “During Tenure in Russia, Edward Snowden Has Kept A Low Profile,” National Public
Radio (June 29, 2016), available at htip://www .npr.org/2016/06/29/483890378/during-tenure-in-russia-edward-
snowden-has-kept-a-low-profile. :
' DoD, Mitigation Oversight Task Force, “Quarterly Report” (Oct. 2015), at 8. Overall document classified
;I;OS;‘KSI;'I‘ K//ORCON/NF; cited portion classified TS//NF

Id.
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{U) The Intelligence Community, by contrast, has carried out a damage assessment for
only a small subset of the documents Snowden removed. And unlike IC damage assessments for
previous unauthorized disclosures, ! the IC assessment on Snowden does not contain an
assessment of Snowden’s background and motive, an assessment of whether he was the agent of
a foreign intelligence service, or recommendations for how to improve security in the IC, faits
review, the National Counterintelligence and Seeurity Center (NCSC), a component of the Office
of the Director of National Intelligence, divided the documents Snowden removed into three

182

“riers.

W Ses g.g., Office of the National Counterintelligence Executive, "Ana Belen Montes: A Damage Assessmesat,”
(July 1, 2004}, Overall doswment classified S/NF.

B2 NCSC, “Intellizence Community Damage Assessment: Unauthorized Disclosures of Classified Information
Attributed to Bdward Snowden, 1 Jasuary 2013 through 31 August 20157 (Apr. 8, 2016}, at 3. Overall document
classified TRIAHCS-PSIGTRAOCINF, cited portion classified U/FOUC.
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SHREL) Tier One: Documents that have been disclosed in the media, either in whole
orinpart. As of August 19, 2016, press outlets had published or referenced [JJJj files taken by
Snowden.'®

(EFSHSHOECANT) Tier Two: Documents that, based on forensic analysis, Snowden
would have collected in the course of collecting Tier One, but have not yet been disclosed to the
ublic. The IC assesses these documents are likely in the hands of the media.

The remaining documents that Snowden

(FSHSHOECANE) Tier Three:

(SHNE) The IC damage assessment of Tier One documents is still ongoing, but, as of late
May 2016, the IC had no plans to carry out a damage assessment of the documents in Tier Two
or Tier Three.'®

. " As aresult, the IC’s
damage assessment cannot be considered a complete accounting of the damage Snowden caused
to U.S. intelligence.

(U) However, even the IC’s limited damage assessment of documents in Tier One
indicates that Snowden’s disclosures caused massive damage to national security. A few
examples, listed below, illustrate the scale of the damage.

18 E-mail from NSA Legislative Affairs (Aug. 22, 2016, at 4:48PM). Overall document classified S/REL TO
USA, FVEY; cited portion classified S//REL TO USA, FVEY.

' NCSC, “Intelligence Community Damage Assessment: Unauthorized Disclosures of Classified Information
Attributed to Edward Snowden, 1 January 2015 through 31 August 2015,” (Apr. 8, 2016), at 5. Overall document
classified TS//HCS-P/SI-G/TK//OC/NF, cited portion classified TS//SI/OC/NF.

18 1d., cited portion classified TS/SI/OC/NF.

8 HPSCI Staff Briefing with NCSC (May 25, 2016).

'8 NCSC, “Intelligence Community Damage Assessment: Unauthorized Disclosures of Classified Information
Attributed to Edward Snowden, 1 January 2015 through 31 August 2015,” (Apr. 8, 2016), at 1. Overall document
classified TS/HCS-P/SI-G/TK//OC/NF; cited portion classified S//NF,

1 HPSCI Staff Memorandum for the Record, “NSA Notification of ||| GGG <csuiting

from Recent Media Disclosures,” (July 8, 2014). Overall document classified TS//SI//NF.
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1,
80 g4
B NCSE, “Tatelligence Commuanity Damage Assessment: Unauthorized Disclosures of Classified Information
Atiributed to Edward Snowden, 1 August 2014 through 31 December 2014, {Dec. 22, 2015}, at 25, Overall
document classified TSHHUS-P/SL-GTRKA/OCNF, cited porting classifisd S/RNE.
%2 presidential Poi ey Directive 28, “Sigoals Intelligence Activities” (Jan. 17, 2014).

% | etter frova Directar of National Intelligence James R. thpc; to Ch irman Dcv n ‘\ium,:s and Raoking Member
}dam \»h;iifhm 23, 2015) Dverail decumumc aﬁsﬂvd i¥, ¢ ; :

® {Nav. 1'?, 3014}, at ?.—»'%, Overziﬂ -documeni classified TS/SI/NT; cited portion classified
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.

o (SHHCS-O/OCANE) Because of disclosures attributed to Snowde

i —
o]
 il—

1% HPSCI Staff Briefing with ODNI (Sept. 6, 2016).
1% HPSCI Staff Briefing with NCSC, NSA, CIA, and FBI (Jun. 17, 2016).

YT NCSC, “Intelligence Community Damage Assessment: Unauthorized Disclosures of Classified Information
Attributed to Edward Snowden, 1 August 2014 through 31 December 2014 — HCS-O Annex” (Dec. 22, 2015), .
Overall document classified TS//HCS-O/SI//OC//NF; cited portion classified S//HCS-O//OC/NF.

1% NCSC, “Intelligence Community Damage Assessment: Unauthorized Disclosures of Classified Information
Attributed to Edward Snowden, 1 January 2015 through 31 August 2015,” (Apr. 8, 2016), at 11. Overall document
classified TS//HCS-P/SI-G/TK//OC/NF; cited portion classified TS//SI//NF.

~ "% HPSCI Staff Briefing with NCSC, NSA, CIA, and FBI (Jun. 17, 2016).
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20 NCSC, “Intelligence Community Damage Assessment: Unauthorized Disclosures of Classified Information
Attributed to Edward Snowden, 1 January 2015 through 31 August 2015,” (Apr. 8, 2016), at 1. Overall document
classified TS//HCS-P/SI-G/TK//OC/NF; cited portion classified S//HCS-P/SI//OC/NF.

20! 1d., cited portion classified S//HCS-P/SI//OC/NF.

02 NSA, “Response to Request for Information Re: —,” (Dec. 16, 2014).
Overall document classified TS//SI//NF; cited portion classified TS//SI//NF.

203 CIA, Memorandum for Congress, “In Response to Questions on Decreased Collection Possibly Caused by
Unauthorized Disclosures since June 2013,” (July 20, 2016), at 2. Overall document classified TS/HCS-O-P
CRD/ST//OC/NF; cited portion classified TS//SI/REL TO USA, FVEY).

204 ODNI, Recouping Intelligence Capabilities Brief (Jun. 7, 2016), at 8. Overall document classified TS//SI/NF;
cited portion classified TS//SI//NF; ODNI Briefing to HPSCI Staff on Recouping Intelligence Capabilities Brief
(July 13, 2016).

28 ;4

2% ODNI, “Remediation of Unauthorized Disclosures” (June 2015), at 3. Overall document classified
TS//SI//OC/NF; cited portion classified TS//SI/OC/NF.
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(U) How Has the IC Recovered from Snowden?

(FSHSHANE)-There is no IC-wide estimate for the total cost to the government of
remediating Snowden’s disclosures. However, a mid-2015 study by ODNI’s Systems and
Resources Analysis Group estimated that NSA and CIA will spend ||l over Fiscal
Years 2016 and 2017 to recover from the damage Snowden’s disclosures caused to SIGINT
capabilities.21 :

(ESHSHANE) As a whole, the IC will undoubtedly spend even more. The || N
estimate represents a conservative assessment of the amount CIA and NSA will spend to rebuild

SIGINT capabilities that were damaged by Snowden’s disclosures. The estimate captures only
two years of spending and does not reflect investments made before Fiscal Year 2016 or planned
investments for Fiscal Year 2018 and beyond. Moreover, it does not capture the costs associated

HPSCI Staff Memorandum for the Record, “Upcoming Unauthorized Disclosures of _

Overall document classified TS//SI//NF. ‘
ODNI SRA, “FY17 Major Issue Studies — Recouping Intelligence Capabilities,” (June 7, 2016), at 9. Overall
document classified TS//SU/NF; cited portion classified TS/SI/NF.
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with the IC’s damaged relationships with foreign and corporate partners, the opportunity cost of
the time and resources the IC and DOD have spent mitigating the damage of the disclosures, or
the costs of improved security measures across the federal government.

(U) Snowden’s actions also exposed significant vulnerabilities in the IC’s information
security. Although it is impossible to reduce the risk of an insider threat like Snowden to zero,
relatively simple changes such as automatically detecting the malicious use of scraping tools like
“wget,” physically disabling removable media from the workstations of NSA personnel who lack
a work reason to use removable media, and implementing two-person controls to transfer data by
removable media would have dramatically reduced the quantity of files Snowden could have
removed or stopped him altogether.

(U) The Committee remains concerned that NSA, and the IC as a whole, have not done
enough to reduce the chances of future insider threats like Snowden.

(CHREL-TO-USA-FVEY) In the aftermath of Snowden’s disclosures, NSA compiled a
list of [l security improvements for its networks. These improvements, called the “Secure the
Net” initiatives, contained many steps that would have stopped Snowden, such as two-person
control for transfer of data by removable media, and many broader security improvements, such
as reducing the number of privileged users and authorized data transfer agents, and moving
toward a continuous evaluation model for background investigations.?'? In July 2014, more than
a year after Snowden’s first disclosures, many of these “Secure the Net” initiatives—including
some relatively simple initiatives, such as two-stage controls for systems administrators—had
not been completed.213 In August 2016, more than three years after Snowden’s first disclosures,
four of the [ initiatives remained outstanding.>'*

(U) In the House-passed Intelligence Authorization Act for Fiscal Year 2016, the
Committee directed the Department of Defense Inspector General (DOD IG) to carry out an
assessment of information security at NSA, including whether NSA had successfully remediated
the vulnerabilities exposed by Snowden.

(U) In August 2016, DOD IG issued its report, finding that NSA needed to take
additional steps to effectively implement the privileged access-related “Secure the Net”
initiatives.”"’

" (U) In particular, DOD IG found that NSA had not: fully implemented technology to
oversee privileged user activities; effectively reduced the number of privileged access users; or
effectively reduced the number of authorized data transfer agents. In addition, contrary to the

212 NSA, “Secure the Net Initiatives,” (Aug. 22, 2016). Overall document classified C//REL TO USA, FVEY.
213 NSA, “Secure the Net Initiatives,” (July 2014). Overall document classified C//REL TO USA, FVEY.

24 NSA, “Secure the Net Initiatives,” (Aug. 22, 2016). Overall document classified C//REL TO USA, FVEY.
25 Department of Defense Inspector General, Report 2016-129, “The National Security Agency Should Take
Additional Steps in Its Privileged Access-Related Secure the Net Initiatives” (Aug. 29, 2016). Overall document
classified S//NF, cited portion classified U/FOUO.
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“Secure the Net” initiatives, NSA did not consistently secure server racks and other sensitive
equipment in data centers, and did not extend two-stage authentication controls to all high-risk
users.?'® Recent security breaches at NSA underscore the necessity for the agency to improve its
security posture.

(U) And even though NSA has been the victim of recent breaches, it is not the only IC
agency where information security needs to be improved. For instance, a recent CIA Inspector
General report found that CIA has not yet implemented multi-factor authentication controls such
asa physzi]%al token for general or privileged users of the Agency’s enterprise or mission
systems.

(U) As a recent Committee report concluded, the introduction of the Intelligence
Community Information Technology Enterprise (IC ITE) should produce an improved security
environment in the IC.2'® And as that report noted, although IC data will be more secure and
better protected under IC ITE than it is today, from both internal and external threats, IC ITE will
also increase risks in different areas.”'* These risks will require dedicated attention to ensure IC
ITE reaches its full potential for an improved security environment.

(U) Conclusion — Efforts to Improve Security

(U) Although it is impossible to reduce the chance of another Snowden to zero, more
work can and should be done to improve the security of the people and computer networks that
keep America’s most closely held secrets.

(U) Since the beginning of Snowden’s disclosures, the Committee has directed the IC to
carry out a number of studies and security improvements to reduce the risk of another insider
threat. Among its other oversight efforts, the Committee has:

¢ (U) Authorized an additional _ for insider threat detection efforts in Fiscal
Year 2014. Consistent with a spend plan and updated insider threat strategy provided to
Congress, 60 percent of these funds were to be used for insider threat detection and the
remaining 40 percent toward continuous evaluation;??’

e (U) Directed the DNI to ensure that the President’s National Insider Threat Policy and
Minimum Standards were fully implemented on TS/SCI networks and all NIP-funded

216 14, cited portion classified C//REL TO USA, FVEY.

217 C1A Office of Inspector General, “Review of National Security Systems Required by the Cybersecurity Act of
2015,” Report No. 2016-0022-AS (Aug. 2016). Overall report classified S//NF, cited portion classified S//NF.

218 HPSCI Report, “Assessing IC ITE’s Security Posture,” (Feb. 4, 2016). Overall report classified S//NF, cited
portion classified U.

9 Iq. at 25, cited portion classified U/FOUO.

0 Classified Annex to Accompany the Report to the Intelligence Authorization Act for Fiscal Year 2014, P.L. 113-
126, pp. 15-16.
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networks at CIA, DIA, NSA, NGA, NRO, FBI, and DOE by October 1, 2014;?!

¢ (U) Directed the DNI, as the Security Executive Agent, to establish a structure for a
comprehcnsnvc contmuous evaluation system for holders of TS/SCI within 270 days of
the enactment;”

e (U) Directed the DNI, in coordination with the USD(I) to review whether the continuous
evaluation process, insider threat auditing tools, and background investigation processes
should consider different kinds of information to detect potential leakers than the current
process collects to detect traditional security threats;”

¢ (U) Directed the DNI to review the management controls on privileged access, to include
Systems Administrators; 224

¢ (U) Directed the NSA to implement a “two person rule” for Tier 3 Systems
Administrators and select Tier 2 Systems Administrators and directed the DNI to report
to the Intelligence Committees on actions he is undertaking to lead the other IC elements
in enacting a similar two person rule, or similar safeguards;**

e (U) Directed the DNI to attempt to reduce the number of Tier 3 System Administrators
and ensure consistency in tier ratings across the IC;#

e (U) Directed the DNI to expand Scattered Castles to contain all TS/SCI clearance holders
and list any pertinent exceptions or “flags” as close to real-time as possible;*

¢ (U) Directed the DNI to ensure that insider threat security measures were fully applied to
contractors and contractor facﬂltles, 228

21 Classified Annex to Accompany the Report to the Intelligence Authorization Act for Fiscal Year 2014, P.L. 113-
126, p. 16; Classified Annex to Accompany the Report to the House-passed Intelligence Authorization Act for
Fiscal Year 2014 pp. 32.
22 Classified Annex to Accompany the Report to the Intelligence Authorization Act for Fiscal Year 2014, P.L. 113-
126, p. 16; Classified Annex to Accompany the Report to the House-passed Intelligence Authorization Act for
Fiscal Year 2014 pp. 32-33.
2B Classified Annex to Accompany the Report to the Intelligence Authorization Act for Fiscal Year 2014, P.L. 113-
126, p. 16; Classified Annex to Accompany the Report to the House-passed Intelligence Authorization Act for
Fiscal Year 2014 p. 33.
224

Id.
225 1 d.
226 Classified Annex to Accompany the Report to the Intelligence Authorization Act for Fiscal Year 2014, P.L. 113-
126, p. 16; Classified Annex to Accompany the Report to the House-passed Intelligence Authorization Act for
Fiscal Year 2014 p. 34.
27

Id.
2 Id.
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e (U) Required the IC to continuously evaluate the eligibility of personnel to access
classified information, to develop procedures for automatically sharing derogatory
information between agencies, and other improvements to the reinvestigation process; >

e (U) Encouraged the DNI to make a determination of how periodic reinvestigations will
be handled in concert with a continuous evaluation program;’

¢ (U) Directed an IC analysis of private sector policies to reduce insider threats; "

¢ (U) Directed a DNI-led review once every three years of all U.S. government positions
with access to classified information;***

o (U) Directed the DNI, in consultation with the Attorney General, the Secretary of
Defense, and the Director of the Office of Personnel Management, to develop and
implement procedures that govern whether and how publicly available information may
be used in the security clearance process; 3

e (U) Required each IC element to implement a program to enhance security reviews of
individuals applying for access to classified information;**

¢ (U) Required the Inspector General of each federal agency that operates national security
systems to report on, among other things, information security practices to detect data
exfiltration and other threats;*

¢ (U) Directed NSA to produce a plan for completing security improvements to its
networks by the end of Calendar Year 2018, including enclaves and systems used outside
of NSA-controlled facilities; and®*

29 Intefligence Authorization Act for Fiscal Year 2014, P.L. 113-126, Title V.

20 Classified Annex to Accompany the Report to the Intelligence Authorization Act for Fiscal Year 2014, P.L. 113-
126, p. 16

2! Intelligence Authorization Act for Fiscal Year 2015, P.L. 113-293, § 308.

52 Classified Annex to Accompany the Report to the Intelligence Authorization Act for Fiscal Year 2015, P.L. 113-
293, p. 11.

3 Classified Annex to Accompany the Report to the Intelligence Authorization Act for Fiscal Year 2015, P.L. 113-
293, pp. 11-12,

24 Intelligence Authorization Act for Fiscal Year 2016, Division M, Consolidated Appropriations Act for Fiscal
Year 2016, P.L. 114-113, § 306.

o Cybersecurity Act of 2015, Division N, Consolidated Appropriations Act for Fiscal Year 2016, P.L. 114-113,

§ 406 _
58 Classified Annex to Accompany the Joint Explanatory Statement to the Intelligence Authorization Act for Fiscal
Year 2016, Division M, Consolidated Appropriations Act for Fiscal Year 2016, P.L. 114-113, p. 19.

FOP-SECRET/HCES-O-P/SI-GHKHORCONANOEORN
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TOP-SECRET/HCS-O-P/SI-GHAKHORCONMNOEORN

¢ (U) Directed the Intelligence Community Inspector General (IC IG) to carry out an
assessment of post-Snowden information security improvements at CIA, DIA, FBI,
NGA, NRO, and ODNL*’

(U) As the Fiscal Year 2017 Intelligence Authorization Act moves toward enactment and
Congress begins its consideration of the President’s Fiscal Year 2018 budget request, the
Committee looks forward to working with the IC to ensure our nation’s secrets receive the
security they deserve.

B7 Classified Annex to Accompany the Report to the Intelligence Authorization Act for Fiscal Year 2017, H.R.
5077, p. 93.
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From: Strzok, Peter B {CO} {FBY}

Bant: Thursday, Decerber 22, 2016 7:29 PM
Tae Page, Lisa . {06 {FBY

Subject: Fuvd: Media data pul

S ] T — ;
From: “McCabe, Andrew G. (DO} {F }l ' 220_11
DS?E’ 12,?22;2(}3 & 2T PR {GNT—QS’ﬁﬁi '

b7E -6
.'§_'.L_: "Strzok, Pe_tgef_ P g 0} {¥BYy}
Suﬁiect: RE: Media data aull

be -1
Andrew G, Moabe b7C -1

Da;@uw mreﬁm
federal Bureau of ias.fegizgatmn

-==me=-= Driginal message e :
Froma: “"Strack, Petar &, %ﬂ@} {FBy : Egc‘f 1
Diate: 12/22/16 7:25 P {GM*—EE}*G{}} " BIE -6
To: "McCabe, Andrew G {oay {Faiy

Ce: "Priestap, £ WL (CD} (FBYY
Sstgec,t Media data pull

Abdy,
i recewed ward wa }eﬂ ﬁxat *amm&w momang M,is;e R wam’s to tal k ‘%%Qilf wheﬁzer we have a;xened a

o ‘7'\:&‘{};131:3 i ke “n tin s,amaihmg:

{need gu;du'ace ‘as to bow/f you'd fike me to detail the media pull we conducted. &s you may recall,
we have not detatled that sctivity other than o you and B,

Thanks,
Pete
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Strzok, Peter P, {CD} {F

From: Strzok, Peter B {CO} {FBY

Sent: Friday, December 23, 2018 10:57 AM

Te: Moffa, Jonathan C. {CD) (FBI}; Page, Lisy C. {OGC) {FBY}
Subject: {have copy 2 of 2

#was tricky hiding in SFR
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Strzok, Peter P, {CD} {F

From: Strzok, Peter B {CO} {FBY

Sent: Friday, December 23, 2016 £:40 PM-

To: Page, Liss C. {OGC) {FB]

Suhje.ﬁt_ ;gf b5 -1

$ts deserved. You earned - fought - for it

wememe-- Original message e
From: *Page, Lisa C. {OGC) {FBY Eg :i
Date: 13¢23/2016 4:38 PA {GMT-05:00 b7C -1
To: “Streok, Pater P {CHI (FBY] | bTE -6
Subject: RE
Thank you. It's ramodest, but ' really really -p?eazsed with myself deht now. &}
b5 -1
bé -1
b7Cc -1
b7E -6
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Strzok, Peter P, {CD} {F

From: Strzok, Peter B {CO} {FBY

Sent: Friday, December 23, 2016 6:34 PM-
Te: Page, Liss . {OGC) {F81)

Subject: RE: Edits

Thanks. Curtous what they are; even f V'm out.

Fucking go focus on Veneduels, § guess,

——--=— Original message —— 5
From: "Page, Lisa C. {GGC}{FB%}I j 1;_? ‘11
Date: 12/23/2016 6:10 PM {GMT-05:00) ' . Ooe e
To: "Strzok, Peter B, {CO) {FBY) :
Subject: Fud: Edits
Just B¥L
e Orfginal mesSage -
From: "McCabe, Andrew G, {DO} {FBY) . b6 -1
Date: 12/23/2016 5:56 PM {GMT-05:007 o
To: "Moffs, fonathan C. {CO} {84 :
Ce "Page, Uisa C. {OGC] (FBIY
Subject: Edits
ighn
{ just spoke to the Boss following his read of the draft. He had two comments I I b5 -3
| Mot an.ereergency by say stretch. :
More fmportantly, have a Merry Christmas.
Andrew 6. McCabe
Deputy Director
Federal Bursau of investigation
b6 -1
b7C -1
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Strzok, Peter P. {CD} {FBI}

From: Strzok, Peter P {CD}{FBY

Sent: Monday, December 26, 2016 2:27 PM

Ta: Page, Liss € {06} {F8H

'Sqf_ajég*-_f:_: Fis fd Trump Altde ?artnerﬂd Weth F’rm Rua by ’afan W;th ﬁ‘%eged KGB'&' igs -
B?Gﬁmi&esg

Se, took; Vm shari ng... }

e Original MES5AEE ~-==--m
From: "Strzok, Pater P gma ey | b6 -1
Date: 12/26/2016 2:25 PM {GMT05:00} N E;g :;

To: "Moffa, lonathan C {€D) (A1 CS‘} {FBY"
FWES (FBLH [ '

Subject: Fasds Trump Alde Partnered With Firmi Run by Man With Alleged KGB Ties - Bloomberg

be -1
b7Cc -1

%‘it:t:gsrc ’f sovew. bloom berg.corg/ ﬂewg;‘ar* ol s,f é(}i%-ﬂ-'?iif 31 m;:;»aiﬁenpaﬁmﬂfed?w'it?zsﬁr%-mnvb*gf-*maﬁ-.
Wﬁ%% Hegad-Kgbtias

Trump Aide Partnered With Firm Run by
Man With Alleged KGB Ties

i Koclatisweskl s December 23, 2016, 5:00 AM EST

R DL LR B SERRALRR 3 o)
Rlces Yoty 8

i}fgomi}{j Tmimﬂ-’s:.wﬁma__ﬁ'semriw at%’ifgsis;gajf;.Mici’zagi .?i_?gzﬁir}_', partnered this year gﬁfﬁith a
controversial technology company co-run by a man once convicted of trying to sell

stolen biotech materialto the Russian KGB espionage agency.

Subu Kota, who pleaded guilty in 1996 to selling the material to an FBl agent posingasa
Russian spy, is one of two board directors at the company, Boston-based Brainwave
FBI (18-cv-154)-9823
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Science. During years of federal court proceedings, prosecutors presented evidence
they said showed that between 1985 and 1930 Kota met repeatedly with a KGB agent
and was part of aspy -;?ii'}g_.gthaismacfe hméﬁe;ﬂs Qf:tfiﬁsausa nds aﬁ-ﬁa’ii&_ rs:selling U.S.
missile defense technology to Russian spies. Kota denied being part of a spy ving,
reached a plea agreement in the biotech case and admitted to selling a sketch of a
military helicopter to his co-defendant, who was fater convicted of being a KGB

aperative.

Flynn served more than three decades in the military and rose to become director of
the Defense Intelligence Agency before he was fired by President Barack Obama in
2014 over policy disagreements. He formed a private consulting firm, Flynn Intel
Group, which has sought business with an array of cyber security firms and defense
contractors. He began collaborating with Brainwave Science last spring.

Flynn, who has been widely criticized for close associations with Russia, has declined
business ties. A spokesman for the Trump transition team, Jason Miller, $a}§’g‘§ inan email
that Flynn has never met or spoken with Kota and that he has ended his association
with Brainwave Science.

in a phone interview on Thursday, Kota described his criminal charges and dealings
with the KGB as misunderstandings. He acknowledged sefling biotech materiaitoa
federal agent posing as a Russian spy, but said the incident was a patent dispute, not
espionage.

‘Brain Fingerprinting’

Brainwave is seeking to develop a market for its iﬂﬁﬁﬁfaﬁva-.—- but broadly disputed -
technology called “brain fingerprinting” which tries to assess an interrogation subject’s.

s to help sell the product to defense and law enforcement agencies, Brainwave

President Krishna tka said in an interview.

ika said the company has not sold anything to UL.S. federal agencies yet and is looking

for investors. He runs the day-to-day operations while Kota brings business and

L o L Al 3 S L S E S t ¥ . & @ *
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technological expertise and helps make SIrategic Gecisions,

Although undercover federal agents testified that Kota bragged of his invalvementin a
KGB spy ring, Kota says he has never been a spy. He acknowledges meeting with
Viadimir Galkin, a KGB sy, on at least four occasions and receiving hundreds of
thousands of dollars in exchange for information about technology related to ULS.
imissile ﬁ:eeféﬁ.ﬁiéis?ﬁi‘érﬁ-é&._-Bﬁ%-“i&ﬁtaf'Saiﬁié’hefih?ﬂ&gﬁt'ﬁaiﬁia"s was a businessman and that
the information he provided was from public sources. Galkin was arrested at Kennedy
Airport in 1996. Prosecutors were unable to build a case'in the miiitaa; spy ring they

leave the country.

Since pleading guilty to the biotech and tax evasion charges, Kota said he has steered
clear of anything remotely illegal.

“Not even a parking ticket,” he said.

Kata also runs a consulting company called The Boston Group. Federal court records
show that after pleading guilty in the biotech case, he testified against his co-defendant
and received a reduced sentence of four years’ probation and a $50,000 fine.

Flynn has met with Brainwave officials at least 10 times, according to tka, and signed a
collaboration agreement to help drum up new business with 11.S. agencies. Flynn also
agreed to train any national security or law enforcement agency that purchased
Brainwave products at Flynn intel Group headguarters, ika said. Fiynn’s company,
based in the Washington suburb of Fairfax, Virginia, promised to provide *world-class
training services led by qualified security professionals with experience in intefligence

and investigation,” Braimwave’s website says.

Headpiece With Sensors

Flynn tested the product himself, lka said. He put on the helmet-like headpiece fitted

information.

“He found it very convinging,” tha said.
FBI (18-cv-154)-9825



Obtained via FOIA by Judicial Watch, Inc.
Flynn's activities with the company continued after he began receiving classified
intefligence briefings in mid-August as part of Trump’s campaign. In late September, tka

during a meeting at Flynn’s offices.

After Trump won the election in November and named Flynn his national security

continue Brainwave’s collaboration with other partaers from Flynn Intel Group.
Russia Today

Flynn has been criticized for making a paid speech at Russia Today, a state-run news
_ag;je'nﬁiigfaﬁé’s-itﬁﬁg with President Viadimir Putin at a dinner in Moscow in 2015t
celebrate RT's anniversary. Flynn and his son also helped spread internet conspiracies

RATIONALY

For defense employees and private-sector military contractors such as Flynn who want
to check on potential business partners, the Department of Defense publishes a
periodic report entitied “Esplonage and CGther Compromises of National Security.” The
2009 sditinn, available online, includes a description of Kota's conviction.

Brainwave's product line igi:sx;i&t on a technique developed by inventor Lawrence
Farwell in the 1990s. The process received so much attention as a potential
breakthrough for law enforcement that Congress ordered the General Accounting
Office to stu dy it. Inatapan

effactiveness could not be validated and wera notworth trying.

Tka said that after the 9/11 terror attacks, which inspired him to use his background to
help fight terrorism, he heard about the technigue and eventually collaborated with
Farwell. Ika said he was convinced that skepticism about brain fingerprinting had been
fomented by the "polygraph lobby™ which did not want to lose business to a more.

polygraphs.
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From: Strzok, Peter 8. {CO} {FBY}

Bant: Tuesday, December 27, 2016 10:30 AM

Tae Priestap, £, W, {CD) {FBI}; Rybicki, lames E. (D) {FI}; Kortay Hael B (DO f
{FBU); Page, Lisa C. {OGC) {FBY); Moftfa, Jonathan C. {CD) (FB); o
i@ﬁC} {¥al) '

Subject: fwid: Did James Comey Cost Hillary Clinton The Election? We Asked The Late-

Deciding Voters: | The Huffington Past

Wotable that given the media outiet, they found na com pei?mg argument the letiers made a difference.
And found the guoteinteresting.

kgmi af Jc§sd§f3ed 3&, %iema'ﬁﬁez aaid i if § wanted m sayf whea { Rﬁew ’Eﬁr ssme, s‘t wa_s w‘:en
they started attacking Comey for éumg has job i the weekend prior i the elsction,”

-?ﬁmjsm %a;ffg@ﬁ.hamsqﬁfemw us S8E1 ?93&@4&&&%}5&%&&?1};‘
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TLP:WHITE

Federal Bureau
of Investigation

DISCLAIMER: This report is provided “as is” for informational purposes only. The Department of Homeland
Security (DHS) does not provide any warranties of any kind regarding any information contained within. DHS

does not endorse any commercial product or service referenced in this advisory or otherwise. This document is

distributed as TLP:WHITE: Subject to standard copyright rules, TLP: WHITE information may be distributed
without restriction. For more information on the Traffic Light Protocol, see hiipg.nyw.us-cevi.goviiip.

Reference Number: JAR-18-20288 December 28, 2018

GRIZZLY STEPPE ~ Russian Malicious Cyber Activity

Summary

This Joint Analysis Report (JAR) is the result of analytic efforts between the Department of
Homeland Security (DHS) and the Federal Bureau of Investigation (FBI). This document
provides technical details regarding the tools and infrastructure used by the Russian civilian and
military intelligence Services (RIS) to compromise and exploit networks and endpoints
associated with the U.S. election, as well as a range of U.S. Government, political, and private
sector entities. The U.S. Government is referring to this malicious cyber activity by RIS as
GRIZZLY STEPPE.

Previous JARs have not attributed malicious cyber activity to specific countries or threat actors.
However, public attribution of these activities to RIS is supported by technical indicators from
the U.S. Intelligence Community, DHS, FBI, the private sector, and other entities. This
determination expands upon the Joini Statement released October 7, 2016, from the Department
of Homeland Security and the Director of National Intelligence on Election Security.

This activity by RIS is part of an ongoing campaign of cyber-enabled operations directed at the
U.S. government and its citizens. These cyber operations have included spearphishing campaigns
targeting government organizations, critical infrastructure entities, think tanks, universities,
political organizations, and corporations leading to the theft of information. In foreign countries,
RIS actors conducted damaging and/or disruptive cyber-attacks, including attacks on critical
infrastructure networks. In some cases, RIS actors masqueraded as third parties, hiding behind
false online personas designed to cause the victim to misattribute the source of the attack. This
JAR provides technical indicators related to many of these operations, recommended mitigations,
suggested actions to take in response to the indicators provided, and information on how to
report such incidents to the U.S. Government.

10f 13 TLP:WHITE
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Description

The U.S. Government confirms that two different RIS actors participated in the intrusion into a
U.S. political party. The first actor group, known as Advanced Persistent Threat (APT) 29,
entered into the party’s systems in summer 2015, while the second, known as APT28, entered in
spring 2016.

ADVERSARY 8PALE NEUTRAL SP3CE VHITIN SMAGR

Figure 1: The tactics and fechnigues used by APT28 and APT 28 {o conduct cyber inlrusions againsi targst sysiems

Both groups have historically targeted government organizations, think tanks, universities, and
corporations around the world. APT29 has been observed crafting targeted spearphishing
campaigns leveraging web links to a malicious dropper; once executed, the code delivers Remote
Access Tools (RATs) and evades detection using a range of techniques. APT28 is known for
leveraging domains that closely mimic those of targeted organizations and tricking potential
victims into entering legitimate credentials. APT28 actors relied heavily on shortened URLs in
their spearphishing email campaigns. Once APT28 and APT29 have access to victims, both
groups exfiltrate and analyze information to gain intelligence value. These groups use this
information to craft highly targeted spearphishing campaigns. These actors set up operational
infrastructure to obfuscate their source infrastructure, host domains and malware for targeting
organizations, establish command and control nodes, and harvest credentials and other valuable
information from their targets.

In summer 2015, an APT29 spearphishing campaign directed emails containing a malicious link
to over 1,000 recipients, including multiple U.S. Government victims. APT29 used legitimate

20f 13 TLP:WHITE
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domains, to include domains associated with U.S. organizations and educational institutions, to
host malware and send spearphishing emails. In the course of that campaign, APT29 successfully
compromised a U.S. political party. At least one targeted individual activated links to malware
hosted on operational infrastructure of opened attachments containing malware. APT29
delivered malware to the political party’s systems, established persistence, escalated privileges,
enumerated active directory accounts, and exfiltrated email from several accounts through
encrypted connections back through operational infrastructure.

In spring 2016, APT28 compromised the same political party, again via targeted spearphishing.
This time, the spearphishing email tricked recipients into changing their passwords through a
fake webmail domain hosted on APT28 operational infrastructure. Using the harvested
credentials, APT28 was able to gain access and steal content, likely leading to the exfiltration of
information from multiple senior party members. The U.S. Government assesses that information
was leaked to the press and publicly disclosed.

AUVERSARY SPADE NELTRAL 3PALY SHETIN SRAGE

Sarssipinmigna Sanivee

Figure 2; APTE8's Use of Spearphishing and Stolen Credentials

Actors likely associated with RIS are continuing to engage in spearphishing campaigns,
including one launched as recently as November 2016, just days after the U.S. election.

30of13 TLP:WHITE
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APT28

APT29

| Agent.btz
BlackEnergy V3
BlackEnergy2 APT
CakeDuke
Carberp
CHOPSTICK
CloudDuke
CORESHELL
CosmicDuke
COZYBEAR
COZYCAR
COZYDUKE
CrouchingYeti
DIONIS

Dragonfly
Energetic Bear
EVILTOSS

Fancy Bear
GeminiDuke
GREY CLOUD
HammerDuke
HAMMERTOSS
Havex

MiniDionis
MiniDuke
OLDBAIT
OnionDuke
Operation Pawn Storm
PinchDuke
Powershell backdoor
Quedagh
Sandworm
SEADADDY
Seaduke

SEDKIT

SEDNIT

Skipper

Sofacy
SOURFACE
SYNful Knock
Tiny Baron

Tsar Team
twain_64.dIl (64-bit X-Agent implant)
VmUpgradeHelper.exe (X-Tunnel implant)
Waterbug

X-Agent

4 of 13 TLP:WHITE
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Technical Details

indlicators of Compromise {IQCs}
IOCs associated with RIS cyber actors are provided within the accompanying .csv and .stix files
of JAR-16-20296.

Yara Signature
rule PAS TOOL PHP WEB_KIT

{

meta:

description = "PAS TOOL PHP WEB KIT FOUND"
strings:

$php = "<?php"

$base64decode = N="base".\(\d+H\*\d+\)\." de"\."code/
$strreplace = "(str_replace("

$md5 = ".substr(mdS(strrev("

$gzinflate = "gzinflate"

$cookie =" COOKIE"

$isset = "isset"

condition:

(filesize > 20KB and filesize < 22KB) and

#cookie == 2 and

#isset == 3 and
all of them
}

Aclions fo Take Using indicalors
DHS recommends that network administrators review the IP addresses, file hashes, and Yara

signature provided and add the IPs to their watchlist to determine whether malicious activity has
been observed within their organizations. The review of network perimeter netflow or firewall
logs will assist in determining whether your network has experienced suspicious activity.

When reviewing network perimeter logs for the IP addresses, organizations may find numerous
instances of these IPs attempting to connect to their systems. Upon reviewing the traffic from
these IPs, some traffic may correspond to malicious activity, and some may correspond to
legitimate activity. Some traffic that may appear legitimate is actually malicious, such as
vulnerability scanning or browsing of legitimate public facing services (e.g., HTTP, HTTPS,
FTP). Connections from these IPs may be performing vulnerability scans attempting to identify
websites that are vulnerable to cross-site scripting (XSS) or Structured Query Language (SQL)
injection attacks. If scanning identified vulnerable sites, attempts to exploit the vulnerabilities
may be experienced.

50f 13 TLP:WHITE
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Network administrators are encouraged to check their public-facing websites for the malicious
file hashes. System owners are also advised to run the Yara signature on any system that is
suspected to have been targeted by RIS actors.

Threats from IQCs

Malicious actors may use a variety of methods to interfere with information systems. Some
methods of attack are listed below. Guidance provided is applicable to many other computer
networks.

e Injection Flaws are broad web application attack techniques that attempt to send
commands to a browser, database, or other system, allowing a regular user to control
behavior. The most common example is SQL injection, which subverts the relationship
between a webpage and its supporting database, typically to obtain information contained
inside the database. Another form is command injection, where an untrusted user is able
to send commands to operating systems supporting a web application or database. See the
United States Computer Emergency Readiness Team (US-CERT) Publication on S{3L
injection for more information.

o Cross-site scripting (XSS) vulnerabilities allow threat actors to insert and execute
unauthorized code in web applications. Successful XSS attacks on websites can provide
the attacker unauthorized access. For prevention and mitigation strategies against XSS,
see US-CERT’s Alert on Compromised Web Servers and Web Shells.

e Server vulnerabilities may be exploited to allow unauthorized access to sensitive
information. An attack against a poorly configured server may allow an adversary access
to critical information including any websites or databases hosted on the server. See US-
CERT’s Tip on Welssite Security for additional information.

Recommended &%itigaﬁms

Commit fo Cybsrsscurfly Hest Fraclives

A commitment to good cybersecurity and best practices is critical to protecting networks and
systems. Here are some questions you may want to ask your organization to help prevent and
mitigate against attacks.

1. Backups: Do we backup all critical information? Are the backups stored offline? Have
we tested our ability to revert to backups during an incident?

2. Risk Analysis: Have we conducted a cybersecurity risk analysis of the organization?

Staff Training: Have we trained staff on cybersecurity best practices?

4. Vulnerability Scanning & Patching: Have we implemented regular scans of our
network and systems and appropriate patching of known system vulnerabilities?

5. Application Whitelisting: Do we allow only approved programs to run on our networks?

6. Incident Response: Do we have an incident response plan and have we practiced it?

»

6 of 13 TLP:WHITE
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7. Business Continuity: Are we able to sustain business operations without access to
certain systems? For how long? Have we tested this?

8. Penetration Testing: Have we attempted to hack into our own systems to test the
security of our systems and our ability to defend against attacks?

Top Seven Mitigation Stralegies

DHS encourages network administrators to implement the recommendations below, which can
prevent as many as 85 percent of targeted cyber-attacks. These strategies are common sense to
many, but DHS continues to see intrusions because organizations fail to use these basic
measures.

1. Patch applications and operating systems — Vulnerable applications and operating
systems are the targets of most attacks. Ensuring these are patched with the latest updates
greatly reduces the number of exploitable entry points available to an attacker. Use best
practices when updating software and patches by only downloading updates from
authenticated vendor sites.

2. Application whitelisting — Whitelisting is one of the best security strategies because it
allows only specified programs to run while blocking all others, including malicious
software.

3. Restrict administrative privileges — Threat actors are increasingly focused on gaining
control of legitimate credentials, especially those associated with highly privileged
accounts. Reduce privileges to only those needed for a user’s duties. Separate
administrators into privilege tiers with limited access to other tiers.

4. Network Segmentation and Segregation into Security Zones — Segment networks into
logical enclaves and restrict host-to-host communications paths. This helps protect
sensitive information and critical services and limits damage from network perimeter
breaches.

5. Input validation — Input validation is a method of sanitizing untrusted user input
provided by users of a web application, and may prevent many types of web application
security flaws, such as SQLi, XSS, and command injection.

6. File Reputation — Tune Anti-Virus file reputation systems to the most aggressive setting
possible; some products can limit execution to only the highest reputation files, stopping
a wide range of untrustworthy code from gaining control.

7. Understanding firewalls — When anyone or anything can access your network at any
time, your network is more susceptible to being attacked. Firewalls can be configured to
block data from certain locations (IP whitelisting) or applications while allowing relevant
and necessary data through.

70f 13 TLP:WHITE
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Regponding fo Unauthonized Accsss fo Networks

Implement your security incident response and business continuity plan. It may take time
for your organization’s IT professionals to isolate and remove threats to your systems and restore
normal operations. Meanwhile, you should take steps to maintain your organization’s essential
functions according to your business continuity plan. Organizations should maintain and
regularly test backup plans, disaster recovery plans, and business continuity procedures.

Contact DHS or law enforcement immediately. We encourage you to contact DHS NCCIC
(NCCICCustomerService(@hg. dhs.gov or 888-282-0870), the FBI through a local field office or

request incident response resources or technical assistance.

Detailed ?&iiigaiim Sirategies

Frofect Againat SQL Injection and Qther Allacks on Wab Services
Routinely evaluate known and published vulnerabilities, perform software updates and

technology refreshes periodically, and audit external-facing systems for known Web application
vulnerabilities. Take steps to harden both Web applications and the servers hosting them to
reduce the risk of network intrusion via this vector.'

e Use and configure available firewalls to block attacks.

e Take steps to further secure Windows systems such as installing and configuring
Microsoft’s Enhanced Mitigation Experience Toolkit (EMET) and Microsoft AppLocker.

e Monitor and remove any unauthorized code present in any www directories.

e Disable, discontinue, or disallow the use of Internet Control Message Protocol (ICMP)
and Simple Network Management Protocol (SNMP) and response to these protocols as
much as possible.

e Remove non-required HTTP verbs from Web servers as typical Web servers and
applications only require GET, POST, and HEAD.

e  Where possible, minimize server fingerprinting by configuring Web servers to avoid
responding with banners identifying the server software and version number.

Secure both the operating system and the application.

Update and patch production servers regularly.

Disable potentially harmful SQL-stored procedure calls.

Sanitize and validate input to ensure that it is properly typed and does not contain
escaped code.

e Consider using type-safe stored procedures and prepared statements.

e Perform regular audits of transaction logs for suspicious activity.

e Perform penetration testing against Web services.

e Ensure error messages are generic and do not expose too much information.

! httpesdn.mistoso foon/en-usHbrarv/ 548653, aspx. Web site last accessed April 11, 2016.
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Phishing and Spearphishing
e Implement a Sender Policy Framework (SPF) record for your organization’s Domain
Name System (DNS) zone file to minimize risks relating to the receipt of spoofed
messages.

Educate users to be suspicious of unsolicited phone calls, social media interactions, or
email messages from individuals asking about employees or other internal information. If
an unknown individual claims to be from a legitimate organization, try to verify his or her
identity directly with the company.

Do not provide personal information or information about your organization, including its
structure or networks, unless you are certain of a person’s authority to have the
information.

Do not reveal personal or financial information in social media or email, and do not
respond to solicitations for this information. This includes following links sent in email.
Pay attention to the URL of a website. Malicious websites may look identical to a
legitimate site, but the URL often includes a variation in spelling or a different domain
than the valid website (e.g., .com vs. .net).

If you are unsure whether an email request is legitimate, try to verify it by contacting the
company directly. Do not use contact information provided on a website connected to the
request; instead, check previous statements for contact information. Information about
known phishing attacks is also available online from groups such as the Anti-Phishing
Working Group (http://www.antiphishing.org).

Take advantage of anti-phishing features offered by your email client and web browser.

Patch all systems for critical vulnerabilities, prioritizing timely patching of software that
processes Internet data, such as web browsers, browser plugins, and document readers.

Farmissions, Frivileges, and Access Confrols

e Reduce privileges to only those needed for a user’s duties.

e Restrict users’ ability (permissions) to install and run unwanted software applications,
and apply the principle of “Least Privilege” to all systems and services. Restricting these
privileges may prevent malware from running or limit its capability to spread through the
network.

Carefully consider the risks before granting administrative rights to users on their own
machines.

Scrub and verify all administrator accounts regularly.

Configure Group Policy to restrict all users to only one login session, where possible.
Enforce secure network authentication where possible.

Instruct administrators to use non-privileged accounts for standard functions such as Web
browsing or checking Web mail.
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e Segment networks into logical enclaves and restrict host-to-host communication paths.
Containment provided by enclaving also makes incident cleanup significantly less costly.

e Configure firewalls to disallow RDP traffic coming from outside of the network
boundary, except for in specific configurations such as when tunneled through a
secondary VPN with lower privileges.

e Audit existing firewall rules and close all ports that are not explicitly needed for business.
Specifically, carefully consider which ports should be connecting outbound versus
inbound.

e Enforce a strict lockout policy for network users and closely monitor logs for failed login
activity. This can be indicative of failed intrusion activity.

e Ifremote access between zones is an unavoidable business need, log and monitor these
connections closely.

e In environments with a high risk of interception or intrusion, organizations should
consider supplementing password authentication with other forms of authentication such
as challenge/response or multifactor authentication using biometric or physical tokens.

Cradentiale

o Enforce a tiered administrative model with dedicated administrator workstations and
separate administrative accounts that are used exclusively for each tier to prevent tools,
such as Mimikatz, for credential theft from harvesting domain-level credentials.

e Implement multi-factor authentication (e.g., smart cards) or at minimum ensure users
choose complex passwords that change regularly.

e Be aware that some services (e.g., FTP, telnet, and .rlogin) transmit user credentials in
clear text. Minimize the use of these services where possible or consider more secure
alternatives.

e Properly secure password files by making hashed passwords more difficult to acquire.
Password hashes can be cracked within seconds using freely available tools. Consider
restricting access to sensitive password hashes by using a shadow password file or
equivalent on UNIX systems.

e Replace or modify services so that all user credentials are passed through an encrypted
channel.

e Avoid password policies that reduce the overall strength of credentials. Policies to avoid
include lack of password expiration date, lack of lockout policy, low or disabled
password complexity requirements, and password history set to zero.

e Ensure that users are not re-using passwords between zones by setting policies and
conducting regular audits.

e Use unique passwords for local accounts for each device.
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Logoing Fraclicss

e Ensure event logging (applications, events, login activities, security attributes, etc.) is
turned on or monitored for identification of security issues.

e Configure network logs to provide enough information to assist in quickly developing an
accurate determination of a security incident.

e Upgrade PowerShell to new versions with enhanced logging features and monitor the
logs to detect usage of PowerShell commands, which are often malware-related.

e Secure logs, potentially in a centralized location, and protect them from modification.

e Prepare an incident response plan that can be rapidly implemented in case of a cyber
intrusion.

How fo Enhance Your Organizafion’s Cybarsecunity Fosiure

DHS offers a variety of resources for organizations to help recognize and address their
cybersecurity risks. Resources include discussion points, steps to start evaluating a cybersecurity
program, and a list of hands-on resources available to organizations. For a list of services, visit
hitps:/fwww.us-cert.gov/ecubedyp. Other resources include:

e The Cyber Security Advisors (CSA) program bolsters cybersecurity preparedness, risk
mitigation, and incident response capabilities of critical infrastructure entities and more
closely aligns them with the Federal Government. CSAs are DHS personnel assigned to
districts throughout the country and territories, with at least one advisor in each of the 10
CSA regions, which mirror the Federal Emergency Management Agency regions. For

e Cyber Resilience Review (CRR) is a no-cost, voluntary assessment to evaluate and
enhance cybersecurity within critical infrastructure sectors, as well as state, local, tribal,
and territorial governments. The goal of the CRR is to develop an understanding and
measurement of key cybersecurity capabilities to provide meaningful indicators of an
entity’s operational resilience and ability to manage cyber risk to critical services during
normal operations and times of operational stress and crisis. Visit
htips:/fwww.cert.org/resilience/rnun him!i to learn more about the CERT Resilience
Management Model.

e Enhanced Cybersecurity Services (ECS) helps critical infrastructure owners and
operators protect their systems by sharing sensitive and classified cyber threat
information with Commercial Service Providers (CSPs) and Operational Implementers
(OIs). CSPs then use the cyber threat information to protect CI customers. Ols use the
threat information to protect internal networks. For more information, email
ECS Programa@hby.dhs.gov.

e The Cybersecurity Information Sharing and Collaboration Program (CISCP) is a
voluntary information-sharing and collaboration program between and among critical
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infrastructure partners and the Federal Government. For more information, email

e The Automated Indicator Sharing (AIS) initiative is a DHS effort to create a system
where as soon as a company or federal agency observes an attempted compromise, the
indicator will be shared in real time with all of our partners, protecting them from that
particular threat. That means adversaries can only use an attack once, which increases
their costs and ultimately reduces the prevalence of cyber-attacks. While AIS will not
eliminate sophisticated cyber threats, it will allow companies and federal agencies to
concentrate more on them by clearing away less sophisticated attacks.

e AIS participants connect to a DHS-managed system in the NCCIC that allows
bidirectional sharing of cyber threat indicators. A server housed at each participant’s
location allows each to exchange indicators with the NCCIC. Participants will not only
receive DHS-developed indicators, but can share indicators they have observed in their
own network defense efforts, which DHS will then share with all AIS participants. For
more information, visit atips://www.dhs.pov/ais.

e The Cybersecurity Framework (Framework), developed by the National Institute of
Standards and Technology (NIST) in collaboration with the public and private sectors, is
a tool that can improve the cybersecurity readiness of entities. The Framework enables
entities, regardless of size, degree of cyber risk, or cyber sophistication, to apply
principles and best practices of risk management to improve the security and resiliency of
critical infrastructure. The Framework provides standards, guidelines, and practices that
are working effectively today. It consists of three parts—the Framework Core, the
Framework Profile, and Framework Implementation Tiers—and emphasizes five
functions: Identify, Protect, Detect, Respond, and Recover. Use of the Framework is
strictly voluntary. For more information, visit iitps:/wew. gist.gov/evberframework or
email cyberframework@nist.gov.
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Contact Information

Recipients of this report are encouraged to contribute any additional information that they may
have related to this threat. Include the JAR reference number (JAR-16-20296) in the subject line
of all email correspondence. For any questions related to this report, please contact NCCIC or
the FBIL.

NCCIC:
Phone: +1-888-282-0780
Email: NCCICCustomerServiceihg. dhs.gov

8¢
Phone: +1-855-292-3937
Email: cywatch@ic. fhigov

Feedback

NCCIC continuously strives to improve its products and services. You can help by answering a
few short questions about this product at the following URL:
hitps/fwww.us-cert.gov/forms/feedback.
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Strzok, Peter P, {CD} {FBI]

From: Stzok, Peter P, {CO} {FBY}

‘Sent: friday, December 30, 2016 1:47 #8

Tae Page, Lisa T {OGC; {FBY]

Subject: RE: q&mmg HOLD FOR TUESDAY, D1/03

Thanks. | asked lon alrea dy. 'm 'hrﬂ@iﬁ'g?i—?éég have someone leave a copy in my office, § -:-aﬁ?é’i:-'gtﬁfig in
sometime over the weekend to read it before Tues:

mmmmoms Gnganai RIES58EE ~--=m
From: "?age tisa C, {GGQ {FBS
Date: 12/50/2016 1:44 PM {GMT-05:00]

To: “Baker, james & {OGC g?Bi?‘I |'Sriestap, . W, {COL{ERL"
"Anderson, Trisha B. {DGC] {FBY]
eSS |'Strzok, Peter £, {COY {EBH" __
["Moffa, jonathan C. {CD} {FBY) “Boone,

Jennifer €. {CD} {F8i}]
Subject: CALENDAR HOLD FOR TUESDAY, 01/03

Folks =

i now that the Directorwould ke tohave a
particular about those facts that are untquely ours] and other related topics on Tuesday,
Vand i haveadditions? detail for those 84 HO today. Thanks.

An e e { Gikelv foliow fater today or T Tuesdey, bt Hwanted toalert your
discussion about the repor
danuary 3, grobabily from 1-.;

Liza

b6 -1
b7C -1
b7E -6

FBI (18-cv-154)-9924



Obtained via FOIA by Judicial Watch, Inc.

Strzok, Peter P, {CD} {F

From: Strzok, Peter B {CO} {FBY}
Bent: Saturday, December 31, 2016 8138 AM
To: Page, Liss € {OGC) {FB}
Subject: Fwe: CALENDAR HOLD FOR TUESDAY, 01/03
e Original message —oom N ;
From: "Maoffa, Jonathan €. {CO} {£81) : b6 -1
Dater 12/31/2016 8:34 AM {GMT-05:00] e
To: “Strzok, Peter P. {CD) FBY"] — |
Siuéiect: RE: CALENDAR ROLI FOR TUERDAY, 01/03

b5 -1
i
~--mmeme (rigingl message -
Fron: “Strrok, Peter 9. {CD] {FBYY' b6 -1
Date: 12/31/2016 8:09 AM (GMTT500] e e
To: "Moffe, Jonathan C. {COY (FBIY| - |
Subject: RE: CALENDAR HOLD FOR TUESDAY, BL/03

b5 -1

Anyway, | think V'm going to send him 3 happy new year emsil and ask for some time on Tuesday.
Which may end up having to be at 800 at night.
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Strzok, Peter P, {CD} {F

From: Strzok, Peter B {CO} {FBY}

Bant: Sunday, January 81, 3017 10:57 AM

T Page, Lisa €. {0GC) {F81)

Subject: Favel: Trump Promises @ Revelation on Hacking - N¥Times.com
Funnies

weemee—- Original mipssage —ooee

From] WE} (FBY)"

Date: 01/01/2017 10:45 AM {GMT-0S:00;

Tog bCD) iEB }I [“ssizok, Peter £, {CDY (ERL

"Moffa, Jonathan C.{CD] {F8Y)
Sudject: RE: Trump Promises & Revelation on Hacking - NYTimes.com

Yo be accurate he called 3 code word nota password: Hal

-------- Original messags ——n-

From: | [¢co {ray)

Tater 01/01/20117 §:12 AM {GMT-05:00)

To: “Strzok, Peter B, {CD] {FRY [wel iesy®
| |"MofTs, Jonathan C. (€O} (651

Subject: RE: Trumgp Promises 8 Revelation on Hacking - NYTimes.com

———————— Original message ——

From "Strzok, Peter ¥, {CO} {FBYY'

Date: G1/D1/2017 §:06 AW {GMTTTT0]

To] lvey fean] '
JCo) {Fa”

Subjact: Fued: Trumnp Promises a Revelation on Hacking - NYTimes.com

{think the Tussday surprise s-all the S—tuiﬂ |§{§§{i- hiry durlag the Tl briefing. He DIl mention the stuff
about his sor and the computer password...

Hannv Mew Year

b6 -1
b7C -1
b7E -6

be -1
b7C -1
b7E -6

be -1
b7C -1

b6 -1
b7C -1
b7E -6

b6 -1
b7C -1
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TR R P TNR  TT

“t don't care what they say, no £i}¥$‘f§}utE{ is safe,” he added. *thave a boy whe's 10 years-old; he can
do anything with a computer. Youwant ss}meﬁnng toreally go without detection, write it out and have
it sent by courder.”

Bt ;“g‘mabﬁa nytisnes, mm}?&ibi‘_‘tz ﬁlfusfpo%s*scsfdﬂns i immg-mssss -hacking, h&mi’}
emesedit th 20170101801 =iodaysheadiines&alid=711660458  r=0&referar=

Trump Promises a Revelation on Hacking
December 31, 2016

WE&T PALM Sf}-itii-i F!a — President-e lect Hin

skepticism about intelligence assessments of Russian interference in the election, said

wid L Trump, expressing lingering

on Saturday evening that he knew “things that other people don’t know” about the
ha{:i{;ngg and that the mfﬁfma‘{;m W{Biji{f 3:3@ revealed “on Tuesday or Wednesdav

Speakingtoa hanéfui of reporters: outside his Palm B&agh Fla. ci{sb Mar-a-Lago, My

Trump cast his declarations of doubt as an effort to seek the i?t!thv;

%h-e%_mt-efiiagen ce r.:agem;ﬁs 3 *“i;’i you imk: at the‘ weapons of mass 'cﬁ'e'simmfi-aﬂ; "fhat was a
disaster, and they were wrong,” he added, referring to intelligence cited by the George
W. Bush administration to support its march to war in 2003, “So | want them to be
sure,” the president-elect said. “1 think it's unfair if they dot’t know.™

Soit could be smrsehﬁﬁv.eisg Ami i aisz;s-'i_gmw thiﬁgsrthat @th-er-peayi& -s:;i_:}ﬁ t kmw,

and so they cannot be sure of the situation.”

When asked what he knew that others did not, Mr. Trump demurred, saying
only, “You'll find out on Tuesday or Wednesday.”

Mr. Trump, who does not use email, also advised pepple to aveid computers when
dealing with delicate material. “It’s very important, if you have something really

important, write it out and have it delivered by courier, the old-fashioned way, because
FBI (18-cv-154)-9930
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I'li tell you what, no computer is safe,” Mr. Trump said.

“{ don't care what they say, no computer is safe,” he added. “1 have a boy who's 10
years old; he can do anything with a computer, You want something to really go
without detection, write it out and have it sent by courier.”

The comments on Saturday were a departure from a statement that Mr. Trump issued

through transition officials last week, in which he said that it was time for people

to “move on” from the hacking issue but that he Grieled on the matter by

¥

intelligence officials early in the new year,

On Thursday, President Obama nrderad g f ra ey against Russia

over the election hacking. The United States expelled 35 Russian diplomats and
shuttered two estates that it claimed had been used for intelligence-gathering.

The Russian president, Viadimir V. Putin, declined to respond in kind to the measures, a
gesture that Mr. Trump appeared to view favorably. He praised it on Twitter and

M. Trump, who has sought a warmer relationship with Mr. Putin, has repeatedly
scoffed at the notion that Russia was behind the hacking, a stance at odds with
members of his own party. At one point, Mt. Trump declared that the hacking may
have been the work of “someone sitting on their bed weighing 400 pounds.”
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Strzok, Peter P, {CD} {FBI

From: Strzok, Peter B, {CD} {FBY

Sent: Wednesday, January 04, 2017 3:53 AM
T Page, Lisa € {OGC; {FBY
Attachments: RU33265.pdf

b5 -1, 2, 3
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Summary

The Logan Act, codified at 18 U.S.C. § 953, states:

Any citizen of the United States, wherever he may be, who, without authority of the United
States, directly or indirectly commences or carries on any correspondence or intercourse with
any foreign govermnment or any officer or agent thereof, in relation to any disputes or
controversies with the United States, or to defeat the measures of the United States, shall be
fined under this title or imprisoned not more than three years, or both.

This section shall not abridge the right of a citizen to apply, himself or his agent, to any
foreign government or the agents thereof for redress of any injury which he may have
sustained from such government or any of its agents or subjects.

The Logan Act was intended to prohibit United States citizens without authority from interfering
in relations between the United States and foreign governments. There appear to have been no
prosecutions under the act in its more than 200-year history. However, there have been a number
of judicial references to the act, and it is not uncommon for it to be used as a point of challenge
concerning dealings with foreign officials

There has been renewed interest in the Logan Act in 2015 as the result of a letter signed by 47
U.S. Senators to Iran suggesting that negotiations about a nuclear deal between the President and
the Iranian leadership would be an executive agreement that another President or Congress would
be able to abrogate. Some have raised questions about the constitutionality of the act, whether it
applies to Members of Congress, and its current viability. Commenters have provided arguments
that both support and oppose the legality of the Senators’ letter.

Although attempts have been made to repeal the act, it remains law and at least a potential
sanction which could be used against anyone who without authority interferes in the foreign
relations of the United States.

Congressional Research Senvice
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Introduction

The Logan Act, designed to cover relations between private citizens of the United States and
foreign governments, has prompted much controversy as to its scope and effect in its more than
200 years. Described as either a “paper dragon or sleeping giant” by one commentator,
proclaimed to be possibly unconstitutional by others, it represents a combination of legal and
policy factors in both domestic and international concerns.

As amended, the act states:

Any citizen of the United States, wherever he may be, who, without authority of the United
States, directly or indirectly commences or carries on any correspondence or intercourse with
any foreign government or any officer or agent thereof, in relation to any disputes or
controversies with the United States, or to defeat the measures of the United States, shall be
fined under this title or imprisoned not more than three years, or both.

This section shall not abridge the right of a citizen to apply, himself or his agent, to any
foreign government or the agents thereof for redress of any inijury which he may have
sustained from such government or any of its agents or subjects.

In 1994 the fine was changed from $5,000 to “under this title.”> Otherwise, there do not appear to
have been any substantial changes in the act since its original enactment on January 30, 1799, as
1 Stat. 613.

History of the Logan Act

After the French Revolution, difficulties developed between the Federalist Administration of the
United States and the various revolutionary governments of France.’ Because the United States
had not assisted the French revolutionaries to their satisfaction and because the United States had
ratified the Jay Treaty with Great Britain, the French government authorized plunderings of
American merchant ships. In 1797 President Adams sent John Marshall, Charles C. Pinckney, and
Elbridge Gerry as special envoys to France to negotiate and settle claims and causes of
differences which existed between the French Directory and the United States. This mission
resulted in the XYZ letters controversy, and its failure led to such strong anti-France feelings in
the United States that preparations for war were begun by the Congress.

After the unsuccessful envoys returned from France, Dr. George Logan, a Philadelphia Quaker, a
doctor, and a Republican, decided to attempt on his own to settle the controversies. Bearing a
private certificate of citizenship from his friend, Thomas Jefferson, who at the time was Vice
President, Logan sailed for France on June 12, 1798. In France he was hailed by the newspapers

118 U.S.C. § 953.

2p.L. 103-322, § 330016(1)(K). See 18 U.S.C. section 3571 for schedule of fines applicable to one found guilty of type
of felony represented by Logan Act.

3 For additional information on the history of the Logan Act, see Kearney, Private Citizens in Foreign Affairs, 36
Emory L.J. 285 (1987); Vagts, The Logan Act: Paper Tiger or Sleeping Giant?, 60 A.J.LL. 268 (1966); and Warren,
History of Laws Prohibiting Correspondence with a Foreign Government and Acceptance of a Commission, S. Doc.
No. 696, 64" Cong., 2d Sess. (1917).
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as the envoy of peace and was received by Talleyrand. The French Directory, having concluded
that it was politically wise to relax tensions with the United States, issued a decree raising the
embargo on American merchant ships and freed American ships and seamen.

Logan, however, received a less friendly response from the United States after he returned.
Secretary of State Timothy Pickering told him that the French decree was illusory. General
Washington expressed his disapproval of Logan’s actions. President Adams recommended that
Congress take action to stop the “temerity and impertinence of individuals affecting to interfere in
public affairs between France and the United States.”* Representative Roger Griswold of
Connecticut introduced a resolution in Congress to prevent actions similar to Logan’s:

Resolved, That a committee be appointed to inquire into the expediency of amending the act
entitled “An act in addition to the act for the punishment of certain crimes against the United
States,” so far as to extend the penalties, if need be, to all persons, citizens of the United
States, who shall usurp the Executive authority of this Government, by commencing or
carrying on any correspondence with the Governments of any foreign prince or state, relating
to controversies or disputes which do or shall exist between such prince or state, and the
United States.’

The resolution was passed, and the committee was appointed. On January 7, 1799, Griswold
introduced in the House a bill based on the resolution:

Be it enacted, etc., that if any person, being a citizen of the United States, or in any foreign
country, shall, without the permission or authority of the Government of the United States,
directly or indirectly, commence or carry on any verbal or written correspondence or
intercourse with any foreign Government, or any officer or agent thereof, relating to any
dispute or confroversy between any foreign Government and the United States, with an intent
to influence the measures or conduct of the Government having disputes or controversies
with the United States, as aforesaid; or of any person, being a citizen of or resident within,
the United States, and not duly authorized shall counsel, advise, aid or assist, in any such
correspondence with intent as aforesaid, he or they shall be deemed guilty of a high
misdemeanor; and, on conviction before any court of the United States having jurisdiction
thereof, shall be punished by a fine not exceeding—thousand dollars, and by imprisonment
during a term not less than—months, not exceeding—years.®

The bill was debated at length, and various amendments were proposed, some of which passed
and some of which did not. The House of Representatives passed the bill on January 17, 1799,
and the Senate passed it on January 25, 1799. It was signed and became a law on January 30,
1799.

41 MESSAGES AND PAPERS OF THE PRESIDENT 267 (Richardson ed., 1897).
5 9 ANNALS OF CONGRESS 2489, 5% Cong. (1798).
8 Id. at 2565, 2583 (1799).
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Judicial References to the Logan Act

There appear to have been few indictments under the Logan Act.” The one indictment found
occurred in 1803 when a grand jury indicted Francis Flournoy, a Kentucky farmer, who wrote an
article in the Frankfort Guardian of Freedom under the pen name of “A Western American.”
Floumoy advocated in the article a separate Western nation allied to France. The United States
Attorney for Kentucky, an Adams appointee and brother-in-law of Chief Justice Marshall, went
no further than procuring the indictment of Flournoy, and the purchase of the Louisiana Territory
later that year appeared to cause the separatism issue to become obsolete.

So far as can be determined, there have been no prosecutions under the Logan Act. However,
there have been a number of judicial references to the act, among which are the following.

Judge Sprague of the Circuit Court for the District of Massachusetts mentioned the Logan Act in
two charges that he made to grand juries during the Civil War. On October 18, 1861, he said:

There are other defenses to which our attention is called by the present condition of our
country. A few months since a member of the British parliament declared, in the most public
manner, that he had received many letters from the Northern states of America urging
parliament to acknowledge the independence of the Southern confederacy. Such an
announcement ought to arrest the attention of grand juries; for if any such communication
has been made by a citizen of the United States, it is a high misdemeanor. St. 1799, c. 1. (1
Stat. 613) was especially designed to prevent such unwarrantable interference with the
diplomacy and purposes of our government.®

In the second grand jury charge referring to the Logan Act, made in 1863, Judge Sprague stated:

We have seen it stated in such form as to arrest attention, that unauthorized individuals have
entered into communication with members of parliament and foreign ministers and officers
in order to influence their conduct, in controversies with the United States, or to defeat the
measurgs of our government. It ought to be known that such acts have been long prohibited
by law.

American Banana Co. v. United Fruit Co." referred to the Logan Act as follows:

No doubt in regions subject to no sovereign, like the high seas, or to no law that civilized
countries would recognize as adequate, such countries may treat some relations between their
citizens as governed by their own law and keep to some extent the old notion of personal
sovereignty alive [citations omitted]. They go further, at times, and declare that they will
punish anyone, subject or not, who shall do certain things if they can catch him, as in the
case of pirates on the high seas. In cases immediately affecting national interests they may go
further still and may make, and, if they get the chance, execute similar threats as to acts done
within another recognized jurisdiction. An illustration from our statutes is found with regard
to criminal correspondence with foreign governments. Rev. Stat., § 5335."

7 See Vagts, at 271.

¥30 Fed. Cas. 1049, 1050-51 (No. 18, 277).
%30 Fed. Cas. 1042, 1046 (No. 18, 274).
10213 U.S. 347 (1909).

Y Jd. at 356.
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Burke v. Monumental Division, No. 52'* was a case charging a union member with betraying the
interests of his union at the time of negotiation between the union and a railroad during a labor
dispute. The court compared the union’s reaction toward the act of its member with Congress’s
feelings at the time of enactment of the Logan Act.

[The plaintiff’s conduct is characterized as “traitorous,” and it is said that he has committed
“moral perjury.” This is strong language; but there is no reason to question that it is really
meant, and that those responsible for its use believe it to be fully justified. The truth
doubtless is that to them the Brotherhood and the roads appear to be almost distinct
sovereignties. At a time when it is at grip with the companies, for a member to let one of the
latter sue in his name, for the purpose of preventing the use by it of one of its most efficient
means of warfare, does to them seem treasonable. Within the limits of their power, they are
determined to punish any such proceeding. They feel about it as did Congress when in 1799
it enacted the so-called Logan Act ... making it a crime for any citizen to have intercourse
with a foreign government with intent to defeat the measures of his own."?

United States v. Bryan"*refers to 18 U.S.C. § 5, which is the predecessor of 18 U.S.C. § 953:

That the subject of un-American and subversive activities is within the investigating power
of the Congress is obvious. Conceivably, information in this field may aid the Congress in
legislating concerning any one of many matters, such as correspondence with foreign
governments....

United States v. Peace Information Center'® held that Congress had the power to enact the
Foreign Agents Registration Act of 1938 under its inherent power to regulate external affairs as
well as under its constitutional power to legislate concerning national defense and that the act is
not subject to any constitutional infirmity. The court mentioned similarities between the Logan
Act and the Foreign Agents Registration Act, and the language used appears to indicate that the
court believed that the Logan Act, like the Foreign Agents Registration Act, is constitutional.

Citizens of the United States are forbidden to carry on correspondence or intercourse with
any foreign government with an intent to influence its measures or conduct in relation to any
disputes or controversies with the United States,

The Act under scrutiny in this case represents the converse of the last mentioned statute, The
former deals with citizens of the United States who attempt to conduct correspondence with
foreign governments. The latter affects agents of foreign principals who carry on certain
specified activities in the United States. Both matters are equally within the field of external
affairs of this country, and, therefore, within the inherent regulatory power of the Congress."”

12286 F. 949 (D.Md. 1922).

B Id. at 952.

1472 F. Supp. 58 (D.D.C. 1947).
5 1d. at 62.

16 97 F. Supp. 255 (D.D.C. 1951).
" Id. at 261.
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In Martin v. Young,'® which concerned a petition for habeas corpus by a serviceman awaiting trial
by a general court martial, the principal issue was whether the petitioner could be fried in a civil
court for the offense charged against him by the Army. A part of the specification stated:

[That petitioner while interned in a North Korean prisoner of war camp, did] without proper
authority, wrongfully, unlawfully, and knowingly collaborate, communicate and hold
intercourse, directly and indirectly, with the enemy by joining with, participating in, and
leading discussion groups and classes conducted by the enemy reflecting views and opinions
that the Ulzmed Nations and the United States were illegal aggressors in the Korean
conflict....

The court stated that the conduct described in the specification violated at least three criminal
statutes under which the petitioner could be tried in a civil court, one of which was the Logan Act,
and granted the petition. However, the Department of Justice did not prosecute Martin under the
Logan Act.

Pennsylvania v. Nelson™ held that the Smith Act,” which prohibits the knowing advocacy of the
overthrow of the United States Government by force and violence, supersedes the enforceability
of the Pennsylvania Sedition Act, which proscribes the same conduct. The reason given for the
pre-emption is that the federal statutes touch a field in which the federal interest is so dominant
that the federal system must be assured to preclude enforcement of state laws on the same subject.
The Court mentioned that “[s]tates are barred by the Constitution from entering into treaties and
by 18 U.S.C. § 953 from correspondence or intercourse with foreign governments with relation to
their disputes or controversies with this Nation.”*

Briehl v. Dulles™ upheld certain Department of State regulations which provided that no passport
shall be issued to members of the Communist Party. The court referred to other valid federal
statutes which restrict persons in the area of foreign relations:

We have statutes dealing with persons who act as agents of a foreign government, or those
who have “correspondence” with a foreign government with intent to influence its measures
in relation to disputes or controversies with our Government or to defeat the measures of the
United States.?*

In Waldron v. British Petroleum Co.” the plaintiff sued for triple damages under the Clayton Act
for alleged conspiracy of the defendants to prevent the importation and sale by the plaintiff of
Iranian oil. The defendants asserted that the plaintiff had obtained his contract through a series of
violations of criminal statutes including the Logan Act. The court held that, in order to maintain
this defense, the defendants would have to show that the plaintiff sought to thwart some clearly
and unequivocally asserted policy measures of the United States instead of merely statements of

18 134 F. Supp. 204 (N.D. Cal. 1955).
¥ Id. at 207.

2350 U.S. 497 (1955).

21 18 U.S.C. § 2385.

2 Id. at516, fn 5.

2248 F.2d 561 (D.C. Cir. 1957).

% Id. at 587.

25231 F. Supp. 72 (S.D.N.Y. 1964).
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opinion, attitude, and belief of government officials. The defendants were unable to show this.
Further, the court noted that:

Another infirmity in defendants’ claim that plaintiff violated the Logan Act is the existence
of a doubtful question with regard to the constitutionality of that statute [Logan Act] under
the Sixth Amendment. That doubt is engendered by the statute’s use of the vague and
indefinite terms, “defeat” and “measures™ [citation omitted]. Neither of these words is an
abstraction of common certainty or possesses a definite statutory or judicial definition.

Since, however, there are other grounds for disposing of this motion, it is not necessary to
decide the constitutional question. Furthermore, any “ambiguity should be resolved in favor
of lenity” [citation omitted].?

The court also indicates that, although Congress should perhaps eliminate the vagueness of the
Logan Act, the act remains valid despite the lack of prosecutions under it.

The Court finds no merit in plaintiff’s argument that the Logan Act has been abrogated by
desuetude. From the absence of reported cases, one may deduce that the statute has not been
called into play because no factual situation requiring its invocation has been presented to the
courts. Cf. Shakespeare, MEASURE FOR MEASURE, Act II, Scene ii (“The law hath not been
dead, though it hath slept.”)

It may, however, be appropriate for the Court (Canons of Judicial Ethics, Judicial Canon 23)
to invite Congressional attention to the possible need for amendment of Title 18 U.S.C. §
953 to eliminate this problem by using more precise words than “defeat” and “measures”
and, at the same time, using language paralleling that now in § 954.%

United States v. Elliof”® also refers to the Logan Act and reaffirms the statute as it is discussed in
Waldron:

Pertinent, too, is Waldron v. British Petroleum Co., [citation omitted] wherein this court held
vital a 9previnusly unenforced section of the Logan Act (18 U.S.C. § 953) promulgated in
1799.2

In Agee v. Muskie®® suit was brought to revoke Agee’s passport on the basis that his activities
abroad were causing serious damage to the national security or foreign policy of the United
States. In the Appendix to the case there are comments on various specific laws which Agee had
allegedly violated. One of these was the Logan Act.

Agee is quoted as stating that “in recent weeks” prior to December 23, 1979 he proposed to
the “militants” in Iran (who obviously under 18 U.S.C. § 11 are a “faction and body of
insurgents” constituting a “foreign government”) that they should compel the United States
to “exchange ... the C.I.A.’s files on its operations in Iran since 1950 for the Captive
Americans” [citation omitted]. Such conduct violates 18 U.S.C. § 953 which prohibits any
citizen of the United States from carrying on correspondence or intercourse with any foreign

26 1d. at 89,

2 Id. at 89, fn 30.

28266 F. Supp. 318 (S.D.N.Y. 1967).
* Id. at326.

30 629 F. 2d 80 (D.C. Cir. 1980), rev'd sub nom. Haig v. Agee, 453 U.S. 280 (1981), on grounds unrelated to the Logan
Act reference.
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government (the Iranian terrorist faction) “with intent to influence [its] measures or conduct
or [that] of any ... agent thereof [footnote omitted]. Agee’s violation of this act with the
Terrorists is self evident from his own uncontradicted statement.”!

In ITT World Communications, Inc. v. Federal Communications Commission’ the court found
that the lower court had misread ITT’s complaint concerning violation of the Logan Act.

Under the Administrative Procedure Act, a party has standing to secure judicial review of
any “agency action” that causes a “legal wrong” [footnote omitted]. The district court held
that ITT has not suffered a legal wrong, reading its complaint solely to allege a violation of
the Logan Act’s prohibition of unauthorized negotiation with foreign governments [footnote
omitted]. Because only the Department of State is aggrieved by violations of that criminal
statute, the court reasoned, ITT’s alleged injury is not legally cognizable.

We respectfully conclude that the district court misread ITT’s complaint. The gravamen of
ITT’s allegation is quite specific: “The activities of the FCC ... are unlawful and ultra vires,
and in excess of the authority conferred on the Commission by the Communications Act”
[footnote omitted]. Whether the complaint’s two references to the Logan Act [footnote
omitted] should be construed as an attempt to state a separate cause of action (as the
Commission insists) or as mere illustrative matter not intended to assert a claim (as ITT
argues), a cause of action under the Communications Act has clearly been alleged.”

In Equal Employment Opportunity Commission v. Arabian American Oil Co.,** suit was brought
to determine whether Title VII of the Civil Rights Act of 1964™ applied extraterritorially to
regulate employment practices of United States employers who employed United States citizens
abroad. The Court, in its holding that there was not sufficient evidence to indicate that the act was
intended to apply abroad, stated:

Congress’ awareness of the need to make a clear statement that a statute applies overseas is
amply demonstrated by the numerous occasions on which it has expressly legislated the
extraterritorial application of a statute. See, e.g., ... the Logan Act, 18 U.S.C. § 953 (applying
Act to “any citizen ... wherever he may be ... *).*

United States v. DeLeon’' concerned whether 8 U.S.C. Section 1326, which makes it a crime for
an alien who has been previously deported to enter, attempt to enter, or be found in the United
States unless certain conditions are met, applies to conduct occurring outside the United States. In
holding that the statute does apply to conduct occurring outside the United States, the court
stated:

More important, assuming that the Convention [Convention on the Territorial Sea and the
Contiguous Zone] also provides or ratifies a power to regulate certain conduct within the

3 1d. at 112-113.

32 699 F. 2d 1219 (D.C. Cir. 1983), rev’d on other grounds, 466 U.S. 463 (1984).
¥ Id. at 1231.

34499 U.S. 244 (1991).

3542 U.S.C. §§ 2000¢ ef seq.

36 499 U S. at 258.

37270 F.3d 90 (1* Cir. 2001).
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contiguous zone, that has a substantial adverse effect within the United States. That power
was assumed to exist well before the Convention, e.g., Logan Act....*®

In a series of reviews of a general court-martial, styled United States v. Murphy,® the appellant,
who was charged with committing crimes abroad, urged the Logan Act as a basis for his being
denied effective assistance of counsel.

The appellant contends that he was denied effective assistance of counsel at a critical stage of
the proceedings due to an erroneous interpretation of the Logan Act.... The Logan Act
prohibits unauthorized negotiation with a foreign government.... In appellant’s case, the
Federal Republic of Germany declined to exercise criminal jurisdiction, in accordance with
existing Status of Forces Agreements [footnote omitted]. The appellant’s counsel decided,
after personal research and consultation with other military lawyers, that he was prohibited
from attempting to persuade the German authorities to exercise jurisdiction. The appellant
now argues that his trial defense counsel’s failure to negotiate with the Federal Republic of
Germany, which does not allow capital punishment, denied him effective assistance of
counsel. We disagree....m

In a 2010 case, Strunk v. New York Province of the Society of Jesus,"' the plaintiff brought suit
against New York City, New York State, and federal officials, asserting that government officials
and agencies violated the Logan Act by acting as agents of a foreign government (presumably, the
Vatican) in association with or under the direction of the Roman Catholic Church, the Society of
Jesus, and the Sovereign Military Order of Malta. The plaintiff alleged that these circumstances
caused him and the citizens of New York unspecified “collective spiritual and individual temporal
injuries” and demanded a declaratory judgment and injunctive relief to enjoin the entities from
conducting unspecified activities.

The United States District Court for the District of Columbia dismissed the action for lack of
subject matter jurisdiction and plaintiff’s lack of standing, stating:

The Court concludes that plaintiff cannot establish an injury in fact, that he is without
standing to bring his claims, and that this Court lacks jurisdiction to hear this matter.

The court stated that only the U.S. Department of State is aggrieved by a violation of the Logan
Act and that only the U.S. Attorney General has the constitutional authority to conduct criminal
litigation on behalf of the federal government.

Department of State References

A search of statements issued by the State Department concerning the Logan Act from 1975
onward has found at least two opinions. In these instances the department did not consider the
activities in question to be inconsistent with the Logan Act. One opinion concerned the
questioning of certain activities of Senators John Sparkman and George McGovern with respect
to the government of Cuba. The department stated:

3% 1d. at 94.

39 50 M.J. 4 (1998); 36 M.J. 1137 (1993); and 30 M.J. 1040 (1990).
4030 M.J. at 1047-1048.

1 No. 09-1249, 2010 U.S. Dist. LEXIS 21957 (D.D.C. March 8, 2010).
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The clear intent of this provision [Logan Act] is to prohibit unauthorized persons from
intervening in disputes between the United States and foreign governments. Nothing in
section 953, however, would appear to restrict members of the Congress from engaging in
discussions with foreign officials in pursuance of their legislative duties under the
Constitution. In the case of Senators McGovern and Sparkman the executive branch,
although it did not in any way encourage the Senators to go to Cuba, was fully informed of
the nature and purpose of their visit, and had validated their passports for travel to that

country.

Senator McGovern'’s report of his discussions with Cuban officials states: “I made it clear
that I had no authority to negotiate on behalf of the United States—that I had come to listen
and learn....” (Cuban Realities: May 1975, 94® Cong., 1* Sess., August 1975). Senator
Sparkman’s contacts with Cuban officials were conducted on a similar basis. The specific
issues raised by the Senators (e.g., the Southern Airways case; Luis Tiant’s desire to have his
parents visit the United States) would, in any event, appear to fall within the second
paragraph of Section 953.

Accordingly, the Department does not consider the activities of Senators Sparkman and
McGovern to be inconsistent with the stipulations of Section 953.4>

A 1976 statement by the Department of State concerned a letter written by Ambassador Robert J.
McCloskey, Assistant Secretary of State for Congressional Relations, to Senator John V. Tunney
in reply to a constituent’s inquiry about a visit of former President Nixon to the People’s Republic
of China. The letter stated:

Mr. Nixon’s visit to the People’s Republic of China was undertaken entirely in his capacity
as a private United States citizen. In accordance with the expressed wishes of the
Government of the People’s Republic of China and as a normal matter of comity between
governments, the U.S. Government permitted an aircraft from the People’s Republic of
China to land in California in connection with the visit. Aside from activities related to the
Chinese special flights (including provision of an escort crew to insure safety of operations
in U.S. airspace), the U.S. Government’s role in the visit was limited to the provision by the
Secret Service of personal protective services, as required by law, to the former President....

It is the responsibility of the Department of Justice to make determinations of whether
criminal statutes of this sort have been transgressed and whether individuals should be
prosecuted under them. However, the Department of State is unaware of any basis for
believing that Mr. Nixon acted with the intent prohibited by the Logan Act. In this
connection, it should be noted that no one has ever been prosecuted under the Logan Act....*?

In a number of instances, people have been alleged, often by political opponents, to have violated
the Logan Act. For example, critics have suggested that Ross Perot’s efforts to find missing
American servicemen in Southeast Asia have violated the Logan Act. Critics alleged that former
House Speaker Jim Wright violated the Logan Act in his relations with the Sandinista
government. In 1984 while campaigning for the Democratic nomination for President, Reverend
Jesse Jackson went to Syria to help in the release of a captured American military flyer and to
Cuba and Nicaragua. The trips by Reverend Jackson occasioned comments from a number of
people, most notably from President Reagan, that Reverend Jackson had violated the Logan Act.
Other private citizens, such as Jane Fonda, have made trips which have been criticized as

42 DIGEST OF UNITED STATES PRACTICE IN INTERNATIONAL LAW 1975, p. 750.
43 DIGEST OF UNITED STATES PRACTICE IN INTERNATIONAL LAW 1976, pp. 75-76.

Congressional Research Senvice =]

FBI (18-cv-154)-0947



Obtained via FOIA by Judicial Watch, Inc.
Conducting Forefon Redations Withput Authority: The Logan Aot

violative of the Logan Act. One of the most recent allegations involving a possible Logan Act
violation focuses on a letter signed by 47 U.S. Senators to Iran suggesting that an agreement
between the President and the Iranian leadership would be an executive agreement that another
President or Congress would be able to abrogate.* There have apparently been no official
sanctions taken in any of these instances.

Questions Raised Concerning a 2015 Senate Letter to
Iranian Leadership

Commenters have raised questions about various issues associated with a 2015 letter signed by 47
U.S. Senators to Iran suggesting that negotiations about a nuclear deal between the President and
the Iranian leadership would be an executive agreement that another President or Congress could
abrogate. Three of these issues involve the constitutionality of the act, its application in this
situation to Members of Congress, and its current viability.

With respect to the act’s constitutionality, there is the above-discussed case, United States v.
Peace Information Center, in which the court seemed to suggest that, because of similarities
between the Logan Act and the Foreign Agents Registration Act, both acts are constitutional in
that they “are equally within the field of external affairs of this country, and, therefore, within the
inherent regulatory power of the Congress.” Yet, there are commenters who continue to discuss
whether the Logan Act is constitutional. For example, in a 1987 Emory Law Journal article, there
is discusaison about whether the act may infringe on rights involving freedom of speech and right
to travel.

The application of the act to Members of Congress is also a topic of discussion. In the above-
discussed State Department statement concerning the questioning of Senators Sparkman and
McGovern with respect to the government of Cuba, the department found that their activities did
not violate the act and emphasized that nothing in the act “would appear to restrict members of
the Congress in pursuance of their legislative duties under the Constitution.” The State
Department did not state that there is a general exemption from the act for Members of Congress;
rather, it focused on the particular activities of these two Senators. Some commenters appear to
believe that the 47 Senators signing the letter to Iran were acting outside permissible “pursuance
of their legislative duties.”® Others, however, believe that:

[1]t could be argued that the letter’s signatories do wield official U.S. authority and are
federal officers in their capacity as U.S. senators.

But even if they don’t...a Logan Act prosecution would fall apart because of subsequent
federal free speech cases that have taken a dim view of attempts to criminalize speech.*’

“ http://www.cotton.senate.gov/sites/default/files/
150309%20Cotton%200pen%20Letter%20t0%20Iranian%20Leaders.pdf.

45 Kevin M. Kearney, Comment, Private Citizens in Foreign Affairs: A Constitutional Analysis, 36 EMORY L.J. 285
(1987).

6 See, e.g., B.J. Montini, Did Senators Violate Federal Law with Iran Letter?, located at: http://www.azcentral.com/
story/ejmontini/2015/03/10/senators-letter-iran-president-obama-president-bush-iraq-maliki-logan-act/24710959/7
hootPostID=d18760ac77dc7c1038f2e79¢151¢2470.

47 Comments of Steve Vladeck, guoted in Did 47 Republican Senators Break the Law in Plain Sight?, located at
(continued...)
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The discussion of whether the act is currently viable may hinge on the fact that, despite its having
been law for more than 200 years, no one has been prosecuted for violating it. Its viability may
also involve constitutional issues, such as freedom of speech and right to travel, mentioned above,
since these constitutional issues appear not to have been litigated with respect to the Logan Act.
However, the act still remains law, and its viability should likely not be summarily dismissed.

Conclusion

Although it appears that there has never been a prosecution under the Logan Act, there have been
several judicial references to it, indicating that the act has not been forgotten and that it is at least
a potential point of challenge that has been used against anyone who without authority allegedly
interferes in the foreign relations of the United States. There have been efforts to repeal the act,
one of the most significant occurring in the late 1970s. For example, Senator Edward Kennedy
proposed in the 95 Congress to delete the Logan Act from the bill to amend the United States
criminal code.”® Senator James Allen insisted on reenacting the act in exchange for promising not
to prolong debate over the bill, and Senator Kennedy agreed to this. However, since the House
was unable to consider the criminal reform bill in the 95" Congress, the possibility of deleting the
act in a conference committee was eliminated. In early 2015, renewed interest in the act resulted
from a letter sent to Iran by 47 U.S. Senators. It is possible that this interest will result in
congressional consideration of whether the act should be repealed or retained.

Author Contact Information

Michael V. Seitzinger
Legislative Attorney
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(...continued)
http://edition.cnn.com/2015/03/10/politics/tom-cotton-iran-letter-logan-act/index.html.
488. 1437, 95" Cong., 2d Sess. (1978).
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S0 Y mgohgwih then”

Bt for Mr. Trumpand some suppoyiers, the stcusations that Russis hacked Democrels o s seas a5 & oFrt to delaatnize B esction. -

ﬂmetﬁemwmba e*et;m Mf aru*‘m“ia&pubuf’wd msptsi&.» ¢ ey ps:.v-s& o _;ba_m: 3 b3 havam..mesi mf«aﬁ_"ﬁﬁr theammn maed
E¥ ba*m&:k& regach of those b ears M T TUME Sthe has R asai Sussizn Presiden: Viadioe _?_utsn—xmz rvramhca_smghm Ty grgf SRt —or

disprsgedtheinvestgmon imothe hacks.

This Siends 1 sharp Sonttastie s posts o other Ssuss endeourt s, suchias North Keves e Ching, whers his views on narionad secuy by risks ¥ne
up oy esquarel v eh WS soy aengies

4 i \rge part to boost caorination bawesn ritaligence spencies fotwing.
: ﬁ'ieSaF 13, ”»ﬁi taru:‘ ar::ads Maﬂy Pa:usa\\,ans ha?ewami am ing the It hatore but ms.ha& ovenhad todo npathecase s
isson S Tocused o Core DRoNal ety Iy Ssues, SIS CoUnIS e srsm, nulies profMferation andcoumta rrelgenoe

“Thamanagemet avd Fregation that B focuses onattows agencies Yhethe ClA ic better hone inon & awn hopeckart wesk." sad Rep. Adam
Seh¥ D, CaNt) thevanking Denocat on the House imellgence pensl whobeleves ciisraanting the DN could tead o nstiorial secur ity probitems.

Wiy Trum = achiser's say he has tong been skantics! of the CA's aowracy, and the president e often reartions fauly innaligence & 2002 and
v Buthis put} oskaptivsm aboutthe RussE assessmentshas }arred Enaiy s aroustomed omore

Lohessnwll tnek’iﬁhteﬁmse

“Top oiceS @ lLS ntelsence smancies, a5 w el as Republican and Democr e eaders in Congrass, havesaid fussis cychestrated trecarmputer
- 311:atks onthe Baﬂecfa:{ th s c.;ea Pfe:.&:%m‘t Berack Otamacrdered the vireNgence aRariciEs 1o produce BTARDNt o the hacking operation,

though My Futyyhas s8id cdeasing fhe sioEnemalswas 8 publit serice

The heais-sf‘éhef#‘ﬁ - Feceral Bureay of fETEAnon id DNt James Capper e schaduled i brief Mr. Tru rap m-maf{?ﬁdkrgs-m Frgdane N Trurop
hweessd e Tuesday ﬂ'mth&"m"g fiad been defaged and %&Teﬂﬁ*‘aﬂﬁe’agemaﬂ s noeded tmeto Yuld arese” azanst BussE. White
_‘T’_}QLEEGF‘E,\:_S&E sad M T Trumpwil bebristad on memmg Feport & sgonas tEresty

Wik Houge offisias have e fuar a‘a‘x R rumpf cont Grisionswith :ﬂi&;gm{&mf\rma e appaltng  an ﬁm,a sawl Tho ;sfrﬂ:»dem
hasever takien on the CIA and rore aut iookig rod "

-&m‘g Hrose heiping EadMr. I ruﬁ'p $Mtﬂfﬁwar&pt{}e ma&%em&agem,a & hi naionaisecurty sdviser, Lr Gan Michast F‘fnr whotad
Senelse ¥ &'tar @t?e&ém‘rte@%&m& &&gera:-,*m ﬁewa ;}ushedatz e Clapoer andomer; F1 2“1~$ Amginvoved mtheplanvg &
R hMkeFompeo 5 Kand, whom M;-‘._., im’apsi:&auted =i dvactor.

. Gen. Pynndin caspond 10 arequest for commantion Wadnesdey, ad M. Porfpen dec¥nef o coimiment.

Reisul Eﬁi;m:‘ ard 'ﬁ\ir '?ci‘*ip’éa 5{“!3‘ E Rir. ‘"i‘ mipfi ‘;‘iéﬁ* that Eiﬁefn‘ﬁﬁ‘%&ﬁi&.@mﬂ'&&“s‘&*‘i pﬁtbn—t'hat-m-ﬂ'iﬁi r hey hiscampagn—izan

Gen. Eynme \aaﬁthe Whie! House = Matinnal Setur By Sourtcy, siving him Broad § W fiyence i miltany and nelgme denisn mt*‘mug“umt ihe
EOVETY mﬁ”ﬁ‘. Hewasoa be&a&ar \nmtﬁs*‘g zenior yielgence %ﬂ'\ s thefveti andreducng headcmartﬁﬂ Staf.

The bty of theC M Headgua ters Buitling b Langisy, Vel Donadd Truna s o Rcsm of U iteiNge
invol ement ¥ oybevattanks has some iaanake spusstoning hisgoes. St kirry dewaing Ry

nce agenciss’ wsesomernits of Busssn
Bre .

| Surrent and former imelgence and W erforcament offRts eve sacned with 2k of beffiament and cutrage 1o My, Trump's continuing seriesof
jebsarlll spes

“They arefurbus sboa & 7 sed aneforme senbor intaiigence oFf iR, adding that & retinue of sehice officas whathought they wovid be steying on
s Hideny Cinton adminstration nms arere evauEing they plansfolow g M Tromp's lection.
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b
Rl R T Y T LS R LD DR RN R ARG Y SR S N SR e se-ui:eg_.ygwu; PR HSSSE R T SRR,
“psietty hoor Fying to metha he's siling Wil Assrga ava the nEilgence g ancies.” sad ohe oy mier law anforcavent offeiat

Paut P, dlvyer vatg i of the Cid whoretied 11005, said hewes distw bed by M. Trump stvests and fegrad much of the imeifgencs
community'sSSSESIETS Could be fiter ad through Gen. Py,

TV raher pessnist, T hesald Ths s nidesd dsturbing that the president should come fiwh thE neggatve view of theagencies, couptad with
hishiabiss an How heasorbs informatien and Soiaf thatt dartt providea bt of opafiar change. "

—Coreit. Loy Shone Hofrls ahd Sophon Rughss cantribired e thiprtice.

‘Write to Damien Faieraat §
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Strzok, Peter P, {CD} {F
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From: Strzok, Peter 8. {CO} {FBYH
Bent: Wednesday, January 04, 2017°18:31 P

Ta: Page, Lisa O {OGC) g;s:;l OTD} {F8i} zgc‘fl
Ce: {OGC] (FRL QGG {(FBY

Subjeet: RE: The "ist®
Yes she was i the rmesting wherg ame to HIL We can ask her at the prep.session,

amemi-s OFiginal message -

From: "Page, Lisa C. {OGC] {(FBY"

Dater §1/04/2017 10:05 P88 {GMT-05:00) b6 -1
To: "Strzok, Peter P, {CD) {FBY)] OTO} {FRY b7C -1

| b7E -6

e 06e} (7B (osc) fFay”

Subject: RE: The "list

Hapoy 1o, though | don't recall f she was in the original conversations. Was she?

mmmm—— @ﬁg?nai mes:%age T

Frony: “Strzok, Peter P, {CDY {Fﬁi?i | Egc_il
Date: 010472017 10:01 PM {GMT-05:00} . b7E -6
Tol boto) Fan] [Page, Lisa C. {OGC) {FBY"

el BGCY {FBY LQGC) (FBy”

Subject RE: 1he st

We all have & prep session tomorrow at 3, 1'li grab Scott along with Bili afterwards and explain, Uiss,

you think it would be worth including Hirs or Trisha in that? Probably Trishs, right?

e RginGl MESSAZE ~mmm

Srom;| koo (rayy b -1
Date: 01/04/2017 3:51 PM (GMT-0500] - o7e 6
Yoo "Page, CY {EBYY 'Strzok, Peter P, {CD} FBH"

£ FOGC) {FaiY OGC) {Fal)"

Sulject: RE: The "list"

Perfiecy. That works for me and vou can mention that OTD brought & to you. My initial recommiendation

was for the AD to reach cut to you twe, but { gan cnév assume that message did not reach hin.

T b s e b6 -1
Thanks {or the assist, b7 -1

FBI (18-cv-154)-9988



Federal Buread

———————— Original messsge ——-—-
From: "Page, Lisa G {OGC) {F8Y

Oiperational Technolagy Division
of lavestigation

- raobile

Obtained via FOIA by Judicial Watch, Inc.

Trate: 01/04/2017 9:46 M {GMT-05:00

Tad

[orD) (e

Coo

Subject: RE: The "ist"

I:I

0GC} (7]

[‘Strzok, Peter P, {CD} {F8H"

0GCj {Fay”

@w§ g§a§}|

Da?e BLi0g 207 9 EF PR {G?‘ﬁ!-ﬂﬁ 00}
To: "Streo

. Beter B {CD) {FBY

Ccf

(OG0 Py

Subject: The “Hst"

Petefliss,

Vhope you suys enjoved the holidays. 1tis already back to the grind.

"Dags, Lisa €, (DGE) (FBY

OGC Fal”

The AD of cyber i= apparently bringing un the idsa of

ust messaged me after being pinged by 5F, He asked why this was coming up again, and he

wants o talk to me about It next week Aoy recommendation oo bow to deal with this? |

{etwis knowr what yog think,

b6 -1
b7C -1
b6 -1
b7C -1
b7E -6

b5 -1, 3

b6 -1

b7C -1
b6 -1
b7C -1
b7E -6

5 -1, 3

b6 -1

b7C -1
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ﬁ‘iﬁ%’ﬁ(t‘x
be -1
b7C -1

Operational Technology Division
federal Bursau of investization
~desk
. !’5‘10§3§E :
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‘Sant: Tharsday, Janua r? 05, 2017 6:56 P\
e Page, Lisa .

Subject: F: News _aﬁ;cig, ! ?1&: Fﬁi Never Asked For Access To Hacked Computer Servers

Frony: Baker, fames A, {O6C] {FBY _
Sent: Tha rsday, jar;s;-arg 05, 2017 5:41 B\

To: Sroith, Scott 5. (PGHFE |Prisstap, £ w. (oo (o8 b6 -1
Striok, Peter 2. {CD} irayy [andesson, Trishs B. {OGCH {FB E;g _;
I [oac] tray I

Subject: Fwed: News article: The F8I Never &sked For Access To Hacked Computer Servers

Folks,
Is this article corract?

—m-mm-- Oriomal tnessase --------
From| 1‘&‘3@) (FBf,ﬂ | ot
Dhate: 01 0523C MT-03:00) L . ]1:;: :2
To: "Ba}.’a James ?’& LQG{" 3 EDi kcm“ {FBLY

| [OGCTFBL
{OGC) (FBIY ] [(CTES @gﬂ

I [0{3{3} @3131

The FBI Never Asked For Access To Hacked Computer Servers

The {}emaara’ﬁt ﬁaﬁanai C@mmii’tee tells Buzzi’-eeé &Eewa that the bureau " nesfef

reg ;.gestedaccesg ‘to the servers the Wh;tﬁ House and mt@éi;geme community say were
hacked %;i\; Russia.

Al Watldns Buzstesd News Reporter

=

FBI (18-cv-154)-9992
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Dirnitel Lovetsky / AR

WASHINGTON — The FBI did not examine the servers of the Democratic National Conwaittes before
issuing 3 report atmbutmg the sweeping Cyhersmms;m to Russta-backed hackers, BuzeFeed News has
{earned.

s sald 1 weas bvestipating the hack of the Denvocratic National Con
TEIEN, ; ot reguested ag ouxs i the hae e&‘-:. ryers, 3 UNC shoke
sald, No GS goses‘a ment enmy has run an independent forensic analysis on the system, pne US
intelli igence official told BuzrFeed News.

oad nay et

Washa ngttm (QC} F:eid Q’!ﬁce, the ﬁe;aartmem uf Iumces Na&mnal saeurstv Bmsiun,, and U.s.
Attorney’s Offices, and it responded Yo a variety ¢ of requests for cecperation, but the FBI never
requested access to the DNCs compuier semrs, ‘Eric Watker, the DNC's d eputy communications
-dwecmt told BuzsFaed Naws in an amail,

The FBI has instead relied on computer forensics from a third-party tech sei:urﬁy company,
CrowdStrike, which first determined in May of last year that the DNC's servers had been
infiltrated by Russia-linked hackers, the U5, intetligence official told BuzeFeed News.

*"mf t&w h-aw mfztiaaaﬁ' Rl e tall

E‘J&;;E»;s:,
The FBi declined {5 comment,

“Beginning at the time the intrusion was discovered by the DNC, the DNC cooperated fully with the FBI
andits Eﬁ#eﬂf&_g;’aﬁﬂ‘n; ‘providing access to sl of the information unﬁﬂver'ed!&;? CrowdStrike — without
any Bmits,” said Walker, whose smails were stolen and subsequently distributed throughout the
cyberattack:

it's unclear why the F81 didn't requestaccess to the DNC servers, and whether i's conymon practice
when the bureau investigates the cyberattacks against private entities by state actors, ke when the
Sory Corporation was hacked by North Xores in 2014,

BuzzFeed News spoke to three t*g%}ércecajﬁiy'cﬂmg}a nies who have worked oy migjor breaches in the.
last 15 months, who said that it was “par for the courss” for the FBI to do their own forensic research
inta the hacks. None wanted to commient an the m:cmﬁ on another cybersecurily company’s work, or
the wark being done by a national security agency.

The hack of the DNC servers and the subsequent release of purloined emails by Wikil eaks has become
& Washington scandal of proportions perhaps not seen siace the Watergate ara. The hacks — part of
what intelligence officials, the White House, aﬁ{i private sector analysts say was a broader Moscow-
directed affort to influence the US election — were spacificaily designed to undercut democratic
nominee Hillary Clinton’s path to the presidency and bolster Danald Trump, sccording to CiA and F8&Y

e AT
FBI (18-cv-154)-9993
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ananyss,
Trarip Has denisd that analysis and mocked the US intelligence agencies that produced it The
president-elect is due toreceive an in-depth briefing on the subject on Friday.

ina 13-page report made pubilic the last weel of December, the ¥Bland the Diepartment of Homeland
secu r;ty mnfam&d e msm améysas that ﬁussea Was behmd me wwﬁesprea{i hat ks, *Ah;ch “a@eted

snt&ig igence acm_s_s. hath §}.U§.}§E€ and pnwa&te 5&{_2*{&&'9. Ngwhere ki %he re ;mr‘ dB_ES .i’ .say .that. &51_.&
goverament conductad s own computer forensics oy the DNC servers,

“Public attribution of these activities to {Russian intelligence Servic es}i"iﬁ supported by technical

indicators from the U.S. Inteliigence Coramunity, DHS, FBY, the private sector, and ather entities,” the
Fepoit says.

O the heels of the report’s release, the White House expeiled 35 Russian diplomats, sanctioned,

among other thi ngs, two of Russia’s premier =nte§§:geme agencies; and. shut down sccess to ho

Russian dspic}matsc facilities in the s,

Sheera Frenkel contributed reporting to this story:

CORRECTION
The article has been updated to reflect that CrowdStrike first discovered Russia-backed hackers had

infiitrated the DNC in May 2018, A previous version of the article incorrectiy said the group first
discovered i in March.
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Strzok, Peter P, {CD} {FBI

From: Strzok, Peter B, {CD) {FBY
Sent: Tharsday, Janaary 05, 2017 736 80
Ta: Page, Lisa € {OGC; {F8Y

b5 -1

[ wilt fet B retay tomarrow AM.

FBI (18-cv-154)-9995



From:
Sent:
To:
Subject:

Fyl

L T —
From: “Strzok, Peter . {CDY {&fﬁrﬁﬂ

Strzok, Peter B, {CO} {FBY
Tharsday, Janaary 85, 2017 7:46 PM
Page, Lisa T {OGC] {F8Y}
Fuvel: Unclassified report

Obtained via FOIA by Judicial Watch, Inc.

Strzok, Peter P, {CD} {F

| b6 -1
b7Cc -1

Date: 01/05/2017 7:46 PM {GMT-05:00}  L7E -6
To: "Priestap, £. W. {0} {F81)] | | | i
Ce: “Boone, Jennifer C. {CD) {FBIY] | “Corsi; Dina M. {CD} {Fa"

Joffs, Jonathan C. {0 {FaY] |

Suliject: Uaciassitied report

FBI (18-cv-154)-9996
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Strzok, Peter P. (CD) (FBI)

Subject:
Location:

Start:

End:

Show Time As:
Recurrence:

Meeting Status:

Organizer:

Required Attendees:

I:hiscussion

Mike K's office

Friday, January 06, 2017 11:30 AM
Friday, January 06, 2017 12:15 PM
Tentative

(none)

Not yet responded

Strzok, Peter P. (CD) (FBI)

Kortan, Michael P. (DO) (FBI); Herring, Jason V. (CD) (FBI);

Quinn, Richard P. (DO) (FBI)

Page, Lisa C. (OGC) (FBI)

|(OGC) (FBI);

b7E -4

be -1
b7C -1
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Strzok, Peter P. (CD) (FBI)

Subject:
Location:

Start:
End:

Recurrence:
Meeting Status:

Organizer:

Required Attendees:

iscussion
Mike K's office

Friday, January 06, 2017 11:30 AM
Friday, January 06, 2017 12:15 PM

(none)
Accepted

Strzok, Peter P. (CD) (FBI)

Kortan, Michael P. (DO) (FBI); Herring, Jason V. (CD) (FBI);

Quinn, Richard P. (DO) (FBI);

(0GC) (FBI);

Page, Lisa C. (OGC) (FBI)

b7E -4

be -1
b7C -1
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Strzok, Peter P, {CD} {FBI]

From: Strzok, Peter P, {CO) {FBY)
Sent: Monday, January 09, 2017 9:47 AM |

Ta: DO} (FBY); Page, Lisa C. (OGC) (FBY) e -1
ez Rybickd, Jares £, {DO) (FBI}; Priestap, £ W, {CD} {FBY

Subject: usic report

isa, b6 -1, 2

Ter ¥ s request on Friday, 8YO received a single copy of the influence regort from @ﬁﬁ-i*s‘jﬁ” g P71, 2

being fiaintatned i the CO SAC'S sa%e for PEQTUSseniof stalf,
Pete

FBI (18-cv-154)-10008
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Strzok, Peter P, {CD} {F

From: Strzok, Peter B {CO} {FBY}

Bent: Monday, January 08, 2017 4152 PM
Tae Page, Lisa € {OGC; {F8Y}

Subject: FW: Senator Cotton Question

From: Anderson, Trisha 8. {0GC} {781}
Sent: Manday, January 09, 2017 £:52 P8

To: Strzok, Peter P (0D} {FBY bé -1
{4 k{}ﬁc} {;._g;- b7C -1
Subject: FW: Senator Colton Questinn b7E -6
Sed the first question belmas. Do o have & Tew minutes to disgtss?
From: Hesring, Jason ¥, {CO} {Fai}
Sent: Monday, January 03, 2017 3113 oM ) _
To: Rybicki, James £ (Dol isay loo) (es b6 -1
[0} {Fay Baker, lames &, {060} {F8i b7c -1
LR T R T b7E -6
T Beers, Tzabeth B o0 (eai)| [Do) (e8]
nderson, Trisha 8, {QGC) (P8
{0GC} {Fay
Subject: RE: Senalor Cotton Question
Adding Trisha amI:l‘rcw S8
) bé -1
QR will work ihrough Tisha e b7c -1
Frony: Rybicky, Janyes £ {DO] {F8Y}
Sent: Monday, Sanuary 09, 2037 205 08
Yo feoi iea) Herring, dason VL (€D} {F81) Eg C_l 1
| EDO] {F81] Baker, james &, {OGC{FBY} bTE -6
Cc: Boors, Elizabeth 8, (D01 81| (00} (F81)
|
Subject: RE: Senalor Cotton Question
Thaiks, Can OCA mmn down the answers to those guestions this afterncon and then pass them up for the Egc-l L

Director?

Thanis!

FBI (18-cv-154)-10009
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Do) FBD

[-05:00)

To: "Hetring, Jason V. (CD} (FBD)

b6 -1
b7C -1
b7E -6

Ce: "Beers, Elizabeth R (DO) (FBI

kno; Ea

Subject: Senatar Cotton Quastion

Jaseq..

First, he wondets ¥ ECTR woutld biave halped with the curtant Bus
wiwch way the D would answer that beforehand.

Second, is ECTR stitta ;}ﬁéﬁi}*ﬁ}riﬁe FBI?

Zofar everyene slse on the Committes is pretty quiel. ¥ 1 get any furthisr intel, T will advise.

Tl ommressional Affairs

Rybicki, James E. (DO} (FBIY'

sian {J tssuesisituation. Herequested to get aheadsupon

be -1
b7C -1

FBI (18-cv-154)-10010
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Strzok, Peter P, {CD} {F

From: Strzok, Peter B {CO} {FBY}

Bent: Monday, January 08, 2017 5:14 PM
Tae Page, Lisa € {OGC; {F8Y}

Subject: FW: Senator Cotton Question

From: Anderson, Trisha 8. {0GC} {F81}
Sent: Manday, January 09, 2017 5:1380
To: Herring Jason V. {CD} (783} | b6 -1

Cé: Beers, Elizatieth 8. {00} {vai| koaci isan EF}: ‘é
Eirzok, Peter R, [CD} {F8Y] 0 (e
Subject: BE: Senator Cotton Question
F5an
b5 -1,
Thoughts from othens?
Frony: Herring, Sason W (LB {E8Y
Sent: Manday, january 6% 2017 3113 BV _
To: Bybicki, James £ (DO} iFay [oos Fey b6 -1
Do} {8y |asker, sames A {OGCH{ES b7C -1
_ AL AT bTE -6
Ce: Boers, Elizabetn 1, {D0) (581 oo isay
Pondarson, Trisha B, {OGC} {FBY}
o7y I |
Subject: RE: Senator Cotton Question
Adding Trigheany fron NSLS. b6 -1
b7C -

FBI (18-cv-154)-10011
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A vl work through Trisha and bé -1
b7C -1

From: Ryoicdy, JamasE, {{}Qi {F8i}
Sent: Monday, )an usw ' 51"’ 206 PR

To{ foo) i [tterring, sason v, 1COY éF84 b6 -1

 CIC} (v 81 Saker, james A. {OGCi{FByy  P7C -1
- b7E -6

Ce: Beers, Elizatieth & (DD} (€8] fiovcr {eay

Subject: BE: Senator Cotlon Question

Thanks, Can OCA run down the answers to those questions this aftermoon and then pass themup for the P> "1

Dt{ectm'

cconimn Oricinal message --=-----
From| aglmﬁ) (FBIy ggc-fl
Date: 1917 2:03 PM (GMT-05:00) b7 6
To: "Herring. Jason V. (CD) (FBIY | -

Co: Beess, Tlirabeth R (DO} FBI) [DO) (FBI

“Rybicki, James E. (DO) (EB)] |
Subject Senator Cotton Question

Jaeon,
Senator Cotton wants to ask EOT R related questions tomorrow at the Sﬂﬁ-'ﬁéamg;

First, he woridees i ECTR would have helpad with the current Russian Clissuss/situztion. He raquested to get 3 heads up on
which way the 0 would answer that beforehand.

Second, is BUTR sl s prionty for the FBIT

8o far, everyone else on the Committee iz pratty quist. ¥T get any further intel, T will advise.

b6 -1

b7C -1

I Longressional Atfais

FBI (18-cv-154)-10012
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Strzok, Peter P, {CD} {FBI)

From: Strzok, Peter 8, {CO} IFBYH

Sant: NMonday, January 09, 2017 5:23 P

T Page, Liss € {OGC {FBY

Subject: Wew Clinton email files detail FBI-State tussia over Benghaz message

hite:/ W pol itco.comistory/201 7401 fnew-clinton: emails-fbl-state-233343

“The redaction lists "interference with foreegn relations as the rationale.” The crux of States {sic]
argument is they know better what will impact forsign relations and there is no longer 3 government in
place” in Libys, the unidentified £BY official wrote t V-scheﬁie dupina, ‘the F81 Assistant Director for
Records Maﬂagem ent. “The more apg}mpﬁaba raﬁﬂﬁaﬁe is sources and methoda W hile the email does
wot name the particalar official, this mieght be deduced and, glven the threat of violesce in the reg o,
any surmise cpuld be fatal for whoever copperated with us. State will say no one witl knpw if it is

redactad, but that is not how classification works,"

The message shows Deputy Secretary of State for Mansgement Patrick Xennedy intervened with the
FBY to dispute the classification at least three times: in a May 14,2015, call fo intemational Operations
Thivision chitef Brian Mclauley, at an in-person meesting at the State Department five days lsterand 0 a
g?ione conversation with the: head of £8i's Counterterrorism Division, Michael Stemha!;h

The unnamed FEi suthor of the message to Jupina said Kean edy‘ summoned warlous aﬁimais o State to
discuss the review of 55,000 of Clinton emalls requested under FOWA. At that meeting, Kemedv asked
the FBi representative and a Justice Departmant FOIA official to “stay behind to discuss the FB
determination” on classification in the first batch of Clinton emails, the FBl amall says.

ﬁm email from Stelnbach said he turned down is:enﬁeéy s request that the information be wsth?}eid
solely under a FOIA provision for protection of law enforcement sources, rather than by classifying it

oy explained to Wr. Kennedy that to only axempt for §h}{?}{€}} was oot appropriste as the information in
the two portions in guestion was classified at the Secrst/NOFORN level” Steinbach wrote,

Even after that decision, the FBY got anuther bigh-level cantact on the issue from State that same day;
with Secretary of State John Xerry's chief pf sea ff ton Finer calling im Rybick, then-deputy chief of staff
to F8i Divector James Eﬁmev

“Finer...stated that he was not attempting to change iSteénhach’é} class¥fication decision, and said that
Re just wanted to makie sure that Fill i&adenhip was aware of the decision and the proce edy ral process
snd media attention & would likely tigger,” Rybicki wrote I an email to several mi:eaguet % relayed
back to the State Department that leadership {s aware of the review process and decision.”

Rybsc ki said Finer asked if the F8I could classify the information rather than State. éosng saat FBl's
request. When the email was released, State officials said thes; were withholdi ng it at FBY's request
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Strzok, Peter P, {CD] {F
From: Strzok, Peter B {CO} {FBY
Bent: Tuesday, January 10, 2017 12:31 ¥8 :
To: I OGC} (FBY; Priestap, £ W. {CD) (FBI): Moffa, Jonathan C.{CD} = B6 -1

{FRI}; Page, Lisa £. {OGT) (P8 b7C -1
Subject: RE: MYE - Timeline re Statements
Thanks and will do:
o & £ ' S 3 1 s = L | o e
From G "35}1 | | 11:.:,";c_11
Date: Giflﬁ;’ﬁ&i? 10: 2& &M {G%ﬂ' 05:00) _ _ _ _ b7E -6
Yoy “Priestap, £ W. {CO} ieBi] | “nioffa, fonathan C. (L0 (ER" j

[Serzok, Peter 7. {CO) (FBY Page, Lisa C.
[OGC) (F81] |
Subject: MYE - Timeline re Statements
&% -
Trisha asked me'tc put together fhe atia hed chartrethe mestin ,,sia:scu' u:.*ns e E*ad w\th for wsfehauﬂ *he E}ér&t‘mr
absuf big du \y:_itavmnt ands s ent lettees v Lcmgr%‘-‘ss § :
wauld assert are privileged. Thiswili be ;}mwded to EGUSAta inform sh\‘} © representat u:n s the 'a in th@ matter @:\Zh
{}&C .
?\E'E:S{‘ reviews the .at.%af_h&d and check your nntes, calendars, i to see i Lnissed armythi g We're hoping o get somethi g
to EQUSA by the end of the week, so 1'd appreciate any Teedback by Thursday
Please let me boow Epou'd Hbe %Sd.g: uss.
b6 -1
; b7C -1

sﬁtant Ctnesa\ Cm ns&~

Hice ot a“i& Gen_.ra Cﬁm ol
?d“dﬁi B~ Bu;»&u oif * iRy I:Dﬁwi}f‘

5 ar‘ fmt?:a m ‘?Gu h&z the {D"t\ce af J’e Eﬂner &l

5-338359 n{st\ 3 tE"& s&ﬂdfr Gf tht rrnr l}y 3 se;}auﬁe 2 ma~~ B %}5{ Lat:.r_
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Strzok, Peter B. {CD] {F

From: Strzok, Peter B {CO} {FBY

Bant: Tuesday, January 10, 2017 2:42 P68
Tae Page, Lisa € {OGC; {F8Y]
Subject: REURE:

Fromy: Page, LisaC. {OGC} {F8}

Sent: Tuesday, January 10, 2017 2:34 08
To: Stezok, Peter 7. (0D} (7B
Subject: RE:

| b6 -1
- b7C -1
b7E -6

1 honestly doa't &ﬂmﬂ

be -1
b7C -1
b7E -6

T{r “?agﬁ L;saﬁ' 1{}GL} fEE?
Subifect RE:

Hi Justeafted buthavs to gante ANOTHEER meeting. Bt heard why is Here oot sure # vou claimed ighorange on. . pe -1
purpose.,. 3} :

——ATriginal Messaze e . b6 -1
Froiy: Page, Lisa O *'GGC}{?B § o . b7C -1
Set: »mﬂdﬂvimuhuxi& FLONEAY ° bTE -6
To: Strzok Peter P {CD {FRY] | |
Subject: RE:

O a call notw; hopefully sliter.
~—Crigirial dleseagec—— | :gc_ ]—-1
From: 3&1‘*9& Peter B, s\mx{fs  bIE -6

b6 -1
b7C -1

'“etef b i"a?rzak \i

be -1
b7C -1
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Strzok, Peter P, {CD} {F

From: Strzok, Peter P {CO} {FBY)

Sent: Tuesday, January 10, 2017 3:25 P8
Ta Page, Lisa C {OGC; {F8Y

Subject: RE CNN update

Can i maybe get a read outvis a vis relationship with Brits ete?

------- Original messags ——--
From: “Page, Lisa €. {GG{ 3 {FBY
Dater m;m;zm -1 }(} P84 {CMT—GS’@G}

To: “Streok, Peter P, {CD) QFB‘}‘I- I”Pﬁeéﬁgg; £\, {CD) ieBy”
NMotfa, lonathan €. (LD} {FB1
: "Boone, Jennifer £, {CD} {F81) |

5u§:n;ect' RE: CNM update
We' have lots of detsils from kortan, He will brief at the 3745,
———————— Original message -saas

From: “Strzok, Peter P. {CO) {FBY)'
ﬁaze 01;18!2&1; 3 {}1 ?M iG W TS0

"Moffa, Jonathan C. (D) {FBY"

ey

Ce: "Boone, Sennifer C. {CD) {FRIY “Page, Lisa C. {OGE) (FBY"

Subject: LN updale

Fer Bich, NN to publish O material today between Sand 5

b6 -1
b7C -1
b7E -6

b6 -1
b7C -1
b7E -6
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Strzok, Peter P, {CD} {F

From: Strzok, Peter B {CO} {FBY

Sent: Tuesday, January 10, 2017 3:33 BW
Ta Page, Lisa € {OGC; {F8Y}

Subject: RE: Fuvd:

From: Page, Lisa C. {OGC {78}

Sent: Tuesday, January 10, 2017 3:23 oM E‘?C_l )
To: Priestap, £, W, {£D) (FBY] Strzok, Pater P{0D) (FBY b7E 6
Subjech: Fwd:

Ful

=eesm-cz Oviinal message --oao--

Froem DO {FE;‘; o o1
Date: 01710:3017 251 PM (GMT-0300) ) o | . B7E -6

To: “McCabe, dndrew G DO {FBLY

[Pace Lisa & {(WGL) (FBLY "Bowdich, Daid L.
DO) FBL]
Subgert

FYT - Just got wotd that SSCT s just iow moving intd closed session, Thanks[ |
I I . be -1
Depury Chaefaf&zaﬁ’ . b7C -1
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Strzok, Peter P, {CD} {FBI)

From: Strzok, Peter B {CD} {FBY

Sent: Tuesday, January 10, 2017 6:37 PM

Tan Priestap, £, W. {CD] {FBY; Baker; Jaroez A {OGC] {FBY); Mofis, Jonathan C.{CD}
{FAl); Page, Usa £, {OGL] (FBY

‘Subject: Mather Jones article

hitpffenvw.mothetiones.compolitics/ 201 7 /01 bt informistion-lavestigation-trump-russia-wyden
Senate intelligence Committee Member Suggests FBI is Sitt ng on inform ation on Trump-Russia Ties
At g hizaring, Sen, Ron Wyden pushed FBI Divector james Comey to release it by inauguration Day.
David Cornlan. 10, 2017 2:54 PM

Wt was paly a couple of guastions in the middie of a hearing, but the gueries posed 1o F8! Director
fares Comey by Sen. Ron Wyden {D-Ore.} during & Senate. mteii;geme Commitiee gathering on
Tuesday atternoon hag{_poie.}%saiiy _._e_x_g.}iqg ive implications, because they suggested that Wyden
believes the FBI has been sitting on information regarding ties between Uonald Trump's inner circle
and Russia,

The hearing was focused on the intelligence community’s recently released report cong &dmg that
Wiadimir Putin's regime had mounted an extensive secret operation to influsnce the IS electian in
on:?er to he@g} ?mmg}. ﬁ." ihe start n‘f ih& heanag, outgnmg Dsrex:mr Gf f%a%;oaa, inteii;genae iameg

Ru ss*an hackers haad :argete;d &eguﬁ:&ac&a targe::s but :Emt the Fﬁ% E“xad mt found ewdence &%xat Moscow
had penstrated the Trump campaign or current accourts of the Republican National Committes.

The most dramatic exchs nge came with Wyden's guestions, He noted that severs! media autlets have
reported that _'fmm;cp campalgn associates, including Paul Mansfort, Tmmp sformer campaign
chairman, had maintained connections with Russians tied to Putin. He asked Comey, "Has the F&
nvestigated these reported relationships?” Comey answered, "V would never tomment an
investizations...in g0 open forum,”

Wyden pushed Comey further. He asked whether the FBi chief would declassify information related to
this matter and release it to the American pesple” by January 20. No, Comey said, adding, "l can't talkc
sboutit"

Wyden then declared, "The American peegae have s right to know this.” He continued: " it doesn’t.
happen by January 20, ¥m not sure §'s going to happen.”

Wyden's line o‘f ques"‘samﬂv indicated that he believes {or knows) the FBi has collacted aﬁformatmﬂ on
Trump tes 1o Moscow. And Wyden is in a position to know. Asa merber of the committes, he can see
classified material gathered by the FB! and other national security agencies, With these questions to

PaSSORCEIC AR ¥ 7 S [N SRR SOPE, It JERE SRR SESINOPSGES | X PUJE P SOYERIGESS SN [EG oijEc -SSP & PR SUCRERS. ¥, S U PP (S £ RS SOy
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Democratic members in sending a short letter to Pre&sdent Barack Obama that siated "We beliove
there i5 additional inforostion soncerndng the Russian Govemment and the WS, E;ec‘{rmn that shouid be
declassified and released to the public. We are conveyl ng spe«agfics throu gh classified channals,” The
letter gave no hint of the nature of this information:

But it {s not hard to read between the lines: intelligence commi ittes membiers have received classified
briefings that included information regarding contacts between the Trumy canip and Russiaas.

in Seg}tember Yahoo News: reparted that US intelligence agencies were: pmhmg the contacts between
Russian officials an«:i Carter Page, who was identified by the Trumip camgaign as one of its foreign
policy advisers. The New York Times repaﬁeé‘ in November that the FB! was §0~Qk§ﬁg at Manafort's
b%}ﬁ&ﬁéss Hes o Ukraintans who werg Putin silies, The newspaper noted, "in r:%a sssf‘eci sessions in

. ;nd Septs miler, anteiisgeme ofﬁasais also bﬂ&fﬁd x:of&gressx :}nai aders an __the..gzms;ﬁ}ﬁw. of
fq ﬁamaaé ties between Russians and people connected to M. Trump”

Wyden also apparently fears that once Trump takes over the executive branch, this information—and
perhaps any ongoing snveztsgaiseﬁ’é#wauid ‘he suppressad.

Shortly aﬁéf%’vﬁen guestioned 'i;."ibm%y, Ser. ﬁéngﬁs Si""ﬂg {% Maline}" asked the £8! director if he would
say -whether aay mvest;gatians on T rump aad Rus Eu were unﬁiemay« 'We ﬁever ceaw rm 0&” ﬁ env 8

Cﬂmeﬁ{ reﬁﬂﬂﬂded "“’W e mmetsmes ‘thsnk dsff ereﬂtiy abwi. f:iaﬁed :mfea?sg atmns‘

So what specifically prompted Wyden to press Compy at the hearing? The American public may never
RO,
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Strzok, Peter P, {CD} {FBI)

From: Strzok, Peter B, {CD} IFBY
Sent: Tuesday, January 10, 2017 7:48 PN
Tan Page, Lisa € {OGC; {FBI}; Priestap, LW, §§:E}'§ {FBi; Moffa, Jonathan C {CDY
{FBI); Kortan, Michael P. {DO} (FBI}; Baker, James A {0GC]} {FBI}; e
{OGC) {F8Y); Rybicki, James E, (DO} {FBYY D0} {F8Y)
Ce: %icCabe, Andrew 5. (DD} {FBY
Subject: RE: Buzzfeed published some of the reponts
Our internet systen is blooking the site. Lhave the pdf via IPhone, but itls 25.6 ME. Comparing now,
The setis m?s. identical to what McCain had {;t has differences from what was given to us by Coriand
Simpson].
b5 -1, 3
b6 -1
b7C -1
b7E -6
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Strzok, Peter P, {CD} {FBI)

From: Strzok, Peter B {CD} {FBY
Sent: Tuesday, January 10, 2017 8:23 PM
T Priestap, E. W, {CD} {FBY); Motfs, lonathan C, {CO] (FBY): Baker, James & {OGC}
{FBl}; Anderson, Trisha 8. {OGC} (F& }I [O‘GL} f%Bi}, Kortan, b6 -1
WMichael P. {DO) {F8I); Quinn, Richard P. {DO] (FBY; Page, Lisa €. (OGL) {F8Y b7¢ -1
Subject: Guardian: FBI chief given-dpssier by John McCain alieging secret Trump-Russia
contacts

htpsy! fwwwtheguardian.comy ixs—nevsrsf'zéi'?f;anf iﬁﬁ%}i-.chiefégEt*&md&ssierabﬂ;}m-mﬁcain=a§§_eg__i_ng~
secret-trump-russia-contacts: | |

Hb- “The Guardian has learmed that the FB{ applied for a warrant from the for eign intefligence
suriaiilance {Fisa) court over the sumnier in orderto monitor four meinbers of the Trump team
suspected of fregular contacts withy Russian officials, The Fisa gourt turned down the application
asking €81 camwter-?ntei’iigence:Srwestigamrs- to narrow it focus. Accarding to one repory; the FB was
finally granted & warrant in October, but that has not been confirmed, and & is not clear whether any
wearvant {ed to s full fmvestigation.”

£B1 chief given dossier by John McCaln alleging secret Trump-Russia contacis

Julfan Borger in Washington

Sevator Johy McCain passed documents o the FBY director, james Comey, last montly alleging secret
contacts betwaen the ':’wmp campaign and WMoscow and that Russian intelligence had personally
compromising material on the president-slect himself..

The material, which has been seen by the Guardian, is a series of reports on Trump's relationship with
Woscow. They were drawn up by a former western counter-inteliigence official; now working sz a
private consultant.

The Guardian has not been able to confirm the veracity of the documents’ contents, and the Trump
tean has consistently denied any hidden contacs with the Russian government.

But an official inthe US admsm*«tratsm who spoke to the Guardian described the source who wrote the
int ea?agence report as consistently reliable, meticulous and we%i—sﬁfmfmeﬁ with a regutation forhaving
exiensive Russian contacts,

Some of the reports - which are dated from 20 June tp 20 October {ast year - also proved to be.
prescient, predicting svents that happened after thev were seny.

Onerepart, dated June 2016, claims that the Kremlin has been cultivating, sugﬁv@mng and assisting
Trumg for at least five years, with the aim of encoura ging “splits and divisions in westem alliance”.
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§<* céaims th&t '{'mmpc had r:ié i&'ned ""varé&ws sw&etener :’eai estate deai«: offé{eri him ‘iﬁ ﬁussia "

aﬂmmed 1 reguaar f {ow. of :ataﬁiggeme *‘mm é‘ha Krem i, sm:}ud&ng an h;g {}Pmacra’i‘sc aad o{'her
political rivale”

Mﬁst exp@acwe v Lhe remrt ‘g}i ege& ;‘:SB has compromised Tmm;& Lhmugh vis activities in Moscow

ﬁ"Ef‘FEFEﬂEE 5] ﬁwe eier,taﬂﬂ deixvereﬁ %ast week i:a;:t Baraci: @bama aﬂd ﬁrma;d Erump

The emergence of the documents {s poteatially explpsive, 10 days befare Trume’s inauguration and on
the eve of his first planned press conference since fuly last year.

Despite glowing references from US and foreign officials who have worked with the source, there are
soms errars in the raporis. One describes the Moscow subarb of Barvikha as “reservad forthe
residernces of the 1op leadership and their close associates”™, but aithnugh s 2 very expensive
aeaghi}mmﬁaﬁd there are no restrictions on who can own grapemp there. The document also misspells
the name of a Russian banking corporation.

g.}a r*acuiqsﬁy he&a use taf {ﬂmpv s announ camerit s::»f 2 cﬁmsnmﬁg !G#&R@ gaimﬁ sni{} *iiiiar‘; Q-sni@n s
emall server 11 days -hﬁ&:sse .the-eéect_s-qn, which many of her supporters believe cost her the presidency,

The reports were initially commissioned as opposition research durmg the presid ential campaign, but
its author was suffscsenﬂy alarmed by what he dis covered to send 3 copy to the P8I it is unclear who
within the organisation they reached and what sction the burean took: The former Damocratic Senate
teader, Harry Reid, has lambast ed Comey for publicising. investigations into Hillary Clinton's private
server, while allegadiy sitting on "explosive” material on Trump's ties to Russia.

Another Democratic senator, Ron Wyden, guestioned Comey insistently at a Senate intelligence
committee hearing on Tuesday on whather the FBl was pursuing leads on Trump campaign contacts
with Russia

*Has the FBI investigated these reported relationships?" Wyden asked,
Comey repliad: *| would never comment on investigations ... in a public forum.

The Guardian can confirm that the documents reached the top of the 81 by December, Senator iohn
MeCain, who was informed about the existence of the documents separately by an intermediary from a
western aiiaed state, dmpaiched an emissary overssas to meet the source and then decided ta present.
the material to Comey in & ons-on- -one mesting on § ‘December, according to'a source awame. of the:
meeting. The documents, which were first reported on last year by Mother Sones, are also in the hands
of officials inthe White House,

MecCain is not thought to have made o judgment on the reliability n?"iﬁe.dﬂamnﬁeﬁts but was sufficiently
impressed by the source’s credentials 1o feel pbliged to pass them to the FBL.

FBI (18-cv-154)-10033



Obtained via FOIA by Judicial Watch, Inc.
The Senate armed services commitiee, which Senator McCain chairs, launched an inguiry fastweek

inta Russian cyber-attacks during the election, and the inteiligence services are due to camplete & final
assEssment of Russian electoral meddling for President Obama this week,

Russian intelligence allegediy gathared compromising material from bis stay in Moscow in November
2013, when he was i the ity to host the Miss Universe pageant‘

Another report, dated 19 fuly fast year said that Carter Page, s businessman named by Trump as one of
his foreign policy advisers, had held a secret meeting that month with igor Sechin, head of the Rosneft
state-owned ofl company and & long- -seruing Esasitenan? of Viadimir Putin, Page: also aiiegeﬁ§v meat igor
'Bw?e%an an internal afairs official with & batkﬂfraund it mi&*hgﬂme who is said to have wamed Page
that Moscow had “?@mgmmat §_r,z:}mg}rmaﬁmg roaterial} on Trumg.

Twa months later, allegations of Page’s meetings surfaced in the US media, atiributed to intelligence
SOUTCEs; a‘%oraig: with reports that hehad been .;md:er FBI scrutiny.

Page, 3 vociferous supporter of the Xremiin fine, was in Moscow in luly to make a speech decrying
western policy towa rds Russia, At the time he -f}ecisned o say- whether he had been i contact with
Russian offictals, but in beptembe: he rejectad iﬁ‘ifé reports as “garbage™.

”I he Guardian has learmed that the P8I applied for a warrant from the foreign intelligance surveiliance:
fisa} court over the summer in order to monitor four members of the Trump team susgected of

m’eg ular contacts with Ru.ssi.aﬁ_.effsc;ais. The Eisa court ‘_mrn_.ed_ down the application as.kaﬂ_g ¥Bl counter-

intelligence investigators to natrow its focus. According to one report, the FBY was finally granted &

warrant in October, but that has not been confirmed, and it is not clear wwhether any warrant led toa

full investigatian.

A month after Trump's surprise election victory, Page was back in Moscow saying he was meeting:
with “businass leaders and thought leaders”, ﬂsgm553ang the £81 smtestagataan as 3 “witch-humt” and
suggesting. the Russian hackmg of the Democratic Party alleged by US inteliigence agencies, could be
afalee faag operation 1o incriminate Moscow.

Another af the reports x:empiéed by the former westem counter-intelligence official in fuly said that
members of Trumg's team, which was {ed by campaign manager Paul Ma aafort {a former consultant
for pro-Russian politicians in Ukeaine), had knowledge of the DNC hacking operation, and in-

return “had sgreed to sideline Russian intervention in Ukraine a5 & campaign fssue and to raise
US/Nato defence commitments iy the Baltics and Eastern Europe to deflect attention away from
Ukraine”,

A few days later, Trump raised the possibility that his admilnistration might recognise Russia's
annexation of Crimes and c;senﬁy called an Moscow to hack Hi Hary Clintan's emails,

i August, officials frore the Trump campaign intervened in the drafting of the Republican party
platform, specifically to remove a call for lsthal assistance to Ukraine for {ts battle against Moscow-
backed sasters rehels.

Manafort stepped down in August as campaign manager and the campaign steadily distanced itself
from Page. However, Trump's pralse of Putin and defence of Moscow's actions in Ukrasine and Syra
remained one of the few constants in his campaign talking points.

E8amafact hae danind onrrar el wdeh &dmcrm waillos tha -:-ﬁii:gﬁ'ﬁﬁ'f‘s:ﬁh Howm mndraosaiie cnvnar Ralne
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driven b\s Harry Reid. and the Clinton campaign’.

Since then, Trurp has consistently cast doubt on Russien culpability for hacking the Democratic
National Committee, defying s consensus of 17 nationat intelligence agencies: After Ohama- deported
35 Russian diplomats in re;aﬁsatmn far Moscow's intervention, Trump ;}t'qssed Putin for not canying out
sit-for-tat d&partaisons of US {izpi@mats. 3 aiways knew be was very smart,” he tweeted.

An FBY spokesman declined to compiznt after the CNN report.
Peter P, Strzok #t

Deguty Assistant Direg:mr Branch i
Counterintellisence Division

be -1
b7C -1
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