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U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535

January 29, 2020

MR. WILLIAM F MARSHALL
JUDICIAL WATCH

SUITE 800

425 THIRD STREET, SOUTHWEST
WASHINGTON, DC 20024

FOIPA Request No.: 1391365-000

Civil Action No.: 18-cv-154

Subject: Communications between Peter Strzok and
Lisa Page (February 1, 2015 — Present)

Dear Mr. Marshall:

The enclosed documents were reviewed under the Freedom of Information Act (FOIA), Title 5, United States
Code, Section 552. Below you will find check boxes under the appropriate statue headings with indicate the types
of exemptions asserted to protect information which is exempt from disclosure. The appropriate exemptions are
noted on the enclosed pages next to redacted information. In addition, a deleted page information sheet was
inserted to indicate where pages were withheld entirely and identify which exemptions were applied. The checked
exemption boxes used to withhold information are further explained in the enclosed Explanation of Exemptions.

Section 552 Section 552a

(b)(1) b)) A (d)(5)
(b)(2) (b)(7)(B) M)
(b)(3) (b)(7)(C) (k)(1)

(b)(7)(D) K)(2)

(b)(7)(E) K)(@3)

(b)(7)(F) (K)(4)
(b)(4) (b)(®) (K)(5)
(b)(5) (b)(9) (k)(6)
(b)(6) (K)(7)

500 pages of potentially responsive records were reviewed.
181 pages are being released in whole or in part.
20 pages are being withheld in full per exemptions.
180 pages are being withheld duplicate.
30 pages are being withheld referral/consult.
89 pages were determined to be non-records/non-responsive to the FOIA request.

Below you will also find additional informational paragraphs about your request. Where applicable, check
boxes are used to provide you with more information about the processing of your request. Please read each item
carefully.

Document(s) were located which originated with, or contained information concerning, other
Government Agency (ies) [OGA].

This information has been referred to the OGA(s) for review and direct response to you.
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¥ We are consulting with another agency. The FBI will correspond with you regarding this information
when the consultation is completed.

-

In accordance with standard FBI practice and pursuant to FOIA exemption (b)(7)(E) and Privacy Act
exemption (j)(2) [5 U.S.C. § 552/552a (b)(7)(E)/(j)(2)], this response neither confirms nor denies the
existence of your subject's name on any watch lists.

For your information, Congress excluded three discrete categories of law enforcement and national security
records from the requirements of the Freedom of Information Act (FOIA). See 5 U.S. C. § 552(c) (2006 & Supp. IV
(2010). This response is limited to those records subject to the requirements of the FOIA. This is a standard
notification that is given to all our requesters and should not be taken as an indication that excluded records do, or do
not, exist. Enclosed for your information is a copy of the Explanation of Exemptions.

You may file an appeal by writing to the Director, Office of Information Policy (OIP), United States
Department of Justice, Sixth Floor, 441 G Street, NW, Washington, D.C. 20001, or you may submit an appeal
through OIP's FOIA online portal by creating an account on the following website:
https://www.foiaonline.gov/foiaonline/action/public/home. Your appeal must be postmarked or electronically
transmitted within ninety (90) days from the date of this letter in order to be considered timely. If you submit your
appeal by mail, both the letter and the envelope should be clearly marked “Freedom of Information Act Appeal.”
Please cite the FOIPA Request Number assigned to your request so it may be easily identified.

You may seek dispute resolution services by contacting the Office of Government Information Services
(OGIS). The contact information for OGIS is as follows: Office of Government Information Services, National
Archives and Records Administration, 8601 Adelphi Road-OGIS, College Park, Maryland 20740-6001, e-mail at
ogis@nara.gov; telephone at 202-741-5770; toll free at 1-877-684-6448; or facsimile at 202-741-5769. Alternatively,
you may contact the FBI's FOIA Public Liaison by emailing foipaquestions@fbi.gov. If you submit your dispute
resolution correspondence by email, the subject heading should clearly state “Dispute Resolution Services.” Please
also cite the FOIPA Request Number assigned to your request so it may be easily identified.

Please direct any further inquiries about this case to the Assistant United States Attorney representing the
Government in this matter. Please use the FOIPA Request Number and/or Civil Action Number in all
correspondence or inquiries concerning your request.

You may direct any further inquiries to the attorney representing the Government in this matter.

]

See additional information which follows.

Sincerely,

Dl

David M. Hardy

Section Chief

Record/Information
Dissemination Section

Information Management Division

Enclosure(s)

In response to your Freedom of Information Act (FOIA) request, enclosed is a processed copy of Bates
Stamped documents, FBI(18-cv-154)-9036 through FBI(18-cv-154)-9535. The enclosed documents represent the
twentieth interim release of information responsive to your request.

The FBI conducted email searches for any email communication between Peter Strzok and Lisa Page.
This search located both official government records and non-record personal communications between these two
individuals.


mailto:foipaquestions@ic.fbi.gov
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The FBI reviewed 500 pages of these emails. While conducting this review, the FBI individually analyzed
the emails to determine whether they pertained to official government business constituting records under the FOIA
or whether they consisted of purely personal communications between the two individuals. As a result of the FBI's
review, it determined 89 pages were non-record, personal communications not subject to the FOIA; and 411 pages
consisted of responsive FBI records.

As previously indicated, document(s) were located which originated with, or contained information
concerning another agency (ies). We are consulting with the other agency (ies) and are awaiting their response. Our
office has processed all other information currently in our possession. The FBI will correspond with you regarding
those documents when the consultation is completed.

To minimize costs to both you and the FBI, duplicate copies of the same document were not processed.
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign
policy and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the matters
be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding or refers
to particular types of matters to be withheld,;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with
the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records or
information (A) could reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of a right to a fair
trial or an impartial adjudication, ( C ) could reasonably be expected to constitute an unwarranted invasion of personal privacy, ( D) could
reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any private
institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law
enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence
investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law enforcement
investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could
reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or physical safety of any
individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce crime
or apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign policy,
for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or privilege
under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity would be
held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant to
the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;

investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished
information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service he
release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.
FBI/DOJ
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FEDERAL BUREAU OF INVESTIGATION
FREEDOM OF INFORMATION ACT (FOIA)

DELETED PAGE INFORMATION SHEET
FOIA Request No.:1391365-000 Civil
Action No.: 18-cv-154

Total Withheld Page(s) = 319

Bates Page Reference

FBI1(18-cv-154)-9036
FBI(18-cv-154)-9038

FBI(18-cv-154)-9039
154)-9046
FBI(18-cv-154)-9047
154)-9051
FBI(18-cv-154)-9057
FBI(18-cv-154)-9059
154)-9063
FBI1(18-cv-154)-9069
154)-9073

FBI1(18-cv-154)-9082

FBI1(18-cv-154)-9086

FBI1(18-cv-154)-9088
154)-9089
FBI(18-cv-154)-9092
154)-9094
FBI1(18-cv-154)-9095
154)-9096
FBI(18-cv-154)-9099
154)-9106

FBI(18-cv-154)-9115
FBI(18-cv-154)-9116

FBI(18-cv-154)-9117
154)-9118
FBI(18-cv-154)-9124
154)-9126
FBI(18-cv-154)-9127
154)-9128
FBI(18-cv-154)-9129
154)-9130

FBI(18-cv-154)-9131

FBI(18-cv-154)-9132
154)-9133
FBI(18-cv-154)-9134
154)-9137
FBI(18-cv-154)-9142
154)-9149
FBI1(18-cv-154)-9150
154)-9170

thru

thru

thru

thru

thru

thru

thru

thru

thru

thru

thru

thru

thru

thru

thru

thru

FBI1(18-cv-

FBI(18-cv-

FB1(18-cv-

FBI(18-cv-

FBI1(18-cv-
FB1(18-cv-
FBI1(18-cv-

FBI(18-cv-

FB1(18-cv-
FBI1(18-cv-
FB1(18-cv-

FBI1(18-cv-

FBI1(18-cv-
FB1(18-cv-
FBI1(18-cv-

FBI(18-cv-

Reason for Withholding
(i.e., exemptions with coded
rationale, duplicate, sealed by
order of court, etc.)

Duplicate to FBI(18-cv-154)-9037

Other — Non-records/Non-responsive
to the FOIA request

Duplicate to FBI(18-cv-154)-2961
thru FBI1(18-cv-154)-2963

Duplicate to FBI(18-cv-154)-9052
thru FBI1(18-cv-154)-9056

Duplicate to FBI(18-cv-154)-9058

Duplicate to FBI(18-cv-154)-9064
thru FB1(18-cv-154)-9068

Duplicate to FBI(18-cv-154)-9074
thru FB1(18-cv-154)-9078

Other — Non-records/Non-responsive
to the FOIA request

Other — Non-records/Non-responsive
to the FOIA request

Duplicate to FBI(18-cv-154)-9090
thru FB1(18-cv-154)-9091

Other — Non-records/Non-responsive
to the FOIA request

Duplicate to FBI(18-cv-154)-9097
thru FB1(18-cv-154)-9098

Duplicate to FBI1(18-cv-154)-9107
thru FB1(18-cv-154)-9114

Referral/Consult

Other — Non-records/Non-responsive
to the FOIA request

Duplicate to FBI1(18-cv-154)-9119
thru FB1(18-cv-154)-9120

Duplicate to FBI1(18-cv-154)-2973
thru FB1(18-cv-154)-2975

Duplicate to FBI1(18-cv-154)-9129
thru FB1(18-cv-154)-9130

Referral/Consult

Duplicate to FBI1(18-cv-154)-9132
thru FB1(18-cv-154)-9133

Referral/Consult

Duplicate to FBI1(18-cv-154)-9138
thru FB1(18-cv-154)-9141
Duplicate to FBI1(18-cv-154)-2293
thru FBI1(18-cv-154)-2998
Duplicate to FBI(18-cv-154)-9171
thru FB1(18-cv-154)-9175
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FBI(18-cv-154)-9175

b5-1, 2, 3

FBI(18-cv-154)-9176

Other — Non-records/Non-responsive
to the FOIA request

FB1(18-cv-154)-9177 thru FB1(18-cv- | Duplicate to FBI(18-cv-154)-9179
154)-9178 thru FBI1(18-cv-154)-9180

Other — Non-records/Non-responsive
FBI(18-cv-154)-9181 to the FOIA request
FB1(18-cv-154)-9182 thru FBI1(18-cv- | Duplicate to FBI(18-cv-154)-9188
154)-9187 thru FBI1(18-cv-154)-9193
FB1(18-cv-154)-9193 b5-1, 2, 3
FB1(18-cv-154)-9199 thru FBI(18-cv- | Duplicate to FBI(18-cv-154)-9197
154)-9200 thru FBI1(18-cv-154)-9198
FBI(18-cv-154)-9201 Duplicate to FBI(18-cv-154)-9202
FB1(18-cv-154)-9203 thru FBI(18-cv- | Duplicate to FBI1(18-cv-154)-9205
154)-9204 thru FBI1(18-cv-154)-9206
Eg;§}g£82_154)_9205 thru FB1(18-cv- Referral/Consult

Other — Non-records/Non-responsive
FBI(18-cv-154)-9209 to the FOIA request
FB1(18-cv-154)-9211 thru FBI(18-cv- | Duplicate to FBI(18-cv-154)-9213
154)-9212 thru FBI1(18-cv-154)-9214
FB1(18-cv-154)-9215 thru FBI(18-cv- | Duplicate to FBI1(18-cv-154)-9218
154)-9217 thru FBI1(18-cv-154)-9220
FB1(18-cv-154)-9224 thru FBI(18-cv- | Duplicate to FBI(18-cv-154)-9229
154)-9228 thru FBI1(18-cv-154)-9233
FB1(18-cv-154)-9234 thru FBI(18-cv- | Duplicate to FBI1(18-cv-154)-9236
154)-9235 thru FBI1(18-cv-154)-9237
FB1(18-cv-154)-9238 thru FBI(18-cv- | Other — Non-records/Non-responsive
154)-9239 to the FOIA request
FB1(18-cv-154)-9240 thru FBI(18-cv- | Duplicate to FBI1(18-cv-154)-9242
154)-9241 thru FBI1(18-cv-154)-9243
FB1(18-cv-154)-9244 thru FBI(18-cv- | Duplicate to FBI1(18-cv-154)-9251
154)-9250 thru FBI1(18-cv-154)-9257
FBI1(18-cv-154)-9258 Duplicate to FBI(18-cv-154)-9259
FB1(18-cv-154)-9260 thru FBI(18-cv- | Other — Non-records/Non-responsive
154)-9263 to the FOIA request
FB1(18-cv-154)-9264 thru FBI(18-cv- | Duplicate to FBI(18-cv-154)-9268
154)-9267 thru FB1(18-cv-154)-9271
FBI1(18-cv-154)-9272 thru FBI(18-cv- | Other — Non-records/Non-responsive
154)-9274 to the FOIA request
FB1(18-cv-154)-9276 thru FBI(18-cv- | Duplicate to FBI(18-cv-154)-9281
154)-9280 thru FBI1(18-cv-154)-9285

Other — Non-records/Non-responsive
FBI(18-cv-154)-9288 to the FOIA request
FBI1(18-cv-154)-9289 thru FBI(18-cv- | Duplicate to FBI(18-cv-154)-3024
154)-9306 thru FBI1(18-cv-154)-3027

Other — Non-records/Non-responsive
FBI(18-cv-154)-9308 to the FOIA request
FB1(18-cv-154)-9310 thru FBI(18-cv- | Other — Non-records/Non-responsive
154)-9314 to the FOIA request
FB1(18-cv-154)-9315 thru FB1(18-cv- | Duplicate to FBI(18-cv-154)-9317
154)-9316 thru FBI1(18-cv-154)-9318
FB1(18-cv-154)-9319 thru FBI(18-cv- | Duplicate to FBI(18-cv-154)-3033
154)-9320 thru FBI1(18-cv-154)-3035
FB1(18-cv-154)-9321 thru FBI(18-cv- | Duplicate to FBI(18-cv-154)-3042

154)-9324

thru FBI(18-cv-154)-3043

FBI(18-cv-154)-9325

Other — Non-records/Non-responsive
to the FOIA request
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FBI(18-cv-154)-9328

b6-1; b7C-1

FBI(18-cv-154)-9329

Duplicate to FBI1(18-cv-154)-3046

FB1(18-cv-154)-9334 thru FBI(18-cv- | Duplicate to FBI(18-cv-154)-3052
154)-9338 thru FBI1(18-cv-154)-3053
FBI1(18-cv-154)-9339 thru FBI(18-cv- | Duplicate to FBI(18-cv-154)-3054
154)-9340 thru FBI1(18-cv-154)-3055

Other — Non-records/Non-responsive
FBI(18-cv-154)-9341 to the FOIA request
FB1(18-cv-154)-9344 thru FBI(18-cv- | Other — Non-records/Non-responsive
154)-9346 to the FOIA request
FB1(18-cv-154)-9349 thru FBI(18-cv- | Duplicate to FBI(18-cv-154)-9347
154)-9350 thru FBI1(18-cv-154)-9348
FBI1(18-cv-154)-9351 thru FBI(18-cv- | Other — Non-records/Non-responsive
154)-9363 to the FOIA request
FB1(18-cv-154)-9364 Duplicate to FBI(18-cv-154)-9375
FB1(18-cv-154)-9365 b6-1; b7C-1; b7E-1,6
FB1(18-cv-154)-9366 b6-1; b7C-1; b7E-1
FB1(18-cv-154)-9367 b7E-1
FB1(18-cv-154)-9368 thru FBI1(18-cv-
154)-9373 Referral/Consult

Other — Non-records/Non-responsive
FBI(18-cv-154)-9374 to the FOIA request
FB1(18-cv-154)-9375 b6-1; b7C-1; b7E-1,2,6
FB1(18-cv-154)-9376 b6-1; b7C-1; b7E-1,6
FB1(18-cv-154)-9377 thru FBI(18-cv- | Other — Non-records/Non-responsive
154)-9379 to the FOIA request
FB1(18-cv-154)-9380 thru FBI(18-cv- | Duplicate to FBI(18-cv-154)-9387
154)-9386 thru FB1(18-cv-154)-9393
FBI1(18-cv-154)-9394 thru FBI(18-cv- | Other — Non-records/Non-responsive
154)-9401 to the FOIA request
FB1(18-cv-154)-9402 b6-1; b7C-1; b7E-1,6
FB1(18-cv-154)-9403 thru FBI1(18-cv- b7E-1
154)-9405
FB1(18-cv-154)-9406 thru FBI(18-cv- | Duplicate to FBI1(18-cv-154)-3121
154)-9407 thru FBI1(18-cv-154)-3122
FB1(18-cv-154)-9408 thru FBI(18-cv- | Duplicate to FBI(18-cv-154)-9410
154)-9409 thru FB1(18-cv-154)-9411
FB1(18-cv-154)-9410 thru FBI1(18-cv- . .
154)-9411 b6-1; b7C-1; b7E-1,6

Other — Non-records/Non-responsive
FBI(18-cv-154)-9412 to the FOIA request
FB1(18-cv-154)-9413 thru FBI1(18-cv- . .
154)-9414 b6-1; b7C-1; b7E-1,6
FB1(18-cv-154)-9415 b6-1; b7C-1; b7E-1
FB1(18-cv-154)-9416 thru FBI1(18-cv- b7E-1
154)-9417
FBI1(18-cv-154)-9418 thru FBI(18-cv- | Other — Non-records/Non-responsive
154)-9421 to the FOIA request
FBI1(18-cv-154)-9422 thru FBI(18-cv- | Other — Non-records/Non-responsive
154)-9423 to the FOIA request
FBI1(18-cv-154)-9461 thru FBI(18-cv- | Other — Non-records/Non-responsive
154)-9468 to the FOIA request
FB1(18-cv-154)-9469 b6-1; b7C-1; b7E-1,6
FB1(18-cv-154)-9470 thru FBI1(18-cv- | Other — Non-records/Non-responsive

154)-9481

to the FOIA request
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FBI(18-cv-154)-9487

Other — Non-records/Non-responsive
to the FOIA request

FBI(18-cv-154)-9493

Other — Non-records/Non-responsive
to the FOIA request

FBI(18-cv-154)-9494

thru

FBI1(18-cv-

154)-9497 Referral/Consult
FB1(18-cv-154)-9504 thru FBI1(18-cv-
154)-9512 Referral/Consult
FB1(18-cv-154)-9513 thru FBI(18-cv- | Other — Non-records/Non-responsive
154)-9514 to the FOIA request
FB1(18-cv-154)-9515 thru FBI1(18-cv-
154)-9518 Referral/Consult

Other — Non-records/Non-responsive
FBI(18-Ccv-154)-9519 to the FOIA request

Other — Non-records/Non-responsive
FBI1(18-cv-154)-9523 to the FOIA request
FB1(18-cv-154)-9524 thru FBI(18-cv- | Duplicate to FBI1(18-cv-154)-3181
154)-9526 thru FBI1(18-cv-154)-3184
FB1(18-cv-154)-9529 thru FBI(18-cv- | Duplicate to FBI(18-cv-154)-3178
154)-9531 thru FBI1(18-cv-154)-3180
FBI1(18-cv-154)-9532 thru FBI(18-cv- | Duplicate to FBI(18-cv-154)-3194

154)-9535

thru FBI(18-cv-154)-3198

).9,9,9.9,0,9,0,0.9,0,9,0,0.9,0,0,0,0.0,0,0.¢

X Deleted Page(s) X
X No Duplication Fee X

X For this Page X
) 01010707010:0.070:0.0:0°670.0.0.6°0.0.0.¢
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Strzok, Peter P, {COY [EBI}

From; Strzok, Petar B {COY EBY
Bant:

~&J*1day, October 35, 200 :

To:
Df:m (FB1); b6 -1
{FBiL h&mng, .j_asq_:} YD) {FE Maffa, g z..na“‘%aﬁ €. b7C -1
Subject: M‘%"E ::ian 2 update
We rontinue o work with OTD this sftemoon, b5 -1
[The discussion of the clascified emall rervains arcurate
Pete

FBI (18-cv-154)-0037
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Strzok, Peter P. (CD} {EB1}

From: Bezok, Peter B {CDVIEBY

‘Sant: Mﬁndas_{ Dcgober 31, "ulﬁ B35 PM
Ta:
Subject:

§ E‘n SR%D"ET!&\.QQF‘} A mg; aga Rqsxa fan E}g)era: fon
M ct?aer Jones

o Cuitwat& Sonald 'Tmmm

bt o motheriones.co .mfgoi Yo Eﬂ“‘l& FIDVveteran- -Spy-gave: Fhiinfo-al egmg rssian- @JEiaziD’W
cultivate-doosid-trump

A Veteran Spy Has Given the FBI
infmman@ﬁ Alleging a Russian Operation
to Cultivate Donald Trump

Has the bureau investigated this material?

Carl o Allegri/ ZUN‘A ® @"t 33. 2016 7:52 PM

Oy Friday, FBL ,érecmr ‘.iiaﬁ*szeﬁs{ﬂs:sﬁ‘tey“é et off a ‘;".“a‘ﬁziififaéﬁ Mastwhen b

EEYHTBFH‘{»‘{O;-E{S cc;m;ﬂpted inguiry nto H §§aw Clinton's hanéi ing @f emas&s W n-en-sih-egé%géazs
secratary @»fsiate, The Kihntaﬁecampaagﬁ:and.fmm.emtﬂts‘z:-iz-ef;f Comey for intervening in

a presidential campaign b nand revealing

information about an investigation—information that was vague and perhaps
ultimately irrelevant—so close to Election Day. On Sunday, Senate Minority Leader
' | aying the FBI chief may have

Broken the law and pointed to a potentially greater controversy: "Inmy

commnmiestions with vouwand ntherfan officials in the national sosriby community 3t

FBI (18-cv-154)-9052
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ST TELL NNA L A ST AT RN AT S AN VA S S VR NI Nt P AN R B R R AL SN N g

has becomeclear that YOU POSSRSS evgam:.;m: mfarmam@ﬁ aimt t c,iase:‘ ties and
coordination betiveen Donald Trumy, his top advisars, and the Bussian government..
The public has a'ri ight m know this information.”

Reid's missive set. ﬂff burst of S@ECU%&”’{ ion on Twitter and eﬁsawh@re Wha‘t was he

referring to regarding the Republican presidential nomines? At theend of August, Reﬂi

0 iZ;ssijy and demanded an -mwemvatmﬁtm the “connections between the

Me:szmw Last mﬁﬂ?ﬁh 5 Yﬁf? oo News ‘*sial-t US intelligence officials were probing

thie between Page and Senior Ruaaiaf} officials, {P&ge 1as call eci Jccusations

against himm

preliminary inguiry into the foreign husiness ties of Paul Manafort, Trump's former
campaign chief. But Reld's recent note hinted at more than the Page or Manafort:
affairs. And a fa*‘mer senior intelligence officer fora Western country who specia ialized
in Russian counterinteliigence tells Mothier Jores that in racent months he provided the
bureat with memas, based on his recent interactions with Russian sources, contending
the Russian government has for vears tried to co-opt and assist Trump—and that the.

F8i requested more information from him.

“This is something of huge significance, way above party politics,” the former
intelligence officer says. "I think [Trump's] own party should be aware of this stuff os
w ; f‘ i

Dioes this mean the FBI is investigating whether Russian intelligence has attempted to
develop a secret relationship with Trump or cultivate him as an asset? Was the former
intelligence officer and his material deemed credible ar not? An FBlspokeswoman
savs, "Normally, we don'ttalk about whather we are investigating anything.” But a
senior Hﬁgqxem ment official not involved in this case but familiar with the former spy
tells Mother fones that he has been a credible source with 2 proven record of providing.

reliable, sensitive, and -Eﬁmﬁf{an?;E’nﬁﬂrmatim ‘o the US government.

it June, the former Western intelligence officer—who spent almost two decades on
FBI (18-cv-154)-9053
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Russian intelligence matters and who now works with a US firm that gathers

information on Russia for corporate clients—was assigned the task of researching
associates in this American firm. This was for an opposition research project originally
financed by a Republican dlient critical of the celebrity mogul, {Before the former spy

nancing switched to a client allied with Demoerats.} "It

was refained, the project's
started off as afairly general inguiry,” says the former spook, who asks not to be

identificd. Butwhen he dug into Trumyp, he notes, he cameacross troubling information

indicating connections between Trump and the Russian government. According to his

This was, the former spy remarks, "an extraordinary situation.” He regularly consults.

with US government agencies on Russian matters, and near the start of July on his own
he had written for that firm to a contact at the FBI, according to the former intelligence
officer and his American associates, who asked not to beidentified. {He declines to
identify the FBI contact.) The former spy says he concluded that the information he had

collected on Trump was "sufficiently serious” to share with the FBL

Mother fanes has reviewed that report and other memos this former spy wrote. The
first memo, based on the farmer intelligence officer’'s conversations with Russian
sources, noted, "Russian regime has been cultivating, supporting and assisting TRUMP
for at least & years. Aim, endarsed by PUTIN, has been to encourage splifs and divisions
inwestern aliance,” It maintained that Trump "and his inner circle have accepted 2
regutar flow of intelligence from the Kremiin, including on his Demuocratic and other

his visits to Mascow and could "blackmail him." It also reported that Russian
intelligence had compiled a dossier on Hillary Uinton based on "bugged conversations

she had on various visits te Russia and intercepted phone calls™

The former intelligence officer says the response from the FBl was “shock and harror.”
The FBI, after receiving the first memo, did not immediately request additional material,
according to the former intelligence officer and his American associates. YelinAugust,

FBI (18-cv-154)-9054



Obtained via FOIA by Judicial Watch, Inc.
they say, the FBI asked bim for all information in his possession and for him to explain

how the material had been gathered and to identify his sources. The former spy

forwarded ta the bureau several memeas—some of which referred to members of

Tmm;& nner car;.?e, After that point, he continued to share information w;th the

mteﬁE igence afﬁc@r comments:’ thm ET: ump's } DA pari:y Shﬁuﬁ ek be aware of this
stuff as well. "

The Frump campaign daii not ws;:\em 1o 2 reguest for comment regarding the memos.

in the past, Tmmpha&t:ﬁeciim‘&{g " haven

The £ Biis csrtamhf sm*estsgat @‘sg the hacks attr ibuted to Russia that have hit American
mazrmm @iﬁ .;_fémt@ﬂ*:;;p-i’gss{i;gﬁﬁa campaign. E’rm :a‘;vh;erfe-‘;hraﬁge- .,%;}eegn 'few@u blic signs of
whether that probe extends to examining possible contacts between the Russian

government and Trump. {In recent weeks, reporters in Washington have putrsued

ANCNYMOoUS s that a computer server related to the Trump Organization

engaged in a high leve] of activity with servers connected to Alfa Bank, the largest

private bank in Russia. On Monday, 8 Slate in detailed the pattern of unusual

server activity but concluded, "We dan't yel know what this [Trump] server was for,
but it deserves further explanation.” Inan email to Mather fones, Hope Hicks, a Trump
campaign spokeswoman, maintains, "The Trump Organization is not sending or
receiving any communications from this email server. The Trump Organization has no

communication or relationship with this entity or any Russian entity."}

According to several national security experts, there is widespread concern in the US
intelligence community that Russian intelligence, wia hacks, is aiming to undermine the
presidential election—to embarrass the Unitad States and delegitinize its democratic
elections. And the hacks appear to have been designed to benefit Trump. In August,

Diemocratic members of the House commitiee on oversight v - Comey to ask the BB

to investigate "whether connections between Trump campaign officials and Russian

interests may have contributed to these [cyber] attacks in order tointerfere with the

1S, presidential election.” In September, Sen. Dianne Eeinstein and Rep, Adam Schiff,
FBI (18-cv-154)-9055
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the senior Democrats on, respectively, the Senate and House inteligence committees,

issued a joint accusing Russia of underhanded meddling: "Based on briefings

we have received, we have concluded that the Russian intelligence agencies are making
a serious and converted effort to influence the U.S. election. At the least, this effortis
intended to sow doubt about the security of our election and may well be intended to

influence the outcomes of the slection.” The Obarma White House has  Russia

response.

There's no way to tell whether the FBI has confirmed or debunked any of the
co-opt or cultivate a presidential candidate would mark an even more serious operation
than the hacking.

in the letter Reid sent to Comey on Sunday, he pointed out that fnonthis ago he had
asked the FBI director to release information on Trump's possible Russia ties. Since.
then, according to a Reid spokesman, Reid has been briefed several times. The

spokesman adds, "He is confident that he knows epough to be extremely alarmed.”

FBI (18-cv-154)-9056
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Emails

Harg-chintos-hurna-ahedin-emaiis-fhi.hirat

ins Review of Clinton Aide’s

October 31,3016

By MICHAEL 5. SCHMIDT, MIATT APUZZO and ADAM GOLDMAN

WASHINGTON —The £
topaide to

. on Monday began loading a trove of emails belonging to a

S inte a special computer program that would allow bureau
analysts to determine whether they contain classified information, law enforcement

officials said.

The software should allow them to learn relatively quickly how many emails are copies

FBI (18-cv-154)-0065
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of inessages they have already read as part of the investigation into the use of Mrs.

Clinton's private server. The F.B.1. completed that investigation in July and, along with

prosecutors, decided not to bring any charges against Mrs. Clinton or her aides.

A,

' 'T"BES i5 ﬂ@t dingnpover i"aSLﬁ@ Saiif one senior law Eﬂf@f&.ﬁﬁ”ﬂ@ﬂt Uffh.i&i -aid issue

of getting the emails into 8 program that cah allow agents tolook artham.”
The podcast that makes sense of the most delirious stretch of the 2016 campaign.

Whether they will be able to u:mwigta their revigw bv Bes;tssn Bay is unclear, ai‘*hough

investig

since Fr;ﬁaz@. w‘i‘gen ‘the‘ FE -Eis x*'ecfmfrg iames 8 »iis:;mey, ‘reve:aieg ?‘éthe exszﬁér‘;{e of the

amalls inan explosive letfer to Congress;

The emails belong to Huma Abedin, :a.%:@';is-< acviser to Mrs. Clinton. Agents discovered
them on a laptop seized bythe 8.1 . that belongs to her e&tranged husband, Anthony

Weiner, who is under investigation for exchanging illict text messages with a 15-year-

old girl.

While the hunt for dassified information is the bureaw’s first priority, itis not the most
significant issue for either Ms. Abedin or Mrs. Clinton, Investigators have already
{iiete-rm ined that Ms‘s Oh

.ﬂt{;ﬁ;aﬁd hefsé’ aides imﬁmperi]‘f &Ehtdagzsiﬁieé i’ﬁfm‘maﬁ@n an
prove they d a‘d 'at.‘sm‘eﬂmmﬁaiiyg which W@uid‘~b;§:—z;~a critne. éF-mEﬁ;"ﬂg, mﬂrei-ciasg:ﬂ’ﬁ-eﬁ

mformation among Ms. Abedin’s emails would not immediately change that condlusion:

What could rause problems for Ms. Abedin — and by extension Mrs. Clinton — is if the
F.B.1. finds evidence that anvone tried to conceal these tew emalls from investigators.
FBI (18-cv-154)-9066
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Ms: Abad;n has said she turned over. aﬁ her emails tothe BB months ago and does

not know how emails ended up on Mr. Weiner's laptop. And officials have said there is
n¢ indication that Ms. Abedin or Ms. Clintontried to concealinformation from the:

authorities.

Josh Earnest, the White House press secretary, said on Monday that the White House

did not have an official position on Mr. Comey’s decision to alert Congress. But Mr.
Earnest came close to suggesting that President Obama saw Mr. Comey's decision as

_;}_s‘--s}b-ie:matig N Eame»s:zt*iis:te{i ‘ih@many powersan '{:i,-auﬁ‘fm' iﬁes th at ‘f@ﬁierai an

limit public discussion of facts that are collected in the context of those i‘nuest; gamns.. ¥

Mr. Earnest added: “And there are a lot of good reasons for that. The president
believes thatit's important for those guidelines and norms to be followed ™

lustice Department officials had told Mr. Comey that alerting Congress 1o the discovery
of a new cache of emails would viclate department rules and narms against tioth
discussing a continuing investigation and taking any actions in the days befare an

slection that might influence that election.

But Mr. Comey is a “man of m?:eg}'sty whom the president does not belleve is

intentionally trying to influence the cutcome of an election, Mr. Eamest said.
*He'wina tough spot M. Earnest said.

The F.B.L was granted a warrant on Sunday that allowed agents to begin searching the
messages. While investigators found hundreds of thousands of emails on Mr. Weiner's
computer, they are focusing en a small portion of the total The review is being led by
the same Washington-based team of agents that conducted the investigation of Mrs.

Clinton's server.

As part of that inguiry, the agents built a system that allowed them 1o examine

.thﬁuszaﬁ ds of emails to see w?‘:e?fhezr tﬁey :c@ntaiﬁeti f«;‘e:n&%itéw ‘natiﬁﬁsi? &P?cuﬁftg:

rrinios of the emaile th nther povernment aoenries In dotarmins thair classificatinn

FBI (18-cv-154)-0067
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The emails the F.B.1. is now searching could well be like scores already made public by
the State Department under the Freedom of information Act, including some of the
additional anes uncovered by the bureau's investigation and turnad sver to the

department this summer.

Abedin thatincluded information the State Department later deemed to be classified

and were only made public with portions redacted.

Clinton many times a day, often acting as a conduit-for ather members of her State

Department team.
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ins Review of Clinton Aide’s

October 31,3016

By MICHAEL 5. SCHMIDT, MIATT APUZZO and ADAM GOLDMAN

WASHINGTON —The £
topaide to

. on Monday began loading a trove of emails belonging to a

S inte a special computer program that would allow bureau
analysts to determine whether they contain classified information, law enforcement

officials said.

The software should allow them to learn relatively quickly how many emails are copies
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of inessages they have already read as part of the investigation into the use of Mrs.

Clinton's private server. The F.B.1. completed that investigation in July and, along with

prosecutors, decided not to bring any charges against Mrs. Clinton or her aides.

A,

' 'T"BES i5 ﬂ@t dingnpover i"aSLﬁ@ Saiif one senior law Eﬂf@f&.ﬁﬁ”ﬂ@ﬂt Uffh.i&i -aid issue

of getting the emails into 8 program that cah allow agents tolook artham.”
The podcast that makes sense of the most delirious stretch of the 2016 campaign.

Whether they will be able to u:mwigta their revigw bv Bes;tssn Bay is unclear, ai‘*hough

investig

since Fr;ﬁaz@. w‘i‘gen ‘the‘ FE -Eis x*'ecfmfrg iames 8 »iis:;mey, ‘reve:aieg ?‘éthe exszﬁér‘;{e of the

amalls inan explosive letfer to Congress;

The emails belong to Huma Abedin, :a.%:@';is-< acviser to Mrs. Clinton. Agents discovered
them on a laptop seized bythe 8.1 . that belongs to her e&tranged husband, Anthony

Weiner, who is under investigation for exchanging illict text messages with a 15-year-

old girl.

While the hunt for dassified information is the bureaw’s first priority, itis not the most
significant issue for either Ms. Abedin or Mrs. Clinton, Investigators have already
{iiete-rm ined that Ms‘s Oh

.ﬂt{;ﬁ;aﬁd hefsé’ aides imﬁmperi]‘f &Ehtdagzsiﬁieé i’ﬁfm‘maﬁ@n an
prove they d a‘d 'at.‘sm‘eﬂmmﬁaiiyg which W@uid‘~b;§:—z;~a critne. éF-mEﬁ;"ﬂg, mﬂrei-ciasg:ﬂ’ﬁ-eﬁ

mformation among Ms. Abedin’s emails would not immediately change that condlusion:

What could rause problems for Ms. Abedin — and by extension Mrs. Clinton — is if the
F.B.1. finds evidence that anvone tried to conceal these tew emalls from investigators.
FBI (18-cv-154)-9076
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Ms: Abad;n has said she turned over. aﬁ her emails tothe BB months ago and does

not know how emails ended up on Mr. Weiner's laptop. And officials have said there is
n¢ indication that Ms. Abedin or Ms. Clintontried to concealinformation from the:

authorities.

Josh Earnest, the White House press secretary, said on Monday that the White House

did not have an official position on Mr. Comey’s decision to alert Congress. But Mr.
Earnest came close to suggesting that President Obama saw Mr. Comey's decision as

_;}_s‘--s}b-ie:matig N Eame»s:zt*iis:te{i ‘ih@many powersan '{:i,-auﬁ‘fm' iﬁes th at ‘f@ﬁierai an

limit public discussion of facts that are collected in the context of those i‘nuest; gamns.. ¥

Mr. Earnest added: “And there are a lot of good reasons for that. The president
believes thatit's important for those guidelines and norms to be followed ™

lustice Department officials had told Mr. Comey that alerting Congress 1o the discovery
of a new cache of emails would viclate department rules and narms against tioth
discussing a continuing investigation and taking any actions in the days befare an

slection that might influence that election.

But Mr. Comey is a “man of m?:eg}'sty whom the president does not belleve is

intentionally trying to influence the cutcome of an election, Mr. Eamest said.
*He'wina tough spot M. Earnest said.

The F.B.L was granted a warrant on Sunday that allowed agents to begin searching the
messages. While investigators found hundreds of thousands of emails on Mr. Weiner's
computer, they are focusing en a small portion of the total The review is being led by
the same Washington-based team of agents that conducted the investigation of Mrs.

Clinton's server.

As part of that inguiry, the agents built a system that allowed them 1o examine

.thﬁuszaﬁ ds of emails to see w?‘:e?fhezr tﬁey :c@ntaiﬁeti f«;‘e:n&%itéw ‘natiﬁﬁsi? &P?cuﬁftg:

rrinios of the emaile th nther povernment aoenries In dotarmins thair classificatinn
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The emails the F.B.1. is now searching could well be like scores already made public by
the State Department under the Freedom of information Act, including some of the
additional anes uncovered by the bureau's investigation and turnad sver to the

department this summer.

Abedin thatincluded information the State Department later deemed to be classified

and were only made public with portions redacted.

Clinton many times a day, often acting as a conduit-for ather members of her State

Department team.
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Ihe HBI has been canducting 3 prefifminaty mgury o Donald ruow'stormer

campaign manager Paul Manafort's foreign business connections, law enforcement

and intelligence sources told NBC News Monday.

Werd of the inguiry, which has not blossomed into a full-blown criminal investigation,
comes just days after FBI Director James Comey's disclosure that his agency is

examining a new batch of emails connected to an aide to Hillary Clinton.

And it comes a day after Senate Majority Leader Harry Reid criticized Comey's.
revelation and asserted that Comey possesses "explosive information about dose ties
and coordination between Donald Trump, his top advisors, and the Russian

government.”

The £BI did not comment. Manafort told NBC News "none of itis true ... There’s no
i mg?siﬁiygaﬁm going on by the FBI that I'm aware of.™ He said he had never had ties to
Russian president Viadimir Putin, or had dealings with Putin and his government. He

said any suggestion of such ties was " Democratic propaganda.”

“This is all political propaganda, meant to deflect,” he said.

NBC News reported in August that Manafort was a key player in multi-million-dollar
business propositions with Russian and Uktainian oligarchs — one of them a dose
Putin ally with alleged ties to organized crime — which foreign policy experts said raised

questions about the pro-Russian bent of the Trump candidacy.

A few days later, amid other reporting on Manafort's Ukraine ties, Manafort was

ousted from the campaign.

Rep. Adam Schiff of California, the ranking Democrat on the House Intelligence

H

Committee, regularly receives sensitive briefings. Schiff said he could not discuss Reid's
assertions, but he said, "Americans have every right to be concerned ahout what they
seg interms of Trump advisors and their closeness with the Kremidin, Trump's policies
vis-a-vis Russia, Trump's potential finandial interest, all of those things ought to beof

deep concern to voters.”

He added, “Whether an investigation is appropriate depends on whether there's
FBI (18-cv-154)-0084
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evidence of criminal connections: Of course the intelligence community wants to know

what foreign influahce Russia may be looking to axert in the United States.™

Manafort was paid millions of dollars — 512.7 million in cash, according to The New
Yark Times—representing a pro-Russian politician in the Ukraine,

<img class="img-respansive img_inline" src="http//medial.s-

wscms/2016 33/1673031/160817 manafort ukraine ledger

nbenews.comfi/ne -
02 97ace7e7c2s846701ab04a46e9h{4263 nhenews-fp-360-360.Ipg" alt="" title=""

itemprop="image"/>

B

Manafort's name i an slloged payment ledger. The Times

Trump has taken a serics of pro-Russian positions that experts from both parties say

continues 1o cast doubt on Russian involvement in election hacking, for example

ey

despite the intelligence community's public assessment.
“The relationships that Trump's advisors have had with pro-Russian forces are deaply

disturbing,” David Kramer, a former senior State Department official in‘the George W,

Bush administration and a former adviser to Marco Rubﬁ;}*‘sp residential campaign, told

NBU News in August, "Trump's attitude on Russia is not in line with most Republican

foreign-policy thinking. Trump has staked out views that are really on the fringe.”

An FBI inquity is a preliminary examination that falls short of a criminal investisation.
But in this highly charged atmosphere, it has some arguing that Comey is applying a

double standard.

"Any specifics of what the F&1 or intelligence agencies may be looking at are not
something that the bureau should be discussing publicly," Schiff said. "But here, where
the director has discussed an investigation involving one candidate, it opens the

director up to claims of bias if he dossn’t discuss other potential investigations.”
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Turmoil in the FB
Washington (CNN)
Among the cast sai*aeq of the. 2&15 presidential wm;:aign isthe nwst;que af ti}e FBI.

_h as egxgzas:e;a S0me pa rtsefthe ;stmsﬁeﬁf nmfe:‘a‘u‘ta- h;e i}uﬁetﬁﬁ ._h:y sameaf .the same

bitter divisions as the rest of American society.

This account is based on interviews with more than a dozen officials close to the matter
who spoke anonymously because they've been ordered not to speak to the news

media,

Fens;ons Have buiitin particular pver the handling of matfers related to Hillary Chnton.
' in the. FBI's New

‘{Gm‘f eld office, the bureau’s iargeat and highest- profile, and officials at FBI

:‘*he Qhafpest musées have emerged. h@h VEen 50me ager

:hg‘a{;ﬁguaﬁefsim W&shmgt@ﬂ a ncﬁ atthe lustice Department.

Some 1;‘3:1‘3%(-{3&;:5‘--{5,5@ agents: i'rﬁ,’cgfj@;ﬁgteﬁfﬁgi;ti@us{;s;?tfse;zs Takeniwth - Justice Department
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and FBI headquarters as being done for political reasons or to protect a powerful

political figure. At headguarters, some have viewed the actions and complaints of some
agents in the figld as driven by the common desire of investigators to get a big case or,

perhaps worst, because of partisan views.

made § mistake’ 136

Nancy Felosh § thinkCaminy”

The tensions have multiplied since FBI Director lames Comey made an unprecedented
public announcement in July that there should be no charges against Clinton or her

aides following a year-long probe,

Thatannauncement -- without prior notice to his basses at the Justice Department and,
according to his critics, usurping the traditional role of prosecutors to review FBi
recommendations in secret-- opened up sharp divides between lustice and FBI
officials, and even within the lustice Department itsalf, where some officials have
pushed for Attorney General Loretta Lynch to more forcefully assert her power over
the FBI.

President Barack Obama in an interview published Wednesday noted the efforts to not

anpear to interfere with the work of the FBL

“"{'ve made a very defiberate effort to make sure that 1 don't look like | am meddling in
what are supposed to be independent processes for making these assessments,” he
told NowThisNews.

An independent agency

Some of the tensions are built-in becauss of the FBI's unique position as partof the
lustice Department but also projéecting a large measure of independence, The FBI
director's job has a 10-year tenure, spanning presidential administrations; while his
bosses at the lustice Department are politically appointed and they leave when the
| | - FBI (18-cv-154)-9108
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admitistration ends. Comey, in public speeches, often mentions reminders of abusesin
thie FBI's past under J. Edgar Hoover, who secratly kept files on lawmakers and

presidents:

One official said the FBI is “resolute and confident that what we're doing - though nat

palatable — is the right thing and we are maintaining independence.®

Much of the turmioil cénters not'only on the handling 6f the probe into Clinton's use of
a private server while secretary of state, but alsp another case some FBl agents wanted
to pursue into the Uinton Foundation and whether there was any impropriety in

dealings with donors,

in both cases, some FBI investigators felt stymied by headauarters and lustice

Department officials and they interpreted roadblocks as politically partisan,

it's in that tense environment that the latest developments emerged as agents were
condurting the unrelated investigation of Anthony Weiner, the disgraced former

congressman and estranged husband of Uinton's close adviser Huma Abedin.

The surprise discovery of thousands of emails belonging to Abedin on a computer

belonging to Weiner brought mattersto a boil.

The longer it took for officials at FBI headguarters and at'the Justice Department to
decide how to procesd with the. m:atiar.,- the more conspiracies spread among same

agents that perhaps senior FBI officials were trying to cover up the matter.

Comey on Friday sent a letter to committee leaders in Congress with oversight.of the

£81 alerting them of the recently discoverad documents and resulting investigation.

The election may soon be over, but the impact on the FBI will take some time o assess,

FBI (18-cv-154)-9109
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‘Politics is running rampant’

Veterans of the bureau think the controversy is a symptom of the bitter election year,

s, who

oversaw the investigation into the Boston Marathon bombings. "Passions are high.™

Deslauriers believes Comey has tried te ensure decisions are based oh principle, not

politics.

"He made a decision that angered Republicans in July and one that angered Demaocrats
in October,” said Destauriers, who retired three years ago. "That's a pretty good

indication he's nonpartisan.™

To be sure; differences of ppinion betiwveen FBI field offices and headquarters ate a
comman oceurrence on any number of cases. The hard-charging New York field office

is often tussling with headguarters over management of cases, officials say.
But the Clinton probes are no ordinary cases.

"The FBI is an drganization not comfortable operating in a political environment,”

another official said. "The intent was not to enter the political fray.”

Soon after the EBI opened its investigation into the Clinton server in the summer of
2015, Comey decided it would be run from headquarters instead of New York, which is.

the jurisdiction where the Clinton server had been located.

That decision angered some in New York who thought it was headguarters’

interference into thelr case.

Given the sensitivity of the case, Comey brought in 2 team of agents mostly from the

Washington, D.C. field pffice, 1o pore through the thousands of emails.

He assigned the case to the counterintelligence section, which imnvestigates cases of
alleged mishandling of classified information, 1t gave the added advantage of being a
section with a reputation for few media leaks and being close enough for Comey to get

personal almostodaily updates.
FBI (18-cv-154)-9110
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"We're in the middle of one of the most vitriolic campaigns in American history, and

we're investigating one of the candidates for president,”™ the senior law enforcement

s;;;@ff;sc;iaji said, ¥ Er?&*.é_-fhag:i to get this right.”

That didn't quiet all of the complaints, particularly now that the behind-the-scenes

tussles are spilling out into the public,

=

During the Clinton emall server investigation, investigators and prosecutors debated
whether to issue subpoenas to Clinton's aides, officials say. Leaders at the FBI and at
the justice Department %ﬂﬂught it would be faster to com e to voluntary agreements
said. And the T8 and lustice Department wanted to try to complete the probe and get.

out of the way of the 2016 election:
Clinton Foundation in focus

The tensions built after agents in several field offices began looking into allegations of
corruption related to the Clinton Foundation, the charity of 8ill and Hillary Clinton and
their daughter, Chelsea. The FBI, under long-standing pelicy, hasn't publicly

acknowledped the existence of the investigation,

Some of the allegations made headlines with the May 2015 publication of the
pook "Clinton Cash™ by conservative writer Peter Schweizer, alleging corrupt ties

between the Clinton Foundation and big-maney fareign donors,

s not uncommon for FBI probes to begin as a resull of or be fueled by published

news articles or books,

.Sim‘é‘iar probes have been underway for well over a year into people associated with
Donald Trump's campaign. These include a probe of Trump's former campaign
chairman, Paul Manafort, and his ties ta pro-Russian Bzures in Ukraine. The Trump-
related probes, none of which have been efficially acknowledged by the F81, also were
slowed in recent months because of Justice Department rules not to conduct overt
steps that could aiﬁeﬁ the -.E?é&i;iﬁﬁ . But oifficials say th e cases werepngoing forwell

FoE o wesr hatnrethe alactian srncarne herare an fogie
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In the Clinton Foundation probe, at least one £BI fisld office also received notification of
a possible suspicious bank transaction. The transaction involving a Clinton Foundation

through the Treasury Departiment’s financial enfarcement arm,

By early this year, FBI agents from four field offices -- Los Angeles, Little Rack,
Arkansas, Washington, D.C., and New York - had open files on the Clinton Foundation
and were seeking to get permission to formally conduct investigations of the Tlinton

Foundation.

in February, as CNN first reparted, FBI criminal division leaders and lawyers met with

the lawyers from the fustice Department's public integrity section to present what was
knownsofar _:anti"ﬁtq seek permission o conduct full-blown investigations, including the

ahility to subpoena records:

At that time, the lustice officials in the meeting advised FBI officials that there wasn't
sufficient evidence to move forward and declined to give the authorization for overt
investigative techniques. Some officials deseribed a contentious meeting with strong

disagreement on both sides, .

Officials leading the meeting told the FBl that investigators hadn't turned up much

mare evidence beyond that contained in "Clinten Cash.”

FBl lawyers at headgquarters concurred with the lustice Department’s view that agents
be allowed to continue theirwork with the option to return if they found more

eyidence.
I duly, Camey made his announcement to recommend no charges against Cinton.

At a Capitol Hill hearing days later, Comey told members of Congress that he was proud

there had besn no leaks of his decision.

But hlowback from some current and former agents was immediate. As Comey made
his rounds afuisits to field offices around the country; he heard stinging critieism,

particularly from retived agents,
FBI (18-cv-154)-9112
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At one meeting in Kansas City, Comey was confronted with stinging criticism of the

;@mbp He gﬁushﬂ{i back, saying the career agents wm knew the most of the case

arrived at the conclusion that the case against Clinton wasn't even a close call.

FBi agents again pressed to take mare overt steps in the Clinton Foundation probe,

including possiply issuing subpoenas.

Justice Department oflicials again opposad such moves. They cited, again, alack of

Exf;"%eme to warrant more investigative steps, ﬁnd they expressed concerns t%‘ai mth

the slection clase, any overt actions shouldn't be made until after Election Day.

it's just & {meanage af} ‘hold right now until after the elections -- no %h;}s}ema is§

w
m .
Lk

nointerviews," one ia.w‘e;ﬁf;agmemamsmfmai farmifiar with thg July decision said.

Some FBI officials also viewed the existing cases in the four field offices to not have

advanced much beyond the allegations in "Clinton Cash."

Officials at FBI headguarters decided the Clinton Foundation prabe should be

consolidated in New York. They ordered that agentsin {@Sﬁﬂ'ge,ge&_; Little Rock and

Washington, D.C., turn over their files to the FBI New York office, which appeared to

fiave the stiongest case to make.

Agents were told to continue their work: But the order to the other field offices angered

agents there.

In the Washington field office, a half-mile away from headquarters, agents were told
they could continue to work on a probe of Virginia Gov. Terry McAuliffe, but would
have to discontinue what they viewed as relevant connected work on the Clinton
Foundation, McAuliffe is a close-ally of the Clintons and previously headed the Ulinton

Foundation.

In Mew York, some agents working the Clinton Foundation case chafed at the decision

that they had 1o sit and wait until after the election,

How will controversy shape the bureau?

FBI (18-cv-154)-9113
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Decades after the death of 1. Edgar Hoover, who built the mystique of FBl agents as a

special class ofinvestigators, the bureau continues to nurture that image. The bureau

lends its help to Hollywood, which churns out movies and television shows glamorizing.

the work of BBl agents.

In recent vears, the bureau has sought to modernize, promoting more women to some.
higher ranks; and seeking to train new ranks of analysts alengside agents as a way to
E_

agents, Struggles ramain as Comey tries to change what is still an overwhelmingly white

make clear that intelligence analysts should be treated as equals to gun-cafrying

and male-dominated mfgaﬂizaﬁm .
How much the recent controversy changes the FBI is to be seen,
director, agrees that Comey’s fuly announcement and Friday letler were

unprecedented. But he says it dossn't signal how the FBEwill run cases,

1 don't think he believes he's changed the rules, DeSarno said of Comey, “But | can

seewhere other pecple may think he has."
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09/26/2016 - NYO obtains SW for Weiner laptop
09/28/2016 - ADIC NY notes potential MYE-related material following weekly SAC SVTC
09/29/2016 - Conference call between NYO and MYE team

- NYO notes processing is crashing system and not complete, but during
troubleshooting observes material potentially related to MYE
(clintonemail.com and state.gov domains) seen during course of review

- No numbers/volume available

- Discussion about ability to search for material determines such activity
would be outside scope of warrant

- Request to NYO to gather basic facts (numbers, domains, etc) based on their
review

Approx. 10/19/2016 NYO completes carving

- NYO observes SBU attachment

10/21/2016 - 6:00 PM DOJ/NSD advises MYE leadership that SDNY informed them of MYE-related
media on Weiner media

10/25/2016 - DOJ-DD conversation re material
10/26/2016 - DOJ-MYE-NYO conference call

- DD advised of results of call with MYE team conclusion material should be looked at;
DD directs briefing to D

10/27/2016 - Briefing to D; D concurs with conducting investigation to obtain data
10/30/2016 - SW sworn out at SDNY

- Copy of media obtained by MYE SAs, entered into evidence, and provided to OTD for
processing
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Eviergy and Commerce, and Judiciary

FBI (18-cv-154)-9121



Obtained via FOIA by Judicial Watch, Inc.

Strzok, Peter P. (CD) (FBI)

Subject:
Location:

Start:

End:

Show Time As:
Recurrence:

Meeting Status:

Organizer:

Post-election mtg
4012

Wednesday, November 09, 2016 10:00 AM
Wednesday, November 09, 2016 10:30 AM
Tentative

(none)

Not yet responded

Strzok, Peter P. (CD) (FBI)

Required Attendees: |

KOGC) (FBI); Moffa, Jonathan C. (CD) (FBI);

| [(WF) (FBI) (CD) (FBI); Page, Lisa

C. (OGC) (FBI)

Please do not forward mtg invite/invitees only

b6 -1
b7Cc -1

FBI (18-cv-154)-0122



Obtained via FOIA by Judicial Watch, Inc.

Strzok, Peter P. (CD) (FBI)

Subject:
Location:

Start:
End:

Recurrence:
Meeting Status:

Organizer:
Required Attendees:

Post-election mtg
4012

Wednesday, November 09, 2016 10:00 AM
Wednesday, November 09, 2016 10:30 AM

(none)
Accepted

Strzok, Peter P. (CD) (FBI)

(OGC) (FBI); Moffa, Jonathan C. (CD) (FBI);
(WF) (FBI)j [CD) (FBI); Page, Lisa
C. (OGC) (FBI)

Please do not forward mtg invite/invitees only

bé -1
b7C -1

FBI (18-cv-154)-9123



Obtained via FOIA by Judicial Watch, Inc.

Strzok, Peter B, f(&ts} '{;’;;;m}
| ?rnzm:
Sent:
To:

?"‘
{DCC" {F b6 -1
“onathan C. {COY {78y b7C -1
Subject: RE: Draft
We may know earlier ;*he “e (Y b5 -1
overnight processing resuits, but it's vard to s
oo Original m é:?ssagﬁ O
From:” R\;’bstf{ﬁ lames: E, S@ *B‘i?ﬁ“ zsc_ll
e . q ;-:- ,‘F’" .,_Y‘ -
CMTO500) o b7E -6
tnbach; Michael B,
I“ Snidersan;
"Si nE:sacr‘, M"maes g,
b6 -1
b7C -1
Su;bieec.t: RE: Draft
Weould 11 A wark?
oy reniod b6 -1
o t:}&;m} & ﬁ*zl ey b7c -1
[Streok, Poter 8. | "Steinbach, Michast b7E -6

SR e i iy i
[ "Baker, farves

[ aaderson,

FBI (18-cv-154)-0138
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3
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b7C
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b6
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b7E
2,

_1,

bb

Hasretald il
i

3
s
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e an updat
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Obtained via FOIA by Judicial Watch, Inc
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Y
v

pRE s

o)

["Sngder

sot RE On

v
: s
o
o :
\, 1 >
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-1

b6

-1
-6

b7C

CRE: Draft

&

.

Subject

-1
-1

bb

b6

-1

b7C

2,

14

-1

bb

-1

b6

-1
-6

b7C
b7E

[ sdcdta, sonathan

geecand gdding

v siAek s

2,

b5 -1,

-154)-9140

e




2,

b5 -1,

Obtained via FOIA by Judicial Watch, Inc.

-1

bé

-1
-6

b7C
b7E

Sendy Thy

Zulject: Braft

&
5

.

2,

b5 -1,
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Strzok, Peter P. (CD} {EB1}

From: Strzof

Uv . ‘

Sent: T hdrsda'g \m‘em ner f}

bé -1
b7Cc -1

*‘~;_'§f;f:'m

Too Mﬂﬁ’a fonat E‘mn ¢ ‘%CE

Subject: RE -.--Dw-?%

bé -1
b7Cc -1
b7E -6

& §:;@ 3t
.Sm“,;;reci;}'ﬁ?‘i;ivs}?af‘:

Maybe send thoughits 4o think anout tonighifframe discussion but not adit unfl tomorrow?

| b6 -1
b7Cc -1
b7E -6

To: "Straok, Peter . (£D) wmg“ lieriestap, £ w. (CO) {ERY"

| oGl (ray  “Page, Lisa €. {OGC)

s,
“1

o

——-r (3riginal messaﬁc _?,_,_.___:,,

| b6 -1
b7Cc -1
b7E -6

’HDN’ ‘\tm:m Peter B
Date: 11/03/20: oN (G
To: "Pricstap, £ W, {CD) gstﬁi" [osct {say®

| Fisofa, ;:Tthan 108 {5 B3} {*‘38 ;**Fa;ga,; lisa €

{OGC) (7B
Subject: FaTT DT

Should we respond with comment tonight or hold for Yomorrow? there are severalimmediate things
that come tomind.

bé -1
b7Cc -1

e kg iral. me.:.sage b7E -6

Fromy” R»,‘ﬁu{sp James E.{ {581 é*-ifﬁ}”
Fintas 17 IAFOTE OV DS (L RET NS TN

FBI (18-cv-154)-9171
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=

RADENAN B ST

AER WA A S At LS LA LS S D N

Priestap £
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i
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e
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¥

Subject: Be: Dratft

-1, 21

b5

Thuraday, Moverngber 3

Sent:

-1

b6

-1

b7cC

e d, (i

'} {F8Y; Baker, ia

-1, 2,

b5
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Obtained via FOIA by Judicial Watch, Inc.

ioby, Michas

oy
Z o =
Z )

<

-
S
L aly

arsday N
T
LR

Fromw Baker,,
T

Kent

B

m‘u s

i . £ ot
)

-1, 2/

b5
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Obtained via FOIA by Judicial Watch, Inc.

Strzok, Peter P, {COY [EBI}

From: .S‘“F""&R Poter ¥ ;LE _
'F?*;day \Emerﬂ%}er i}r‘i {‘Fiﬁ 6128 AWM

Bent:
Tor Page, Lisa €. {OGC) {FBi): ?r~e:sta‘g:r_;,_‘.§3';3W’..f{-€@}j§§5§§} ES '11
#pffa, Jonathan €. {CD) (FBI - €
Subject: RE: Draft
Ok 1 canceiled my B30, sowe can use my office. Or &fueagéfs Or Faul,
-05:00 b6 -1
|"Strzok, Peter P, ECDY {ERY z;; :2
jalele iz “sinfa, Jonathan
i‘ca §¥a |
o drop off 56 will depend o | behedule this moring.
ot Orednad 'm;EE;SSE-s B
me“ Prsestas, E. W, (CD} (B b6 -1
- 11/03/2016 924 M {GMT-05:000 2;; '2
Tao "Strzok, Peter P ICT IFRY GGCHFBYT
[ siofz ['#age, Lisa €.
Pats Let's provide one set of coneolidated f&embac& o Hw By 9 AM tomarrow,
fim: Does that work for yous
Bilt
~remmems Original r**eaﬁag
Frown: "Strzak, Peter P, (L (FBY ESC_EI
Date: 11/03/2016 9:16 PA {GMT-OE00T e s

Yo “Priestan £V §

"Page, Lisa C.

{050} {Fay]
‘Suﬁ_‘; ety Fwedr Drafe

Should we respond with commient tonizht or hald for tamarrow? there are several immediate things
that cometorging,

FBI (18-cv-154)-9179
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Iaaw A (OGE] [FB"
a B {DG0) g:@a }1

‘v‘%{}ff& lonathan C g § 53;‘
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Obtained via FOIA by Judicial Watch, Inc.

Strzok, Peter P {CD} ij?FBli}

From:
Beni:
Tow

‘s»“scﬁaea S DC“ :§F ‘}P Lisa: C §{}GL} S}B g ‘ 2 t e b6 -1
Mo%a,,o*‘ta“mn €. {Co} sz b7c -1
Subject: RE: Draft

b5 -1

ui] Istreok, Pster v, (CO} {56Y) b6 -1

k}rmmm E W : b7C -1
k o b7E -6

Point taken, | think t can be sasily removed from this version.

b5 -1, 2, 3

. 54)-0188




Obtamed via FOTA by Judicial Watch, Tnc. b5 -1, 2. 3
’ ’

b6 -1
| b7C -1
b7E -6
Eub]ect' RE Draft
b5 -1
b6 -1
: : Y b7c -1
iy o e o b7E -6
Tc‘ ng&},c&~, James £ {00} 5“33 "Priestap, LW, {CO) {FBY"
Fstainback, 2} {FEyT
“qav‘méc*‘ “Jas.«.sz:i L (DO} {FBY “Page,
i "r,z {06 Fe”
[amdersan, Triska B, AOGC {FBY
Maﬁ;a, lonathan O {CD] {(FBIY
b5 -1
b6 -1
b7C -1
b7E -6

Yoo ‘f‘prse;@-, E, *@. ss_.m %m Pater P, {CTY {FE}

cetes
Sieare
3
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‘Page,
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|'f:}$es_ns FEO, HICTIREY D JERY §rOn
Trisha B {OG

Bowdich, Dy

[2nderson,

Subject: Re: Drate

-1, 2/

bb

bé -1
b7C -1

risha B. {OGC]

N

gt Anderson,

13
arit

Draft

5
3

-1, 2/

bb
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Obtained via FOIA by Judicial Watch, Inc.

S‘iﬂﬂ.k&. Fateor P ﬂﬁ PR

From: Strzok, Peter P, {CDY{EBY

“Sant Friday, November 04, 3016 1151 &AM

T Page, Liss € {OGC (FBY

Subject: dolitico: Pro-Trump former 8] official says he's channeling sgants' rage

P*{:‘Tmmg forrar £BY official says he's -channetin g agent s’ rage

ELS*_..

; ial whao has L;Gaﬂ"l?d ins
handling of 8 invgsﬁgaim-ﬁ into Hillary 4
active agents after denyaﬂﬂ Wi an Inter

Sin allstron, who headed the ?5“5 ‘»Sew‘s’ari\f id- snfﬁﬁt:e‘imvi*%ne 1@5&5,'@33 ,ss entmonths citing
ANDNYMIGUS SOUFCES: wwhs tne v Director, lames Com ey’ <
: e .,i'Saimai ermal sen«res during

g :

‘¢ now some “s:ﬂ
ha {5 asked him

Bu* according to# Datly Beast article published Thursday, Kallstrom Rrst dented speaking at all to sny
ctive FBLagents and sald bis assessment of the mmd of *hxa:?wraau E‘a'}f{ ’.:31 fsée maq based

ezmusme&g oy “mvemmt ons with retxred E&gE\

SHSE ang £ gﬁtanﬂﬁ?‘dew s
Dally Beast's acse ﬁmem that he -i"ia{i claimead 1o b

Climon;

ctual agents. Lwould neverdao

,at were mw:st;,\__:,atmg ‘:cxmex‘hmg and BvEn put tnem £ the spm i

ell, they can write what
$would never o3l up peo ole
der't do that® &ds siroany ga andrads am s
mostly retired peogle and some. ;@rac@e wat are current w'-'cm-ft ;z&*ié‘b n-;ai are ﬂ«u?:-d;.@@tﬁy‘ m\.ﬂﬁive,c{e but,
you kopw, t's a small prganization. You -mnw,t%vey-knm&s what's goidng on.”

FBI (18-cv-154)-0194
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he Eaﬁiy Beag Kai stron's. fﬂa.\‘ﬂljahﬁl"? has
fonaire, tivo of which came 18 e

Former New Yark Mayor Rudy Gis
‘Eﬁ-iﬁ;’s syt amf clais ﬁed tohave ag

Ew'amg-ﬁ‘mg-
to plaborate at the

s that

FBI (18-cv-154)-9195



Obtained via FOIA by Judicial Watch, Inc.

Strzok, Peter P, {COY [EBI}

From:
“Sant
Tax:

Subject:

)

httpf fwvnv.politico.comystony/ 2016711 /fbi-donald-trumip-base-230755

OO

‘Strzok, Petar B {COY IEBY

Friday, %fﬁm*ﬂ%ﬁr 04, ‘Dlﬁ §:31 P
g, Liss . {OGC) {£81)

FBY looks ike Trump's Aroerica - POLTIZO

FBI (18-cv-154)-9196



Obtained via FOIA by Judicial Watch, Inc.

Strzok, Peter P, {COY [EBI}

From; ‘;§t‘rm§éi;-, s“‘l_ieir?f {CD% { ?3:5}
“Sant Fris 36 P
T teinbach, Michael B, (DO} {H
DU EFRY: Pags, Hisa O F'JLC;
~‘.\ b6 -1
¥ s.ha 8. {DED) {F8 1) b7c -1
i} Herring, facon V. {CD) {F8iL Maffcg, z..’na*‘%aﬁf_‘
Subject: 5t for conference call bridee
DHal-in §nfo belowy 1000 tomarrow
At ‘@ﬁgiﬂai HISSSRTE: wmsra
b6 -1
b7C -1
b7E -6
» When prompted to do so, please soter vour pass code followed by the Ssion. - Your pass cods b7E -6
13
+ I vou need assistance, please caﬁ tﬁL -“RI{}L s pian numsef
\ N
§ "?NE mm&m m-m&s EAAHR B 18V BNFORCERENY §§§§‘$3¥W§ {&ﬁﬁ? §
N N
N N
N N
Y
: % b6 -1
By b7C -1
Strats:muhﬁ@rmnm & @peramn Clenter {S{‘f? b7E -6

FRIHO. Boby

FBI (18-cv-154)-9197
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b7E -6

dge for 12 parties fortwo

Thanks,
vete

5-"!?: Rts‘*a:ek a§

3 b7Cc -1
3

FBI (18-cv-154)-0198



Obtained via FOIA by Judicial Watch, Inc.

Strzok, Peter P, {COY [EBI}

From; ‘Strzok, Petar B {COY IEBY
“Sant Eriday, November 04, 2018 7:52 F&
To: Page, Liss €. {OGC {F8)

Subject: de Favm'

————————— Originsl fopssags e
F_s'}t:sm:l A iﬁ“{ '1 ~§ | Egc_il
¥ o 3 R 7 b7E -6

6 am if not sompleted tonight. Not looking good for overnight

b6 -1
b7Cc -1
_‘} TN

VHave & conferepon ca il harnorrow 230 anid WY vieed arvupdate belora then, You wantiotalkarad

Thamks.

FBI (18-cv-154)-9202
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Strzok, Peter P, {COY [EBI}

From; ‘Strzok, Petar B {CDY IEBY
“Sant

Tan
Subject:

day mw'etm&er a 2016 12:32 At

)

From; ez} gm““‘l_ : b6 -1
' b7Cc -1

Date: 13/04/2016 11:03 PM {GMT-05:00] LIE -6
To: "Streok, Peter PLCD) iEBY :
Subject: T5C jssue

Hey Pate -
Rnrw for t“ iatt meg‘sa‘ge‘ E‘ §:§1\‘}i Eeamed that *ﬁ:—re i5.4 {}336 Sam{da*g meetmg at “"Si res tﬁ & E\_:sue

: m%

%E}f-ﬂm wehs
hope?

© b6 -
:l b7C E1

b7E -9

FBI (18-cv-154)-9207
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116 1331 AM

it

l s gOut.E {FS‘E
g v::.

side the FBY - Tha Dally Beast

d‘lﬂ&ﬁ.ﬁuﬂ& o the Repubis wcan
2 president,

Eithier vy the result would not be dematr ary. it d beaUthorarian kv Ty afe downright Putinesgque king:

e FRL-&mesicans have good reason dahe wra i, and angsy

Samething s rotien insids

FBI (18-cv-154)-9208



Obtained via FOIA by Judicial Watch, Inc.

Strzok, Peter B

From:
“Sant
To:

b6 -1
b7Cc -1

Subject:

o thedativkiesst comia

re-erminentiaw soforcement =-gen £y B (3203

FBI (18-cv-154)-9210



Obtained via FOIA by Judicial Watch, Inc.

Strzok, Peter P, {COY [EBI}

From:
“Sant
To:

b6 -1
b7C -1

Subject: M‘yé update

| b7E -4

Hneed

several hours to complete, The number w

fndexing just started and will tak

to review will be less than that hut we cannot estimate by how much.

'ﬂ"iﬁ

We think we wil be In a good pesition at 1:00 to understand the data and have & sense of’
complete, A significant variable s the time to wridex, as well a,.s.vthi:szcsc:c«ssmn ! invdex %a~=uremeed o

firing to

restat,

o getthrough the material by this eve

it

- yvith the chance we willy nead

@BR‘LE&: ete.

Based on this, do we want 1o push the conference call o 17

From: "Strzok, Peter P, (co) ﬁyss}*l | b6 -1
. ey 5 ‘ Q g:(’r,_.r( -
3@-@-'&@; 5 ['steinbact, Michse! B, (DO} (£8Y) b7E -6

“‘Pxﬁiésta}fg £

Subiject: Pwd: Request for conference -a,ﬁ% ﬁsad-g&

Diatin info below, 10:00 tamorcow

feviiaes Original MPSRAES it

From: si0¢| | b6 -1
SR b7c -1
b7E -6

’QL
SMbjﬁtct RE: Regueestfor conference. call bﬁdge

TEATY Qordaits
FBI (18-cv-154)-9213
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APFRIT HRT SAIB

b7E -6

» Hvon need assistance, please call the SIOC's mas funnber,

A,

mmmmmmmmmmmmmmmw

THE CONTENT OF THIS EMAR 15 LAW ENFORCEMENT SENSITIVE RES) N
Farsearating this erasil o Ba contents o @ not-govameasent soosunt i prohiiited

N
3 *mmm‘mmm‘mmm‘m‘m&m\m@ .

_ by 'ﬂsnigmi .
may release’ thr_tse nes to Qﬂ"a 3 mh@ ma) 1

From: St Oy {8

Sent: vmda\& N;_.w*mﬁzsa 8 26 EB53 08
e ’3§QL
% ub;e(:t Beguest for conference call Widge

Good svening SIBC. Would you please setup an unclassified conference call

bhoues from MRO0 AM-noon tomaotrow, November 5T

Peter ¥ Strzok il
Depubrdsigtant Dﬁ'ream; Brangh §

N

Cam‘xtmm?es%;genw‘ Division

=

b6 -1
b7Cc -1
b7E -6

b7E -6

bridge for 12 pmtes fartwe

b6 -1
b7Cc -1

FBI (18-cv-154)-9214
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Strzok, Peter P, {COY [EBI}

From: 31
‘SBant: zwmsg:ﬁ AR

Te: )} {EBY £,
SE. {DOY{FRY: Pags, |
*‘ris'ha 8. {OGL} {F8 §‘.} Egc'll
L Herring, fason Yo
Subject:
Dial in remsins the same, at bottarm of this chain
it ‘@ﬁg‘:ﬁsﬂ Mess ag-e ST
Faowedich, David L. (DO} (EBY
"Priestap, E. W, (LD) :{ri‘?’*ﬁ-sﬂ Paybicks, s b6 -1
|“:$);; § ~V‘.< W ; MEFLE b7C -1
Page, Us T 7 |'Baker, LTE -6
['Sndetson, T sha 8. (D50} FYT
I?Q:Gt}’i%ﬁ& |"sortan,
"Herdng, dason ¥ {CD}{FBYY
[aiofa, sonathan C. oo (Fag] |
Subject: RE: Mve update
Gotit
e : rﬁr‘iﬁ'nai ‘messagﬂ =yt
: | b6 -1
b7C -1
R - b7E -6
[ Steinback, Michast 8. (D0} § Faye
 {FB |“Ry§3m§cz,,§
E {00} {FEH] a L, (OG0} {FalY] “Bak
*&*ﬂesﬁ\ {&3&.}{ Foiy 1, Trisha Bl (OGO o8
NMichael B {00 {EBY]
Subjct: Mye ypdate
b7E -4

aplete, The number we waill nesd

nodexing just started and will take several haurs to o
to review will be less thaw that butwe cannot estimate by how much,

FBI (18-cv-154)-0218
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¥

We think we will be in a good position at 1:00 to unﬁ-e-rs-‘iaﬂd the data and have a sense of timing to
ooripiete f-‘s_«agﬁﬁmm variable fs the Hme to index, a5 well as the cccasional indes falure/need
restart.

S s :msaxenhfac gu\‘ feel s wewill pe abls to get Yrough the material by this evening - ave
5‘10&13;:1 be 1 il not be this afternaon - with the chance we will nead to work oven
complete.

pe sy
ight to

Based o this, do we want to push the confersnce call 1012

Sodhnnes E‘Iﬁg‘ﬂai '~ﬁe’5§aga e |
3 | stainbach, Michael B, {00} {FBY)”
[Priestap: £ W, (LT} [FRY) | “aeblcki, James g
T‘"'Page? Lisa C. {OGC) (7Y Iﬁaéqer b7C -1
lame ['Anderson, Trishs B (OGC (FRGY b7E -6
| FOGC) iFay | "Wortan,
Wichael P. {DO] {FRY 'Herring, fason V. {00 {E81"
| ["#iota, §ﬂﬁa‘€§1&fi L {CO}EBY

Subject: Pwd: Reguest for conference o

Disl-in info below, 100 torapirow’

——mmm—- Driginal messgge e
me; S g | b6 -1
ate: 11/D472016 722 PM (GRIT-05000 A
Sﬂ’m&: Pever P, {00 (ERY
uﬁiectz. RE: Reguest for conference call bridge
DATE Sterokc
3
ace
b7E -6
. ¥ vou nead assistance, please call the SIQT s mad munher
PLEASE MOTE SIOC has 4 lmited munber of conference lnes avaiable sark day. If vour plans change ami
xmwﬁf 1ot b: ﬁsmgem} g sl of the mquexted fines; pie:ﬂ. e fat SIQC know as so0n as you know se that w
may relense those Bnes to others who may be seanting to nse theny.
g ot Rg}ﬁb‘tﬁﬂ\q b6 -1
bﬁ ate&m }ma}ﬂﬁaﬁﬁn & Operstion Uentey ttﬁk R E:”; ::
FBREIQ. Roon

| | FBI (18-cv-154)-9210




Obtained via FOIA by Judicial Watch, Inc. b7E -6

'm:.gg.{}q | b7E -6
Subsject; Request for conference cail bridee’

Gocd svening: . Would you please set up an unclassified conferance call bridgs for 12 parties for two

g Si0t
Sours from 10:00 Ald-noay nmotiiw, Novembar St

Thanks,
feln

Peter 8, Sireokl
Deputy Assistant Dirsctor, Branch §
Courdernntellipence Division

<t b6 -1
b7C -1

FBI (18-cv-154)-9220
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Strzok, Peter P, {COY [EBI}

From: Sirzok, Peter B {CD% Bt
“Sant "&amrd&sy, Bovember O

Ta

b6 -1
b7C -1

Subject:

{- some}

A‘s;:r_gs:ismf this fem Very mum i i«t a5 ysaroid *u% wday party. | wastnﬁd thers would be cake,

st Original message e

From: "Page, Lisa £, {OGC] {FBY

Date: 11/05/2016 9:50 AM {GMT05:00] , | |

To: “¥ortan, Michael F (DO} {F8Y |'Strzok, Peter B, {00 (PR b6 -1
lBowdich, Dawid L. {DO} {F8Y “Srefthach, b7C -1

Wichae) B, (DO} [E60] [Prestap, € W {co) rey b7E -6
| [Rybicks, James E, {'}O} 3
(G frpy] Fandercon, Trisha BOGEI BT
e (rag| [Rerring, tason
V. (€O} {FBi] [ataffa, ionathan C. 1000 (FB1T]
Subjecty RE: YWye vodate

| Baker, lames &,

«

e e e b b6e -1
so iy participation s doubthul, Sorry.

s Qriginal iessage Saeean
rmm “_horam w‘ischae§ P fD{.’? _{FB

L .“‘_\.. b6 -1
Yy bts.mi{;, Pe%er P ED" {E ﬁsg b7C -1
B - Michasi B, 10O b7E -6

__§p tdn £ O“*}&

; 0’% {F8Y “Page, Lisa £, {OGC) {FRY
s A, (OGLT IR0 I’ﬁ&s‘szﬂ?ﬁ@ﬂ; dsha B fOGCHIFBRY

V. G0 (R
Su&:_ ject: RE: #dye update

“Herring, lasei

TOTIEED

Agree
b6 -1
b7Cc -1
i {Jr“g i n aa age PRI b 7 E - 6

T 90smk Datar B {1 Ry

FBI (18-cv-154)-9221
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Ll R ARt SRl ) B LR B R e o IR LT R |

Date: 11/5/16 2:30.4M {GM ?C%S“G‘s
To: "Bowdlich, Dasﬁt’fi D0 {EB1) |steiobach, 1w ﬁa&xa b6 -1
Beestag EW- OO [ icki, James oo e
£.{D0} 78y “Page, Liss . {OGC) {FBY "Raker,
Jares A, [OGTTTEEM s, Tricha 8 TOGCLTERT .
| "Hortan,
Mickael B DO {FBY Har
| [Fioffa, Jonathan G, (L0 ,{Fﬁ@r&_
Subject: Blyewpdate
b7E -4

frgexwg just started and Wil tave several Nours 1o z:ﬂ*ﬁmei:a Thie FRANDEr We van need
to revisw vl bie Tess than that but we canniot 2stimate by how pideh,

se of ﬁ*ﬁﬁg‘*&@‘
Hradnesd ¥

Wa think we will Be s a good position at i‘@&'to undarstand the dat
comipiete, A sizni icant variable & the t*mé to fridex, axsvell a5 the o
restant,

fiz gut feel 1 we will be able to get through the matenial by this evening - sveryong
should be thinki

g st-wsii not be this afternoon - with the chance we will need to work ovarr ight to.
corpiete, B

Our uriseientd

Based oo this, do we want to push the conference eall o 13

r2ok ? ,-:r—f? *‘Cf‘f‘ ;FBs}l b6 -1

Frore ”ﬁ“'

Diate: 11/D4/2016 7:26 PH {GMT.0500] | A
To: "Bowdich, David L {DO) §F8§§| |“‘St&§n1&;a€;?},:Mi-chasei B. {oo) frey”

00} FBY
Eames A, EQQBF}‘ {ggg}l

| "Kortan,
Wlichael ¥, (DI (FRG "-Semng, Jason V. 0D TERY”

Piioffs, Jonathan C, (CO) {FBYY
Sulject: Fwd: Request far conference call ’s:rs‘:dg;&

Hal-in info balow, 10:D0 tomorrow

b6 -1
b7C -1
b7E -6

ces stj
""\ubgent* RE: Request forconterence gall &i‘i{ige

DAD Steroke,

Your wmclasafied sunference call for 1175746 at 10an1— 12pm BT was setip as requested. Instructions to gain
access to the conference call are below, Please forward to all participasts.

FBI (18-cv-154)-9222
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Yeaw pass code:
b6 -1
b7C -1
b7E -6
~---Original Message---—
Fromn Rrzok, Peter & {CD) {E8H
Sent Friday, Mo \fﬂﬂ’t&}wm, 216 653 P
Toe SO0 ' ‘ b7E -6
Subject: Request for conference call bridge.
.Eo-cti -ﬂve*'ﬁ*ig-sias’;. Would you please set up an uniclassified conference pall b bridgs for 12 parties !
2000 Al-nooy ¥ Qmﬁr o, Novembsr 8TRT
Thanks,
Peig
asjta :kwysmﬁ
ﬁ§ b6 -1
o b7C -1

FBI (18-cv-154)-9223
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Strzok, Peter P. (CD} {EB1}

From: ‘Strzok, Pater B {CD} {FBY
‘Sant: _&atqrcﬁd\,«, Hovember 05 2 16 8:46 PAL

Tar

b6 -1
b7Cc -1

a,,- ?‘eioi"ha }onath&n 5 ;LD§ grw-»
.;I‘;«,fimaes {DO) FaY
ravid L. (DO} (F81); Steinbach, Mw&a B (DO} {FBY

Ce: Bowdich, O

We miay be finished with the ir : .
e ma‘g '*‘e'in a 'WS:‘ﬁ‘D“ﬁ' *:’:3 -g:cm\.f d& an undate ni’QUﬂd 1{} is: *ﬁere interest ina ca§§ at 1{} m gcs Thmdgh

- “Rybicki, fames £, (DO} { ggi} 6

| I” 2ok, Peter P, (CD) [FB] |Pags, tisa C. bs -1
{OGC} {FBY |-";iiende-rsan;,_ Trisha B. {OGC} FBLY L7E -6

| |osc sen] [Putoffs,
Jonathan €. {CO} {£81}] Ferring, Tason v, [CD] [EEN

| |“§~,m‘tan Wichael B {DO) aF%.z"i
Co: "Bowdich, David L DOV {ER [Stetmbach, Miichas! B. (DO} {£BY"

Subject: RE: Drafting
PRIVILEGED AND CONSIDENTIAL ATTORNEV-CLIENT PRIVILEGE
ATTORNEY WORK PRODUCT DELIBERATIVE PROCESS

Thanks Bifl

%

Your conutnents ke sense. That sald, vou now have methinking that

b5 -1, 2, 3

Whiat i we try

p ; - b6 -1
=¥ Oriast b7 -1
Date: 11/05/2016 5:14 PM {GMT-05:00] o b7e 6
To: "Baker, james & i@{l‘; {eaiy I‘.ﬁx*’mé-ﬁ&i, arvies £ g“m ‘F“‘?“
| [ser rzok, Peter B, {CD) (5B} ’P‘age, Lisa €,

=T |H‘qc§pmﬂ§2l; iR

I_:' T o (lg_w_l'jq.)—gzzg




Obtained vig FOIA by JudiCiT VVatCH, M.
& H.“(F

l_g Tason V. (LD) (FB T

N b6 -1
NMatta,

Natr* b7C -1
b7E -6

[Xortan, Michael P, (DG} (81"

e €4

[Stetbach, Whchas! B. (DO} (FBY)"

Subject: RE: Drafting

Hm Bakers

i

Bt

the the most recentversion of the statemen

LIRS ER Y

b5 -1, 2, 3

b5 -1, 2, 3
b6 -1
b7C -1

b5 -1, 2, 3

FBI (18-cv-154)-9230
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Thank you,

b6 -1
b7C -1
b7E -6
|\Dr&an .m ichael :
I
Subject: RE: Drafting
PRIVILEGED AND CONFIDENTIAL
ATTORNEY-CLIENT PRIVILEGE
ATTORNEY WORK BRODYU
DELIBERATIVE PROCERY
Eolks,
b5 -1

Perpur conversation, below is a straw man for discussuon
Note that my comments are inALL CAPS and in bold talics

b5 -1, 2, 3

154)-9231

e



Obtained via FOIA by Judicial Watch, Inc. b5 -1, 2, 3

b5 -1, 2, 3

inal message -
d\s James £ QD{} ;»gg

i

i

4 1
< 5
ﬂ?

— {Coy FaYy”

| |“Pa§e {iza € {OGC) (PR [“Baker, James & IGEY
§‘FEE}I | ! -="a‘-§j'E§“§f-3R,} T‘”i:uﬁa 5 S’,O‘uf?{i‘ﬁi}“

loces (Far |'sotta,

“Steinbach, Michssl B, (DO} {Fai)"

b6 -1
b7C -1
b7E -6

fSevised varsion besed on fnput Wesangiscuss &t

Spmiupdate calls Thanks!

Dotober 5, 2016 132735P8)

b5 -1, 2, 3

FBI {18-cv-154)-9232



optamea via r OTA Dy Juaicrar vwartch, Imc. b5 -1, 2. 3
r r

tah, Michas) b6 -1
b7C -1

b6 -1
b7Cc -1
b7E -6

Thanks,
B

FBI (18-cv-154)-9233
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Strzok, Peter P, {COY [EBI}

From:
Ta ":3?1'9 b h ?‘ﬂiﬁ?ﬁ?séi 5. {DO} {FBi}; Bowd
CD} (FBY; Rybicky, James E.{D v i: Baker; da
"} {FBIL: Anderson, Trisha B: {DGL) {F8: DEC) (BB :'?c_ll
: Mwha&i 2, {DO) {FBIY: Herridg, fason V. {CD) (FBiy M&ffn, ionathan €.
;zBi}
Subject: e update
Pal in fur 10 balow.
rinal messape soosee
b6 -1
14/057T0TE T2 PR RAT-05:001 i
Streok, Peter B1 10D (£BY
34 |
2ot RE: Regquest for conference call 1 bridge
DAD Streok,
b7E -6
b6 -1
b7C -1
b7E -6

FBI (18-cv-154)-9236



Tk BHG

AR

Pete
Yor Postrrok Y
{eerce O

e
{3
:->I

S HEGUEST TOFEeTaE

SOC, Would you please set up an unclassified o
oontenorrow, November StRd

stant Director, Branchi

vision

Obtained via FOIA by Judicial Watch, Inc.

nferanie call Hridge for 12 garty

b7E -6

for twg

b6 -1
b7Cc -1

FBI (18-cv-154)-9237
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Strzok, Peter P, {COY [EBI}

From:
“Sant
To:

?{Dm g,, 35} bage‘gﬁa L ;QLC; €"B
GG risha B: {DGC) {F8Y;
ran, Msaha&i B, gﬂ@} {FB Herring, fason V. [COY o), Motts, In

b6 -1
b7C -1

st for conference call bridee

Subject: 4

See dial in information below far A0:00 EDT conferanca call,

b6 -1
b7C -1

fon; and | r:ﬁ"'hgﬁeted our ravtew of all of the potential HRC work emails on the laptop. We found

O, pcteﬁtﬁaiiy cigssifiad emails on the media. Pl cleoulate commeantz 1o im's

el

s, and we will

b6 -1
b7C -1
b7E -6

&"}afe - ini}ﬁf e 1154 BN Q‘: AT05:00)
: "Strzok, Pater B [e ] (RN
0 |

‘\ubgﬂct* RE: Request for conference call mad&‘e

i

Hhas been set up 35 requested. structions to gatn access o the

Your unclassified conference tall
conferance call are as follows:

b7E -6

=

¥ When prompted 1 4o so, please enter your pass code

*if vou need assistance, please call the SO0 s main murbed

N\ THE CONTENT OF THIS EMAIL 8 LAW ENFORCEMENT SENSITIVE [LES)
Y Forwurding this amsil or its contents to 2 nor-govemmaent saesunt is prohibited

b zzzZzZZZZ22ZZ

FBI (18-cv-154)-9242
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{ N

o

"‘"T"(‘

s,

Strategic mation and Dperations Center {51

igtee)

£RE Headguarters, Roon

—D¥iginal Message——
Fromy: Staok, Peter B, _"C"}‘ {
Sent: Saturday, Navember
Tor SO0
Subject: Request for conterence cail bridge

Good evening SIGC,

Would you please set up srunclassifisd call brid dge For 12 parties for 1} howrs tomorrow {Sunday Bt

fromd 9:00 AM to 5:00 27

Feta Strrok:

ocy

bé -1

b7C -1
b7E -6
b7E -6

"’(
oy
ot

FBI (18-cv-154)-9243
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Strzok, Peter P. (CD} {EB1}

From: Strrok, Pater PL{CO}H{

Sant:

Sunday, November 08,

Tor Baker; lames A, ki, Sames £ {D0]

b6 -1
a,,- wofa; }onathun 5 iLD& gn-» H 333&*1 ‘%ﬁt iCD} Fﬁii* Kortan, b7c -1
;l&schae; {DO} {FBY ‘

€e: Bowdich, David L. (DO} (F8H); Steinbach, Michias! B. (DO} {FBY)

Based on fiading no riew potentially classified email on the media. L thiny b5 -1

[Fiave cuf and pasted Rever

Octobier 5, 2016 {2:10PM)

b5 -1, 2, 3

rre Gssgmaa messdge et

bé -1
b7C -1
b7E -6

Yoi ?me&.‘tag‘ £< ’*fs* sx::._‘a},. sFEi | [Rvbicki, James £ {DO} {FBI}"
E [y s - .- N ROpE JREEY I

FBI (18-cv-154)-9251



Obtained via FOIA by godicrat-vatetrie: ) b6 -1
straok, Peter P, {CD) (FB1} ‘Page, Lisa G oo o1
i@*ﬁgi 5FS§§F| |35=§K§gevf.bﬂm ¥ £ {UHL; PrRNy , b7E -6
loccy (ray [ steffa,
foriathan £, 0O ERY "Herring, Jason ¥, (L0 FB
Nortar, Michael B DOL (FB] -
CorBowdioh, David L DO} EBY “Steinbach, Blichas! B, {DO) (FBYY

Subject: RE: Drafting

PRIVILEGED ARD € T%YERE&?“E AL ATTORNEY-CUENT PRIVILEGE.
ATTORNEY WORK PRODUCT DELIBERATIVE BROCESS

Folks,

Ber our 1000en donversation, below is b revised stiaws tnan for discussdon, Sgain, b5 -1

\*’i comrments are againin ALL CAPS and in

ot Halics,

November 5, 2016 {1055 PHI)

bs -1, 2, 3

FBI (18-cv-154)-9252
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—meies Original message <o

From: "Baker, James A. (0GC) {rai | b6 -1
1/0S/2016 B:11 PM {GMT-05:00} bre e
T @ 'g:x-s‘ap EUOWL D) i‘*:B 1 |‘“Rﬁf§'}§ skt Japes DO {FRYT
| ['Strrok, Pater B, {CD) IFBY "Page; Lisa £
(DG} TRBHY ’éﬂd&twﬂ;,.ffr\ 3 IOGLY {(FBY
| |G {781 |"tofia,
lonathan O {8 {ERY] "Herring, lgson ¥, (LU (PR
Kr:&rtan, ichae! B {DD) I8
Ce: "Bowdich, David L. DO §€§S "Steinbach, Michas! 8, (DO {FBY”
Subject: RE: Drafting
PRIVILEGED AND CONFIDENTIAL ATTORNEY-CUENT PRIVILEGE
S%TTQQNEY ‘&‘QF:V BRODUCT DELIBERATIVE PROCESS
Thanks 8L
Your comments make sense, That said, you now have me thinking thal
| | b5 -1, 2, 3
What #f we ty
e g ipal message cremeee
From: “Priestap, £, W, {CD) {F8i]| |
2016 5 1& F’\*? {EMT-O5:00
ao) iran |"gybick. tames £, {DO) {E81
| ['Strzok, Pater P, (L0} (PRI t‘?age Lisg o b6 -1
féﬂdﬁrwm Trish: £8 . b7c -1
¢ |"sanita, b7E -6
jenathan G {CD} (FRY] | _ ['Hering, Jason ¥, {CD) (PRI}
| ['Kortan, Wichas! P {DD) §F§3»§.}s_z| |
Cez "Bowedich, David L. {DOY {v8Y "Steinbach, Michse! 8. (DO} {FBY”

SUBBCE HED Urathing

Jim Bakern

{ ke the raost recant vorsion of the statarment,

b5 -1, 2, 3

FBI (18-cv-154)-9253
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b5 -1
b6 -1
b7C -1

b5 -1, 2, 3

Ho need to raspend to my comments vis emadl

Thank you;
Bill

|3nes“im:f £, qu {F B} b6 -1
[Bage, tisa CoiDGC{EBN b7Cc -1
b7E -6
Ealcim]
{ 8 [Herring fason
©. {20} {Fay |

FBI (18-cv-154)-9254



; ; igial Watch, Inc. o
C: Bowdich, David L tnal (eay] |%emt=azh Alichas! B, (DO {ERi b6 -1

b7Cc -1

- b7E -6
Subject: R Dravting

PRIVILEGED AND CONHLENTIA

s

ATTORNEY-CUENT PRIVILEGE
ATTORNEY WORK PRODUCT

CiELIBERATIVE PROCESS

Falks,

Per cur-conyersation belew {5 8 straw mer Tordiscyssaan

| [Mote that my commeants are fo ALL CAPS and i bold italles,

bs -1

Jim

Oetober'S, 2018 {2:10

Ll
iz
v

b5 -1, 2, 3

b5 -1, 2, 3

FBI (18-cv-154)-9255



Obtained via FOIA by Judicial Watch, Inc.

b5 -1, 2, 3

|"Strzok, Peter P, (0D {FBY"
|“‘%a5¢er~ james A {OGC]

bé -1
b7C -1
b7E -6

I”'ﬁmde’-ﬁ son, Trisha B 2 8
t@*“ c; |

'viofa,

[Kortas, Michaed B H00Y {E8H] |
by David L 100} {EBI “Steinbach, Michas! 8. {DO] (FBY"

e Ipm update call. Thanks!

Revized version based on i inpul Wecandiscuss

b5 -1, 2, 3

Lurrentwgrsion,

"""-Gi"\,,*ha Mt‘: EBEE

- R A b,

FBI {18-cv-154)-9256
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b6 -1
b7Cc -1

b7E -6

Tr BOoWOiEr:, Devid L I Em

SWEecy rateng

g shoid mest 10 the 80 s conderence Foam

Those i

FBI (18-cv-154)-9257
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Strzok, Peter P, {COY [EBI}

From:
‘Sent:
To:
bé -1
b7C -1
Subject:
They have not. to my knowledge
st Orginal mess SAEE <cmmmrem :
Fromiy imc*r*aﬁ\ i"f‘ismae\ 33‘ ;D ) ‘{F-Bi}' :sc‘ll
Vi Lakerwames& §Oxs§ iw-B‘} "Sirzoks Peter B {CHH {F :
| |"Page, Lisa €. {OGC) {8
(e ‘
FIEREER _
[Steinbach, Michae! B. g{'*O_ ’?Bci
I'prisstap, £ W, €D} {Fai] ['ioffa,
Jonathan L. {8 ?8%}‘1
Subject: From \a Host—{ongress given access i emasis'
| b6 -1, 3
' . b7C -1
_ , . bTE -6
I}u’s’-m‘ d Ii{mﬁam
(00] FRY I
3_-}'.‘.1"!21’;55 ‘.E‘D E‘]CL”SS k{
HEp 2550 00 emalis
Wein iz thattrued
be gé\“&n‘ B
?‘E1.a;ji~§és;,_
bé -3

Sent Sepmemy Bhone

FBI (18-cv-154)-9259
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Strzok, Peter P, {COY [EBI}

From: Sirzok, Peter B {CO}EBY
Bant: Sonday, Movermsber 07, 2016 10:38 AM

o ek

Taw Prisstap, £. W, {CD
(Fal: ?dge, tisa

‘Subject: Fuwd: The real story behind the
Times

s Hillary Clinton investigation - Washington

‘,s
'r;'

s . © b6 -1
Bill - this s thearticlg mentioned C Bb7C -1

httordfmanashingtontimes com/uews S0 oot/ 31 fthe real-ctory behind:the-fhishiflary:clintondnwd.

The real story behind the FBI’s Clinton
investigation

Despite criticism from both major parties, Comey has
acted with honesty

8y Ronald Kessler
ANALYSIS/OPINION:

Rarely has the F81 been so embroiled in public controversy. And never has so much

misinformation about its workings been so prevalent.

RREPEE CREREEQES 3 LRSI o eI RTINRE TS IR PGt Vg, TNt YRS SO

FBI (18-cv-154)-9268
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Martin, a former ERY agent who attended the lunch mesting.

About 25 £Ri personnal worked on the case, My, Steinbach sald. Contrary to what

director over his abuses, [ can tell you that all former agents never agree on anything.

M. Steinbach told the former agents at the meeting that he was disappointed that so

Martin became a Justice Department prosecutor. For 25 years hewas in charge of
proseciting all the espionage laws, including Section 793{f) of the federal criminal code;
the statute that is pertinent in the Clinton investigation, Among the 76 spies Mr. Martin
prosecuted were lohn A Walker Jr_, Jonathan Pollard and Aldrich Ames.

During those years, Mr. Martin tells me, he never used Section 793{f} alane because,
while that kaw makes it a felony to handle material relating to the national defense
with “gross negligence,” it is unlikely a jury would convict a defendant on that charge

alone without a showing of criminal intent.

w's decision not to prosecute, critics

should have recorded

FBI (18-cv-154)-9269

have marshaled a burgeoning number of non seqguiturs: The
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.She ahmuitﬁ Have heen placed under oath, She

iy

E’{‘S’BUEIM@ interview of i

S@muid %‘\ave recommended

;evsé@ﬁce, The fact that he gave &mstes:i mmunity from ;}?Obeﬂﬁtiﬁﬁ to key

means he was gsum hera breask. And B

lied repeatedly about her use of a private email server for sensitive government

business to try to cover up her Eg;eginus; conauct

But except in unusual circumstances, the 5 not recard interviews unless a

subject is in custody after an arrest. Lying to the PR is a crime, so there s no need to

place s subiect under oath. The fact that

irrelevant in a criminal investigation. fﬁﬂgﬁf it sh& iieﬁ ta %zhe
could she be prosecuted. And polygraph

interview was voluntary, never ‘W{:’rukﬁ;haye amentea to takmg a pol ygm ph test,

By eliciting s “ation, | 3y avoided ihe delays that her high

powered lawyers would haw %m;msed i a grand jury had issued subpoenas. The fact
that

to gather evidence to indict his target.

¢ gave limited immunity to aides demaonstrates how determined he was

Finally, bad as it may look, whether 81 official Andrew McCabe became [81 deputy

director months after his wife received Democrats’ campalgn contributions and ended

her unsucesssful run for the Virginia state Senate is irrelevant. Sois the fact that John

Podesta, | s campaign chairman, had dinner with pals who included his

longtime friend, Peter Kadzik, who is 8 lustice Department legislative affairs offical.

Though everyone knows this isn't going to happen, now both Republicans and

Democrats are calling for ¥ to reveal exactly what th found on g laptop

relevant in the newly discovered :é-mai-ﬁsg %h’e’fﬁ‘e wttuﬁ-{f 'ha‘vefhesﬂ no 'ne:eef to reopen the

investigation. By its nature, that investigation will take time.

Oince the new evidence was uncovered by his agents found himself in 3

difficult position. 1 he had kept quiet about the reapening of the investigation until
FBI (18-cv- 154) 9270
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after the presidential election, he would have been accused by Republicans of covering

By disclosing the new information before the election, he openad

up for

hi mself to being accused by Democrats of favaring Donald Trump.

As he did in laying out the evidence against M ata press conference and

calling her actions “extremely careless,” chose the right course by being

heonestwith the American people and updating them on the status of the £

investigation so they could judge her conduct for themselves.

* Ronold Kessler, o former Washington Post investigative reporter, is the author of “The

Secrets of the £ and “The First Fomily Detail: Secret Service Agents Reveal the Hidden

Lives af the Presidents.”
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Strzok, Peter P. (CD) (FBI)

Subject:
Location:

Start:
End:

Recurrence:
Recurrence Pattern:

Meeting Status:

Organizer:

Required Attendees:

Importance:

Canceled: DOJ - FBI update
Conf. Room 4017

Tuesday, October 04, 2016 11:00 AM
Tuesday, October 04, 2016 12:00 PM

Weekly

Occurs every Tuesday from 11:00 AM to 12:00 PM effective

10/4/2016 until 11/16/2021.
Not yet responded

Strzok, Peter P. (CD) (FBI)

Toscas, George (NSD) (JMD)l

NSD) (JMD); Laufman, David

NSD) (JMD);
NSD) (JMD);

[NSD) (JMD); Page, Lisa C. (OGC) (FBI)

High

bé -2
b7C -2
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Strzok, Peter P. {CD) [FBI}

From: ‘Sirzok, Pater B {CD) {F8Y)
Sent: Wednesday, November 09, 2016 6:59 PM
Tor 81}

Subijset: aton Sswloming

oy evew politico.commagazinefstory 2016/ 11 M larnclinton-loses- 201 S-election-2 104397 o=ap_a2
B b § Y,

side the Loss Clinton Saw Coming

Publicly th

er chances were ‘atuays fragile.

v seemied confident, but in private !
By Edward-lsaac Dovere
E*\ewem Eﬁ‘ﬂg zf}i&

“We have sowe news, Kis novgond.”

Hillary Clintosy's commurications director Jennifer Ralmierd filed the eandidate i .as the plane landed
i bowa, with campalgn: mmggerﬁﬁbb‘; Mook in me huddie, fim Comey's ietter had bit when they were
st in the air, without wifl, and now they were all atance mmeswﬁg the news and & game plan and
the worry the FBL ;m_ecm had defivered an “existential” hit to' 3 campaign Slteady more nervous than

hiad been letting on:

Clinton was siting up in her private cabin, chatting with childhond friend Betsy Ebeling.

“You knswrwie weren't dong,”

&

oicd them with s slight smile. "Sohare Rig)

3 S3

{ knew there would ba. something,

i

Here itwas, Agaln, More emails, pretty much the ondy thin _‘naf.f-f campalgn was abouteven hefore it
startad, And for Clinton, wha sees her life as the story of battiing back unhinged and unfalr partisan
attacks, this was the latest raund of Them against Us.

Everything that Democrats and pretty much anyohe else thought they understood about golitics was
wronig this year with a re m:imﬂ exclan atn:m maﬁa: ;uesday mg%*, As% mmn-{ th:s mﬂa(ed anke a
t hut.never fyght i Y

,ras,ed, u.ﬁd th-e‘g-fas,ed. =1

Cinton and her pperatives went Into the race predicting ber bgzest nroblams would be nevitabiiity
ERCRE S RUN SR R ORI TSI TR SENPE TR TR WS CTTURE VoL ok DR TR - SHSENC R U R W RO CICRNTINE, [CB0 C EPUNS R T ERN
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ENIE SRR LR MU SIS TOE i AN PRSI T ST LOWEE BOE LY DRI ST L S LR

'summed ih“m TE“E\; recogmzed mal Sanders and Trump had m'"'ﬂm‘g defined the: problerm—

3di WYY '.'govemmenﬁ'——as d‘tna? _linton &t readﬁ, ARYVEL

emall saga and exten ded revatations about the Clinton
ant strategy completely fmpossh

' sx; : i?_ wasn'y e.nﬁt;igh;

T%wat wasw en, i

e white Rer opponents had movemsnts,

, : ; fore o muke adem, &
,imn paranoia might actually be right, and a devastating beli
uade Amercans to vote for har '

SEOEE rhat fhedr {:am} ::ia%e 5 persec:
they might neverp

R

There was no way 16 generste momentum,” “oe top adviser said,

Fra sdmitted that schdser; and 1ssues related to
m Clinton's Tasmrabie ratings:

Any gmsta\,e story ime from Clinton “was always §
i § j~new§ab§y *smpped SerEY any uptick

“This bas been a Eampasgﬁ tifaai bas *ﬁrw&d esymoments,” Book sald in an interview inhis office, Iy
ﬁ:he-;b‘ i seek hefme the election, “When voters sée the

_h x s‘cﬁ FiGY t:;st«::;p:a@:«ﬁ;i-_, he normalizes, He become
Trumg.”

*‘EfS sPe ihe

Al aidﬂb-,' Mook was. dialing David Plouffe, the Obama 2008 campaign manager who was the pers
wha coul d see the iong game, who could mock thie bei:i- wetters; ?sauﬁe fad wsheu {linton to hire
Mook for i‘he top job i 2015, and in the spring, when Clinton nearly lost fowes, got. f‘ream?d in Wew
Hampshire and was so D"T'edsé sbowt Sanders in Nevada that Mook could have gotten fired, Blouffe
nmved n b save i, He'd heunme Mook's campaign. theragist,

=

The polling drop since the third debate was waorse than the camp had been counting an, Mook worried,
and with Wikiteaks every day dropping fresh chum in the water fram campaign chain

Podesta s emsil hack. nothing else was breaking through.

wat fohn

Monday night, & week sut from Elartion Day and the F8ifatlout still pulling points off their dally
intermal numbers, B ouiffe calied Mook back.
FBI {(18-cv-154)-9282
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:R e

DT,

‘“%auidnﬁftfgﬂu:i ke tobe back at that e joked about i”ae problems breaking through befa

They gotused tothings going WFODE, &5 \*hev had from the very beginning:

Republica '
2815 ""'*M?

E} £ B, ?&:Mia st d

Clinton CRmE gq press.secretary- Brian
Podasts, wanted 1o leak the NEWs to ‘th
himn to walt to see what top afd&ﬁ:’ Sighist
WES SWOER i

Asghe sped through the xeie-ars.--oi'c?»&maiiﬁ*m pregher former boss, Mills watched ov live telewision as
Clinton's van §'e-ﬁf.‘ ransion and made fts way to the Hill. About 20 minutes igter, the doars burst.
open and Clinton entered flashbulbs stpping behind her. She qa*etis,e ook a seat nextio Su iiwam wha
began waiking her methodically through the binders, page by page, emall by emall. §mmn o
time to take notes, nodding along snd signaling to Sullivan to move on when she had grasped the
cantext of t

it have

e emails.,

They dida’t make # through one full binder before Clinton had to go into the hearing room,

*Well, let's gt this over with,” she said as she stood and headed forthe stand.

Ssve ret wed ‘19;’ »\E‘Ja% en %e&m ith lh& ﬁe was the '“ader tnp\;_ i:-;@aﬁxE‘&iaE@“fQﬁﬂw intowhatwas
already shaping up fo be a dejecting primary batse

s

“*i rems;.ded peome m‘ eaeryt“uﬂg

d

13 fnner circle for 2016 crystaliized and has
=, Podes

But two even more gs happened thatday: 1 :
ta, Paimier! and Huma Abedin-all
rate with tekeout food,

remained slmost iy EﬁEtrab e singe, with Sulliven, WY
tnvited back to Clinton's house i ¥ fashington aftehward (o cele

B
3
3

And & removed Benghat! from the list of sttacks that could be credibly leveled against her in 20186,

Al that was left were the emsils. They never could escape the simails.
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m l‘- : .
the standard kiss o in : : o wartiing frie d fam;ﬁ; in E}raz.e
f{:.n Humilia ating news stories aﬁ}ﬂut &emg sacﬁzed i}ﬂep into the prifﬂaﬁe._,‘_ thf—y were stiil r*akmg the
same joke about problems oa the harfzon, "Don't worry about W be for the second team to!
corve in and Rk ' -

f deal'

b

nat:—‘ét

“she made 3 decision that this was her team,” said lim Margolis, the man behind mary of the sds and
most of the convention planving,

Clinton picked Wook, instead of promoting 2 campsign m nage - put of lovalty from her own iinetr
girgle, S’ih:e--pe rsuaded Podests, who had kept his distance iv 2008 because hedidn'e getalong with
pa:“ ;rsmng 3 gss~ ?ﬁarﬁ( ﬂem‘ £ Join as the gidding hand and the hu%fer for all the “friends o

e Shre

ed

“ﬁa@k aﬂd :&m“egszt Eaes Benenson bare Iy s aa‘w:e tf:i'ea‘ch‘;af‘therif'ckrthg*mch.\h ﬂf *-mr bai_

roles.

want t.-:z, ;10* be t%} em gither.

The emalls released by Wikileaks created an odd sense of hierarchy: You don’t want to be in ther,
ohe aide explained,; but you dop't want to not be in them, either

‘i’cavw -
consultants, P-ec;pie had NOVEF SBBS mﬂhang \s;ﬁca. the;emai averyone in tﬁe et= e*mg got’ fmm Podest
after that,

5

The key on their end, sides agree, was learning not to.surptise Clinton with bad news. Elght years ago,
gétaﬁer:?;es ther kept not realizing pr not telling her that Dhama was going to win, Maybe they were
sy knifing sach other, 3E‘:;§ammg the-losses ‘on sormething that someone slse did wrong.

“& he d@em t micromanage, but she wants to krimee what Is gotng on, especially ¥ things aren't working.

5 W

according to our plan;” Benenson said,

b2

e thie éms;mx:i'fs‘za ight be

waorst was New Hampshire, the moment when Bsm&iwagt ally folt like
he was poing to lase: He told

shifting undertherm and Sanders would run away with it Mook teld he
Bifl Clinton too: by 20 points,

Deputy communications divector Bristing § Schake sentan intemto gst 2 big supsermarket layer cake to

FBI (18-cv-154)-9284
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ton the mood, .

old the statl; diggine i

e pressure Cliston Telt to stog Trurap was unnerving, her aides said:

&

“I've gotto defiver tonight,” she sald In her final grep befare the first debate {“the moment of
max;wmm pertl,” ongaide mifed i awkwem‘w byt S“rskmﬂ_‘g %or aiden a:.mr*sed by h:;x $ Scared shes

v

avas feeling dhmqt“usa ing the last person to Stop & person she ger

looked hdbp’\f a‘m ostas if -whe: were tﬂ;{ﬂ:‘gmg. &

S when @Gm'éy'éhiéﬂkzgxp"*~ =S tamga@np 11 days befare Election Day, to snnourice new Information i
the emall probe, Clinton's s tearn insisted on offense.

Butthey knew it changed the math, made Arizona slip just out of their fingers, destroved any chance of
a really big or clean win, even with that "Never mind" letter from Comey oit the final Sunday,

as.ing Clinton around the room during debate
 then grabbing Rer'in & bear hug, both of

e 15 ri Las ¥egas when Clinton deliverad the line
that Emnwad had COHTSE ag t“i &i’mut §mw Tmmﬂ had ey ante. Lamo.a n&d- that the Eramys:

were vr§gge:d and when be Alec Baldwin'd 2 "Should'va gatti:m #"

it the microphiong,

Eut fm}ge wwe *he xceg:stamsn Bes\ saven. mmuteq of mp, aast 15 mmmg r:sf "w ;“ *“-*‘aim e haf*

'thaa.'s kapt hitg s,u:'swed T
of Amerca were out 1o get L§?m’oﬂ——:5ufn?‘ "‘*5:‘5«3 -thairminds, that & e'q-aniveda + Eat fo -wpwmmg
the cmﬁtn g :momad to b about clide nm the uime House without vy real examination of his

finantes, his temper ament of anything plse

s team released 5 seven-minute vdeo, entitied “The Story.
s A is—:b*‘atmg with aides, sleeping on Bill Clinton's shoulder
niight after 34}«& ne Mew Hampshire,

Oy fhe ‘:‘}amrday hefarazz the

a5 ‘iE‘tE" ﬁp W thmu@gn the

e~y sy

There were guttakes from Clinton’s announcement wWideo. "t know you think Y crasy, You're dght” she
augifb into the video ¢ samers.

“Watching that,” onetap aide said, "You'd think the campaign was 5o much'

FBI (18-cv-154)-9285
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Witk I grrent Svomd o e ot S wat ST bt nes e S0G0 punrle mapreitel 0

o sty ot Sovm T iden, autiede A
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s

From: Strzok, Peter B 1CDYEBY
,:Sé‘ﬁ't:' '
Tae

You could share this wit

httorf f&;&%’fﬁvgmﬁ;ﬁ:‘scmf J0L6/117 10 pliticsddons td-trumg-transition-drafn-the-swamp/

b6 -3
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Streol, Peter P, {CO) (FBI}

From: Strzok, Feter B {CO} {FBY)
Sen* ?ridav, ‘\ﬁﬂvem‘% ’E v 1;1? :
Ta: Page, Lisa € {OGC} {F8Y,

subject: RE: FYSA

Thanks

3 {FBY]

“Strzok, Peter P, {CDY {FBYT

DB S 58

G et man sreardingde. Thanks,

uid probaiiy plan toholduntibat lsast

b6 -1
b7Cc -1
b7E -6

b6 -3
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Strzok, Peter P, {CD} [FBI}

From:
“Sant
o

S“bﬁ&t&: :

Axtachments:

b5 -1

From]  (FBY
Sent: Monday, November 14, 2 2016 11:51 AM

oo Strrek Batar g E:‘“*}l ;a-gg}l |§GD§ {ng b6 -1

b7Cc -1
DOLES
& é b7E -6

|
Subject: FW:

Sent: Monday, Nov ember. 14, 2016 1130 AR b7C -1
o Do) {ray

& got this in the mail today. Amy tath to it

FBI (18-cv-154)-9317
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ARD AEARCH WARRANTS

AFRIDAYTT FOR A DRIBVHNALARR

awing boan duly swom, hoeralyy dapose and st

s

3o This affidadt i mnds i support of s ovhmingd complaind s srissh warsnh,

3

o Py Spoci! Agent {84] with tha Fadersd Bursau of Iyvestigation (PR and hove Beey smployed

for 18 verrs, currantly ascignad to ths Washington Beli Oftiose 1 bave seooead sxtanshee
trafning o white collar ooy, Hnonds! orlimey, money undaing, Presod, conspliragy, s

renon, N sworked by s countesinteliigence Pold for spprowimetade 18 yeas

af oy spans

s arsaiiaey hneohdng R

Tgations and Hraign counter-ibiailigancs tainlingg, | havy Baniliarty with the steategy

faoties, mathody and technigiss of Kranslin, KGR, and other Rusgisy sntitisg angd thely sgenty,

N

3. Thivefdadt v eobroitted By supportaf s spstication for s complaint and srvest warrant

charging DONALT HOMN TRUMP with conspirsey 10 comemit ssgdons

i Yy

FRa{c), and for appioaticon Tor o 13) sovvdd warvants to search the &

& The panthouse rosicenes ot Trimy Toowen T30 8 8w B

R i e o Ny
Ths ragidancs & Masaeday

&0 The ndforpathm provided s thiy
pbitained from public records, bfemation provided feme by other lawe srdorcsmant sganaias,

et ot soudoss lioated hevein,

holisve DUONALRD IONN TR yislatad Tide

%o Sssedon the information, Hhwve probable e te

3

U5 Srimdaad Code by colluding with domestic sed fovalpn officlalg

S deaevdy i & Hayd e a3 S5 b Wi % R S
SOREHE spionage, incheding but ot Bnilted to obtaining Slassified national shaeiy

o
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Streol, Peter P, {CO) (FBI}

a

From
‘Sent:

r15, 3016 854 AW

¥

Tuesday, Novermh

-1

Xl
o]

-1

b7cC

N

Reers, thzeheth R

£

a

¥4
v

)}

i

Tk

£8L; Moffa,

T

8

RE: Answering the ma

Subject:

AT

—eianed i EiS] message —oes

-1

b6

17 P {GMT-0500)

016 &

-1
-6

b7cC
b7E

['Strzok, Peter B, (CDY {FE

Y

T

ag ihemal

e

SRV

AR

Sumyect RE

-1

b6

-1
-6

b7cC
b7E

subject RE: Answering the mail

14,9016 1:39 98

-1

b6

-1
-6

b7cC
b7E

33

Sotfa. jonathan C.{

L

oyerabet

e N

Frown

(F

5

i
g

L1

Beears,

o

e,

beth R |

ek

)

1he matl

. ';3'
1E

‘REr &5

Subject
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nc.

N
ERCE

b6 -1

b6 -1
b7Cc -1

b7E -6

|Bzers,

EESET

subject: HE Answering the mail

I'm available witd nid-day tamorrow

- m{}fﬁi‘

b6 -1
b7Cc -1
b7E -6

Tmat atwo-day CLE. T conld meet tomerrosy at noon, 56 fon 1€ 85 }}wp' = don't mind £1 eat. OF course, feel

‘f‘”Ef‘ to-meet Wxthm:st me teo.

I}a;f-. SO0

T

b6 -1
b7Cc -1
b7E -6

| Strzcke. Poter B (O (PRI

:-,t-"nﬁa Tonathan O

' WOTFRR

B {DONTRL]

['Reers, Blizabeth

Team,

[EeaYiaa

b6 -1
b7Cc -1
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S‘iﬂﬂ.k&. Fateor P ﬂﬁ PR

From:
: Sent
T

Great

Seeret Backdeorin Some U5, Phones & Sent Data to Chinag, Anabests Say

By MATT APUZZ0 and MHCHAEL B 5

£ 53y

;g:twemgm&s‘;_i‘-e;f:&?cirt fix -t;ci“ed hﬁ?ﬁ&iﬁgé:ﬁ-ﬂé.

international customers and users of disposable or prapaid phones are the peopie most affected by the
're But the scnpe {5 unn eat TQP_‘:}Y‘“P&P‘ ¢ _aiﬁy tna“ mﬁt the spftware, Shanghal Adup:
NG ?l-':ﬁhﬂ!"e_u t:afs.a m‘}e&’ smar

S8 a"‘teﬁ the
& Chingze

server. The m:sde comes pr 33 sai *aqd Tom
ﬁar*gg;arm‘aa* =¥ m-n.:.e---ps_es-igtiem FRr ": ;*'v_-i irer, wihich s based in Faifa &, ‘E’V&iﬁ: ‘s‘f wou wamte‘d 0, You
woulda't have known about it he satd.

Security experts frequentiy discover vuinerat §§'§t es i consumer electronics, but this Las\e’m
emnpt sonal. Hwasnot a b‘ug, Rather, Adups int entinnally designed the software to helpa Th
afacturer monltor user behavior, iat.t‘ﬂ:"ti:"ig"fﬂ:a-. document that &dups pmwde,‘j Cr ORP
the pmh%em o BLU execy tives. That version of the software was ot intended for &merican phcwe&
the compary said,

"This fo & private comgany that ma&e : mistake,” said Lty Lim, 2 lavwyer in Palo Alt, Calif., who
repfesents Adups,

: ‘mr-e:e}i‘i Lme aehav‘ 5(}& mam:‘
yeas*s;,th& Chinsse gcwammewt ‘1&5 ysed & ’»ar*ew t}f me“%x}ds to f;ate -and track intemnet use and.
monitor onlite o rsations. It requires technology companies that pgerate In Chiva to follow strict
rules. Ms. Lim qagd Achitix was not affilia

stad waith the &

h §5ﬁes.e

Chiness oovernraent.
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L n s T S ey e % MG e v K v n e R s i e S LNNA A meamc A8 RS % neehiem 7B L mie sne e e dmm n e e

At the heﬂrt af: *he issue is aspecial type of sofhware, men a5 fsrmwar& that %e§§: phones: hmw )

X _f-idezifhe mde that lets co ::r nigs 1

wra‘r‘u}pdab&:i' firm
§ fcrmaﬁ::m E‘ﬂ. W thatis

toits website, Adups provides sof
"u‘on‘d 7T£ and Huawei, Both are based in O

celiphone manufacturers inthe

Al

¥

Sarnuel Thev-Fian, t‘he chief exscutive of the Horida-based BLU Products; said: “it was obviously
something that wewe e not aware. of. W moved wery guickly o carrect 10

He added that J\du*}s had sssured him that all of the Information taken from BLY customers had been-
fdesimypd

The saftware was written at the re q e::t of an unidentified Chinese manufacturer that wanted the

‘ Socs, tex* mes ages ar v:is, ot data axszdmg Iy the Adugs decument. Adups said

s by Maﬁy ;3-*1«&;1-&:5
- f: {?‘H‘dw\' QQ§EC‘€‘S
u*m asked for,™ E};:;:saa;i

froomy phones that run ‘Sﬁwic.es--ime -‘ihe G:r:;n:_rgi Piay store. %‘Jat R mﬁd not: mtmde dpwces in E:h-sn_ae
where hundreds of milligns of people use Androld phones but where Google does vot operate because
of censpeship concems.

Because &dups has vot published & Hst of affected | ghones, it s not clear how users can determing
whether their phones are vulnerable: *People who have some techaical skills could,™ Mr Xaryeiannis,
the Kryptowire vice president, sald. “But the average consumer? No,™

fds, Lim caid she did not know how customiers could determine whether they were sffetted.

Adups also provides what R ralls “big dat t5" services to help companies study their customers, “to
»k“mw better about thiem, a&mq what thew ke shat they gse and thera they come from and what
they prefer to provide better sendes,’ -a-ccordmg o Hswebsite,

Keyptowire discovered the problem through a combination of happenstance and curlosity. A researchar
there’ bought an Inexpensive ghone, the BLU B1 HD, for a trip overseas. W te setting up the phate, he
noticed unusual nebwork activity, M ﬁamgiaﬁm: said. Dver the next week, analysts noticed that the
phone was transmitting text messapes tn aserver in Shanghatand was re giste red to Adups, according
to-a Kryptowire report,

Kryotowire took itz findings to the United States povernraent | plans to make itz report public s early
as Tuesday,
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ity said the agengy “Was:
ﬁwﬂtu‘mre aud"ss seorking with our public and
pﬂvaie Cpﬂtar aas’mﬁ 2  valt dentsﬁ; aporopriste mitigat ion s rat%sec

Fecent §"«,§ m»de aware a‘F *he CORCerNS dancevemd by

Kryptowire is s Homeland Security contractor but analyzed the BLU phone independent of thst contract,

W Ohev-Zion, the BLU chief executive, said he wa

hiz customers: “Today there is no BLU dew*e hat

s c::mﬁd»n* that the problem %*ad beey resoived for
: et information,”

Adam Goldman con virtbuted reporting.
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Strzok, Peter P, {COY [EBI}

From; Strzok, Petar B {C@}f{?&%}
Bant: Tuesday, November
To Page, Lisa 0 {OGC _{Pﬁ{&? Moffﬁ jﬂnaihm L. {CD} (¥
Subject: RE:
Sure
b6 -1
e b7C -1
;f‘Lb“LL‘} iR EREI ST : b7E _6
"Motfa. fomathan C, {CO}ERYLY
SUDIBLT WES
Can forward to dd toask Ranmm\,d i they Had heard yilin g:.a;bo:&g;?t:hi'sﬁ?“
e t'Js g\neﬂ age e 7
**'mm o P *cs {LD} {\»Er‘i : b6 -1
; e Ak - © b7Cc -1
b7E -6

Page, Lisa L. {OGC} {FRY”

ctnid-thi- e mameheveshesn-by rfffcd
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{FBI}
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Russian propaganda effort helped
spread ‘fake news’ during election, experts
sy

The flood of’

undermining faith in American democracy, say independent researchers who tracked

Russia's increasingly. EG;BN&KEE&EEE‘E pw;}agartﬁia maf‘hmﬂw — mtimﬁ;ng thumanas s:;f
botnets, teams of paid human m:‘:%is;,“' and netwaorks of websites and social-media

accounts — echoed and amplified right-wing sites across the Internet as they portrayed

Clinton as a criminal hiding potentially fatal health problems and preparing to hand
cantrol of the nation to a shadowy cabal of global finandiers. The effort alse sought to
heighten the appearance of international tensions and promots fear of looming

hostilities with nudlear-armed Russia.
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Two teamns of independent researchers found that the Russians exploited American-

made technology platforms to attack U.5. democracy ata particularly vulnerable

White House. The sophistication of the Russian tactics may complicate effarts by

“to crack down on “fake news,” as they have vowed to do after

widespread complaints about the problem.

There Is no way to know whether the Russian campaign proved decisive in electing
Trump, but researchers portray it as part of & broadly effective strategy of sowing

distrustin LS. democracy and i1s leaders. The tactics included penetrating the

B ey ey
S BIATE
R UIARART

computers of election officials in s

that embarrassed Clinton in'the final months of her campaign..

“They want to essentially srode faith in the U.S. government or U.S. government
interests,” said Clint Watts; & fellow at the _Fvsi.’e;ign-'P@i%w Research Institute who along.
with two ather researchershas tracked Russian propaganda since 2014, “This was
their standard mode during the Cold War, The problem isthat this was hard to do

before social media”
How do fake news sites make money?
Flay Videot:44

Washington Post reporter Caitlin Dewey talks about how fake news sites function and

make money. {The Washington Post}

Watts's report on this work, with colleagues Andrew Weisburd and 1.M. Berger,
appeared on the national security online magazine War on the Rocks this month under

the headline 31

Another group, called PropOrNot, a nonpartisan collection of researchers with fareign
palicy, military and technology backgrounds, planned to release its own findings Friday

showing the startling reach and effectiveness of Russian propaganda campaigns.

The researchers used internet analytics tools totrace the origins of particular hweets

and mapped the connections among social-media accounts that consistently delivered

swnchronized meossaces. Identifuvineg wehsite codas snmatimes reveslad commnn ,
FBI (18-cv-154)-9388
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awnership. In other cases, exact ;ahmse~ QF sentenices were Emh:sed mf sites and social-
media accounts nrapid succession, signali ngame;mi}ersifz‘a@ in connected networks:

controlied by a single-entity,

PropOrNot's monitosing repert, which was provided to The Washington Post in

advanee of its public release, identifies more than 200 websites as routine peddlers of
Russian propaganda during the election season, with combined sudiences of at least 15
million Americans. On Facebook, PropOriot estimates that stories planted or

promoted by the disinformation tampaign were viewed more than 213 million times.

I<

campaign, t%‘s g ;;aggarehefs Vc;:mdgﬁgci, _:wh s-E;;e; Gme{swerev -i.z_sefui ;rj lots" — aterm .-hﬂi’ 13

of the Cold War to describe people or institutions that unknowingly assisted Soviet

Union propaganda efforts.
How to spot fake news
Play Video2:04

Consider these points before sharing an article on Facebook, E*E-L“;G@Liiﬁ be fake. {Monica
Akhtar/The Washington Post}

The Russian campaign during this election season, researchers from both groups say,
worked by harnessing the online world’s fascination with *buzzy” content thatis
'sumfiﬁing and emotionally potent, and tracks with popular conspiracy theories about

how secret torees dictate world svents.

Sane of these stories originated with RT and Sputnik, state-funded Russian information
services that mimic the style and tone of independent news crganizations yet
sametimes include false and misleading stories in their repotts, the researchers say. On
other occasions, RT, Sputnik and other Russian sites used social-media accounts to
amplify misleading stories already circulating online, causing news sﬁgngéihm sto

identify them as “trending” topics that sometimes prompted coverage from

B R IR S F A e R v e AR S e 8 O e R e R e e e
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The spead and coordination of these sfforts allowed Russ tan-hacked phony news to

outcompete traditional news organizations for audience. Some of the first and most.

alarming tweets after N ata Sept. 11 memorial event in New York, for

axample, came from Russian botnets and trolls, researchers found. {She was treated

{ to the campaign trail a few éﬁays*,ia;tera;}il

This followed a spate of other misleading stories in August about Clinton's supposedly
troubled health. The Daily Beast debunked a particularly widely read piece in an article
that reached 1,700 Facebook gccounts and was read online more than 30,000 times.
But the PropOrNot researchers found that the version supported by Russian
propaganda reached 90,000 Facebook accounts and was read more than 8 million
times. The researchers said th@-fzm-ei:&&iiyﬁeaat.smw was like “shouting into a

hurricane” of false stories supported by the Russians.

This propaganda machinery alse helped push the phony story thatan anti-Trump
protester was paid thousahds of dollars to participate in demonstrations, an allegation

initially made by a self-desctibed satirist and later repeated publicly by the Trump

reportsof a g ey and stories about how the

United States was going to conduct a military attack and blame it on Russia — to

Russian propagandaefforts,

The final weeks of the campaign featured a heavy dose of stories about supposed
slection rregularities, allegations of vote-rigging and the potential for Hection Day
violence should Clinton win, researchers.said,

“The way that this propaganda apparatus supparted Trump was equivalent to some
massive amount of a media buy,” said the executive director of FropOrNot, who spoke
o the condition of anonymily 10 avoid baing targeted by Russia’s legions of skilled
hackers. “It was like Russia was running a super PAC for Trump's campaign. .. It

warked ”
FBI (18-cv-154)-9390
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He mu mh@f researchers exmﬂsqed concern ihat the U.5, government has few togls
for detecting or combating foreign propaganda. They expressed hope that their
research detailing the power of Russian propaganda would spur official action.

A former 1L.S. ambassador to Russia, Michael A. McFaul, said he was struck by the
overt support that RT and Sputnik expressed for Trump during the campaign, even
using the #CrookedHillary hashtag pushed by the candidate.

MeFaul saidRussian propaganda typacaiiy is aimed at weakening ppponents and critics,
Trump's victory, though reportediy. Lei»ﬁai ateq b Putin and his allies in Moscow, may
have been an unexpected benefit of an operation that already had fueled division in the
United States, "Thay don"t try to win the argument,” said McFaul, now directar of the
Freeman Spogli Institute for International Studies at Stanford University, “It's to make

everything seem relative. It's kind of an appeal to cynicism.”

The Kremlin has repeatedly denied interfering in the U.S. election S%’-%\a?t;‘ki?ﬁg: the
accounts of elaction officials, "This issome sortof nonsense,” Dmitry Peskav, press
secretary for Putin, said last month when 15, officials accused Russia of penetrating

the computers of the Demacratic National Commiltee and other political organizations.

The findings about the mechanics of Russian propaganda aperations largely track
previous research by the Rand Corp. and Geaige Washington University’s Elliott School
of international Affairs.

“They use our technologies and values against us to sow doubt,” said Robert Orttung, 2
GWU professor who studies Russia. “Its starting to undermine our democratic
system.”

¥

Thet
because of their speed, power and relentiessness — traced the country’s current

—which dubbed Russian propaganda efforts a “firehose of falsehood

generation of online propaganda work to the 2008 incursion into neighboring Geargla,
when Bussia sought to blunt international criticism of its ageression by pushing
alternative sxplanations online.

Tharwama facfce racsareilare saisd  hindmadd Boiooia ohinaa wsaernaficos al nesn iaoe, sthaisad e
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,Et}iﬁéi annexation mf Cr imea and {ta 0 whmh started last year.

Russian propaganda aperations also h\serked to ;:srmmte the “Brexit” departure of

Britain from the European Union.

Another crucial moment, several researchers say, camain 201 T when the party of
Russian President VEadﬁmsf F’utm was accused: of rigging giec“t ns,;

that

stration — and then-Secretary of State Tlinton —

§

Putin blamed the Obama admini

for instigating.

Putin, a former KGR officer,  his desire 1o *break the Anglo-Saxon monopoly

ot the global information streams” during a 2013 visit to the broadcast center for R,

formerly khown as Russia Today.

said. "‘isfsan Ehemukhw 2 f@&'mes Russian jour naﬁaat a:s:mtimt*ﬂg researchat GWJ “y

their minds, they're just tw;ﬂg,ﬁ-@ dowhat the West does to Bussia.”

RT broadcasts news reports worldwide in several languages, but the most effective

way it reaches UL5. audiences is online.

its English-language flagship YouTube channel, launched in 2007, has 1.85 million
subscribers and has hﬁad atotal of 1.8 billion views, making it more widely viewed than
CNN's YouTube channel, az:mm* ing to a George Washington Uni iversity report this
month.

Ecohomy & Business Alerts

Sreaking news about econsmic and business isuies.

Thaugh widely seen as a propaganda organ, the Russian site has gained credibility with
¢ with RT in September. His:

some American conservatives.

nominee for national security adviser, retired L. Gen, Micheel T, Flynn,

last year for a.gala sponsored by the network. He later compared itto CNN,

The content from Russian sites has offered ready fodder for U.5.-based websites
the Next News
FBI (18-cv-154)-9392

pushing far-right conservative messages, A former contractor for one
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Network, said he was instructed by the site’s Teunder, Gary &, Franchi e, to weave

together reports from traditional sources such as the Associated Press and the Los
Angeles Times with ones from RT, Sputnik and others that provided articles that often

spread explosively online.

*The readers are mare fikely 1o share the fake stories, and they're more profitable,”

said Dyan Bermeo, who said he helped assemble scripts and book guests for Next News
Network before leaving because of a pay dispute and toncerns that “fake news” was

crowding out real news,

11 just the past 90 days — a period that has included the closing weeks of the
campaign, Election Day and its aftermath — the YouTube audience of Next News

Metwork has jumped from a few hundred thousand views a day to a few million,

according to analytics firm | <. In October alone, videos from Next News

Network were viewed moare than 56 milion times.

Franchi said in an e-fmall statement that Next News Network seeks “a global
perspective” while providing commentary aimed at U.S. audiences, especially with
vegard to Russian military activity. “Understanding the threat of global war is the first

step to preventing it,” he said, Yand we feel our coverage assisted in preventinga

possibie World War 3 scenatie”
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As Robin Raphel worked for the State Department in Pakistan,
her brand of traditional diplomacy ran into the new realities of
covert surveillance. The collision turned her life upside down

BY ADAM ENTOUS AND DEVLIN BARRETT

BEGINNINGS THE COMEBACK THE INVESTIGATION THE AFTERMATH

Just before 8 on the moming of Gct. 21, 2014, Robin Raphel climbed into her Ford Foous, put her purple
briefease on the passenger’s seat and began the 28-mimute drive from her house in Washington (o her
office at the State Department,

It was 3 routine Tuesday. The main event on her schedule was a staff mesting,

Raphel swiped her badge at the revolving security door and headed to her office where she placed her
briefease on the floor and sat down to check her email. Later, as she joined her colleagues in a conference
room to discuss office schedules, her mobile phone, which she had left at her desk, began 1o ring. It was
Slomin’s Home Security.

When she didn’t pick up, the operator called her dagghter Alexandra, who raced to the house to check the
doors and windows. When Raphel returmed to her desk, the phone rang again. It was Alexandrs, ina
panic.

Burglars hadn’t set off the alarm. It was the Federal Bureao of Investigation.

Raphe! grabbed her purse and ran out. She {efl behind her purple briefcage—one she had bought at the
Kohsar Market in Islamabad-—with a bag of carrots and a Robbermaid container full of celery sticks
inside.

As she pulled up to her yellow-brick house, Raphel saw agents going in and out the front door, walking
across the oriental rugs she had trundled back {rom tours in South Asia. They boxed up her two
computers, Alexandra’s iPad and everything else electronic. In the basement, they opened the drawers of
a mahogany file cabinet she had picked up during a posting in London. They pulled out a stack of files.
The agents, without saying & word, carried the boxes out o a white van.

Raphel, unsure of what was happening, paced in cireles on her frong porch.

Two FBI agents approached her, their faces stony, “Do you know any foreigners?” they asked.

FBI (18-cv-154)-9425
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Raphel’s jaw dropped. She had served as a diplomat in six capitals on four continents. She had been an
ambassador, and the State Department’s assistant secretary for South Asian affairs. Knowing foreigners
had been her job.

“Of course,” she responded, “Tons. . Hundreds.”

.........................................................

Three weeks before the FBI raided her house, Raphel hiad touched down at Benazir Bhutte International
Alrport in Islamabad. The city was in an anxiouns, turbulent state. Antigovernment protesters had closed
off so many streets that her deiver had to take a roundabout route to the diplomatic quarter.

All summer, U.S. intelligence agencies had been intercepting rumors from Palustani officials about a
possible coup. Alarm bells were ringing in the State Departinent’s office of the Special Representative for
Afghanistan and Pakistan, where Raphel worked, and went all the way to the White House. She had come
to figure out what was really going on,

In her spartment at the embassy, she found a botile of wine—a welcoming gift from U8, Ambassador
Richard Olson, who was thankful for her help in an uncertain time.

At a dinner party at the home of an American diplomat in Islamabad’s elite E-7 sector, Raphel and a
group of Pakistant politicians pulled their seats into a cirele in the hiving room fo discuss the ramors. Ong
parlismentarian said he was bullish on the idea of the populist opposition leader lroran Khan taking
power, A former Pakistan ambassador to Washington countered that Khan had moved oo soon and
predicted the sitting prime minister would survive,

With students at Damavand College In Tehran, 1871 With Arnold Raphed at cocktall party in

islamabad, 1875 Departing Seatlle for Iran, 18987 High school graduation photo. With Arnold
Raphel in Skardu, Pakistan

FBI (18-cv-154)-9426
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Before leaving, Raphel reported her findings to the ambassador, Pakistan was prone to coup talk, she
knew, but she didn’t believe the current conditions were right for an overthrow of the government. In the
end, she was corvect: The ramors had been overblown. Khan's followers would soon disperse, and Nawaz
Sharif would remain prime minisier. She had flown home considering her trip productive,

Over a four-decade career in the foreign service, whether in Islamabad, London, Pretoria, New Delhi or
Tunis, Raphel had distinguished herself by building vast networks of contacts. She bad spent as much
time as she could outside the embassy, rubbing shoulders with politicians, military officers, jotrnalists,
aid workers and spies over teas, lunches and endless cocktail parties. Sources felt they could talk to her—
that she understood them,

Nowhere was that more true than in Islamabad, where she had started her diplomatic career. “I could go
tc Robin and say, ‘does this member of parliament matter?” 7 said Cameron Munter, who took over as
U.S. ambassador to Pakistan in 2010, “She knew them all”

There was a downside o being frusted in a couniry that many of her colleagnes in Washington loathed.
Those who took a dimmer view of Palistan, especially in intelligence circles, were suspicious of Raphel’s
close connections in Islamabad. They believed she had become too close to the Pakistanis and that she
was being used.

In moments when the two couniries were at odds, Raphel bad consistently argued against pulling up the
drawbridge. In conference calls with Washington, her co-workers said, she would abways say: “Let’s lock
at 1t from their point of view.” As early as the mad-1990s, intelligence officers saw her as an obstacle to
isolating Pakistan over its nuclear progran.

“For better or worse, she got a reputation within the intelligence corununity as tilting towards the
Pakistands, and she could never escape that,” said Bruce Riedel, a CIA veteran who served as deputy
assistant secretary of Defense for the Near East and South Asia in the 1990s.

Unbeknownst to Raphel, as she had made her rounds in Islamabad in the fall of 2014, and spoke to
contacts on the phone and on Skype, law-enforcement officials half 8 world away had been Hstening.
Raphel’s old-fashioned way of doing business—working outside the confines of the embassy
compound-—had run headiong into the realities of America’s global surveillance web, on which the U.S.
had increasingly come to depend.

Since receiving a tip from an intercepted communication months earlier, the FBI had obtained warranis {o
monitor Raphel’s private accounts and to secretly search her home. They bad transeribed information she
had discussed with Pakistanis and taken it to intelligence officials, who had told them the topics were
beyond her security clearance. The message, according to a former senior intelligence official, was that
“Robin needs to shut up.”

What they heard during her trip to Islamabad had been the final straw, Law enforcement officials said the
people listening were convinced Raphel was g threat 1o national security,

The following account of the FBI investigation of Raphel is based on interviews with doezens of her co-

workers, Pakistani contacis, intelligence officials, law enforcement officers and attormneys involved in the
case.

FBI (18-cv-154)-9429
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PART ! BEGINNINGS

When she landed iu Tehran in 1970 to teach at a women’s college, Robin Lynn Johnson was 23, a native
of ihe sl lumber town of Longview, Wash., whose curiosity about the world had grown from reading
her father’s collection of National Geographic magazines and historical novels. With blond hair, high
cheekbones and a posture honed through years of ballet, she sometimes drew comparisons to the actress
Candice Bergen,

There, she met Amold Raphel, a political officer at the U.S. embassy. Amold stood 6-foot-1, a full head
taller than Robin. He wore aviator-style wire-nim glasses with conservative suits, giving him a perpetually
sericus look, though he was anything but. Wherever he went, a party seemed to erupt.

Tehran was in the throes of an oil boom and the young couple spent their nights dancing on the
wraparound porch at the Naderi botel, where the city’s elite turned out in the latest Paris fashions. Tn
1972, when Robin was 25, she married Arnold on the grounds of the U.S. embassy, which, just eight
years later, would be overrun by fellowers of the Ayatollah Khomeini,

FBI (18-cv-154)-9430
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Raphe! found Lodhi to be intelligent, ambitious and serious—if a bit reserved. She also recognized her as
someone who would be a longtime influencer,

“Pakistan is a country of 200 million people. But iis leadership is ke a deck of cards,” said Husam
Hagqani, the former Pakistani ambassador to Washington, “However you shuffle them, the same 52
people will show up in one hand or another. Robin understood that”

Lodhi’s ambassadorial residence in Washington was a short walk from a Rite-Carlion Hotel, where she
liked to meet Raphel and other friends next to the lobby fireplace. Lodhi was 10 vears younger than
Raphel but the two women had 4 lot in comomon. Like Raphel, Lodhi was a single mother—she had
married a Pakistant civil servant at 25 and divorced five years later. Both had strong opinions and didn’t
hesitate to share them, and were climbing the rungs of power in a profession donunated by men.

In 19935, Congress took up the Brown Amendment, a piece of legislation that would begin {o ease nuclear
sanctions it had inmposed on Pakistan. The two women joined forces in a monthslong lobbying campaign
to support it

For Lodhy, the bifl’s passage helped build her credibility as a diplomat. Raphel considered the vistory 1o
be one of the signature accomplishments of her time as assistant secretary—but i also came at a price.
The Brown Amendment, which President Clinton supported, had not been popular with some US.
imtelligence officials, who believed the U.S. should isolate Pakistan to pressure ifs leaders to end its
nuclear program. Raphel took the brunt of the backlash.

Not long after the amendment passed, Deputy Secretary of State Strobe Talbott sent an aide to Raphel’s
office with a disturbing message.

Acgording to officials, the aide told Raphel U.S. spy agencies bad intercepted commmications in which
Palistani officials suggested that Raphel had revealed sensitive information to them sbout what the U5,
knew about Pakistan’s nuclear work, 1.8, intelligence officials said the information was classified and the
disclosure wasn’{ authorized.

Raphel denied disclosing too much. She consulied with top officials at the State Department’s internal
intelligence branch, whe recornmended she ask Diplomatic Security—ithe seourity and law enforcement

arm of the State Department—to investigate the matter,

Diplomatic Security agents interviewed Raphel about the alleged disclosures. They found no evidence of
wrongdoing and ook no disciplinary action against ber. But Raphel was rattied.

To provide “insurance” in case the allegations re-emerged, she later told friends, she took the relevant
records, including papers marked as classified, and put them in her safe at the State Department.
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The next day, after the toasts and spesches had ended, Raphel had a plane to caich. She was due to appear
at a conference in Dubai. She went to the basement and opened her mahogany file cabinet. She dumped
the papers inside.

Raphsl came from a generation of diplomats whose approach to the job had been honed in a different
time. America’s presence in the world was changing.

Sinee 9/11, security concerns abroad had forced diplomats in volatile paris of the world to spend more
time cooped up in fortified embassies. The volume of “homan intelligence” or “humint” they gathered by
talking to contacts began to decline. In its place, policy makers in Washington turned to another form of
information—ithe kind collecied electronically and surreptitiously.

To monttor foreign governments around the world, the UK. uses saiellites and ground-based sensors
tmmplanted in local conununications networks that sweep electronic communications and reroute them o
the U.S. Most of this information, known as “signals intelligence,” or “sigint,” is funueled info a steel and
glass building 25 miles north of the State Department in Fort Meade, Md,, the headquarters of the
National Security Agency.

The Urdu-speaking analysts who covered Pakistan at the NSA sat in cubicles and worked in shifts
iistening to audio files that stacked up in quenes on their computer scresns like emails. To help them
follow the conversations on their headphones, sound waves bounced on their screens. The analysts
tracked political, military and economic developments in Pakistan, just like the diplomats, but by
targeting the ernail addresses and phone numbers of senior officials, many of whom were also Raphel’s
contacts, If they heard something of intelligence value, analysts wrote sunumaries that were compiled into
signals-intelligence reports and digseminated to senior policy makers.

FBI (18-cv-154)-9435



Obtained via FOIA by Judicial Watch, Inc.



Obtained via FOIA by Judicial Watch, Inc.



Obtained via FOIA by Judicial Watch, Inc.

barely enough time to acclimate befors shipping out. Many officials spent their time in a secure room
reading signals-intelligence reports or working on their suntans by the pool.

Patterson knew Raphel wasn’t one for the “Fortress America” style of diplomacy that had taken root after
9/11, in which monitoring for threats was the top priority. Patterson needed someone to belp manage
billions of dollars in U.S. aid money aimed at shoring up the country’s new civilian-led government—
someone who could open doors and who had deep connections within the couniry’s power structure. She
asked Raphel if she would consider coming back.

Raphel liked the idea of serving her country again and asked Patterson for time to think.

She called one of her oldest friends from the State Departiment, Beth Jones, to ask her advice. “Go for it,”
said Jones, who added that i sounded like an opportunity to do “things that really mattered.” A fow days
iater, Raphel accepted the joh.

PART 2THE COMEBACK

In August 2009, Raphel maved inte 2 while, two-story stucco house on First Street in Islamabad’s F-6
neighborhood.

Like every bouse on First Street, U was built in the 1960s, when Pakistan laid out its capital. It had 2 high
security wall topped with shards of glass, Unlike most other houses, however, it also had bars on the
windows.

What the house lacked in curb appesl, it made up for in proximity. The outdoor cafés of the Kohsar
Market, where Pakistan’s political class gathered in the evenings to trade conspiracy theories over frait
drinks and sandwiches, were a five-minute walk

After settling in, Raphel went to a website that specialized in inexpensive, refurbished right-hand drive
Japanese cars and purchased a silver Toyota—a kind that is ubiquitous mn Pakistan. She figored it
wouldn’t stand out and that she could use it {o roam the city freely.

Dressed in a long traditional Pekistant tonic known as a kameez, worn over a pair of loose, lightweight
trousers, or shalwar, she would drive herself to party after party in Islamabad, something few of her
embassy colleagues would ever do. One of her bosses referred to her as “the last of the Mokhicans,”

in the 1990s, when she was the State Department’s assistant secretary for South Asian affairs, Raphel had

been the one shaping U.S. policy on Pakistan. Now, her superiors in Washington, many of whom were
much younger and didn’t know the country as well as she did, were calling the shots.
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The NSA regularty swept up Pakistani commmunications “to, from or abowt” senior ULS, officials working
in the country. Some American officials would appesr in Pakistani intercepts as often as once a week.
What Raphel didn’t realize was that her desire 1o engage with foreign officials, the very skill set her
supervisors encouraged, had put a target on her back,

As Raphel seltled into Islamabad, she was revnited with Malesha Lodhi, and the two women fel back
into their working friendship. Once again, Lodld became one of Raphel’s best contacts, and Raphel in
turn became one of Lodhi’s,

Lodhi was out of government. She had returned to the news business, writing a regular colomm and
appearing as a commentator on Pakistani television, American officials said they had no doubt that Lodhi
was more than an ordinary journalist, however.

In her six years in Washington as Pakistan’s ambassador, Lodhi had earmed a reputation as a reliable
source for what Pakistani officials were thinking, and in particular, as a trusted conduit for relaying
messages to Pakistan’s senior military leadership in Rawalpindi, U.S. officials said. She was, in State
Department parlance, an “influencer.” One reason ULS, officials trusted her: The NSA had long been
monitoring her communications.

Pakistant officials with ties to Lodhi said the Americans exaggerated her influence. They said she was a
journalist first, not a go-between. If she picked up something interesting in a conversation, she would
occasionally share it with her Pakistani military contacts, but only if they reached out to her.

“Yes, she was in this game of information,” one of the officials said. “American diplomats would ask her,
“What's the thinking here?” Others would ask, “What do you think the Americans will do next? "

When Raphel and Lodhi met, Lodhi would take notes. Officials close to her said they were for her
newspaper cohumns, The Americans said the notes were for reports she would send to government and
military officials. Raphel, always concerned with mamntaining informality, kept her notebook in her purse,
and scribbled down information once she got back fo her car,

Raphel’s boss was Richard Holbrooke, who had been named {0 3 new role in the State Departmeni—the
Special Representative for Afghanistan and Pakistan, or SRAP. Holbrooke encouraged his team of
advisers {o embrace “creative chaos,” work through informal chaonels and bypass government
bureaucracy to get things accomplished.
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The deaths of two Pakistanis at the hands of a CIA contractor inflamed tensions between the countries.
Then, in May of 2011, U8, commandos violated Pakistani sirspace during a mission that killed Osama
bin Laden, sctting off a new furor.

With the CIAs influence growing larger, and the U.S.-Pakistan relationship crashing down around her,
Raphel urged the State Department to keep working hard o maintain strong tiss. “Everyone else wanted
to take a hard line against the Pakistanis,” Munter remembered. “She was saying, ‘We want io salvage
what we can because it is so irgportant,” ”

As she managed the U.S. aid program, Raphel spent hitle ime in ber ergbassy office. Sometimes she
would leave her calendars and other papers on her desk instead of locking them away for the night.
Marines who policed the embassy for security infractions cited her for these lapses. After three citations,
Raphel recelved a reprimand from the State Departinent. Though it was a boilerplate letter many
diplomats receive, and represenied the lowest level of sanction the department could take, its language
sounded ominous to outsiders. It went in her personnel file.

With Afghan Foreign Minister Amin Arsala, Kabul, 1883 Raphel affer fiight in fraining aireraft in
Tunisia, 1888 With Pakistani interim Prime Minisiter Moeen Qureshi, Indian Ambassador
Siddhartha Shankar Ray and Indian Finance Minister Manmaohan Singh, Washington, 1883
Beside a fallen statue from Saddam Hussein's palace, Baghdad, 2004 With Nelson Mandela in
Tunis, 18999
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After the bin Laden raid, Rapbel emerged as one of the few UK. diplomats the Paldstanis were still sager
1o talk to. As Pakistanis scaled back contacts with American officials, “doors would still open for her,”
said Mushahid Hussain Saved, a prominent Pakistani scnator.

As her tour in Islamabad was nearing its end, then-President Asif Ali Zardart invited Raphel to his
residence for 8 private dinner, & signal he was ready to re-engage after the bin Laden raid. Munter, the
ambassador, wasn't invited.

After two vears in Pakistan, the deterioration in relations made it harder to get aid projects done. Raphel
was offered a new post in Washington as an adviser to Marc Grossman, who had replaced Holbrooke. Her
new job was to collect political intelligence on Pakistan and help explain U.S. policy to officials there.

Before Raphel’s frequent trips to Islamabad, Grossman’s team would sit down with her to ereate s
detailed itinerary of whom she would see and what she would iell them, her friend and diplomatic
colleague Beth Jones recalied. Despite her past expertence, Raphel had been excluded from the White
House’s secret talks with the Afghan Taliban, and when high-level meetings took place at the Pakistan
embassy, she wasn’t invited.

In Isiamabad, the dynamics were different, Many Pakistanis stil] considered her to be the ceniral player
she was in the 1990s, Some of Raphel’s friends complained about the Obama administration’s approach
o Pakistan, They thought Raphel was the one who should be formulating U.S. policy. The NSA picked
up Lodhi and others criticizing Raphel’s superiors, officials said.

Though she scheduled her official meetings through the embassy and typically brought a note-taker,
Raphe! had fewer people to check in with and fower constraints on her movements. She usually reported
what she leamed to 2 small nomber of senior State Department officials in informal emails that weren't
widely disseminated.

Some of the regular U 8. embassy diplomatic staffers, more isolated than ever, resented Raphel’s casy
access. They seized on the old complaint that she was too quick to see things from Pakistan’s perspective.
Over drinks at the American Bar at the embassy, said a senior official who worked there during Raphel’s
final towr, “they badmouthed her. She was disrupting their comfort zons and they didn’t like #t and they
assumed she was doing something wrong.”

On Neov. 26, 2811, U.S. forces in Afghanistan accidentally atiacked two Pakistani smlitary checkpoints
along the Afghan border, killing about two dozen Pakistani soldiers, Pakistan responded by blocking the
Pentagon from using land routes to resapply U.S. and international forces in Afghanistan. Pakistan
demanded an apology. The White House refused.

Raphel was exasperated. She couldn’t believe the U.S. would risk its relationship with Pakistan by failing
to acknowledge what had clearly been a mistake. “We have to do this,” she would tell senior officials.

In January, in an email to her boas, Raphel wrote that in Pakistan, “The lack of a UK. apology for the 24
dead still rankles very deeply.”

During her trips to Islamabad, Raphel was often more candid about her views with Pakistani officials,
whom she felt comfortable confiding in, several of her colleagues said.

Raphel knew what intelligence analysts did at the NSA. She knew that when they swept up phone calls
and emails from the Pakistanis she et with, they might see accounts of the things she had said. Some of
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her co-workers say she sbould have realized that her private comuments would be reported by the
Pakistanis and potentially twisted. They figured she might get in trouble for this.

They didn’t think anyone would aceuse her of espionage.
PART 3ITHE INVESTIGATION

As Raphel settled back into her house in Northwest Washington in 2011, spy fears at home had soared to
heights not seen since the Cold War. After an Army intelligence analyst leaked thousands of classified
diplomatic cables, the White House issued an executive order establishing a governmentwide program to
deter and detect “insider threais.”

President Barack Obama gave U.S. spy agencies and the FBI a ons-year deadline o put the crackdown
inte motion.

By the time Edward Snowden leaked classified documents detailing the NSA’s global operations in 2613,
the pressure to catch government moles had increased exponentially, former FBI officials say. The bureau
was eager to bring cases.

Hunting for spies and maoles had long been one of the FBI's most secretive, time consuming, complex and
unpopular assignments. Many of the burean’s counterintelligence agents worked owt of 2 field office in
Washington, in specially designed spy-proof rooms without internet access where they read the daily
bounty of signals intelligence for anything that suggests an American shared classified information,

When analysis at the NSA heard chatter about classified information, they would send the FBI what i3
known as an “811 referral.” Of the hundreds of these referrals the bureau recgives in a year, is agents
typically investigate one in five.

In February 2013, according to law-enforcement officials, the FBI received information that made its
agents think Raphel might be a Pakistani mole.

The tip came in the form of intercepled commmumications that suggested Raphel had shared sensitive inside
information withount authorization. Two officials said this incloded information collected on wiretaps of
Pakistant officials in the U8,

Two FBI agenis—a man and a woman—were assigned to investigate. Both were experienced in so~called
“&5 work,”” FBl-speak for espionage cascs. One of the agents had past experience investigating alleged
Pakistani spying. The other had done 65 work involving Istael

Investigators began what they call “cirching the target,” which means examining the parts of Raphel's life
they could explore without subpoenas or warrants. Sitting in their cubicles on the fourth foor of the FBI's
Washington Field Office, a modern sandstone-colored building on the edge of Chinatown, the agents
began to map her network of contacts and search for signs of dislovalty.

One of the frst things they looked at was her “metadata™—the electronic traces of who she called or

emailed, and also when and for how long. Her metadata showed she was in frequent contact with a host of
Pakistan officials that didn’t seem to match what the FBI believed was her rank and role.
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The agents didn’t talk to the State Department officials who oversaw Raphel’s work. Instead, they
approached the head of Diplomatic Security, Gregory Stam, to gain access to her personnel] files and other
records. Starr, in turn, kept State Department leaders whe knew Raphel in the dark, worried sbout
compromising the FBI investigation, State Department officials said.

State Department files showed she had been formally reprimanded for security infractions while working
at the embassy in Islamabad. Over the course of her career, going back to 1977, she had been cited more
than a dozen times. Raphel’s colleagues said this was a minor issue, considering her decades on the job.
To the FBI it was a red flag.

After months of circling the target, FBI supervisors decided it was time to delve deeper. To meniter
Raphel’s private conversations with Lodhi and other contacts on Skype, the FBI oliained 3 warrant from
the Foreign Intelligence Swrveillance Court—a decision approved at the highest levels of the VBl and the
Justice Department.
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The agenis dug into her personal life. They probed her finances and looked at whoe was making college
tuition pavments for her daughiers. The agents wanied to see if the Pakistanis might be covering her bills.
They noticed when Raphel was 2 lobbyist, she had once registered as & “foreign agent™ in order io lobby
for Pakistan.

The FBI didn’t have a clear pictore of where Raphel fit on the State Department organizational chart, She
was a political adviser with the rank of ambassador but she wasn’t a key policy maker anymore. She
seemed to have informal contacts with everyone who mattered in Islamabad—more, even, than the sitting
ambassador and the ClA station chief.

The sheer guantity of Raphel’s communications on the thorniest issues of the day raised suspicions for the
FBI agents who were reading the transcripts.

The agents investigating Raphel didn’t have extensive experience dealing with State Depariment
diplomats. They had even less exposure to diplomats of Raphel’s generation. By the way she spoke,
Raphel sometimes made it sound as if she was giving Lodht and other Pakistani contacts extremely
valuable information.

For months, the agents read ematls, pored over records and listened to intercepts o try to learn whether
Raphel was giving away U.S. secrets, While they didn’t find any smoking-gun evidence of wrongdeing,
there was plenty of “smoke,” one former law-enforcement official said. The FBI decided it was time to up
the ants.

In January 2014, the bureau obtained a court-issued “sneak and peek” warrant, allowing agents {o secretly
scarch Raphel’s northwest Washington home while she was away.

The FBI sent a special HEvidence Response Team trained in surreptitious searches. Raphel’s home had an
alarm system, which the FBI team bypassed. Once inside, agents searched the living room and the three
bedrooms. From the kitchen, they descended the siairs into the basement where they found the mahogany
file cabinet.

When the FBI agents looked inside, they discovered the 20-year-old classified docoments from Raphel’s
Diplomatic Secarity investigation—a group of papers officials would later refer to as “the nuclear file”

The agents put everything back as they found it. At the least, they believed they had enough evidence fo
pursue charges against Raphel for the erime of mishandling classified information. The agents through
they could be dealing with a decades-old asset of the Pakistani government, and suspected Malecha
Lodhi, who had been a figure in her life since the 1990s, was her point of contact.

In the same month the FBI scarched Raphel’s house, James Comey, the new FBI director, visited a field
office in Birmingham, Ala., where reporters asked him if the government was spying on people.
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The agents at the FBI's Washington Field Office decided it was time to confront her,

As Raphel stood on the small porch of her house in Washington on Oct. 21, 2014, the FBI agenis leading
the raid asked her for the names of the Pakistanis she spoke to most.

Raphel mentioned the Pakistani ambassador to the U5, Jalil Abbas Jilani. She told the agents she had
known him for a long time and that he was her primary contact. She didn’t mention Lodhi.

The agents, who had been nmonitoring her conversations for more than a year, thought she was being
evasive, according o law-enforcement officials. They asked Raphel if she had any classified documents
in her house. She said she didn’t,

The agents were holding some documents during the conversation. The male agent flashed one of the
pages. She could see that it bore classification markings.

Raphel’s mind was spinning. She told the agents that she had taken the classified documents hotae in
2045 and forgotien about then

The agents didn’t think she offered a clear reason ag to why she would have the authority to possess them.

Ag the conversation went on, the agents’ guestions bgcame more aggreassive. Raphel started to think sbowt
lawyers she knew,

Beth Jones heard from a motual acquaintance that something bad was happening to Raphel. Jones called
her office phone, but got no answer, She tried her mobile, and Raphel picked up right away. “What in the

a4

world is going on?" asked Jones.

Raphel told her FBI agents were going through all of her personal things, and that Alexandra was
terrified. “I don’t know what this is all about,” Raphel said.

“It must be some horrific mustake,” Jones said.

The agents saw Raphel talking on her cellphone on the porch. They asked her to hand it over.
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Back at the State Department, as Raphel’s co-workers watched, plainclothes investigators snapped
pictures in her office and put adhesive seals on the doors. A few days later, they replaced the seals with a
lock.

The only person in the State Department who really knew what was going on was Gregory Starr, who had
been briefed by the FBI in early 2013, Starr informed Raphel’s bosses about a “serious situation,” and
recommended that Raphel’s Top Secret clearance be suspended.

Starr told David Wade, the chief of staff to Secretary of State John Kerry. According to Wade, Star’s
description of the case made him think the evidence agaiust Raphel was “unimpeachable™ and that the
State Department could do nothing to push back. Wade informed his boss.

The next morning, agents from Diplomatic Security knocked on Raphel’s door. They took her State
Department badge and BlackBerry. She was summoned to the State Department’s human-resources
department and told that her employment contract, which was about to expire, wouldn’t be renewed.

Hight days later, on Oct. 30, FBI agents sent Raphel a list of personal items she would be allowed to take
home. Among themy her purple brisfease, the bag of carrots and the Robbermaid plastic container with
celery sticks.

Prosecutors with the UK, Attomey’s office wouldn’t tell her lawvers anything about the allegations.,
Pvervthing, including the means by which the FBI obtained the evidence, was 2 national-security secret,

To keep the story out of the media, Raphel’s bosses hadn’t told her co-workers why she wouldn’t be
coming back to work. Yet on Nov. 21, a story about the esplonage investigation appeared on the front
page of the New York Tunes.

That evening, Richard Hosgland, a former ambassador who worked closcly with Raphel in Pakistan and
Washington, et her at Bar Dupont, a popular hangout on one of Washington’s busiest traffic civcles.
Figuring the FBI was tailing her, Hoagland chose a table at the bar where the two of them would be casy
to spot. “I wanted the FBI to see us together,” he recalled.

The next day Hozagland posted a message on his Facebook page: “Robint’s a3 friend of many years. We met
1ast night for drinks. She said ¥'s like falling into Kafka World. People, we are a democracy with rule of
faw. Let’s remember every citizen is presurmed inmocent.”

Beth Jones worked to keep Rapbel's friends and colleagues informed. Jones figured the FBI was
monitoring her office phone at the U.S, mission to the United Nations in New York, so she made her calls
on Raphel’s behalf from her cellphone while walking the streets of Manhattan

As the drama unfolded, Alexandra was in the middie of planning her wedding. She talked about

8py.

In Islamabad, the allegations were the talk of the town. Pakistani businessman Rashid Khan pulled aside
Richard Glson, the U.S. ambassador, to ask him about the case against Raphel.
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“Rashid, I can’t talk about it,” Olson said.

On Nov, 7, Lodhi tapped out an email to Raphel—kuowing full well the FBI would likely read it. “T just
wanted you i know my thoughts and prayers are with you,” she wrode. “I can think of no one more loyal
to her country than you. T am sure this is a huge mustake.”

“Thanks Maleeha,” Raphel replied cauticusly five hours later. “1 am in total shock of course. I know you
appreciate my patriolism as [ have appreciated and respected yours over the years. I am confident this will
be resolved.”

After this exchange, Raphel decided to cut off communications with most of her Pakistani contacts. To
keep her mind oecupied, she attended serminars. At an event sponsored by the Atlantie Couneil, she ran
into Munter, the former U.S. ambassador. Munter could see how distressed she was about the allegations
and how adamantly she rebutted them.

“They're screwing her,” he thought to himself
PART 4THE AFTERMATH

In the fall of 2014, the FBI began interviewing Raphel's State Department superiors and co-workers to try
to fili in the missing pieces of their investigation.

They asked Grossman why he emploved ber, why she traveled to Pakistan, who she met with while she
was there, whether he would give her instructions on what to tell her Pakistant interlocutors during hey
visits and whether she reported back on her conversations.

“Yes, yes, ves, because that was her job,” Grossman told them, according to an official briefed on the
mvestigation,

Grossman told the FBI be “trusted her to do and say the night things,” the official said.

In other interviews, the agents asked her colleagues about a series of “incidents” that seemed suspicious
to the FBL Officials briefed on the investigation said the “incidents” referred to specific comumunication
intercepts in which Raphel discussed sensitive topics, such as coup rumeors, with Lodhi and others. The
FBI agents wanted to konow if she was authorized o discuss these things,

State Departinent officials told them she may not have been specifically “lostructed” (o do so in every
instance, but she was “authorized” to discuss anything related to U.S.-Pakistan relations if her contacts
wanted to—and 3o long as she didn’t divalge classified information,

“Any dinner party in E-7 is going to include a discussion about what are the odds of a coup,” one of
Raphel’s superiors told the agents. “It may look secret from Washington’s perspective but i's actually

pretty widely known in Pakistan”

State Department officials said that when they spoke to the FBI agents, they had the fecling they were
explaining the basics of how diplomats worked.

At times, Raphel’s colleagues pushed back—warning the FBI that their investigation risked
“criminalizing diplomacy,” according to a former official who was briefed on the interviews.
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In one interview, the agenis asked James Dobbins, who served as SRAP from 2013 to 2014, whether i
was OK for Raphel to talk w0 2 Pakistani source about information that wasn’t restricted at the time, but
would later be deemed classified.

“If somebody tells vou sowmething in one conversation, you might write that up and it becomes classified,”
he said. “Bul that doesn’t mean the next time you see them that vou can’{ {alk about what vou'd already
talked sbout.”

Agents asked if she was suthorized to discuss topics in the President’s Daily Brief—the daily gathering of
the U8, intelligence agencies’ most valuable information. State Department officials were batfled by the
guestion, because she had no access to such a sensitive document. If she discussed similar information,
they told the FBL, it came from ber Pakistani contacts, not from reading U.S. intelligence reports.

Added together, the interviews undercut the notion that Raphel was working on behalf of Pakistan. Two
senior law enforcement officials who were involved in the case said the bureau had misconstrued her
conversations with Lodhi and others, and incorrectly identified her as a spy. The bureau had not fully
undersiood Raphel’s role within the State Department and her bosses” expectations of her. The eritical
distinction, many officials sald, was in how differently the FBI and the State Department operaie,

“It’s cultural,” the former official said. “The FBI is very structured about commmumications. Agents see
things as binary—on or off, authorized or unavthorized, black and white. State has a bunch of informal
communications channels. Things are gray. It’s just the way State 8.7

In the meantime, the FBI had ignited a wider debate about how the State Department handles secreis. In
20186, several diplomate who worked closely with Raphel were questioned by the FBI for sending vaguely
worded emails related to U.S, drone sivtkes that were found on Hillary Clinton ’s private email server
when she was secretary of state. Some of Raphel’s emails were included in the trove that was reviewed by
the FBI during their now-closed investigation.

in July, FBI Director James Comey decried the “security culture” within the State Department as
“eenerally lacking in the kind of care for classified information found elsewhere in the government.”

State Departiment officials, in furn, said it was the FBI probe that damaged national security.

In the spring of 2015, 8 prosecutor in the U.S. Attorney’s Office bandling the Raphel case notified Amy
Jeftress, one of Raphel’s attomeys, that the Justice Department was no longer investigating her client for
espionage.

That was the good news. Yet the FBI still wanted her to be prosecuted for mishandling classified
mformation—a charge that could result in jall time.

Alexandra got married on May 23, 2013, in a ceremony in Washington that was attended by more than

258 guests, including Jilani, the Paldstant ambassador, who sat at g table with several other Pakistam
friends.
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Alexandra bad invited Lodhi, who had taken a post as Pakistan’s ambassador to the United Nations in
New York. Lodhi sent word at the last minnte that she had to attend a conference in Burape.

Raphel heard nothing for months from the FBI. She bad already spent about $108,000 on legal fees,
which she paid by tapping into her savings, but the bills were piling up. Jones set up a legal-defense fund
and 103 of Raphel’s friends and colleagues, mostly from the State Department, donated neardy $122,000.

Inside the Justive Depariment, prosecutors went back and forth on the merits of the case against Raphel,
officials say. The most sensitive docament the FBI recovered was 20 years old, and if she were charged, it
could well have been routinely declassified while she awaited trial.

More importantly, the officials said, federal prosecutors tend to charge people with mishandling national
secrets when they have reason to believe the suspect has in fact done worse—in part to avoid bringing spy

charges that might result in having secrefs aired in court,

On March 21, 2016, 17 months after the raid on her house, a ULS. prosecutor informed Jeffress the Justice
Department had decided to decline prosecution.

Raphel called Jones to give her the news. “Can you believe it?” she said.

“We're having a celebratory dinner tomorrow night,” Jones said. “Tell me whe to invite”

As Raphel and ber close friends sipped Champagne, officials at the FBI and Diplomatic Security tried to
come to terms with the outcome.

A senior law-enforcement official said given another chance the bureau would fellow the same path
again. “Clearly she was not a spy,” the official said. “But there was smoke. The FBI had to get to the
bottom of it.”

Another official said that even though no charges were ever filed against Raphel, investigators were
partially satisfied by the outcome. To law enforcement and intelligence officials, the loss of her
govermnent job was justified by the discovery of the documents in her house and by the signals
intelligence that showed her allegedly discussing topics that the FBI cousidered off Hmits, this official
said,

Raphel’s lawyer, Amy Jeffress, called it “deeply distarbing”” that law enforcement officials “continue to
make anonymous and self-serving allegations about her conduet,” adding that “there was no evidence she
ever provided classified information to anyone without authority.”

State Department officials now say they feel guilty about what happened. They think the FBI went off
haif-cocked and boxed them in by overstating the facts of the case.

Gregory Starr and other State Department officials briefed on the investigation now suspect the FBI
agents wrongly assumed the information Raphel was exchanging with Lodhi and others came from
classified intelligence reports, rather than from her own conversations with her contacts, according to
oificials.
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It was a mistake, they said, to assume U8, spy agencies had a monopoly on information in a place like
Pakistan, where “secret” U.S. efforts were openly discussed in parliament, at dinner parties and in the
press.

Though the FBI probe of Raphel was dropped, Diplomatic Security has been reviewing the documents
found in her basement to decide whether to cite her with a security vilation, The cutcome could clear the
way for her to have her security clearance restored, They have yet to reach a verdict,

Over the past two years, diplomats in Pakistan and the U8, have scaled back contacts, according to
officials in both countries. U.S. diplomats say they are afraid of what the NSA and the FBI might hear
about them.

“What happened to Raphel could happen to auy of us,” said Ryan Crocker, one of the State Department’s
most highly decorated career ambassadors. Given the stpowerment of law enforcement after 9/11 and
the U.S.'s growing reliance on signals intelligence in place of diplomatic reporting, he said, “we will
know less and we will be less secure.”

“Look what happened to the one person whe was out talking to people,” said Dan Feldman, Raphel’s
former boss at State. “Does that not become 8 cautionary tale?”

Raphel returned to Islamabad this August. It was a personal irip. Amnbassador Jilani had invited her to his
son’s wedding,

To welcome her, and also to show Pakistani officials she was no longer an outcast, U8, Ambassador
David Hale hosted a dinner for Raphel in his residence. Several former ambassadors accepted the
invitation, including Lodhi.
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Raphel was honored by the gesture but wary of how the dinner might be perceived. She told the embassy
she didn’t want any cameras present.

Dinner was called at around 8 p.m., early by Pakistan standards. The guests moved inte the adjoining
dining room and ook their seats around the table, where Raphel, wearing a Pakistani kurts over narrow
trousers, was placed directly across from Hale.

Stil relatively new to Pakistan, Hale had vet to establish deep connections with many of the guests in the
room. Colleagues deseribe him as reserved, in many ways the opposile of Raphel. After Hale delivered a
gracious toast, calling Raphel one of his memntors, Raphel thanked him, and thanked her old friends for
their support. She didn’t mention the FBL

At around 10 pm., also sarly by Pakistan standards, Hale left the party. He told his guests he had phons
calls to make to Washington. Hale declined to comment about the dinner party, citing embassy protocol.

Before the guests dispersed, Lodhi pulled Raphel aside to talk. The FBI investigation had a chilling effect
on their relationship, mutoal friends say. Raphel knew that her voluminous conversations with Lodhs had
helped to fuel the bureau’s suspicions.

As they stood there together, apart from the other guests, Lodhi leaned in close to Raphsl.

“I"m glad this is over,” she said.

In March 2016, Raphel wrote a personal letter to Secretary of State Jobn Kerry, urging the department to
do more to protect diplomats who are {rying to de their jobs. She has yet to receive a response. Oificials
said Kerry was awailing the outcome of the internal review of the clagsified decuments found in Raphel’s
house.

On Nov. 28, she attended a ceremony in the State Departmment’s seventh-floor Treaty Room to mark
Axunbassador Olson’s retirement,

More than 100 of Olson’s colleagues, contacts and friends attended, including Beth Jones, Patterson and
Arnbassador Jilani, who had supported Raphe! doring the investigation,

After the speaeches were given and the photographs taken, Kerry and Raphel pulled away from the crowd
for a private chat. It was their first face-to-face since the FBI torpedoed her diplomatic career.

Diplomatic Security had yet to restore her security clearance. Some of her friends at the State Department
said they believed the FBI opposed the idea.

Kerry and Raphel stood close together for only a couple of mimutes. On the sidelines of the noisy
gathering, Kerry leaned over and whispered into Raphel’s car: “1 am sorry about what bas happened fo
you.”
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------ Saeed Shah contributed to this article.

Write to Adam Entous at wsicontacti@wsi.com and Devlin Barrett at Deviin Barmrett@wsj.com
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After a Cyberattack, Germany Fe
Election Disruption

December 8, 2016

BERLIN — After hackers 'iﬂﬁ'i’tmteﬁ*ihe'ﬁerfm-an_??aﬁiam ent's computer neiwmﬁfﬁtin' May

2015, ittaok neaﬁy ayear before the country's mteﬁ&gem:e agencv concluded that the

attack was most Eakehg the wark of their Russian counterparts.

to internet and telephone services, it

Last week, when ROUD

took a matter of hours before paliticians began pointing fingers at Moscow.

ferlin is now concerned that Germany will become the next focus of M@sww"s

Lamma on to destabilize Western democracies as national elections a;:s-g: ‘cach next year.

Those fears intensified after the Obama administration ag

of attacking Democratic Party emails during the American presidential

campaign.
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The increasing ¢ 3 f10 news, disinformation and propaganda during the
American campaign and before Haly's referendum last weekend has added a related

layer of worry about the potential to corrupt public debate and demaocratic processes.

Hans-Gearg Maassen, the head of Germany's domestic intelligence agency, warned in
aninterview on Thursday of “growing evidence for attempts to influence the federal

slection next year.”

politicians, he said.

1f the advent of the personal computer helped undermine a closed Soviet system that
could not compete in aninformation age; then expleiting the vulnerabilities of the

internet and social media may be Russia's revenge.

intelligence and other officials can now point to a growing string of

, hacked computer networks and leaked email s.fiftt_ing a pattern that

traces a murky route back to Moscow,

The aim, they say, is to undercut iberal opponents of Moscow, destabilize political

systems and undermine democratic processes across the European Union and in NATO

member countries, while supporting anti-European forces.

i

“Based on the prevailing Russian strategy of fiybrid influence and destabilization, which
we have observed gver time and for which we have facts, the government, officials and
some political parties have become sensitized to this form of conflict,” said Wilfried
Hige, anexpert on Ukraine a nd Eastern Europe with the German Councll f-;}-n'%"-?m;e;é‘grz

Relations.

*Such susplicions are the result of abservation and experience over thepastyearand a
half,” Mr. Blge said.

Many of the efforts sesim intended 1o tilt elections in a divection preferred by Moscow

ar to undercut certain leaders.

That was presumably the motivation for hacking the Democratic National Committes
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and leaking emails that embarrassed Hillary Clinton, who long had an antagonistic

refationship with the Russian president, Viadimir V. Putin.

On the other hand, her challenger, the eventual winner, Donald 1. Trump, was effusive

False news, alsa inked to Russia, was wd ¢ by opponents of the

push by Prime Minister Matteo Renzi for constitutional changes. Many of those
opponents are much closer to Moscow than to Mr. Renizi, who lost and has now

resigned.
Germans have not been immune to such disinformation, either.

In lanuary, 2 news article that said a 13-year-old Russian-German girl had been
kidnapped and raped by migrantsi n Germany spread guickly on Russ;ian-‘ianguage

news channels.

Qulrage over asupposed cover-up of the abuse drew members of Germany's Russian-

speaking minority into the streets across the country, shecking German politicians.

German police officials later proved that the events never took place. But the damage
was already done, and the false report fed bpposition to Chancelior Angela Merkal's

decision to open the doars to nearly a million reﬁ;gegs,;

As for Moscow's motivations in Germany, Eberhard Schneider, a professor of political
stience at the University of Siegen, has observed Russia’s propaganda tactics since the
days of the Cold War.

Ms. Merkel, he noted, was one of the strongest supporters of the sanctions against
Russia for s annexation of Crimea and the war in eastern Ukraine, Mr. Putin has a

strong incentive to undermine her.

"Germany s the most impartant power in the European Union,™ he said. " you can
harm Germany and prevent that Merkel has a good outcome in the next election, thatis
in his interest.”

—t e LR R 3 3 B R T R R e e i g & &
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Fhe gisTUplion at Deutschie felekom, Wich Degan on Nov, 27, set oft a tresh round of

alarm over potential Russian meddling and the vulnerability of Germany’s computer

networks, which could be distupted or hacked during an slection.

Aday after the breach, Bruno Kahl, head of the Germany's foraign intelligence service,
raised the prospect of evidence linking Russia to interference in the United States

election campaign and warned that Germany could he next.

it is knawn that cyberattacks take place which have no ather purpose than to provoke.

political uncertainty,” he told the newspaper Siddeutsche Zeitung,

“These attempts ta interfere focus on Europe, and on Germany especially,” Mr. Kah!
sald. "A kind of pressure is being exercised on public discourse and democracy here,

which is unacceptable.”

neither Devtsche Telekom nor the government disclosed any concrets link to Moscow.

Observers like Mr. lige of the Council en Foreign Relations say that caution is prudent
in assigning blame, but that suspicion &f Moscow s warranted given the accumulating

pattern.

“The fact that hackers appeared to have carried out this attack does not automatically

mean that they are linked to Russia,” he said of the Deutsche Telskom attack.

“But if we look at the target and the timing, and know that such influence and

disinformation is part of the Russian approach, then itis not surprising that some

would seak to address this issue,” he said.

Asked about the Deutsche Telekom disruption, Ms. Merkel said she did not know who

was responsible, but she also mentioned Russia.

1 will simiply say, such cyberatiacks, or hybrid contlicts as they are known in Russian
doctvine, are now part of datly life and we must learn to cope with them. We must

inform people a lot on this point,” the chancellor told reporters last week.

“We cannotallow ourselves to be unsettied by this,” Ms. Merkel said. “We must simply
FBI (18-cv-154)-9485
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know that this exists and learn tolivewwith it.”

Both Deutsche Telekom and the government's Office of Information Security said &

o, which seeks to embed ftself i devices connected to the

internet, appeared to have caused the disruption.

Mirai was the same malware used in an attack in the United States in October that

brought down wehsites for Twitter, Netflix, Spotify, Airbnb, SoundCoud and The New
York Times, among others.

In Germany, the malware apparently succesded enly in knocking cut the routers and

disrupting internet connections,

*#ccording to our analysis, the ohjective of the attack is to install malware on the
routers to add them to a botnet — meaning they could be used as the remote-
controlled infrastructure for future attacks,” Deutsche Telekom later said in a

siatement.

The company pledged to focus on improving its network security to render it better

able to resistany form of attack.

The speed with which officials began to suspect Russia was a stark contrast to 2015,
whien hackers used a phishing tactic, using a fake emall, to penetrate computers in

Germany's lower hause of Parliament.

Only this past May did Mr. Maassen’s domaestic intelligence agency confiren suspicions
that Russian intefligence was behind the attack. Finally, in October, itissued a broad

Warning.

“German parties or politicians,” it cautioned, “could fall into the focus of Russian

cyberespionage campaigns and operations.”
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Mocking Claim That Russia Hacked
Odds with G.O.P.

Trump,
Election, at

December 16, 28816

WASH 5§5§1‘€E‘ET'N‘ — Aﬂ ‘e}{tzraﬁf‘f{ﬁﬁ QW 'i}fe‘at h ﬁ'-éésfeémé r‘geti %}e‘-‘ifweﬁﬁ -P‘rzésiii eznit—,eﬁatt

Amem:ﬁaﬁ ;ﬂtﬂ-é%;geinvs'e- ASSESSMEents that Rzus&mmteﬁemd in ?Ehe::e‘isectmn on h&s-'bszhaﬁﬁ

and top Republicans vowing investications into Krémilin activities..

Mr. Trump, in a statement issued by his transition team on Friday evening, expressed

complete disbelief in the intelligence agencies’ assessments.

“These are the same people that said Saddam Hussein had weapons of mass
destruction,” Mr. Trump's team said, adding that the election was over and that it was
time 1o “move on.”

Though Mr. Trump has wasted no time in antagonizing the agencies, he will have to rely
on them for the sort of espionage activities and analysis that they spend more than $70

billion ayear to perform.

FBI (18-cv-154)-9498



e - ere v .. . Obtained via FOIA by Judicial Watch, Inc. =~~~ =~
At this point in atransition, a president-elect 1s usually delving into intelligence hehas

tiever before seen and learning about C.LA. and & abilities. But.

Mr. Trump, who has taken intelligence briefings only Sz;‘_r;»s;as{agiésta lty, is question ing not

only analytic conclusions, but also their underlying facts.

“To have the president-elect of the United States simply reject the fact-based narrative
that the intalligence community puts together because it wﬁﬁiﬂg weith hisap prio ¥i

assumptions — wow,” said Michael V. Hayden, who was the director of the N.S.A. and

later the C.LA. under President George W, Bush,.

With the partisan emations on both sides — My, Trump's supporters sec aplotto

umifﬁrmﬁ‘ae his presidency, ami Hillary € imt:}n 'S SUpporters see a conspiracy to keep her
fromthe ;}reqséeﬁw — the resuft is an envivonment in which even those basic facts

become the basis for dispute.

Mr. Tr ump s team lashed cut at the agencies after

iwut had released documents aniy on {he Bpmocmts

The president-glect finds himself in a bind aftet strenuously rejecting for months all

assertions that Russia was workmg o h@Ep hirs, though he c:i d at one point invite Russia

While there is no evidence that the Russian meddling affected the cutcome of the
election or the legitimacy of the vote, My, Trump and his aides want to shut the doot on
any such notion, including the idea that President Viadimir V. Putin schemed to put him

inoftice

instead, Mr. Trump casts the issue as anunknowable mystery. "It could be Russia,” he
recently told Time magazine, “And it could be China. And it could be some guy in his

home in New lersey”

The Republicans who lead the congressional commitiees oy éYS:Ee-iﬁg inteiligence, the

Pentagon and the Department of Homeland Security take the opposite view. They sav
FBI (18-cv- 154) 9499
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that ngaa Was hehmej the election meddling, hutthat the scope and intent of the

operation !’E;Ese{f_{ie-gp investigation, he.ar;’:;}gg and pu i:.a-;i;i{:; TRpors.

One guestion they may want to explore is why the intelligence agencies helieve that the
fepublican fietworks were compromised while the B, which leads domestic
cyberinvestigations, has apparently told Republicans matgthaa not seen evidence of
that breach. Senior @ffi?tiaﬁ.s‘:,gay the intelligence agencies’ conclusions are not being

widely shared, even with law enforcement.

“We cannot allow foreign governments to interfere inour éeﬁ‘sééf&cvg” Ré.farﬁﬂéﬁta‘ﬁxﬁe

Cammittee and was considered by Mr. Trump for seer é?taw:;@f SHﬁme;igm S:eﬁ.j@:"i?&ﬁ, said

atthe conservative Heritage Foundation, "When they do, we must respond forcefuily,

publicly and decisively.”

He has promised hearings, saying the Russian activity was “a call to action,” as has
Senator fohn McCain of Arizona, one of the few senatorsleft from the Cold War era,

whenthe 11y made opposition te the Soviet Union — and later deep

suspicion of Russia — the centerpiece of its foreign policy.

Representative Peter T. King, Republican of New York and a member of the House
Intelligence Committee, said there was little doubt that the Russian government was
mvolved in haakiﬂgth& DUNLC “All of thei ﬂtéai‘iigencat analysts who looked atitcameto.

the conclusion that the tradecraft was very similar to the Russians,” he said.

‘s;_‘:aahf&;*ma Re,gf}u,bia&an- a:a_jz_ﬁ on Frsjﬁayr.ft:hatz he had no ;Du bt abﬂut,R@;_{sss@a‘.sfm}mhﬁiam
His complaint was with the intelligence agemsea which he said had “repeatedly”
f.aii.;{i “to anticipate Putin's hostile actions,” and wgth the Cibama administration’s lack

of a punitive respanse,

Mr. Nunes, the chairman of the House intelligence Committee, said that the mteﬁisveﬂc&
agtéﬂs:ies: haév“ign@mﬁ, pE sas by numeraus Emeiiggenm Committes memhera totake

a{immsstfaﬁ-@n had ""’sugzﬁﬁ-eniy awoken to the ith reat.” ;
FBI (18-cv-154)-9500



Obtained via FOIA by Judicial Watch, Inc.

Like many Republicans, Mr, Nunes is threading a needle. His statement puts him in
opposition to the position taken by Mr. Trump and his incoming national security
adviser, Michael Flynn, whao has traveled to Russia as a private citizen for RT, the state-

controlled news operation, and attended a dinner with M. Putin.

fu’%r ﬁimess contention that fﬂi;fir; S‘i}ama Was £a @iﬁi}gate&by a s:i-egiaie«étgi "‘*‘f;es,eﬁic_"‘ .;reilaﬁgn& :
with Russia is also notable, because Mr. Trump has said he is trying te do the same —
though he is avoiding that term, which was made popular by Mrs. Clinton in her falled

effort as secretary of state in 2009,

A president must sort out how to evaluate the evidence presented to himeach day in

the Presidential Daily Brief.

My, Obama, Tor example, came to guestion the C.1LAs analytic skills after being briefed

not long after the 2010 uprising in Tunisia.

Mr. Obama asked what the chance was that the street protests would spread to Egypt

he was told “less than 20 percent.” Tahrir Sguare erupted within days.

Intelligence can get politicized, of course, and one of the running debates about the
disastrously mistaken assessments of iraq that Mr. Trump often cites is whether the

intefligence itself was tainted or whether the Bush White House read it selectively to

support its march to war in 2003,

But what is unfolding in the argument gver the Russian hacking is miore complex,
because tracking the origin of cyberattacks is complicated. it is made all the harder by

the fact that the C.LA. and the N.5S.A. do notwant to reveal human sources or technical
abilities, including American software implants in Russian computer nelworks,

This much is known: ln mid-2015, 3 hacking group long associated with the F.S.B. —
the successor to the old Soviet K.G.B, — got inside the Democratic National
Committee’s computer systems. The intelligence gathering appeared to be fairly
routine, and it was unsurprising; The Chinese, for instance, penetrated My, Obama's

and My, McCain's presidential campaign communications in 2008.
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,&T R. U amil taw nteii&g@nce agency, attackeﬁ the ‘Ci i\é C. again, aianﬂ W th the g}rwate
email accounts of prominent Washington figures like }Ghm b Podesta, {'hg,.{;.halmgam af
Ni{s Clinton’s campaign. Those emalls were uitimately published — a step the Ru&séan&
had never taken before in the United States; though the tactic has been used often in
former Soviet states and elsewhere in Furape. That moved the issue from espionage 1o

n “information operation” with a political motive.

ﬁ‘saiﬁ'}E{iiﬁ{}Q@S me&*iauaﬁy used by hackera wéth proven :té’::e&. to tﬁhi’:’f R’ugséaﬂ .gweie’;?smeﬂ*;

That sortof “;}dttem analysis™ is common in cytprmxfes Lwatmm ‘though itis not

conclusive,

But the intelligence agencies had more: They had managed taidentify the individuals
from the G.R.U. who oversaw the hacking efforts. That may have come from
intercepted conversations, spying efforts, or implants in computer systems that aliow

the tracking of emails and text messages.

i bnefmp&, to Mr. Obama-and on Capitol HEl, int eiisgem:e agencies have said they now
beldi ieve that what began as an effort to undermine the credibility of American elections
morphed over time into a much more targeted effort to harm Mrs. Clinton, whom Mr,

Putin has long accused of interfering in Russian parliamentary elections in 2011,

But to hedge their bets before the election, according to the briefings, the Russians also
targeted the Republican National Committes, Republican operatives and prominent

members of the Republican establishment, like former Secretary of State Colin L. Powell,

But fow of those emails have ever surfac ad, save for M. Powell's, which were critical
of Mrs. Clinton’s campaign for trying to draw b into a defense of her use of a private

computer server.

& spokesman for the Republican National Committes, Sean Spicer, disputed the report

in The Times that the intelligence community had concluded that the R.IN.C. had been
hacked, :
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“The RNC was not 'hacked,”” he said on Twitter. "Thy was told and chose to

igniore.” On Friday night, before The Times published its report, the committee had

refused to comment.
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£
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K
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iﬁsﬁfﬁﬁtwaﬁ%y; Pate SS'v‘ﬂFEEﬁhE HPSC! from 5-6:3 3Dan Monday. Just about any pther time that das,e would

R PR S B PR SERTE IS SR IR A TAIEIEY. SE- £ NS SEEUREHREE o g ROt et FORNENEPI SRSt s d SO, St
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Obtained via FOIA by Judicial Watch, Inc.
RS SRR T B SRR B LA TR R4 YO PES AR QR Y RS LTI USRS D LR S VR Y R D, MU DEUR S 5

Fromy Ohr, Bruce {DAG) : b6 -1, 2
Sent: Tuesday, November 25, 2016 3:47 BN 2;; ::; r 2
Yo Strzok, Bater 8 (GO} (P81} Rage, Lisa C.
{06 {FB

Subject: Meeting With Bruce Swarte

‘Thanks again for taking the Hme to chat today, 4s § mentioned, P would like to setup a short meating
for us with Bruee Swartz, Would next Monday at 5130 gom. work? Also, ixthers any chance you guys
could come gver to pur butiding? Thanks! ’ ’

- Bruce

FBI (18-cv-154)-9522



Obtained via FOIA by Judicial Watch, Inc.

Strzok, Peter P. (CD) (FBI)

Subject:
Location:

Start:

End:

Show Time As:
Recurrence:

Meeting Status:

Organizer:

Required Attendees:

Bruce and Bruce
DOJ 2213

Thursday, December 15, 2016 1:00 PM
Thursday, December 15, 2016 1:30 PM
Tentative

(none)

Not yet responded

Strzok, Peter P. (CD) (FBI)
Page, Lisa C. (OGC) (FBI)

FBI (18-cv-154)-9527



Obtained via FOIA by Judicial Watch, Inc.

Strzok, Peter P. (CD) (FBI)

Subject:
Location:

Start:
End:

Recurrence:
Meeting Status:

Organizer:

Required Attendees:

Bruce and Bruce
DOJ 2213

Thursday, December 15, 2016 1:00 PM
Thursday, December 15, 2016 1:30 PM

(none)
Accepted

Strzok, Peter P. (CD) (FBI)
Page, Lisa C. (OGC) (FBI)

FBI (18-cv-154)-9528
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