From: Clay, Carole ()(6)

Sent: Thursday, August 19, 2021 7:58 AM
To: Dove, Matthew D CIV (USA)
Subject: FW: [Non-DoD Source] RE: State Identified Possible Risk Based on Public Reports

All active links contained in this email were disabled. Please verify the identity of the sender, and confirm the
authenticity of all links contained within the message prior to copying and pasting the address to a Web
browser.

Matt, | was able to get the Comptroller to clear on a letter to IG Sopko last night (the Secretary isn’t in yet to stamp his
signature since he is overseas). However, | received the message below last night and I’'m a little confused by the
statement that pulling the reports would be time consuming. It appears as if it has already been accomplished, so that’s
why the statement is confusing. The Comptroller is not a political appointee, so it now sounds like the letter | have will
not be acceptable. So I’'m back to scrambling a bit this morning to find a political appointee to help. It's not that | think
they won’t help, but there is such a long process in getting correspondence cleared and signed by political appointees
that | can’t do that quickly. Thanks, Carole

From: Sopko, John F SES (USA) (GQIG)
Sent: Wednesday, August 18, 2021 9:42 PM
To: Clay, Carole L

cc: ARLINGTON, JOHN G (SES) CIV SIGAR GEN COUN (UsA) G - oisc. Eusene E CIV (USA)

Subject: Re: [Non-DoD Source] RE: State Identified Possible Risk Based on Public Reports

Carole, this is a highly unusual request without any explanation or justification for why you are requesting that we review and

delete certain documents that have been posted on our web site — all in violation of the IG Act. Many of the records you are
talking about have been up on our web for 10 or more years and my IT people tell me even if we delete them they are still out there
in the internet since there are numerous programs readily available that regularly sweep and capture such material. | would prefer
someone at State who is a political appointee explain in writing why you are making such a request as well as what is the basis of the
threat and how this very labor intensive request will accomplish anything other than waste taxpayer dollars. John Sopko, SIGAR

Sent from my iPad

On Aug 18, 2021, at 5:47 PM, Clay, Carole L_Caution-mailto_ > wrote:

All active links contained in this email were disabled. Please verify the identity of the sender, and confirm the
authenticity of all links contained within the message prior to copying and pasting the address to a Web browser.

IG Sopko, Thank you for your quick reply. Is an email sufficient or do you require a signed letter? Thank
you, Carole Clay
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Carole Clay

State Department, Bureau of the Comptroller and Global Financial Services
Director, Office of Management Controls

Caution-mai Ito_ < Caution-Caution-

mailto

From: Sopko, John F SES (USA) Caution-
mailto >
Sent: Monday, August 16, 2021 4:06 PM

To: Bern, Jaryd M CIV SIGAR (USA)

Cc: Aloise, Eugene E CIV (USA)
>: Dove, Matthew D CIV (USA)
>; ARLINGTON, JOHN

G (SES) CIV SIGAR GEN COUN (USA) Caution-

>: Harmon, Scott (Kabul) Caution-
>: Harmon, B S (Scott) CIV (USA)
Caution-mailto: > >; Clay, Carole L
Caution-mailto > Lawrence, Robert B CIV SIGAR CCR (USA)
Caution-mailto >: LaVelle,
Philip J CIV (USA) Caution-mailto
Subject: Re: State Identified Possible Risk Based on Public Reports

Do not take anything down until we receive an official request in writing.

Sent from my iPhone

On Aug 16, 2021, at 4:03 PM, Bern, Jaryd M CIV SIGAR (USA)

Caution-Caution-mailto < Caution-
mailto >>>

wrote:

+ Phil and Robert

We may also need to consider SIGAR reports posted to oversight.gov.

Jaryd

Jaryd Bern | Chief of Staff
Special Inspector General for Afghanistan Reconstruction

Sent from my iPhone

2
SIGAR-F-00002



On Aug 16, 2021, at 4:01 PM, Aloise, Eugene E CIV (USA)

< Caution-Caution-

< Caution-

%3c Caution-Caution-
> > > wrote:

| agree. We can temporarily remove from websites. Especially financial audits.

Sent from my iPhone

On Aug 16, 2021, at 3:43 PM, Dove, Matthew D CIV (USA)

Thanks Carol and appreciate the chat.

Mr. Sopko, Gene, and John,

Please see below from State, Bureau of the Comptroller
and Global Financial Services; Carole (Cc’d) is a strong,
supportive colleague with whom I’'ve worked for many
years and she is tasked to execute this action on behalf
of State Comptroller.

Bottom Line: State thinks some of the information in
our reports (think Afghan companies/contract
information) could put individuals at heightened risk
given recent developments in Afghanistan. From my
perspective, scrubbing OUR reports would be onerous
and not timely (consider the work to just scrub our
published financial audits). One option may be to
temporarily disable certain portions of the website
while the dust settles in Afghanistan and we decide on a
long-term solution—I am not sure the implication of
such action given our Congressional mandate to make
our reports public, though. This decision is obviously
above my paygrade. For what it is worth, my advice
would be to consider working with State on this; State is
already taking action websites it/USAID controls and the
other OlGs/GAO may be taking similar action.

| am standing by to move out as instructed or to pass
the ball to you for action.

Thanks!

Matt
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From: Clay, Carole L
Caution-mailto

< Caution-
< Caution-

Sent: Monday, August 16, 2021 3:18 PM
To: Dove, Matthew D CIV (USA)

Subject: [Non-DoD Source] RE: Message

All active links contained in this email were
disabled. Please verify the identity of the sender,
and confirm the authenticity of all links contained
within the message prior to copying and pasting the
address to a Web browser.

Matt, Thanks for your quick reply. The State
Department would like to make an unprecedented
request from SIGAR given the recent and dramatic
changes in Afghanistan. We’ve worked together in
the past and so I'm reaching out to you first,
instead of going directly to Deputy Aloise. | would
appreciate any advice and insight you can provide
in how to best approach this request.

Essentially, we would like to request for SIGAR to
suspend large portions of your website and public
access to reports and records. We requesturgent
assistance inidentifying and temporarily removing
(and potentially redacting on a longer term basis)
all potentially sensitive and identifying information
on U.S. government assistance programs/projects
in Afghanistan. A great many of your historical
publications contain extensive details about
activities and partners that could put individuals at
risk in the current environment.

For the websites that State/F and USAID/PPL and
USAID/MCIO control, e.g. ForeignAssitance.gov,
Foreign Assistance Resource Library, Development
Experience Clearinghouse etc. immediate actions
are being taken to remove the following type of
information for awards for Afghanistan or regional
awards where Afghanistan is expressly mentioned:
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e |mplementing partner name

¢ Implementing partner DUNS#

¢ Award Title

¢« Award Description

o Evaluations, assessments, studies, other
publications that contain any of the above
are being temporarily removed until they
can be reviewed carefully

We are also making requests to the GAO and the
OIG communities to assist in this effort. Because
SIGAR is probably the most extensive source for
vendor and other information in Afghanistan
through the information available for your website,
it might be easiest to disable the website
functionality for accessing reports and other
publications and notifications. Obviously we
request this as soon as possible. |'ve available to
discuss further at

(cell). Could you please advise what you think the
best way for us to advance this request to your
upper management? Thanks for your help, Carole

State Department, Bureau of the Comptroller and Global

Financial Services
Director, Office of Management Controls

From: Dove, Matthew D CIV (USA)

Sent: Monday, August 16, 2021 3:04 PM
To: Clay, Carole L

Subject: Message
Greetings Carol,

| received word from the SIGAR Front Desk that you
were trying to reach me.
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How can | help?

Matt
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From: Dove, Matthew D CIV (USA)

Sent: Wednesday, August 18, 2021 2:57 PM

To: Alexander, Billy M CIV SIGAR M S (USA); Wachter, James A Jr CIV SIGAR M S (USA)
Cc: Scroggins, Deborah L CIV SIGAR PUBLICATIONS (USA)

Subject: FW: State Identified Possible Risk Based on Public Reports

Signed By:

Hey Billy,

Following up from Jim’s prior message, see below. This is what sparked the discussion/steps taken today for A&l and SP
products. | advised that RAD may want to do the same for the QR, but that is not my call.

From: Aloise, Eugene E CIV (USA)_

Sent: Monday, August 16, 2021 4:01 PM
To: Dove, Matthew D CIV (USA)
Cc: Sopko, John F SES (USA) ARLINGTON, JOHN G (SES) CIV SIGAR GEN COUN (USA)

Bern, Jaryd M CIV SIGAR (USA) Harmon, Scott (Kabul)
Harmon, B S (Scott) CIV (USA)

Subject: Re: State Identified Possible Risk Based on Public Reports

| agree. We can temporarily remove from websites. Especially financial audits.

Sent from my iPhone

On Aug 16, 2021, at 3:43 PM, Dove, Matthew D CIV (USA) {SNIEGCGEEEEEE - ot

Thanks Carol and appreciate the chat.
Mr. Sopko, Gene, and John,

Please see below from State, Bureau of the Comptroller and Global Financial Services; Carole (Cc’d) is a
strong, supportive colleague with whom I've worked for many years and she is tasked to execute this
action on behalf of State Comptroller.

Bottom Line: State thinks some of the information in our reports (think Afghan companies/contract
information) could put individuals at heightened risk given recent developments in Afghanistan. From
my perspective, scrubbing OUR reports would be onerous and not timely (consider the work to just
scrub our published financial audits). One option may be to temporarily disable certain portions of the
website while the dust settles in Afghanistan and we decide on a long-term solution—I| am not sure the
implication of such action given our Congressional mandate to make our reports public, though. This
decision is obviously above my paygrade. For what it is worth, my advice would be to consider working
with State on this; State is already taking action websites it/USAID controls and the other OlIGs/GAO may
be taking similar action.

| am standing by to move out as instructed or to pass the ball to you for action.
Thanks!
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Matt

From: Clay, Carole L
Sent: Monday, August 16, 2021 3:18 PM

To: Dove, Mathew 0 Cv 05 N

Subject: [Non-DoD Source] RE: Message

All active links contained in this email were disabled. Please verify the identity of the sender,
and confirm the authenticity of all links contained within the message prior to copying and
pasting the address to a Web browser.

Matt, Thanks for your quick reply. The State Department would like to make an unprecedented
request from SIGAR given the recent and dramatic changes in Afghanistan. We’ve worked
together in the past and so I'm reaching out to you first, instead of going directly to Deputy
Aloise. | would appreciate any advice and insight you can provide in how to best approach this
request.

Essentially, we would like to request for SIGAR to suspend large portions of your website and
public access to reports and records. We request urgent assistance in identifying and
temporarily removing (and potentially redacting on a longer term basis) all potentially sensitive
and identifying information on U.S. government assistance programs/projects in

Afghanistan. A great many of your historical publications contain extensive details about
activities and partners that could put individuals at risk in the current environment.

For the websites that State/F and USAID/PPL and USAID/MCIO control,

e.g. ForeignAssitance.gov, Foreign Assistance Resource Library, Development Experience
Clearinghouse etc. immediate actions are being taken to remove the following type of
information for awards for Afghanistan or regional awards where Afghanistan is expressly
mentioned:

e Implementing partner name

e Implementing partner DUNS#

e Award Title

e Award Description

¢ Evaluations, assessments, studies, other publications that contain any of the above are
being temporarily removed until they can be reviewed carefully

We are also making requests to the GAO and the OIG communities to assist in this

effort. Because SIGAR is probably the most extensive source for vendor and other information

in Afghanistan through the information available for your website, it might be easiest to disable
the website functionality for accessing reports and other publications and

notifications. Obviously we request this as soon as possible. I've available to discuss further at
Could you please advise what you think the best way for
us to advance this request to your upper management? Thanks for your help, Carole

2
SIGAR-F-00008



Canrole Cliy

State Department, Bureau of the Comptroller and Global Financial Services
Director, Office of Management Controls

From: Dove, Matthew D CIV (USA)
Sent: Monday, August 16, 2021 3:04 PM
To: Clay, Carole L
Subject: Message

Greetings Carol,
| received word from the SIGAR Front Desk that you were trying to reach me.
How can | help?

Matt
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From: Aloise, Eugene E CIV (USA)

Sent: Thursday, August 19, 2021 2:05 PM

To: Dove, Matthew D CIV (USA); Truly, Matthew J CIV SIGAR M S (USA)

Subject: Fwd: [Non-DoD Source] On behalf of Jeffrey Mounts, Comptroller, 8-19-21 CGFS to
SIGAR John F Sopko Afghanistan evacuations

Attachments: 2021-08-19 Letter to SIGAR John F Sopko Afghanistan Evacuations.pdf

FYI

Sent from my iPhone

Begin forwarded message:

From: "Sopko, John F SES (USA)"
Date: August 19, 2021 at 2:02:51 PM EDT
To: "ARLINGTON, JOHN G (SES) CIV SIGAR GEN COUN (UsA)" [ ESEGCGGEEEEEEEE - ois<.
Eugene E CIV (USA)" "Bern, Jaryd M CIV SIGAR (USA)"

"Lawrence, Robert B CIV SIGAR CCR (USA)"

"LaVelle, Philip J CIV (USA)"

Subject: Fwd: [Non-DoD Source] On behalf of Jeffrey Mounts, Comptroller, 8-19-21 CGFS to SIGAR
John F Sopko Afghanistan evacuations

Sent from my iPhone

Begin forwarded message:

From: "White, Charlotte"
Date: August 19, 2021 at 10:21:54 AM EDT
To: "Sopko, John F SES (USA)"

"Bern, Jaryd M CIV SIGAR (USA)"
"Dove, Matthew D CIV (USA)"

"Davisson, William B"
"Clay, Carole L" "Rush, Manly H"
"ARLINGTON, JOHN G (SES) CIV SIGAR GEN COUN (USA)"

Cc: "Mounts, Jeffrey C"

Subject: [Non-DoD Source] On behalf of Jeffrey Mounts, Comptroller, 8-19-21 CGFS to
SIGAR John F Sopko Afghanistan evacuations

Sent on behalf of Jeffrey C. Mounts, Comptroller
Please find enclosed the letter to the Special Inspector General for Afghanistan

John F. Sopko from Department of State Comptroller Jeffrey C Mounts regarding
Afghanistan evacuations.
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Charlotte J. White
CGFS — Comptroller Front Desk
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From: Aloise, Eugene E CIV (USA)

Sent: Wednesday, August 18, 2021 10:28 PM

To: Dove, Matthew D CIV (USA)

Subject: Fwd: [Non-DoD Source] RE: State Identified Possible Risk Based on Public Reports
FYI

Sent from my iPhone

Begin forwarded message:

From: "Sopko, John F SES (USA)"
Date: August 18, 2021 at 9:42:09 PM EDT
To: "Clay, Carole L"_

Ce: "ARLINGTON, JOHN G (SES) CIV SIGAR GEN COUN (UsA)" ST 'oise. cugene £ (v
oo

Subject: Re: [Non-DoD Source] RE: State Identified Possible Risk Based on Public Reports

Carole, this is a highly unusual request without any explanation or justification for why you are requesting that we
review and delete certain documents that have been posted on our web site — all in violation of the IG Act. Many
of the records you are talking about have been up on our web for 10 or more years and my IT people tell me even
if we delete them they are still out there in the internet since there are numerous programs readily available that
regularly sweep and capture such material. | would prefer someone at State who is a political appointee explain in
writing why you are making such a request as well as what is the basis of the threat and how this very labor
intensive request will accomplish anything other than waste taxpayer dollars. John Sopko, SIGAR

Sent from my iPad

On Aug 18, 2021, at 5:47 PM, Clay, Carole L_wrote:

All active links contained in this email were disabled. Please verify the identity of the sender, and
confirm the authenticity of all links contained within the message prior to copying and pasting
the address to a Web browser.

IG Sopko, Thank you for your quick reply. Is an email sufficient or do you require a
signed letter? Thank you, Carole Clay

Carole Cliy

State Department, Bureau of the Comptroller and Global Financial Services
Director, Office of Management Controls
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From: Sopko, John F SES (UsA) [ ESEGTEE

Sent: Monday, August 16, 2021 4:06 PM
To: Bern, Jaryd M CIV SIGAR (USA)
Cc: Aloise, Eugene E CIV (USA)
(USA)
(USA)
Harmon, B S (Scott) CIV (USA)
Lawrence, Robert B CIV SIGAR CCR (USA)
LaVelle, Philip J CIV (USA)

Dove, Matthew D CIV
ARLINGTON, JOHN G (SES) CIV SIGAR GEN COUN
Harmon, Scott (Kabul)

Clay, Carole L

Subject: Re: State Identified Possible Risk Based on Public Reports
Do not take anything down until we receive an official request in writing.

Sent from my iPhone

On Aug 16, 2021, at 4:03 PM, Bern, Jaryd M CIV SIGAR (USA)

wrote:

+ Phil and Robert
We may also need to consider SIGAR reports posted to oversight.gov.
Jaryd

Jaryd Bern | Chief of Staff
Special Inspector General for Afghanistan Reconstruction

Sent from my iPhone

On Aug 16, 2021, at 4:01 PM, Aloise, Eugene E CIV (USA)

wrote:

| agree. We can temporarily remove from websites.
Especially financial audits.

Sent from my iPhone

On Aug 16, 2021, at 3:43 PM, Dove,
Matthew D CIV (USA)

wrote:
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Thanks Carol and appreciate the chat.
Mr. Sopko, Gene, and John,

Please see below from State, Bureau of
the Comptroller and Global Financial
Services; Carole (Cc’d) is a strong,
supportive colleague with whom I've
worked for many years and she is
tasked to execute this action on behalf
of State Comptroller.

Bottom Line: State thinks some of the
information in our reports (think Afghan
companies/contract information) could
put individuals at heightened risk given
recent developments in Afghanistan.
From my perspective, scrubbing OUR
reports would be onerous and not
timely (consider the work to just scrub
our published financial audits). One
option may be to temporarily disable
certain portions of the website while
the dust settles in Afghanistan and we
decide on a long-term solution—I am
not sure the implication of such action
given our Congressional mandate to
make our reports public, though. This
decision is obviously above my
paygrade. For what it is worth, my
advice would be to consider working
with State on this; State is already
taking action websites it/USAID controls
and the other OIGs/GAO may be taking
similar action.

| am standing by to move out as
instructed or to pass the ball to you for
action.

Thanks!

Matt

From: Clay, Carole L

Sent: Monday, August 16, 2021 3:18
PM

To: Dove, Matthew D CIV (USA)
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ubject: [Non-DoD Source] RE: Message

All active links contained in this
email were disabled. Please verify
the identity of the sender, and
confirm the authenticity of all links
contained within the message prior
to copying and pasting the address to
a Web browser.

Matt, Thanks for your quick

reply. The State Department would
like to make an unprecedented
request from SIGAR given the recent
and dramatic changes in
Afghanistan. We’ve worked
together in the past and so I'm
reaching out to you first, instead of
going directly to Deputy Aloise. |
would appreciate any advice and
insight you can provide in how to
best approach this request.

Essentially, we would like to request
for SIGAR to suspend large portions
of your website and public access to
reports and records. We
requesturgent assistance in
identifying and temporarily
removing (and potentially redacting
on a longer term basis) all
potentially sensitive and identifying
information on U.S. government
assistance programs/projects in
Afghanistan. A great many of your
historical publications contain
extensive details about activities and
partners that could put individuals
at risk in the current environment.

For the websites that State/F and
USAID/PPL and USAID/MCIO control,
e.g. ForeignAssitance.gov, Foreign
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Assistance Resource Library,
Development Experience
Clearinghouse etc. immediate
actions are being taken to remove
the following type of information for
awards for Afghanistan or regional
awards where Afghanistan is
expressly mentioned:

e Implementing partner name

¢ Implementing partner
DUNS#

e Award Title

« Award Description

e FEvaluations, assessments,
studies, other publications
that contain any of the above
are being temporarily
removed until they can be
reviewed carefully

We are also making requests to the
GAO and the OIG communities to
assist in this effort. Because SIGAR
is probably the most extensive
source for vendor and other
information in Afghanistan through
the information available for your
website, it might be easiest to
disable the website functionality for
accessing reports and other
publications and

notifications. Obviously we request
this as soon as possible. I've
available to discuss further atF

(cell). Could you please advise what
you think the best way for us to
advance this request to your upper
management? Thanks for your help,
Carole

Carole Cliy

State Department, Bureau of the
Comptroller and Global Financial Services
Director, Office of Management Controls
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From: Dove, Matthew D CIV (USA)

Sent: Monday, August 16, 2021 3:04
PM

To: Clay, Carole L

Subject: Message
Greetings Carol,

| received word from the SIGAR Front
Desk that you were trying to reach me.

How can | help?

Matt
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From:
Sent:
To:
Subject:

FYl only. Gene

Aloise, Eugene E CIV (USA)

Thursday, August 19, 2021 6:49 AM

Dove, Matthew D CIV (USA)

Fwd: [Non-DoD Source] RE: State Identified Possible Risk Based on Public Reports

Sent from my iPhone

Begin forwarded message:

From: "Sopko, John F SES (USA)'
Date: August 19, 2021 at 5:00:13 AM EDT
To: "Aloise, Eugene E CIV (USA)"

Subject: Re: [Non-DoD Source] RE: State Identified Possible Risk Based on Public Reports

Ok doit

Sent from my iPad

On Aug 18, 2021, at 11:14 PM, Aloise, Eugene E CIV (USA) (G - ot

John according to Matt Truly this is a government wide exercise. GAO has removed 424
Afghanistan related reports from its website. CIGIE is complying with over sight.com, USAID and
USAID IG, State and DOD IGs have done the same. In addition SIGAR is getting requests from
contractors for our financial audits for further redactions from our reports. Based on our
conversation today where you said to make the decision | told Truly to selectively block access to
financial audits and program audits many of which mentioned contractors and implementors. It
took 5 minutes. A flip of a switch. A temporary hold until our people/IWA and LES are out of
Kabul. Hopefully in a week or two. Lesson learned reports and QRs are still accessible. We would
be the only IG shop not complying and Robert is worried about how the hill would react. If you
don’t agree with this let me know and Matt can allow access tomorrow. Gene

Sent from my iPhone

Begin forwarded message:

From: "Sopko, John F SES (USA)"_

Date: August 18, 2021 at 9:42:09 PM EDT
To: "Clay, Carole L"
Cc: "ARLINGTON, JOHN G (SES) CIV SIGAR GEN COUN (USA)"

"Aloise, Eugene E CIV (USA)"

Subject: Re: [Non-DoD Source] RE: State Identified Possible Risk Based on
Public Reports

Carole, this is a highly unusual request without any explanation or justification
for why you are requesting that we review and delete certain documents that
have been posted on our web site — all in violation of the IG Act. Many of the
records you are talking about have been up on our web for 10 or more years
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and my IT people tell me even if we delete them they are still out there in the
internet since there are numerous programs readily available that regularly
sweep and capture such material. | would prefer someone at State who is a
political appointee explain in writing why you are making such a request as well
as what is the basis of the threat and how this very labor intensive request will
accomplish anything other than waste taxpayer dollars. John Sopko, SIGAR

Sent from my iPad

On Aug 18, 2021, at 5:47 PM, Clay, Carole L
wrote:

All active links contained in this email were disabled. Please
verify the identity of the sender, and confirm the authenticity
of all links contained within the message prior to copying and
pasting the address to a Web browser.

IG Sopko, Thank you for your quick reply. Is an email
sufficient or do you require a signed letter? Thank you,
Carole Clay

Canrole Clay

State Department, Bureau of the Comptroller and Global
Financial Services
Director, Office of Management Controls

From: Sopko, John F SES (USA)

Sent: Monday, August 16, 2021 4:06 PM
To: Bern, Jaryd M CIV SIGAR (USA)

Cc: Aloise, Eugene E CIV (USA)
Dove, Matthew D CIV
(USA) ARLINGTON,
JOHN G (SES) CIV SIGAR GEN COUN (USA)
Harmon, Scott (Kabul)
Harmon, B S (Scott) CIV (USA)
Clay, Carole L
Lawrence, Robert B CIV SIGAR CCR
LaVelle,

Philip J CIV (USA)
Subject: Re: State Identified Possible Risk Based on
Public Reports
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Do not take anything down until we receive an official
request in writing.

Sent from my iPhone

On Aug 16, 2021, at 4:03 PM, Bern, Jaryd M
CIV SIGAR (USA)

wrote:

+ Phil and Robert

We may also need to consider SIGAR
reports posted to oversight.gov.

Jaryd

Jaryd Bern | Chief of Staff

Special Inspector General for Afghanistan
Reconstruction

Sent from my iPhone

On Aug 16, 2021, at 4:01
PM, Aloise, Eugene E CIV
(USA)

wrote:

| agree. We can
temporarily remove from
websites. Especially
financial audits.

Sent from my iPhone

On Aug
16,
2021, at
3:43
PM,
Dove,
Matthe
w D CIV
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(USA)

> wrote:

Thanks
Carol
and
appreci
ate the
chat.

Mr.
Sopko,
Gene,
and
John,

Please
see
below
from
State,
Bureau
of the
Comptr
oller
and
Global
Financi
al
Service
S;
Carole
(Cc’d)is
a
strong,
support
ive
colleag
ue with
whom
I've
worked
for
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many
years
and she
is
tasked
to
execute
this
action
on
behalf
of State
Comptr
oller.

Bottom
Line:
State
thinks
some
of the
informa
tionin
our
reports
(think
Afghan
compa
nies/co
ntract
informa
tion)
could
put
individu
als at
heighte
ned risk
given
recent
develop
ments
in
Afghani
stan.
From
my
perspec
tive,
scrubbi
ng OUR
reports
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would
be
onerou
sand
not
timely
(consid
er the
work to
just
scrub
our
publish
ed
financia
I
audits).
One
option
may be
to
tempor
arily
disable
certain
portion
s of the
website
while
the
dust
settles
in
Afghani
stan
and we
decide
ona
long-
term
solutio
n—Ilam
not
sure
the
implicat
ion of
such
action
given
our
Congre
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ssional
mandat
eto
make
our
reports
public,
though.
This
decisio
nis
obvious
ly
above
my
paygra
de. For
what it
is
worth,
my
advice
would
be to
conside
r
working
with
State
on this;
State is
already
taking
action
website
s
it/USAI
D
control
s and
the
other
OIGs/G
AO may
be
taking
similar
action.

lam
standin
gbyto
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move
out as
instruct
ed or to
pass
the ball
to you
for
action.

Thanks!
Matt

From:
Clay,
Carole L

Sent:
Monda
Y,
August
16,
2021
3:18
PM

To:
Dove,
Matthe
w D CIV
(USA)

>>
Subject
: [Non-
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DoD
Source]
RE:
Messag
e

All
active
links
contain
ed in
this
email
were
disable
d.
Please
verify
the
identit
y of
the
sender,
and
confir
m the
authent
icity of
all
links
contain
ed
within
the
messag
e prior
to
copyin
g and
pasting
the
address
toa
Web
browse
r.
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Matt,
Thanks
for
your
quick
reply.
The
State
Depart
ment
would
like to
make
an
unprec
edente
d
reques
t from
SIGAR
given
the
recent
and
dramat
ic
change
sin
Afghan
istan.
We've
worke
d
togeth
erin
the
past
and so
I'm
reachi
ng out
to you
first,
instead
of
going
directl
y to
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Deputy
Aloise.
I
would
apprec
iate
any
advice
and
insight
you
can
provid
ein
how to
best
approa
ch this
reques
t.

Essenti
ally,
we
would
like to
reques
t for
SIGAR
to
suspen
dlarge
portio
ns of
your
websit
e and
public
access
to
reports
and
record
s. We
reques
turgen
t
assista
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ncein
identif
ying
and
tempo
rarily
removi
ng
(and
potenti
ally
redacti
ngon a
longer
term
basis)
all
potenti
ally
sensiti
ve and
identif
ying
inform
ation
on U.S.
govern
ment
assista
nce
progra
ms/pro
jectsin
Afghan
istan.
A great
many
of your
histori
cal
publica
tions
contai
n
extensi
ve
details
about
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activiti
es and
partne
rs that
could
put
individ
uals at
risk in
the
curren
t
enviro
nment.

For the
websit
es that
State/F
and
USAID/
PPL
and
USAID/
MCIO
control
eg. Fo
reignA
ssitanc
e.gov,
Foreig
n
Assista
nce
Resour
ce
Library
Develo
pment
Experi
ence
Clearin
ghouse
etc.
immed
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iate
actions
are
being
taken
to
remov
e the
followi
ng
type of
inform
ation
for
awards
for
Afghan
istan
or
region
al
awards
where
Afghan
istan is
expres
sly
mentio
ned:

(DDF*“QJ'O(TQ:S_""':SFDBFD_'CB_
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We are
also

making
reques
tsto

the
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GAO
and
the
0oIG
comm
unities
to
assist
in this
effort.
Becaus
e
SIGAR
is
probab
ly the
most
extensi
ve
source
for
vendor
and
other
inform
ation
in
Afghan
istan
throug
h the
inform
ation
availab
le for
your
websit
e, it
might
be
easiest
to
disable
the
websit
e
functio
nality
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for
accessi
ng
reports
and
other
publica
tions
and
notific
ations.
Obviou
sly we
reques
t this
as
soon
as
possibl
e. I've
availab
le to
discuss
further
at

(cell).
Could
you
please
advise
what
you
think
the
best
way
for us
to
advanc
e this
reques
tto
your
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upper
manag
ement
? Than
ks for
your
help,
Carole

Caral

L

Clay

State
Departm
ent,
Bureau
of the
Comptro
ller and
Global
Financial
Services
Director,
Office of
Manage
ment
Controls
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From:
Dove,
Matthe
w D CIV
(USA)

> >
Sent:
Monda
Y,
August
16,
2021
3:04
PM

To:
Clay,
Carole L

Subject

Messag
e

Greetin

gs
Carol,

I
receive
d word
from
the
SIGAR
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Front
Desk
that
you
were
trying
to
reach
me.

How
can |

help?

Matt
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From: White, Charlott
Sent: Thursday, August 19, 2021 10:17 AM

To: Sopko, John F SES (USA); Bern, Jaryd M CIV SIGAR (USA);

Dove, Matthew D CIV (USA)

Cc: Mounts, Jeffrey C; Davisson, William B; Clay, Carole L; Rush, Manly H; ARLINGTON,
JOHN G (SES) CIV SIGAR GEN COUN (USA)

Subject: [Non-DoD Source] On behalf of Jeffrey Mounts, Comptroller, 8-19-21 CGFS to SIGAR
John F Sopko Afghanistan evacuations

Attachments: 2021-08-19 Letter to SIGAR John F Sopko Afghanistan Evacuations.pdf

Sent on behalf of Jeffrey C. Mounts, Comptroller
Please find enclosed the letter to the Special Inspector General for Afghanistan John F. Sopko from Department

of State Comptroller Jeffrey C Mounts regarding Afghanistan evacuations.

Charlotte J. White
CGFS — Comptroller Front Desk
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From: Clay, Carole L

Sent: Monday, August 16, 2021 4:09 PM
To: Bern, Jaryd M CIV SIGAR (USA); Aloise, Eugene E CIV (USA)
Cc: Dove, Matthew D CIV (USA); Sopko, John F SES (USA); ARLINGTON, JOHN G (SES) CIV

SIGAR GEN COUN (USA); Harmon, Scott (Kabul); Harmon, B S (Scott) CIV (USA);
Lawrence, Robert B CIV SIGAR CCR (USA); LaVelle, Philip J CIV (USA)
Subject: [Non-DoD Source] RE: State Identified Possible Risk Based on Public Reports

All active links contained in this email were disabled. Please verify the identity of the sender, and confirm the
authenticity of all links contained within the message prior to copying and pasting the address to a Web
browser.

Deputy Aloise and Chief of Staff Bern, Thank you very much for taking decisive action to work in partnership with the
State Department to do the best we can to protect individuals who may currently be in danger. We very much
appreciate all efforts made. Carole

From: Bern, Jaryd M CIV SIGAR (UsA) G

Sent: Monday, August 16, 2021 4:04 PM
To: Aloise, Eugene E CIV (USA)
Cc: Dove, Matthew D CIV (USA)
ARLINGTON, JOHN G (SES) CIV SIGAR GEN COUN (USA)
Harmon, B S (Scott) CIV (USA)
Lawrence, Robert B CIV SIGAR CCR (USA)

Sopko, John F SES (USA)

Harmon, Scott (Kabul)

Clay, Carole L

LaVelle, Philip J CIV

Subject: Re: State Identified Possible Risk Based on Public Reports

+ Phil and Robert
We may also need to consider SIGAR reports posted to oversight.gov.

Jaryd

Jaryd Bern | Chief of Staff

Special Inspector General for Afghanistan Reconstruction

Sent from my iPhone

On Aug 16, 2021, at 4:01 PM, Aloise, Eugene E CIV (USA) [ ESTIIEGNGNGEEEEEEEEE

wrote:

| agree. We can temporarily remove from websites. Especially financial audits.
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Sent from my iPhone

On Aug 16, 2021, at 3:43 PM, Dove, Matthew D CIV (USA)
wrote:

Thanks Carol and appreciate the chat.
Mr. Sopko, Gene, and John,

Please see below from State, Bureau of the Comptroller and Global Financial Services;
Carole (Cc’'d) is a strong, supportive colleague with whom I’'ve worked for many years
and she is tasked to execute this action on behalf of State Comptroller.

Bottom Line: State thinks some of the information in our reports (think Afghan
companies/contract information) could put individuals at heightened risk given recent
developments in Afghanistan. From my perspective, scrubbing OUR reports would be
onerous and not timely (consider the work to just scrub our published financial audits).
One option may be to temporarily disable certain portions of the website while the dust
settles in Afghanistan and we decide on a long-term solution—I am not sure the
implication of such action given our Congressional mandate to make our reports public,
though. This decision is obviously above my paygrade. For what it is worth, my advice
would be to consider working with State on this; State is already taking action websites
it/USAID controls and the other OIGs/GAO may be taking similar action.

| am standing by to move out as instructed or to pass the ball to you for action.
Thanks!

Matt

From: Clay, Carole L

Sent: Monday, August 16, 2021 3:18 PM
To: Dove, Matthew D CIV (USA)

Subject: [Non-DoD Source] RE: Message

All active links contained in this email were disabled. Please verify the identity of
the sender, and confirm the authenticity of all links contained within the message
prior to copying and pasting the address to a Web browser.

Matt, Thanks for your quick reply. The State Department would like to make an
unprecedented request from SIGAR given the recent and dramatic changes in
Afghanistan. We’ve worked together in the past and so I'm reaching out to you
first, instead of going directly to Deputy Aloise. | would appreciate any advice
and insight you can provide in how to best approach this request.
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Essentially, we would like to request for SIGAR to suspend large portions of your
website and public access to reports and records. We requesturgent assistance
in identifying and temporarily removing (and potentially redacting on a longer
term basis) all potentially sensitive and identifying information on U.S.
government assistance programs/projects in Afghanistan. A great many of your
historical publications contain extensive details about activities and partners that
could put individuals at risk in the current environment.

For the websites that State/F and USAID/PPL and USAID/MCIO control,

e.g. ForeignAssitance.gov, Foreign Assistance Resource Library, Development
Experience Clearinghouse etc. immediate actions are being taken to remove the
following type of information for awards for Afghanistan or regional awards
where Afghanistan is expressly mentioned:

e |Implementing partner name

¢ Implementing partner DUNS#

¢« Award Title

s Award Description

+ Evaluations, assessments, studies, other publications that contain any of
the above are being temporarily removed until they can be reviewed
carefully

We are also making requests to the GAO and the OIG communities to assist in
this effort. Because SIGAR is probably the most extensive source for vendor and
other information in Afghanistan through the information available for your
website, it might be easiest to disable the website functionality for accessing
reports and other publications and notifications. Obviously we request this as
soon as possible. I've available to discuss further at

- (cell). Could you please advise what you think the best way for us to
advance this request to your upper management? Thanks for your help, Carole

Carole Clay

State Department, Bureau of the Comptroller and Global Financial Services
Director, Office of Management Controls

From: Dove, Matthew D CIV (USA)

Sent: Monday, August 16, 2021 3:04 PM
To: Clay, Carole L
Subject: Message

Greetings Carol,

| received word from the SIGAR Front Desk that you were trying to reach me.
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How can | help?

Matt
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From: Clay, Carole L

Sent: Monday, August 16, 2021 3:50 PM
To: Dove, Matthew D CIV (USA)
Subject: [Non-DoD Source] RE: State Identified Possible Risk Based on Public Reports

All active links contained in this email were disabled. Please verify the identity of the sender, and confirm the
authenticity of all links contained within the message prior to copying and pasting the address to a Web
browser.

Thanks a million Matt. You said it much better than | could have. | really, really appreciate your help in getting this
request considered. Thanks

From: Dove, Matthew D CIV (USA)
Sent: Monday, August 16, 2021 3:44 PM
To: Sopko, John F SES (USA
ARLINGTON, JOHN G (SES) CIV SIGAR GEN COUN (USA)
Cc: Bern, Jaryd M CIV SIGAR (USA)
Harmon, B S (Scott) CIV (USA)
Subject: State Identified Possible Risk Based on Public Reports

Aloise, Eugene E CIV (USA)

; Harmon, Scott (Kabul)
Clay, Carole L

Thanks Carol and appreciate the chat.
Mr. Sopko, Gene, and John,

Please see below from State, Bureau of the Comptroller and Global Financial Services; Carole (Cc’d) is a strong,
supportive colleague with whom I’'ve worked for many years and she is tasked to execute this action on behalf of State
Comptroller.

Bottom Line: State thinks some of the information in our reports (think Afghan companies/contract information) could
put individuals at heightened risk given recent developments in Afghanistan. From my perspective, scrubbing OUR
reports would be onerous and not timely (consider the work to just scrub our published financial audits). One option
may be to temporarily disable certain portions of the website while the dust settles in Afghanistan and we decide on a
long-term solution—I am not sure the implication of such action given our Congressional mandate to make our reports
public, though. This decision is obviously above my paygrade. For what it is worth, my advice would be to consider
working with State on this; State is already taking action websites it/USAID controls and the other OIGs/GAO may be
taking similar action.

| am standing by to move out as instructed or to pass the ball to you for action.
Thanks!

Matt

From: Clay, Carole L
Sent: Monday, August 16, 2021 3:18 PM
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Subject: [Non-DoD Source] RE: Message

All active links contained in this email were disabled. Please verify the identity of the sender, and confirm the
authenticity of all links contained within the message prior to copying and pasting the address to a Web
browser.

Matt, Thanks for your quick reply. The State Department would like to make an unprecedented request from
SIGAR given the recent and dramatic changes in Afghanistan. We’ve worked together in the past and so I'm
reaching out to you first, instead of going directly to Deputy Aloise. | would appreciate any advice and insight
you can provide in how to best approach this request.

Essentially, we would like to request for SIGAR to suspend large portions of your website and public access to
reports and records. We request urgent assistance in identifying and temporarily removing (and potentially
redacting on a longer term basis) all potentially sensitive and identifying information on U.S. government
assistance programs/projects in Afghanistan. A great many of your historical publications contain extensive
details about activities and partners that could put individuals at risk in the current environment.

For the websites that State/F and USAID/PPL and USAID/MCIO control, e.g. ForeignAssitance.gov, Foreign
Assistance Resource Library, Development Experience Clearinghouse etc. immediate actions are being taken
to remove the following type of information for awards for Afghanistan or regional awards where Afghanistan
is expressly mentioned:

¢ Implementing partner name

e Implementing partner DUNS#

e Award Title

o Award Description

s Evaluations, assessments, studies, other publications that contain any of the above are being
temporarily removed until they can be reviewed carefully

We are also making requests to the GAO and the OIG communities to assist in this effort. Because SIGAR is
probably the most extensive source for vendor and other information in Afghanistan through the information
available for your website, it might be easiest to disable the website functionality for accessing reports and
other publications and notifications. Obviously we request this as soon as possible. I've available to discuss

further at_ (cell). Could you please advise what you think the best way for us

to advance this request to your upper management? Thanks for your help, Carole

Carole Clay

State Department, Bureau of the Comptroller and Global Financial Services
Director, Office of Management Controls

Sent: Monday, August 16, 2021 3:04 PM
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Subject: Message

Greetings Carol,

| received word from the SIGAR Front Desk that you were trying to reach me.
How can | help?

Matt
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From: Clay, Carole L

Sent: Monday, August 16, 2021 4:13 PM
To: Sopko, John F SES (USA); Bern, Jaryd M CIV SIGAR (USA)
Cc Aloise, Eugene E CIV (USA); Dove, Matthew D CIV (USA); ARLINGTON, JOHN G (SES)

CIV SIGAR GEN COUN (USA); Harmon, Scott (Kabul); Harmon, B S (Scott) CIV (USA);
Lawrence, Robert B CIV SIGAR CCR (USA); LaVelle, Philip J CIV (USA)
Subject: [Non-DoD Source] RE: State Identified Possible Risk Based on Public Reports

All active links contained in this email were disabled. Please verify the identity of the sender, and confirm the
authenticity of all links contained within the message prior to copying and pasting the address to a Web
browser.

IG Sopko, Thank you for your quick reply. Is an email sufficient or do you require a signed letter? Thank you, Carole Clay

Carole Clay

State Department, Bureau of the Comptroller and Global Financial Services
Director, Office of Management Controls

From: Sopko, John F SES (USA)
Sent: Monday, August 16, 2021 4:06 PM
To: Bern, Jaryd M CIV SIGAR (USA)

Cc: Aloise, Eugene E CIV (USA) Dove, Matthew D CIV (USA)

ARLINGTON, JOHN G (SES) CIV SIGAR GEN COUN (USA)

Harmon, Scott (Kabul) Harmon, B S (Scott) CIV (USA)
Clay, Carole L Lawrence, Robert B CIV SIGAR CCR (USA)
LaVelle, Philip J CIV (USA)
Subject: Re: State Identified Possible Risk Based on Public Reports

Do not take anything down until we receive an official request in writing.

Sent from my iPhone

On Aug 16, 2021, at 4:03 PM, Bern, Jaryd M CIV sIGAR (UsA) (G

wrote:

+ Phil and Robert
We may also need to consider SIGAR reports posted to oversight.gov.

Jaryd
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Jaryd Bern | Chief of Staff

Special Inspector General for Afghanistan Reconstruction

Sent from my iPhone

On Aug 16, 2021, at 4:01 PM, Aloise, Eugene E CIV (USA)

wrote:
| agree. We can temporarily remove from websites. Especially financial audits.

Sent from my iPhone

On Aug 16, 2021, at 3:43 PM, Dove, Matthew D CIV (USA)

wrote:

Thanks Carol and appreciate the chat.
Mr. Sopko, Gene, and John,

Please see below from State, Bureau of the Comptroller and Global
Financial Services; Carole (Cc’d) is a strong, supportive colleague with
whom I've worked for many years and she is tasked to execute this
action on behalf of State Comptroller.

Bottom Line: State thinks some of the information in our reports (think
Afghan companies/contract information) could put individuals at
heightened risk given recent developments in Afghanistan. From my
perspective, scrubbing OUR reports would be onerous and not timely
(consider the work to just scrub our published financial audits). One
option may be to temporarily disable certain portions of the website
while the dust settles in Afghanistan and we decide on a long-term
solution—I am not sure the implication of such action given our
Congressional mandate to make our reports public, though. This
decision is obviously above my paygrade. For what it is worth, my advice
would be to consider working with State on this; State is already taking
action websites it/USAID controls and the other OIGs/GAO may be
taking similar action.

| am standing by to move out as instructed or to pass the ball to you for
action.

Thanks!
Matt

From: Clay, Carole L

Sent: Monday, August 16, 2021 3:18 PM
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To: Dove, Matthew D CIV (USA)

Subject: [Non-DoD Source] RE: Message

All active links contained in this email were disabled. Please verify
the identity of the sender, and confirm the authenticity of all links
contained within the message prior to copying and pasting the
address to a Web browser.

Matt, Thanks for your quick reply. The State Department would
like to make an unprecedented request from SIGAR given the
recent and dramatic changes in Afghanistan. We’ve worked
together in the past and so I’'m reaching out to you first, instead of
going directly to Deputy Aloise. | would appreciate any advice and
insight you can provide in how to best approach this request.

Essentially, we would like to request for SIGAR to suspend large
portions of your website and public access to reports and
records. We requesturgent assistance in identifying and
temporarily removing (and potentially redacting on a longer term
basis) all potentially sensitive and identifying information on U.S.
government assistance programs/projects in Afghanistan. A
great many of your historical publications contain extensive
details about activities and partners that could put individuals at
risk in the current environment.

For the websites that State/F and USAID/PPL and USAID/MCIO
control, e.g. ForeignAssitance.gov, Foreign Assistance Resource
Library, Development Experience Clearinghouse etc. immediate
actions are being taken to remove the following type of
information for awards for Afghanistan or regional awards where
Afghanistan is expressly mentioned:

e Implementing partner name

e Implementing partner DUNS#

e Award Title

e Award Description

o Evaluations, assessments, studies, other publications that
contain any of the above are being temporarily removed
until they can be reviewed carefully

We are also making requests to the GAO and the OIG
communities to assist in this effort. Because SIGAR is probably
the most extensive source for vendor and other information in
Afghanistan through the information available for your website, it
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might be easiest to disable the website functionality for accessing
reports and other publications and notifications. Obviously we
request this as soon as possible. I've available to discuss further
at (cell). Could you please advise
what you think the best way for us to advance this request to your
upper management? Thanks for your help, Carole

State Department, Bureau of the Comptroller and Global Financial Services
Director, Office of Management Controls

From: Dove, Matthew D CIV (USA)

Sent: Monday, August 16, 2021 3:04 PM
To: Clay, Carole L

Subject: Message

Greetings Carol,

| received word from the SIGAR Front Desk that you were trying to
reach me.

How can | help?

Matt
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From: Sopko, John F SES (USA)

Sent: Thursday, August 19, 2021 2:04 PM
To: White, Charlotte
Cc: Bern, Jaryd M CIV SIGAR (USA); Dove, Matthew D CIV

(USA); Mounts, Jeffrey C; Davisson, William B; Clay, Carole L; Rush, Manly H;
ARLINGTON, JOHN G (SES) CIV SIGAR GEN COUN (USA)

Subject: Re: [Non-DoD Source] On behalf of Jeffrey Mounts, Comptroller, 8-19-21 CGFS to
SIGAR John F Sopko Afghanistan evacuations

Thanks we will proceed with pulling the materials down.

Sent from my iPhone

On Aug 19, 2021, at 10:21 AM, White, Charlotte (GGG rote:

Sent on behalf of Jeffrey C. Mounts, Comptroller
Please find enclosed the letter to the Special Inspector General for Afghanistan John F. Sopko

from Department of State Comptroller Jeffrey C Mounts regarding Afghanistan evacuations.

Charlotte J. White
CGFS — Comptroller Front Desk

<2021-08-19 Letter to SIGAR John F Sopko Afghanistan Evacuations.pdf>
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From: Clay, Carole L

Sent: Monday, August 16, 2021 4:57 PM
To: Dove, Matthew D CIV (USA)
Subject: RE: [Non-DoD Source] RE: State Identified Possible Risk Based on Public Reports

All active links contained in this email were disabled. Please verify the identity of the sender, and confirm the
authenticity of all links contained within the message prior to copying and pasting the address to a Web
browser.

| understand. Right after | hit send on the message asking if an email was ok or if a signed letter was necessary, | called
our Legal Advisor. He and the Deputy Legal Advisor are discussing who should send the request. | knew it needed to be
above my level and the Comptroller is working overseas today and not easily accessible. | knew a letter from Legal would
be accepted so that’s what I’'m trying for. Though he might decide it should come from SCA. I'm waiting to hear what
they decice. thanks

From: Dove, Matthew D CIV (USA

Sent: Monday, August 16, 2021 4:51 PM

To: Clay, Carole L

Subject: RE: [Non-DoD Source] RE: State Identified Possible Risk Based on Public Reports

Hi Carole,

The IG would like a formal request from the Comptroller, or above, that outlines the request, the reason for the request,
and how/why the Department came to the conclusion that reports that have already been made publically available
now pose a new/heightened risk.

Standing by to chat if you’d like to discuss.

Thanks!

Matt

From: Clay, Carole L
Sent: Monday, August 16, 2021 4:09 PM
To: Bern, Jaryd M CIV SIGAR (USA)
Eugene E CIV (USA)
Cc: Dove, Matthew D CIV (USA)
Sopko, John F SES (USA)
JOHN G (SES) CIV SIGAR GEN COUN (USA)

Aloise,

>; ARLINGTON,

Harmon, Scott (Kabul)
; Harmon, B S (Scott) CIV (USA)
; Lawrence, Robert B CIV SIGAR CCR (USA)

>; LaVelle, Philip J CIV (USA)

Subject: [Non-DoD Source] RE: State Identified Possible Risk Based on Public Reports
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All active links contained in this email were disabled. Please verify the identity of the sender, and confirm the
authenticity of all links contained within the message prior to copying and pasting the address to a Web
browser.

Deputy Aloise and Chief of Staff Bern, Thank you very much for taking decisive action to work in partnership with the
State Department to do the best we can to protect individuals who may currently be in danger. We very much
appreciate all efforts made. Carole

From: Bern, Jaryd M v siG% s

Sent: Monday, August 16, 2021 4:04 PM
To: Aloise, Eugene E CIV (USA)
Cc: Dove, Matthew D CIV (USA)
Sopko, John F SES (USA)
JOHN G (SES) CIV SIGAR GEN COUN (USA)

ARLINGTON,

Harmon, Scott (Kabul)
Harmon, B S (Scott) CIV (USA)
>; Clay, Carole L
Lawrence, Robert B CIV SIGAR CCR (USA)

>; LaVelle, Philip J CIV (USA)

Subject: Re: State Identified Possible Risk Based on Public Reports

+ Phil and Robert
We may also need to consider SIGAR reports posted to oversight.gov.

Jaryd

Jaryd Bern | Chief of Staff
Special Inspector General for Afghanistan Reconstruction

Sent from my iPhone

On Aug 16, 2021, at 4:01 PM, Aloise, Eugene E CIV (USA)

| agree. We can temporarily remove from websites. Especially financial audits.

Sent from my iPhone

On Aug 16, 2021, at 3:43 PM, Dove, Matthew D CIV (USA)
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:

Thanks Carol and appreciate the chat.
Mr. Sopko, Gene, and John,

Please see below from State, Bureau of the Comptroller and Global Financial Services;
Carole (Cc’d) is a strong, supportive colleague with whom I’'ve worked for many years
and she is tasked to execute this action on behalf of State Comptroller.

Bottom Line: State thinks some of the information in our reports (think Afghan
companies/contract information) could put individuals at heightened risk given recent
developments in Afghanistan. From my perspective, scrubbing OUR reports would be
onerous and not timely (consider the work to just scrub our published financial audits).
One option may be to temporarily disable certain portions of the website while the dust
settles in Afghanistan and we decide on a long-term solution—I am not sure the
implication of such action given our Congressional mandate to make our reports public,
though. This decision is obviously above my paygrade. For what it is worth, my advice
would be to consider working with State on this; State is already taking action websites
it/USAID controls and the other OIGs/GAO may be taking similar action.

| am standing by to move out as instructed or to pass the ball to you for action.
Thanks!

Matt

From: Clay, Carole L

Sent: Monday, August 16, 2021 3:18 PM
To: Dove, Matthew D CIV (USA)

Subject: [Non-DoD Source] RE: Message

All active links contained in this email were disabled. Please verify the identity of
the sender, and confirm the authenticity of all links contained within the message
prior to copying and pasting the address to a Web browser.

Matt, Thanks for your quick reply. The State Department would like to make an
unprecedented request from SIGAR given the recent and dramatic changes in
Afghanistan. We’ve worked together in the past and so I'm reaching out to you
first, instead of going directly to Deputy Aloise. | would appreciate any advice
and insight you can provide in how to best approach this request.
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Essentially, we would like to request for SIGAR to suspend large portions of your
website and public access to reports and records. We requesturgent assistance
in identifying and temporarily removing (and potentially redacting on a longer
term basis) all potentially sensitive and identifying information on U.S.
government assistance programs/projects in Afghanistan. A great many of your
historical publications contain extensive details about activities and partners that
could put individuals at risk in the current environment.

For the websites that State/F and USAID/PPL and USAID/MCIO control,

e.g. ForeignAssitance.gov, Foreign Assistance Resource Library, Development
Experience Clearinghouse etc. immediate actions are being taken to remove the
following type of information for awards for Afghanistan or regional awards
where Afghanistan is expressly mentioned:

e |Implementing partner name

¢ Implementing partner DUNS#

¢« Award Title

s Award Description

+ Evaluations, assessments, studies, other publications that contain any of
the above are being temporarily removed until they can be reviewed
carefully

We are also making requests to the GAO and the OIG communities to assist in
this effort. Because SIGAR is probably the most extensive source for vendor and
other information in Afghanistan through the information available for your
website, it might be easiest to disable the website functionality for accessing
reports and other publications and notifications. Obviously we request this as
soon as possible. I've available to discuss further at

- (cell). Could you please advise what you think the best way for us to
advance this request to your upper management? Thanks for your help, Carole

State Department, Bureau of the Comptroller and Global Financial Services
Director, Office of Management Controls

From: Dove, Matthew D CIV (USA)

Sent: Monday, August 16, 2021 3:04 PM
To: Clay, Carole L

Subject: Message
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Greetings Carol,
| received word from the SIGAR Front Desk that you were trying to reach me.
How can | help?

Matt
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From: Dove, Matthew D CIV (USA)

Sent: Monday, August 16, 2021 4:51 PM

To: Clay, Carole L

Subject: RE: [Non-DoD Source] RE: State Identified Possible Risk Based on Public Reports
Signed By:

Hi Carole,

The IG would like a formal request from the Comptroller, or above, that outlines the request, the reason for the request,
and how/why the Department came to the conclusion that reports that have already been made publically available
now pose a new/heightened risk.

Standing by to chat if you’d like to discuss.

Thanks!

Matt

From: Clay, Carole L
Sent: Monday, August 16, 2021 4:09 PM

To: Bern, Jaryd M CIV SIGAR (USA) G - oisc. Eusene E CIV (USA)

Sopko, John F SES (USA)
; Harmon, Scott (Kabul)
Lawrence, Robert B CIV SIGAR

Cc: Dove, Matthew D CIV (USA)
ARLINGTON, JOHN G (SES) CIV SIGAR GEN COUN (USA)
Harmon, B S (Scott) CIV (USA)
CCR (USA) ; LaVelle, Philip J CIV (USA)
Subject: [Non-DoD Source] RE: State Identified Possible Risk Based on Public Reports

All active links contained in this email were disabled. Please verify the identity of the sender, and confirm the
authenticity of all links contained within the message prior to copying and pasting the address to a Web
browser.

Deputy Aloise and Chief of Staff Bern, Thank you very much for taking decisive action to work in partnership with the
State Department to do the best we can to protect individuals who may currently be in danger. We very much
appreciate all efforts made. Carole

From: Bern, Jaryd M CIV SIGAR (USA)
Sent: Monday, August 16, 2021 4:04 PM
To: Aloise, Eugene E CIV (USA)
Cc: Dove, Matthew D CIV (USA)
ARLINGTON, JOHN G (SES) CIV SIGAR GEN COUN (USA)
Harmon, B S (Scott) CIV (USA)
Lawrence, Robert B CIV SIGAR CCR (USA)

; Sopko, John F SES (USA)
; Harmon, Scott (Kabul)

Clay, Carole L

LaVelle, Philip J CIV
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(USA)

Subject: Re: State Identified Possible Risk Based on Public Reports
+ Phil and Robert

We may also need to consider SIGAR reports posted to oversight.gov.

Jaryd

Jaryd Bern | Chief of Staff

Special Inspector General for Afghanistan Reconstruction

Sent from my iPhone

wrote:

On Aug 16, 2021, at 4:01 PM, Aloise, Eugene E CIV (UsA) [ ESTIEGNEEEEEE

| agree. We can temporarily remove from websites. Especially financial audits.

Sent from my iPhone

On Aug 16, 2021, at 3:43 PM, Dove, Matthew D CIV (USA)
> wrote:

Thanks Carol and appreciate the chat.
Mr. Sopko, Gene, and John,

Please see below from State, Bureau of the Comptroller and Global Financial Services;
Carole (Cc’'d) is a strong, supportive colleague with whom I’'ve worked for many years
and she is tasked to execute this action on behalf of State Comptroller.

Bottom Line: State thinks some of the information in our reports (think Afghan
companies/contract information) could put individuals at heightened risk given recent
developments in Afghanistan. From my perspective, scrubbing OUR reports would be
onerous and not timely (consider the work to just scrub our published financial audits).
One option may be to temporarily disable certain portions of the website while the dust
settles in Afghanistan and we decide on a long-term solution—I am not sure the
implication of such action given our Congressional mandate to make our reports public,
though. This decision is obviously above my paygrade. For what it is worth, my advice
would be to consider working with State on this; State is already taking action websites
it/USAID controls and the other OIGs/GAO may be taking similar action.

| am standing by to move out as instructed or to pass the ball to you for action.
Thanks!
Matt
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From: Clay, Carole L
Sent: Monday, August 16, 2021 3:18 PM
To: Dove, Matthew D CIV (USA)

Subject: [Non-DoD Source] RE: Message

All active links contained in this email were disabled. Please verify the identity of
the sender, and confirm the authenticity of all links contained within the message
prior to copying and pasting the address to a Web browser.

Matt, Thanks for your quick reply. The State Department would like to make an
unprecedented request from SIGAR given the recent and dramatic changes in
Afghanistan. We’ve worked together in the past and so I’'m reaching out to you
first, instead of going directly to Deputy Aloise. | would appreciate any advice
and insight you can provide in how to best approach this request.

Essentially, we would like to request for SIGAR to suspend large portions of your
website and public access to reports and records. We requesturgent assistance
in identifying and temporarily removing (and potentially redacting on a longer
term basis) all potentially sensitive and identifying information on U.S.
government assistance programs/projects in Afghanistan. A great many of your
historical publications contain extensive details about activities and partners that
could put individuals at risk in the current environment.

For the websites that State/F and USAID/PPL and USAID/MCIO control,

e.g. ForeignAssitance.gov, Foreign Assistance Resource Library, Development
Experience Clearinghouse etc. immediate actions are being taken to remove the
following type of information for awards for Afghanistan or regional awards
where Afghanistan is expressly mentioned:

e Implementing partner name

e Implementing partner DUNS#

e Award Title

e Award Description

¢ Evaluations, assessments, studies, other publications that contain any of
the above are being temporarily removed until they can be reviewed
carefully

We are also making requests to the GAO and the OIG communities to assist in
this effort. Because SIGAR is probably the most extensive source for vendor and
other information in Afghanistan through the information available for your
website, it might be easiest to disable the website functionality for accessing
reports and other publications and notifications. Obviously we request this as
soon as possible. I've available to discuss further at
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Could you please advise what you think the best way for us to
advance this request to your upper management? Thanks for your help, Carole

Carole Cliy

State Department, Bureau of the Comptroller and Global Financial Services
Director, Office of Management Controls

From: Dove, Matthew D CIV (USA)

Sent: Monday, August 16, 2021 3:04 PM
To: Clay, Carole L
Subject: Message

Greetings Carol,

| received word from the SIGAR Front Desk that you were trying to reach me.

How can | help?

Matt
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From: Clay, Carole L

Sent: Monday, August 16, 2021 7:11 PM
To: Dove, Matthew D CIV (USA)
Subject: RE: [Non-DoD Source] RE: State Identified Possible Risk Based on Public Reports

All active links contained in this email were disabled. Please verify the identity of the sender, and confirm the
authenticity of all links contained within the message prior to copying and pasting the address to a Web
browser.

The Director of our F bureau Office of U.S. Foreign Assistance is going to send the letter, hopefully early tomorrow
morning. Thanks again for all your help.

From: Dove, Matthew D CIV (USA)

Sent: Monday, August 16, 2021 4:51 PM

To: Clay, Carole L

Subject: RE: [Non-DoD Source] RE: State Identified Possible Risk Based on Public Reports

Hi Carole,

The IG would like a formal request from the Comptroller, or above, that outlines the request, the reason for the request,
and how/why the Department came to the conclusion that reports that have already been made publically available
now pose a new/heightened risk.

Standing by to chat if you’d like to discuss.

Thanks!

Matt

From: Clay, Carole L
Sent: Monday, August 16, 2021 4:09 PM
To: Bern, Jaryd M CIV SIGAR (USA)
Eugene E CIV (USA)
Cc: Dove, Matthew D CIV (USA)
Sopko, John F SES (USA)
JOHN G (SES) CIV SIGAR GEN COUN (USA)
>; Harmon, Scott (Kabul)
; Harmon, B S (Scott) CIV (USA)
>; Lawrence, Robert B CIV SIGAR CCR (USA)

Aloise,

; ARLINGTON,

>; LaVelle, Philip J CIV (USA)

Subject: [Non-DoD Source] RE: State Identified Possible Risk Based on Public Reports
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All active links contained in this email were disabled. Please verify the identity of the sender, and confirm the
authenticity of all links contained within the message prior to copying and pasting the address to a Web
browser.

Deputy Aloise and Chief of Staff Bern, Thank you very much for taking decisive action to work in partnership with the
State Department to do the best we can to protect individuals who may currently be in danger. We very much
appreciate all efforts made. Carole

From: Bern,Jaryd M v siG% s

Sent: Monday, August 16, 2021 4:04 PM
To: Aloise, Eugene E CIV (USA)
Cc: Dove, Matthew D CIV (USA)
Sopko, John F SES (USA)
JOHN G (SES) CIV SIGAR GEN COUN (USA)
>: Harmon, Scott (Kabul)
Harmon, B S (Scott) CIV (USA)
>; Clay, Carole L
Lawrence, Robert B CIV SIGAR CCR (USA)

ARLINGTON,

; LaVelle, Philip J CIV (USA)

Subject: Re: State Identified Possible Risk Based on Public Reports

+ Phil and Robert
We may also need to consider SIGAR reports posted to oversight.gov.

Jaryd

Jaryd Bern | Chief of Staff
Special Inspector General for Afghanistan Reconstruction

Sent from my iPhone

On Aug 16, 2021, at 4:01 PM, Aloise, Eugene E CIV (USA)

| agree. We can temporarily remove from websites. Especially financial audits.

Sent from my iPhone

On Aug 16, 2021, at 3:43 PM, Dove, Matthew D CIV (USA)

wrote:
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Thanks Carol and appreciate the chat.
Mr. Sopko, Gene, and John,

Please see below from State, Bureau of the Comptroller and Global Financial Services;
Carole (Cc’d) is a strong, supportive colleague with whom I’'ve worked for many years
and she is tasked to execute this action on behalf of State Comptroller.

Bottom Line: State thinks some of the information in our reports (think Afghan
companies/contract information) could put individuals at heightened risk given recent
developments in Afghanistan. From my perspective, scrubbing OUR reports would be
onerous and not timely (consider the work to just scrub our published financial audits).
One option may be to temporarily disable certain portions of the website while the dust
settles in Afghanistan and we decide on a long-term solution—I am not sure the
implication of such action given our Congressional mandate to make our reports public,
though. This decision is obviously above my paygrade. For what it is worth, my advice
would be to consider working with State on this; State is already taking action websites
it/USAID controls and the other OIGs/GAO may be taking similar action.

| am standing by to move out as instructed or to pass the ball to you for action.
Thanks!

Matt

From: Clay, Carole L

Sent: Monday, August 16, 2021 3:18 PM
To: Dove, Matthew D CIV (USA)

Subject: [Non-DoD Source] RE: Message

All active links contained in this email were disabled. Please verify the identity of
the sender, and confirm the authenticity of all links contained within the message
prior to copying and pasting the address to a Web browser.

Matt, Thanks for your quick reply. The State Department would like to make an
unprecedented request from SIGAR given the recent and dramatic changes in
Afghanistan. We’ve worked together in the past and so I'm reaching out to you
first, instead of going directly to Deputy Aloise. | would appreciate any advice
and insight you can provide in how to best approach this request.

Essentially, we would like to request for SIGAR to suspend large portions of your
website and public access to reports and records. We requesturgent assistance
in identifying and temporarily removing (and potentially redacting on a longer
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term basis) all potentially sensitive and identifying information on U.S.
government assistance programs/projects in Afghanistan. A great many of your
historical publications contain extensive details about activities and partners that
could put individuals at risk in the current environment.

For the websites that State/F and USAID/PPL and USAID/MCIO control,

e.g. ForeignAssitance.gov, Foreign Assistance Resource Library, Development
Experience Clearinghouse etc. immediate actions are being taken to remove the
following type of information for awards for Afghanistan or regional awards
where Afghanistan is expressly mentioned:

¢ Implementing partner name

e |Implementing partner DUNS#

e Award Title

* Award Description

e Evaluations, assessments, studies, other publications that contain any of
the above are being temporarily removed until they can be reviewed
carefully

We are also making requests to the GAO and the OIG communities to assist in
this effort. Because SIGAR is probably the most extensive source for vendor and
other information in Afghanistan through the information available for your
website, it might be easiest to disable the website functionality for accessing
reports and other publications and notifications. Obviously we request this as
soon as possible. I've available to discuss further at

- (cell). Could you please advise what you think the best way for us to
advance this request to your upper management? Thanks for your help, Carole

State Department, Bureau of the Comptroller and Global Financial Services
Director, Office of Management Controls

From: Dove, Matthew D CIV (USA)

Sent: Monday, August 16, 2021 3:04 PM
To: Clay, Carole L

Subject: Message

Greetings Carol,

| received word from the SIGAR Front Desk that you were trying to reach me.

4
SIGAR-F-00066



How can | help?

Matt
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From: Dove, Matthew D CIV (USA)

Sent: Wednesday, August 18, 2021 6:15 PM
To: Aloise, Eugene E CIV (USA)
Subject: RE: State Identified Possible Risk Based on Public Reports

Signed By:

Hi Gene,

FYSA, | just talked to Carole Clay at State (the originator of this request). As | mentioned when this all first came up, State was
working with GAO/IGs to get them to take similar action.

GAO agreed (as you and | did). Since the request on Monday, GAO has temporarily pulled 424 reports dealing with Afghanistan down
from its site.

| thought that would further confirm the sound reasoning for our action.

From: Aloise, Eugene E CIV (USA)
Sent: Monday, August 16, 2021 4:01 PM

To: Dove, Matthew D CIV (USA)
Cc: Sopko, John F SES (USA ARLINGTON, JOHN G (SES) CIV SIGAR GEN COUN (USA)

mil>; Bern, Jaryd M CIV SIGAR (USA) ; Harmon, Scott (Kabul)
Harmon, B S (Scott) CIV (USA)

Subject: Re: State Identified Possible Risk Based on Public Reports

| agree. We can temporarily remove from websites. Especially financial audits.

Sent from my iPhone

On Aug 16, 2021, at 3:43 PM, Dove, Matthew D CIV (USA) [ ESEGGEEEEEE - o<

Thanks Carol and appreciate the chat.
Mr. Sopko, Gene, and John,

Please see below from State, Bureau of the Comptroller and Global Financial Services; Carole (Cc’d) is a
strong, supportive colleague with whom I’'ve worked for many years and she is tasked to execute this
action on behalf of State Comptroller.

Bottom Line: State thinks some of the information in our reports (think Afghan companies/contract
information) could put individuals at heightened risk given recent developments in Afghanistan. From
my perspective, scrubbing OUR reports would be onerous and not timely (consider the work to just
scrub our published financial audits). One option may be to temporarily disable certain portions of the
website while the dust settles in Afghanistan and we decide on a long-term solution—I am not sure the
implication of such action given our Congressional mandate to make our reports public, though. This
decision is obviously above my paygrade. For what it is worth, my advice would be to consider working
with State on this; State is already taking action websites it/USAID controls and the other OIGs/GAO may
be taking similar action.
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| am standing by to move out as instructed or to pass the ball to you for action.
Thanks!
Matt

From: Clay, Carole L
Sent: Monday, August 16, 2021 3:18 PM

Subject: [Non-DoD Source] RE: Message

All active links contained in this email were disabled. Please verify the identity of the sender,
and confirm the authenticity of all links contained within the message prior to copying and
pasting the address to a Web browser.

Matt, Thanks for your quick reply. The State Department would like to make an unprecedented
request from SIGAR given the recent and dramatic changes in Afghanistan. We’ve worked
together in the past and so I’'m reaching out to you first, instead of going directly to Deputy
Aloise. | would appreciate any advice and insight you can provide in how to best approach this
request.

Essentially, we would like to request for SIGAR to suspend large portions of your website and
public access to reports and records. We request urgent assistance in identifying and
temporarily removing (and potentially redacting on a longer term basis) all potentially sensitive
and identifying information on U.S. government assistance programs/projects in

Afghanistan. A great many of your historical publications contain extensive details about
activities and partners that could put individuals at risk in the current environment.

For the websites that State/F and USAID/PPL and USAID/MCIO control,

e.g. ForeignAssitance.gov, Foreign Assistance Resource Library, Development Experience
Clearinghouse etc. immediate actions are being taken to remove the following type of
information for awards for Afghanistan or regional awards where Afghanistan is expressly
mentioned:

e Implementing partner name

e Implementing partner DUNS#

o Award Title

e Award Description

o Evaluations, assessments, studies, other publications that contain any of the above are
being temporarily removed until they can be reviewed carefully

We are also making requests to the GAO and the OIG communities to assist in this

effort. Because SIGAR is probably the most extensive source for vendor and other information

in Afghanistan through the information available for your website, it might be easiest to disable
the website functionality for accessing reports and other publications and

notifications. Obviously we request this as soon as possible. I've available to discuss further at
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(cell). Could you please advise what you think the best way for
us to advance this request to your upper management? Thanks for your help, Carole

Carole Clay

State Department, Bureau of the Comptroller and Global Financial Services
Director, Office of Management Controls

From: Dove, Matthew D CIV (USA)
Sent: Monday, August 16, 2021 3:04 PM
To: Clay, Carole L
Subject: Message

Greetings Carol,
| received word from the SIGAR Front Desk that you were trying to reach me.
How can | help?

Matt
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From: Alexander, Billy M CIV SIGAR M S (USA)

Sent: Wednesday, August 18, 2021 3:45 PM

To: Scroggins, Deborah L CIV SIGAR PUBLICATIONS (USA); Dove, Matthew D CIV (USA);
Wachter, James A Jr CIV SIGAR M S (USA)

Subject: RE: State Identified Possible Risk Based on Public Reports

Signed By:

Understood and thanks for the information. Let us know if we can assist.
Billy

Billy M. Alexander

Director of Security

Special Inspector General Afghanistan
Reconstrcution (SIGAR)

P

From: Scroggins, Deborah L CIV SIGAR PUBLICATIONS (UsA) (GG

Sent: Wednesday, August 18, 2021 3:06 PM
To: Dove, Matthew D CIV (USA) Alexander, Billy M CIV SIGAR M S (USA)

wachter, James A Jr CIV SIGAR M S (UsA) (ESTEGCGEEEEEEE

Subject: RE: State Identified Possible Risk Based on Public Reports

Sorry, Gene wants us to keep QRs open.

From: Dove, Matthew D CIV (USA)
Sent: Wednesday, August 18, 2021 2:57 PM

To: Alexander, Billy M CIV SIGAR M S (USA) (GG - chter. James A Jr CIV SIGAR M S (USA)
Ce: Scroggins, Deborah L CIV SIGAR PUBLICATIONS (UsA) (TG

Subject: FW: State Identified Possible Risk Based on Public Reports

Hey Billy,

Following up from Jim’s prior message, see below. This is what sparked the discussion/steps taken today for A&l and SP
products. | advised that RAD may want to do the same for the QR, but that is not my call.

From: Aloise, Eugene E CIV (USA)_

Sent: Monday, August 16, 2021 4:01 PM
To: Dove, Matthew D CIV (USA)
Cc: Sopko, John F SES (USA) ARLINGTON, JOHN G (SES) CIV SIGAR GEN COUN (USA)

Bern, Jaryd M CIV SIGAR (USA Harmon, Scott (Kabul)
Harmon, B S (Scott) CIV (USA)

Subject: Re: State Identified Possible Risk Based on Public Reports

| agree. We can temporarily remove from websites. Especially financial audits.

Sent from my iPhone
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On Aug 16, 2021, at 3:43 PM, Dove, Matthew D CIV (USA)_ wrote:

Thanks Carol and appreciate the chat.
Mr. Sopko, Gene, and John,

Please see below from State, Bureau of the Comptroller and Global Financial Services; Carole (Cc’d) is a
strong, supportive colleague with whom I've worked for many years and she is tasked to execute this
action on behalf of State Comptroller.

Bottom Line: State thinks some of the information in our reports (think Afghan companies/contract
information) could put individuals at heightened risk given recent developments in Afghanistan. From
my perspective, scrubbing OUR reports would be onerous and not timely (consider the work to just
scrub our published financial audits). One option may be to temporarily disable certain portions of the
website while the dust settles in Afghanistan and we decide on a long-term solution—I| am not sure the
implication of such action given our Congressional mandate to make our reports public, though. This
decision is obviously above my paygrade. For what it is worth, my advice would be to consider working
with State on this; State is already taking action websites it/USAID controls and the other OIGs/GAO may
be taking similar action.

| am standing by to move out as instructed or to pass the ball to you for action.
Thanks!
Matt

From: Clay, Carole L
Sent: Monday, August 16, 2021 3:18 PM

To: Dove, Mathew 0 Cv 15 N

Subject: [Non-DoD Source] RE: Message

All active links contained in this email were disabled. Please verify the identity of the sender,
and confirm the authenticity of all links contained within the message prior to copying and
pasting the address to a Web browser.

Matt, Thanks for your quick reply. The State Department would like to make an unprecedented
request from SIGAR given the recent and dramatic changes in Afghanistan. We’ve worked
together in the past and so I’'m reaching out to you first, instead of going directly to Deputy
Aloise. | would appreciate any advice and insight you can provide in how to best approach this
request.

Essentially, we would like to request for SIGAR to suspend large portions of your website and
public access to reports and records. We request urgent assistance in identifying and
temporarily removing (and potentially redacting on a longer term basis) all potentially sensitive
and identifying information on U.S. government assistance programs/projects in
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Afghanistan. A great many of your historical publications contain extensive details about
activities and partners that could put individuals at risk in the current environment.

For the websites that State/F and USAID/PPL and USAID/MCIO control,

e.g. ForeignAssitance.gov, Foreign Assistance Resource Library, Development Experience
Clearinghouse etc. immediate actions are being taken to remove the following type of
information for awards for Afghanistan or regional awards where Afghanistan is expressly
mentioned:

¢ Implementing partner name

e Implementing partner DUNS#H#

e Award Title

o Award Description

e Evaluations, assessments, studies, other publications that contain any of the above are
being temporarily removed until they can be reviewed carefully

We are also making requests to the GAO and the OIG communities to assist in this

effort. Because SIGAR is probably the most extensive source for vendor and other information

in Afghanistan through the information available for your website, it might be easiest to disable

the website functionality for accessing reports and other publications and

notifications. Obviously we request this as soon as possible. I've available to discuss further at
(cell). Could you please advise what you think the best way for

us to advance this request to your upper management? Thanks for your help, Carole

Carole Clay

State Department, Bureau of the Comptroller and Global Financial Services
Director, Office of Management Controls

From: Dove, Matthew D CIV (USA)
Sent: Monday, August 16, 2021 3:04 PM

Subject: Message
Greetings Carol,
| received word from the SIGAR Front Desk that you were trying to reach me.

How can | help?

Matt
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From: Scroggins, Deborah L CIV SIGAR PUBLICATIONS (USA)

Sent: Wednesday, August 18, 2021 3:06 PM

To: Dove, Matthew D CIV (USA); Alexander, Billy M CIV SIGAR M S (USA); Wachter, James A
Jr CIV SIGAR M S (USA)

Subject: RE: State Identified Possible Risk Based on Public Reports

Signed By:

Sorry, Gene wants us to keep QRs open.

From: Dove, Matthew D CIV (USA)
Sent: Wednesday, August 18, 2021 2:57 PM

To: Alexander, Billy M CIV SIGAR M S (USA) G /-chter, James A Jr CIV SIGAR M S (USA)
Ce: Scroggins, Deborah L CIV SIGAR PUBLICATIONS (usA) TGN

Subject: FW: State Identified Possible Risk Based on Public Reports

Hey Billy,

Following up from Jim’s prior message, see below. This is what sparked the discussion/steps taken today for A&l and SP
products. | advised that RAD may want to do the same for the QR, but that is not my call.

From: Aloise, Eugene E CIV (USA)_

Sent: Monday, August 16, 2021 4:01 PM
To: Dove, Matthew D CIV (USA)
Cc: Sopko, John F SES (USA) ARLINGTON, JOHN G (SES) CIV SIGAR GEN COUN (USA)

Bern, Jaryd M CIV SIGAR (USA) ; Harmon, Scott (Kabul)
Harmon, B S (Scott) CIV (USA)

Subject: Re: State Identified Possible Risk Based on Public Reports

| agree. We can temporarily remove from websites. Especially financial audits.

Sent from my iPhone

On Aug 16, 2021, at 3:43 PM, Dove, Matthew D CIV (USA) [ ESIIEGTTEEEEE ot

Thanks Carol and appreciate the chat.
Mr. Sopko, Gene, and John,

Please see below from State, Bureau of the Comptroller and Global Financial Services; Carole (Cc’'d) is a
strong, supportive colleague with whom I’'ve worked for many years and she is tasked to execute this
action on behalf of State Comptroller.

Bottom Line: State thinks some of the information in our reports (think Afghan companies/contract
information) could put individuals at heightened risk given recent developments in Afghanistan. From
my perspective, scrubbing OUR reports would be onerous and not timely (consider the work to just
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scrub our published financial audits). One option may be to temporarily disable certain portions of the
website while the dust settles in Afghanistan and we decide on a long-term solution—I| am not sure the
implication of such action given our Congressional mandate to make our reports public, though. This
decision is obviously above my paygrade. For what it is worth, my advice would be to consider working
with State on this; State is already taking action websites it/USAID controls and the other OlIGs/GAO may
be taking similar action.

I am standing by to move out as instructed or to pass the ball to you for action.
Thanks!
Matt

From: Clay, Carole L
Sent: Monday, August 16, 2021 3:18 PM

Subject: [Non-DoD Source] RE: Message

All active links contained in this email were disabled. Please verify the identity of the sender,
and confirm the authenticity of all links contained within the message prior to copying and
pasting the address to a Web browser.

Matt, Thanks for your quick reply. The State Department would like to make an unprecedented
request from SIGAR given the recent and dramatic changes in Afghanistan. We’ve worked
together in the past and so I'm reaching out to you first, instead of going directly to Deputy
Aloise. | would appreciate any advice and insight you can provide in how to best approach this
request.

Essentially, we would like to request for SIGAR to suspend large portions of your website and
public access to reports and records. We request urgent assistance in identifying and
temporarily removing (and potentially redacting on a longer term basis) all potentially sensitive
and identifying information on U.S. government assistance programs/projects in

Afghanistan. A great many of your historical publications contain extensive details about
activities and partners that could put individuals at risk in the current environment.

For the websites that State/F and USAID/PPL and USAID/MCIO control,

e.g. ForeignAssitance.gov, Foreign Assistance Resource Library, Development Experience
Clearinghouse etc. immediate actions are being taken to remove the following type of
information for awards for Afghanistan or regional awards where Afghanistan is expressly
mentioned:

e Implementing partner name

e Implementing partner DUNS#

e Award Title

e Award Description

o Evaluations, assessments, studies, other publications that contain any of the above are
being temporarily removed until they can be reviewed carefully
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We are also making requests to the GAO and the OIG communities to assist in this

effort. Because SIGAR is probably the most extensive source for vendor and other information

in Afghanistan through the information available for your website, it might be easiest to disable
the website functionality for accessing reports and other publications and

notifications. Obviously we request this as soon as possible. |I've available to discuss further at
202-663-2084 or 202-607-9750 (cell). Could you please advise what you think the best way for
us to advance this request to your upper management? Thanks for your help, Carole

Carole Cluy

State Department, Bureau of the Comptroller and Global Financial Services
Director, Office of Management Controls

From: Dove, Matthew D CIV (USA)_

Sent: Monday, August 16, 2021 3:04 PM
To: Clay, Carole L
Subject: Message

Greetings Carol,
| received word from the SIGAR Front Desk that you were trying to reach me.
How can | help?

Matt
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From: Scroggins, Deborah L CIV SIGAR PUBLICATIONS (USA)

Sent: Wednesday, August 18, 2021 2:58 PM

To: Dove, Matthew D CIV (USA); Alexander, Billy M CIV SIGAR M S (USA); Wachter, James A
Jr CIV SIGAR M S (USA)

Subject: RE: State Identified Possible Risk Based on Public Reports

Signed By:

Yes, that’s fine. Please do the same for the QR.

From: Dove, Matthew D CIV (USA)
Sent: Wednesday, August 18, 2021 2:57 PM

To: Alexander, Billy M CIV SIGAR M S (USA) G /-chter, James A Jr CIV SIGAR M S (USA)
Ce: Scroggins, Deborah L CIV SIGAR PUBLICATIONS (usA) TGN

Subject: FW: State Identified Possible Risk Based on Public Reports

Hey Billy,

Following up from Jim’s prior message, see below. This is what sparked the discussion/steps taken today for A&l and SP
products. | advised that RAD may want to do the same for the QR, but that is not my call.

From: Aloise, Eugene E CIV (USA)_

Sent: Monday, August 16, 2021 4:01 PM
To: Dove, Matthew D CIV (USA)
Cc: Sopko, John F SES (USA) ARLINGTON, JOHN G (SES) CIV SIGAR GEN COUN (USA)

Bern, Jaryd M CIV SIGAR (USA) ; Harmon, Scott (Kabul)
Harmon, B S (Scott) CIV (USA) >

Subject: Re: State Identified Possible Risk Based on Public Reports

| agree. We can temporarily remove from websites. Especially financial audits.

Sent from my iPhone

On Aug 16, 2021, at 3:43 PM, Dove, Matthew D CIV (USA) [ ESIIEGTTEEEEE ot

Thanks Carol and appreciate the chat.
Mr. Sopko, Gene, and John,

Please see below from State, Bureau of the Comptroller and Global Financial Services; Carole (Cc’'d) is a
strong, supportive colleague with whom I’'ve worked for many years and she is tasked to execute this
action on behalf of State Comptroller.

Bottom Line: State thinks some of the information in our reports (think Afghan companies/contract
information) could put individuals at heightened risk given recent developments in Afghanistan. From
my perspective, scrubbing OUR reports would be onerous and not timely (consider the work to just
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scrub our published financial audits). One option may be to temporarily disable certain portions of the
website while the dust settles in Afghanistan and we decide on a long-term solution—I| am not sure the
implication of such action given our Congressional mandate to make our reports public, though. This
decision is obviously above my paygrade. For what it is worth, my advice would be to consider working
with State on this; State is already taking action websites it/USAID controls and the other OlIGs/GAO may
be taking similar action.

I am standing by to move out as instructed or to pass the ball to you for action.
Thanks!
Matt

From: Clay, Carole L
Sent: Monday, August 16, 2021 3:18 PM

Subject: [Non-DoD Source] RE: Message

All active links contained in this email were disabled. Please verify the identity of the sender,
and confirm the authenticity of all links contained within the message prior to copying and
pasting the address to a Web browser.

Matt, Thanks for your quick reply. The State Department would like to make an unprecedented
request from SIGAR given the recent and dramatic changes in Afghanistan. We’ve worked
together in the past and so I'm reaching out to you first, instead of going directly to Deputy
Aloise. | would appreciate any advice and insight you can provide in how to best approach this
request.

Essentially, we would like to request for SIGAR to suspend large portions of your website and
public access to reports and records. We request urgent assistance in identifying and
temporarily removing (and potentially redacting on a longer term basis) all potentially sensitive
and identifying information on U.S. government assistance programs/projects in

Afghanistan. A great many of your historical publications contain extensive details about
activities and partners that could put individuals at risk in the current environment.

For the websites that State/F and USAID/PPL and USAID/MCIO control,

e.g. ForeignAssitance.gov, Foreign Assistance Resource Library, Development Experience
Clearinghouse etc. immediate actions are being taken to remove the following type of
information for awards for Afghanistan or regional awards where Afghanistan is expressly
mentioned:

e Implementing partner name

e Implementing partner DUNS#

e Award Title

e Award Description

o Evaluations, assessments, studies, other publications that contain any of the above are
being temporarily removed until they can be reviewed carefully
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We are also making requests to the GAO and the OIG communities to assist in this

effort. Because SIGAR is probably the most extensive source for vendor and other information
in Afghanistan through the information available for your website, it might be easiest to disable
the website functionality for accessing reports and other publications and

notifications. Obviously we request this as soon as possible. |I've available to discuss further at
(cell). Could you please advise what you think the best way for
us to advance this request to your upper management? Thanks for your help, Carole

State Department, Bureau of the Comptroller and Global Financial Services
Director, Office of Management Controls

From: Dove, Matthew D CIV (USA)_

Sent: Monday, August 16, 2021 3:04 PM
To: Clay, Carole L
Subject: Message

Greetings Carol,
| received word from the SIGAR Front Desk that you were trying to reach me.
How can | help?

Matt
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From: Dove, Matthew D CIV (USA)

Sent: Monday, August 16, 2021 4:28 PM
To: Sopko, John F SES (USA)
Cc: Bern, Jaryd M CIV SIGAR (USA); Aloise, Eugene E CIV (USA); ARLINGTON, JOHN G (SES)

CIV SIGAR GEN COUN (USA); Harmon, Scott (Kabul); Harmon, B S (Scott) CIV (USA);
Lawrence, Robert B CIV SIGAR CCR (USA); LaVelle, Philip J CIV (USA)

Subject: RE: State Identified Possible Risk Based on Public Reports

Signed By:

| didn’t do anything, literally. No mistake was made. | received and sent you all the request. | am now circling back based
on your direction to ask for a formal request from someone more senior.

From: Sopko, John F SES (UsA) G

Sent: Monday, August 16, 2021 4:26 PM
To: Dove, Matthew D CIV (USA)
Cc: Bern, Jaryd M CIV SIGAR (USA) Aloise, Eugene E CIV (USA)
ARLINGTON, JOHN G (SES) CIV SIGAR GEN COUN (USA)
Harmon, B S (Scott) CIV (USA)

Harmon, Scott (Kabul)
Lawrence, Robert B CIV SIGAR CCR (USA)

LaVelle, Philip J CIV (USA)

Subject: Re: State Identified Possible Risk Based on Public Reports
Let me repeat. Do not do anything on her request until and unless we receive something in writing from her boss or a senior political
appointee. You can advise her if your prior mistake | agreeing without first clearing it with the IG. Pulling old public documents make

no sense since they have been available for years. It also violates the IG act.

Sent from my iPhone

On Aug 16, 2021, at 4:09 PM, Dove, Matthew D CIV (USA) [ SESIEGTGTTEEEEE ot

Hi all,

Starting a new thread because as | mentioned, Carole from State was Cc’d on the thread to which
everyone was replying.

Mr. Sopko, is the e-mail from the Director of Management Controls at State’s Bureau of the Comptroller
and Global Financial Services not an official request? Would you like me to ask her for something else?

From: Sopko, John F SES (USA)_

Sent: Monday, August 16, 2021 4:06 PM
To: Bern, Jaryd M CIV SIGAR (USA)
Cc: Aloise, Eugene E CIV (USA)

Dove, Matthew D CIV (USA)
; ARLINGTON, JOHN G (SES) CIV SIGAR GEN COUN (USA)

Harmon, Scott (Kabul) Harmon, B S (Scott)
Lawrence, Robert B CIV SIGAR CCR (USA)
; Lavelle, Philip J IV (UsA) ST
Subject: Re: State Identified Possible Risk Based on Public Reports
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Do not take anything down until we receive an official request in writing.

Sent from my iPhone

On Aug 16, 2021, at 4:03 PM, Bern, Jaryd M CIV SIGAR (UsA G ot

+ Phil and Robert
We may also need to consider SIGAR reports posted to oversight.gov.

Jaryd

Jaryd Bern | Chief of Staff

Special Inspector General for Afghanistan Reconstruction

Sent from my iPhone

On Aug 16, 2021, at 4:01 PM, Aloise, Eugene E CIV (USA)
> wrote:

| agree. We can temporarily remove from websites. Especially financial audits.

Sent from my iPhone

On Aug 16, 2021, at 3:43 PM, Dove, Matthew D CIV (USA)
wrote:

Thanks Carol and appreciate the chat.
Mr. Sopko, Gene, and John,

Please see below from State, Bureau of the Comptroller
and Global Financial Services; Carole (Cc’d) is a strong,
supportive colleague with whom I’'ve worked for many
years and she is tasked to execute this action on behalf
of State Comptroller.

Bottom Line: State thinks some of the information in
our reports (think Afghan companies/contract
information) could put individuals at heightened risk
given recent developments in Afghanistan. From my
perspective, scrubbing OUR reports would be onerous
and not timely (consider the work to just scrub our
published financial audits). One option may be to
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temporarily disable certain portions of the website
while the dust settles in Afghanistan and we decide on a
long-term solution—I am not sure the implication of
such action given our Congressional mandate to make
our reports public, though. This decision is obviously
above my paygrade. For what it is worth, my advice
would be to consider working with State on this; State is
already taking action websites it/USAID controls and the
other OlGs/GAO may be taking similar action.

| am standing by to move out as instructed or to pass
the ball to you for action.

Thanks!

Matt

From: Clay, Carole L
Sent: Monday, August 16, 2021 3:18 PM
To: Dove, Matthew D CIV (USA)

Subject: [Non-DoD Source] RE: Message

All active links contained in this email were
disabled. Please verify the identity of the sender,
and confirm the authenticity of all links contained
within the message prior to copying and pasting the
address to a Web browser.

Matt, Thanks for your quick reply. The State
Department would like to make an unprecedented
request from SIGAR given the recent and dramatic
changes in Afghanistan. We’ve worked together in
the past and so I’'m reaching out to you first,
instead of going directly to Deputy Aloise. | would
appreciate any advice and insight you can provide
in how to best approach this request.

Essentially, we would like to request for SIGAR to
suspend large portions of your website and public
access to reports and records. We request urgent
assistance in identifying and temporarily removing
(and potentially redacting on a longer term basis)
all potentially sensitive and identifying information
on U.S. government assistance programs/projects
in Afghanistan. A great many of your historical
publications contain extensive details about
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activities and partners that could put individuals at
risk in the current environment.

For the websites that State/F and USAID/PPL and
USAID/MCIO control, e.g. ForeignAssitance.gov,
Foreign Assistance Resource Library, Development
Experience Clearinghouse etc. immediate actions
are being taken to remove the following type of
information for awards for Afghanistan or regional
awards where Afghanistan is expressly mentioned:

¢ Implementing partner name

e |Implementing partner DUNS#

e Award Title

* Award Description

e FEvaluations, assessments, studies, other
publications that contain any of the above
are being temporarily removed until they
can be reviewed carefully

We are also making requests to the GAO and the
OIG communities to assist in this effort. Because
SIGAR is probably the most extensive source for
vendor and other information in Afghanistan
through the information available for your website,
it might be easiest to disable the website
functionality for accessing reports and other
publications and notifications. Obviously we
request this as soon as possible. I've available to
discuss further at

(cell). Could you please advise what you think the
best way for us to advance this request to your
upper management? Thanks for your help, Carole

Carole Clay

State Department, Bureau of the Comptroller and Global
Financial Services
Director, Office of Management Controls

From: Dove, Matthew D CIV (USA)

Sent: Monday, August 16, 2021 3:04 PM
To: Clay, Carole L
Subject: Message

4
SIGAR-F-00083



Greetings Carol,

| received word from the SIGAR Front Desk that you
were trying to reach me.

How can | help?

Matt
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From:
Sent:
To:
Cc:

Subject:

Sopko, John F SES (USA)

Monday, August 16, 2021 4:26 PM

Dove, Matthew D CIV (USA)

Bern, Jaryd M CIV SIGAR (USA); Aloise, Eugene E CIV (USA); ARLINGTON, JOHN G (SES)
CIV SIGAR GEN COUN (USA); Harmon, Scott (Kabul); Harmon, B S (Scott) CIV (USA);
Lawrence, Robert B CIV SIGAR CCR (USA); LaVelle, Philip J CIV (USA)

Re: State Identified Possible Risk Based on Public Reports

Let me repeat. Do not do anything on her request until and unless we receive something in writing from her boss or a senior political
appointee. You can advise her if your prior mistake | agreeing without first clearing it with the IG. Pulling old public documents make
no sense since they have been available for years. It also violates the IG act.

Sent from my iPhone

On Aug 16, 2021, at 4:09 PM, Dove, Matthew D CIV (UsA) [ ESIEGGEEEEEE - ot

Starting a new thread because as | mentioned, Carole from State was Cc’d on the thread to which
everyone was replying.

Mr. Sopko, is the e-mail from the Director of Management Controls at State’s Bureau of the Comptroller
and Global Financial Services not an official request? Would you like me to ask her for something else?

From: Sopko, John F SES (UsA) [ ESEGTGNEEE

Sent: Monday, August 16, 2021 4:06 PM
To: Bern, Jaryd M CIV SIGAR (USA)
Cc: Aloise, Eugene E CIV (USA)

Dove, Matthew D CIV (USA)
ARLINGTON, JOHN G (SES) CIV SIGAR GEN COUN (USA)

Harmon, Scott (Kabul) Harmon, B S (Scott)
Lawrence, Robert B CIV SIGAR CCR (USA)

mil>; LaVelle, Philip J CIV (UsA) [

Subject: Re: State Identified Possible Risk Based on Public Reports
Do not take anything down until we receive an official request in writing.

Sent from my iPhone

On Aug 16, 2021, at 4:03 PM, Bern, Jaryd M CIV SIGAR (UsA) [SlESIEGEGEGEEEE ot

+ Phil and Robert
We may also need to consider SIGAR reports posted to oversight.gov.
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Jaryd

Jaryd Bern | Chief of Staff
Special Inspector General for Afghanistan Reconstruction

Sent from my iPhone

On Aug 16, 2021, at 4:01 PM, Aloise, Eugene E CIV (USA)
wrote:

| agree. We can temporarily remove from websites. Especially financial audits.

Sent from my iPhone

On Aug 16, 2021, at 3:43 PM, Dove, Matthew D CIV (USA)
wrote:

Thanks Carol and appreciate the chat.
Mr. Sopko, Gene, and John,

Please see below from State, Bureau of the Comptroller
and Global Financial Services; Carole (Cc’d) is a strong,
supportive colleague with whom I’'ve worked for many
years and she is tasked to execute this action on behalf
of State Comptroller.

Bottom Line: State thinks some of the information in
our reports (think Afghan companies/contract
information) could put individuals at heightened risk
given recent developments in Afghanistan. From my
perspective, scrubbing OUR reports would be onerous
and not timely (consider the work to just scrub our
published financial audits). One option may be to
temporarily disable certain portions of the website
while the dust settles in Afghanistan and we decide on a
long-term solution—I am not sure the implication of
such action given our Congressional mandate to make
our reports public, though. This decision is obviously
above my paygrade. For what it is worth, my advice
would be to consider working with State on this; State is
already taking action websites it/USAID controls and the
other OIGs/GAO may be taking similar action.

| am standing by to move out as instructed or to pass
the ball to you for action.
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Thanks!
Matt

From: Clay, Carole L
Sent: Monday, August 16, 2021 3:18 PM
To: Dove, Matthew D CIV (USA)

Subject: [Non-DoD Source] RE: Message

All active links contained in this email were
disabled. Please verify the identity of the sender,
and confirm the authenticity of all links contained
within the message prior to copying and pasting the
address to a Web browser.

Matt, Thanks for your quick reply. The State
Department would like to make an unprecedented
request from SIGAR given the recent and dramatic
changes in Afghanistan. We’ve worked together in
the past and so I'm reaching out to you first,
instead of going directly to Deputy Aloise. | would
appreciate any advice and insight you can provide
in how to best approach this request.

Essentially, we would like to request for SIGAR to
suspend large portions of your website and public
access to reports and records. We request urgent
assistance in identifying and temporarily removing
(and potentially redacting on a longer term basis)
all potentially sensitive and identifying information
on U.S. government assistance programs/projects
in Afghanistan. A great many of your historical
publications contain extensive details about
activities and partners that could put individuals at
risk in the current environment.

For the websites that State/F and USAID/PPL and
USAID/MCIO control, e.g. ForeignAssitance.gov,
Foreign Assistance Resource Library, Development
Experience Clearinghouse etc. immediate actions
are being taken to remove the following type of
information for awards for Afghanistan or regional
awards where Afghanistan is expressly mentioned:

e Implementing partner name
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e |mplementing partner DUNS#

e Award Title

 Award Description

s FEvaluations, assessments, studies, other
publications that contain any of the above
are being temporarily removed until they
can be reviewed carefully

We are also making requests to the GAO and the
OIG communities to assist in this effort. Because
SIGAR is probably the most extensive source for
vendor and other information in Afghanistan
through the information available for your website,
it might be easiest to disable the website
functionality for accessing reports and other
publications and notifications. Obviously we
request this as soon as possible. |I've available to
discuss further at_
(cell). Could you please advise what you think the
best way for us to advance this request to your
upper management? Thanks for your help, Carole

Carole Cliy

State Department, Bureau of the Comptroller and Global
Financial Services
Director, Office of Management Controls

-

From: Dove, Matthew D CIV (USA)

Sent: Monday, August 16, 2021 3:04 PM

Subject: Message

Greetings Carol,

| received word from the SIGAR Front Desk that you
were trying to reach me.

How can | help?

Matt
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From: Dove, Matthew D CIV (USA)

Sent: Monday, August 16, 2021 4:23 PM
To: Sopko, John F SES (USA)
Cc: Bern, Jaryd M CIV SIGAR (USA); Aloise, Eugene E CIV (USA); ARLINGTON, JOHN G (SES)

CIV SIGAR GEN COUN (USA); Harmon, Scott (Kabul); Harmon, B S (Scott) CIV (USA);
Lawrence, Robert B CIV SIGAR CCR (USA); LaVelle, Philip J CIV (USA)

Subject: RE: State Identified Possible Risk Based on Public Reports

Signed By:

OK, will do.

From: Sopko, John F SES (UsA) [ ESEGTGNEEE

Sent: Monday, August 16, 2021 4:15 PM
To: Dove, Matthew D CIV (USA)
Cc: Bern, Jaryd M CIV SIGAR (USA) ; Aloise, Eugene E CIV (USA)
ARLINGTON, JOHN G (SES) CIV SIGAR GEN COUN (USA)
; Harmon, B S (Scott) CIV (USA)

Harmon, Scott (Kabul)
Lawrence, Robert B CIV SIGAR CCR (USA)

; LaVelle, Philip J CIV (USA)

Subject: Re: State Identified Possible Risk Based on Public Reports
It is not sufficient. | want it from the secretary or deputy secretary or as the minimum her boss. She is a mere office director. What is
the basis of her conclusion that reports that have been public for years are now causing a risk. | repeat do not pull anything down

until we get a better and more authoritative request. Happy to discuss.

Sent from my iPhone

On Aug 16, 2021, at 4:09 PM, Dove, Matthew D CIV (USA) [ SESIGTGTTEEEEE ot

Hi all,

Starting a new thread because as | mentioned, Carole from State was Cc’d on the thread to which
everyone was replying.

Mr. Sopko, is the e-mail from the Director of Management Controls at State’s Bureau of the Comptroller
and Global Financial Services not an official request? Would you like me to ask her for something else?

From: Sopko, John F SES (USA)
Sent: Monday, August 16, 2021 4:06 PM
To: Bern, Jaryd M CIV SIGAR (USA)
Cc: Aloise, Eugene E CIV (USA)

Dove, Matthew D CIV (USA)

; ARLINGTON, JOHN G (SES) CIV SIGAR GEN COUN (USA)

Harmon, Scott (Kabul ; Harmon, B S (Scott)
Lawrence, Robert B CIV SIGAR CCR (USA)

Covele it ) v (U5 N

Subject: Re: State Identified Possible Risk Based on Public Reports

CIV (USA)
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Do not take anything down until we receive an official request in writing.

Sent from my iPhone

On Aug 16, 2021, at 4:03 PM, Bern, Jaryd M CIV SIGAR (UsA) [ESIIIEGEGEGEEGEGE ot

+ Phil and Robert
We may also need to consider SIGAR reports posted to oversight.gov.
Jaryd

Jaryd Bern | Chief of Staff

Special Inspector General for Afghanistan Reconstruction

Sent from my iPhone

On Aug 16, 2021, at 4:01 PM, Aloise, Eugene E CIV (USA)
wrote:

| agree. We can temporarily remove from websites. Especially financial audits.

Sent from my iPhone

On Aug 16, 2021, at 3:43 PM, Dove, Matthew D CIV (USA)
wrote:

Thanks Carol and appreciate the chat.
Mr. Sopko, Gene, and John,

Please see below from State, Bureau of the Comptroller
and Global Financial Services; Carole (Cc’d) is a strong,
supportive colleague with whom I’'ve worked for many
years and she is tasked to execute this action on behalf
of State Comptroller.

Bottom Line: State thinks some of the information in
our reports (think Afghan companies/contract
information) could put individuals at heightened risk
given recent developments in Afghanistan. From my
perspective, scrubbing OUR reports would be onerous
and not timely (consider the work to just scrub our
published financial audits). One option may be to
temporarily disable certain portions of the website
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while the dust settles in Afghanistan and we decide on a
long-term solution—I am not sure the implication of
such action given our Congressional mandate to make
our reports public, though. This decision is obviously
above my paygrade. For what it is worth, my advice
would be to consider working with State on this; State is
already taking action websites it/USAID controls and the
other OlGs/GAO may be taking similar action.

| am standing by to move out as instructed or to pass
the ball to you for action.

Thanks!
Matt

From: Clay, Carole L
Sent: Monday, August 16, 2021 3:18 PM
To: Dove, Matthew D CIV (USA)

Subject: [Non-DoD Source] RE: Message

All active links contained in this email were
disabled. Please verify the identity of the sender,
and confirm the authenticity of all links contained
within the message prior to copying and pasting the
address to a Web browser.

Matt, Thanks for your quick reply. The State
Department would like to make an unprecedented
request from SIGAR given the recent and dramatic
changes in Afghanistan. We’ve worked together in
the past and so I’'m reaching out to you first,
instead of going directly to Deputy Aloise. | would
appreciate any advice and insight you can provide
in how to best approach this request.

Essentially, we would like to request for SIGAR to
suspend large portions of your website and public
access to reports and records. We request urgent
assistance in identifying and temporarily removing
(and potentially redacting on a longer term basis)
all potentially sensitive and identifying information
on U.S. government assistance programs/projects
in Afghanistan. A great many of your historical
publications contain extensive details about
activities and partners that could put individuals at
risk in the current environment.
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For the websites that State/F and USAID/PPL and
USAID/MCIO control, e.g. ForeignAssitance.gov,
Foreign Assistance Resource Library, Development
Experience Clearinghouse etc. immediate actions
are being taken to remove the following type of
information for awards for Afghanistan or regional
awards where Afghanistan is expressly mentioned:

¢ Implementing partner name

¢ Implementing partner DUNS#

+ Award Title

« Award Description

e FEvaluations, assessments, studies, other
publications that contain any of the above
are being temporarily removed until they
can be reviewed carefully

We are also making requests to the GAO and the
OIG communities to assist in this effort. Because
SIGAR is probably the most extensive source for
vendor and other information in Afghanistan
through the information available for your website,
it might be easiest to disable the website
functionality for accessing reports and other
publications and notifications. Obviously we
request this as soon as possible. I've available to
discuss further at_
(cell). Could you please advise what you think the
best way for us to advance this request to your
upper management? Thanks for your help, Carole

Carole Cliy

State Department, Bureau of the Comptroller and Global
Financial Services
Director, Office of Management Controls

o

From: Dove, Matthew D CIV (USA)

Sent: Monday, August 16, 2021 3:04 PM

Subject: Message

Greetings Carol,
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| received word from the SIGAR Front Desk that you
were trying to reach me.

How can | help?

Matt
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From:
Sent:
To:
Cc:

Subject:

Sopko, John F SES (USA)

Monday, August 16, 2021 4:15 PM

Dove, Matthew D CIV (USA)

Bern, Jaryd M CIV SIGAR (USA); Aloise, Eugene E CIV (USA); ARLINGTON, JOHN G (SES)
CIV SIGAR GEN COUN (USA); Harmon, Scott (Kabul); Harmon, B S (Scott) CIV (USA);
Lawrence, Robert B CIV SIGAR CCR (USA); LaVelle, Philip J CIV (USA)

Re: State Identified Possible Risk Based on Public Reports

It is not sufficient. | want it from the secretary or deputy secretary or as the minimum her boss. She is a mere office director. What is
the basis of her conclusion that reports that have been public for years are now causing a risk. | repeat do not pull anything down
until we get a better and more authoritative request. Happy to discuss.

Sent from my iPhone

On Aug 16, 2021, at 4:09 PM, Dove, Matthew D CIV (UsA) [ ESIEGGEEEEEE - ot

Starting a new thread because as | mentioned, Carole from State was Cc’d on the thread to which
everyone was replying.

Mr. Sopko, is the e-mail from the Director of Management Controls at State’s Bureau of the Comptroller
and Global Financial Services not an official request? Would you like me to ask her for something else?

From: Sopko, John F SES (UsA) [ ESEGTGNEEE

Sent: Monday, August 16, 2021 4:06 PM
To: Bern, Jaryd M CIV SIGAR (USA)
Cc: Aloise, Eugene E CIV (USA)

Dove, Matthew D CIV (USA)
ARLINGTON, JOHN G (SES) CIV SIGAR GEN COUN (USA)

Harmon, Scott (Kabul) Harmon, B S (Scott)
Lawrence, Robert B CIV SIGAR CCR (USA)

Subject: Re: State Identified Possible Risk Based on Public Reports
Do not take anything down until we receive an official request in writing.

Sent from my iPhone

On Aug 16, 2021, at 4:03 PM, Bern, Jaryd M CIV SIGAR (UsA) [SlESIEGEGEGEEEE ot

+ Phil and Robert
We may also need to consider SIGAR reports posted to oversight.gov.

1
SIGAR-F-00094



Jaryd

Jaryd Bern | Chief of Staff
Special Inspector General for Afghanistan Reconstruction

Sent from my iPhone

On Aug 16, 2021, at 4:01 PM, Aloise, Eugene E CIV (USA)
wrote:

| agree. We can temporarily remove from websites. Especially financial audits.

Sent from my iPhone

On Aug 16, 2021, at 3:43 PM, Dove, Matthew D CIV (USA)
wrote:

Thanks Carol and appreciate the chat.
Mr. Sopko, Gene, and John,

Please see below from State, Bureau of the Comptroller
and Global Financial Services; Carole (Cc’d) is a strong,
supportive colleague with whom I’'ve worked for many
years and she is tasked to execute this action on behalf
of State Comptroller.

Bottom Line: State thinks some of the information in
our reports (think Afghan companies/contract
information) could put individuals at heightened risk
given recent developments in Afghanistan. From my
perspective, scrubbing OUR reports would be onerous
and not timely (consider the work to just scrub our
published financial audits). One option may be to
temporarily disable certain portions of the website
while the dust settles in Afghanistan and we decide on a
long-term solution—I am not sure the implication of
such action given our Congressional mandate to make
our reports public, though. This decision is obviously
above my paygrade. For what it is worth, my advice
would be to consider working with State on this; State is
already taking action websites it/USAID controls and the
other OIGs/GAO may be taking similar action.

| am standing by to move out as instructed or to pass
the ball to you for action.
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Thanks!
Matt

From: Clay, Carole L
Sent: Monday, August 16, 2021 3:18 PM
To: Dove, Matthew D CIV (USA)

Subject: [Non-DoD Source] RE: Message

All active links contained in this email were
disabled. Please verify the identity of the sender,
and confirm the authenticity of all links contained
within the message prior to copying and pasting the
address to a Web browser.

Matt, Thanks for your quick reply. The State
Department would like to make an unprecedented
request from SIGAR given the recent and dramatic
changes in Afghanistan. We’ve worked together in
the past and so I'm reaching out to you first,
instead of going directly to Deputy Aloise. | would
appreciate any advice and insight you can provide
in how to best approach this request.

Essentially, we would like to request for SIGAR to
suspend large portions of your website and public
access to reports and records. We request urgent
assistance in identifying and temporarily removing
(and potentially redacting on a longer term basis)
all potentially sensitive and identifying information
on U.S. government assistance programs/projects
in Afghanistan. A great many of your historical
publications contain extensive details about
activities and partners that could put individuals at
risk in the current environment.

For the websites that State/F and USAID/PPL and
USAID/MCIO control, e.g. ForeignAssitance.gov,
Foreign Assistance Resource Library, Development
Experience Clearinghouse etc. immediate actions
are being taken to remove the following type of
information for awards for Afghanistan or regional
awards where Afghanistan is expressly mentioned:

e Implementing partner name
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e |mplementing partner DUNS#

e Award Title

 Award Description

s FEvaluations, assessments, studies, other
publications that contain any of the above
are being temporarily removed until they
can be reviewed carefully

We are also making requests to the GAO and the
OIG communities to assist in this effort. Because
SIGAR is probably the most extensive source for
vendor and other information in Afghanistan
through the information available for your website,
it might be easiest to disable the website
functionality for accessing reports and other
publications and notifications. Obviously we
request this as soon as possible. |I've available to
discuss further at_
(cell). Could you please advise what you think the
best way for us to advance this request to your
upper management? Thanks for your help, Carole

Carole Cliy

State Department, Bureau of the Comptroller and Global
Financial Services
Director, Office of Management Controls

-

From: Dove, Matthew D CIV (USA)

Sent: Monday, August 16, 2021 3:04 PM

Subject: Message

Greetings Carol,

| received word from the SIGAR Front Desk that you
were trying to reach me.

How can | help?

Matt
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From: LaVelle, Philip J CIV (USA)

Sent: Monday, August 16, 2021 4:09 PM
To: Bern, Jaryd M CIV SIGAR (USA); Aloise, Eugene E CIV (USA)
Cc: Dove, Matthew D CIV (USA); Sopko, John F SES (USA); ARLINGTON, JOHN G (SES) CIV

SIGAR GEN COUN (USA); Harmon, Scott (Kabul); Harmon, B S (Scott) CIV (USA);
Lawrence, Robert B CIV SIGAR CCR (USA)
RE: State Identified Possible Risk Based on Public Reports

Subject:
Signed By:

Thanks, I'll alert my folks. You'll need to dial in Matt Truly and his team. Standing by.

From: Bern, Jaryd M CIV SIGAR (UsA) [ESTIEGEEE

Sent: Monday, August 16, 2021 4:04 PM
To: Aloise, Eugene E CIV (USA
Cc: Dove, Matthew D CIV (USA)
ARLINGTON, JOHN G (SES) CIV SIGAR GEN COUN (USA)
Harmon, B S (Scott) CIV (USA)
Robert B CIV SIGAR CCR (USA)

Sopko, John F SES (USA)
Harmon, Scott (Kabul)
Lawrence,

; LaVelle, Philip J CIV (USA)

Subject: Re: State Identified Possible Risk Based on Public Reports

+ Phil and Robert
We may also need to consider SIGAR reports posted to oversight.gov.

Jaryd

Jaryd Bern | Chief of Staff

Special Inspector General for Afghanistan Reconstruction

Sent from my iPhone

On Aug 16, 2021, at 4:01 PM, Aloise, Eugene E CIV (USA) [ lESIEEGEEEEE ot

| agree. We can temporarily remove from websites. Especially financial audits.

Sent from my iPhone

On Aug 16, 2021, at 3:43 PM, Dove, Matthew D IV (UsA) [lESIIEGTTE

wrote:

Thanks Carol and appreciate the chat.

Mr. Sopko, Gene, and John,
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Please see below from State, Bureau of the Comptroller and Global Financial Services;
Carole (Cc’d) is a strong, supportive colleague with whom I’'ve worked for many years
and she is tasked to execute this action on behalf of State Comptroller.

Bottom Line: State thinks some of the information in our reports (think Afghan
companies/contract information) could put individuals at heightened risk given recent
developments in Afghanistan. From my perspective, scrubbing OUR reports would be
onerous and not timely (consider the work to just scrub our published financial audits).
One option may be to temporarily disable certain portions of the website while the dust
settles in Afghanistan and we decide on a long-term solution—I am not sure the
implication of such action given our Congressional mandate to make our reports public,
though. This decision is obviously above my paygrade. For what it is worth, my advice
would be to consider working with State on this; State is already taking action websites
it/USAID controls and the other OIGs/GAO may be taking similar action.

| am standing by to move out as instructed or to pass the ball to you for action.
Thanks!

Matt

From: Clay, Carole L
Sent: Monday, August 16, 2021 3:18 PM

To: Dove, Mathew 0 Cv 05 N

Subject: [Non-DoD Source] RE: Message

All active links contained in this email were disabled. Please verify the identity of
the sender, and confirm the authenticity of all links contained within the message
prior to copying and pasting the address to a Web browser.

Matt, Thanks for your quick reply. The State Department would like to make an
unprecedented request from SIGAR given the recent and dramatic changes in
Afghanistan. We’ve worked together in the past and so I'm reaching out to you
first, instead of going directly to Deputy Aloise. | would appreciate any advice
and insight you can provide in how to best approach this request.

Essentially, we would like to request for SIGAR to suspend large portions of your
website and public access to reports and records. We request urgent assistance
in identifying and temporarily removing (and potentially redacting on a longer
term basis) all potentially sensitive and identifying information on U.S.
government assistance programs/projects in Afghanistan. A great many of your
historical publications contain extensive details about activities and partners that
could put individuals at risk in the current environment.

For the websites that State/F and USAID/PPL and USAID/MCIO control,
e.g. ForeignAssitance.gov, Foreign Assistance Resource Library, Development
Experience Clearinghouse etc. immediate actions are being taken to remove the
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following type of information for awards for Afghanistan or regional awards
where Afghanistan is expressly mentioned:

e |Implementing partner name

* Implementing partner DUNS#

e Award Title

 Award Description

* Evaluations, assessments, studies, other publications that contain any of
the above are being temporarily removed until they can be reviewed
carefully

We are also making requests to the GAO and the OIG communities to assist in
this effort. Because SIGAR is probably the most extensive source for vendor and
other information in Afghanistan through the information available for your
website, it might be easiest to disable the website functionality for accessing
reports and other publications and notifications. Obviously we request this as
soon as possible. I've available to discuss further at

- (cell). Could you please advise what you think the best way for us to
advance this request to your upper management? Thanks for your help, Carole

Carole Clay

State Department, Bureau of the Comptroller and Global Financial Services
Director, Office of Management Controls

From: Dove, Matthew D CIV (USA)
Sent: Monday, August 16, 2021 3:04 PM
To: Clay, Carole L
Subject: Message

Greetings Carol,
| received word from the SIGAR Front Desk that you were trying to reach me.
How can | help?

Matt
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From: Dove, Matthew D CIV (USA)

Sent: Monday, August 16, 2021 4:09 PM
To: Sopko, John F SES (USA); Bern, Jaryd M CIV SIGAR (USA)
Cc: Aloise, Eugene E CIV (USA); ARLINGTON, JOHN G (SES) CIV SIGAR GEN COUN (USA);

Harmon, Scott (Kabul); Harmon, B S (Scott) CIV (USA); Lawrence, Robert B CIV SIGAR
CCR (USA); LaVelle, Philip J CIV (USA)

Subject: RE: State Identified Possible Risk Based on Public Reports

Signed By:

Hi all,

Starting a new thread because as | mentioned, Carole from State was Cc’d on the thread to which everyone was
replying.

Mr. Sopko, is the e-mail from the Director of Management Controls at State’s Bureau of the Comptroller and Global
Financial Services not an official request? Would you like me to ask her for something else?

From: Sopko, John F SES (UsA) (G

Sent: Monday, August 16, 2021 4:06 PM
To: Bern, Jaryd M CIV SIGAR (USA)
Cc: Aloise, Eugene E CIV (USA)

Dove, Matthew D CIV (USA)

; ARLINGTON, JOHN G (SES) CIV SIGAR GEN COUN (USA)

Harmon, Scott (Kabul) Harmon, B S (Scott) CIV (USA)
Lawrence, Robert B CIV SIGAR CCR (USA)

 avel,phip )1 (us) R

Subject: Re: State Identified Possible Risk Based on Public Reports

Do not take anything down until we receive an official request in writing.

Sent from my iPhone

On Aug 16, 2021, at 4:03 PM, Bern, Jaryd M CIV SIGAR (UsA) [ESTIEGEGEGEGE - ot

+ Phil and Robert
We may also need to consider SIGAR reports posted to oversight.gov.

Jaryd

Jaryd Bern | Chief of Staff

Special Inspector General for Afghanistan Reconstruction

Sent from my iPhone
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On Aug 16, 2021, at 4:01 PM, Aloise, Eugene E CIV (USA) [lESIEGEGEEGE ot

| agree. We can temporarily remove from websites. Especially financial audits.

Sent from my iPhone

On Aug 16, 2021, at 3:43 PM, Dove, Matthew D CIV (USA)
wrote:

Thanks Carol and appreciate the chat.
Mr. Sopko, Gene, and John,

Please see below from State, Bureau of the Comptroller and Global
Financial Services; Carole (Cc’d) is a strong, supportive colleague with
whom I've worked for many years and she is tasked to execute this
action on behalf of State Comptroller.

Bottom Line: State thinks some of the information in our reports (think
Afghan companies/contract information) could put individuals at
heightened risk given recent developments in Afghanistan. From my
perspective, scrubbing OUR reports would be onerous and not timely
(consider the work to just scrub our published financial audits). One
option may be to temporarily disable certain portions of the website
while the dust settles in Afghanistan and we decide on a long-term
solution—I am not sure the implication of such action given our
Congressional mandate to make our reports public, though. This
decision is obviously above my paygrade. For what it is worth, my advice
would be to consider working with State on this; State is already taking
action websites it/USAID controls and the other OIGs/GAQO may be
taking similar action.

| am standing by to move out as instructed or to pass the ball to you for
action.

Thanks!

Matt

From: Clay, Carole L
Sent: Monday, August 16, 2021 3:18 PM

To: Dove, Matthew 0 Cv 05 N

Subject: [Non-DoD Source] RE: Message

All active links contained in this email were disabled. Please verify
the identity of the sender, and confirm the authenticity of all links
contained within the message prior to copying and pasting the
address to a Web browser.
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Matt, Thanks for your quick reply. The State Department would
like to make an unprecedented request from SIGAR given the
recent and dramatic changes in Afghanistan. We’ve worked
together in the past and so I’'m reaching out to you first, instead of
going directly to Deputy Aloise. | would appreciate any advice and
insight you can provide in how to best approach this request.

Essentially, we would like to request for SIGAR to suspend large
portions of your website and public access to reports and
records. We request urgent assistance in identifying and
temporarily removing (and potentially redacting on a longer term
basis) all potentially sensitive and identifying information on U.S.
government assistance programs/projects in Afghanistan. A
great many of your historical publications contain extensive
details about activities and partners that could put individuals at
risk in the current environment.

For the websites that State/F and USAID/PPL and USAID/MCIO
control, e.g. ForeignAssitance.gov, Foreign Assistance Resource
Library, Development Experience Clearinghouse etc. immediate
actions are being taken to remove the following type of
information for awards for Afghanistan or regional awards where
Afghanistan is expressly mentioned:

e Implementing partner name

e Implementing partner DUNS#

e Award Title

e Award Description

o Evaluations, assessments, studies, other publications that
contain any of the above are being temporarily removed
until they can be reviewed carefully

We are also making requests to the GAO and the OIG
communities to assist in this effort. Because SIGAR is probably
the most extensive source for vendor and other information in
Afghanistan through the information available for your website, it
might be easiest to disable the website functionality for accessing
reports and other publications and notifications. Obviously we
request this as soon as possible. I've available to discuss further
at_ (cell). Could you please advise
what you think the best way for us to advance this request to your
upper management? Thanks for your help, Carole

State Department, Bureau of the Comptroller and Global Financial Services
Director, Office of Management Controls
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From: Dove, Matthew D CIV (USA)
Sent: Monday, August 16, 2021 3:04 PM

Subject: Message

Greetings Carol,

| received word from the SIGAR Front Desk that you were trying to
reach me.

How can | help?

Matt
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From: Sopko, John F SES (USA)

Sent: Monday, August 16, 2021 4:06 PM
To: Bern, Jaryd M CIV SIGAR (USA)
Cc: Aloise, Eugene E CIV (USA); Dove, Matthew D CIV (USA); ARLINGTON, JOHN G (SES)

CIV SIGAR GEN COUN (USA); Harmon, Scott (Kabul); Harmon, B S (Scott) CIV (USA);
Lawrence, Robert B CIV SIGAR CCR (USA); LaVelle, Philip J CIV (USA)
Subject: Re: State Identified Possible Risk Based on Public Reports

Do not take anything down until we receive an official request in writing.

Sent from my iPhone

On Aug 16, 2021, at 4:03 PM, Bern, Jaryd M CIV SIGAR (USA) <jaryd.m.bern.civ@mail.mil> wrote:

+ Phil and Robert
We may also need to consider SIGAR reports posted to oversight.gov.

Jaryd

Jaryd Bern | Chief of Staff

Special Inspector General for Afghanistan Reconstruction

Sent from my iPhone

On Aug 16, 2021, at 4:01 PM, Aloise, Eugene E CIV (USA) [ SESIEGEGEGEEGE ot

| agree. We can temporarily remove from websites. Especially financial audits.

Sent from my iPhone

On Aug 16, 2021, at 3:43 PM, Dove, Matthew D CIV (USA)
wrote:

Thanks Carol and appreciate the chat.
Mr. Sopko, Gene, and John,

Please see below from State, Bureau of the Comptroller and Global
Financial Services; Carole (Cc’d) is a strong, supportive colleague with
whom I've worked for many years and she is tasked to execute this
action on behalf of State Comptroller.
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Bottom Line: State thinks some of the information in our reports (think
Afghan companies/contract information) could put individuals at
heightened risk given recent developments in Afghanistan. From my
perspective, scrubbing OUR reports would be onerous and not timely
(consider the work to just scrub our published financial audits). One
option may be to temporarily disable certain portions of the website
while the dust settles in Afghanistan and we decide on a long-term
solution—I am not sure the implication of such action given our
Congressional mandate to make our reports public, though. This
decision is obviously above my paygrade. For what it is worth, my advice
would be to consider working with State on this; State is already taking
action websites it/USAID controls and the other OIGs/GAO may be
taking similar action.

| am standing by to move out as instructed or to pass the ball to you for
action.

Thanks!

Matt

From: Clay, Carole L
Sent: Monday, August 16, 2021 3:18 PM

To: Dove, Mathew b Cv 05 N

Subject: [Non-DoD Source] RE: Message

All active links contained in this email were disabled. Please verify
the identity of the sender, and confirm the authenticity of all links
contained within the message prior to copying and pasting the
address to a Web browser.

Matt, Thanks for your quick reply. The State Department would
like to make an unprecedented request from SIGAR given the
recent and dramatic changes in Afghanistan. We’ve worked
together in the past and so I’'m reaching out to you first, instead of
going directly to Deputy Aloise. | would appreciate any advice and
insight you can provide in how to best approach this request.

Essentially, we would like to request for SIGAR to suspend large
portions of your website and public access to reports and
records. We request urgent assistance in identifying and
temporarily removing (and potentially redacting on a longer term
basis) all potentially sensitive and identifying information on U.S.
government assistance programs/projects in Afghanistan. A
great many of your historical publications contain extensive
details about activities and partners that could put individuals at
risk in the current environment.
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For the websites that State/F and USAID/PPL and USAID/MCIO
control, e.g. ForeignAssitance.gov, Foreign Assistance Resource
Library, Development Experience Clearinghouse etc. immediate
actions are being taken to remove the following type of
information for awards for Afghanistan or regional awards where
Afghanistan is expressly mentioned:

e |Implementing partner name

¢ Implementing partner DUNS#

¢ Award Title

+ Award Description

« Evaluations, assessments, studies, other publications that
contain any of the above are being temporarily removed
until they can be reviewed carefully

We are also making requests to the GAO and the OIG
communities to assist in this effort. Because SIGAR is probably
the most extensive source for vendor and other information in
Afghanistan through the information available for your website, it
might be easiest to disable the website functionality for accessing
reports and other publications and notifications. Obviously we
request this as soon as possible. I've available to discuss further
at_ (cell). Could you please advise
what you think the best way for us to advance this request to your
upper management? Thanks for your help, Carole

Carole Clay

State Department, Bureau of the Comptroller and Global Financial Services
Director, Office of Management Controls

From: Dove, Matthew D CIV (USA)
Sent: Monday, August 16, 2021 3:04 PM

Subject: Message

Greetings Carol,

| received word from the SIGAR Front Desk that you were trying to
reach me.

How can | help?

Matt
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From: Bern, Jaryd M CIV SIGAR (USA)

Sent: Monday, August 16, 2021 4:04 PM
To: Aloise, Eugene E CIV (USA)
Cc: Dove, Matthew D CIV (USA); Sopko, John F SES (USA); ARLINGTON, JOHN G (SES) CIV

SIGAR GEN COUN (USA); Harmon, Scott (Kabul); Harmon, B S (Scott) CIV (USA);
Lawrence, Robert B CIV SIGAR CCR (USA); LaVelle, Philip J CIV (USA)
Subject: Re: State Identified Possible Risk Based on Public Reports

+ Phil and Robert
We may also need to consider SIGAR reports posted to oversight.gov.

Jaryd

Jaryd Bern | Chief of Staff

Special Inspector General for Afghanistan Reconstruction

Sent from my iPhone

On Aug 16, 2021, at 4:01 PM, Aloise, Eugene E CIV (USA) [ SESTEGTGEGEGEGEEGE ot

| agree. We can temporarily remove from websites. Especially financial audits.

Sent from my iPhone

On Aug 16, 2021, at 3:43 PM, Dove, Matthew D IV (UsA) [ESIIEGTTNEE

wrote:

Thanks Carol and appreciate the chat.
Mr. Sopko, Gene, and John,

Please see below from State, Bureau of the Comptroller and Global Financial Services;
Carole (Cc’d) is a strong, supportive colleague with whom I’'ve worked for many years
and she is tasked to execute this action on behalf of State Comptroller.

Bottom Line: State thinks some of the information in our reports (think Afghan
companies/contract information) could put individuals at heightened risk given recent
developments in Afghanistan. From my perspective, scrubbing OUR reports would be
onerous and not timely (consider the work to just scrub our published financial audits).
One option may be to temporarily disable certain portions of the website while the dust
settles in Afghanistan and we decide on a long-term solution—I am not sure the
implication of such action given our Congressional mandate to make our reports public,
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though. This decision is obviously above my paygrade. For what it is worth, my advice
would be to consider working with State on this; State is already taking action websites
it/USAID controls and the other OIGs/GAO may be taking similar action.

| am standing by to move out as instructed or to pass the ball to you for action.
Thanks!
Matt

From: Clay, Carole L
Sent: Monday, August 16, 2021 3:18 PM

Subject: [Non-DoD Source] RE: Message

All active links contained in this email were disabled. Please verify the identity of
the sender, and confirm the authenticity of all links contained within the message
prior to copying and pasting the address to a Web browser.

Matt, Thanks for your quick reply. The State Department would like to make an
unprecedented request from SIGAR given the recent and dramatic changes in
Afghanistan. We’ve worked together in the past and so I'm reaching out to you
first, instead of going directly to Deputy Aloise. | would appreciate any advice
and insight you can provide in how to best approach this request.

Essentially, we would like to request for SIGAR to suspend large portions of your
website and public access to reports and records. We request urgent assistance
in identifying and temporarily removing (and potentially redacting on a longer
term basis) all potentially sensitive and identifying information on U.S.
government assistance programs/projects in Afghanistan. A great many of your
historical publications contain extensive details about activities and partners that
could put individuals at risk in the current environment.

For the websites that State/F and USAID/PPL and USAID/MCIO control,

e.g. ForeignAssitance.gov, Foreign Assistance Resource Library, Development
Experience Clearinghouse etc. immediate actions are being taken to remove the
following type of information for awards for Afghanistan or regional awards
where Afghanistan is expressly mentioned:

e Implementing partner name

e Implementing partner DUNS#

e Award Title

e Award Description

e Evaluations, assessments, studies, other publications that contain any of
the above are being temporarily removed until they can be reviewed
carefully
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We are also making requests to the GAO and the OIG communities to assist in
this effort. Because SIGAR is probably the most extensive source for vendor and
other information in Afghanistan through the information available for your
website, it might be easiest to disable the website functionality for accessing
reports and other publications and notifications. Obviously we request this as
soon as possible. I've available to discuss further at 202-663-2084 or 202-607-
9750 (cell). Could you please advise what you think the best way for us to
advance this request to your upper management? Thanks for your help, Carole

Carole Cliy

State Department, Bureau of the Comptroller and Global Financial Services
Director, Office of Management Controls

From: Dove, Matthew D CIV (USA)_

Sent: Monday, August 16, 2021 3:04 PM
To: Clay, Carole L
Subject: Message

Greetings Carol,
| received word from the SIGAR Front Desk that you were trying to reach me.
How can | help?

Matt
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From:

Aloise, Eugene E CIV (USA)

Sent: Monday, August 16, 2021 4:01 PM

To: Dove, Matthew D CIV (USA)

Cc: Sopko, John F SES (USA); ARLINGTON, JOHN G (SES) CIV SIGAR GEN COUN (USA);
Bern, Jaryd M CIV SIGAR (USA); Harmon, Scott (Kabul); Harmon, B S (Scott) CIV (USA);

Subject: Re: State Identified Possible Risk Based on Public Reports

| agree. We can temporarily remove from websites. Especially financial audits.

Sent from my iPhone

On Aug 16, 2021, at 3:43 PM, Dove, Matthew D CIV (USA) [ ESIEGTGTTEEEEEE ot

Thanks Carol and appreciate the chat.
Mr. Sopko, Gene, and John,

Please see below from State, Bureau of the Comptroller and Global Financial Services; Carole (Cc’d) is a
strong, supportive colleague with whom I've worked for many years and she is tasked to execute this
action on behalf of State Comptroller.

Bottom Line: State thinks some of the information in our reports (think Afghan companies/contract
information) could put individuals at heightened risk given recent developments in Afghanistan. From
my perspective, scrubbing OUR reports would be onerous and not timely (consider the work to just
scrub our published financial audits). One option may be to temporarily disable certain portions of the
website while the dust settles in Afghanistan and we decide on a long-term solution—I| am not sure the
implication of such action given our Congressional mandate to make our reports public, though. This
decision is obviously above my paygrade. For what it is worth, my advice would be to consider working
with State on this; State is already taking action websites it/USAID controls and the other OlIGs/GAO may
be taking similar action.

| am standing by to move out as instructed or to pass the ball to you for action.
Thanks!
Matt

From: Clay, Carole L
Sent: Monday, August 16, 2021 3:18 PM

Subject: [Non-DoD Source] RE: Message

All active links contained in this email were disabled. Please verify the identity of the sender,
and confirm the authenticity of all links contained within the message prior to copying and
pasting the address to a Web browser.
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Matt, Thanks for your quick reply. The State Department would like to make an unprecedented
request from SIGAR given the recent and dramatic changes in Afghanistan. We’ve worked
together in the past and so I'm reaching out to you first, instead of going directly to Deputy
Aloise. | would appreciate any advice and insight you can provide in how to best approach this
request.

Essentially, we would like to request for SIGAR to suspend large portions of your website and
public access to reports and records. We request urgent assistance in identifying and
temporarily removing (and potentially redacting on a longer term basis) all potentially sensitive
and identifying information on U.S. government assistance programs/projects in

Afghanistan. A great many of your historical publications contain extensive details about
activities and partners that could put individuals at risk in the current environment.

For the websites that State/F and USAID/PPL and USAID/MCIO control,

e.g. ForeignAssitance.gov, Foreign Assistance Resource Library, Development Experience
Clearinghouse etc. immediate actions are being taken to remove the following type of
information for awards for Afghanistan or regional awards where Afghanistan is expressly
mentioned:

¢ Implementing partner name

e |Implementing partner DUNS#

s Award Title

 Award Description

s Evaluations, assessments, studies, other publications that contain any of the above are
being temporarily removed until they can be reviewed carefully

We are also making requests to the GAO and the OIG communities to assist in this

effort. Because SIGAR is probably the most extensive source for vendor and other information

in Afghanistan through the information available for your website, it might be easiest to disable
the website functionality for accessing reports and other publications and

notifications. Obviously we request this as soon as possible. I've available to discuss further at

_ (cell). Could you please advise what you think the best way for

us to advance this request to your upper management? Thanks for your help, Carole

Carole Clay

State Department, Bureau of the Comptroller and Global Financial Services
Director, Office of Management Controls

From: Dove, Matthew D CIV (USA)
Sent: Monday, August 16, 2021 3:04 PM
To: Clay, Carole L
Subject: Message
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Greetings Carol,
| received word from the SIGAR Front Desk that you were trying to reach me.
How can | help?

Matt
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From: Aloise, Eugene E CIV (USA)

Sent: Wednesday, August 18, 2021 6:17 PM

To: Dove, Matthew D CIV (USA)

Subject: Re: State Identified Possible Risk Based on Public Reports
Thanks 4

Sent from my iPhone

On Aug 18, 2021, at 6:14 PM, Dove, Matthew D CIV (USA) GG ot

Hi Gene,

FYSA, | just talked to Carole Clay at State (the originator of this request). As | mentioned when this all first came up,
State was working with GAO/IGs to get them to take similar action.

GAO agreed (as you and | did). Since the request on Monday, GAO has temporarily pulled 424 reports dealing with
Afghanistan down from its site.

| thought that would further confirm the sound reasoning for our action.

From: Aloise, Eugene £ v (UsA) [

Sent: Monday, August 16, 2021 4:01 PM
To: Dove, Matthew D CIV (USA)
Cc: Sopko, John F SES (USA)
COUN (USA)

ARLINGTON, JOHN G (SES) CIV SIGAR GEN
Bern, Jaryd M CIV SIGAR (USA)
Harmon, Scott (Kabul)

; Harmon, B S (Scott) CIV

Subject: Re: State Identified Possible Risk Based on Public Reports
| agree. We can temporarily remove from websites. Especially financial audits.

Sent from my iPhone

On Aug 16, 2021, at 3:43 PM, Dove, Matthew D CIV (UsA) [ ESIIIEGTTE

wrote:

Thanks Carol and appreciate the chat.
Mr. Sopko, Gene, and John,

Please see below from State, Bureau of the Comptroller and Global Financial Services;
Carole (Cc’d) is a strong, supportive colleague with whom I've worked for many years
and she is tasked to execute this action on behalf of State Comptroller.
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Bottom Line: State thinks some of the information in our reports (think Afghan
companies/contract information) could put individuals at heightened risk given recent
developments in Afghanistan. From my perspective, scrubbing OUR reports would be
onerous and not timely (consider the work to just scrub our published financial audits).
One option may be to temporarily disable certain portions of the website while the dust
settles in Afghanistan and we decide on a long-term solution—I am not sure the
implication of such action given our Congressional mandate to make our reports public,
though. This decision is obviously above my paygrade. For what it is worth, my advice
would be to consider working with State on this; State is already taking action websites
it/USAID controls and the other OIGs/GAO may be taking similar action.

| am standing by to move out as instructed or to pass the ball to you for action.
Thanks!

Matt

From: Clay, Carole L
Sent: Monday, August 16, 2021 3:18 PM

To: Dove, Matthew 0 Cv 05 N

Subject: [Non-DoD Source] RE: Message

All active links contained in this email were disabled. Please verify the identity of
the sender, and confirm the authenticity of all links contained within the message
prior to copying and pasting the address to a Web browser.

Matt, Thanks for your quick reply. The State Department would like to make an
unprecedented request from SIGAR given the recent and dramatic changes in
Afghanistan. We’ve worked together in the past and so I'm reaching out to you
first, instead of going directly to Deputy Aloise. | would appreciate any advice
and insight you can provide in how to best approach this request.

Essentially, we would like to request for SIGAR to suspend large portions of your
website and public access to reports and records. We request urgent assistance
in identifying and temporarily removing (and potentially redacting on a longer
term basis) all potentially sensitive and identifying information on U.S.
government assistance programs/projects in Afghanistan. A great many of your
historical publications contain extensive details about activities and partners that
could put individuals at risk in the current environment.

For the websites that State/F and USAID/PPL and USAID/MCIO control,

e.g. ForeignAssitance.gov, Foreign Assistance Resource Library, Development
Experience Clearinghouse etc. immediate actions are being taken to remove the
following type of information for awards for Afghanistan or regional awards
where Afghanistan is expressly mentioned:

e Implementing partner name
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e |mplementing partner DUNS#

e Award Title

« Award Description

¢ Evaluations, assessments, studies, other publications that contain any of
the above are being temporarily removed until they can be reviewed
carefully

We are also making requests to the GAO and the OIG communities to assist in
this effort. Because SIGAR is probably the most extensive source for vendor and
other information in Afghanistan through the information available for your
website, it might be easiest to disable the website functionality for accessing
reports and other publications and notifications. Obviously we request this as
soon as possible. I've available to discuss further at

- (cell). Could you please advise what you think the best way for us to
advance this request to your upper management? Thanks for your help, Carole

Carole Clay

State Department, Bureau of the Comptroller and Global Financial Services
Director, Office of Management Controls

From: Dove, Matthew D CIV (USA)
Sent: Monday, August 16, 2021 3:04 PM

Subject: Message
Greetings Carol,
| received word from the SIGAR Front Desk that you were trying to reach me.

How can | help?

Matt
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From: Dove, Matthew D CIV (USA)

Sent: Monday, August 16, 2021 3:44 PM

To: Sopko, John F SES (USA); Aloise, Eugene E CIV (USA); ARLINGTON, JOHN G (SES) CIV
SIGAR GEN COUN (USA)

Cc: Bern, Jaryd M CIV SIGAR (USA); Harmon, Scott (Kabul); Scott; | TIIN

Subject: State Identified Possible Risk Based on Public Reports

Signed By:

Thanks Carol and appreciate the chat.
Mr. Sopko, Gene, and John,

Please see below from State, Bureau of the Comptroller and Global Financial Services; Carole (Cc’d) is a strong,
supportive colleague with whom I’'ve worked for many years and she is tasked to execute this action on behalf of State
Comptroller.

Bottom Line: State thinks some of the information in our reports (think Afghan companies/contract information) could
put individuals at heightened risk given recent developments in Afghanistan. From my perspective, scrubbing OUR
reports would be onerous and not timely (consider the work to just scrub our published financial audits). One option
may be to temporarily disable certain portions of the website while the dust settles in Afghanistan and we decide on a
long-term solution—I am not sure the implication of such action given our Congressional mandate to make our reports
public, though. This decision is obviously above my paygrade. For what it is worth, my advice would be to consider
working with State on this; State is already taking action websites it/USAID controls and the other OIGs/GAO may be
taking similar action.

| am standing by to move out as instructed or to pass the ball to you for action.
Thanks!

Matt

From: Clay, Carole L
Sent: Monday, August 16, 2021 3:18 PM

To: Dove, Mathew 0 Cv 05 N

Subject: [Non-DoD Source] RE: Message

All active links contained in this email were disabled. Please verify the identity of the sender, and confirm the
authenticity of all links contained within the message prior to copying and pasting the address to a Web
browser.

Matt, Thanks for your quick reply. The State Department would like to make an unprecedented request from
SIGAR given the recent and dramatic changes in Afghanistan. We’ve worked together in the past and so I'm
reaching out to you first, instead of going directly to Deputy Aloise. | would appreciate any advice and insight
you can provide in how to best approach this request.
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Essentially, we would like to request for SIGAR to suspend large portions of your website and public access to
reports and records. We request urgent assistance in identifying and temporarily removing (and potentially
redacting on a longer term basis) all potentially sensitive and identifying information on U.S. government
assistance programs/projects in Afghanistan. A great many of your historical publications contain extensive
details about activities and partners that could put individuals at risk in the current environment.

For the websites that State/F and USAID/PPL and USAID/MCIO control, e.g. ForeignAssitance.gov, Foreign
Assistance Resource Library, Development Experience Clearinghouse etc. immediate actions are being taken
to remove the following type of information for awards for Afghanistan or regional awards where Afghanistan
is expressly mentioned:

¢ Implementing partner name

e |Implementing partner DUNS#

e Award Title

* Award Description

+ Evaluations, assessments, studies, other publications that contain any of the above are being
temporarily removed until they can be reviewed carefully

We are also making requests to the GAO and the OIG communities to assist in this effort. Because SIGAR is
probably the most extensive source for vendor and other information in Afghanistan through the information
available for your website, it might be easiest to disable the website functionality for accessing reports and
other publications and notifications. Obviously we request this as soon as possible. I've available to discuss

further at_ (cell). Could you please advise what you think the best way for us

to advance this request to your upper management? Thanks for your help, Carole

State Department, Bureau of the Comptroller and Global Financial Services
Director, Office of Management Controls

From: Dove, Matthew D CIV (USA)

Sent: Monday, August 16, 2021 3:04 PM

To: Clay, Carole L

Subject: Message

Greetings Carol,

| received word from the SIGAR Front Desk that you were trying to reach me.

How can | help?

Matt
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