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Section B - Supplies <W Service~ and Prices 

ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
0001 I Lot (b)(4) 

Lahor - l.:lase 
CPFF 
The contractor shall provide support as set lorth in Attachment 00 I. Statement or 
Work (SOW) entitled '1Electronic Integrated Disease Surveillance System 
(EIDSS) and Pathogen Asset Control System (PACS) Implementation'' dated 05 
:vtarch 20 19. The work to be performed under this CLIN is severable. 
FOB: Destination 
PURCHASE REQUEST NUMBER: HDTRA 1931826 
R799 

ESTIMATED COST 
FIX ED FEE 

TOTAL EST COST+ FEE 
$4,344,62R.OO 

ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
000101 so.oo 

Funding fo r CLIN 000 I 
crrr 
RTRP FY 19 

ESTIMATED COST so.oo 
f.JXED rEE so.oo 

TOTAL EST COST I FEE SO.OO 

ACRN AA [b)(4) 

CIN: HDTRAI931R260001 
I 

Obtained via FOIA by Judicial Watch Inc.



ITE\1 NO 
)()02 

lTC:vt. NO 
p00201 

TEMNO 
pooJ 
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SUPPLIESiSERYICES QUANTITY UN IT UNIT PRICE AMOUNT 
l Lol (b)(4) 

Travel - Base 
COST 
The contractor shall provide support as set forth in Attachmenr 00 l , Statement of 
Work (SOW) entitled "Electronic Integrated Disease Surveillance System 
(EIDSS) and Pathogen Asset Control System (PACS) Implementation'' dated 05 
:vt.;\rch 20 19. The work to be performed under this CLIN is severable. 
FOH: Destination 
R799 

ESTIMATED COST 

SUPPLJES!SERVlCt:S QUANTITY UNIT UNIT PRICE AMOUNT 
so.oo 

Funding for CLIN 0002 
COST 
BTRP fYl9 

ESTIMATED COST ~(\ (\(\ 

ACRN AA rb)(4) 

CIN: IIDTRAI9318260002 

SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
I Lot b)(4) 

Cquipmcnl and \ttatcrials - Base 
CPFF 
The contractor shall provide support as set forth in Attachment 00 I , Statement of 
Work (SOW) entitled "Electronic Integrated Disease Surveillance System 
(EIDSS) and Pathogen Asset Control System (PACS) Implementation'' dated 05 
:vtarch 20 19. The work to be performed under this CLIN is severable. 
FOB: Destination 
R799 

ESTIMATED COST 
fiXED FEE 

TOTAL EST COST+ FEE 
$1,270.129.00 

Obtained via FOIA by Judicial Watch Inc.



ITEM NO 
UOUJOI 

ITEM NO 
0004 

ITEM NO 
000401 

SUPPLIESiSER VICES QU ANTITY 

Funding for CLIN 0003 
CPFF 
BTRP FYJ9 

ACRN AA 
CIN: HDTR.A 193 18260003 

SU PPLI ES/SER VICES QUANTITY 
I 

Other Direct Costs - Base 
(.'PH 

UNIT UNIT PRICE 

ESTIMATED COST 
FIXED FEE 

TOTAL EST COST + FEE 

UNIT UNIT PRICE 
Lot 
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AMOU NT 
so.uo 

$0.00 
so.oo 
so.oo 

r b)(4) 

AMOUNT 
(b)(4) 

The contractor shall provide support as set fi>rth in Attachment 001, Statement of 
Work (SOW) entitled "Electronic lntcgmtcd Discu::oc Survcilluncc Sysh.:m 
(LIU!'>S) and Pathogen A::;::;ct Control ~ystcm (PAC!'>) Implementation" dated 05 
March 20 19. The work to he performed under thi::; CLIN i!; scvcrahle. 
FOB: Destination 
R799 

ESTIMATED COST 
FIXED FEE 

TOTAL EST COST r FEE $1.856,864.00 

SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
so.oo 

Funding fo r CLIN 0004 
CPFF 
BTRP FYI9 

ESTIMATED COST $0.00 
FIXED FEE SO.OO 

TOTAL EST COST+ FEE so.oo 
ACRN AA fb)(4) 

CIN: HDTRA I93 1&260004 I 
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ITEM NO SUPPLIES/SERVICES QUANTITY 
I 

UNIT 
Lor 

UNIT PRICE 
0005 
OPTIO~ Labor - EIDSS I 

CPrF 
The contractor shall provide support as set forth in Attachment 00 I, Statement of 
Work (SOW) entitled "Electronic Integrated Disease Surveillance System 
(EIDSS) and Pathogen Asset Control System (PACS) Implementation" dated 05 
March 2019. The work to be performed under this CLI N is severable. 
fOB : D~.:~ tinlltion 
R799 

ESTIMATED COST 
I' I XED FI.!L:: 

TOTAL EST COST+ FI::E 

ITEM NO SUPPLIES/SERVICES QUANTITY UNIT 
Lot 

UNIT PRICE 
0006 1 
OrTI0:-.1 Travel - EIDSS I 

COST 
The contractor shall provide support as set lonh in Allachmcnt 00 I , Statement of 
Work (SOW) entitled "Electronic Integrated Disease Surveillance System 
(EIDSS) and Pathogen Asset Contro l System (PACS) hnplcmcntation'' dated 05 
March 2019. The work to be performed under this CLIN is severable. 
FOB: Destination 
R799 

ESTIMATED COST 

ITEM NO SUPPLIES/SERVICES QUANTITY 
1 

UNIT 
Lot 

UNIT PRICE 
0007 
OPTI0:--1 Equipment and Materials- EIDSS I 

CPrF 
The contractor shall provide support as set torth in Attachment 00 I, Statement of 
Work (SOW) entitled "Electronic Integrated Disease SUJveillance System 
(EIDSS) and Pathogen A:;:;ct Control System (PACS) hnplemcntati(>n" dated 05 
March 20 19. The work to he performed under this CLJN is scvcrahle. 
FOB: Dcstimttion 
R799 

ESTIMATED COST 
f-IXED FEE 

TOTAL EST COST + rEE 

AMOUNT I 
b)(4) 

$192,761.00 

AMOUNT 
{b){4) 

AMOUNT 
{b){4) 

~YJ,I 1 Y.UU I 

Obtained via FOIA by Judicial Watch Inc.
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ITEM NO SUPPLIES/SERVICES QUANTITY 
I 

UNIT 
Lot 

UNIT PRICE AMOUNT 
OOOR 
OPTIO\f 

ITEM NO 
0009 
OPTIO\f 

Other Direct Co::;t::; - EIDSS I 
CPH 
The contractor shall provide support as set forth in Attachment 00 I, Statement of 
Work (SOW) entitled "Electronic Im.cg;<l.4cd m!i<caS\': S~~trvea:leal\.$ System 
(EIDSS) and Pathogen Asset Control System (PACS) Implementation'' dated 05 
\ttarch 2019. The work to be perlonned under this CLIN is severable. 
FOB: Destination 
R799 

SU PPLI ES/SERVICES 

Labor- t:JDSS 2 
CPH' 

QUANTITY 
I 

ESTIMATED COST 
FIXED FEE 

TOTAL EST COST+ FEE 

UNIT 
Lot 

UNIT PRICE 

The contractor shall provide supp01t as set forth in Attachment 00 I . Statement of 
W'ork (SOW) entitled "Electronic Integrated Disease Surveillance System 
(EIDSS) and Pathogen Asset Control System (PACS) Implementation" dated 05 
\ttarch 2019. The work to he performed under this CLIN is scverahle. 
FOB: Destination 
R799 

ESTIMATED COST 
FIXED FEE 

TOTAL EST COST + FEE 

ITE\tt NO SUPPLIES/SERVICES QUANTITY 
I 

UNIT 
Lot 

UNIT PRICE 
0010 
OPTIO~ Travel - EIDSS 2 

COST 
The contractor shall provide supporl as set forth in Attachment 00 I . Statement or 
Work (SOW) entitled ''Electmnic Integrated Disease Surveillance System 
(EIDSS) and Pathogen Asset Control System (PACS) Implementation" dated 05 
\1arch 20 19. The work to be performed under this CLIN is severable. 
fOD : Destination 
R799 

ESTIMATED COST 

b)(4) 

$1 R4,R55 .00 

AMOUNT 
(b)(4) 

$192,761.00 

AMOUNT 
(b)(4) 

Obtained via FOIA by Judicial Watch Inc.



ITEM NO 
0011 
OP'I'I0:-.1 

ITEM NO 
00 12 
OPTI0\1 
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SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
I Lot (b)(4) 

Equipment and Materials - EIDSS 2 
CPFF 
The contractor shall provide support as set forth in Attachment 00 I, Statement of 
Work (SOW) entitled "Electronic Integrated Disease Surveillance System 
(EIDSS) and Pathogen Asset Control System (PACS) Implementation·• dated OS 
:vtarch 2019. The work to be performed under this CLIN is severable. 
FOB: Destination 
R799 

ESTIMATED COST 
FIXED FEE 

TOTAL EST COST+ FEE 
$93.119.00 

SUPPLIGS/SCRVICES QUANTITY UNJT UNIT PRICE AMOUNT 
I Lot b)(4) 

Other Direct Co~t!; - EIDSS 2 
CPH 
The contractor shall provide suppo1t as set forth in Attachment 00 I, Statement of 
Work (SOW) entitled "Glcctr~mic Integrated Disca~c Surveillance Sy::;tcm 
(EIDSS) and Pathogen Asset Control System (P/\CS) hnplcmcntatiM'. dated 05 
\It arch 2019. The work to be perlom1ed under this CLJN is severable. 
FOB: Destination 
R799 

ESTIM/\ TED COST 
FIXED FEE 

TOTAL EST COST I FEE 
$184,855.00 

Obtained via FOIA by Judicial Watch Inc.
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ITEM NO SUPPLIES/SERVICES QUANTITY 
I 

UNIT UNIT PRICE 
0013 Lot 
OPTIO"J Labor - EIDSS 3 

CPFF 
The contractor sh;:~ll provide support as set forth in Attachment 00 I, St;:~tement of 
Work (SOW) entitled "Electronic Integrated Disease Surveillance System 
(EIDSS) and Pathogen Asset Control System (PACS) Implementation·· dated 05 
March 20 19. The work to be performed under this CLIN is severable. 
FOB: Destination 
R799 

ESTIMATED COST 
riXED FEE 

TOTAL EST COST+ FEE 

ITEYf NO SUPPLIES/SERVICES QUANTITY UNIT 
Lot 

UNIT PRICE 
0014 I 
OPTIO:"II Travel - EIU!)S 3 

COST 
The contractor shall provide support us set forth in Attachment 001, Statement of 
W~n·k (SOW) entitled "Electronic Integrated Disease Surveillance System 
(EIDSS) and Pathogen A~~ct Control System (PACS) Implementation'" dated 05 
\II arch 2019. The work lobe perlom1cd under this CLIN is severable. 
FOB: Destination 
R799 

ESTIMATED COST 

ITEM NO SUPPLIES/SERVICES QUANTITY 
I 

UNIT 
Lot 

UNIT PRICE 
0015 
OPTIO:--J Equipment and Materials - EIDSS 3 

CPFF 
The contractor shall provide support as set forth in Attachment 00 I, Statement of 
Work (SOW) entitled "Electronic Integrated Disease SUJveillance System 
(EIDSS) and Pathogen Asset Control System (PACS) Implementation" dated 05 
:vtarch 20 19. The work to he performed under thic; CLINic; ~everahle. 
FOB: Destination 
R799 

ESTIMATED COST 
f-IXCO me 

TilT A 1 D~TCO_~T_-i-TilTI 

AMOUNT 
b)(4) 

$192.761.00 

AMOUNT 
(b)(4) 

AMOUNT 
b)(4) 

$93, 11 9.00 

Obtained via FOIA by Judicial Watch Inc.



ITEM NO 
0016 
OPTI0:-.1 

ITEM NO 
1001 
EXERCISED 
OPTI0:--1 

ITEM NO 
10010 1 
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SU PPLIES/SERVICES QUANTITY UN IT UN IT PRICE AMOUNT 
I Lot b)(4) 

Other Direct Costs - ElDSS 3 
CPH 
Th~ ~.:~111tru~.:hn ::. l ~ttll p• ~1vid~ Mli'JN•t u~ ::.~l f\11tlt iu All<tduu~nt 00 1, Slt~l~•u~o: ul ~~r 

Work (SOW) entitled "Electronic Integrated Disease Surveillance System 
(ClOSS) and Pathogen Asset Control System (PACS) Implementation" dated 05 
.\tturch 20111. fhe work to he performed under th1s CLIN is severable. 
FOB: Destination 
R799 

ESTIMATED COST 
FIXED FEE 

TOTAL EST COST I FEE 
$184,855.00 

SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
I Lot (b)(4) 

Labor - Option Period I 
CPFF 
The contractor shall provide support as set forth in Attachment 00 I, Statement of 
Wurk (SOW) enlitkd "clt:~,;trunic lnlegruled Di:;t:u~e Survei ii<.LIIl:t: Sy:;tt:tll 
(EIDSS) and Pathogen Asset Control System (PACS) Implementation" dated 05 
:vtarch 20 19, The work to be performed under this CLIN is severable. 
FOI:l: Destination 
R799 

ESTIMATED COST 
r-JXCD rEC 

TOTAL EST COST I fEE 
$ 1,933,419.00 

ACRN AB (b)(4) 

CIN: HDTRA 11 3RJ700001 

SlJPPLIES/SER VICES QUANTITY UNIT UNIT PRICE AMOUNT 
so.oo 

Funding for CUN I 00 I 
CPFF 

ESTIMATED COST SO.OO 
FIXED FEE SO.OO 

TOTAL EST COST I FEE 
SO.OO 

ACRN AB $0.00 

Obtained via FOIA by Judicial Watch Inc.



ITE:vt NO 
1002 
EXERClSEO 
OPTI0:--1 

ITEM NO 
1003 
EXERCISED 
Of'TIO:"J 
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CIN: IIDTRA 11 383700001 

SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
l Lot b)(4) 

Travel- Option Period I 
COST 
The contractor shall provide support as set forth in Attachment 00 I, Statement of 
Work (SOW) entitled "Electronic Integrated Disease Surveillance System 
(E([)SS) and Pathogen Asset Control System (PACS) Implementation" dated 05 
:vtarch 20 19. The work to be performed under this CLI N is severable. 
FOB: Destination 
R799 

ESTIMATED COST 
ACRN AB 
CIN: HDTRA ll 3RJ700002 

SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
I Lot (b)(4) 

Equipment and Yfatcrials- Option Period I 
CPFF 
The contractor !>hall provide support as !>et lonh in Auachmem 00 I. Statement or 
Work (SOW) cmilled ''Electronic Integrated Disease Surveillance System 
(ClOSS) and Pathogen Asset Control System (PACS) Implementation'' dated 05 
:vtarch 20 I Y. The work to be pertormed under this CLI N is severable. 
FOB: Destination 
R799 

ESTIMATED COST 
FIXED FEE 

TOTAL EST COST+ FEE 
$644,7R9.00 

ACRN AB 
b)(4) 

CIN: H DTR.A 11383 700003 

I 

Obtained via FOIA by Judicial Watch Inc.



ITEM NO 
IOUJUI 

ITEM NO 
1004 
F.XF.RC: ISED 
UPTIO.~ 

ITEM NO 
100401 

SUPPLI ES/SERVICES QUANTITY 

Funding for CLIN 1003 
CPFF 

ACRN AB 
CIN: HDTRAl\ 383700003 

SU PPLI ESiSJ::RVICES QUANTITY 
I 

Other Direct Costs - Option Period l 
CPH' 

UNIT UNIT PRICE 

ESTIMATED COST 
FIXED FEE 

TOTAL EST COST + FEE 

UNIT UNIT PRICE 
Lot 
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AMOUNT 
so.oo 

$0.00 
$0.00 
so.oo 
so.oo 

AM()I INT 
b}{4) 

Th~.: ~o:tmtnu.; tor ::;hull provid~.: suppurt us ::;d fo rth in Attachm~o:nt 001, Stutcmcnt uf 
Work (SOW) entitled "Electronic Integrated Disea"c Surveillance System 
(ClOSS} <md J'ld~mg•.;..-. A~t Cm~t~o l System (PACS) Implementation" dated 05 
:vtarch 20111. The work to he pert(>rmcd under th i ~ CLI N i ~ severable. 
FOB: Destination 
R799 

ESTIMATED COST 
FIXED FEE 

TOTAL hSl COST I t-he 
$793,73 1 00 

ACRN AB {b){4) 

CIN: IIDTRA11383700004 

SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
so.oo 

Funding fo r CLI N I 004 
CPFF 

ESTIMATED COST so.oo 
riXED FEE so.oo 

TOTAL EST COST + FEE 
so.oo 

ACRN AH so.oo 
CIN: HDTRA 1\ 383700004 

Obtained via FOIA by Judicial Watch Inc.



ITEM NO 
2001 
OPTIO~ 

ITEM NO 
2002 
OrTI0:-.1 

ITEM NO 
2003 
OI"TI0:--1 
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SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
I Lor b)(4) 

Labor - Option Period 2 
CPrF 
The contractor shall provide support as set forth in Attachment 00 I, Statement of 
Work (SOW) entitled "Electronic Integrated Disease Surveillance System 
(EIDSS) and Pathogen Asset Control System (PACS) Implementation" dated 05 
March 2019. The work to be performed under this CLI N is severable. 
fOB : D~.:~lination 
R799 

ESTIMATED COST 
I' IXED FI.!L:: 

TOTAL EST COST+ FI::E 
$ 1,499.117.00 

SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
1 Lot (b)(4) 

Travel - Option Period 2 
COST 
The contractor shall provide support as set lonh in Allachmcnt 00 I, Statement of 
Work (SOW) entitled "Electronic Integrated Disease Surveillance System 
(EIDSS) and Pathogen Asset Control System (PACS) hnplcmcntation'' dated 05 
March 2019. The work to be performed under this CLIN is severable. 
FOB: Destination 
R799 

ESTIMATED COST 

SUPPLIES/StRVJCES QUANTITY UNIT UNIT PRICE AMOUNT 
1 Lot b)(4) 

Equipment and Materials- Option Period 2 
CPt-:F 
The contractor :;hall provide support as :;et forth in Attachment 00 I, Statement (>f 
Work (SOW) entitled "Electronic Integrated Disease Surveillance System 
(ElDSS) and Pathogen A!;!;Ct Cnntr(>l System (PACS) lmplcmcntati(>n" <.luted 05 
March 2019. The work to he performed under this CLIN is severable. 
FOB: Destination 
R799 

ESTIMATED COST 
nxco rcc 

TOTAL EST COST I FEE 
$305,851 .00 
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2004 
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ITEM NO 
3001 
OPTI0\1 
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SU PPLI ES/SER VICES QUANTITY UNIT UNIT PRICE AMOIJNT I 

I Lot b)(4) 

Other Direct Co:sh - Option Pcri(>d 2 
CPH 
The contractor shall provide support as set forth in Attachment 00 I, Statement of 
Work (SOW) entitled "Electronic Integrated Disease Surveillance System 
(EIDSS) and Pathogen Asset Control System (PACS) hnplcmcntation'' dated 05 
:Vtarch 2019. The work to be perlonned under this CLIN is severable. 
FOB: Destination 
R799 

ESTIMATED COST 
FIXED FEE 

TOTAL EST COST+ FEE 
:b{)L5,J.S4.0U 

SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AM()IJNT 

I Lot (b)(4) 

Labor- Option Period 3 
CPfF 
The contractor shall provide support as set forth in Attachment 00 I. Statement of 
Work (SOW) entitled "Electronic Integrated Disease Surveillance System 
(EIDSS) and Pathogen Asset Control System (PACS) Implementation" dated 05 
:vi arch 2019. The wnrk to he performed under this CLJN is severahle. 
FOB: Destination 
R799 

ESTI MATED COST 
fiXED FEE 

TOTAL EST COST + fEE 
)1,4YY, Il/ .VV 
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3003 
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SUPPLIESiSERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
l Lol b)(4) 

Travel - Option Period 3 
COST 
The contractor shall provide support as set forth in Attachment 00 l , Statement of 
Work (SOW) entitled "Electronic Integrated Disease Surveillance System 
(EIDSS) and Pathogen Asset Control System (PACS) Implementation'' dated 05 
:vtarch 20 19. The work to be performed under this CLIN is severable. 
FOH: Destination 
R799 

ESTIMATED COST 

SUPPLIES/SERVICES QUANTITY UN IT UNIT PRICE AMOUNT 
I Lot b)(4) 

Equipment and :vfaterials- Option Period 3 
CPH 
Th(.: contractor shall provid(.: support as S(.:t forth in Attac.hm(.:nt 00 I, Statement of 
Work (SOW) entitled "Electronic Integrated Disease Surveillance Sy::;tcm 
(EIDSS) and Pathogen Asset Control System (PACS) hnplcmcntation" dated 05 
:vfarch 20 19. The work to he performed under this CLJN is severable. 
FOB: Destination 
R799 

ESTIMATED COST 
FIXED FEE 

TOTAL EST COST I FEE 
$305,85 1.00 

SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
I Lot b)(4) 

Other Direct Costs - Option Period 3 
CPrr 
The contractor shall provide support as set fonh in Attachment 00 I, Statement of 
Work (SOW) entitled "Electronic Integrated Disease Surveillance System 
{hlDSS) and Pathogen Asset Control System (PACS) Implementation" dated 05 
:vtarch 2019. The work to be performed under this CLI N is severable. 
FOH: Destination 
R799 

ESTIMATED COST 
f iXED FEE 

TOTAL EST COST + FEE 
$623.334.00 I 
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Section E - Inspection and Acceptance 

INSPECTION AND ACCEPTANCE TERMS 

Supplies/services wil1 be inspected/accepted at: 

CLIN INSPECT AT INSPECT BY 
0001 Destination Government 
000101 N!A NiA 
0002 Destination Government 
000201 N!A NiA 
0003 Destination Government 
000301 N!A N/A 
0004 Destination Government 
000401 N!A N/A 
0005 Destination Government 
0006 Destination Government 
0007 Destination Government 
ooog Destination Government 
0009 Destination Government 
0010 Destination Government 
0011 Destination Government 
0012 Destination Government 
0013 Destination Government 
0014 Destination Government 
0015 Destination Government 
0016 Destination Government 
1001 Destination Government 
100101 N!A NiA 
1002 Destination Government 
1003 Destination Government 
100301 N!A NiA 
1004 Destination Government 
100401 N!A NiA 
2001 Destination Government 
2002 Destination Government 
2003 Destination Government 
2004 Destination Government 
3001 Destination Government 
3002 Destination Government 
3003 Destination Government 
3004 Destination Government 

CLAUSES INCORPORATED BY FULL TEXT 

252.201-9000 PROJECT MANAGER (SEP 201 3) 

The Project Manager for this requirement is: 

ACCEPT AT 
Destination 
N/A 
Destination 
N/A 
Destination 
N/A 
Destination 
N!A 
Destination 
Destination 
Destination 
Destination 
Destination 
Destination 
Destination 
Destination 
Destination 
Destination 
Destination 
Destination 
Destination 
N/A 
Destination 
Destination 
N/A 
Destination 
N/A 
Destination 
Destination 
Destination 
Destination 
Destination 
Destination 
Destination 
Destination 
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ACCEPT BY 
Government 
N!A 
Government 
N!A 
Government 
NiA 
Government 
NiA 
Government 
Government 
Government 
Government 
Government 
Government 
Government 
Government 
Government 
Government 
Government 
Government 
Government 
N!A 
Government 
Government 
N!A 
Government 
N!A 
Government 
Government 
Government 
Government 
Government 
Government 
Government 
Government 
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{b){6) 
_ll_·~~~~~~~~~ 

uetense Threat Reduction Agency/PH.TI:l IOI 
8725 John J. Kingman Rd., MS 6201 
Fort Belvoir VA 27I060-620J 
Telephone number :_{b){6) 
e-mail address :r;:-fb~)(~6)..__ _____ _._ _ __, 

WAWF Acceptor DoDAAC: HAA722 

(End of Clause) 
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252.20 1-900 1 CONTRACTING OfPICC POINT OP CONTACT (POC) (Dec 2007) 
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Section F - Deliveries o r Pcrfonnancc 

DELIVERY INFORMATION 

CLIN DELIVERY DATE 

0001 POP 01-AUU-2019 TO 
3 I -JUL-2021 

000101 N!A 

QUANTITY 

NiA 

N/A 

0002 POP01-AUG-2019TO NiA 
3 1-JUL-2021 

000201 Ni l\ 

0003 POP 0 1-AUG-20 19 TO 
31-JUL-2021 

000301 N/A 

0004 POP 01-AUG-2019 TO 
3 1-JUL-2021 

000401 Nil\ 

N/.1\ 

NiA 

NiA 

NiA 

N/.1\ 
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SI IIP TO ADDRESS 

DEFENSE THREAT REDUCTION 
AGENCY /PI-CTB 

l<b)(6) I 
8725 JOHN J. KINGMAN RD [Q] EI BEI.YQIB Y8 12060-6201 

~b)(6) 

FOB: Destination 

Ni A 

DH'ENSE THREAT REDUCTION 
AGENCY /PI-CTB 

l<b)(6) I 
8725 JOHN J. KINGMAN RD g 
FT BEL VOIR VA 22060-620 l 

~b)(6) I 
FOB: Destination 

Nil\ 

DCfCNSC TI IRCAT REDUCTION 
AQE~~:~r:;~J -~:16 

~b)(6) I [Q] 8725 JOHN J. KINGMAN RD 
FT BELVOIR VA 22060-620 l 

~b)(6) I 
FOB: Destination 

NiA 

DEFENSE THREAT REDUCTION 
AGENCY /PI-CTB 

l(b)(6) ~ 
8725 JOHN J. KINGMA RD [Q) ti aEL VQiB :YA 2J060-620 1 

~b)(6) 
FOB: Dcstinnli()n 

Nil\ 

DODAAC / 
CAGE 

HDTRA1 

Ni A 

HDTRAI 

Nil\ 

IIDTRAI 

NiA 

HDTRAI 

Nil\ 
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0005 12 mths. AOE 

0006 12 mths. AOE 

0007 12 mths. AOE 

0008 12 mths. AOE 

0009 12 mths. AOE 

0010 12 mths. AOE 

0011 12 mths. AOE 

0012 12 mths. AOE 

0013 12 mths. AOE 

0014 12 mths. AOE 

00 15 12 mths. AOE 

0016 12 mths. AOE 

1001 01 -AUG-2022 

100101 N/A N/A 

1002 OJ -AUG-2022 

HDTRA 11800003 
HDTRA 119F0077P00006 

Page 18 of 45 

DEFENSE TIIREAT REDUCTION IIDTRA1 

(SAME AS PREVIOUS LOCATION) HDTRAI 
FOB: Destination 

(SAME AS PREVIOUS LOCATION) HDTRAI 
1-"05: De~tiualivn 

(SAMe AS PREVIOUS LOCATION) JIDTRA1 
FOB: Destination 

(SAME AS PREVIOUS LOCATION) HDTRA1 
FOB: Dc!>tination 

(SAME AS PREVIOUS LOCATION) IIDTRAI 
FOB: Destination 

(SAME AS PREVIOUS LOCATION) IIDTRAI 
FOB: Destination 

(SAME AS PREVIOUS LOCATION) HDTRAI 
FOB: Destination 

(SAME AS PREVIOUS LOCATION) HDTRAI 
FOB: Destination 

(SAME AS PREVIOUS LOCATION) HDTRAI 
FOB: Destination 

(SAME AS PREVIOUS LOCATION) HDTRA1 
FOB: Destination 

(SAME AS PREVIOUS LOCATION) HDTRAI 
FOB: Dcstinati(>n 

(SAME AS PREVIOUS LOCATION) HDTR Al 
fOB: Destination 

N/A N/A 

IIDTRAI 
GENCY /Pl-CTO 

(b)(6) 

725 JOHN J. KINGMAN RD 0 T BELVOIR VA 22060-620 l 
(b)(6) 

06: Destmatton 
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1003 01-AUG-2022 

10030 1 Ni t\ N/A 

1004 01-AUG-2022 

100401 N/A NiA 

2001 12 mths. AOE 

2002 12 mths. AOE 

2003 I2 mlhs. AOE 

2004 12 mths. AOE 

3001 12 mths. AOE 

3002 12 mths. AOE 

3003 12 mths. AOE 

3004 12 mtho,; AOE 
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(SAME AS PREVIOUS LOCATION) 
fUll: Dcstmallon 

N/A 

DEFENSE Ti l REA. T REDUCTION 
AGENCY /PI-CTB 

(b)(6) 

8725 JOHN J. KINGMAN RD IOI 
FT BEL VOIR VA 22060-620l 

(b)(6) 

FOB: Destination 

N/A 

(SAME AS PREVIOUS LOCATION) 
FOB: Dcstinalion 

(SAME AS PREVIOUS LOCATION) 
FOB: Destination 

(SAME AS PREVIOUS LOCATION) 
FOB: Destination 

(SAME AS PREVIOUS LOCATION) 
FOB: Destination 

(SAME AS PREVIOUS LOCATION) 
FOB: Destination 

(SAMC AS PREVIOUS LOCATION) 
J70B: Destination 

(SAME AS PREVIOUS LOCATION) 
fOB: Destination 

IIDTRA.I 

N/A. 

IIDTRA. l 

N/A 

HDTRAI 

IIDTRAI 

HDTRAI 

HDTRAI 

HDTRAI 

HDTRAI 

HDTRAI 

HDTR AI 
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Section G - Contract Admini~lration Data 

PGI204.710S 
PGI204.7 108 - For Payment Instruction Sec: 
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llllp~: . \\W\\· .acq.osd.n1il dpapfllar:-- p!;\i!pui htm!currl'nt PC 1204 71 . htllll:pavnl~.:nt instructions 

ACCOUNTING AND APPROPRIATION DATA 

AA: 044315 0~7 01 34 000 N 201 n02 1 D 3400 O'l01 5 15HR KD HP TH 19 1n1 01 34 3400 PRK'T DTRA :?51 
A:\10CNT:I(b)(4) I 
AB: 0443 1;i O'J701J4000N 2021 2023 0 34000'J015 1;iBR KD BP TB 2121 23 0134 3400 PRICTDTRAZ;il 
AYIOCNTI(b)(4) I - - - - - - -

ACR'.: CLJ'.:iSLIN CIN 

AA 000101 HDTRA 1 93 1 !\2~000 I 
000201 HDTRA 19318260002 
(J(J(J30 1 HDTRA 1951 !\260003 
000401 HOTRA 11>3 1 !\260004 

AI) 1001 IIDTRA 11 3~.370000 I 
100101 HDTR/\ 1 \:ll\3700001 
1002 HDTRA I 1383700002 
1003 IIDTRA IIJR3700003 
1()0301 HllTRA 1 13!\37000()3 
1004 HDTRAI 1383700004 
100401 HIHRA 1 l:lR3700004 

CLAUSES INCORPORATED BY REFERENCE 

52.232-22 
252.201 -7000 
252.204-700(} 

Limitation Of fund~ 
Contracting Officer's Representative 
Billing Instruct ion~ 

CLAUSES IN CORPORA TED BY FULL TEXT 

A:\10UNT 

b)(4) 

2S2.2Hi-9005 PROFJT OR FEE ON TRAVEL COSTS (JUL 2008) 

Travel shall not be a profit or fee bearing cost element. 

(End of clause) 

252.237-9000 CONTRACT HOLIDAYS (JUN 20 10) 

I 

APR 1984 
DEC 199 1 
OCT 2005 
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(a) The price/costs in Section B of the contract include federal holiday observances; accordingly, the Government 
will not be billed for such holidays, except when services arc required by the Government and arc actually 
performed on the federal holiday. 

(b} The following days arc contract holidays: 

New Year's Day 
Martin Luther King's Birthday 
President's day 
Memorial Day 
Independence Day 
Labor Day 
Columbus Day 
Veteran's Day 
Thanksgiving Day 
Christmas Day 

OJ January 
Third Monday in January 
Third Monday in February 
Last Monday in May 
04 July 
First Monday in September 
Second Monday in October 
11 November 
~ourth Thursday in November 
25 December 

(c) If a federal holiday listed above falls on a Saturday or Sunday, the official observance of the holiday will be on 
the previous friday or the following Monday. 

(End of Clause) 
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Section II - Special Contract Requirements 

112. 

I. In accordance with section 1334 (b) of the Fiscal Y car (FY) 2015 National Defense Authorization Act (NDAA), 
the contractor shall not engage in activities that incur expenditures in the Russian Federation, such as project 
management activities, procurement and shipping activities, travel, or direct and indirect cost incurrenccs. 
Specifically, the contractor shall not: 

a. Procure Russian-origin equipment from a Russian vendor located in Russia 

b. Procure non-Russian-origin equipment from a Russian vendor located in Russia 

c. Procure Russian-origin equipment from a third patiy, non-Russian vendor located in Russia 

d. Procure non-Russian-origin equipment from a third party, non-Russian vendor located in Russia 

2. In accordance with section 1334 (b) offoY 2015 NDAA, the contractor may: 

.tl.L. 

a. Procure Russian-origin equipment from a Russian vendor located outside of Russia 

b. Procure Russian-origin equipment lrom a third party, non-Russian vendor located outside of 
Russia 

(End of Clause) 

ADDITIONAL PAYMENT INSTRUCTION 

The payment office shall not make payment using ACRN AA for any invoices submitted for work performed after 
September 30, 2021. 

(End of Clause) 

CLAUSES INCORPORATED BY FULL TEXT 

252.209-9003 NON-GOVERN\1ENT SUPPORT PERSONNEL (APR 2011) 

Select DTRA-employcd support contractors may have access to contractor inl(mnation, technical data or computer 
software thai may be marked as proprietary or otherwise marked with restrictive legends. Each DTRA support 
contractor perJ()mls under a contract that contains organi:.:ational con 11ict or interest provisions and/or includes 
contractual requirements lor nondisclosure of proprietary contractor inlormation or data/solhvare marked with 
restrictive legends. These contractors require access while providing DTRA such support as advisory and assistance 
services, contract specialist support, and support of the Defense Threat Reduction Inlonnation Analysis Center 
(DTRIAC). The contractor, by submitting a proposal or entering into this contract, is deemed to have consented to 
the disclosure of its information to DTRA 's support contractors. 

The following are, at present, the prime contractors anticipated to access such documentation: Booz Allen Hamilton 
and All Native Managed Services. This list is not all inclusive (e.g. , subcontractors) and is subject to change. 

(End of Clause) 
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The personnel listed below arc considered essential to the work being perlbrmed hereunder. Prior to removing, 
replacing, or diverting any of the specilied individuals. the Contractor shall notify the Contracting Olliccr 
reasonably in advance and shall submit juslillcation (including proposed substitutions) in sufficient detail to pem1it 
evaluation of the impact on this Contract. No deviation shall be made by the Comractor without the prior written 
consent of the Contracting Officer: provided. that the Contracting Officer amhorizes in writing the change. such 
authorization shall constitute the consent of the Contracting Ofticer required by this paragraph. The personnel listed 
below may, with the consent of the contracting parties, be amended from time to time during the course of the 
Contract ro either add or delete personnel as appropriate. 

b)(6) 

(End of Clause) 
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Section I - Contract Clauses 

CLAUSES INCORPORATED BY REFERENCE 

52.203-13 
52.204-10 

52.232-20 

Contractor Code of Business Ethics and Conduct 
Reporting Executive Compensation and First-Tier 
Subcontract Awards 
Limitation Of Cost 

CLAUSES INCORPORATED BY FULL TEXT 

52.215-16 FACILITIES CAPITAL COST OF MONEY (JUN 2003) 

HDTRA 11800003 
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OCT 2015 
OCT 2018 

APR 1984 

(a) Faci I ities capital cost of money will be an allowable cost under the contemplated contract. if the criteria for 
allowability in FAR 31.205-1 O(h) arc met. One of the allowability criteria requires the prospective Contractor to 
propose fitcilitics capital cost of money in its offer. 

(b) Ir the prospective Contractor docs not propose this cost, the resulting contract will include the clause Waiver of 
Facilities Capital Cost of\Jtoncy. 

(End of provision) 

52.217-9 OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000) 

(a) The Government may extend the term ofthis contract by written notice to the Contractor within 15 days 
provided that the Government gives the Contractor a preliminary written notice of its intent to extend at least 30 
days before the contract expires. The preliminary notice does not commit the Government to an extension. 

(b) If the Government exercises this option, the extended contract shall be considered to include this option clause. 

(c) The total duration of this contract, including the exercise of any options under this clause, shall not exceed 60 
monrhs. 
(End of clause) 

52.22R-3 WORKERS' COMPENSATION INSURANCE (DEFENSE BASE ACT) (.Jt!L 2014) 

(a) The Contractor shall--
( I) Before commencing perfbrn1ance under this contract, establish provisions to provide ior the payment or 
disability compensation and medical benefits to covered employees and death benefits to their 
eligible survivors, by purchasing workers' compensation insurance or qualifying as a self-insurer under the 
Longshore and II arbor Workers' Compensation Act (33 U.S.C. 932) as extended by the Defense Base Act 
( 42 U .S.C. 165 1. et seq.), and continue to maintain provisions to provide such Defense Base Acr benefits until 
contract performance is completed; 
(2) Within ten days of an employee's injury or death or from the date the Contractor has knowledge of the injury or 
death, submit Form LS-202 (Employee's First Report of Injury or Occupational Illness) to the Department of Labor 
in accordance with the Longshore and Harbor Workers' Compensation Act (33 U.S.C. 930(a), 20 CFR 
702.201 to 702.203); 
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(3) Pay all compensation due lor disability or death within the lime Ji·ames required by the Longshore and Harbor 
Workers' Compensation Act (33 U.S.C. 914,20 CFR 702.231 and 703.232): 
(4} Provide lor medical care as required by the Longshore and llarbor Workers' Compensation Act (33 U.S.C. 907, 
20 CFR 702.402 and 702.419}; 
(5) If controvc11ing the right to compensation, submit Fonn LS-207 (Notice of Controversion of Right to 
Compensation} to the Department of Labor in accordance with the Longshore and I !arbor Workers' Compensation 
Act (33 U.S.C. 914(d), 20 CFR 702.251 ); 
(6) Immediately upon making the tlrst payment of compensation in any case, submit Form LS-206 (Payment Of 
Compensation Without Award) to the Department of Labor in accordance with the Longshore and 
Harbor Workers' Compensation Act (33 U.S.C. 914(c}, 20 CFR 702.234); 
(7) When payments are suspended or when making the tlnal payment, submit Form LS-20g (Notice of Final 
Payment or Suspension of Compensation Payments) to the Department of Labor in accordance 
with the Longshore and Harbor Workers' Compensation Act (33 U.S.C. 914(c) and (g), 20 CFR 702.234 and 
702.235); and 
(8) Adhere to all other provisions of the Longshore and Harbor Workers' Compensation Act as extended by the 
Defense Hase Act, and Depattment of Labor regulations at 20 CFR Parts 70 I to 704. 
(b) For additional information on the Longshore and Harbor Workers' Compensation Act requirements see 
http: www.d<>l.gm owcp d I hwl'l sdba.htm. 
(c) The Contractor shall insert the substance of this clause, including this paragraph (c), in all subcontracts to which 
the Defense Base Act applies. 

(End of clause} 

52.244-2 SUBCONTRACTS (OCT 20 I 0) 

(a) Definitions. As used in this clause--

Approved purchasing system means a Contractor's purchasing system that has been reviewed and approved in 
accordance with Part 44 of the Federal Acquisition Regulation (FAR). 

Consent to subcontract means the Contracting Officer's written consent for the Contractor to enter into a particular 
subcontract. 

Subcontract means any contract, as defined in FAR Subpart 2.1, entered into by a subcontractor to furnish supplies 
or services for pcrfom1ance of the prime contract or a subcontract. It includes, hut is not limited to, purchase orders, 
and changes and modifications to purchase orders. 

(h) When this clause is inc luded in a fi xed-price type contract, consent to subcontract is required only on unpriced 
contract actions (including unpriccd modifications or unpriccd delivery orders). and only if required in accordance 
with paragraph (c) or (d) of this clause. 

(c) I r the Contractor docs not have an approved purchasing system, consent to subcontract is required for any 
subcontract that 

(I) Is of the cost-reimbursement, rime-and-materials, or labor-hour type: or 

(2) Is fixed-price and exceeds-

(i) For a contract awarded by the Department of Defense. the Coast Guard, or the National Aeronautics and Space 
Administration, the greater of the simplified acquisition threshold or 5 percent of the total estimated cost of the 
contract; or 
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(ii} For a contract awarded by a civilian agency other than the Coast Guard and the National Aeronautics and Space 
Administration, either the simplified acquisition threshold or 5 percent of the total estimated cost of the contract. 

(d) If the Contractor has an approved purchasing system, the Contractor nevertheless shall obtain the Contracting 
Officer's wrillcn consent before placing the Jollowing subcontracts: 

None identified. 

(e)( I) The Contractor shall notify the Contracting Officer reasonably in advance of placing any subcontract or 
modification thereof for which consent is required under paragraph (b), (c), or (d) of this clause, including the 
following information: 

(i) A description of the supplies or services to be subcontracted. 

( i i) Identification of the type of subcontract to be used. 

(iii) Identification of the proposed subcontractor. 

(iv) The proposed subcontract price. 

(v) The subcontractor's current, complete, and accurate certified cost or pricing data and Certificate of Current Cost 
or Pricing Data, if required by other contract provisions. 

(vi) The subcontractor's Disclosure Statement or Certificate relating to Cost Accounting Standards when such data 
arc required by other provisions of this contract. 

(vii) A negotiation memorandum reflecting-

(A) The principal elements of the subcontract price negotiations; 

(B) The most significant considerations controlling establishment of initial or revised prices: 

(C) The reason cer1ified cost or pricing data were or were not required: 

(D) The extent, if any, to which the Contractor did not rely on the subcontractor's certified cost or pricing data in 
determining 
the price objective and in negotiating the final price; 

(E) The extent to which it was recognized in the negotiation that the subcontractor's certified cost or pricing data 
were not accurate, complete, or current; the action taken by the Contract(>r and the subcontractor; and the effect of 
any such defective data on the total price negotiated; 

(F} The reasons for any signilicant diflcrcnce between the Contractor's price objective and the price negotiated; and 

(G) A complete explanation of the incentive lee or prolit plan when incentives arc used. The explanation shall 
identify each critical pcrfonnancc clement, management decisions used to quanlily each incentive clement, reasons 
for the incentives, and a summary o r all trade-off possibilities considered. 

(2) The Contractor is not required to notify the Contracting Officer in advance of entering into any subcontract for 
which consent is not required under paragraph (c), (d), or (e) of this clause. 

(f) Unless the consent or approval specifically provides otherwise, neither consent by the Contracting Officer to any 
subcontract nor approval of the Contractor's purchasing system shall constitute a detennination-
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(2) Of the allowability of any cost under this contract; or 

(3) To relieve the Contractor of any responsibility J()r perl(mning this contract. 
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(g} No subcontract or modification thereof placed under this contract shall provide for payment on a cost-plus-a­
percentage-of-cost basis, and any fee payable under cost-reimbursement type subcontracts shall not exceed the fee 
limitations in FAR 15.404-4(c}(4)(i}. 

(h) The Contractor shall give the Contracting Officer immediate written notice of any action or suit filed and prompt 
notice of any claim made against the Contractor by any subcontractor or vendor that. in the opinion of the 
Contractor. may result in litigation related in any way to this contract, with respect to which the Contractor may be 
entitled to reimbursement from the Government. 

(i) The Government reserves the right to review the Contractor's purchasing system as set torth in t-= AR Subpart 
44.3. 

(j) Paragraphs (c) and (c) of this clause do not apply to the following subcontracts, which were evaluated during 
negotiations: 

None identified. 

(End of clause} 

252.203-9000 Prohibition on the Use of Senior Mentors (JUNE 20 I 0) 

(a) The use of senior mentors by the Defense Threat Reduction Agency (DTRA) enhances the readiness of the 
Agency across a wide range of strategic, operational, joint, functional. technical, management and development 
mission areas. The relevant prior service, joint force experience, and unique expertise of these senior consultants 
provide senior leadership with valuable insights and contribute to the continuous improvement of the Agencies' 
operations. 

(b) f or the purposes of this clause. Senior Mentor is defined as a reti red tlag, general or other military officers (0 -6) 
or retired senior civilian offi cial (Senior Executive Service (St::S), Senior Level (SL), Scientific and Professional 
(ST)) who provides expert experience-based mentoring, teaching, training, advice, and recommendations to senior 
mili tmy officers, staff..,; and students as they participate in war games, warfighting courses, operational planning, 
operational exercises, and decision-making exercises. 

(c) In accordance with Sccrctaay of Defense Ylcmorandum entitled "Policy on Senior Mentors'' dated April I, 2010, 
DTRA will hire all senior mentors as highly qualified experts (HQE) under 5 U.S.C. 9903. This policy balances the 
need lor DTR/\ to secure the speciali:t.ed knowledge required lor these operational exercises with the need tO hire 
such experts in a manner that promotes public trust and eonlidenee. 

(d) The Contractor shall not include the usc of senior mentors in bids or proposals J(w services/supplies oflcred to 
DTRA. 

(e) The Contractor shall include the substance of this clause in all subcontracts. 

(End of Clause) 
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252.204-7008 COMPLIANCE WITII SAFEGUARDING COVERED DEFENSE INFORMATION CONTROLS 
(OCT 2016) 

(a) Definitions. As used in this provision--

Controlled technical information, covered contractor information system, covered defense information, cyber 
incident, infom1ation system, and technical information are de tined in clause 252.204-70 I 2, Safeguarding Covered 
Defense Information and Cyber Incident Reporting. 

(b) The security requirements required by contract clause 252.204-7012 shall be implemented for all covered 
defense information on all covered contractor information systems that support the performance of this contract. 

(c) For covered contractor information systems that are not part of an information technology service or system 
operated on behalf of the Government (see 252.204-70 12(b)(2))--

(I) By submission of this offer, the Offeror represents that it will implement the security requirements specified by 
National Institute of Standards and Technology (NIST) Special Publication (SP) 800-171, "Protecting Controlled 
Unclassified Information in Nonfedcral Information Systems and Organizations" (sec 
http: dx .doi.org. l 0.602X 1\1 ST S P .X00-171) that arc in effect at the time the solicitation is issued or as authorized by 
the contracting officer not later than December 3 I, 20 17. 

(2)(i) Ir the Offeror proposes to vary fi·om any of the security requirements spccilied by N IST SP 800-171 that arc in 
erJcct at the time the solicitation is issued or as authorized by the Contracting Officer, the Oflcror shall 
submit to the Contracting Otriccr, J(w consideration by the DoD Chief Inlormation Officer (CIO), a wrillen 
explanation of-

(A) Why a particular security requirement is not applicable; or 

(B) How an alternative but equally effective, security measure is used to compensate for the inability to satisfy a 
particular requirement and achieve equivalent protection. 

(ii) An authorized representative of the DoD CIO will adjudicate offeror requests to vary from NIST SP 800-171 
requirements in writing prior to contract award. Any accepted variance from N 1ST SP 800-1 71 shall be incorporated 
into the resulting contract. 

(End of provision) 

252.204-7012 SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT 
REPORTING (OCT 2016) 

(a) Definitions. As used in this c lause--

Adequate security means protective measures that are commensurate with the consequences and probability of loss, 
misuse, or unauthorized access to, or modification of information. 

Compromise means disclosure of information to unauthorized persons, or a violation of the security policy of a 
system, in which unauthorized intentional or unintentional disclosure, modification, destruction, or loss of an object 
or the copying of infmmation to unauthorized media may have occurred. 
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Contractor allributionaliproprietary infonnalion means infonnalion that identifies the conlraclor(s), whether directly 
or indirectly, by the grouping of information that can be traced back to the contractor(s) (e.g., program description, 
facility locations}, personally identifiable inJ()mlation, as well as trade secrets, commercial or financial inl(mnation, 
or other commercially sensitive information that is not customarily shared outside oflhe 
company. 

Controlled technical infonnation means technical infom1ation with military or space application that is subject to 
controls on the access, use, reproduction, modification, performance, display, release, disclosure, or dissemination. 
Controlled technical infonnation would meet the criteria, if disseminated, for distribution statements B through F 
using the criteria set forth in DoD Instruction 5230.24. Distribution Statements on Technical 
Documents. The term does not include information that is lawfully publicly available without restrictions. 

Covered contractor information system means an unclassified information system that is owned, or operated by or 
for, a contractor and that processes, stores, or transmits covered defense information. 

Covered defense information means unclassified controlled technical information or other information, as described 
in the Controlled Unclassified Information (CUI) Regist1y at hllp:. ,,.,,,, .an:hi' t;,.;.gm . .:ni rt:gi,.;try calegory­
list.html, that requires safeguarding or dissemination controls pursuant to and consistent with law, regulations, and 
Governmentwide policies, and is--

(I) Marked or otherwise identified in the contract, task order, or delivery order and provided to the contractor by or 
on behalf of DoD in support of the perl()mlance of the contract; or 

(2) Collected, developed, received, transmitted, used, or stored by or on behalf of the contractor in support of the 
performance of the contract. 

Cyber incident means actions taken through the use of computer networks that result in a compromise or an actual or 
potentially adverse effect on an infonnation system and/or the information residing therein. 

Forensic analysis means the practice of gathering, retaining, and analyzing computer-related data for investigative 
purposes in a manner that maintains the integrity of the data. 

Information system means a discrete set of information resources organized for the collection, processing, 
maintenance, use, sharing, dissemination, or disposition of information. 

Malicious software means computer software or firmware intended to perform an unauthorized process that will 
have adverse impact on the confidentiality, integrity, or availability of an information system. This definition 
includes a vims, worm, Trojan horse, or other code-based entity that infects a host, as well as spyware and 
some fom1s of ad ware. 

Media means physical devices or writing surfaces including, but is not limited to, magnetic tapes, (>ptical disks, 
magnetic disks, large-scale integration memory chips, and printouts onto which covered defense infom1ation is 
recorded, stored, or printed within a covered contractor information system. 

Operationally critical support means supplies or services designated by the Government as criticalfbr airlift, sealilt 
intennoda. l transportation services, or logistical support that is essential to the mobilh:ation, deploymenL or 
sustainment of the Armed Forces in a. contingency operation. 

Rapidly report means within 72 hours of discovery of any cyber incident. 

Technical information means technical data or computer software. as those terms are defined in the clause at 
OF ARS 252.227-7013. Rights in Technical Data--Noncommercial Items, regardless of whether or not the clause is 
incorporated in this solicitation or contract. Examples of technical information include research and engineering 
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data, engineering drawings, and associated lists, specifications, standards, process sheets, manuals, technical reports, 
technical orders, catalog-item identifications, data sets, studies and analyses and related infonnation, and computer 
software executable code and source code. 

(b) Adequate security. The Contractor shall provide adequate security on all covered contractor information systems. 
To provide adequate security. the Contractor shall implement, at a minimum, the following inJ()mlation security 
protections: 

(I) For covered contractor information systems that are part of an information technology (IT) service or system 
operated on behalf of the Government, the following security requirements apply: 

(i) Cloud computing services shall be subject to the security requirements specified in the clause 252.239-7010, 
Cloud Computing Setvices, of this contract. 

(ii) Any other such IT service or system (i.e., other than cloud computing) shall be subject to the security 
requirements specified elsewhere in this contract. 

(2) for covered contractnr information systems that arc not part of an IT service or system operated on behalf of the 
Government and therefore arc not subject to the security requirement specified at paragraph (h)( I) of this clause, the 
following security requirements apply: 

(i) Except as provided in paragraph (b)(2)(ii) of this clause, the covered contractor infimnation system shall he 
subject to the security requirements in National Institute of Standards and Technology (NIST) 
Special Publication (SP) 800-171, ·'Protecting Controlled Unclassified Information in NonJCderal Infom1ation 
Systems and Organizations" (available via the intemet at hupJ dx..doi.l'l"l! l 0.(>02K :\JIST .SP.:-<ll0-171) in effect at the 
time the solicitation is issued or as authorized by the Contracting Ofl"icer. 

(ii}(A} The Contractor shall implement NIST SP l:!OO- I 71, as soon aspractical, but not later than December 31, 2017. 
For all contracts awarded prior to October I, 20 I 7, the Contractor shall notify the DoD Chief Information Officer 
(CIO), via email at o:-.d.d ibt~i;Jill mail. mil, within 30 days of contract award, of any security requirements 
specified by NIST SP l:!OO- I 71 not implemented at the rime of contract award. 

(B) The Contractor shall submit requests to vary from NIST SP 800-171 in writing to the Contracting Officer, tor 
consideration by the DoD CIO. The Contractor need not implement any security requirement adjudicated by an 
authorized representative of the DoD CIO to be nonapplicable or to have an alternative, but equally effective, 
security measure that may be implemented in its place. 

(C) If the DoD CJO has previously adjudicated the contractor's requests indicating that a requirement is not 
applicable or that an alternative security measure is equally effective, a copy of that approval shall be provided to 
the Contracting Officer when requesting its recognition under this contract. 

(0) If the Contractor intends to usc an external cloud service provider to store, process, or transmit any covered 
defense infom1ation in pcrfomwnce of this contract, the Contractor shall require and ensure that the cloud service 
provider meets security requirements equivalent to those established by the Government Jbr the Federal Risk 
and i\uthori:.cation Management Program (FedRAMP) Moderate baseline 
(hllp~ :i. \\'\\W.Ii:tlramp.gov. r...: sourt·-:~idocunt...:n t<) and that the cloud service provider complies with requiremenls in 
paragraphs (c) through (g) of this clause for cyber incident reporting. malicious software, media preservation and 
protection. access to addit ional information and equipment necessary lor forensic analysis, and cyber incident 
damage assessment. 

(3) Apply other information systems security measures when the Contractor reasonably determines that information 
systems security measures. in addition to those identified in paragraphs (b)( I) and (2) 
of this clause, may be required to provide adequate security in a dynamic environment or to accommodate special 
circumstances (e.g., medical devices} and any individuaL isolated, or temporary deficiencies based on an assessed 
risk or vulnerability. These measures may be addressed in a system security plan. 
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(I) When the Contractor discovers a cybcr incident that anccts a covered contractor inl(mnation system or the 
covered defense inl()m1ation residing therein, or that anccts the contractor's ability to perform the requirements or 
the contract that arc designated as operationally critical support and identified in the contract, the Contractor shall--

(i) Conduct a review for evidence of compromise of covered defense infonnation. including. but not limited to, 
identifying compromised computers, servers, specific data. and user accounts. This review shall also include 
analyzing covered contractor information system(s} that were part of the cyber incident, as well as other infonnation 
systems on the Contractor's network(s), that may have been accessed as a result of the incident in order to identify 
compromised covered defense information, or that affect the Contractor's ability to provide operationally critical 
support: and 

(ii) Rapidly report cyber incidents to DoD at h1tp: clihncuhl.mil. 

(2) Cyber incident report. The cyber incident report shall be treated as information created by or for DoD and shall 
include, at a minimum, the required clements at http: dibm·t.dod.mil. 

(3) Medium assurance certificate requirement. In order to report cyber incidents in accordance with this clause, the 
Contractor or subcontractor shall have or acquire a DoD-approved medium assurance certificate to report cyber 
incidents. For infonnation on obtaining a DoD-approved medium assurance ccrtiflcatc, sec 
hllp: iasc.di~a.tnil pk i cca Page;; imkx.aspx.. 

(d) Malicious soflwarc. When the Contractor or subcontractors discover and isolate malicious soH ware in 
connection with a rcp011ed cyber incident, submit the malicious soH ware to DoD Cybcr Crime Center 
(DC3) in accordance with instructions provided by DC3 or the Contracting Officer. Do not send the malicious 
software to the Contracting Oftlcer. 

(e) Media preservation and protection. When a Contractor discovers a cyber incident has occurred, the Contractor 
shall preserve and protect images of all known affected infonnation systems identified in paragraph (c)( I )(i) of this 
clause and all relevant monitoringipacket capture data tor at least 90 days from the submission of the cyber incident 
report to allow DoD to request the media or decline interest. 

(f} Access to additional information or equipment necessary for forensic analysis. Upon request by DoD, the 
Contractor shall provide DoD with access to additional information or equipment that is necessary to conduct a 
forensic analysis. 

(g) Cyhcr incident damage assessment activities. If DoD elects to conduct a damage assessment, the Contracting 
Officer will request that the Contractor provide all of the damage assessment information gathered in accordance 
with paragraph (c) of this clause. 

(h) DoD safeguarding and usc of contractor attributional/proprictary infonnation. The Government shall protect 
against the unauthorh:ed usc or release or inlom1ation obtained fi·om the contractor (or derived from information 
obtained from the contractor) under this clause that includes contractor attributional/proprictary information, 
including such information submiued in accordance with paragraph (c). To the maximum extent 
practicable, the Contractor shall idcntily and mark attributionaliproprictary inJ()m1ation. In making an authoii:Led 
release or such inf()m1ation. the Government will implement appropriate procedures to minimi:Le the contractor 
attributional/proprietary intonnation that is included in such authorized release, seeking to include only that 
information that is necessary tor the authorized purpose(s} for which the intonnation is being released. 

(i) Use and release of contractor attributionaliproprietary information not created by or for DoD. lntonnation that is 
obtained from the contractor (or derived from information obtained from the contractor) under this clause that is not 
created by or for DoD is authorized to be released outside of DoD--
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(2) To entities that may be called upon to assist in the diagnosis, detection, or mitigation or cyber incidents: 

(3) To Government entities that conduct counterintelligence or Jaw enforcement investigations: 

(4) For national security purposes, including cyber situational awareness and defense purposes (including with 
Defense Industrial Base (DIB) participants in the program at 32 CFR part 236}: or 

(5) To a support services contractor ("recipient") that is directly supporting Uovenunent activities under a contract 
that includes the clause at 252.204-7009, Limitations on the Use or Disclosure of Third-Party Contractor Reported 
Cyber Incident Information. 

U} Use and release of contractor attributional/proprietary information created by or for DoD. I nfonnation that is 
obtained from the contractor (or derived from information obtained from the contractor) under this clause that is 
created by or for DoD (including the information submitted pursuant to paragraph (c) of this clause) is authorized to 
be used and released outside of DoD for purposes and activities authorized by paragraph (i) of this clause. and for 
any other lawful Government purpose or activity, subject to all applicable statutory, regulatory, and policy based 
restrictions on the Government's usc and release of such information. 

(k) The Contractor shall conduct activities under this clause in accordance with applicable laws and regulations on 
the interception, monitoring, access, usc, and disclosure of electronic communications and data. 

(l) Other safeguarding or reporting requirements. The safeguarding and cyber incident reporting required by this 
clause in no way abrogates the Contractor's responsibility for other safeguarding or cyber incident reporting 
pertaining to its unclassilied inlonnation systems as required by other applicable 
clauses of this contract, or as a result of other applicable U.S. Government statutory or regulatory requirements. 

(m) Subcontracts. The Contractor shall--

(I) Include this clause. including this paragraph (m). in subcontracts. or similar contractual instruments. for 
operationally critical support. or for which subcontract performance will involve covered defense information. 
including subcontracts for commercial items, without alteration, except to identify the parties. The 
Contractor shall determine if the information required for subcontractor performance retains its identity as covered 
defense information and will require protection under this clause, and, if necessaty, consult with the Contracting 
Officer; and 

(2) Require subcontractors to--

(i) Notify the prime Contractor (or next higher-tier subcontractor) when submitting a request to vary from a NJST 
SP 800- 17 1 security requirement to the Contracting Officer, in accordance with paragraph (b)(2)(ii)(B) of this 
clause; and 

(ii) Provide the incident report number, automatically assigned by DoD, to the prime Contractor (or next higher-tier 
subcontractor) as soon as practicable. when reporting a cyber incident to DoD as required in paragraph (c) of this 
clause. 

(End of clause} 
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252.225-7043 ANTITERRORIS\1/FORCE PROTECTION POLICY FOR DEFENSE CONTRACTORS 
OUTSIDE TilE UNITED STATES (JUN 2015) 

(a) Definition. United States, as used in this clause. means, the 50 Stales, the District of Columbia, and outlying 
areas. 

(b) Except as provided in paragraph (c) of this clause. the Contractor and its subcontractors, if performing or 
traveling outside the United States under this contract, shall--

(I) Affiliate with the Overseas Security Advisory Council, if the Contractor or subcontractor is a U.S. entity; 

(2) Ensure that Contractor and subcontractor personnel who are U.S. nationals and are in-country on a non-transitory 
basis, register with the U.S. Embassy, and that Contractor and subcontractor personnel who are third country 
nationals comply with any security related requirements of the Embassy of their nationality: 

(3) Provide, to Contractor and subcontractor personnel, antiterrorism/force protection awareness information 
commensurate with that which the Department of Defense (DoD) provides to its military and civilian personnel and 
their families, to the extent such infommtion can be made available prior tn travel outside the United States; and 

(4) Obtain and comply with the most current antiterrorismiforce protection guidance for Contractor and 
subcontractor personnel. 

(c) The requirements of this clause do not apply to any subcontractor that is--

(I ) A foreign govemmenl; 

(2) A representative of a foreign govemment; or 

(3) A foreign corporation wholly owned by a foreign government. 

(d) Information and guidance pertaining to DoD antiterrorism/force protection can be obtained from L _ 
Contracting Officer to insert applicable information cited in PGI 225.372-1]. 

(End of clause) 

252.225-704R EXPORT-CONTROLLED ITEYIS (JUNE 2013) 

(a) Definition. · ·Export-controlled items," as used in this clause, means items suhjeet to the Export Administration 
Regulations (EAR) (1 5 CFR Parts 730-774) or the International Traffic in Arms Regulations (ITAR) (22 Cf-R Pmts 
120- 130). The tem1 includes--

(I) " De fense items," defined in the Am1s Export Contro l Act, 22 U.S.C. 2778(j)(4)(A). as defense articles, de fense 
services, and related technica l data, and fu rther de li ned in the IT t\R, 22 CFR Part I 20: and 

(2) " Items." delined in the EAR as "commodities", " soHware", and " techno logy," tem 1s that arc also de fined in the 
EAR, 15 CFR 772. I . 

(b) The Contractor shall comply with all applicable Jaws and regulations regarding export-controlled items, 
including. but not limited to, the requirement for contractors to register with the Department of State in accordance 
with the IT AR. The Contractor shall consult with the Department of State regarding any questions relating to 
compliance with the IT AR and shall consult with the Department of Commerce regarding any questions relating to 
compliance with the EAR. 
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(c) The Contractor's responsibility to comply with all applicable laws and regulations regarding export-controlled 
items exists independent oL and is not established or limited by, the infom1ation provided by this clause. 

(d) Nothing in the terms of this contract adds, changes. supersedes, or waives any of the requirements of applicable 
Federal laws, Executive orders. and regulations, including but not limited to 

(I) The Export Administration Act of 1979, as amended (50 U.S.C. App. 240 I, et seq.); 

(2) The Arms Export Control Act (22 U.S.C. 275 I. et seq.); 

(3) The International Emergency Economic Powers Act (50 U.S.C. 170 I, et seq.); 

( 4) The Export Administration Regulations ( 15 CFR Parts 730-774 ); 

(5) The International Traffic in Arms Regulations (22 CFR Parts 120-130); and 

(6) Executive Order 13222. as extended. 

(c) The Contractor shall include the substance of this clause, including this paragraph (c), in all subcontracts. 

(End of clause) 

252.225-79RO CONTRACTOR PERSONNEL PERFORMING INTI IE UNITED STATES AFRICA COMMAND 
AREA OF RESPONSIBILITY(DEVIATION 2016-0000S) (JUN 2016) 

(a) Definitions. As used in this clause-
''Combatant Commander" means the Commander of the United States Africa Command (USAFRlCOM). 
''Contractors authorized to accompany the Force," or "CAAF ,"means contractor personnel, including all tiers of 
subcontractor personnel. who are authorized to accompany U.S. Anned Forces in applicable operations and have 
been afforded CAAF status through a letter of authorization. CAA F generally include all U.S. citizen and third­
country national employees not normally residing within the operational area whose area ofperfonnance is in the 
direct vicinity of U.S. Armed Forces and who routinely are collocated with the U.S. Armed Forces (especially in 
non-permissive environments). Personnel collocated with U.S. Armed Forces in applicable operations shall be 
afforded CAAF status through a letter of authorization. In some cases, Combatant Commander or subordinate joint 
force commanders may designate mission-essential host nation or local national contractor employees (e.g., 
interpreters) as CAAF. CAAF includes contractors previously identified as contractors deploying with the U.S. 
Armed Forces. CAAF status docs not apply to contractor personnel in support of applicable operations within the 
houndarics and territories of the United States. 
"Designated reception site'' means the designated place for the reception, staging. integration, and onward 
movement of contractors deploying to the USAfoRICOYI area of responsibi li ty. The designated reception site 
includes assigned joint reception centers and other Service or private reception sites. 
"Law of war'' means that part of international law that regulates the conduct of armed hostilities. The law or war 
encompasses the international law related to the conduct of hostilities that is binding on the United States or its 
individual citi:.wns. including treaties and intcmational agreements to which the United States is a pa11y. and 
applicable customary international law. 
"Non-CAAF" means personnel in applicable operations who arc not designated as CAAF, such as local national 
employees and non-local national employees who are permanent residents in the operational area or third-country 
nationals not routinely residing with U.S. Anned Forces (and third-country national expatriates who are permanent 
residents in the operational area) who perform support functions away from the close proximity of, and do not reside 
with, the U.S. Anned Forces. Government-furnished support to non-CAAF is typically limited to force protection, 
emergency medical care, and basic human needs (e.g., bottled water, latrine facilities, security, and food when 
necessary) when perfonning their jobs in the direct vicinity of U.S. Armed Forces. Non-CAAF status does not 
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apply to contractor personnel in support of applicable operations within the boundaries and tcnitories of the United 
States. 
"Subordinate joint force commander'' means a sub-unified commander or joint task force commander. 
"U.S. Afiica Command (USAFRICOM} area of responsibility," as used in this clause, means 
(I) The entire continent of Africa, excluding Egypt; 
(2} The Atlantic Ocean cast and south of the line lfom Antarctica at 024cW, north to 4°N/024°W, west to 30°W, 
then north to 21 °N/030°W, then east to the African continent; and 
(3) The Indian Ocean west and south of the line from Antarctica at 6g0 E, north to 0 I 0 40'S/068cE, and west to the 
African coast at Ol 0 40'S. 
(b) General. 
(I) This clause applies to all contractor personnel when performing in the USAFRICO:vt area of responsibility. 
(2) Ce1tain requirements in paragraphs ( c )(3 ), (e)( I), and (f) must be specified in the statement of work to be 
applied to non-CAAF personnel. 
(3) Contract performance in the USAFRICOM area of responsibility may require work in dangerous or austere 
conditions. Except as otherwise provided in the contract, the Contractor accepts the risks associated with required 
contract performance in such operations. 
(4) When authorized in accordance with paragraph U) of this clause to cany arms for personal protection, contractor 
personnel arc only authorized to usc fiJrcc fiJr individual self-defense. 
(5) Unless immune from host nation jurisdiction by virtue of an international agreement or international law, 
inappropriate usc offiJrcc by contractor personnel authorized to accompany the U.S. Armed Forces can subject such 
personnel to United States or host nation prosecution and civil liability (sec paragraphs (d) and (j)(3) of this clause). 
(6) Service pcrfonncd by contractor personnel subject to this clause is not active duty or service under 38 U.S.C. 
106 note. 
(c) Sup port. 
(I )(i) The Combatant Commander will develop a security plan for protection of contractor personnel in locations 
where there is not surlicient or legitimate civil authority, when the Combatant Commander decides it is in the 
interests of the Government to provide security because-
( A) The Contractor cannot obtain effective security services: 
(B) Effective security services are unavailable at a reasonable cost: or 
(C) Threat conditions necessitate security through military means. 
(ii} In appropriate cases, the Combatant Commander may provide security through military means, commensurate 
with the level of security provided DoD civilians. 
(2)(i) Generally, CAAF will be afforded emergency medical and dental care if injured while supporting applicable 
operations. Additionally, all non-CAAF who are injured while in the vicinity of U.S. Armed Forces will normally 
receive emergency medical and dental care. Emergency medical and dental care includes medical care situations in 
which li fe. limb, or eyesight is jeopardized. Examples of emergency medical and dental care include examination 
and initial treatment of victims of sexual assault; refi lis of prescriptions fo r life-dependent drugs: repair of broken 
bones, lacerations, infections; and traumatic injuries to the dentition. Hospitalization will be limited to stabilization 
and short-term medical treatment with an emphasis on return to duty or placement in the patient movement system. 
(ii) When the Government provide~ medical treatment or transportation of contractor personnel to a selected 
civilian faci lity, the Contractor shall ensure that the Government is reimbursed for any costs associated with such 
treatment or transportation. 
(iii) Medical or dental care beyond this standard is not authorized. 
(3)(i) A Synchroni:.1:ed Prcdeploymenl and Operational Tracker (SPOT)-generated letter of authori:lation signed by 
the Contracting OrJiccr is required J()r certain contractor personnel to process through a deployment center or io 
travel io, from, or within the USAFRICOM area of responsibility. The requirement applies to CAAF and, as 
specified in the statement of work, non-CA/\F personnel. 
(ii} The lcucr of authori:.1:ation will identi ly any additional authori:.:ations, privileges. or Govcmment suppot1 that 
contractor personnel are entitled to under this contract. USAFRICOM has limited capability to provide 
Government-furnished life-support services to contractors in the USAFRICOM area of responsibil ity. In instances 
where Government-furnished life support services are neither available nor authorized in the contract, the SPOT­
generated letter of authorization. signed by the Contracting Officer, shall be annotated with " None" checked for 
Government-fumished life-support services. 
(iii) Contractor personnel who are issued a Jetter of authorization shall carry it with them at all times while 
deployed. 
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( 4) Unless specified elsewhere in this contract. the Contractor is responsible for all other support required for its 
personnel engaged in the USAFRICOM area of responsibility under this contract. 
(d) Compliance with laws and regulations. 
(I) The Contractor shall comply with, and shall ensure that its personnel pcrfonning in the USAFRIC0\1 area of 
responsibility arc liuniliar with and comply with, all applicable 
(i) United States, host country, and third country national laws; 
(ii} Provisions of the law of war, as well as any other applicable treaties and international agreements; 
(iii) United States regulations, directives, instructions, policies, and procedures; and 
(iv) Orders, directives. and instructions issued by the Combatant Commander, including those relating to force 
protection, security, health, safety, or relations and interaction with local nationals. 
(2) The Contractor shall institute and implement an effective program to prevent violations of the law of war by its 
employees and subcontractors. including law of war training in accordance with paragraph (e)( 1 )(vii) of this clause. 
(3) The Contractor shall ensure that all contractor personnel are aware-
( i) Of the DoD definition of •·sexual assault" in DoDD 6495.01, Sexual Assault Prevention and Response Program: 
( i i) That the offenses addressed by the definition are covered under the Uniform Code of M i I itary Justice (see 
paragraph (e)(2)(iv) of this clause). Other sexual misconduct may constitute offenses under the Uniform Code of 
Militaty Justice, rederallaw, such as the Military Extraterritorial Jurisdiction Act, or host nation Jaws: and 
(iii) That the offenses not covered by the Uniform Code ofMilitaty Justice may nevertheless have consequences for 
the contractor employees (sec paragraph (h)( I) of this clause). 
(4) The Contractor shall report to the appropriate investigative authorities, identified in paragraph (d)(6) of this 
clause, any alleged offenses under-
(i) The Unifonn Code of Military Justice (chapter 4 7 of title 1 0, United States Code) (applicable to contractors 
serving with or accompanying an am1ed force in the field during a declared war or contingency operations): or 
(ii) The Military Extraterritorial Jurisdiction Act (chapter 2 I 2 of title l R, United States Code). 
(5) The Contractor shall provide to all contractor personnel who will perfom1 work on a contract in the deployed 
area, before beginning such work. information on the following: 
(i) How and where to report an alleged crime described in paragraph (d)(4) of this clause. 
(ii} Where to seek victim and witness protection and assistance available to contractor personnel in connection with 
an alleged offense described in paragraph (d)( 4) of this cIa use. 
(iii) This section does not create any rights or privileges that are not authorized by law or DoD policy. 
(6) The appropriate investigative authorities to which suspected crimes shall be reponed include the following­
(i) US Army Criminal Investigation Command at hllp:. \\W\\ .cid.armv mill\:- p.wtacrimc html: 
(ii) Air Force Office of Special Investigations at hllp:. \ \ .\\W.<),.; i af.mil; 
(iii) Navy Criminal Investigative Service at hllp :f \\WW. ncis.nm v.mi I J>a!2.cs puhlicdc t:utlt.a,.;px; 
(iv) Defense Criminal Investigative Service at h11 p: \\Ww.dndi !.!. .milll Oli.JI\hndcx .html ; and 
(v) To any command of any supported military element or the command of any base. 
(7) Personnel seeking whistleblower protection from reprisals for repotting criminal acts shall seek guidance 
through the DoD Inspector General hotline at R00-424-909R or www.dodig.mi i/J J (} Jl.I ~ L!in dL'X.h tm l. Personne l 
seeking other forms of victim or witness protections should contact the nearest mili tary Ia\.\' enforcement office. 
(R) The Contractor shall ensure that Contractor employees supporting the U.S. Armed Forces deployed outside the 
United States arc aware of their rights to-
(i) Hold their own identity or immigration documents, such as passport or driver's license: 
(ii) Receive agreed upon wages on time; 
(iii) Take lunch and work-breaks; 
(iv) Eleetto terminate employment at any time; 
(v) Identi ly grievances without lear of reprisal; 
(vi) I lave a copy o r their employment contract in a language they understand: 
(vii) Receive wages that arc not below the legal in-country minimum wage: 
(viii) Be notified of their rights, wages, and prohibited activities prior to signing their employment contract; and 
(ix) If housing is provided, live in housing that meets host-country housing and safety standards. 
(e) Preliminary personnel requirements. 
( I) The Contractor shall ensure that the fo llowing requirements are met prior to deploying CAAF and, as specified 
in the statement of work, non-CAAF (specific requirements for each category will be specified in the statement of 
work or elsewhere in the contract): 
(i) All required security and background checks are complete and acceptable. 
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(/\) Arc medically, dentally, and psychologically Itt for deployment and performance of their contracted duties; 
(B) \Jieet the minimum medical screening requirements, including theater-specific medical qualifications as 
established by the Geographic Combatant Commander (as posted to the Geographic Combatant Commander's 
website m· other venue): and 
(C) I lave received all required immunizations as specified in the contract. 
(I) During predeployment processing, the Govenunent will provide, at no cost to the Contractor, any military­
specific immunizations and/or medications not available to the general public. 
(2) All other immunizations shall be obtained prior to arrival at the deployment center. 
(3) All such personnel, as specified in the statement of work, shall bring to the USAFRICO:vt area of responsibility 
a copy of the U.S. Centers for Disease Control and Prevention (CDC) Fonn 731, International Certificate of 
Vaccination or Prophylaxis as approved by the World Health Organization, (also known as "shot record" or "Yellow 
Card") that shows vaccinations are current. 
(iii) Deploying personnel have all necessary passports, visas, and other documents required to enter and exit the 
USAI-"RICOM area of responsibility and have a Geneva Conventions identification card, or other appropriate DoD 
identity credential. from the deployment center. 
(iv) Special area. country, and theater clearance is obtained for all personnel deploying. Clearance requirements are 
in DoD Directive 4500.54E, DoD foreign Clearance Program. For this purpose, CAAF arc considered non-DoD 
personnel traveling under DoD sponsorship. 
(v) All deploying personnel have received personal security training. At a minimum, the training shall­
( A) Cover safety and security issues facing employees overseas; 
(B) Identify safety and security contingency planning activities; and 
(C) Identify ways to utilize safety and security personnel and other resources appropriately. 
(vi) All personnel have received isolated personnel training, if specilled in the contract, in accordance with DoD 
Instruction 1300.23, Isolated Personnel Training f()r DoD Civilian and Contractors. 
(vii) Personnel have received law of war training as follows: 
(A) Basic training is required for all such personnel. The basic training will be provided through­
( I) A military-run training center; or 
(2) A web-based source, if specified in the contract or approved by the Contracting Officer. 
(B) Advanced training, commensurate with their duties and responsibilities, may be required for some Contractor 
personnel as specitied in the contract. 
(2) The Contractor shall notify all personnel who are not a host country nationaL or who are not ordinarily resident 
in the host country, that-
(i) Such employees. and dependents residing with such employees. who engage in conduct outside the United States 
that would constitute an offense punishable by imprisonment for more than o ne year if the conduct had been 
engaged in within the specia l maritime and territorial jurisdiction of the United States. may potentially be subject to 
the criminal jurisdiction of the Uni ted States in accordance w ith the Military Extraterri torial Jurisdiction Act of 2000 
( I R U.S.C. 362 1, et seq.); 
(ii) Pursuant to the War Crimes Act ( I R U.S.C. 2441 ), federa l criminal jurisdiction abo extends to conduct that is 
determined to constitute a war crime when committed hy a civilian national of the United States; 
(iii) Other lmvs may provide for prosecution ofli.S. nationals who commit offenses on the premises of U.S. 
diplomatic, consular, military or other U.S. Government missions outside the United States ( I R U.S.C. 7(9)); 
(iv) In time of declared war or a contingency operation, (.'AAF and selected non-CAAfo arc subject to the 
jurisdiction of the Uniform Code or \Jiilitary Justice under I 0 U.S.C. R02(a)( I 0); 
(v) Such employees arc required lo report o ffenses alleged lo have been committed by or against contractor 
personnel to appropriate investigative authorities; and, 
(vi) Such employees will be provided victim and witness protection and assistance. 
(I) Processing and departure points. C AAF and, as speci lied in the statement of work. non-CAJ\F personnel shall 
( I) Process through the deployment center designated in the contract, or as othenvise directed by the Contracting 
Officer, prior to deploying. The deployment center will conduct deployment processing to ensure visibility and 
accountability of contractor personnel and to ensure that all deployment requirements are met, including the 
requirements specified in paragraph (e)( I) of this clause; 
(2) Use the point of departure and transportatio n mode directed by the Contracting Ofticer; and 
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(3) Process through a designated reception site upon arrival at the deployed location. The designated reception site 
will validate personnel accountability, ensure that specific USAFRICOM area of responsibility entrance 
requirements arc met, and brief contractor personnel on theater-specific policies and procedures. 
(g) Personnel data. The Contractor shall 
( l} Usc the SPOT web-based system, or its successor, to account for 
(i) Data for all CAAF supporting the U.S. Anned Forces deployed outside the United States. 
(ii} All contractor personnel who are United States citizens and third-country nationals, when the personnel will be 
performing in the USAFRlCOM area of responsibility regardless of the length ofperfonnance or contract value; and 
(iii) All private security contractor personnel and their equipment, and all other contractor personnel authorized to 

carry weapons, when the personnel are perfom1ing in the USAFRlC0\1 area of responsibility regardless of the 
length ofperfonnance or contract value. 
(2) Enter the required information about their Contractor personnel and their equipment prior to deployment and 
shall continue to use the SPOT web-based system at h11ps: ~pnt.dmdc.mil to maintain accurate, up-to-date 
information throughout the deployment for all Contractor personnel. Changes to status of individual Contractor 
personnel relating to their in-theater arrival date and their duty location, including closing out the deployment with 
their proper status (e.g., mission complete, killed, wounded) shall he annotated within the SPOT database in 
accordance with the time lines established in the SPOT Business Rules at 
http: \\'\\ \\.acq.osd.mi I log I'S ctr mgt al-countabi I ity. hun]. 
(3) The Contractor shall submit tn the Contracting Officer for SPOT reporting, not later than the I Oth day of each 
month, an aggregate count of all local national employees performing in the USAFRIC0\1 area of responsibility, by 
counlly or pcrfonnancc, lor 30 days or longer under a contract valued at or above S 150.000 annually. Contractors 
using local national day laborers shall count each individual hired durin the 30-dav lcriod only once. 
( 4} For classified contracts, users shall access SPOT at llt );;: s wt.dmdu,sd. ;;mil.mi I To obtain access, contact the 
SPOT Customer Support Team via email: lodhra.hl·au-ak.\.thndc.mln.;; lOt-hd lLkskra uwil.mil 
(h) Contractor personnel. 
(I) The Contracting 011"icer may direct the Contractor, at its own expense, to remove and replace any contractor 
personnel who jeopardize or interfere with mission accomplishment or who fail to comply with or violate applicable 
requirements of this contract. Such action may be taken at the Uovemmenr's discretion without prejudice to its 
rights under any other provision of this contract, including the Tennination for Default clause. 
(2) The Contractor shall identify all personnel who occupy a position designated as mission essential and ensure the 
continuity of essential Contractor services during designated operations. unless, after consultation with the 
Contracting Officer, Contracting Officer's Representative, or local commander. the Contracting Officer directs 
withdrawal due to security conditions. 
(3) The Contractor shall ensure that contractor personnel follow the guidance at paragraph (e)(2)(v) of this clause 
and any specific Combatant Commander guidance on reporting offenses alleged to have been committed by or 
against contractor personnel to appropriate investigative authorities. 
(4) Contractor personnel shall return all U.S. Government-issued identification, including the Common Access 
Card, to appropriate ll.S. Government authorities at the end of their deployment (or, for non-CAAF, at the end of 
their employment under this contract). 
(i) Military c lothing and protective equipment. 
(I) Contract(>r personnel arc prohibited from wearing militmy clothing unlc!:is specifically authorized in writing by 
the Combatant Commander or subordinate joint force commanders. If authorized to wear military c lothing, 
contractor personnel must-
(i) Wear distinctive patches, am1 bands, namctags, or headgear, in order to be distinguishable fi·om military 
personnel, consistcm with Jbrce protection measures; and 
(ii} Carry the written authori:lation with them al all times. 
(2) Contractor personnel may wear militaty-uniquc organi:.cational clothing and individual equipment required for 
sa lcty and security, such as ballistic. nuclear. biological, or chemical protective equipment. 
(3) The deployment center. or the Combatant Commander, shall issue organizational clothing and individual 
equipment and shall provide training. if necessary, to ensure the safety and security of contractor personnel. 
(4) The Contractor shall ensure that all issued organizational clothing is returned to the point of issue, unless 
otherwise directed by the Contracting Officer. 
(j) Weapons. 
(I) If the Contractor requests that its personnel performing in the USAFRICOM area of responsibility be authorized 
to carry \veapons for individual self-defense, the request shall be made through the Contracting Officer to the 
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Combatant Commander, in accordance with DoD Instruction 3020.41. The Combatant Commander will determine 
whether to authorize in-theater contractor personnel to carry weapons and what weapons and ammunition will be 
allowed. 
(2) If contractor personnel arc authorized to cany weapons in accordance with paragraph (j)( I) of this clause, the 
Contracting Ofliccr will notify the Contractor what weapons and ammunition arc authorized. 
(3) The Contractor shall ensure that its personnel who arc authorized to carry weapons 
(i) Are adequately trained to carry and use them-
( A) Safely: 
(B) With full understanding of. and adherence to, the rules of the use of force issued by the Combatant Commander: 
and 
(C) In compliance with applicable agency policies, agreements, rules, regulations, and other applicable law; 
(ii) Are not barred from possession of a firearm by 18 U.S.C. 922; 
(iii) Adhere to all guidance and orders issued by the Combatant Commander regarding possession, use. safety. and 
accountability of weapons and ammunition; 
(iv) Comply with applicable Combatant Commander, subordinate joint force commander, and local commander 
fore e-p rotect ion policies; and 
(v) Understand that the inappropriate use of force could subject them to U.S. or host-nation prosecution and civil 
liability. 
(4) Whether or not weapons arc Government-furnished, all liability fiJr the usc of any weapon by contractor 
personnel rests solely with the Contractor and the Contractor employee using such weapon. 
(5) Upon redeployment or revocation by the Combatant Commander of the Contractor's authorization to issue 
firearms, the Contractor shall ensure that all Government-issued weapons and unexpended ammunition arc returned 
as directed by the Contracting Officer. 
(k) Vehicle or equipment licenses. Contractor personnel shall possess the required licenses to operate all vehicles 
or equipment neccssaty to pcrfonn the contract in the USAFRICOM area of responsibility. 
(l) Purchase of scarce goods and services. If the Combatant Commander has established an organization J()r the 
USAFRICOM area of responsibility whose function is to detem1ine that certain items are scarce goods or services, 
the Contractor shall coordinate with that organization local purchases of goods and services designated as scarce, in 
accordance with instructions provided by the Contracting Officer. 
(m) Evacuation. 
(I) If the Combatant Commander orders a mandatory evacuation of some or all personnel, the Govemment will 
provide assistance, to the extent available. to contractor personnel who are U.S. citizens and third countty nationals. 
(2) In the event of a non-mandatory evacuation order, unless authorized in writing by the Contracting Officer, the 
Contractor shall maintain personnel on location sufficient to meet obligations under this contract. 
(n) Next of kin notification and personnel recovery. 
(I) The Contractor shall be responsible for notification of the employee-designated next of kin in the event an 
employee dies. requires evacuation due to an injury, or is isolated, missing, detained, captured, or abducted. 
(2) The Govcmmcnt will assist in personnel recovery actions in accordance with DoD Directive 3002.0 1 E, 
Personnel Recovery in the Department of Defense. 
(o) Mortuary affairs. Contractor personnel who die while in support of the U.S. Armed Forces shall be covered by 
the DoD mortumy affairs program as described in DoD Directive 1300.22, Mortuary Affairs Policy, and DoD 
Instruction 3020.4 1, Operational Contract Support. 
(p) Changes. In addition to the changes othenvisc authorized by the Changes clause of this contract, the 
Contracting OHiccr may, nt any time, by written order identified as a change order, make changes in the place of 
pcrlormancc or Governmcnt-fumishcd laci lities, equipment, material, services, or site. Any change order issued in 
accordance with this paragraph (p) shall be subject to the provisions of the Changes clause of this contract. 
(q) Subcontracts. The Contractor shall incorporate the substance of this clause. including this paragraph (q), in all 
subcontracts that require subcontractor personnel to pcrlom1 in the USAFRICOM area of responsibility. 

(End of clause) 

252.225-9001 UMBRELLA AGREEMENT - KAZAKHSTAN (AU<J 2007) 
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Contractor shall comply and execute contract performance in accordance with the following excerpts Ji·om the 
relevant agreement between the United States of America and the Republic of Kazakhstan. 

(a) Agreement between the Government of the United States of America and the Govemment of the Republic of 
Kazakhstan, concerning the Destruction of Silo Launchers of Intercontinental Ballistic Missiles, Emergency 
Response, and the Prevention or Proliferation or Nuclear W capons dated December 13, I 993, Article VII. 

"I. The Parties waive any and all claims against each other for damage to propeny owned by each party, 
or death or iJtiury to any military personnel or civilian government personnel of either Party, arising out of any 
activities in the Republic of Kazakhstan related to this Agreement. Pursuant to this Agreement, the United States of 
America plans. to the maximum extent feasible, to avoid activities in the Republic of Kazakhstan which might give 
rise to damage to or loss of property, or death or injury to personnel. 

2. Any and all claims by third patties arising out of any activities in the Republic of Kazakhstan related to 
this Agreement, other than those claims by citizens of the United States of America, shall be the responsibility of the 
Republic of Kazakhstan. 

3. The provisions of paragraphs I and 2 of this Article shall not prevent the Parties from providing 
compensation in accordance with their national laws." 

(h) Agreement between the Government of the United States of America and the Government of the Republic of 
Kazakhstan, concerning the Destruction of Silo Launchers of Intercontinental Ballistic Missiles, Emergency 
Response, and the Prevention of Proliferation of Nuclear Weapons dated December 13, 1993, Article IX. 

"I. The United States of America. its military personnel and civilian govcmment personnel, contractors, 
and contractors' personnel shall not be liable in any tax, fcc, or similar charge imposed by national and local 
authorities, pursuant to any law or regulation of the Republic of Kazakhstan. 

2. The United States of America, its military personnel and civilian govenunent personnel, contractors, 
and contractors' personnel may import into the Republic of Kazakhstan any materials required to implement this 
Agreement. Such importation of materials shall not be subject to any license, other restrictions, tariffs, customs 
charges, duties, taxes. or any other charges imposed by national and local authorities, pursuant to the laws or 
regulations of the Republic of Kazakhstan. The exportation of this same material shall not be subject to any I icense. 
other restrictions, tariffs, customs, duties, taxes. or any other charges imposed by regulation of the Republic of 
Kazakhstan. I-" or the importation and expottation of such material, the Republic of Kazakhstan shall ensure that 
simplified and prioritized customs procedures are applied. 

3. The obligations of the Republic of Kazakhstan under this Article shall remain in force for the duration 
ofthis Agreement and for a period of time thereafter required for the completion of activities initiated under this 
Agreement. 

(c) Agreement between the Government of the United States of America and the Govenunent of the Republic of 
Kazakhstan, concerning the Destruction of Silo Launchers of Intercontinental Ball istic Missiles, Emergency 
Response, and the Prevention or Proli fc ration of Nuclear W capons dated, December I 3, 1993, Article XII . 

" I. In the event that the United States of America awards contracts Jbr the acquisition of material and 
services, including those related to construction, to implement this Agreement, such contracts shall be awarded in 
accordance with the Jaws and regulations of the United States of America. Acquisition or material and services in 
the Republic of Kazakhstan by or on behalf of the United States of America for implementing this Agreement shall 
not be subject to any fees, duties, additional taxed. or similar charges imposed by national and local authorities, 
pursuant to any law or regulation of the Republic of Kazakhstan. 

2. The provisions of paragraph I of this Article shall not prevent the Republic of Kazakhstan from 
awarding, using its own funds, any contract for the acquisition of material and services in connection with activities 
to implement this Agreement in accordance with the laws and regulations of the Republic of Kazakhstan." 
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Contractor shall comply and execute contract performance in accordance with the following excerpts 
from the relevant agreement between the United States of America and the Ukraine as well as 
Counterintelligence Awareness and Reponing (CIAR). 

(a) Agreement between the Government of the United States of America and the Government ofthe Ukraine. 
Concerning Assistance to Ukraine in the Elimination of Strategic Nuclear Arms, and the rrevention of rroliferation 
of Weapons of Mass Destruction dated October 25. 1993. Article VI. 

"(I) Ukraine shall, in respect of legal proceedings and claims, other than contractual claims, hold harmless 
and bring no legal proceedings against the United States of America and personnel, contractors, and contractors' 
personnel of the United States of America, for damage or loss of property owned by Ukraine. or death or injury to 
any personnel of Ukraine, arising out of activities related to work under this Agreement. 

(2) Claims, other than contractual claims, by third parties for deaths, injuries, damages, or loss of property 
in Ukraine, arising out of the acts or omissions of any employees of the United States of America related to work 
under this Agreement. shall be the responsibility or Ukraine. 

(3) The provisions of this Article shall not prevent the Parties lrom providing 
compensation in accordance with their national laws." 

(b) Agreement between the Government or the United States of America and the Government or the Ukraine. 
Concerning Assistance to Ukraine in the Elimination of Strategic Nuclear Arnls, and the Prevention of Proliferation 
of Weapons of Mass Destruction dated October 25, 1993, Article VIII. 

''(I) The United States of America, its personnel, contractors, and contractors' personnel shall be exempt 
from liability, in connection with activities under this Agreement, for payment of any tax or similar charges assessed 
on the territory of Ukraine. 

(2) The United States of America. its personnel. contractors. and contractors' personnel may import into 
Ukraine any material which is required to implement this Agreement, and may export this same material out of 
Ukraine. The United States of America, its personnel. contractors, and contractors' personnel may also acquire in 
Ukraine and export any material which the Parties agree is required to implement this Agreement. All such 
impo11ed and exported material shall not be subject to licensing, or other restrictions, customs fees, taxes, or all 
types of other charges assessed on the territory of Ukraine, and at entry, shall be free of customs inspections. 

(3) The obligations ofUkruinc under this Article shall remain in force for the dumtion of this Agreement, 
and for the period of time thereafter required for the completion in the shortest possible time of activities initiated 
under this Agreement." 

(c) Agreement between the Government or the United States of America and the Govemmenl or the Ukraine. 
Concerning Assistance to Ukraine in the Elimination of Strategic Nuclear Arn1s, and the Prevention of Prolilcration 
of W capons of Mass Destruction dated October 25, 1993, Article IX. 

"In the event that the United Stales or America awards contracts lor the acquisition of material and 
services, including construction, to implement this Agreement, such contracts shall be awarded in 
accordance with the laws and regulations of the United States of America. Acquisition of material and 
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services in Ukraine by the United States of America l()r implementing this Agreement shall not be subject 
to any taxes, lees, duties, or similar charges on 
the territmy of Ukraine, nor shall such taxes, lees, duties, or charges be passed on to the United States of 
America by any entity acquiring material or services for the United States or America in Ukraine.'' 

(d) Counterintelligence Awareness and Repot1ing (CIAR)- The contractor shall comply with the requirements 
outlined in Department of Defense Directive (DoDD} 5240.06 Counterintelligence Awareness and Reporting 
(CIAR). DoDD 5240.06 applies to all US personnel perfonning work in Ukraine on behalf of the Department of 
Defense. 

(END OF CLAUSE) 

252.232-7003 ELECTRONIC SUBMISSION OF PAYMENT REQUESTS AND RECEIVING REPORTS (DEC 
2018) 

(a) Definitions. As used in this clause--

Contract financing payment means an authorized Govcmmcnt disbursement of monies to a contractor prior to 
acceptance of supplies or services by the Government. 

(I) Contract financing payments include--

(i) Advance payments; 

(ii} Performance-based payments: 

(iii) Commercial advance and interim payments: 

(iv) Progress payments based on cost under the clause at Federal Acquisition Regulation (fAR) 52.232-16, Progress 
Payments; 

( v) Progress payments based on a percentage or stage of completion (see FAR 32.1 02( e)), except those made under 
the clause at FAR 52.232-5, Payments Under Fixed-Price Construction Contracts, or the clause at FAR 52.232-10, 
Payments Under hxed-Price Architect-Engineer Contracts; and 

(vi) Interim payments under a cost reimbursement contract, except for a cost reimbursement contract for services 
when Alternate I of the clause at FAR 52.232-25, Prompt Payment, is used. 

(2) Contract financing payments do not inc lude--

(i) Invoice payments; 

(ii) Payments lor partial deliveries; or 

(iii) Lease and rental payments. 

Electronic form means any automated system that transmits information electronically from the initiating system to 
affected systems. 

Invoice payment means a Govemment disbursement of monies to a contractor under a contract or other 
authorization for supplies or services accepted by the Government. 

(I) Invoice payments include--
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(ii} Final cosl or ICc paymenls where amounls owed have been settled between the Government and lhe conlraclor; 

(iii) For purposes of subpart 32.9 only, all payments made under the clause at 52.232-5, Paymenls Under Fixed­
Price Construction Contracts, and the clause at 52.232-10, Payments Under Fixed-Price 
Architect-Engineer Contracts; and 

(iv) Interim payments under a cost-reimbursement contract for services when Alternate I of the clause at 52.232-25, 
Prompt Payment, is used. 

(2) Invoice payments do not include contract financing payments. 

Payment request means any request for contract financing payment or invoice payment submitted by the Contractor 
under this contract or task or delivery order. 

Receiving report means the data prepared in the manner and to the extent required by Appendix F, Material 
Inspection and Receiving Report, of the Defense federal Acquisition Regulation Supplement. 

(h) Except as provided in paragraph (d) of this clause, the Contractor shall submit payment requests and receiving 
reports in electronic form using Wide Area WorkFlow (WA Wf). The Contractor shall prepare and fum ish to the 
Government a receiving report at the time of each delivery of supplies or services under this contract or task or 
delivery order. 

(c) Submit payment requests and receiving reports to WA WF in one of the following electronic fom1ats: 

(I) Electronic Data Interchange. 

(2) Secure File Transfer Protocol. 

(3) Direct input through the W A WF website. 

(d) The Contractor may submit a payment request and receiving report using methods other than WA WF only when-

(I) The Contractor has requested permission in writing to do so, and the Contracting Officer has provided 
instructions for a temporary alternative method of submission of payment requests and receiving reports in the 
contract administration data section of this contract or task or delivery order; 

(2) DoD makes payment for commercial transportation services provided under a Government rate tender or a 
contract for transportation services using a DoD-approved electronic third party payment system or other exempted 
vendor payment/invoicing system (e.g., PowerTrack, Transpm1ation Financial Management System, and Cargo and 
Billing System}; 

(3) DoD makes payment on a contract or task or delivery order for rendered health care services using the 
TRIC ARE Encounter Data Syslem; or 

(4) The Govemmentwide commercial purchase card is used as the method of payment, in which case submission of 
only the receiving report in WA WF is required. 

(e) Information regarding W A WF is available at http< 11 a11 l'.cluni I.. 

(f) In addition to the requirements of this clause, the Contractor shall meet the requirements of the appropriate 
payment clauses in this contract when submitting payment requests. 
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252.23 7-900 I - Enterprise-wide Contractor :V1anpower Reporting Application (:-lov 20 17) 

(a) In accordance with Section 2330a oftitle I 0. United States Code (I 0 CSC 2330a). Contractors shall report ALL 
contractor labor hours (including subcontractor labor hours) required for pertorrnance of services provided under 
this contract via a secure data collection site. The contractor shall completely fill in all required data fields using the 
following web address: h11p: . '''''' . .:cmra.mil. 

(b) Reporting inputs will be for the labor executed during the period of performance during each Government tiscal 
year ( FY ), which runs October I through September 10. Whi lc inputs may be reported any time during the I· Y, all 
data shall be reported no later than October 1 I of each calendar year, beginning with 20 I 1. Contractors may direct 
questions to the help desk at: http:. WW\\·.cl·mra.m i I. 

(End or Clause} 
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