
U.S. Department of Homeland Security 
Washington, D.C. 20528 

 

                                                                                                         
 
 

October 20, 2023 
 
 

SENT VIA E-MAIL TO:  kblankenberg@judicialwatch.org 
 
Kathryn Blankenberg, Esq. 
Judicial Watch, Inc. 
425 Third Street SW, Suite 800 
Washington, D.C. 20024 
 
 
Re:    Judicial Watch v. DHS  
          23-cv-03560 (2023-HQLI-00014) 
          Second Interim Response (October 2023) 
 
 
Dear Ms. Blankenberg: 
 
This is the second interim response to the October 5, 2022, Freedom of Information Act (FOIA) request to the 
Department of Homeland Security (DHS) (2023-NPFO-00006). 
 
For this production, DHS reviewed three hundred sixty-six (366) pages of which thirty-three (33) pages were 
duplicative, two hundred seventy (270) pages were deemed non-responsive, and sixty-three (63) pages were 
disclosed in part pursuant to FOIA exemption (b)(6). 
 
The sixty-three (63) pages provided are numbered DHS-001-03560-000045 to DHS-001-03560-000107. 
 
If you have any questions regarding this release, please contact Assistant United States Attorney,  
Stephen DeGenaro at Stephen.DeGenaro@usdoj.gov. 
 
 
         Sincerely, 
 
 
 
 
                    Eric A. Neuschaefer 
       Senior Director 
       FOIA Litigation, Appeals, Policy and Training 
 
 
Enclosure: 63 pages 
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DHS-001-03560-000045

From: 
Sent: 
To: 

Subject: 

L ... J~H~L .. J0ira@2020partnership.atlassian.net] 
10/6/2020 12:03:21 AM 

I • (b)(6) ! 
'EIP-315 Case #CIS-MIS000031: Citizen app providing misinformation for Pima County, AZ 

CAU-T!Otll: This email originated from outside of OHS. DO NOT click links or open attachments unless you recognize and/or trust the 

sender. Contact your component SOC with questiotis ,2!: __ c_onM_c_e_rn_s_. ----------------------= 

l (b)(6) j commented: 
..... _. __ ,.,, .. , ~·-·-·-· .. ·~·-·"' 

I reported this issue to the head of engineering at Citizen with the email, which included l (b}(6) 1email as well as 
the incorrect screen shots. I will update the ticket when I hear back. ·---·--·--·---

Hi, j_ (b )(6) ! 
Our team at lhe Election Integrity Partnership received a report from the Pima County Recorder that a variety of 
datapoints about voting in Arizona are wrong. I've included the ticket contents from the official below as well as the 
screenshots with the incorrect information. 

I'm not sure what your data source was for you election center, but you might want to do a more aggressive sweep 
for incorrect data or perhaps disable the feature until you can verify that what you are showing is correct. The 
number of errors on this one screen is not a good sign. 

Our Partnership i-s working directly with Google, Twitter, Facebook, TikTok, Pinterest, Reddit and other platforms to 
route reports of election disinformation their way. If you think that there might be more issues, perhaps we can 
onboard your folks to get alerts when we receive reports from the 8,000 local election officials we are plugged into. 

Let me know if you need any rnore information to fix this. Please let me know w hen it is handled so I can update the 
Arizona authorities. 

Thank you, 
1··- ·--- ·- ·-·- ·- ! 

l (b)(6) i 
! ! 1--·-·-·-·-·-·-·· 

j {b)(6) j changed the status to Awaiting Response. 
L - -- ·-·- ···••-· • . -·-·-· ~ - · 

Vi(!W request • Turn off U1is request's notifications. 

REL0000008099 



DHS-001-03560-000046

From: 
Sent: 
To; 

CC: 

Subject: 

CAl}T!ON: This em<1H orfginafecj from outside of DHS. DO NOT dlck links or open _attachments unless you recognize and/or trust the 

sender, Co.nta_ct you.rcomponent SQC with questions or concerns . . 

Thanks, Matt. A bat signal we sent up last night finally made its way to! (b)(G) ! they took care of it. 
t ,.., ............ , ........ , 

------·- ·- ·----.,,,,v,.,,__.v..,.,, __ - ___ .v, ____________________ _ 

From: Masterson, Matthew 1 ............................... (b)(6)······················-······..J 
Sent: Thursday, November 5, 2020 2:39:04 AM 

To:f (b)(6) lei partnership.net> 
'··········- ········ ·······································································- .·······················1 

,.Cc: Seu Uy, .Brian L _ ... ·········-···························· (b)(6) ·····- ········---········ - ··· -········ ~tanford.edu>;, ..... {b)(6) __ J 
i (b)(6) i 
'·-·-. -' -' -·-·-. ---·-·-·-·-· -... ' -,_ ·-·-· -· --.. • . -·-·-. ---·-·-·-. -· -· .. ·-· -·-·-... ' -. -·-·-. -· -· -·-. -·-· -· -. -·-·-·-. -· -· .. - • -··- · ... , ... ' .... , - ·- · - • . ---- - ... , .. ) 
Subject: Ml Contact Info 

EIP Team, 

My understanding is that you were looking for contact info for Michigan. Here is info for state election director 
r•••• ...... .,, ..... ,.. . .,,,..,.,.,,. ....... ,.. .... ,..,., . .,,,..,.,,.,, _ .......... , . . .,,,...,.,,., I 

I (b)(6) i 
i ! 1,.,,..,_,_._,..,, .. , _____ _...,_. ________ , _____ ..., _________ ..,._. 

Director of Elections 
Michigan Department of State 
Secretary of State Jocelyn Benson 
Bureau of Elections 

Matthew V. Masterson 
Senior Cybersecurity Advisor 
Department of Homeland Security 
Cybersecurity & Infrastructure Security Agency (CISA) 

: {b){6) 
1 

1-·-·-·-·-----.----...... -.--,-..-----'--•-..----..... -,-.- · .. -·-·-•-.-,~ 

REL0000008108 



DHS-001-03560-000047

From: 
Sent: 
To; 

CC: 

Subject: 

Thank youf (b)(6) [fora great kickoff meeting. 

Following up on your action items, we will be scheduling a meeting with our primary analysis partners next week and 
get moving on student recruitment and operational systems on our end. Very much looking forward to this. 

Warmly, 

i (b)(6) [ 
'-•-·-·-·-·-···-·-·-·-·-l 

Assistant Director 
Stanford Internet Observatory 

Subject: CISA <> Stanford Internet Observatory, Election Misinformation Project Introduction 

Good Afternoon All, 

Thank you very much for taking the time to meet this morning. Overall, I think we got good buy-in from both 510 and 
CISA on the proposal and lts potential_to_improve the impact of both organizations this upcoming November. I have 
attached notes whictt ___ ____ , __ _J~,H_~L_, ___ , ________ kraciously took during the meeting, as well as some action items below. 

REL0000008109 



DHS-001-03560-000048

July will be big to get things going on both the CISA and S10 front, so we will be sure to keep open lines of 
communication. Thank you again for everyone's help in getting this going, looking forward to getting to work here! 

Respectfully, 

Action Items 
CISA (@who I Will be reaching out to) ··--·-·-··-·-·-·- .... -._-

• EI-ISAC connection: introduction toL._ __ _(~){~L .. ..Jheading social media reporting (@Masterson, Matthew) 

S10 

• CFI plug-in: discussions how to best integrate reporting into CISA/CFl's ops center and send t ips back to S10 
(@Sculty, Bnan) 

• Legal: get an initial proposal for OCC (@Sneil, Ai!ison) 

• Finalize operational details 
o Full deliverables calendar to be created and shared 
o Define workflow management system which will be the surface presented to Legal 

• General development will now ramp up 
o Toolset + OSINT training (to invite CISA) 
o Partnership building within research community 

• Publicly announcing the partnership in 2-3 weeks (webinar) 

REL0000008109 



DHS-001-03560-000049

From: L __ ___ J~)f~L_ ________ _J Llira@2020partnership.at1assian.net] 
Sent: 
To; 

,_.10/5/2020 1,1 :59: 15 PM·-·- -·-·-·-·- -·- -·-·- -·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·- ___ -·-·- -·- __ -·-·- ___ -·-·-·-·-·-·-·-·-·-___ -·-·-· _ 

; (b)(6) ! 
L, • · - ·- •-• • . ·• •-·-•-·-. • •·• · - • • •-· - •• ... ' • , - •• •• ·-• •, ,. ,.,..,. - • •.,.. ,- ·••• •• , ,. , .......... ...... •• . ... , .. ,..,, .. , ..... , .., , .. , .. , ... , .. •• • .. • ..... , .. •• ... , ... • •• •• ,,. ' "' . ... , ... • • • •• ... , .. , .. , .. , .. , ... , .. • .. , ... '"' ..... . ,. ' .. . •• •·•·-

Subject : EIP-315 Case #CIS-MIS000031: Citizen app providing misinformation for Pima County, AZ 

CAt.ff!Oi'J; This email ori~inated from outside of OHS. DO NOT click links or open attachments unless you recognize and/or trust the 
~nder. Contact your component SOC wi'th questions or concerns. 

,·-·-·-·-·-·-·-·-·-·-•······-·-·-·-···-·-·-·-·····-·-··l 
! (b)(6) jcommented: 
1. ... - · - ·-·-' - '-· - ·- ·- · - . - , .. '-· - · - · - ' - ' - · - ·-·- · - ·-·-.... ... , 

We have secured a contact at Citizen and will be reporting this matter. 

View request • Tum o'ff this request's notifications 

REL0000008175 



DHS-001-03560-000050

From: 
Sent: 
To: 

Subject ; 

CIS Misinformation Reporting fjira@2020partnership.atlassian.net] 
10/5/2020 11:34:09 PM 

!.. ________ ----·------- ---- -----------·-···---( b) ( 6) ------·- ·--··-·-------- -·-·- ·----·- • ] 
EIP-315 Case #CIS-MIS000031: Citizen app providing misinformation for Pima County, AZ 

CA.t.rr!Oi'J; Thfs email originated from outside of OHS. DO NOT click links or open attachments unless you recognize and/or trust the 
~nder. Contact your component SOC with questiotis .2r __ c_o_n __ ce_r_n_s. ________________________ _ 

CIS Misinformation Reporting commented: 

EIP - this misinformation was posted on an app that is not a primary social media platform. CISA is looking into how 
to handle this type of reporting 

View request • Turn off this request's notifications 

REL0000008176 



DHS-001-03560-000051

From: / . __ (b)(6) - ._.loira@2020partnership.atlassian.net) 
Sent: 
To; 

.. _ 10/8/202.0. 1Q:00:44 .PM ··- -·-·-·-·-·-·-·-·-·-·-·-·-······························································································ · 

t·-·······-·············-······•--·-··•-•.•-·· ·• -•.• ... , .... _.(~)_(~1 ..... -............. , ... , .... -.............. -·-····· .... 1 
Subject : EIP-337 Case #CIS·M1S000035: Fraudulent E•Mail sent to Voter in Michigan 

CAUT!Qi'J; This email originated from outside of OHS. DO NOT click links or open attachments unless you recognize and/or trust the 
~nder. Contact your component SOC with questions or concerns. 

L. ... (b )(6) . ..... ! commented: 

Thank you very much for your tip to the Election Integrity Partnership. We have just assigned an analyst to this ticket 
and it is under review. 

'. {b)(6) !updated a comment: 
'- ------- --------·-·- ----· 

Thank you very much for your tip to the Election Integrity Partnership. We have just assigned an analyst to this ticket 
and {t is under review 

View request • Tum off this request's notifications 

REL0000008177 



DHS-001-03560-000052

From: 
Sent: 
To; 

Subject; 

CIS Misinformation Reporting fiira@2020partnership.atlassian.net] 
10/7/2020 3:51:08 PM 

1 (b)(6) ; 
'-· - ,--.-; - •-·--·--·-· - ·-,- ,.- ,-, -..---,- . « . , • ••• _ --,-..-•--·-·-· --·-· ---·-, - .---·---, --·-- - · -·-·--- - · - · -·---·-· - ·-·-·--·-·- · - , - , - ,- - - · - · -·------ · -·---·-· - · -·-•-

EIP-313 Case #CIS-MIS000030: South Carolina Voter Registration deadline 

CA.t.rr!Oi'J; Thfs email originated from outside of OHS. DO NOT click links or open att achments unless you recognize and/or trust the 
~nder. Contact your component SOC with questiotis -2!:._c_o_n __ ce_r_n_s. _________________________ _ 

CIS Misinformation Reporting commented: 

Amy Cohen included Misinformation lnbox on an email to Facebook inquiring the following: "Given that Arizona 
extended their voter registration deadline until October 23, what is the plan for this graphic now? Florida's deadline 
has also changed.'' 

View request • Turn off this request's nolifications 

REL0000008178 



DHS-001-03560-000053

From: 
Sent: 
To; 

Subject; 

L __ (b)(6) . \ Llira@2020partnership.atlassian.net] 
10/6/2020 12:11:12 AM 

l--·------·-·----·------·-·---·-·---·--·- __ {!1-)J~_t _____________ , ·----------------·-------. ______ I 
EIP-315 Case #CIS-MIS000031: Citizen app providing misinformation for Pima County, AZ 

CA.U-T!Oi\l: Thfs email originated from outside of OHS. DO NOT click links or open attachments unless you recognize and/or trust the 
~nder. Contact your component SOC wilh questions or concerns. 

l_Jb)(6) __ ! commented: 

Citizen has acknowledged receipt and has promised to get back to us. 

View request - Tum o'ff this request's 0.otlfications 

REL000000B 179 



DHS-001-03560-000054

From: 
Sent: 
To; 

Subject; 

l,_,_ (b }(6) , ___ J (jira@2020partnership.at1assian .net] 

10/8/2020 3:16:09 PM 

L-·-·-·-·-·-·-·--·-- --·-·-·-·-.. -·-·-·- ·--·-·-·-·-· ·-·-·-·-·-·--J b_) (,6) ·-·-·-.. -·-·----· -·-·-·-·-·-·-·-·-·-·- -·-·-·-·--·-·-·-·-·- ,_, __ J 
EIP-331 Case #CIS-MIS000033: Misinformation tweet to vote in-person in Washington state 

CA.UT!Qi'J; Thfs email originated from outside of OHS. DO NOT click links or open attachments unless you recognize and/or trust the 

~nder. Contact your component SOC with questions_o_r __ c_on_c_e_rn_s_. -----------------------= 

,·-•-• . • .,.,_,_.__ .... ,.... , __ ,..,.,. 

i (b)(6) f commented: 
L, . . ........ ... ............ .,. . . . .... ..... .... -

Thank you for reporting this tweet. Our analysis found that the tweet received low engagement and as of 8:14am 
Pacific time, the tweet had been taken down on the twitter platform. 

View request • Turn off this 11~quest's notifications 

REL0000008181 



DHS-001-03560-000055

From: 
Sent: 
To; 

Subject; 

CIS Misinformation Reporting fiira@2020partnershfp.a tlassian.net] 
10/8/2020 8:07:40 PM 

[ ______________________ __ _ ·--- -- -·- - -- - . ( b) ( 6) _ ·--------·----· __ _____ __ _ ·--- -·-·-·-·--·-·--·--j 
EIP-337 Case #CIS-MIS000035: Fraudulent E-Mail sent to Voter in Michigan 

CAUT!Otll: This email originated from outside of OHS. DO NOT click links or open attachments unless you recognize and/or trust the 

~nder. Contact your component SOC with questiotis -2!:._c_onM_c_e_rn_s_. ----------------------= 

CIS Misinformation Reporting commented: 

MSISAC SOC created Ticket 4480158 relating to this case: 

I (b.)(6) ! 
'···-···-·· ....... _ ............... . 

Thank you for forwarding this information to the MS-ISAC. Ticket 4480158 has been generated to track further 
information and developments related to this inddent. Please continue to update us as whether the original email 
document was obtained. 

Thank you, 

l (b)(6) t 
1..,,,.. • ..,, .. ,..,.,.., • ,. • .., ,..,, .. ,,. ,,. ' ,. ,,_,.,,..,,,., ..,' I 

Security Operations Center Analyst 

Multi-State Information Sharing and Analysis Center (MS-ISAC) 

Elections Infrastructure Information Sharing and Analysis Center (EI-ISAC) 

31 Tech Valley Drive 

East Greenbush, NY 12061 

24x7 Security Operations Center 

SOC@ciseourity.org - 1-866-787-4722 

View request · Turn off this request's notific,1Horis 

REL0000008182 



DHS-001-03560-000056

From: l._, ___ , ( b) ( 6) .... ...i Uira@2020partnershi p.atlassian .net] 
Sent: 
To; 

1 ___ 101812020 4:41:58. PM --·---·-···-·-·--·----·-·-·-·-·-·-----·--------

! (b)(6) ! 
• . .-., . ._,_,_.., _____ ,~-- --..-..---..-..- · .... -.... -.. . ....... .__,_._._. _ ___ .__ ~·--·-·-.._. _____ ~·-·-·-·-~·- - --·-~·-..-----·-----~-·-·-·-- -~·_.._.__,. 

Subject ; EIP-334 Case #CIS-MIS000034: Misinformation tweet regarding voting registration deadline in Wisconsin 

CA.t.rr!Oi\l: Thfs email ori~inated from outside of OHS. DO NOT click links or open attachments unless you recognize and/or trust the 
~nder. Contact your component SOC wilh questions or concerns. 

·•-•. -·•--. -·-•-1-•-·- ,-,- . ·-·, 

l (b )(6) i commented: 
L, • • -,., . .,., - •• •••-•-•-•• •- •-•• , ., , ... I 

Twitter received. 

View request - Tum o'ff this request's notifications 

REL0000008183 



DHS-001-03560-000057

From: CIS Misinformation Reporting fjira@2020partnership.at1assian.net) 
Sent: 
To; 

___ 10/8/2020 12 :OS :30_ AM·-·-·-·····-·- ____ _ -·- _ -·-·-·- -·-·-·---·-···-·-·· ··-·-·-·- ___ -·--·- -·- -·-·- -·--·-·- ___ ··-·-·-·- ····-·-·- -·- -· 

I (b)(6) : 
~, --- • - - ,- --_, - ,_,._ ,-·-· - ,-, _,_ • • • - • - · - ,--.-,-----· -· - • - - • - -- ·-. --- --·-· -·-· - • - · - ·-·- · - ·-----· - · -· -·-·-. - •• , - • - - -·---• - ·-· - • -· - -• - ·-· - · -· ---- -,-· -· - • - · -·-·- · - · -· -,-·-. - ·-· ...... _1 

Subject : EIP-331 Case #CIS-MIS000033: Misinformation tweet to vote in-person in Washington state 

CAUT!Oi'J; This email originated from outside of OHS. DO NOT click links or open attachments unless you recognize and/or trust the 
~nder. Contact your component SOC with qt.testiotis .2r __ c_o_n __ ce_r_n_s. ________________________ _ 

ClS Misinformation Reporting shared this with your organization. 

View the request and select Get notifications to follow along. 

View request • Tum o'ff this request's 0.0tifications 

REL0000008184 



DHS-001-03560-000058

From: 
Sent: 
To; 

Subject; EIP-313 Case #CIS-MIS000030: South Carolina Voter Registration deadline 

CAHT!Oi\l: Thfs email originated from outside of OHS. DO NOT click links or open attachments unless you recognize and/or trust the 

~nder. Contact your component SOC with qt.testiotis_o_r __ c_on_c_e_rn_s_. -----------------------= 

,-•-·-·-·-·-•-·-•-·--·-•-·-• ... •'-•-·-·-•-·-·-·-·-·-·-•-·--·-1 

l (b){6) I commented: 
1 .. , -·-·-·-·-·-·- ·-· - · -·-· -·-· .. • • ! - ·-· - · - ·-· -, - · -·-·-·-, .. 1 

Hello CIS Partners: given that there is a caveat on the top right hand side that says 'as of 9/17', and the caveat at 
the bottom that says some states might allow later registration, and since the deadlines are changing to a later date, 
the EIP does not view this as misinformation and it would not violate platform policies. Our DNC partners are shared 
onto this ticket so they are aware of potential confusion. 

! (b)(6) lresolved this as Done. 
t...,-- . ... ... _ . _._, _ ____________________ ·----- · - •-,·- · - · -· . 

View request • Turn off this request's notifications 

REL0000008185 



DHS-001-03560-000059

From: 
Sent: 
To; 

Subject ; 

L ________ (P-K~L _____ __J Uira@2020partneorship.at1assian.net] 
10/7/2020 10:54:51 PM 

L_ --·-·--·-·-·-·---·-·-·-----· ·-_ -·- -·---·-·-- -·---·-· ( b) ( 6.) _ ---·---·_j 
EIP-243 Claim the thousands of ballots found in dumpster in Sonoma 

CAt.ff!Oi'J; This email ori~inated from outside of OHS. DO NOT click linl<s or open attachments unless you recognize and/or trust the 
~ nder. Contact your component SOC with questions or concerns. 

! (b)(6) f commented: 
l.,- .,-•-·-·-·-•-·-•-·-·- ·-·-·-·-·- ·-·-·-·-•-·-·-•- ·- ·•- ·-•-· 

We will now be closing th[s case! Thank you all for the responses. 

r .. , ..... , .. ,,.., .. , .. , .. , .. , ........... , -·-•- •-•-•-·-, ........... , • •- •- •- •o,; 

l (b}(6) f resolved this as Communicated. 
'•·-·-·--·-·-·-·-·-•-~-·-·-•-·-·-•-·-·-•-·-·-·-•-·-·-·-·-·· 

View request • Turn off this request's notifications 

This ,s shared with Redd1L FacebQok, EI--ISAC, Twitter. and i ..... J.~J(?J..._.J 
Powered by ,lira Servi::e Desk 

REL0000008186 



DHS-001-03560-000060

From: 
Sent: 
To; 

Subject; 

CIS Misinformation Reporting fiira@2020partnership.a t lassian.net) 
10/6/2020 3:31:23 PM 

L .... , ......... , ......... , ... , ......... , ... , ......... , ..... , ... , ... , ..... , ... ,. ( b) ( 6) , ... , ..... , ... , ..... , ... , ......... • .. , ......... , ............. , .. ········· ... j 
EIP-304 Case #CIS-MIS000027: Voting registration deadline in South Carolina 

CAUT!Oi'J; This email originated from outside of OHS. DO NOT click links or open att achments unless you recognize and/or trust the 
~nder. Contact your component SOC with qt.testiot,s or concerns. 

ClS Misinformation Reporting commented: 

Will do. ThanksJ (b)(6) 1 
L.-· - - - -- •- · t 

On Oct 6, 2020, at 11 :29 AM, L .. (b)(6) ___ __J<jira@2020partnership.atlassian.net> wrote: 

Vie\.v request • Tum off this request's notifications 

This ,s shared with E!-iSAC and C!S Mlsmlcm,at1on Rep,~rtlng. 

Powered by ~lira Servi::$ Desk 

REL0000008188 



DHS-001-03560-000061

From: 
Sent: 
To; 

l (b)(6) !Llira@2020partnership.atlassian.net] 
: .10/6/2.02.0.3..:2&56 PM ......................................................................................................... ..................... , 

f {b){6) l 
• ' 
'-· -----,-,-• -, ---· -·-. -·-· -----,---• -,--_, -·-. ---,---· -,-----·-· -· -··---. -·---· -,-·-· -·-· -• -·---·-·---· -,-·-· -·-· -' ..., -·-,-·---. -,- ,---·-· -. -----------·-· ---- ·--· -· -------------·-· • 

Subject; EIP·304 Case #CIS-MIS000027: Voting registration deadline in South Carolina 

CAUT!Oi'J; This email ori~inated from outside of OHS. DO NOT click links or open attachments unless you recognize and/or trust the 
~nder. Contact your component SOC wi'th questions or concerns. 

! (b }(6} !commented: 
!,, .... ...... , ... - -- ---- •-·-, ..... , 

Go ahead and close, CIS. 

View request • Tum o'ff this request's notifications 

REL0000008189 



DHS-001-03560-000062

From: f ._. __ (b)(6) ... ..J Liira@2020partnership.atlassian.net] 
Sent: 
To; 

,.10/8/2020. 3: 18:35 PM ....................... ....................... ................ . ..... ...... ... ...... .... ............. . . ... . , 

I (b)(6) i 
L--, - - , • , -.-,.. - • • •-· ___ _,_ ·-•• •- --- • • ••• - . • · - . - ••••••• - • • ••••••• •••• ••• ••• • ••• •• • ••• • ·•· - .••• , • ••••••• • •·•-••• •• • •• ••. - ··••·•· •• - - ·• · -· • · - · - •-·•••••· --,-·• .•• - '--•- ·•••••· # 

Subject ; EIP-331 Case #CIS-MIS000033: Misinformation tweet to vote in-person in Washington state 

CA.t.rr!Oi\l: Thfs email ori~inated from outside of OHS. DO NOT click links or open attachments unless you recognize and/or trust the 
~ nder. Contact your component SOC with questions or concerns. 

! (b)(6) jresolved this as Communicated. 
t -·-····· · ·-·-·-·-·-·---·- · - · • 

View request • Turri off l!1is request's notifications 

REL0000008190 



DHS-001-03560-000063

From: 
Sent: 
To; 

Subject; 

[__ ___ {b){6) _J Oira@2020partnership.atlassian.net] 
10/6/2020 5:41:22 AM 

[ ___________ ·-·-·-·- ·-·-·-· -·-·····- ·- ·-·· ···-·-·· ·· ·-·-·· ·- ·······- ·-· -·-····· ( b ) ( 6 ) ________ ······ ·-·-·-·-·- - ·-··· _ -· -·-·- ·--·-·-·-·-·-·-, . . -·-·····-·-·-·-·-·-l 
EIP-315 Case #CIS-MIS000031: Citizen app providing misinformation for Pima County, AZ 

CA.t.rr!Oi'J; Thfs email ori~inated from outside of OHS. DO NOT click links or open attachments unless you recognize and/or trust the 
sender. Contact your component SOC wi'th questions or concerns. 

1 (b)(6) [ commented: 
'-·-·-·-·-·-·-·-·-·-·-·-·-•-· 

Citizen has removed all of their election information and are linking to the Sos sites. Closing this ticket. 

From! (b)(6) i 
\ , .. , ......... ···-•-·-·-·-·-·-... , ..... , ... .., 

Quick update: We've replaced the voter information in-app with links to the secretary of state websites while we try 
and understand the gaps in either our underlying source or our process to put the data into the app. (We originally 
pulled it from Democracy Works.) 

! (b)(6) J changed the status to In Review. 
t ....... -·· - ·- ·---·- ·-,_. -•-·--· - .• 

! (b)(6) ! resolved this as Done. 
L. ' - ·-...... ...... ......... .. ·-·-·-·-··-•• 

l (b)(6) jchanged tile status to Analysis Complete. 
l ____ , - . - ·-·-·-· - . - •- . - • - --· - • • 

View request - Turn off this request's notiflcatiom, 

REL0000008191 



DHS-001-03560-000064

From: CIS Misinformation Reporting [jira@2020partnership.atlassian.net) 
Sent: 
To; 

Subject : 

.... 10/7 /2020 10:57:24. PM ........................................ ........................... .................................... ........................ , 

l (b)(6) ! 
1,. • --•-<• •• •• ' • • • • • •••• • •' • • • •••• •• •• •• • • • • •• •• • • , • •• ••• • •• ••• • • • •• •• •• •• •• • • •• • • •• • • •• • • •• •• •• •• • ••• • • • • •• • • ' • • • • • •• •• •• •• •• • • •• • • • • •• • • ••••••••' • • •• • •• •• ' • •·• ·• • • • •• •• •• •• ••• • •• •• • I 

EIP·243 Claim the thousands of ballots found in dumpster in Sonoma 

CA.t.rr!Oi'J; Thfs email ori~inated from outside of OHS. DO NOT click links or open att achments unless you recognize and/or trust the 
sender. Contact your component SOC wilh questions or concerns. 

ClS Misinformation Reporting commented: 

ThankJJ~)~~t] we'll close this case on our end, too. 

View request • Tum o'ff lhis request's notifications 

This is shared wtrli Rbddit. facebco1<, EHSAC, Twitter, am:.t i (b)(6) i 
1 _, ___ ,...... -·-·-·-·---· - -- ------· -·•' 

REL0000008192 



DHS-001-03560-000065

From: 

r-·- ,,-.,..·--~-.... •---•---. ...... ,_, - - .- ,-·--·~ 

L ____ _ _ _ J~).l6)_ _________ _i O i ra@2020partne rsh ip. atlassi an. net] 
Sent: 
To; 

__ 10/9 /2020_ 1 :07 :41 AM ___________ -·- ---·-·-·--·- ____ -·-·-·-·-·-·-·-·- _______ -·-·- ____ ______ ___ -·- --·-·-·- ____ ___ -·-·-·-·- ________ _ 

! (b)(6) t 
I ~ •-•-•-•-•-.---•-•-•••--.-.-•- , - , ... .. , ...... ,. .... , ~ --•-•-•-•-•--•-·-•-•--•-•-• - •-•-•--•-·-•-• ... ...... , ,., ,.. ,.,,. , .. , ........ , ... , .. , .. ... ,. • •-•--••• - • - · -_, ... ,.,,.,,.,,.,,._, ...... ,.._.,.,.,,. ... 

Subject; EIP-337 Case #CIS-MIS000035: Fraudulent E-Mail sent to Voter in Michigan 

CAHT!Oi\l: Thfs email originated from outside of OHS. DO NOT click links or open attachments unless you recognize and/or trust the 
sender. Contact your component SOC with questions or concerns. 

] • (b)(6) • !commented: 
··-·-·-·-·-~-·-·--·-· .... -·-·-·--............ ______________ ,_, 

For additional context, we found this email to be associated with this EAC investigation: 
https :/ /wvvw. eac. gov /news/2020/1 0/06/ alert-false-voter-registration-phis h ing-em ail 

View request • Turn off this request's notifications 

This rs sh0red wfth f.HSAG and GiS Mis\nkt111at1on n.epcrtirg 

REL0000008193 



DHS-001-03560-000066

From: 
Sent: 
To; 

Subject; 

CIS Misinformation Reporting fjira@2020partnership.atlassian.net] 
10/6/2020 1:33:27 PM 

! _____________________________________ ( b) ( 6) --·---·--·--·-·--·-----·-·---·-·--·-·-·---·-_] 
EIP-304 Case #CIS-MIS000027: Voting registration deadline in South Carolina 

CAUT!Oi'J; This email originated from outside of OHS. DO NOT click links or open attachments unless you recognize and/or trust the 
~nder. Contact your component SOC with qt.testiot1s_o_r_c_o_nc_e_r_n_s. __________________________ -

ClS Misinformation Reporting commented: 

EIP - just want to follow up if you are still following this case; can we go ahead and close it out on our end? 

View request • Tum o'ff this request's 0.0tifications 

REL0000008195 



DHS-001-03560-000067

From: CIS Misinformation Reporting fjira@2020partnership.atlassian.net) 
Sent: 
To ; 

, 10/9/2020 _1 :49:23. PM -·- -·- -·-·- ____ -·--·- _ -·-·-·- -·-·-·-·-·-·-·-·- -·-·- -·- -·-·--·- -·-·-·-·- -·-·-·-·- -·- -·--·-·- -·- -·-·--·- -·-·-·-·- -·--

! (b)(6) ! 
\..,_,_,_.,_,__._, ___ , _._ _ _,_-_____ ,__._ .__,_,._,_,_ .___. _ .._. __ ,_,_-·-~---·----- - -·- -- ----·-..-.._.__..--.._. ..... _ ._._ ..... __ ,_, _ _____ . __ ________ .., _ ___ , ____ .__._. ____ ~· 

Subject : EIP-331 Case #CIS-MIS000033: Misinformation tweet to vote in-person in Washington state 

CAUT!Oi'J; This email originated from outside of OHS. DO NOT click links or open attachments unless you recognize and/or trust the 
~ nder. Contact your component SOC with qt.testiot1s_o_r_c_o_nc_e_r_n_s. _________________________ -

ClS Misinformation Reporting commented: 

Thank you, EIP _ We will update the election official that the tweet has been removed and close out the case on our 
end. 

View request • Turn off this request's notifications 

This rs sh0red wfth f.HSAG and G!S Mis\nknw:it1on n.epcrtirg 

REL0000008196 



DHS-001-03560-000068

From: 
Sent: 
To; 

Subject : EIP-334 Case #CIS-MIS000034: Misinformation tweet regarding voting registration deadline in Wisconsin 

CA.t.rr!Oi\l: Thfs email originated from outside of OHS. DO NOT click links or open attachments unless you recognize and/or trust the 
~nder. Contact your component SOC with questions_o_r_c_o_nc_e_r_n_s. __________________________ -

! (b)(6) 1commented: 
'·-· ... ···-·---·- · ... ,- , •• _.,_ • ..,, ... J 

UW Team B confirms Tier 1 Analysis; this tweet contains simply false information. We recommend that the tweet be 
removed or at least labeled. 

View request • Turn off this ff~quest's notifications 

REL0000008198 



DHS-001-03560-000069

From: CIS Misinformation Reporting [jira@2020partnership.at1assian.net] 
Sent: 
To; 

,. 10/8/.2020 3:23:18 PM __ __ ·----·---- ---·--------- ---·-----·- --- -------, 

! (b)(6) 
'-- - ---- 1- ---· .... -•- - ..-.-.-.-.- .-.-.-. .... -,-,- ,_, _,_,_._,_._,._ _ _,_,_,_,_,,..._,_,_,__,._ ____ _ ' ----·---·--·----- -.... •----.-----·-

Subject : EIP-313 Case #CIS-MIS000030: South Carolina Voter Registration deadline 

CAUTION: This email originated from outside of OHS. DO NOT click links or open att achments unless you recognize and/or trust the 
sender. Contact your c~rnponent SOC with questiotis_o_r __ c_on_c_e_rn_s_. _______________________ _ 

CtS Misinformation Reporting commented: 

r-··Ttifcs·j-·-·-·1 provided the following updates from r-·-·--{b"j°fsj·-·- ·1from Facebook: 
'-·-•-·-·-·-·-·-·-·-·-·-·-·-·' 

From:L_ _________ _(_~)_(~6)~_· __ .,c.ifb=·=c~orn~> 
Sent: Wednesday, October 7, 2020 9:40 PM 
To:r··-(ll"i(s)""·--·,nased.org 
Subject: Re: Connecting on IG content 

Circling back to let you know we've removed several thousand instances of the content on lnstagram. and are still 
working on tracking down and reviewing other instances - will continue to keep you posted. 

From: L_ _______ ·-·-·-·-· (b)(6) ·--·--·-·- tfb.com> 
Date:_Wednesday,_ October_?._ 2020 at 5:29 PM 
To~ L (b)(6) .. inased.org> 
Subject: Re: Connecting on IG content 

Thanks l(b)(6)~ we've reached out to Vote Save America (or:iginators of the content) who will be updating the 
content, and are also working to ID other instances across the platforms and take action - will keep you posted. 

Vie¼ re-quest· Turn off this re,~uest's notlflcations 

REL0000008201 



DHS-001-03560-000070

From: L_ ____ ___ ___ (~JL~) ___ -______ j Uira@2020partnership.atlassian.net] 
Sent: 
To; 

0 
__ 10/5/2020_ 10: 10:34 _PM _______ ____ -·-·-·-·- -·- -·---·-·-·-·- -·- -·- -·- -·-·····-·- -·-·- --·-·- -·-···- --·-·-·- --·- ... -·- -·-·- --·-·-·-··t 

! (b)(6) I 
L, --·-·. - ·-• •• -•-·- ·--, --·-· --• --• -·-·-· - •• , --·-•. ·- ·- ••• -•··- ·-• • • --·-· •••• --• -•. ·-· • ,_. -•- ·-·- ··· --• -• -·- ·-•-· -•-·-·- ·-· •••• -·. ·-·- ·· ·-•- ·-· •••• - ·· · -·-·- ·- •- · --·-·- ···-l 

Subject ; EIP-313 Case #CIS-MIS000030: South Carolina Voter Registration deadline 

CAUT!Oi'J; This email originated from outside of OHS. DO NOT click links or open attachments unless you recognize and/or trust the 

~nder. Contact your component SOC with questiotis_o_r __ c_on_c_e_rn_s_. -----------------------= 

' • •· , (b)(6} - - !commented: 
1-· --• ..... -•-·- ·---•- i• •- ·---·-----·-· • - ·--•- ·- ·-- • 

As pert._ (b)(6) ___ j comment, we verified all these are the mail registration deadlines. The caveat at the bottom makes 
this slightly more clear, it could have been less confusing. To our 0NC partners now on this thread, adding you for 
visibility that this image (which was also shared by Obama ma tweet) was slightly confusing to our NASED partners. 
A graphic with more clear signposting on this mlght be recommended for clarity, but we found no mis or 
disinformation in the image. 

r . . . . . . ! 

j (b )(6) j changed the status to Awaiting Response. 
1- --•- · - • - · - ·- •- • - • - , - ,_,.., __ , - , • , ., • •- •- • - •• , .• ,_ ·-·- •• . • ,I 

View request • Tum off this request's notifications 

REL0000008203 



DHS-001-03560-000071

From: 
Sent: 
To; 

Subject : 

f..._ (b)(S) . .JLiira@2020partnership.at1assian.netJ 
10/8/2020 10:00:44 PM 

[ (b)(6) I 
t_, --, - ---- • -.- ' - ·-. - - - · -· - ·-. - ·-· - • - ·•-,- · -·. • -·-, - , - ·-·---• - --·-. -· --- · - · - • - ·-·----- --·-. - · -· - - - - - • - ·-· -----·-·--- ·-· - · - ·- - --·-·-. -----·-. -·-· -· - · - • - • - , ---· - • --·- • - · -· - · - ·· --·-· - ·-· _, 

EIP-334 Case #CIS-MIS000034: Misinformation tweet regarding voting reg·istration deadline in Wisconsin 

CA.t.rr!Oi\l: Thfs email ori~inated from outside of OHS. DO NOT click links or open attachments unless you recognize and/or trust the 
sender. Contact your component SOC wilh questions or concerns. 

t•-,'••-·-· -·~ ·,-----·-·--·-·. 

I {b){6) !resolved this as Done. 
I,.•••••••• •••••• ••·••-•••• . • ,I 

Thls :s shared wrth EH SAC. Twitter. and C:S Misinforrn0tlon F<epr.:rting_ 

REL0000008204 



DHS-001-03560-000072

From: L, ______ • -·-·-·-·-·-·-·(b)(6) ___________________ jstanford.edu] 
Sent: _J.Ql$Jl_QZQ_l.l~i9:13 PM 

L_ ______ (b)(6) _________ !ky.gov To! 
CC: _ L .,. •• __ " _"_J!>J.l~)n -·······-••p-~ta nfo rd. ed u J;j_ ··-·-·-···-·-·-·-·--·-·-·-···-···-·-·-·-·-·-·-·-·-·-·-·( ~)( 6) ·-·-·-·-·-·-·-·-·-·-·-·--·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-· 1 -·-·-·-·-·-·-·- -·· i (b)(6) i 

L,_ ____ j~)_(~L_ ___ j,ta nford. ed u f =(-b)Tsr •fa1uw .edu r----(ij)(sj ______ -) graph ika .com - --- - - ---·-·· - - ---·-·-·---·-·-·- - -- - --·-·-···-- -· 

Subject: EIP Post on KY Misleading Website 

Ct\lff!ON! This email originated from ovtsi~e of OHS. 00 NOT click links or open attachments unless you recognize and/or trust the 
sender. Contact your component SOC with questions or concerns. 

Good Evening! (b){6) l 
' · - ·- ·- ·- ·- ·- ·---1 

Hoping this message finds you well. As a follow up to our conversations a couple of months back, I wanted to 
highlight a recent post by the Election Integrity Partnership, which was created in response to a message you 
sent to the CIS misinformation reporting portal. As CIS and CISA have mentioned, we are working with CIS to 
provide rapid response capabilities to election officials who report to rnisinfonnaition@cisecurfty.com. 

Our writeup, which can be found here, summarizes our findings and the actions which we took. Our 
researchers (CC' d) found this website purports to be a project associated with Kentuckians for Real Options, 
an unauthorized campaign committee that is registered with the Kentucky Registry of Election Finance. Overall 
this site seems to exist as a project of the Charles Booker supporters running Kentuckians for Real Options. It 
appears that they are attempting to prove that his loss was not legitimate by col lecting examples of ballot 
irregularities. All of this information, as wel l as the actions which platforms have taken, can be found in the 
above linked report. You can also find our Tweet thread, het'e. 

Thank you very much for sending this case over. We hope to continue to provide useful content to our 
election official partners, so if there is any further analysis that would be helpful, please let us know. We are 
working to make our analysis as actionable as possible. 

Best, 

! (b)(6) l 
'-· -·-' -·-·-·-·-·-· -· -·-·-·-·-' -·-·-·-·-·-·-' -·-·-·-•-·• -·-' _, 

The Efection integrUv Pa1tn.ership is a non-partisan coalition of research entities focused on supporting real
time information exchange between the research community, election officials, government agencies, civil 
society organizations, and social media platforms. Our objective is to detect and mitigate the impact of 
attempts to prevent or deter people from voting or to delegitimize election results. 

REL0000008205 



DHS-001-03560-000073

From: 
Sent: 
To; 

Subject; 

CIS Misinformation Reporting fiira@2020partnership.atlassian.net] 
10/9/2020 1:25:46 PM 

1 ..................................................................... .............. ( b) ( 6) ............................................................................... .J 
EIP·337 Case #CIS·MIS000035: Fraudulent E•Mail sent to Voter in Michigan 

CAUT!Oi'J; This email originated from outside of OHS. DO NOT click links or open attachments unless you recognize and/or trust the 
~nder. Contact your component SOC with qt.testiot1s_o_r_c_o_nc_e_r_n_s. _________________________ -

ClS Misinformation Reporting commented: 

Thanks, EtP. We will update the election official that this emall scam is currently being investigated by law 
enforcement. We will close out the case on our end at this time. 

View request • Turn off this request's notifications 

REL0000008207 



DHS-001-03560-000074

From: L ___ s--•-·- _J!>.)_(~)_ _________ J Li ira@2020partnershi p.atlassian. net] 
Sent: 
To; 

j ... 10LSL2020 11:54:39,PM _._ ..................... ._ ...... _. ________ ................... ___ ,.,. . ._. ......... ._, ______ ....... ........... _ .................... ! 

: (b)(6) i 
t--~----·-·-·--·-·-·----- --------~•-..-...-...-, ... -- -~ ..... --.-· ... --._.-._.,_,. ·-·-·-~-·-·-------·-·--..-.,-·-----·-•---1--,-·-·-·-·-..... ·--·--·-·-----·-----•ri 

Subject ; EIP-315 Case #CIS-MIS000031: Citizen app providing misinformation for Pima County, AZ 

CAt.ff!Oi'J; This email ori~inated from outside of OHS. DO NOT click linl<s or open attachments unless you recognize and/or trust the 
~ nder. Cof1tact your component SOC wilh questions or concerns. 

1•-·-•-'-•-·-·-·---·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-

l (b)(6) i changed the status to In Review. 
I, .. , .. , ........ , ........... , .. , . •• ... ' .. , ... ........ , .. , ................. , ...... ...... . 

REL0000008208 



DHS-001-03560-000075

From: 
Sent: 
To; 

Subject; 

CIS Misinformation Reporting fiira@2020partnership.atlassian.net) 
10/8/2020 11:24:54 PM 

1 • • (b)(6) • l 
1,,._,--.,- , - .--,-•-•--•-•------,---,-. - ... , - •-.-1- .•·-· - · -•-1-,-•- •-•-•- r -i...-•- i--. - ,- ,- •- •-•-•- .. -•-·-•-·-· •1-•-·-•.-, - ,-•·--•- • - •--~ - -- • -•-•-•-•-• - •-•-•-• -•-•-• -•-•-•-_. 

EIP-307 Case #CIS-MIS000028: False website for KY State Board of Elections 

CAUT!Oi'J; This email originated from outside of OHS. DO NOT click links or open attachments unless you recognize and/or trust the 

~nder. Contact your component SOC with qt.testiot1s_o_r __ c_on_c_e_rn_s_. -----------------------= 

ClS Misinformation Reporting commented: 

Thank{ (b)(6) .J we'll update the election official and close out the case on our end as well. 

On Oct 8, 2020, at 7:19 PMr___ (b)(6) 1<Hra@2020partnership.at1assian.net> wrote: 
I. .. ·- · - ... · - ... ·-· - · - · - ·-·-· -·-· - · --· - · -·-· - · - ·-·-· -· - · - · - • • 

V,e\.v request • Tum off this request's nQtiflcations 

This ,s shared with F;.it:ebcak.. El-,SAC. Gaog!1, Twlltei. and C1S M1s\nformatton Heporiing. 

Powered by ~liret Service Desk 

REL0000008209 



DHS-001-03560-000076

From: i (~l(~l ... __ , ....... _._.JUira@2020partnership.atlassian.net] 
Sent: 10/8/2020 11:19:51 PM 
To; 

l. . .. ··--·-·-···· -· .... ,. ·•·· ···- .,. ····- , .... _ ··-··•· ...... ,. ( b) ( 6) __ ., ..... , .. ,. ······-·-., .... , ... ,. ····-···-~:~-~-~-~~-~:~:~--~----~---~·] 
Subject ; EIP-307 Case #CIS-MIS000028: False website for KY State Board of Elections 

CAt.ff!Oi'J; This email originated from outside of OHS. DO NOT click links or open attachments unless you recognize and/or trust the 
sender. Contact your component SOC with questions or concerns. 

•. . ..... ·-· ........ '-·-· ......... , ..... , ........ , ..... ' ............... , .... -----, 

! (b)(6) !commented: .. ___ •-·•- . -·-· -'-· ... , ... -·· .... -' .. ' -·-....... ' -· .. ' -. -·-·-·-·-· ... 

Hello ISAC Partners: 

We wrote up our findings rnto our latest blogpost here. (Tweet thread, here) We spoke with i(b)(6)i at the beginning 
of the EIP development, so I will be sending him a quick message to highlight this. However.'-wiiwanted to flag this 
as an example of potential counter messaging material. Closing this tick.et now, as it seems all platforms have been 
notified and recognized receipt. 

r···-·······-·-·············. 
i (b)(6) : 
"-·-···-·-·-·-·-···-·-·--... , ..... 

i (b)(6) l resolved this as Communicated. 
•--·-·------ -- - ·----·--- ----·--·-·- -- -·--- _ .J 

View request · Turn off this request's notifications. 

REL0000008210 



DHS-001-03560-000077

From: L_Jb )(6L _, \ Liira@2020partnership.at1assian .net! 
Sent: 
To; 

_lQL.8/1020.10:02:47,PM __ , _ ___ ··········-·········-········------·--·-··-·---·--·-··-·-- ··--·-·•·-·• 

i {b){6) i 
i.-,-·- •-·-. -•-· -•·· . -· - ·-· -·- . -, . ......... -, - . - ·-·-·-·-·- •···-·-·-· -··-. - • - ·-·- ·- . -· -· -· -·- ·- · - • - ·-......... ·-.... -·-·-·-· - . -·-·- ·-·-·-. -· ---·-·-· - . - ·- ........... - , ...... -·-·-· - . -·- ·-·-....... , - . _, 

Subject : EIP-334 Case #CIS·MIS000034: Misinformation tweet regarding voting registration deadline in Wisconsin 

CAHT!Oi\l: Thfs email ori~inated from outside of OHS. DO NOT click links or open attachments unless you recognize and/or trust the 
~nder. Contact your component SOC wilh questions or concerns. 

L_J bH6)~_ i commented: 

Content has been removed from Twitter. I am closing this ticket. 

View request • Tum o'ff this request's notifications 

REL0000008211 



DHS-001-03560-000078

From: CIS Misinformation Reporting fiira@2020partnership.atlassian.net) 
Sent: 
To; 

_. 10/8/2020 7: 32:3.1 PM·-·-·-·- ··· ····-···· ··-·-···- ····-·-·-···· ··············-·-·- •.• ··- -···· ····-·-·-··· ··- -···· •.. -·-·-···· ··- -·· • •.•.. 

! (b)(6) ! 
'-- •~ ••·••- •-•- •-·••-•-•- •- · - •••-•- •- •-•"P•• •• •• •- •- •- •••••r·-• • •••••••••••• •• •• · • ••••· • •• •-•••• • • •- •- •••••• ·•• • •••••• ·••••• ••••••• ••••• •• •• •• •• • • •• •• •• •••••••• •••••• ·••••••• •• · •,.,. . 

Subject; EIP-337 Case #CIS·M1S000035: Fraudulent E•Mail sent to Voter in Michigan 

CAUT!Oi'J; This email originated from outside of OHS. DO NOT click links or open attachments unless you recognize and/or trust the 
~nder. Contact your component SOC with qt.testiot,s or concerns. 

ClS Misinformation Reporting shared this with your organization. 

View the request and select Get notifications to follow along. 

View request • Tum o'ff lhis request's 0.0tifications 

REL0000008212 



DHS-001-03560-000079

From: CIS Misinformation Reporting fjira@2020partnership.atlassian.net) 
Sent: 
To; 

,. 10/7/2020 _9:08:08 PM ________ -·- -·-·- -·--·-·-·-·- -·-·-·-·-·-·--·-···-·- -·-···· ·- -·- -·- -·-·- -·-·-·-·--·-·-·--·-·----·-·-·-·- -·--·- -·-·-·. 

! (b)(6) I 
, _.__,__,_,_. ____ ~-- ---···~---- - -----~--~-~~·-----..-..---·-..-..----... ,------·--·-·-·--.... -._-·_·_· __________ , ______ _,_,_, 

Subject; EIP-243 Claim the thousands of ballots found in dumpster in Sonoma 

CAUT!Oi'J; This email originated from outside of OHS. DO NOT click links or open att achments unless you recognize and/or trust the 
~nder. Contact your component SOC with qt.testiot1s.2r __ c_o~n_c_e_r_ns_. _______________________ -

ClS Misinformation Reporting commented: 

EIP, we shared the the following article with L__, _____ (bJ(6) _______ _.J Senior Communication Manager for the California 
Secretary of State Office of Election Cybersecurity: https://www.eipartnershlp.net/rapid-response/vast-majority-of
discarded-baJlot-amplification-isnt-from-foreign-sources, 

And just to verify, since the current status of this case is "In Review," you 're still following this, correct? 

View request· TLfftl off this request's notifoatiot)S 

This f,, shared w1th Hoddlt. F;:;r::-ebc01,. f::1-ISl\C. Twitrm , an,Jl _ __(b)(6) .. ...J 

REL0000008213 



DHS-001-03560-000080

From: 
Sent: 
To; 

Subject; 

L .............. J ~H~L ........ ______ J(j i ra@2020partne rsh ip. atlassi an. net] 
10/9/2020 11:10:34 PM 

f •-• - • - • - • - •-• - • - • -• - ' - •-•- • - • -• - •-' - • - •-' - >-•-• - •-• - •-•--• - • - •-• -•- •-•-•-•-• - • - -• - • -•-• --•-• - •-· - •-•-- •-•- •-•-•-• - • - •- • - • - • - • - • -•-• - • - •-•- • - •-• - • - • - - • - •-• - • - • - ' - • - •-• -• - • - ' - 'I 

L ___ ------·-·-·-·--·-·-·-·----·-·- -·-·-·- -·-----·-·-_____ _J~)J~!. __ -----·---·--·-·- ---·-·-·----·--·------·-·--..! 
EIP-296 Case #CIS-MIS000023: Fraudulent Facebook Site Hood River County, OR 

CAHT!Oi\l: Thfs email ori~inated from outside of OHS. DO NOT click linl<s or open attachments unless you recognize and/or trust the 
~nder. Contact your component SOC wi'th questions or concerns. 

! (b)(6) ! resolved this as Communicated. 
t ........ . - . ...... . . ... .. ................. ......... . ..... . ......... ... .. .... ... .. 

REL0000008214 



DHS-001-03560-000081

From: L ........... J!3-1(~.L ........... .J Li i ra@2020pa rtn ershi p .atl assi an. n etl 
Sent: 
To; 

,.10/ 11/2020 .8:35 :30.PM .•.•.•.•.•.•.....•.•.•.•.. · ········ ·· ···· ···· ·· ············ ·· ·· · ······ ············ ·-············ · ········ ······ ·· ·········· ···· ··· -·· ··i 

! (b)(6) l 
\..,.,_,_ .._._._._, _ _ _ _ .... •-- - - ,_._ ..._._ ._,_ ... ,_,.,_ , _ ..., __ , _ , _ ~•- ~--~•- ----•- •--- • - • --•""•- • - • -•·••- · ..-,.- , . , . - • - 1 • · • ..• . - ~- •• 1--•- ---• •---~-•- •-•-~---- ~ - --..-.. l 

Subject : EIP-346 Case #CIS·MIS000036: M isinformation regarding voter registration deadline in Maryland 

CA.t.rr!Oi\l: Thfs email originated from outside of OHS. DO NOT click links or open attachments unless you recognize and/or trust the 

~nder. Contact your component SOC with questiot1s_o_r._c_on_c_e_rn_s_. -----------------------= 

r··-········-·-··-········ , ...................... ; 
; (b )(6) i commented: 
\ -·- ·- ·-·-, - ·- ·- ·-·-·- ' -· -·-·-·-·-. - ·-·-·-·- ·-·-. -·- ·- ••• J 

crs Misinformation Reporting, 

We have also reviewed the list and agree, this looks like both un1ntentiont1I mtsinformation, and that the content that 
was misleading has been removed. We are going to close the ticket. Thank you for your reporting. 

View request • Turn off this request's noti'f1catlons 

This is shared w,th Ef--lSAC and ClS Misintmmation 'Reporting 

REL0000008215 



DHS-001-03560-000082

From: 
Sent: 
To; 

Subject ; 

[ __ (b).l6L _j Llira@2020partnership.atlassian.net] 
10/9/2020 11:24:51 PM 

l (b)(6) ~ 
\-·-- - ·-· - 1 - • ---·-·-· - · -•--· - ·-· - . ..... - '-, ---· -,-· -. - ·-· - ' - -,-·-· -------------- - • --• - ·- - ---------- ·-· - • ---- -- - - - --- ,-• - -- ----• ---- ·-·-·-· - • - ----- --. --·-·-·-·-· - ·- ·-· - - - · - . , 

EIP-337 Case #CIS-MIS000035: Fraudulent E-Mail sent to Voter in Michigan 

CA.UT!Qi'J; This email ori~inated from outside of OHS. DO NOT click links or open attachments unless you recognize and/or trust the 
sender. Contact your component SOC with questions or concerns. 

! (b)(6) ! resolved this as Done. 
1 ..... , - - - ·-. - · - · -. - · - -·-•- ----· -

REL0000008216 



DHS-001-03560-000083

From: 
Sent: 
To; 

Subject ; 

L. _____________ J ~.K6..L ___________ __.] Oira@2020partnership.atlassian.net] 
10/6/2020 11:30:33 PM 

r (b)(6) j 
.... _.,...._, ___ . _______________ ..... -.--,---.-,-.-------·--,-·---,-·-,-...-,-----·-·-·-·-·-·-·-•-.·-·-·-,-·-·-·-----·-·---.. _, _________________________ , _________________ ,. __ , 
EIP-296 Case #CIS-MIS000023: Fraudulent Fac.ebook Site Hood River County, OR 

CAt.rrlO{\l; This email ori~inated from outside of OHS. DO NOT click lini<s or open attachments unless you recognize and/or trust the 
sender. Contact your component SOC wi'th questions or concerns. 

,-'-•-·-·- -·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·--·-·-·-·-·-·-, 
l (b )(6) lreopened this request. 
'••-••• • •• •• •• •••• •• ••• • • • •• •• •• •• •• }• ••• • •• •• •• • • •••••••• •• ' I 

View request • Turn off l!1is request's notifications 

REL0000008217 



DHS-001-03560-000084

From: 
Sent: 
To; 

Subject; 

[ .. ... J b,)(6L .... lLiira@2020partnership.at1assian. net] 
10/9/2020 12:58:29 AM 

j (b)(6) ! 
...._, _ __ __ ___ _____ .._._.._,_.._....._,__._, __ .._,__, __ _ ._,_,_,._,_, _ _ ~ --- - ---- - - - --·--·--- --·_,_._, _ _,_._ .. -... _____ ___ ..... _. __ _ j 

EIP-337 Case #CIS-MIS000035: Fraudulent E-Mail sent to Voter in Michigan 

CA.t.rr!Oi\l: This email originated from outside of OHS. DO NOT click links or open attachments unless you recognize and/or trust the 
sender. Contact your component SOC with qt.testiotis ,2!: __ c_o~n_c_e_r_ns_. _______________________ -

I • (b )(6) !commented: 
l.- -•- ,-.·-·- ·- •-·-·- ·- ·-·-·-- · . 

Hello !SAC Partners, thank you for sending this our way. The email received is part of a larger scam us[ng an EAC 
email address. The issue is currently being ihvestigated by law enforcement. While we plan to close this tick.et for 
now as investigations remain ongoing, will continue to monitor the spread of similar emails. Please let us know if you 
receive any additional emails from this account and we will pass them along to the EAC. 

Vievv request • Turn off this req\iest'-s notifications 

This ,s shared wlth El-l:-;;/1.C .,nd C!S Mismfonnatton Repcrting. 

REL0000008218 



DHS-001-03560-000085

From: CIS Misinformation Reporting [jira@2020partnership.atlassian.net) 
Sent: 
To; 

__ 10/':J/2020 _ 1 :13 :34. PM __ -·-·-·-·- ______ _ -·-·-·-·--·- --·-·-·-·-·-·-·-·-·-·- ---·-·-·- -·--·-·--·-·-·-·--·- ___ -·-·-·-·- -·-·--·- -·--·-·- ___ -·-·-, 

! (b}(6) '. 
t -,-• - ' - ' - ·-. -· - · - ' - ' -·-·- · - ' - ' - • - · - . ....... . ' - ' - .... -·-. - · -, - · - ·-· - · - '~ ·-·-·- ·-' - • -· - · - ·-· - · - . - ·-·-·-·-. -· -· - ·-·-· -· - ' - ' - • - · - ·-. - ' - ' - · - · - · - ·-' - ·- ·-·-·-. - · - · - · - ·-· - · - ' - ,_ ·-· - · - ' - ·~ - ·-·-· • 

Subject; EIP-334 Case #CIS-MIS000034: Misinformation tweet regarding voting reg-istration deadline in Wisconsin 

CA.t.rr!Oi'J; Thfs email originated from outside of OHS. DO NOT click links or open attachments unless you recognize and/or trust the 
~nder. Contact your component SOC with qt.testiot,s or concerns. 

CIS Misinformation Reporting commented: 

Thanks!Jb )(~)_!We t,ave notified the elections official that the content has been removed from Twitter. 

View request • Tum o'ff this request's notifications 

REL0000008219 



DHS-001-03560-000086

From: 
Sent: 

L._ ______ ______ _J_b )(6) ·-·-·-·-·-···-·-·-jcisecurity,org] 
10/9/2020 5:47:12 PM 

To! ! . • (b)(6) - • • • ! 
;·L-.J~ __ ls.ls_~c_\!,t'~ty .o rg] i L, __ -·-···- -·-·-·- ___ (~) !.~L-·-····- ___ ., ___ _Jstanford .edu] • 

CC: L_ _____________ __(b)(6)_ ----· _jcisecurity.org] 
Subject: Re: EIP - CIS Sync Tomes 

CAtmoo: Thts email orjgi.nated from outside of DHS. DO NOT click Jinks or open attachments unless you recognize and/or trust the 
sender. Co_ntact your component SOC with que.stions or concerns. 

l_(b)(6) 1We can keep him as optional but would be good if he's free. 

12-1245 Tuesday works for all of us 

Date: Friday_ October 9 2020 at 1:14 PM !-·-·-·-·-·-·---·- -'---·-·-·-·-·-·---·-·-•-•·'•-•---·-·-------... .--·--·- --------------------.----·-·-------------------------- ,-·---- -- -----------------·- -) 
... JQ:L_ ________________ J ~K~.L-·--·--·---·-_Jcisecurity.org>L ______ .. _________ _____ J~}.(~L .. ______________ ,, _____ Jcisecurity.org>,L._ _____ _tl?.)l~) __________ ] 
l (b)(6) ~tanford.edu> 
'-t- -•- - - ·- -.... - ... , ... ._. .. ,_,_, __ .__,_·- ----- ·-·-

Subject: EIP - CIS Sync Tomes 

Hey all, 

Trying to schedule our next sync. I think sticking to this core group for now should be fine. Would you all be free from 
1pm -1:45pm ET on Tuesday? Barring that, we could also do noon-12:45pm ET, or try for Wednesday. 

Let me know and I'll schedule ! 

Best, 
. ................ ! 

;(b)(6) j 
'·-·-·-·-·-·. 

This message and attachments may contain confidential infonnation. If it appears that this message was sent to 
you by mistake, any retention, dissemination, distribution or copying of this message and attachments is strictly 
prohjbited. Please notify the sender immediately and permanently delete the message and any attachments. 

REL0000008220 



DHS-001-03560-000087

From: [ _ - --·-·- _____ (b )(6) __ ____________ Jstanford.edu] 
Sent: 
To: 

10/13/2020 3:50:06 PM 

I (b)(6) l 
t.. •• --·-·-•- . . . - • • , ---· -, ----• --_ , --' - ·-·-·-· - ·--· - ·-· - ' - • -·-. • ,-,-· - ·- -,-·-· -· . - ,-• - · - · - · -,-,-. - ~- · - ,-,-,--- ,-·-. - , - , -. - ·-· ---- ,--- · - · -. ----. - ·-·-· --·-·-·-·-·-·--·-____ ____ J 

Subject: FW: [eip-info) Fact Sheets for Constituents on how to spot Misinformation Online 

CAUTION: This emai l originated from outside of OHS. DO NOT click links or open attac;hments unless yol! 
recognize and/or trust the sender. contact your component soc with questions or concerns. 

On 10/12/20, 10:45 AM ,! (b)(6) 1 wrote: ' ..... -·-·-·-.... --·-·-·-. -·-· .................. -· ......... ·-· ....... ---------, ............... , ...... --·-·---·--· ........... ' .... ------....... ... 
Hello - My name is L__~J_'?._)J~_L ___ __j and I'm reaching out on behalf of congressman Sean Casten, who 

represents Illinois' sixth Congressional District. We are working on a mini-PSA for our constituents 
regarding spotting misinformation/disinformation around t he upcoming election . I've been in contact with 
some fol ks at Atlantic cou ncil's DFR Lab and they pointed me your website for addi tional i nformation. 

I 'm wonderi ng if someone woul d be available for a quick phone call to di scuss your platforms wor k, as 
well as any fact sheets , talking points, or other resources \ve coul d provide constituents regarding 
misinformation/disinformation online. 

Looking forward to your r esponse . 

~.$.i_n~.~.r_g_lY .•. ____ ,_._1 

L_ _________ (b )(6) ·-·-·-·-- j 

Sent from my iPhone 

To unsubscribe from this group and stop receiving emai l s from it, send an email to 
info+unsubscribe@eipartnership.net . 

REL0000008221 



DHS-001-03560-000088

From: [_ ______ ______ _(b)(6) ---····- ___ .Jstan ford.edu] 
Sent: 
To! 

""_10/13/2020 5 :57 :00. PM ·-···. , .... -... -....................... -........ ·-····----·-·· ....... -... -.................... -... -......... -.................. . 
l (b)(6) !cisecurity,orgJ;; {b)(6) f 

CC: '[ • • (b)(6) : 
Subject: ' Re: Workflow from today's convo • 

CAUTION: Thts email originated from outside of OHS, DO NOT dick Jinks or open attachments unless you recognize and/or trust the 
sender, Contact your component SOC with que,stions or concerns . 

. --·-·-·-----·-. 
Hello[ (b)(6): 

'·-···-·-···-· . 

Yes - preference for this Stanford one as I am loading off my CISA work as we ramp up EIP! And absolutely - what flow 
r-·----~. 

would that be? The one to go after counter narratives that we discussed today? Adding} (b)(6) i here to make sure we 
can get on the same page on this, he is helping me out with the CIS <> EIP todos today. L 

Best, 

l_(b)(6) ] . ~-.... •·-·-·• . _,,,_,.__ _ __ ... ..,. ........ _. ..... .. ... _,,_,,_ ..... - ......... _ .. ,. ___ _ 

From:l • (b)(6) • lcisecurity.org> 
"·-·-·-·-·-· • -----·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-• ............. .., 

Date: Tuesday, October 13, 2020 at 10:47 AM 

TO: L.----·····--·-···---·-----·--·----·----·-···--·-.. -·----····· .. -·-· ( b )(6) ···- ··· ·········--·-·--·- -·-·-·--···-·· ··-··· --······- .! 
L . .l'?.U~Ljta nford .edu> 
Subject: Workflow from today's convo 

,--·----, 
Hey, :(b)(6)J Thanks again for the convo today. 

I went to add the EIP flow we talked about to our internal docs and realized it would be better (and easier for me!) ifwe 
used the same one. Any chance you could share what you wrote down so I can shamelessly copy it into our CIS 
processes? 

Second question: do you have a preference for which email address I should use? 

Thanks, 

l (b)(6) ! 
'·-•-·•-·-·-·-·-· -·-·' 

This message and attachments may contain confidential information. If it appears that this message was sent to you by 
mistake, any retention, dissemination, distribution or copying of this message and attachments is strictly prohibited. 
Please notify the sender immediately and permanently delete the message and any attachments. 

REL0000008223 



DHS-001-03560-000089

From: 
Sent: 
To; 

Subject; 

L_ ____ (b)(6) -·-·-· lLiira@2020partnership.atlassian.net] 
10/13/2020 9:56:29 PM 

' (b)(6) l 
'-· - · - • - •-· ... - , .... - • ·- • - · - ·-· - ·-. .. , - .... . . .... - · ... - · - · - · - · - . .. • - · ... - · -· .. , .... - '-·- · - · - ... , - .... ... .... - · ..... ·-· - · - · .. . - , ... - · - ·-· - ' - • -·-·-· -·-·-.... - · -·- ·-' - . .. + - ..... ... .. . - , ... - · - ·-· - ' - . ... - · -· - . ..... . - ' ,J 

EIP-360 Case #CIS-MIS000037: Misinformation tweet that Russians are stealing mailboxes 

CA.t.rr!Oi'J; Thfs email originated from outside of OHS. DO NOT click links or open attachments unless you recognize and/or trust the 

~nder. Contact your component SOC with questions_o_r __ c_on_c_e_rn_s_. -----------------------= 

[ _____ (b)(S) _______ _j updated a comment: 

Thank you for flagging this. Our analysts looked into the claim - the specific post has not had any engagement on 
Twitter and we have not found other instances of this narrative. 

We wHI keep you updated if any similar narratives come up again and will let you know if Twitter takes action. 

View request · Turn off this request's noti'f1catlons 

This ts shared w,th D-iSAC and ClS Misintcrmation 'Reporting 

REL0000008227 



DHS-001-03560-000090

From: 
Sent: 
To; 

Subject; 

CIS Misinformation Reporting fiira@2020partnership.atlassian.net) 
10/13/2020 9:38:39 PM 

[ _______ •-·-·-·· .. ·····-·-······•· ·-·· ·- ·- • __ · ·-·-·- ····•- ·- · · ·· ·- ·- · --- ·- ·- ·· · ( b ) ( _6) ·· ·· •- ·-· · ···-·- · ---·-·-·· ·· ·-·-·· ·· ·- · . · · -·- ·- ····•-···- ·-·-··. ---·-···-··__l 
EIP-360 Case #CIS-MIS000037: M isinformation tweet that Russians are stealing mailboxes 

CAUT!Oi'J; This email originated from outside of OHS. DO NOT click links or open attachments unless you recognize and/or trust the 

~nder. Contact your component SOC with qt.testiot1s_o_r __ c_on_c_e_rn_s_. -----------------------= 

ClS Misinformation Reporting commented: 

From[ ______ (b)(6) _______ !(Analyst, Countering Foreign Influence Task Force National Risk Management Center): 

"FYSA, this has been sent to Twitter." 

The election official was also included in the email. 

Vie\.v request • Tum off this request's nQtifoations 

This ,s shared with E!-iSAC and C!S Mlsmlcm,at1on Rep,~rt lng. 

Powered by ~liret Service Desk 

REL0000008229 



DHS-001-03560-000091

From: 
Sent: 
To; 

Subject; 

j (b)(6) i Liira@2020partnership.atlassian.net] 
'··10/13/202o'9:53:29 PM 

l (b)(6) I 
~ _,_ .... -·-. -. -· -· --· --' --·-· -·-··-· -. -· -·-·-.... ' _,_ .... -·-. -··-· -· -·-· -·-· --·-· -·-. -···-. -·-·-· --' __,_ ·-· -·-...... -· -·-· -·-·--·-·-·-· _, -· _, -·-· -·-. _, -·-·-·-· -..... _, -·-· -·-·--·-·-·-·. 
EIP-360 Case #CIS-MIS000037: Misinformation tweet that Russians are stealing mailboxes 

CA.t.rr!Oi\l: Thfs email originated from outside of OHS. DO NOT click links or open attachments unless you recognize and/or trust the 
~nder. Contact your component SOC with questions ,2!:,_c_o~n_c_e_r_ns_. _______________________ -

l (b)(6) !commented: 
t.. - · - · - · - · - · - · - · - · - · - · - · --· - · _ J 

Thank you for flagging this. Our analysts looked into the claim - the specific post has not had any engagement on 
Twitter and we have not found other instances of this narrative. 

We wHI keep you updated if any similar narratives come up again. 

View request · Turn off this request's noti'flcations 

This ts shmeti w,th D...JSAC and ClS Misintcrmation 'Reporting 

REL0000008232 



DHS-001-03560-000092

From: L_ __ -·-_________ j_bJ!~L _________ -.-Jcisecurity. org] 
Sent: ___ 10/14/2020 12:09: 28. AM __ -·-·- ___ -·-·-·-·--·- ____ -·-·-·-·-·-·--·-·-·-·-·-·-·-·-·- _____________ -·--·-·-·-·- ____ ___ -·-·-·-·- _ -·-·-·- -·- -·- -·-·-·-·-- -·-·-

I (b)(6) I To! 

CC: 
t, ... , ... J~l{~L,,~ ... Jcisecuri ~. orgJ ,···- ··--··, ................................ ···········-·········· ...... 

1 
. , 

l._·········-·-·j~_)__(~L .... _. ___ ... _Jisecurity.org];i (b)(6) ;stanford.edu; j (b )(6) 1stanford.edu] 
Subject: RE: El P - SI O Slack Channel '·····-···-·-·-' '·······-·-·······-···-········ -·-·············· ··-·····-·-···--

CAUTtb-f,,!: Thts email origi.nated from outside of DHS, DO NOT click Jinks or open attachments unless you recognize and/or trust the 

sender. Contact your component SOC with que.stions or concerns. 

I have accepted it. It tells me that both admins need to review this. 

You've acceptedL ... (b)(6L, __ .J invitation to join #eip-cis. As soon as it's approved by the admfns at 
both Stanford University and Cl$, your team will have access to the channel. 

r·-·-, 
I am adding!!.~!~6!l because he has made this request of our Slack admin before. 

Thanks, 

!_(b)(6)_1 

From-L.......... , .... -··········· _ (b )(6) ..... _ . ........ ·······- ···-·.I 
Sent; .. T!.1.e.s.dav.,.O.i;tQb.er.13 .. .2.02.P 6:51 PM 
To: l (b)(6) bsecurity.org>; r-·······················(fi)(6j'"·······················1cisecurity.org> 
cci lh)(6) ista.nford.edu;l ··---·-·· ··--·····-·1iittsf'··~-- ··- ·- ··-·-··-··-·:stanford.edu>·-··-' 

'{.. ._ J •-·- - - --J ' ·-·-·-· -·-·-·-·-· - · -·-· -·-· - · - · -·-·-·-· -·-·-·--· - · -·-· - · - · - · -·-· - · - · -·-, ! 

Subject: EIP - S10 Slack Channel 

··-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-1 
Hey! (b )(6) i ............ . ,••--·-·----·--•-.•-·-•-•,-•-... 

You should have gotten an invitation to join the bridge Slack channel thati (b)(6); (copied) just made. Please let ._,...,.,_, ____ _ 

us know if you don't see the invite or if there are other issues. 

Best, 

[ (b)(S)_j 

This message and attachments may contain confidential information. If it appears that this message was sent to 
you by mistake, any retention, dissemination, distribution or copying of this message and attachments is strictly 
prohibited. Please notify the sender immediately and permanently delete the message and any attachments. 

REL0000008233 



DHS-001-03560-000093

From: 
Sent: 
To; 

Subject; 

CIS Misinformation Reporting fjira@2020partnershfp.atlassian.net) 
10/14/2020 3:39:48 PM 

I ' ' -. ,._ ' .- -. .- .-- . 

' (b)(6) ! 
.... - ---,-·-·-·- · ---·-·-·- • ~ .. - . __ , __ -· -~ . - ·-· - --·-,---·-·-· ---·-. . - -- ,---,-· - , - -- • - ------·-·-· ---,- -- • ---. - - · -. - · -,----- ,--- ,_. --, ___ ,_ __ , - - i 

EIP-360 Case #CIS-MIS000037: Misinformation tweet that Russians are stealing mailboxes 

CA.t.rr!Oi'J; Thfs email originated from outside of OHS. DO NOT click links or open att achments unless you recognize and/or trust the 
~nder. Contact your component SOC with questiotis -2!:._c_o_n __ ce_r_n_s. _________________________ _ 

CIS Misinformation Reporting commented: 

EIP: We have not received an official response from Twitter but the content has been removed and is no longer 
available. We informed the election official that the tweet has been taken down and the case does not need to 
remain open. 

We are closing this case on our end. 

View request· TLffti off this request's notificatior,s 

REL0000008234 



DHS-001-03560-000094

From: 
Sent: 
To; 

Subject : 

L..J~}J~J_._.J Liira@2020partnership.at1assi an. net] 
10/14/2020 5:15:32 PM 

L ......................................................................... ( b) ( 6) .................................... -····································· l 
EIP·363 Case #CIS·MIS000038: M isinformation spreading in Hopkins County, Ky 

CAUT!Qi'J; This email ori~inated from outside of OHS. DO NOT click lini<s or open attachments unless you recognize and/or trust the 
sender. Contact your component SOC wilh questions or concerns. 

[ .. J b )(6) _,..i resolved this as Duplicate. 

REL0000008236 



DHS-001-03560-000095

From: 
Sent: 
To; 

Subject; 

L .......... Jb.).~~J.. ........... J Uira@2020partnership.at1assian.net] 

, 19/14/2020 4:59:43. PM ···---·---- -----·--·-···-····· ·---·-·-----·- . . --·-···--·--·-· i I (b)(6) i 
, _' -· -, -· ... -·-·-·-. -·-·-·-·-. -•·-. -· -·-· -·-.... -. -· -.... -· -. -. -·-·-.... -' -...... ·-... , ....... -·-·-·-.......... -·-. -. -... ·-· ---·-... ·-·-·-·-· -·-.... -·-·-...... , -.... ---· -· -... ·-·-·-·-... '---·-·-· .. , ....... . 
EIP·363 Case #CIS·MIS000038: Misinformation spreading in Hopkins County, Ky 

CAHT!Oi\l: Thfs email originated from outside of OHS. DO NOT click links or open attachments unless you recognize and/or trust the 
sender. Contact your component SOC with questions or concerns. 

i (b)(6) , • • !commented: 
\-·-· -·-. -·-·-·-... ·-' .... -•-·-·-• ....... ,-·-·-' -·-, .. ·-·-·-·-' -..... , 

Hello C!S - we investigated this claim yesterday, so we are moving you to that ticket to view the full analysis thus far. 
This information Wa$ reported to both Twitter and FB yesterday as the claims gained some level of virality. It would 
be great to have election officials speak to th1s matter, however. it 1s more widespread than just KY. 

View request • Turn off this request's i\Otifications 

REL0000008240 



DHS-001-03560-000096

From: 
!·-·- -· .. ·-·-·-·-· .. · -·-· - ·- ·-·-·-·-·-·- ·-·-~- ·-, 

i (b)(G) i r ; · @2020 t h. ti • J '····-- ··-·-·•··-···- ··-·-··--=- ulra par ners 1p.a ass1an.net 
Sent: 
To; 

Subject; 

, 10/14/2020 5:04.:21. PM ·-··-· ··-- -- - ---- -·--- --···-·- - --·-·-- - - - --- -- _ --··· ···--·-·-·-···-·-·-·-·-·--•-., 

! (b)(6) l 
._ EIP·359 viral misinformation about marks on ballots ---·······-··························-·····; 

CAUT!OT'J: Thfs email originated from outside of OHS. DO NOT click links or open attachments unless you recognize and/or trust the 
~nder. Contact your component SOC with questions or concerns. 

L_···-··········.Jb)(6) ........ _ ....... J shared this with your organization. 

View the request and select Get notifications to follow along. 

View request • Tum off lhis request's 0.otmcations 

REL0000008241 



DHS-001-03560-000097

From: 
Sent: 
To: 

Subject ; 

CIS Misinformation Reporting fiira@2020partnershfp.atlassian.net] 
10/14/2020 5:40:47 PM 

I (b)(6) ' 
'---.-,--·•-· ·-.,-,_, ___ ,_, ___ ,_,_ ______ ,__, _ _ ... --··-. ·-·---·--·-·-·-·---,-.--,---.-,-..... --,-·-•-•·-•-·-·-·---·-·-·-·---·---·----·-·-·-·-·-------
EIP-359 viral misinformation about marks on ballots 

CAUTION: This email originated from outside of OHS. DO NOT click links or open attachments unless you recognize and/or trust the 
~nder. Contact your c~rnponent SOC with questions .2r __ c_o~n_c_e_r_ns_. _______________________ = 

CIS Misinformation Reporting commented: 

We updated L. ... ·-·····Jb)(G) ____________ J KY Assistant Secretary of State, with the following: 

"The misinforrm:\tlon has spread across platforms starting a few days ago, As of 10/13 the spread of the content has 
slowed. Overall the content was picked up by accounts on the left and right in what seemed to be well intentioned 
warnings to make sure their supporters had their votes counted. A few suspicious accounts picked up the narrative 
but they also appeared primarily concerned with warning their followers about the possibility, not using it to advance 
a larger voter fraud narrative. The false information was referred to Twitter and Facebook for removal." 

View request - Turn off this request's notifications 

,,.,0•-•-•-•-•• ••·-•••••- •-·••N•-•-•-,. 

Thi'-l !" shared wish coinnwn C:.'ElSe EdwMti<;n Fv1d, Facebt11)k, £1.LSAC. T'f</il,<-;; . .:md L_ _______ (b )(6) _________ ! 

REL0000008242 



DHS-001-03560-000098

From: ! (b)(6) __ j fiira@2020partnership.atlassian.net) 
Sent: 10/14/2020 5:17:43 PM 
To; 

• . . . J 

i (b)(6) i 
i...--.-...-,-.,- t-•-... ·-·-·--·-----•--..-• .... ---- ---- ---- -------·--·---· - --- ... •----.---•--·j 

Subject; EIP-359 viral misinformation about marks on ballots 

CAt.ff!Oi'J; This email originated from outside of OHS. DO NOT click links or open attachments unless you recognize and/or trust the 
~nder. Contact your corn:ponent SOC with qt.testiotis ,2!: __ c_o~n_c_e_r_ns_. _______________________ -

r·-·-·-·-·-·-·-·-·-· .. ·-···~·-·--·-· . 

I (b)(6) \updated a comment: 
'-••, •·-·- ·----- - - ·- ·- ·-·-- ·-J 

As of 10/13 the spread of the content has slowed. Overall the content was picked up by accounts on the left and 
right in what seemed to be well intentioned warnings to make sure their supporters had their votes counted. A few 
suspicious accounts picked up the narrative but they also appeared primarily concerned with warnlng their followers 
about the possibility, not using it to advance a larger voter fraud narrative. As it is false information about voting it 
should be referred to platforms for removal but as spread is slowing should otherwise go to ongoing monitoring. 

View request • Turn off this request's notifications 

,-·--------·-·---·---·---·, 
This :s shared wtth Common Ctn,se Edu1~,,tk)n Fund, F,web{;CK, EHSAC, Tw1iter. and L_, _____ (~)_(~L _______ j 

REL0000008243 



DHS-001-03560-000099

From: L_ ______ _ _(~J{~L-__ ___ JU i ra@2020partne rsh ip. atlassi an. net] 
Sent: 10/15/2020 12:40:48 AM 
To; j (b)(6) ! 

1 _ _ .. __ .... ' _, _ ·-·-· - · - ··-. - · --·-·-' - · - ·-· - · - .-.. - • - · - · - ·--' ..... ·-· - · -. - · -· - · - · -· --' --·- - ·-. - · - ' - · - · - · ..... ' ---·-·-·-. - · - · - · - ·-· ---·-· - ·-· - · - · - ··- •·- · - · -· ..... ' ---·-· - · - . - · - · - · - · - .... ' -- J 

Subject : EIP-359 viral misinformation about marks on ballots 

CAUT!Oi\l: This email ori~inated from outside of OHS. DO NOT click links or open attachments unless you recognize and/or trust the 
~nder. Contact your component SOC with questions or concerns. 

! • (b)(6) !commented: 
t ...... _ ............ .............. ........ ... .. . . ...... . . ......... ~- ···-·- · · ·· .... • 

We are closing this ticket as it was communicated. 
https://twitter.com/2020Partnership/status/1316534 769488859136 

j (b)(6) lresolved tt,is as Communicated. 
I,•••••·•••' .. , .. • • • • •• • ... , • • • • • • • •••• ' .. •-• • •• •• · ••• • •• ...... , 

View request · Turn off this request's notifications 

REL0000008244 



DHS-001-03560-000100

From: 
Sent: 
To; 

1-' - ·-' - ·-·-·-· -·-' -· -·-· - ·-' -· - · - · • ·-· -·- '-1 

1 (b )(6) i Uira@2020partnership.atlassian.net] 

r~To[fs7io20 7:53:54·P-M ........................................................................................................................................ ' 

: (b)(6) : 
"·-•-·-·-·-·-·-·-·-·-·-·-·-•-·-·-·-·-·-·-·-·---·-·-•-·-·-·-·-·-·-·-·-·-·-·-•-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-•-·-·-·-·-·-·-> 

Subject : EIP-346 Case #CIS-M1S000036: Misinformation regarding voter registration deadline in Maryland 

CAHT!Oi\l: Thfs email ori~inated from outside of OHS. DO NOT click lini<s or open attachments unless you recognize and/or trust the 
~nder. Contact your component SOC wilh questions or concerns. 

[ {b)(6) • i resolved this as Done. 
'-·---·-----·-·-·-·-·-·-·-•-·-•-·-·-•-·-·-·-·-·-·-·-·-· 

REL0000008245 



DHS-001-03560-000101

From: 
Sent: 
To; 

Subject ; 

CIS Misinformation Reporting Oira@2020partnership.atlassian.net] 
10/15/2020 3:43:37 PM 

- • • I 

{b)(6) ' 
- ·· --·-·- - · - -·- ·- -·- · - · - - · -·- - · - ., ....... - · - - · - - · - · 1" - · - - · - - .... , - - · - - · - · - - - - · - - · - · - - · - - ·- · - - · - -·- - · - · - - · - - · - ·- - - - · - --·-· - - · - - · - · - - · - -·- - ·-·- - · - -·- ~ _, 

EIP-369 Case #CIS-MIS000041: Twitter misinformation regarding ballots dumped on highway in CT 

CA.t.rr!Oi'J; Thfs email originated from outside of OHS. DO NOT click links or open attachments unless you recognize and/or trust the 
~nder. Contact your component SOC with questions or concerns. 

CIS Misinformation Reporting commented: 

L__tl?H.~L_J CISA, forwarded misinformation report to Twitter. 

View request • Tum o'ff this request's notifications 

REL0000008246 



DHS-001-03560-000102

From: 
Sent: 
To; 

Subject; 

CIS Misinformation Reporting fiira@2020partnership.atlassian.net] 
10/15/2020 2:09:09 AM 

f (b){6) ! 
"-·-·--·-·--·-·-·-·-·-·-·-·--·-·-··-·-·-·--·-·-·-·--·-·-··-··-·-·-·-·-·-·-·--·-·-·--·-· .... -·_,-,_,-~.-·---·-·-------------"-. 

EIP-359 viral misinformation about marks on ballots 

CA.t.rr!Oi'J; Thfs email originated from outside of OHS. DO NOT click links or open attachments unless you recognize and/or trust the 
~nder. Contact your component SOC with questiotis -2!:._c_o_n __ ce_r_n_s. _________________________ _ 

CIS Misinformation Reporting commented: 

We notified both sets of election officials, from Kentucky and Colorado, who reported the misinformation, that the 
EIP communicated an update on Twitter. We closed the case as well. 

View request • Turn off this request's notifications 

REL0000008247 



DHS-001-03560-000103

From: 
Sent: 
To; 

Subject : 

i ·-·-·-·-·-·-·-·-·-·-·-1 
L. (b)(6). j(jira@2020partnership.atlassian.net) 
10/15/2020 7:46:06 PM 

CA.UT!Oi'J; This email originated from outside of OHS. DO NOT click links or open att achments unless you recognize and/or trust the 
sender. Contact your component SOC with questiotis .2!:._c_o_n._ce_r_n_s. _________________________ _ 

... ._ ................. ·-·, 
L. (b)(6) . jupdated a comment: 

.This. appears to. definitely_be .a .scampage. that happened. to tag .this .Elections office .................................................... 
1 

i (b)(6) i 
1-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-···-·-···-·-·-·-·-·-·-·-·-,-·-·-·-·-·-·-·-·-·-·-···-·-·-·-·-·-·-·-·-·-·--·-·-·-'-·-·-·-·-·-·-·-·--···-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·•-···-·-·-·-···-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-

Facebook partners have been tagged onto this post, we recommend disabling this account according to your spam 
policies. 

View request • Turn off this request's r\()tifications; 

This ;s shared w,th Facebcok. El••!SAC. and CIS Mfsinfcrrnaton F:eportlng, 

REL0000008248 



DHS-001-03560-000104

From: f·-·-·-·-·-·-·-·-·-J~K~L.._._, ___ ,_, _ ___io i ra@2020partne rsh ip. atlassi an. net] 
Sent: .. 10/15/2020 ~:38:50 PM __ ·--·-·-·-·-·-·- - -·-·----·------- - - ·--·-·--~---·-·-·-·-·-·-·--- -·-·-·-·-·-·-·-·-·-·---
To: l (b)(6) i 

L._, •. -. -. -·-···-·-. -· -·-·-· -·-. -. -·-·-·-·-. -. •·•·•· -. -. -.• ···-·-.•.•. -·-···-. -.•• -. -·-·-.•. -. -·-·-·-· -·-.•. -·-·-. -.•. ····-·-·-·-·-. -· -·-·-. -. -·-·-·-. -. -.•. -· -·-. -.•. -· -···-.•. -- . -.• , 
Subject ; EIP-372 Case #CIS-MIS000042: Suspicious Facebook Mention regarding Frederick County Board of Elections, MD 

CAUT!Ol\l: Thfs email ori~inated from outside of DHS. DO NOT click links or open attachments unless you recognize and/or trust the 
~ nder. Contact your component SOC with questions or concerns. 

[ __________ (b )(6) _________ l commented: 

Noted - thank you, closing off the ticket! 

'---·-·-·-·--·-·-· (b ){6) _ -·-·-·-·--·-·..J resolved this as Done. 

Vie\.v request • Tum off this request's notifications 

This ,s shared with F.acebcck. El- ,SAC. "'nd CIS Ml;;1ntonnatkm Reporting, 

Powered by ,lira Service Desk 

REL0000008249 



DHS-001-03560-000105

From: l. .............. J~_!(~L. .......... ..J Llira@2020partnership.atlassian.net] 
Sent: 10/15/2020 7:55:54 PM 
To; 

i ·-·-·-··-··-·-·-·-·-·-·-·-·-·-·-··-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·---·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-•-·-1 

r (b)(6) ! 
~-,-·-,--,-•,-.•-·-·-·-·- ·-·-·-,--,-·--.-,--,-·- ·-·-·-,--·-·-·-·--·-·-·-·--,.-•-1-•-,-·--·•------ -·--·-· • -·- -·-·-·-·-·-·-•·-•-·-·-·-·-·-·-·-·------·-·-·------

Subject; EIP-304 Case #CIS-MIS000027: Voting registration deadline in South Carolina 

CAt.ff!Oi'J; This email ori~inated from outside of OHS. DO NOT click links or open attachments unless you recognize and/or trust the 
sender. Contact your component SOC wilh questions or concerns. 

I • (b)(6) I resolved this as Done. 
I, • . - •• .•. - • - · - · . ... , . , . • • ' • ·•• • .•. - • • .. --·-·••-. • •- .•. 

View request • Turn off l!1is request's notifications 

REL0000008250 



DHS-001-03560-000106

From: L. ... (b)(6) .... ...!Liira@2020partnership.at1assian.net ) 
Sent: 
To; 

, .•. 10/15/2020 9 :25 :30 PM····-·····-··-········-·······················-···········-···-···-········-············-· ········-·······-··-····-······· 

; (b)(6) ' 
~ - ---·-·------....... , .... . - ,., . ..... _ __,_,.__,.., .,, ...... _._.._. ....... ....... _. ___ ,.... .. ._ ....... __ ..,. . ..,,_. ...... . ..., ......... .__. ____ .._..,._ ...... _. _ ___ _.. ...., ....... _,__, ...... _.__ ._ ... ._._. .. ._, _..., . '¥ .. ._ ...... 

Subject : EIP·372 Case #CIS·MIS000042: Suspicious Facebook Mention regarding Frederick County Board of Elections, MD 

CAHT!Oi\l: Thfs email originated from outside of OHS. DO NOT click links or open attachments unless you recognize and/or trust the 
sender. Contact your component SOC with questiotis ,2!:._c_o~n.c_e_r_ns_. _______________________ -

'··········•··············· ·· ·· ·7 

i (b)(6L_. _ __j commented: 

Hf, 

Just circling back here. This content was already investigated and closed out with the MD Board of Elections. when 
they flagged this to our team through the appropriate channels. 

Thanks! 

View request • Turn off this request's notifications 

REL0000008251 



DHS-001-03560-000107

From: CIS Misinformation Reporting fiira@2020partnership.atlassian.net) 
Sent: 
To; 

, .. 10/17 /2020 2:52:04 .AM .................... ... . .............................. ............. ... .......... ................................... . 

! {b)(6) l 
j_ .................. ...... . . . .... ... , .. ..... .... ...................... .................... ...... ....... , ........ - ........................................... , ................. . ... . ..... ...... , ..... ............. , .............. ... , .... , ......... . ..... , .............. . ................ . ... 1 

Subject; EIP-388 Case #CIS·MIS000044: False voting allegation regarding Senator Chris Murphy CT 

CAUT!Oi'J; This email originated from outside of OHS. DO NOT click links or open attachments unless you recognize and/or trust the 
~nder. Contact your component SOC with qt.testiot,s or concerns. 

ClS Misinformation Reporting commented: 

,-·-·-·-·-·-·-·-·-·--•1 
,-lbi:111~.Y.9~. EIP. We notified the el~ction official that the EIP has completed its analysis and communicated[ (b)(6) ! 
i (b)(6) rcomments above regarding the report. •······················' 
• . ··-·-·---·--·-_,. 

View request • Turn off this ff~quest's notifications 

This rs sh0red wfth f.HSAG and G!S Mis\nknw:it1on n.epcrti,1g 

REL0000008252 




